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Secure Controls Framework (SCF)
Control Description

FDE Name Focal Document Element (FDE) Descri SCF Control

7000 Title and Scope NA Functional N/A N/A N/A N/A DorentiernE B map e
This Ghapter shall be known as the California Gonsumer Privacy Act Regulations. It may be cited as such and o e
7000(a) NA will be referred to in this Chapter as “these regulations.” These regulations govern compliance with the Functional NA NA NA NiA
California Consumer Privacy Act and do not limit any other rights that consumers may have. (=D
70000y A ‘Aviolation of these regulations shall constitute a violation of the COPA and be subject to the remedies Fmetionat No on vn vn A No requirements to map to.
brovided for therein.
7001 Definitions See Focal Document for details Functional | SubsetOf SEA-02.1 tochnology and pr rminolog 10
Terminology amonest erouos and
Restrictions on the - No requirements to map to.
7002 Collection and Use of A Functional NA NA NA NA
Relationship
Personal Information
In accordance with Civil Code section 1798.100, subdivision (c), a business’s collection, use, retention, existto faciltate the  operation of data
7002(a) N/A and/or sharing of a consumer’s personal information shall be reasonably necessary and proportionate to Functional | SubsetOf | DataPrivacy Program pRI-o7 |Protection controls throughout the data lifecycle to ensure all forms of 10
o Personal Data (PD) Lawfully, fairly an
7002(a)(1) NA :::u“’:;‘f;fl;‘:;:‘:::;:Eb::";"o':‘a“;;":r"“a”"" was collected or processed, which shall comply with the | - ¢ ional | intersects With | Purpose Specification | PRI-02.1 | for which Personal Data (PD) is collected, received, processed, stored, 8
' shared
7002(@)2) NA Another disclosed purpose that s compatible with the context in which the personal information was Functional | Intersects With | Purpose Specification | PRI-02.1 |for which Personal Data (PD) i collected, received, processed, stored, 5
collected, which shall comply with the requirements set forth in subsection (c). e
The purpose(s) for which the personal information was collected or processed shall be consistent with the exist to limit . receiving, r
200208y wa reasonable expectations of the consumer(s) whose personal information s collected or processed. The runctionat | subsetor | Reasonable DataPrivacy [ o o transmission, sharing, updating andior disposal of Personal Data (PD) o
consumer's (or consumers’) reasonable expectations concerning the purpose for which their personal Practices accordingto :
: be based on the following: and
horel e For example exist to limit . receiving, '
interacting with the business on its website to purchase a good or service, the consumer likely expects that Roasonable Data Privecy ::::::::fo" shering, updating and/or disposal of IPE'S""EI Data (PD)
700206)(1) NA the purpose for collecting or processing the personal information is to provids that good or service. By Functional | Subset Of PRI-01.11 10
" Practices and proportionate.
contrast, for example, of abusiness’s not expect th
business to collect the consumer's geolocation information to provide the flashlight service.
The type, nature, and amount of personal information that the business plans to collect or process. For exist o imit . roceiving, .
example, if a business's mobile communication application requests access to the consumer's contact st in transmission, sharing, updating and/or disposal of Personal Data (PD)
orderto call @ specific individual, the ho is providing their pects that th Aensonable Data Privac sccordingto "
7002(0)(2) N/A purpose of the business’s se of that contact ist will be to connect the consumer with the specific contact Functional Subset Of Y| PpRi-1.41 |andproportionate. 10
they selected. Similarly, f a business collects the consumer's fingerprint in connection with setting up the Practices
security feature of unlocking the device using the fingerprint, the consumer Likely expects that the business's
useof s only for the purpose of unlocking their mobile device.
The source of the personal information and the business's method for collecting or processing it For exist to limit . receiving, '
example, if is providing their to using the transmission, sharing, updating and/or disposal of Personal Data (PD)
2002003) wa business's product or service, y expects that usethe personal runctionat | subsetor | Reasonabte DataPrivacy [ Lo faccordingto ’ o
o provide that product or service. However, the consumer may not expect that the business will use that Practices and proportionate.
same personalinformation for a different product or service offered by the business or the business's
subsidiar.
it and clarityof disclosur aboutthe purpose for P
collesting or processing their personal information, such as in the Notice at Collection and in the marketing for which Personal Data (PD) s collected, received, processed, stored,
materials to the consumer(s) about the business’s good or service. For example, the consumer who receives transmitted and/or shared.
J00208) A pop-up notice that the businass wants o cllact h consumer'sphon number overfytheiridenttywhen | ¢l .
they log in ikely expects that the business will use their phone number for the purpose of verifying the,
consumer's identity and not for marketing purposes. Similarly, the consumer may expect that a mobile
application that markets itself as a service that finds gas prices near the consumer's location willcollect and
use the consumer's geolocation information for that specific purpose when they are using the service.
Mechanisms exist to:
(1) Make data privacy noticel(s) available to individuals upon first
d s necessary;
(2)Ensure that data privacy are clear
expressing relevant information about how Personal Data (PD) is
The degree to which the tractors, third parties, or other entities in the collected, received, processed, stored, transmitted, shared, updated
collesting or processing of personal information is apparent to the consumer(s). For example, the consumer andor disposed:
likely expects an online retailer’s disclosure of the consumer's name and address to a delivery service (3) Contain all d criteria reqy -
7002(6)(5) NA provider in order for that service provider to deliver a purchased product, because that service provider's Functional | SubsetOf |  Data Privacy Notice PRI02 | statutory, regutatory and contractual obligations. 10
is apparent to - By contrast, P of (4) Define the scope of PD processing activities, including the geographic
personal information to a service provider f the consumer s not directly interacting with the service provider locations and third-party recipients that process the PD within the scope
or the service provider's role in the processing is not apparent to the consumer. of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
exist to periodically purposes for which
J00216) wa Whether another disclosed purpose is compatible with the context in which the personal information was Functional | Subsetf | purpose Compatisity | PRIz |Personel Data (PD) s collected, received, processed,stored, uansmitied o
collected shall be based on the following: and/or shared to ensure compatibilty with reasonable consumer
At the time of collection of the personal information, the existto periodically purposes for which
7002(c)(1) NA personal information is collected or pracessed concerning the purpose for which their personal information | Functional | SubsetOf | PurposeCompatibitity | PRi-oz.8 |PersonatData(PD)is collected, received, processed, stored, transmitted 10
will be collected or processed, based on the factors set forth in subsection (b). and/or shared to ensure compatibility with reasonable consumer
The other disclosed purpose for which the business plans to further collect or process the consumer’s existto periodically purposes for which
7002(c)2) N/A personal information, including whether itis a business purpose listed in Civil Code section 1798.140, Functional | SubsetOf | PurposeCompatibility | PRI-02.8 | ersonalData(PD)is collected, received, processed, stored, transmitted 10
ebeisions (1) - (1), and/or shared to ensure compatibilty with reasonable consumer
The strength of the link between subsection (c)(1) and subsection (¢)(2). For example, a strong link exists exist to periodically purposes for which
betoon e . o o o provid them Personal Data (PD) s collected, received, processed, stored, transmitted
with a requested service at the time of collection, and the use of the information to repair errors that impair and/or shared to ensure compatibility with reasanable consumer
7002(c)(3) NA the intended that requested service. igh in favor of By contrast, for|  Functional SubsetOf | Purpose Compatibility | PRI-02.8 |®Pectations. 10
example, a weak link exists between ’s reasonable hal formati
will to provide atthe time of collection, and the use of the
information to research and develop an unrelated facial recognition service.
For each purpose identified in compliance with subsection (a)(1) o (2)2), the collection, use, retention, existto limit ! Feceing, 5
and/or sharing of a consumer's personal information to achieve that purpose shall be reasonably necessary transmission, sharing, updating and/or disposal of Personal Data (PD)
and 's collection, use, retention, and/or sharing of a consumer's personal sccordingto d
20020 A information shall also be reasonably necessary and proportionate to achieve any purpose for which the Functional subsotof | Reasonable DataPrivacy | Lo o and proportionate. o
business obtains “s consent in compl . Whether a business’s Practices
collestion, use, retention, and/or sharing of a consumer's personal information is reasonably necsssary and
to achieve the subsection (a)(1) or a)(2), or any purpose
for which the business obtains consent, shall be based on the following:
The minimurm personal information that is necessar purpose identified exist o imit - receiving, 5
subsection (a)(1) or (a)(2), or any purpose for which the business obtains consent. For example, to complete Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
7002(d)1) NA Functional | Subset Of PRI-01.11 [accordingto : 10
an online pi an email of the purchase to . an online retailer may Practices
need the consumer’s order information, payment and shipping information, and email address. and proportionate.
The possible negative Impacts on consumers posed by the business's collection or processing of the exist to limit . receiving, r
0020 A persona nformation. For exampl, a possible negative impact of ollecting precise geolocation iformation | (| | Reasonable DataPrivacy | o o |wansmission, sharing, updating and/or disposal of Personal Data (°D) o
is that it may reveal other sensitive personal information about the consumer, such as health information Practices accordingto .
based on visits to healtheare providers. and
of additional safeguards for formation to specifically address the possible exist to identity and
002603) wa negative considered by subsection ()2).For example, abusiness may | g AsK062 toreduce risk tothreats. s
consider encryption or automatic deletion of personal information within a specific window of time as Gountermeasures
ootential safesuard
to authorize .
receiving, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where prior to collection the data
A obtain s consentin 7004 subject s provided with:
200206) wa processing personal nformation for any purpose that does not meet the requirements setforth insubsection | [ | prios | (1)Plain tanguage to ustrate the potential data privacy isks of the .
(a). Except as set forth Civil Gode section 1798.145, subivision (1), or as otherwise prohibited by the CCPA, a authorization;
consumer must be able to withdraw consent at any time. (2) Ameans for users to decline the authorization; and
@Al y and by
applicable statutory, regulatory and contractual obligations.
Mechanisms exist to present data subjects with a new or updated
Abusiness shall not collect categories of personal information other than thos disclosed n its Notice at consent request to collect, receive, process, store, transmit, share,
Gollestion the GOPA and section 7012. 1f intends to update and/or dispose Personal Data (PD) in conjunction with the data
J0020) wa categories of personal nformation or intends to use the personal nformation for addtional purposesthatare | [ | | ustinTimeNotice& | e o action, when: s
purpose for which the p information was collected, the business shall Updated Consent (1) The original hich an individual
provide a new Notice at Collection. However, any additional collecting or processing of personal information have changed; or
shall comply with subsections (a) - (¢). (2) Asignificant amount of time has passed since an individual gave

(elolc]

S Secure Controls Framework (SCF) 1of42




SetTheory Relationship Mapping (STRM)

FDE Name

California Consumer Privacy Act (CCPA) January 2026
(amended California Privacy Rights Act (CPRA)

1t Element (FDE) Description

SCF Control

Version 2025.4
12/16/2025

A business shall not collect categories of personal information other than those disclosed in its Notice at Mechanisms exist to minimize the collection of Personal Data (PD) to
Collestion in accordance with the CCPA and section 7012. If the business intends to collect additional only whatis adequate, relevant and limited to the purposes identified in
Jo00() wa categories of personal information or intends to use the personal nformation for addtional purposes thatare | L | | RestrictCollestionTo. | o | the data privacy notics, including protections against collecting PD from .
incompatible with the disclosed purpose for which the personal information was collected, the business shall Identified Purpose minor parental o legal guardian consent.
provide a new Notice at Collection. However, any additional collecting or processing of personal information
hall comols
Requirements for No requirements to map to.
7003 Disclosures and NIA Functional o NA NA NA NA
Communications to Relationship
Mechanisms exist to
(1) Make data privacy noticels) available to individuals upon first
d necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collested, received, processed, stored, transmitted, shared, updated
and/or disposed;
a (3) Contain all necessary notice-related criteria required by applicable
70080 w e oy el vt s et vt eictor e o | Functona | irsoctswin| - Daa Pyt | PRV02 ottt oty andcanactat blgstos. .
@) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
d shall be easy to read and understandable to consumers. For Data Subject Mechanisms exist to craft disclosures and communications to data
7003(a) NA Functional | Intersects With PRI-17  [subjects in a manner ) 8
example, they shall use plain, straightforward language and avoid technical or legal jargon. Communications
by a reasonable person
7003(b) N/A Disclosures required under Article 2 shall also: Functional No N/A N/A N/A N/A e
exist to reasonably privacy notice
formatting for consumers requiring alternative formatting due to
7003(b)(1) N/A Use aformat that makes the disclosure readable, including on smaller screens, if applicable. Functional | SubsetOf  [Privacy Notice Formatting|  PRI-0.6 |2cocSsibility needs through: 10
(1) Screen resolution / screen sizes;
(2)Muttilingual support; and/or
any
exist to reasonably privacy notice
formatting for consumers requiring alternative formatting due to
200362) wa Be available in the languages in which the business in ts ordinary course provides contracts, disclaimers, Functional | SubsotOf | privacy Notice Formatting|  Pri-0z.g | 2ccessiily needs through: o
sale announcements, and other information to consumers in California. (1) Screen resolution / screen sizes;
(2) Muttilingual support; and/or
any
Be reasonably accessible to consumers with disabilities. For notices provided online, the business shall existto reasonably privacy notice
follow generally recognized industry standards, such as the Web Content Accessibility Guidelines, version 2.1 formettin for consumers requiring alternative formatting due to
7003(b)3) N/A of June 5, 2018, from the World Wide Web Consortium, incorporated herein by reference. In other contexts, |  Functional |  SubsetOf  |Privacy Notice Formatting|  PRI-02.9 needs through: 10
the business shall provide information on how a consumer with a disability may access the policy in an (1) Screen resolution / screen sizes;
(2)Muttilingual support; and/or
alternative format.
any
For websites, a conspicuous link required under the CCPA or these regulations shall appear n a similar existio include tink to the
data privacy notice on all consumer-facing websites and mobile
2005(6) wa maner as othersimiary-posted nks s by the businass on it homapage(s). For oxample, thebusiness | oo | ConspieuoustinkTo o RO s
shall use a font size and color that s at least the approximate size or color s other links next o it that are Data Privacy Notice
used by the business on any internet webpage where personal information is collected.
For mobile applications, a conspicuous link shall be included in the business’s privacy policy, which must be. Conspicuous Lk To exist to include linkto the
7003(d) NA accessible through the mobile application’s platform page or download page. It must also be accessible Functional | mtrsects with| 8RO SO | PRIL17.1 | dataprivacy noice onall consumer-facing websites and mobile 5
throush a link within the apol 1 as through the application’s settings menu.
Requirements for No requirements to map to.
Methods for Submitting o
7004 CCPA Requests and NA Functional o NA NA NA NA
Relationship
Obtaining Consumer
Consent
Except as expressly allowed by the CCPA and these regulations, businesses shall design and implement o No requirements to map to.
7004(a) NA methods for submitting CCPA requests consent the following Functional o NA NA NA NA
Relationship
orinciples:
Mechanisms exist to
(1) Make data privacy noticels) available to individuals upon first
d necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
Easy to understand. The methods shall use language that is easy for consumers to read and understand. ) Contain all necessary notice-ralated criteria required by applicable
7004(a)(1) N/A When applicable, they shall comply with the requirements for disclosures to consumers set forth in section Functional | Intersects With |  Data Privacy Notice PRI-02 | statutory, regulatory and contractual obligations. 8
7003 (4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Symmetry in choice. The path for a consumer to exercise a more privacy-protective option shall not be longer axist in choice,
J00a(a)2) wa or more difficult or time-consuming than the path to exercise & s privacy-protective option because that | L Faual SymmotryInGhoice | PRILa2.10. |Presented 1o consumers for more protecive options are notonger, more o
would impair or interfere with the consumer's abiliy to make a choice. llustrative examples and difficult, nor more time-consuming than less protective options.
Itis not symmetrical when a business's process for SUbmILing a request to optout of sale/sharing requires No requirements to map to.
more steps than that business's process for optingin to the sale of personal information. For example, the
number of steps for submitting a request to opt-out of sale/sharing as measured from when the consumer o
7004(a)(2(A) NA clicks on he “Do Not Sell or Share My Personl nformation ik to complation o the raquest should bothe | Functional | o i NA NA NA NA
same or fewer than the number of steps for submitting a tothe sale of linformati
where the business offers a link for consumers to learn more about opting-in to the business's sale or sharing,
of their nersonal informari
A choice to opt-in to the sale of personal information that provides only the two options, “Yes” and “Ask me No requirements tomap to.
later,” is not equal or symmetrical because there is no option to decline the opt-in. “Ask me later” implies that
7004(a)(2)(B) NA the consumer has not declined but delayed the decision and that the business will continue to ask the Functional Rem:gsmp NA NA NA NA
consumer to opt-in. Framing the consumer's options in this manner impairs the consumer's ability to make a
choice. An equal or symmetrical choice could be between “Yes” and “No.”
‘A website banner that provides only the two options, “Accept A" and “More Information,” or, “Accept ALl” No requirements to map to.
and “Preferences,” when seeking the consumer's consent to use their personal information is not equal or
J004(0)2)C) wa because the method all “Accept AL in e step, but requires the consumer | L No A A A A
0 take additional steps to exercise their ights over their personal information. Framing the consumer's Relationship
options in this manner impairs s ability to . An equal or
be between “Accent Al and “Decline ALL”
J00a@2)0) on A choice where the "yes” button is more prominent (e, arger n size ofin  mor eye-catohing colon) than | No A A A A No requirements to map to.
the “no” button is not eaual or
A choice where the option to participate in @ financial Incentive program is selected by default o featured o No requirements to map to.
7004(a)(2)(E) N/A more prominently (e.g., larger in size or in a more eye-catching color) than the choice not to participate in the Functional Relationship N/A N/A N/A N/A
program is neither equal nor
Mechanisms exist to craft disclosures and communications to data
Do not use language o interactive elements that are confusing to the consumer. The methods must not use
2004001 wa double negatives, misleading statements or omissions, affirmative misstatements, or deceptive language. runctional | Subsetof Data Subject i Z:T::g‘n:;:;!w‘m g "
Toggles or buttons must clearly indicate the consumer's choice. A consumer's silence or failure to act Communications
affirmatively does not constitute consent. lustrative examples of prohibited methods follow.
. on Giving the choice of "Yes” or "No” next o the statement “Do Not Sell or Share My Personal Information” isa | L No v v v oA No requirements to map to.
doubte d a confusing choice for a consumer.
00aE®) on Togles or buttons that state "on” or *off”are confusing to @ consumer i they do not nclude further claribing | - No A A A A No requirements to map to.
lenguage
The unintuitive placement of buttons to confirm a consumer's choice s confusing to the consumer. For No requirements to map to.
2004(6)3(C) wa example, itis confusing o the consumer when a business a irst consistently offers choices in the orderof | L No A A A A
“Yes," then “No,” but then inthe “No," then “Yes"—when asking the Relationship
consumer something s expectat
A consumer closing or navigating away from a pop-up on awebsite that requests i o No requirements to map to.
7004(a)(3)(D) N/A affirmatively selecting the equivalent of an “I accept” button shall not constitute consent. Such a method for Functional Relationship N/A N/A N/A N/A
obtaining consentis confusing to the consumer.
y urgency are misleading. A countdown clock displayed next to a consent o No requirements to map to.
7004(a)(3)(E) N/A choice which states “time is running out to consent to this data use and receive a limited discount” where the [  Functional Relationship N/A N/A N/A N/A
discount is not actually limited by time or availability is misteading.
Do not use choice architecture that impairs or interferes with the consumer's ability to make a choice. Mechanisms exist to avoid choice architecture that impars, interferes
700408 A must not design thei methods n a manner that would impair the consumer's biltyto sxercise | [ | it or subverts @ consumer's ablty to make wellinformed choices. "
their choice because consent must be frealy given, specific, informed, and unambiguous. llustrative
les and
quiring click Screens before they are able to submit a request to opt-out o No requirements to map to.
7004(a)(4)(A) N/A of is hitecture that impairs or *s ability to exercise their Functional 5 5 N/A N/A N/A N/A
i Relationship
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Control Description

Bundling choices so that the consumer is only offered the option to consent to using personal information for R ET IR
purposes that meet the requirements set forth in section 7002, subsection (a), together with purposes that are
incompatible with the context in which the personal information was collected is a choics architecture that
impairs or nterferes with the consumer's ability to make a choice. For example, a business that provides a
! based service, such as a mobile application that finds gas prices near the consumer's location, shall
Jo0a(aa®) wa ot require the consumer to consent to incomparible usos (e.g.,sale of the consumer's geolocationtodata [ No A A A A
brokers) together with a reasonably necessary and proportionate use of geolocation information for providing Relationship
the locationbased services, which does not . This type of ch notallow
consent to be freely given, specific, informed, or unambiguous because it requires the consumer to consent
o incompatible uses in order to obtain . the consumer a
separate option to consent to the business's use of personal information that does not meet the requirements
set forth in section 7002, subsection (a).
[Acceptance of general or broad terms of use, or a similar document, that contain descriptions of personal No requirements to map to.
J004(a)8)C) wa information processing along with other, unrelated information. This type of o Functionat No A A A A
consent from being freely given, specific, and informed, or from signifying agreement for a narrowly defined Relationship
particular purpose.
Easy to execute. The business shall not or friction to the p the Mechanisms exist to perform testing of choice architecture to ensure it
y— A consumer submits a CCPArequest o provides or wthcraws consen. Methods must be testedtoensurethat | [ || Ghoice Avchiteoture | o o |does notundermine a consumer’s bily o submit choice selections. o
they are functional and do not undermine the consumer's choice to submit the request. llustrative examples Testing
and follow.
Upon clicking the “Do Not Sell or Share My Personal Information” link, the business shall not require the. o No requirements to map to.
7004(a)(5)(A) NA consumer to search or scrll hrough the text of  privacy poliy o smilar dosument orwebpage tolocate the | Functional | o io L NA NA NA NA
¢ submitting a
(A business that knows of, but does not remedy, circular or broken links, or nonfunctional email addresses, o No requirements to map to.
7004(a)(5)(B) N/A such as inboxes that are not monitored or have aggressive filters that screen emails from the public, may bein|  Functional Retationship N/A N/A N/A N/A
violation of this reulation.
that require awebpage as h o No requirements to mapto.
7004(a)(5)(C) N/A request or require consumers to fill out multiple or duplicative forms or impose unnecessary waiting periods Functional Retationship N/A N/A N/A N/A
between form mav be in violation of this regulation.
Businesses that require the consumer to calla toll-free telephone number to submit a CPA request must o No requirements to map to.
7004(a)(5)(D) N/A ensure that the individuals handling those phone calls have the knowledge and ability to process the. Functional Relationship N/A N/A N/A N/A
consumer's COPA reauests.
[Amethod that does not comply with subsection (a) may be a dark pattern. The illustrative examples provided Mechanisms exist to avoid choice architecture that impairs, interferes
constitute a dark patterns. through the use of with or subverts a consumer’s ability to make well-informed choices.
7004(0) NA dark patterns shall not constitute consumer consent. For example, a business that uses dark patterns to Functional | SubsetOf | Choice Architecture | PRI-02.11 10
obtain consent from a consumer to sell their personal information shall be in the position of never having
obtained the consumer's consentto do so.
A usor ntorface is a dark pattern f ho o etfontof mpairing user Mechanisms exist to avoid choice architecture that impairs, interferes
autonomy, decisionmaking, or choice. A business's intent in designing the interface is not determinative in vith or subverts a consumer's abilty to make well-informed choices.
7004(c) NA whether the user interface is a dark pattern, but a factor to ifa notintend to Functional | SubsetOf |  Choice Architecture | PRI-02.11 10
design the user interface to subvert or impair user choice, but the business knows of and does not remedy a
user interface that has that effect, the user interface is stilla dark pattern.
o0 Ovenvew o Rered v Fomtont No v wa v A No requirements to map to.
Mechanisms exist to The proper terminology is a “privacy
(1) Make data privacy noticels) available to individuals upon first notice for a publicly-facing document, not|
d necessary; a“privacy policy" as stated in this law.
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collested, received, processed, stored, transmitted, shared, updated
and/or disposed;
" (3) Contain all necessary notice-related criteria required by applicable
7010(a) NA :ZZZ':::‘;E:T"‘ P mcf_" and shallprovide a privacy policy in Functional | SubsetOf | Data Privacy Notice PRI02 | statutory, regulatory and contractual obligations. 10
@) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodicall, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
exist to enable to authorize .
recelving, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where prior to collection the data
subjectis provided with:
Jo108) wa A business that controls the collection of a consumer's personal information rom a consumer shall provideal (o pri0a |1 Pleintanguage to itustrate the potential data privacy risks of the s
Notice at Collection in accordance with the CCPA and section 7012. authorization;
(2) Ameans for users to decline the authorization; and
@ AL and by
applicable statutory, regulatory and contractual obligations.
usines htusos ADHTas st ot i sacion 720 napre Astmaied Decien- oo et PSPy e oeaney AT
rorete) A use Notice in accordance with section 7220, ' Functional | - Subset Of MakingTechnology | PRI9-1 5 ision-Making Technology (ADMT). °
(ADMT) Use Notification -
Except as set forth in section 7221, subsection (b), a business that uses ADMT as set forth in section 7200, Automated Decision- Mechanisms exist to provide concise, unambiguous and understandable
7010(d) NA subsection (a), must include in its Pre-use Notice a ink through which consumers can opt-out of the Functional | Subset Of Making Technology | PRI-19.2 | !neiructions on how a data subjects can opt-out of Automated Decision- 10
business’s use of ADMT, in accordance with section 7221, subsection (c)(1). (ADMT) Opt-Out Consent Making Technology (ADMT).
forth in section 7025, subsection (@), a business that sells or shares personal information shall tivo Paricipation By Mechanisms exist to compel data subjects to select the level of consent
7010(e) NA provide a Notice of Right to Opt-out of Sale/Sharing or the Alternative Opt-out Link in accordance with the Functional | Intersects With e Suocts PRI-03.7 | deemed appropriate by the data subject for the relevant business 5
copa 7013 and 7015. le.6.. ontin. opt-out. accent all cookies. etc.)
Mechanisms exist to present data subjects with a new or updated
Gonsent request to Gollect, receive, process, store, transmit, share,
Abusiness that uses or discloses a consumer's sensitive personal information for purposes other than those update and/or dispose Personal Data (PD) in conjunction with the data
7010() NA specified in section 7027, subsection (m), shall provide a Notice of Right to Limit or the Alternative Opt-out Functional | Intersects witn [ St TImeNetice & | - pp, o5 5 - faction. when: 5
e one Updated Consent (1) The original circumstances under which an individual gave consent
have changed; or
(2) Asignificant amount of time has passed since an individual gave
‘A business that uses or discloses a consumer's sensitive personal information for purposes other than those tivo Paricivation By Mechanisms exist to compel data subjects to select the level of consent
7010() NA specified in section 7027, subsaction (m), shall provide a Notice of Right to Limit or the Alternative Opt-out Functional | Intersects With e Suects PRI-03.7 | deemed appropriate by the data subject for the relevant business 5
Link in accordance with the CCPA and sections 7014 and 7015. optiin. opt-out. accent all cookies. etc.)
Mechanisms exist to provide data subjects with a Notice of Financial
Jo10) A A business that offers a financial incentive or price o service difference shall provide a Notice of Financial runctionat | subsetor Notice of Financial | o {Incentive that explains the material terms of a inancial incentive, price or o
Incentive in accordance with the CCPA and section 7016. Incentive service difference so the data subject can make an informed decision
oartiinate.
7011 Privacy Policy. NA Functional No N/A N/A N/A N/A R
Mechanisms exist to The proper terminology is a “privacy
(1) Make data privacy noticels) available to individuals upon first notice for a publicly-facing document, not|
d necessary; a“privacy policy" as stated in this law.
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
The purpose of the privacy policy is to provide consumers with a comprehensive description of a business's ) Contain all necessary notice-ralated riteria required by applicable
7011(a) NA online and offline information practices. It shall also inform consumers about the rights they have regarding | ~ Functional | SubsetOf |  Data Privacy Notice PRI02 | statutory, regulatory and contractual obligations. 10
their personal information and provide any information necessary for them to exercise those rights. ) Define the scope of PD processing activites, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Mechanisms exist to The proper terminology is a “privacy
(1) Make data privacy noticels) available to individuals upon first notice for a publicly-facing document, not|
d necessary; a“privacy policy" as stated in this law.
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
7011(6) NA The privacy policy shall comply with section 7003, subsestions (a) and (b). Functional | SubsetOf | Data Privacy Notice PRI02 | statutory, regulatory and contractual obligations. 10
) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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7011(c)

N/A

The privacy policy shall be available in a format th aconsumer document.

Functional

Subset Of

Data Privacy Notice

PRI-02

Control Description

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

The proper terminology is a “privacy
notice" for a publicly-facing document, not
a"privacy policy" as stated in this law.

7011(d)

N/A

The privacy policy shall be d accessible through a that compl
section 7003, subsections (c) and (d), using the word “privacy” on the business’s website homepage(s) or on
the download or landing page of a mobile application. If the business has a California-specific description of
consumers’ privacy rights on its website, then the privacy p beincluded in A
business that does not operate make the privacy policy
consumers. Amobile application must also include a link to the privacy policy in the application’s settings
menu.

available to

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

The proper terminology is a “privacy
notice" for a publicly-facing document, not
a"privacy policy" as stated in this law.

7011(e)

N/A

The privacy policy shall include the following information:

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

The proper terminology is a “privacy
notice" for a publicly-facing document, not
a"privacy policy" as stated in this law.

7011(e)(1)

N/A

information practices, which includes the
following:

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(1)(A)

N/A

Identification of the categories of personal information the business has collected about consumers in the

preceding 12 months. The categories shall be described using the specific terms set forth in Civil Code

section 1798.140, (1)A) - () and (ae)(1) - (2). To he business has discretion in

its description, the business shall describe the category in a manner that provides consumers a meaningful
of the information

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(1)(B)

N/A

Identification of the categories of sources from which the personal information is collected. The categories
shall ina manner ameaningful of where the
information s collected.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(1)(C)

N/A

Identification of the specific business or commercial purpose for collecting personal information from

The ar meaningful

of why the information is collected.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(1)(D)

N/A

the categories of personal information, if any, that the business has sold or shared to third
parties in the preceding 12 months. If the business has not sold o shared consumers’ personal information in
the preceding 12 months, the business shall disclose that fact.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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7011(e)(1)(E)

N/A

For each category of personal information identified in subsection (€)(1)(D), the categories of third parties to
whom was sold or shared. third parties shall be described in a manner that

ameaningful of the parties to whom the information is sold or shared.

Functional

Subset Of

Data Privacy Notice

PRI-02

Control Description

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(1)(F)

N/A

Identification of the specific business or commercial purpose for selling or sharing consumers’ personal

The purp inamanner ameaningful

of why the information is sold or shared.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(1)(G)

N/A

actual knowledge shares
information of consumers under 16 years of age.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(1)(H)

N/A

the categories of personal information, if any, that the business has disclosed to a service

provider or contractor for a business purpose in the preceding 12 months. If the business has not disclosed
consumers’ personal information for a business purpose in the preceding 12 months, the business shall
disclose that fact.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(1)()

N/A

Identification of the specific business or commercial purpose for disclosing the consumer’s personal

The purpose shall be described in a manner that provides consumers a meaningful
understanding of why the information s disclosed.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(1)0)

N/A

h or
other than those specified in section 7027, subsection (m).

personal information for purposes

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)2)

N/A

An explanation of the rights that the CCPA confers on consumers regarding their personal information, which
includes all of the following:

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(2)(A)

N/A

The right to information including the
categories of personal information, the categories of sources from which the personalinformation is
collected, the business or commercial purpose for ling, or formation, the
categories of third parties to whom the business discloses personal information, and the specific pieces of
personal information the business has collected about the consumer.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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7011(e)(2)(B)

N/A

The right to delete personal information that from 3
exceptions.

Functional Subset Of

Data Privacy Notice

PRI-02

Control Description

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(2(C)

N/A

The right to correct inaccurate personal information that a business maintains about a consumer.

Functional Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(2)(D)

N/A

Ifthe or shares personal informati
information by the business.

the sale or sharing of their personal

Functional Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(2)(E)

N/A

If the business uses or discloses sensitive personal information for reasons other than those set forth in
section 7027, subsection (m), the right to limit the use or disclosure of sensitive personal information by the
business.

Functional Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(2)(F)

N/A

Except as set forth in section 7221, subsection (b),if the business uses ADMT as set forth in section 7200,
subsection (a), the right to opt-out of ADMT.

Functional Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(2)(G)

N/A

If the business uses ADMT as set forth in section 7200, subsection (a), the right to access ADMT.

Functional Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(2)(H)

N/A

The right not to be retaliated for exercisin by the CCPA,
consumer is an applicant to an educational program, a job applicant, a student, an employee, or an
contractor.

Functional Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e))

N/A

CPA rights and expect from that

process, which includes all of the following:

Functional Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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SCF Control
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7011(e)(3)A)

N/A

by which an CPA rights.

Functional

Subset Of

Data Privacy Notice

PRI-02

Control Description

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(3)(8)

N/A

Instructions for submitting a request under the CCPA, including any links to an online request form or portal
for making such a request, if offered by the business.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)3)(C)

N/A

it or shares personal information, and is required to provide a Notice of Right to Opt-out of
Sale/Sharing, the contents of the Notice of Right to Opt-out of Sale/Sharing o a link to that notice in
accordance with section 7013, subsection (f).

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(3)(D)

N/A

I the business uses or discloses sensitive personal information for purposes other than those specified in
section 7027, subsection (m), and is required to provide a Notice of Right to Limit, the contents of the Notice of
Rightto Limit or a link to that notice in accordance with section 7014, subsection (f).

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(€)(3)(E)

N/A

A general description of the process the business uses to verify a consumer request to know, request to
delete, request to correct, ADMT, wh licable, includi the
consumer must provide.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(3)(F)

N/A

Explanation of how an opt-out preference signal will be processed for the consumer (i.e., whether the signal
applies to the device, browser, consumer account, and/or offline sales, and in what circumstances) and how.
the consumer can use an opt-out preference signal.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(6)(3)(G)

N/A

Ifthe business processes opt-out preference signals in a frictionless manner, information on how consumers
can implement opt-out preference signals for the business to process in a frictionless manner.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(3)(H)

N/A

on how an authorized agent can make a he CCPA on ‘s behalf.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

) privacy 4

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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7011(e)3)()

N/A

Ifthe business has actual knowledge that it sells the personal information of consumers under 16 years of
age, of the processes req 7070and 7071

Functional

Subset Of

Data Privacy Notice

PRI-02

Control Description

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first
d

necessary;
(2) Ensure that data p 1

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)(3)1)

N/A

A contact for questions or concerns about the business's privacy policies and information practices using a
method reflecting the manner in which the business primarily interacts with the consumer.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7011(e)4)

N/A

Date the privacy policy was last updated.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;
(2) Ensure that data p 1

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

The proper terminology is a “privacy
notice" for a publicly-facing document, not
a"privacy policy" as stated in this law.

7011(e)6)

N/A

If subject to the data reporting requirements set forth in section 7102, the information required under section
7102, or a link to that information.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7012

Notice at Collection of
Personal Infc

Functional

N/A

N/A

N/A

No requirements to map to.

7012(a)

N/A

The purpose of the Notice at Collection is to provide . at or before the point of
collection, about the categories of personal information to be collected from them, the purposes for which
the personal information s collected or used, and whether that information is sold or shared, so that
consumers have a tool to exercise meaningful control over the business's use of their personal information.
For example, upon receiving the Notice at Collection, the consumer can use the information in the notice as a
00l to choose whether to engage with the business, or to direct the business not to sell or share their
personal information and to limit the use and disclosure of their sensitive personal information.

Functional

Subset Of

Choice & Consent

PRI-03

existto enable to authorize

receiving, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where prior to collection the data
subject is provided with:

(1) Plain language to illustrate the potential data privacy risks of the
authorization;

(2) Ameans for users to decline the authorization; and

@AL and by
applicable statutory, regulatory and contractual obligations.

7012(b)

N/A

The Notice at Collection shall comply with section 7003, subsections (a) and (b).

Functional

Subset Of

Choice & Consent

PRI-03

existto enable to authorize

receiving, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where prior to collection the data
subject is provided with:

(1) Plain language to illustrate the potential data privacy risks of the
authorization;

(2) Ameans for users to decline the authorization; and

@AL and by
applicable statutory, regulatory and contractual obligations.

7012(c)

N/A

The Notice at C: be made readily availab! il encounter it at or before the
point of collection of any personal information. lilustrative examples follow.

Functional

Subset Of

Choice & Consent

PRI-03

existto enable to authorize

receiving, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where prior to collection the data
subject is provided with:

(1) Plain language to illustrate the potential data privacy risks of the
authorization;

(2) Ameans for users to decline the authorization; and

@AL and by
applicable statutory, regulatory and contractual obligations.

7012(e)(1)

N/A

When a business collects consumers’ personal . itmay posta tothe
notice on the introductory page of the business’s website and on all webpages where personal information is
collected.

Functional

No
Relationship

N/A

N/A

N/A

No requirements to map to.

7012(c)2)

N/A

When a business collects consumers’ personal information through a webform, it may post a conspicuous
linkto proximity to the fields in which inputs their personal information, or in
close proximity to the button by which the consumer submits their personal information to the business.

Functional

No
Relationship

N/A

N/A

N/A

No requirements to map to.

7012(c)3)

When a business collects personal information through a mobile application, it may provide a link to the
notice on the mobile application’s download page and within the application, such as through the
apolication’s settings menu.

Functional

No
Relationship

N/A

N/A

N/A

No requirements to map to.

7012(c)4)

N/A

When a business collects consumers’ personal information offline, it may include the notice on printed forms
that collect personal information, provide the consumer with a paper version of the notice, or post prominent
consumers to where

Functional

No
Relationship

N/A

N/A

N/A

No requirements to map to.

7012(d)

N/A

Ifa business does not give the Notice at Collection to the consumer at or before the point of collection of their
personal information, the business shall not collect personal information from the consumer.

Functional

Subset Of

Choice & Consent

PRI-03

existto enable to authorize

receiving, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where prior to collection the data
subject is provided with:

(1) Plain language to illustrate the potential data privacy risks of the
authorization;

(2) Ameans for users to decline the authorization; and

@AL and by
applicable statutory, regulatory and contractual obligations.

7012(e)

N/A

A business shallinclude the following i its Notice at Collection:

Functional

Subset Of

Choice & Consent

PRI-03

existto enable to authorize

receiving, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where prior to collection the data
subject is provided with:

(1) Plain language to illustrate the potential data privacy risks of the
authorization;

(2) Ameans for users to decline the authorization; and

@AL and by
applicable statutory, regulatory and contractual obligations.
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exist to enable to authorize 3
receiving, processing, storage, transmission, sharing, updating and/or
disposal of their Persanal Data (PD), where prior o collection the data
A list of the categories of personal information about consumers, sensitive personal subjectis provided with:
7012(e)(1) N/A o 5 of personal be written in a manner Functional Subset Of Choice & Consent pRI-03  |(1)Pleinlanguage to ilustrate the potential data privacy risks of the 10
consumers a meaningful understanding of the information being collected. authorization;
(2) Ameans for users to decline the authorization; and
@ AL and by
applicable statutory, regulatory and contractual obligations.
exist to enable to authorize 3
receiving, processing, storage, transmission, sharing, updating and/or
disposal of their Persanal Data (PD), where prior to collection the data
subjectis provided with:
Jo1206)2) A The purpose(s) for which the categories of personal information, including categories of sensitive personal Functional | Subsetof Choice & Consent pRI03 | (M Plain language to ilustrate the potential data privacy risks of the 10
information, are collected and used. authorization;
(2) Ameans for users to decline the authorization; and
@Al and by
applicable statutory, regulatory and contractual obligations.
exist to enable to authorize 3
receiving, processing, storage, transmission, sharing, updating and/or
disposal of their Persanal Data (PD), where prior to collection the data
subjectis provided with:
7012(e)(3) NA Whether each category of personal information identified in subsection (e)(1) s sold or shared. Functional | Subset Of Choice & Consent PRI03 :":‘:‘"I:’;gn“ag“ toillustrate the potential data privacy risks of the 10
uthorization;
(2) Ameans for users to decline the authorization; and
@Al and by
applicable statutory, regulatory and contractual obligations.
exist to enable to authorize 3
receiving, processing, storage, transmission, sharing, updating and/or
disposal of their Persanal Data (PD), where prior to collection the data
subjectis provided with:
01206)) NA intends to retain personal information identified in Functional | Subsetof Ghoice & Consent pRI03 | Plain language to ilustrate the potential data privacy risks of the 10
subsection (e)(1), or if that is not possible, the criteria used to determine the period of time it will be retained. authorization;
(2) Ameans for users to decline the authorization; and
@Al and by
applicable statutory, regulatory and contractual obligations.
exist to enable to authorize 3
receiving, processing, storage, transmission, sharing, updating and/or
disposal of their Persanal Data (PD), where prior to collection the data
subjectis provided with:
7012(6)8) NA Ifthe or shares personal information, the link to Rightto Opt-outof Sale/Sharing, | oo Ghoice & Consent pRI03 | Plain language to ilustrate the potential data privacy risks of the 10
orinthe case of offline notices, where the webpage can be found online. authorization;
(2) Ameans for users to decline the authorization; and
@ AL and by
applicable statutory, regulatory and contractual obligations.
exist to enable to authorize X The proper terminology is a "privacy
receiving, processing, storage, transmission, sharing, updating and/or notice" for a publicly-facing document, not
disposal of their Persanal Data (PD), where prior to collection the data a"privacy policy” as stated i this law.
subjectis provided with:
J012(6)6) A Alink o the business's privacy policy, or i the case of offlne notices, where the privacy policy canbofound | [ | Choice & Consent prga |1 Plain language to iustrate the potential data privacy isks of the o
online. authorization;
(2) Ameans for users to decline the authorization; and
@ AL and by
applicable statutory, regulatory and contractual obligations.
Mechanisms exist o: The proper terminology is a "privacy
(1) Make data privacy notice(s) available to individuals upon first notice" for a publicly-facing document, not
d necessary; a"privacy policy” as stated i this law.
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
If a business collects personal information from a consumer online, the Notice at Collection may be given to collected, received, processed, stored, transmitted, shared, updated
the consumer by providing a link that takes the consumer directly to the specific section of the business's and/or disposed;
privacy policy that contains the information required in subsections (e)(1) (6). Directing the consumer to the (3) Contain all necessary notice-related orteria required by applicable
7012() N/A beginning of the privacy policy, or to another section of the privacy policy that does not contain the required | Functional |  Subset Of Data Privacy Notice PRI-02 | gtatutory, regulatory and contractual obligations. 10
information, so that the consumer s required to scroll through other information to determine the categories @) Define the scope of PD processing activities, including the geographic
of personal information to nd/or whether th r shar P information locations and third-party recipients that process the PD within the scope
collected, does not satisfy this standard. of the data privacy notioe;
() Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
No requirements to map to.
Jo1208) A Third Parties that Control the Collection of Personal Information. This subsection shall not affect the first Functional No A A A A
party’s obligations under the CCPA to comply with a consumer’s request to opt-out of sale/sharing. Relationship
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
For purposes of giving Notice at Collection, more than one business may control the collection of expressing relevant information about how Personal Data (PD) is
consumer's personal information, and thus, have an obligation to provide a Notice at Collection in collected, received, processed, stored, transmitted, shared, updated
accordance with the CCPA and these regulations. For example, a first party may allow another business, and/or disposed;
Jo12(81) A acting as a third party, to control the collection of personal information from consumers browsing the first runctional | subsetof Data rivacy Notico pigp | ) Contein alt necessary notice related critria required by applicable o
party’s website. Both the first party that allows the third parties to collect personal information via its website, statutory, regulatory and contractual obligations.
as well as the third p e personal information, shall provide a Notice at (4) Define the scope of PD processing activities, including the geographic
Collection. The first party and third parties may provide a single Notice at Collection that includes the required locations and third-party recipients that process the P within the scope
information about their collective information practices. of the data privacy notice;
() Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
A business that, acting as a third party, controls of personal business's Data Privacy existtoinclude datap in contracts and
70120)2) NA physical premises, such as in a etail store or in @ vehicle, shall provide a Notice at Collection in a Functional | Intersects witn [ Reduirements for PRI07.1 | documen privacy roles and 5
Contractors & Service responsibilities for contractors and service providers.
conspicuous manner at the physical location(s) where it s collecting the personal information. o
A business that, acting as a third party, controls of personal business’s Data Privacy existtoinclude datap in contracts and
70120)2) NA physical premises, such as in a etail store or in @ vehicle, shall provide a Notice at Collection in a Functional | Intersects witn [ Reduirements for PRI07.1 O document privacy roles and 8
conspicuous manner at the physical location(s) where it s collecting the personal information. Contractors & Service responsibilities for contractors and service providers.
Providers
A business that, acting as a third party, controls of personal business’s exist to require contractual for
7012(g)(2) NA physical premises, such as in a retail store or in a vehice, shall provide a Notice at Collection in a Functional | Subsetor | |PeryContact | gy oo fand data protection requirements with third-parties reflecting the 10
needs to protect its Technology Assets, Applications,
conspicuous manner at the physical location(s) where it s collecting the personal information. meneedstoprore
7012()(3) N/A llustrative examples follow. Functional No N/A N/A N/A N/A R
Business F allows Business G, a third party ad network, to collect consumers’ personal information through No requirements to map to.
. A Business F's website. Business F may post a toits Notice at C its Functionat No A A A A
Business G shall provide a Notice at Collection on its homepage(s) or include the required information about Relationship
its information practices in Business F’s Notice at Collect
Business H, a coffee shop, allows Business |, a business providing Wi-Fi services, to collect personal No requirements to map to.
from Business I's services on Business H's premises. Business H may post
012018) A conspicuous signage at the entrance of the store or at the point-of-sale directing consumers to where the Functional No A A A A
Notice at Collection for Business H can be found online. In addition, Business | shall post its own Notice at Relationship
Coltection on th page or other interface connecting to the Wi-Fi services
offered.
Business J, a car rental business, allows Business K to collect personal information from consumers within No requirements to map to.
the vehictes Business J rents to consumers. Business | may give its Notice at Collection to the consumer at o
7012(g)(3)(C) NiA the point of sale (-, a he rental counter) ither in wriing o oraly. Business K may provide s own Notice at | Functional | o it NA NA NA N/A
Collection within the vehicle, such as through signage on the vehicle’s dashboard directing consumers to
where the notice can be
A business that neither nor contr personal information directly from the o No requirements to map to.
7012(n) NiA consumer does not need to provide a Notice at Collection to the consumerif it neither sells nor shares the Fanctional | o i e NA NA NA N/A
consumer's personalinformati
A cota brokor rgistered with the Attorney General pursuant o Givil Gode section 1798.99.80 ot sed, that Mechanisms exist to ensure data brokers that collect Personal Data (PD) The proper terminology is a "privacy
from than rom the dhere to all notice" for a publicly-facing document, not
70120) NiA coltects personal information rom  source other than directly ffom the consumer doos not need to provide al . oyonat | jntersects ith Data Brokers PRI-20 contractual obligations. 8 a"privacy policy” as stated i this law.
Notice at Collection to the consumer i it has included inits registration submission a ink o its online privacy
policy that includes instructions on how a consumer can submit a request to opt-out of sale/sharing.
Notice of Right to Opt-out] No requirements to map to.
of Sale/Sharing and the o
7013 “Do Not Sell or Share My NA Functional o NA NA NA N/A
Relationship
Personal Information”
Link
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The purpose of the Notice of Right to Opt-out of Sale/Sharing is to inform consumers of their right to directa existto the data p anotification
business that sells or shares their personal information to stop selling or sharing their personal information to data subjects of:
andto provide them with the opportunity to exercise that right. The purpose of the “Do Not Sell or Share My (1) Their right to direct an organization that sells or shares their Personal
Jo13(8) wa Personal Information” ik s to immediately effectuate the consumer's rightto opt-out of sale/sharing,orin | [ cauat Notice of Right To Opt- | L Z?;’h‘;::‘:::’;?“i:j :;:2:2:‘5;:‘1\;’:?‘&:3“ "
the alternative, direct the consumer to the Notice of Right to Opt-out of Sale/Sharing. Accordingly, clicking the
business’s “Do Not Sell or Share My Personal Information” link will ither have the immediate effect of opting
the consumer out of the sale or sharing of personal information or lead the consumer to a webpage where the
consumer can leam about and make that choice.
axistto the data pr anotification
Notice of Right To Opt- 10 data subjects of:
7013(b) NA The Notice of Right to Opt-out of Sale/Sharing shall comply with section 7003, subsestions (a) and (b). Functional | Subset Of o PRI-21  [(1) Theirright to direct an organization that sells or shares their Personal 10
Data (PD) to stop selling or sharing their PD; and
2) The methods available to exercisa that risht
Mechanisms exist to
(1) Make data privacy noticels) available to individuals upon first
d necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
The “Do Not Sell or Share My Personal Information” link shall be a conspicuous link that complies with ) Contain all necessary notice-ralated criteria required by applicable
7013(c) NA section 7003, subsections (c) and (d) and is located at either the header or footer of the business's internet Functional | SubsetOf |  Data Privacy Notice PRI02 | statutory, regulatory and contractual obligations. 10
homepage(s). @) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodically, eview and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
In lieu of posting the “Do Not Sell or Share My Personal Information” link, a business may provide the e e;:s:‘“’ the datap anotification
7013(d) NA Alterative Opt-out Link i accordance with section 7015 or process opt-out preference signals in a Functonal | inersectswin| NSO ENTO0R | g o drec an rganization tht sels o shares thee Personal 5
frictionless manner i accordance with section 7025, subsections (f) and (g). The business must still posta out
Notiosof Aight to Opt ot of Data (PD) to stop selling or sharing their PD; and
2) The mathods available to exereisa that risht
Mechanisms exist to
(1) Make data privacy noticels) available to individuals upon first
d necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
Jo13(6) wa A business that selsor shares the personal nformaion of consumers shall provide the Notice of RO OpLL Lo (o | o prigy |8 Contaim all necessary notice related citria equired by appicable o
outof Sale/Sharingto consumers as follows: statutory, regulatory and contractual obligations.
) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodicall, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Mechanisms exist to The proper terminology is a “privacy
(1) Make data privacy noticels) available to individuals upon first notice for a publicly-facing document, not|
d necessary; a“privacy policy" as stated in this law.
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
Abusiness shall post the Notice of Right to Opt-out of Sale/Sharing on the internet webpage to which the. collected, received, processed, stored, transmitted, shared, updated
consumeris directed after clicking on the “Do Not Sellor Share My Personal Information” link. The notice andor disposed;
shallinclude the information specified in subsection () or be a link that takes the consumer directly to the. ) Contain all necessary notice-ralated criteria required by applicable
7013(e)(1) N/A specific section of the business’s pr P he same infc tion. If clicking on the “Do Not | Functional Subset Of Data Privacy Notice PRI-02 | statutory, regulatory and contractual obligations. 10
Sell or Share My Personal " link ’s right to opt-out of (4) Define the scope of PD processing activities, including the geographic
orif in a fictionless manner and chooses not locations and third-party recipients that process the PD within the scope
0 posta link, the business shall provide the notice within ts privacy policy. of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Mechanisms exist to
(1) Make data privacy noticels) available to individuals upon first
d necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
A business that does not operate a website shall establish, document, and comply with another method by ) Contain all necessary notice-ralated riteria required by applicable
7013()2) NA which itinforms consumers of their fight to opt-out of sale/sharing. That method shall comply with the Functional | SubsetOf | Data Privacy Notice PRI02 | statutory, regulatory and contractual obligations. 10
requirements set forth in section 7003 @) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Mechanisms exist to
(1) Make data privacy noticels) available to individuals upon first
d necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
A asop o in inwhich it collects the (3) Contain all necessary notice-related criteria required by applicable
7013(eK3) NA personalinformation that it sells or shares. lilustrative examples and requirements follow. Functional Subset Of Data Privacy Notice PRI-02 | statutory, regulatory and contractual obligations. o
@) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
A business that sells or shares personal information that it collects in the course of interacting with R T DI,
JE—— A hasina store,shall provide notice through an offine method, e.g, | [ No A A A A
on the paper forms that collect the personal information or by posting signage in the area where the personal Relationship
is collected be found online.
Jor3E®) on (A business that sells or shares personal information over the p provide Fmctionat No A A A A No requirements to map to.
during the call when the information s collected.
A business that sells or shares personal information that it collects through a connected device (e.g., a smart R T DI,
7013(e)(3)(C) N/A television or shall pr amanner that il encounter Functional Rem::;smp N/A N/A N/A N/A
the notice before or at the time the device begins collecting the personal information that it sells or shares.
A business that sells or shares personal information that it collects in augmented orvirtual realiy, such as No requirements to map to.
devices or shall p amanner that the o
7013(e)(3)(D) N/A consumer will encounter the notice either: (1) before or at the time the consumer enters the augmented or Functional Relationship N/A N/A N/A N/A
virtual reality environment; or (2) before or at the time the consumer encounters the business within the
virtual reali
axistto the data pr anotification
Notice of Right To Opt- 10 data subjects of:
7013() NA A business shall include the following in its Notice of Right to Opt-out of Sale/Sharing: Functional | Subset Of o PRI-21  [(1) Theirright to direct an organization that sells or shares their Personal 10
Data (PD) to stop selling or sharing their PD; and
2) The methods available to exereisa that risht
existto the data pr anotification
. to data subjects of:
7013(0)(1) NA e on ot N the sele or sharing of their personal information by the Functional | Subseror | 100 CTRENTOOPE | pgy 1 ) heic ight o irect an organization that sels o shares their Personal 10
Data (PD) to stop selling or sharing their PD; and
2) The methods available to exereisa that risht
Instructions on how the consumer can submit a request to opt-out of sale/sharing. If notice is provided existto the data pr anotification
online, the notice shall form by which Gan submit their request to opt- Notce of RightTo Opt. to data subjects of:
7013(1)2) NA out of sale/sharing online, as required by section 7026, subsection (a)(1).Ifthe business does notoperatea | Functional | Subset Of o PRI-21  [(1) Theirright to direct an organization that sells or shares their Personal 10
website, the notice shall explain the offline method by which the consumer can submit thei request to opt- Data (PD) to stop selling or sharing their PD; and
outof (2) The methods availahle to exercise that right
o1 on [Abusiness does not need to rovide a Notice of RNt o Opt-out of Sale/Sharing o the "Do NotSellorShare | No v v A oA No requirements to map to.
My Personal Information” link if:
7013(g)(1) N/A It does not sell or share personal information; and Functional No N/A N/A N/A N/A e
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7013(g)(2)

N/A

It states in its privacy policy that it does not sell or share personal information.

Functional

Subset Of

Data Privacy Notice

PRI-02

Control Description

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

(2) Ensure that data p 1

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

The proper terminology is a “privacy
notice" for a publicly-facing document, not
a"privacy policy" as stated in this law.

7013(h)

N/A

A not sell or P information did not
have a Notice of Right to Opt-out of Sale/Sharing posted unless it obtains the consent of the consumer.

Functional

Subset Of

Statutory, Regulatory &
Contractual Compliance

CPLO1

exist to facilitate the and of

relevant statutory, regulatory and contractual controls.

7014

Notice of Right to Limit
and the “Limit the Use of
My Sensitive Personal
Information” Link.

Functional

No
Relationship

N/A

N/A

N/A

No requirements to map to.

7014(a)

N/A

The purpose of the Notice of Right to Limitis to inform consumers of their right to limit a business’s use and

their f d to provide them with the opportunity to exercise that
right. The purpose of the “Limit the Use of My Sensitive Personal Information” linkis to immediately effectuate
the consumer’s right to limit, or in the alternative, direct the consumer to the Notice of Right to Limit
Accordingly, clicking the business’s “Limit the Use of My Sensitive Personal Information” link will either have
the immediate effect of limiting the use and the consumer'

lead the consumer to a webpage where the consumer can leam about and make that choice.

Functional

Subset Of

Notice of Right To Limit

PRI-02.13

existto a notification
o data subjects of:

(1) Their right to limit the use and disclosure of their sensitive Personal
Data (sPD); and

(2) The methods available to exercise that right.

the data p

7014(b)

N/A

The Notice of Right to Limit shall comply with section 7003, subsections (a) and (b).

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

(2) Ensure that data p 1

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7014(c)

N/A

The “Limit the Use of My Sensitive Personal Information” link shall be a conspicuous link that complies with
section 7003, subsections (c) and (d), and is located at either the header or footer of the business's internet
homepage(s).

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;
(2) Ensure that data p 1

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7014(d)

N/A

In liew of posting the “Limit the Use of My Sensitive Personal Information” link, a business may provide the
Alternative Opt-out Link section 7015, still post a Notice of Right to
Limitin accordance with these regulations.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;
(2 Ensure that data p 1

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7014(e)

N/A

A business that uses or discloses a consumer’s sensitive personal information for purposes other than those
specified in section 7027, subsection (m), shall provide the Notice of Right to Limit to consumers as follows:

Functional

Subset Of

Notice of Right To Limit

PRI-02.13

existto anotification
to data subjects of:

(1) Their right to limit the use and disclosure of their sensitive Personal
Data (sPDJ; and

(2) The mathads available to exergise that right

the data p

7014(e)(1)

N/A

A business shall post the Notice of Right to Limit on the internet webpage to which the consumer is directed
after clicking on the “Limit the Use of Personal link. include the
information specified in subsection (f) or be a link that takes the consumer directly to the specific section of
the business’s privacy policy that contains the same information. If clicking on the “Limit the Use of My

Information” link effectuates the consumer's right to limit, the business shall
provide the notice within its privacy policy.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;
(2) Ensure that data p 1

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

The proper terminology is a “privacy
notice" for a publicly-facing document, not
a"privacy policy" as stated in this law.

7014(e)2)

N/A

A business that does not operate a website shall establish, document, and comply with another method by
which itinforms consumers of their right to limit. comply with thorthin
section 7003,

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;
(2) Ensure that data p 1

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

7014(e)3)

N/A

A business shall also provide the Notice of Right to Limit in the same manner in which it collects the sensitive
personal information that it uses or discloses for purposes other than those specified in Section 7027,
subsection (m). llustrative examples and requirements follow.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
d

necessary;

(2) Ensure that data p 1

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations.

(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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Control Description

Abusiness that uses or discloses sensitive personal information that it collects in the course of interacting Mechanisms exist to provide data subjects with a data privacy notice
offline, such as in a brick store, for purposes other than those specified in - hrough interaction: interface
7014(e)@)A) NA section 7027, subsection (m), shall provide notice through an offline method (e.&., on the paper forms that Functional | Subset Of S.:TJ:?::?Q?T;; PRI-02,14 [On @website or application. 10
collect the sensitive personal information or by in the area where
is collected be found online).
(A business that uses or discloses o information that the phone for purposes N tormatve Means o Mechanisms exist to provide data subjects with a data privacy notice
7014(e)(3)(8) NA other than thoso specifsd insection 7027, subsection (), shal provide noice oraly during the callwhenthe | - Functional | Subsetof | f RS TR0 | PRI02:14 [ through nteraction: interface 10
is collected. on & website or apollication.
A business that uses or discloses sensitive personal information that it collects through a connected device Mechanisms existto provide data subjects with a data privacy e e
(0.6 a smart television or a for than section 7027, subsection Alternative Means To nteraction
7014(eK3NC) NiA (m), shall provide notice in a manner that ensures that the consumer will encounter the notice before or atthe | “°1o"! SubsetOf | ver Privacy Notice | 0214 |on awebsite or application. o
time the device begins collecting the personal information that it uses or discloses for those purposes.
[Abusiness that uses or discloses sensitive personal information that it collects in augmented or virtual Mechanisms exist to provide data subjects with a data privacy notice
reality, such as through or mobil for than interaction interface
2014(6)30) wa section 7027, subsection (m), shall provide notice in @ manner that ensures that the consumer willncourter | L || AtiemativeMeansTo | o o fon awebsitoor application. o
the notice sither: (1) before the consumer enters the augmented or virtual reality environment;or (2) before or Deliver Privacy Notice
atthe time the business collects the personal information within the augmented or virtual reality
axistto the data pr anotification
to data subjects of:
7014() NA A business shall include the following n its Notice of Right to Limit: Functional | SubsetOf | Notice of RightToLimit | PRI-02.13 (1) Their right to limit the use and disclosure of their sensitive Personal 10
Data (sPD); and
) The mathads available to exereisa that risht
existto the data pr anotification
to data subjects of:
7014(0(1) NA a of s d Functional | SubsetOf | Notice of RightToLimit | PRI-02.13 (1) Their rightto limitthe use and disclosure of their sensitive Personal 10
Data (sPD); and
) The mathods available to exereisa that risht
Instructions on how the consumer can submit a request to limit.If notice is provided online, the notice shall existto the datap anotification
to data subjects of:
7014(f)(2) NA include the interactive form by which the consumer can submit their request to limit online, as required by Functional SubsetOf | Notice of RightToLimit | PRI-02.13 |(1) Their right to limit the use and disclosure of their sensitive Personal 10
section 7027, subsection (b)(1). If the business does not operate a website, the notice shall explain the offline
Data (sPD); and
method by which the consumer can submit their request to limit.
) The mathods available to exereisa that risht
o1 on R usines doss e oo a o of gt it "L e Useof My SensthePersnsl | gy No v wa A A No requirements to map to.
Mechanisms exist to The proper terminology is a “privacy
(1) Make data privacy noticels) available to individuals upon first notice for a publicly-facing document, not|
d necessary; a“privacy policy" as stated in this law.
(2) Ensure that data p 1
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
b e (3) Contain all necessary notice-related criteria required by applicable
) Define the scope of PD processing activites, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Mechanisms exist to The proper terminology is a “privacy
(1) Make data privacy noticels) available to individuals upon first notice for a publicly-facing document, not|
d necessary; a“privacy policy" as stated in this law.
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
; (3) Contain all necessary notice-related criteria required by applicable
7014(g)2) NA :;T:{::::mew ! Z?':::y’:mhcy_ the purpose of Functional | SubsetOf | Data Privacy Notice PRI02 | Statatory, regulatory and contractual obligations. 10
@) Define the scope of PD processing activites, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodicall, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Mechanisms exist to
(1) Make data privacy noticels) available to individuals upon first
d necessary;
(2) Ensure that data p 1
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
A business shall not use or disclose sensitive personal information it collected during the time the business ) Contain all necessary notice-ralated citeria required by applicable
7014(h) NA did not have a Notice of Right to Limit posted for purposes other than those specified in section 7027, Functional | SubsetOf | Data Privacy Notice PRI02 | statatory, regulatory and contractual obligations. 10
subsection (m), unless it obtains the consent of the consumer. ) Define the scope of PD processing activites, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodicall, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
A business shall not use or disclose sensitive personal information it collected during the time the business Mechanisms exist o publish conspiouous links for data subjects to
7014(n) NA did not have a Notice of Right to Limit posted for purposes other than those specified in section 7027, Functional | Intersects With Opt-Out Links PRI21.7 | Xeroise thelr rights to: 8
subsection (m), unless it obtains the consent of the consumer. ) Limit the collsction and/or use of Personal Data (D}; and
2) Not sell o share PD
7015 Alternative Opt-out Link. N/A Functional No N/A NA N/A N/A R
The purpose of the Alternative Opt-out Linkis to provide businesses the option of providing consumers with a Mechanisms exist to publish a single, clearly labeled link that allows
single, clearly-| that y their right to opt-out of sale/sharing to v their o
Jo15(e) wa and right to limit, instead of posting the two separate “Do Not Sell or Share My Personal Information” and Functionat fauat | Aternative OutoutLnk | pR21.2 g; :m‘;;:i‘:‘;:::‘;:"”’”' use of Personal Data (°D}; and "
“Limit the Use of My Sensitive Personal Information” links. The Alternative Opt-out Link shall direct the -
consumer to awebpage that informs them of both their right to opt-out of sale/sharing and right to limit and
provides them with the opportunity to exercise both rights.
Mechanisms exist to publish a single, clearly-labeled link that allows
Jo15(0) wa A business that chooses to use an Alternative Opt-out Link shall itle the link, “Your Privacy Choices,” or, runctionat | subsetor | Atemative outouttnk | pRi212 y their to: o
“Your California Privacy Choices,” and shall include the following opt-out icon adjacent to the fitle. (1) Limit the collection and/or use of Personal Data (PD); and
(2) Not sell o share PD
Mechanisms exist to publish a single, clearly-labeled link that allows
Jo1501) wa The link shall ink ith section 7003, and(a), andistocatedat [ o | atemative outoutunk | pRi212 I y their to: o
cither the header or footer of the business's internet homepagel(s). (1) Limit the collection and/or use of Personal Data (PD); and
(2) Not sell o share PD
Mechanisms exist to publish a single, clearly-labeled link that allows
Jo01502) wa The icon shallbe approximately the same size as other icons used by the business inthe header o footerof | (ol ans I y their to: o
its webpage. (1) Limit the collection and/or use of Personal Data (PD); and
(2) Not sell o share PD
Businesses may adjust the color of the icon to ensure that the icon is conspicuous. For example, if the Mechanisms exist o publish a single, clearly labeled link that allows
7015(b)(3) N/A webpage background is the same color of blue as the icon, the business may invert or change the colors of Functional SubsetOf | Alternative Out-OutLink | PRI-21.2 ’ their Nl 10 a X
ne ioon to ansurevisibilty. (1) Limit the collection and/or use of Personal Data (PD); and
(2) Not sell o share PD
Mechanisms exist to publish a single, clearly-labeled link that allows
7015(c) NA The Alternative Opt-out Link shall awebpage the following Functional | SubsetOf | Alternative Out-OutLink | PRI-21.2 o v their o 10
(1) Limit the collection and/or use of Personal Data (PD); and
(2) Not sell o share PD
Mechanisms exist to publish a single, clearly-labeled link that allows
7015(0)(1) NA o o N and rightto imit, which shall compty with Functional | SubsetOf | Alternative Out-OutLink | PRI-21.2 to y their o 10
section 7003, subsections (a) and (b); and (1) Limit the collection and/or use of Personal Data (PD); and
(2) Not sell o share PD
The interactive form or mechanism by which the consumer can submit their request to opt-out of sale/sharing Mechanisms exist to publish a single, clearly-labeled link that allows
7015(c)(2) NA and their right to limit online. The method shall be easy for consumers to execute, shall require minimal Functional | SubsetOf | Alternative Out-OutLink | PRI-21.2 y their o 10
atops, and shall comply with section 7004, (1) Limit the collection and/or use of Personal Data (PD); and
2) Not sell o share PD
o6 Notice of Financial v Fmtonat No v v v oA No requirements to map to.
Incentive.
The purposs of the Notice of Financial Incentive s to explain to the consumer the material terms of a financial existto financial to data
sot6(a) wa price or he business thatthe consumer may make aninformed | [ Financialncentives For | Lo o subjects for Personal Data (PD) to ensure compliance with appticable "
decision about whether o participate. A business that does not offer a financial incentive or price or service Personal Data (PD) legal and reguatory requirements.
not required to rovide a Notice of Financial Incentive.
Financial Incentives For existto govern financial o data
7016(6) NA The Notice of Financial o 7003, and (b). Functional | Subset Of beraonlOota (o) | PR-0110. |subioctsfor ersonat Data (PD) o ensure complance with appicatle 10
legal and reculatory
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7016(c)

N/A

The Notice of Financial Incentive shall be
o the financial incentive or price or service difference. If the business offers the financial incentive or price or
service difference online, the notice may be given by providing a link that takes the consumer directly to the
specific section of a business’s privacy policy that contains the information required in subsection (d).

encounter it

Functional

Subset Of

Financial Incentives For
Personal Data (PD)

PRI-01.10

Control Description

existto ‘govern financial todata
subjects for Personal Data (PD) to ensure compliance with applicable
legal and regulatory requirements.

The proper terminology is a “privacy
notice" for a publicly-facing document, not
a"privacy policy" as stated in this law.

7016(d)

N/A

A business shallinclude the following in its Notice of Financial Incentive:

Functional

Subset Of

Financial Incentives For
Personal Data (PD)

PRI-01.10

existto financial to data
subjects for Personal Data (PD) to ensure compliance with applicable

leeal

7016(d)(1)

N/A

A succinct summary of the financial incentive or price or service difference offered;

Functional

Subset Of

Financial Incentives For
Personal Data (PD)

PRI-01.10

existto financial to data
subjects for Personal Data (PD) to ensure compliance with applicable

leeal

7016(d)(2)

N/A

A description of the material terms of the financial incentive or price or service difference, including the
categories of personal information that are implicated by the financial incentive or price or service difference
and the value of s data:

Functional

Subset Of

Financial Incentives For
Personal Data (PD)

PRI-01.10

existto financial to data
subjects for Personal Data (PD) to ensure compliance with applicable

leeal

7016(d)(3)

N/A

How the consumer can opt-in to the financial incentive or price or service difference;

Functional

Subset Of

Financial Incentives For
Personal Data (PD)

PRI-01.10

existto financial to data
subjects for Personal Data (PD) to ensure compliance with applicable

leeal

7016(d)(4)

N/A

s rom the financial tive at any time and how the

consumer may exercise that right; and

Functional

Subset Of

Financial Incentives For
Personal Data (PD)

PRI-01.10

existto financial to data
subjects for Personal Data (PD) to ensure compliance with applicable

leeal

7016(d)(5)

N/A

e of the consumer’s

how the price or h
data, including:

Functional

Subset Of

Financial Incentives For
Personal Data (PD)

PRI-01.10

existto financial to data
subjects for Personal Data (PD) to ensure compliance with applicable

leeal

7016(c)(5)(A)

N/A

the value of

s data that forms the basis for offering the price or service
difference; and

Functional

Subset Of

Financial Incentives For
Personal Data (PD)

PRI-01.10

existto financial to data
subjects for Personal Data (PD) to ensure compliance with applicable

leeal

7016(d)(5)8)

N/A

A description of the method(s) the business used to calculate the value of the consumer’s data.

Functional

Subset Of

Financial Incentives For
Personal Data (PD)

PRI-01.10

existto financial to data
subjects for Personal Data (PD) to ensure compliance with applicable

leeal

7020

Methods for Submitting
Requests to Delete,
Requests to Correct, and
Reauests to Know.

Functional

No
Relationship

N/A

N/A

N/A

No requirements to map to.

7020(a)

N/A

A business that operates y and has a direct p with a consumer from whom it
collects personal information shall only be required to provide an email address for submitting requests to

delete, requests to correct, and requests to know.

Functional

Subset Of

Data Subject
Empowerment

PRI-06

existto provide subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected, received,
processed, stored, transmitted, shared, updated and/or disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received, processed,
stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

7020(6)

N/A

A business that does not fit the description in subsection (a) shall provide two or more designated methods for
submitting requests to delete, requests to correct, and requests to know. One of those methods must be a toll:
free telephone number. If the business maintains an internet website, one of the methods for submitting
these requests shall be through its website, such as through a webform. Other methods for submitting
requests to delete, requests to correct, to know may include, b 3

email address, a form submitted in person, and a form submitted through the mail

Functional

Subset Of

Data Subject
Empowerment

PRI-06

existto provide subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected, received,
processed, stored, transmitted, shared, updated and/or disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received, processed,
stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

7020(c)

N/A

A business shall consider the methods by which it primarily interacts with consumers when determining
which methods to provide for submitting requests to delete, requests to correct, and requests to know. If the
in person, shall consider providing an in-person method
such as a printed form the consumer can directly submit or send by mail, a tablet or computer portal that
allows the consumer to complete and submit an online form, or a telephone with which the consumer can
call the business’s toll-free number.

business intera

Functional

Subset Of

Data Subject
Empowerment

PRI-06

existto provide subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected, received,
processed, stored, transmitted, shared, updated and/or disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received, processed,
stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

7020(d)

N/A

atwo-step process for
the request to delete and
provided that the business otherwise complies with section 7004.

the consumer must first, submit

Functional

Subset Of

Data Subject
Empowerment

PRI-06

existto provide subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected, received,
processed, stored, transmitted, shared, updated and/or disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received, processed,
stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

7020(e)

N/A

It a business maintains personal information for longer than 12 months, its method for consumers to submit
requests to know shallinclude a means by which the consumer can request that the business provide
personal information tothe s receipt of the
consumer's request. For example, the business may ask the consumer to select o input the date range for
which the consumer is making the request to know or present the consumer with an option to requestall
personalinformation the business has collected about the consumer. Use of this method is not required for
personalinformation collected prior to January 1, 2022, pursuant to Civil Code section 1798.130, subdivision
(a)(2)(B).

Functional

Subset Of

Data Subject
Empowerment

PRI-06

existto provide subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected, received,
processed, stored, transmitted, shared, updated and/or disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received, processed,
stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

7020(1)

N/A

If a consumer submits a request in a manner that is not one of the designated methods of submission, or is
deficientin some manner unrelated to the verification process, the business shall either:

Functional

Subset Of

Data Subject
Empowerment

PRI-06

existto provide subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected, received,
processed, stored, transmitted, shared, updated and/or disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received, processed,
stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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Control Description

exist to provide subjects the abilty o
(1) Access their Personal Data (PD) that s being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, received,
processed, stored, transmitted, shared, updated and/or disposed;
7020(0)(1) NA Treat the request as i it had been accordance with 2 manner, or Functional | Subset Of Data Subject PRI-0g | (3) Obtain the sourcef(s) of thair PD; 10
Empowerment (4) Obain the categories of their PD being collected, received, processed,
stored and shared;
(5) Request correction to their PD due to inacouracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
exist to provide Subjects the ability to:
(1) Access their Personal Data (PD) that s being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, received,
processed, stored, transmitted, shared, updated and/or disposed;
J0200)2) wa Provide the consumer with information on how to submit the request or remedy any deficiencies with the runctionat | subsetor Data Subject o106 | Obtain the sourcets)ofthir PD; o
request, if applicabe. Empowerment () Obtain the catsgories of their PD being collected, received, processsd,
stored and shared;
(5) Request correction to their PD due to inacouracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Timelines for Responding RSl e R e
to Requests to Delete,
Requests to Correct,
7021 Requests to Know, NA Functional o NA NA NA NA
Relationship
Requests to Access
ADMT, and Requests to
Appeal ADMT.
Nolater than 10 business days after receiving a request to delete, request to correct, request to know, request Mechanisms exist to maintain a process to efficiently and effectively
o access ADMT, or request to appeal ADMT, a business shall confirm receipt of the request and provide respond to requests, complaints, concerns or questions from
authenticated data subjects about Personal Data (PD) the organization
information about how the business will process the request. The information provided shall describe in
7021(a) NA general : process and when should expect a response, exceptin Functional | Subset Of oerPoodback PRI-0g.4 | COIECtS: receives, processes, stores, transmits, shares, updates and/or 10
the business has y or denied the request. The confirmation may be given in the lanagement disposes.
same manner in which the req For example, if over the phone, the
confirmation may be given orally during the phone call.
Businesses shall respond to a request o dalets, reqUeSt o Gorrect, request to know, request to access ADMT, Mechanisms exist to maintain a process to efficiently and sffectively
and LADMT o later days after receipt of the request, The 45-day period will respond to requests, complaints, concerns o questions from
begin on the day that the business receives the request, regardiess of time required to verify the request. Ifthe authenticated data subjects about Personal Data (PD) the organization
J021(0) wa business cannot verify the consumer within the 45-day time period, the business may deny the reques_. It runctionat | subsetor User Feedback pRL06.4 | collects,receives, processes, stores, ransmits, shares, updates and/or 0
necessary, businesses may take up to an additional 45 calendar days to respond to the consumer's request, Management disposes.
for amaximurm total of 90 calendar days from the day the requestis received, provided that the business
provides the consumer with notice and an explanation of the reason that the business will take more than 45
davs to respond to the raauest.
7022 Requests to Delete. N/A Functional o N/A N/A N/A N/A R
For requests to delete, i a business he denti pursuant to Reject exist to reject or disclosure!
7022(a) NA forth in Artcle 5, the business may deny the request to delste. The business shallinform the requestor that | Functional | SubsetOf or Untrustworthy PRI-07.4|requests. 10
their identity cannot be verified. Disclosure Requests
exist to provide Subjects the ability to:
(1) Access their Personal Data (PD) that s being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, received,
processed, stored, transmitted, shared, updated and/or disposed;
702208) wa A business shall comply with a consumer's request to delete their personal information by doing all of the runctionat | subsetor Data Subject o106 |(@ Obtain the sourcets)ofthir PD; o
following; Empowerment (4) Obain the categories of their PD being collected, received, processed,
stored and shared;
(5) Request correction to their PD due to inacouracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Mechanisms exist to maintain a process to erase a data subject's
2022001 wa Permanently and compltelyerasing the personal informaion from s existing systems exceptarchivedor | ol pR.065_|Personal Data (PD). in accordance with applicable laws, regulations and .
backup systems, the personal information, or aggregating contractual obligations pertainingto the retention of their PD.
Notifying the business's service providers or contractors of the need to delete from their records the Mechanisms exist to inform applicabie third-parties of any modification,
. deletion or other change that affects shared Personal Data (PD).
022002) wa consumer's personal information pursuant to their orif| o cuonat |inersocts win| - CPEatonToMform | .
enabled to do so by the service provider or contractor, the business shall delete the personal information that Third-Parties
the service provider or contractor collested pursuant to their written contract with the business.
Notiying all third parties o whom the business has sold or shared the personal information of the need to Mechanisms exist to inform applicable third-parties of any modification,
delete the consumer's personal information unless this proves impossible or involves disproportionate effort. deletion or other change that affects shared Personal Data (PD).
If 2 business claims that notifying some or all third parties would be impossible or would involve Obigation To nform
7022(b)(3) N/A disproportionate effort, the business shall provide the consumer a detailed explanation that includes enough Functional | Intersects With Third-Parties PRI-07.3 8
facts to give a consumer a meaningful understanding as to why the business cannot notify al third parties.
The business shall not simply state that notifying allthird parties is impossible or would require
A service provider or contractor shall, with respect to personal information that they collected pursuant to Data Privacy existtoinclude data p in contracts and
7022(c) N/A their witten contract with the business and upon notification by the business, cooperate with the businessin | Functional | Subset Of for pRI-07.1 |7 documen P and 10
Contractors & Service responsibilities for contractors and service providers.
responding to a request to delete by doing all of the following:
Providers
Permanently and completely erasing the personal information from its existing systems except archived or Data Privacy existtoinclude data p in contracts and
7022(c)(1) NA backup systems, 2 formation, aggregating orenabling | Functional |  SubsetOf for PRI07.1 | document ° and| 10
o Contractors & Service responsibilities for contractors and service providers.
Providers
To the extent that lies to personal information, deleting or enabling the Data Privacy existto include data p in contracts and
0220002 wa business to delete the consumers personal information that s not subject to the exception and refraining runctional | subsetof for priora |oter document o and o
from using the consumer's personal information retained for any purpose other than the purpose provided for Gontractors & Service responsibilties for contractors and service providers.
b Providers
Notifying any of its own service providers or contractors of the need to delete from thir records in the same Data Privacy existtoinclude data p in contracts and
7022(c)(3) NA manner “s personal information that th heir witten h Functional | SubsetOf for PRI07.1 | document ° and| 10
eenvon provdenoneoaston Contractors & Service responsibilities for contractors and service providers.
Providers
Notifying any other service providers, contractors, or third parties that may have accessed personal Data Privacy existto include data p in contracts and
I wa rom or through provider or contractor, unless the information was accessedatthe | [ for PP document o and o
direction of the business, of the need to delete the consumer's personal information unless this proves Contractors & Service for cont d service providers.
impossible or involves . Providers
It business, service provider, or contractor stores any personal information on archived or backup systems, existtofacilitate the and of
202200) wa itmay delay compliance i the consumer’s request 1o dlete, with respect to data stored on thearchivedor | ¢ | Statutory, Regutatory & | [IOYTStRRUton. regutatory and contactuat controls. "
backup system, until the archived or backup system relating to that data s restored to an active system oris Contractual Compliance
next accessed o used for a sale, disclosure, or commercial purpose.
It a business, service provider, or contractor stores any personal information on archived or backup systems, Data Privacy existtoinclude data p in contracts and
. her document 2 and
202200) wa it may delay compliance with the consumer's request to delete,with respect to data stored on the archivedor | L | Requirements for PRLOTT |rmamomciiti o sormostors et comen o o
backup system, until the archived or backup system relating to that data s restored to an active system oris Contractors & Service
next accessed o used for a sale, disclosure, or commercial purpose. Providers
In responding to a request to delete, inform hether it the Mechanisms exist to notiy affected data subjects if their Personal Data
consumer's request, The business shall also inform the consumer that itwill maintain a record of the request Notics of Gorrection or (PD) has been corrected, amended or deleted.
7022(e) NA 25 required by secton 7101, subsecton (a). A business,senice providar, contractor,or thrd party mayretain | Functonal | Inersectswitn | 200 CHICEOST | prros.2 5
arecord of the request for the purpose of ensuring tha “s personal information remains deleted
from its records.
In responding to a request to delete, inform hether it the Mechanisms exist to maintain a process to efficiently and sffectively
consumer's request, The business shall also inform the consumer that it will maintain a record of the request User Feodback respond to requests, complaints, concerns o questions from
7022(e) NA as required by section 7101, subsection (a). A business, service provider, contractor, or third party may retain | Functional | Intersects With Managamont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
arecord of the request for the purpose of ensuringthat the consumer’s personal information remains deleted collects, receives, processes, stores, transmits, shares, updates and/or
from its records. disnoses
Mechanisms exist to maintain a process to efficiently and sffectively
In cases where a business denies a consumer's request to delate in whole or in part, the business shall do all User Feedback respondto requests, complaints, concerns or questions from
70221f) NiA Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
of the following: Management
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
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Provide to the consumer a detailed explanation of the basis for the denial, including any conflict with federal

User Feedback

Control Description

exist process
respond to requests, complaints, concerns or questions from

the business to make the corrections and shall also ensure that the information remains corrected. If a
business, service provider, or contractor stores any personal information that is the subject of the request to
correct on archived or backup systems, it may delay compliance with the consumer’s request to correct, with
respect to data stored on the archived or backup system, until the archived or backup system relating to that

datais restored to an active system or is next accessed or used. lllustrative examples follow:

7022(0)(1) NA or state law, exception to the GOPA, o factual basis for contending that compliance would be impossible or | Functional | Intersects With Manogamant PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
involve disproportionate effort, unless prohibited from doing so by law. collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
Mechanisms exist to maintain a process to erase a data subject's
7022(02) NA Delete the consumer's personal information that is not subject to the exception. Functional | IntersectsWith | Right to Erasure PRI.0g5 | Personal Data (D), in accordance with applicable laws, regulations and 5
contractual obligations pertaining to the retention of their PD.
Mechanisms exist to govern the continued use of Personal Data (PD) as it
is collected, received, processed, stored, transmitted and/or shared
unti:
022009 wa Not use the consumer's personal information retained for any other purpose than provided for by that runctionat | intersects win| | Cntinued Use of . S::):::“‘ of PD thereis nolonger s
exception; and Personal Data (PD) g
(2) Disposal of PD occurs when the data retention timeline for the use
case is met; and/or
(3) Continued use of PD is prohibited upon withdrawal of data subject
Instruct its service providers and contractors to delete the consumer's personal information that is not Obigation To miorm Mechanisms exist to inform applicable third-parties of any modification,
7022(1)4) NA subject to the exception and to not use the consumer's personal information retained for any purpose other | Functional | Intersects With o PRI-07.3 | deletion or other change that affects shared Personal Data (PD). 5
than the purpose provided for
Mechanisms exist to present data subjects with a new or updated
tore, transmit, share,
If a business that denies a consumer's request to delete sells or shares personal information and the update and/or dispose Personal Data (PD) in conjunction with the data
202200 wa consumer has not already made  request to opt-oLitof sale/sharing, he business shallask the consumerf | L | | ustinTime Notice & | e o action, when: s
they would like to opt-out of the sale or sharing of their personal information and shall include either the Updated Consent (1) The original circumstances under which an individual gave consent
contents of, or a link to, the Notice of Right to Opt-out of Sale/Sharing i accordance with section 7013. have changed; or
(2) Asignificant amount of time has passed since an individual gave
Mechanisms exist to present data subjects with a new or updated
In responding to a request to delete, a business may present the consumer with the choice to delete select tore, transmit, share,
portions of their personal information as long as a single option to delete all personal information is also update and/or dispose Personal Data (PD) in conjunction with the data
702200y wa offered. A business he abilty to delete of 1 runctionat | intersects witn | JestnTmeNotice & | L acion, when: s
other contexts ( browsing history, voics recordings), however, must inform consumers Updated Consent (1) The original circumstances under which an individual gave consent
of their ability to do 50 and direct them to how they can do so. For example, a business may provide the have changed; or
consumer with a link to a support page or other resource that explains consumers’ data deletion options. (2) Asignificant amount of time has passed since an individual gave
7023 Requests to Correct. N/A Functional o N/A N/A N/A N/A R
Mechanisms exist to maintain a process for:
For requests to correct, if a business cannot verify the identity of the requestor pursuant to the regulations set (1) Data subjects to have inaccurate Personal Data (PD) maintained by
7023(a) N/A forth in Article 5, the business may deny the request to correct, The business shallinform the requestor that | Functional | Intersects With C:;’:“n': g‘;z:’;"e PRI-06.1 | the organization corrected or amended; and 5
their identity cannot be verified. @D PD to other author
users of the PD.
oxist process
For requests to correct, if a business cannot verify the identity of the requestor pursuant to the regulations set respond to requests, complaints, concerns or questions from
7023(a) N/A forth in Article 5, the business may deny the request to correct, The business shall inform the requestor that | Functional | Intersects With U'j:'n::;h:r PRI-06.4 subjects about Personal Data (PD) the organization 5
their identity cannot be verified. collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
For requests to correct, if a business the identi pursuant to Enabling Data Subjects Mechanisms exist to enable data subjects to update their Personal Data
7023(a) NA forth in Artcle 5, the business may deny the request to correct. The business shall inform the requestorthat | Functional | Intersects With | To Update Personal Data |  PRI-12.1  [(PD). 5
their identity cannot be verified. PD)
In determining the accuracy of the personal information that s the subject of a consumer's request to correct, Mechanisms exist to malntain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by
7023(6) NA the business shall consider the totali tothe formation. A ¢ ctional | Intersects wit | COeCtnBInacaurate | ooy o6 1 g organization corrected or amended; and 5
business may deny a consumer’s request to correct f it determines that the contested personal information is Personal Data (PD) oo 20 othor author
more likely than based on th totali
users of the PD.
In determining the accuracy of the personal information that is the subject of a consumer’s request to correct, existtoreject or disclosure
Reject Unauthenticated requests.
7023(6) NA o business shell consider the totel tothe formation A ¢ crional | Intersects With | or Untrustworthy PRI-07.4 5
business may deny a consumer’s request to correct f it determines that the contested personal information is
Disclosure Requests
more likely than based on th totali
In determining the accuracy of the personal information that s the subject of a consumer's request o correct, Mechanisms existto develop processesto identify and record the
(s b chatt coneidor (e ot e B, Updating Personal Data method under which Personal Data (PD) is updated and the frequency
7023(b) NA N Functional | Subset Of PRI-12  [that such updates occur. 10
business may deny a consumer’s request to correct f it determines that the contested personal information is *D)
more likely than based on th totali
In determining the accuracy of the personal information that s the subject of a consumer's request to correct, Mechanisms exist to enable data subjects to update thelr Personal Data
Enabling Data Subjects D).
7023(5) NA e business shell consider the totel tothe formation A ¢ crional | Intersects With | To Update Personal Data | PRI-121 5
business may deny a consumer’s request to correct f it determines that the contested personal information is e
more likely than based on th totali
Mechanisms exist to develop processes to identify and record the
7023(b)(1) NiA Considering the totality of the ud : Functonal. | subseror | UPestmEPersonatData | oo, | e ereonal Dot (PD)is updal'eyd and the frequency 10
0 that such
Updating Personat Data Mechanisms exist to develop processes to identify and record the
7023(b)(1)(A) N/A The nature of the personal .., whether , subjective, itive, etc.). Functional Subset Of #0) PRI-12 hich Personal Data (PD) is updated and the frequency 10
that such
Mechanisms exist to develop processes to identify and record the
Updating Personal Data
7023(b)(1)(B) N/A How the business obtained the contested information. Functional Subset Of D) PRI-12 method under which Personal Data (PD) is updated and the frequency 0
that such
etoing N orovidedby o business, Upating Personat Data Mechanisms exist to develop processes to identify and record the
7023(b)(1)(C) N/A Functional Subset Of PRI-12 [method under which Personal Data (PD) is updated and the frequency 0
or another source. Requirements regarding documentation are set forth in subsection (d). *D) eoas
1f the business s not the source of the personal information and has o documentation in support of the Updating Personal Data Mechanisms exist to develop processes to identify and record the
7023(b)(2) N/A accuracy of ’s assertion of y be sufficient to establish that the Functional Subset Of *0) PRI-12  |method under which Personal Data (PD) is updated and the frequency 10
personal information is inaceurate. that such
exist to provide Subjects the ability to:
(1) Access their Personal Data (PD) that s being processed, stored and
shared, except where the burden, risk or expense of providing access
Abusiness ith a consumer's P information at issue would be disproportionate to the benefit offered to the data subject
onits existing systems and ensure that the information remains corrected. The business shall also instruct all through granting access;
e totheir written (2) Obtain answers on the specifics of how their PD is collected, received,
contract with the business to make the in their Service providers processed, stored, transmitted, shared, updated and/or disposeds
702306) wa and contractors shall comply with the business's instructions to correct the personal information orenable | o Data Subject pric6 |9 Obtain the source(s)oftheir PD; s
the business to make the corrections and shall also ensure that the information remains corrected. It a Empowerment (4 Obtain the categories of their PD being collected, recsived, processed,
business, service provider, or contractor stores any personal information thatis the sublect of the request to stored and shared;
correct on archived or backup systems, it may delay compliance with the consumer's request to correct, with (5) Request correction to their PD due to inaccuracies;
respectto data stored on the archived or backup system, until the archived or backup system relating to that (6) Request erasure of their PD; and
data s restored to an active system or s next accessed or used. llustrative examples follow: (7)Restrictthe further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Abusiness ith a consumer's 2 information atissue exist to include data p in contracts and
onits existing systems and ensure that the information remains corrected. The business shall also instruct all her document P and|
cervice providrs ’ et writton responsibilities for contractors and service providers.
contract with the business to make the in their Service providers Data Privacy
2023(6) wa and contractors shall comply with the business’s instructions to correct the personal information orenaple | L | | Raguirements for P07 s
the business to make the corrections and shall also ensure that the information remains corrected. It a Contractors & Service
business, r contractor stores information that s the subject of the request to Providers
correct on archived or backup systems, it may delay compliance with the consumer's request to correct, with
respectto data stored on the archived or backup system, until the archived or backup system relating to that
data s restored to an active system or s next accessed or used. llustrative examples follow:
i businoss v consumer's o formation atfssue Mechanisms exist to inform applicable third-parties of any modification,
onits existing systems and ensure that the information remains corrected. The business shall also instruct all deletion or other change that affects shared Personal Data (PD)-
service providers ' to their written
contract with the business to make the y in their Service providers
7023(6) wa and contractors shall comply with the business’s instructions to correct the personal information orenaple | L | | Obigation Tolnform | s
the business to make the corrections and shall also ensure that the information remains corrected. It a Third-Parties
business, service provider, or contractor stores any personal information thatis the sublect of the request to
correct on archived or backup systems, it may delay compliance with the consumer's request to correct, with
respectto data stored on the archived or backup system, until the archived or backup syste relating to that
data s restored to an active system or s next accessed or used. llustrative examples follow:
i businoss v consumer's formation atfssue Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or
onits existing systems and ensure that the information remains corrected. The business shall also instruct all Trivial (ROTT) data to ensure the accuracy, relevance, timeliness, impact,
corvice providrs ’ o thet wrtton completeness and de-identification of information throughout the
contract with the business to make the y in their Service providers information lifecycle.
7023(6) wa and contractors shall comply with the business's nstructions to correct the personalnformation orenable | oL s
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A business tha consumer's formation atissue Mechanisms exist to utiize technical controls to correct Personal Data
onits existing systems and ensure that the information remains corrected. The pusinss shall slso Instructall (PD) that s inaccurate or outdated, incorrectly determined regarding
service providers to their written impact, or incorrectly de-identified.
contract with the business to make the y in their Service providers
J023(6) wa and contractors shall comply with the business’s instructions to correct the personal information orenaple | L | | pdating & Correoting | [ s
the business to make the corrections and shall also ensure that the information remains corrected. It a Personal Data (PD)
business, ntractor stores information that s the subject of the request to
corraton archived orbackup systams, it may delay omplianc with the consurmersrequsst o correct,with
respectto data stored on the archived or backup system, until the archived or backup syste relating to that
data s restored to an active system or s next accessed or used. llusrative examples follow:
i businoss v consumer's formation atfssue Mechanisms exist to manage the qualiy, utility, objectiviy, integrity and
onits existing systems and ensure that the information remains corrected. The business shall also instruct all d data
service providers ' to their written across the information lifecycle.
contract with the business to make the in their Service providers
7023(6) wa and contractors shall comply with the business's instsuctions to correct the persenal nformaion oranabl Functionat. | intersects with Data Quality PRI0 s
the business to make the corrections and shall also ensure that the information remains corrected. It a Management
business, service provider, or contractor stores any personal information that s the sublect of the request to
correct on archived or backup systems, it may delay compliance with the consumer's request to correct, with
respectto data stored on the archived or backup system, until the archived or backup syste relating to that
data s restored to an active system or s next accessed or used. llustrative examples follow:
Business L maintains personal information about consumers that it receives from data brokers on a regular No requirements tomap to.
basis. Business L refreshes the personal information it maintains about consumers whenever it recsives an
J023(0)1) wa update from a data broker. Business L receives a request to correct from a consumer and determines thatthe | No A A A A
information is inaccurate. To comply with the consumer's request, Business L corrects the inaccurate Relationship
information in ts system and ensures that the corrected personal information is ot overidden by inaccurate
personal information subsequently received from a data broker.
Business M stores personal informati on archived or Business M No requirements to map to.
receives a request to correct from a consumer, determines that the information s inaccurate, and makes the
023002 wa necessary corrections within ts active system. Business M may delay compliance with the consumer’s Functionat No A A A A
request to correct with respect to data stored on the archived or backup system until the archived or backup Relationship
system relating to restored to : used
for & sele. disclosure. or commercial puro
7023(d) NiA Documentation. Functional o N/A N/A N/A N/A No requirements tomap to.
exist to provide subjects the ability to:
(1) Access their Personal Data (PD) that s being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, received,
A accept, review, that the consumer provides in connection processed, stored, transmitted, shared, updated and/or disposed;
J023(001) wa with their right to correct whether provided voluntarily or as required by the business. Consurmers should Functionat. | intersects with Data Subject pric6 |9 Obtain the source(s)oftheir PD; s
make a good-faith effort to provide businesses with all necessary information available at the time of the Empowerment (4 Obtain the categories of their PD being collected, recsived, processed,
request. stored and shared;
(5) Request correction to their PD due to inacouracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
A accept, review, thatthe consumer provides in connection Mechanisms exist to malntain a pracess for:
with their right to correct whether provided voluntarily or as required by the business. Consumers should Correcting Inaccurate (1) Data subjects to have inaccurate Personal Data (PD) maintained by
7023(0)(1) NA Functional | Intersects With PRI-06.1 | the organization corrected or amended; and 5
make a good-fath effort to provide businesses with all necessary information available at the time of the Personal Data (PD) oo 210 othor author
request.
users of the PD.
0 accept, review, that the consumer provides in connection Mechanisms exist to maintain a process for data subjects to appeal an
J023(001) wa with their right to correct whether provided voluntarily or as required by the business. Consurmers should Functional | intorsects With | Appoal Adverse Decision | PRi.06.3 | 2G¥erse decision. s
make a good-fath effort to provide businesses with all necessary information available at the time of the
reauest.
Mechanisms exist to maintain a process for:
A business may require to provide rebutits own Correcting Inaccurate (1) Data subjects to have inaccurate Personal Data (PD) maintained by
7023(d)(2) N/A that the personal information is accurate. In determining the necessity of the documentation requested, the Functional | IntersectsWith [ =0 0 1 e D) PRI-06.1 |the organization corrected or amended; and 5
business shall consider the following: @0 PD to other author
users of the PD.
Mechanisms exist to maintain a process to efficiently and sffectively
respond to requests, complaints, concerns o questions from
7023()(2)(8) NA The nature of the personal information atissue (e.&. whethar ts objective, subjective, unstructured. Functional | Intersects witn [ USer Feedback PRILOB4 [asmentcateddea sub‘ec‘:s avout Personet Dats (PD) the organization 5
sensitive, etc) Management
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
Mechanisms exist to maintain a process to efficiently and sffectively
respond to requests, complaints, concerns or questions from
7023()(2)(®) NA The nature of upon which the P informationtobe accurate | ¢ cionar | intersects witn [ USer Feedback PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
(e.g. whether is froma whether is verifiable, etc.) Management
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
Mechanisms exist to maintain a process to efficiently and sffectively
The purpose for which the business collacts, maintains, or ses the personal information. For example, i the respond to requests, complaints, concerns or questions from
7023(d)(2)(C) N/A personal information is essential to the functioning of the business, the business may require more Functional | Intersects With U;:’:““ik PRI-06.4 | authenticated data subjects about Personal Data (PD) the organization 5
documentation. gemen collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
Mechanisms exist to maintain a process to efficiently and sffectively
respond to requests, complaints, concerns or questions from
7023()2)(0) NA The impact on the consumer. For examle, if the personalinformation has & negative impact on the Functional | Intersects witn [ USer Feedback PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
consumer, the business may require less documentation. Management
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, updating and/or sharing Personal Data (PD) to:
provided by their request to correct shall only be used Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
7023(d)(3) N/A and/or maintained by the business for the purpose of correcting the consumer’s personal information and to Functional | IntersectsWith |~ © #D) PRI-05.4 | notice(s); 8
Pply with the record ction 7101. (2)What s authorized by the data subject, or authorized agent; and
(3)Whatis consistent with applicable laws, regulations and contractual
oblisatinns
Mechanisms exist to ensure Personal Data (PD) is protected by logical
J023(008) wa The maintain dpractices inmaintainingany | [ ] e |Securtyof PersonatDatal o fand physical safeguards o
to the consumer’s request to correct. (°D) scoped to protect the confidentiality and integrity of the PD.
exist to facilitate the and of
Abusiness may delete th ' ! to correcting
e dototion of - poct T the consumer congents relevant statutory, regulatory and contractual controls.
Statutory, Regulatory &
7023(e) NA o he deletion.For examle, f dolainginstead ofcorrecting naccurato personal nformation would makeit | Functional | - Subsecof | SHWOm PR IR | cpLot 10
harder for the consumerto obtain ajob, housing, credit, education, or other type of opportunity, the business
shall process the request to corfect or obtain the consumer's consent to delete the information.
In responding to a request o correct, a inform hether the Notoe of Comectionor Mechanisms exist to notiy affected data subjects if their Personal Data
702311) NA consumer's reques. I the business denies a consumer's request o correctinwhole or i part,the business | Functional [ Intersectswitn | 0 %2 % COEEIR ST | PRI06.2 | (PD) has been corrected, amended ordeleted. 5
shall do the following:
Mechanisms exist to maintain a process to efficiently and sffectively
Explain the basis for the denial, including any conflict with federal or state Law, exception to the CCPA, User Foedback respond to requests, complaints, concerns or questions from
7023(1)(1) NA in the required or contention involves Functional | Intersects With o PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
disproportionate effort. © collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
If a business claims that complying with the consumer's requestto correct would be impossible or would Mechanisms exist to maintein  process to efficlently and effectively
involve disproportionate effort, the business shall provide the consumer a detailed explanation that includes User Feedback respondto requests, complaints, concerns or questions from
7023(0)(2) NA Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
enough facts to give a consumer a meaningful understanding as to why the business cannot comply with the Management
collects, receives, processes, stores, transmits, shares, updates and/or
request. The business shall thatitis would .
12 business denies a consumer's request to correct personal information collected and analyzed concerning Mechanisms exist to maintain a process for data subjects to appeal an
“s health, the alsoinform that they may provide a written statement adverse decision.
0 the business to be made part of the consumer's record pursuant to Civil Code section 1798.185,
(a)(7)(D). The explain to hat the written limited to 250
7023(1)(3) NA words per alleged inaccurate piece of personal information and shall include that the consumer must request|  Functional | Intersects With | Appeal Adverse Decision |~ PRI-06.3 5
that the statement be made part of the consumers record. Upon receipt of such a statement, the business
shall include it with the consumer's record. Upon the consumer's request, the business shall make the
statement available to any person with whom it discloses, shares, or sells the personal information that s the
subiect of the renuest to correct
If a business denies a consumer's request to correct personal information collected and analyzed concerning, Mechanisms exist to maintain a process to efficiently and sffectively
‘s health, the alsoinform hat they may provide a respond to requests, complaints, concerns o questions from
0 the business to be made part of the consumer's record pursuant to Civil Code section 1798.185, authenticated data subjects about Personal Data (PD) the organization
(@)(7)D). The explainto hat the written limited to 250 User Feedback collects, receives, processes, stores, ransmits, shares, updates and/or
7023(0)(3) NA words per alleged inaccurate piece of personal information and shall include that the consumer must request|  Functional | Intersects With Managamont PRI-06.4 |disposes. 5
that the statement be made part of the consumers record. Upon receipt of such a statement, the business
shall include it with the consumer's record. Upon the consumer's request, the business shall make the
statement available to any person with whom it discloses, shares, or sells the personal information that s the
subiect of the renuest to correct
Mechanisms exist to maintain a process to efficiently and sffectively
If the personal information at issue can be deleted pursuant to a request to delste, inform the consumer that respond to requests, complaints, concerns or questions from
7023()(4) N/A they can make a request to delete the personal information and provide instructions on how the consumer Functional | Intersects With U'j:'nze:”m“:: PRI-06.4 | authenticated data subjects about Personal Data (PD) the organization 5
can make a request to delete. © collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
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A business may deny a consumer’s request to correct f the business has denied the consumer's request to Mechanisms exist o reject data subject access requests that are
J023(8) A correct the leged receiving the request. However, the Functional. | ntersects witn| USticationToRefect | o ) | FREE s
business must treat the request to correct as new if additional Disclosure Requests
(2) Repetitive; o
o prove that the information at issue is inaccurate. o e
Mechanisms exist o reject data subject access requests that are
A business may deny a request to correctif it has a good-faith, reasonable, and documented belief that a -
7023(h) N/A request to correct s fraudulent or abusive. The business shall inform the requestor that it will not comply with |  Functional Subset OF J;T;Zl:::::R::;‘:g PRI-07.5 |(1)Harassing; 10
the request and shall provide an explanation why it believes the request s fraudulent or abusive. () Repetitive; or
(@) Fraudulent
Where the business is not the source of the information that the consumer contends is inaccurate, in addition exist process
o processing the consumer's request, the business must provide the consumer with the name of the source User Feedback respondto requests, complaints, concerns or questions from
7023) N/A Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
from which the alleged orin the alternative, inform the source Management
collects, receives, processes, stores, transmits, shares, updates and/or
that corrected. .
Upon request, a business shall disclose specific pieces of personal information that the business maintains est process
and has toallow to confirm that the business has corrected the respond to requests, complaints, concerns or questions from
thatwas the subi s requestto correct. shall not be authenticated data subjects about Personal Data (PD) the organization
considered a response to a request to know that is counted towards the limitation of two requests within a 12- collects, receives, processes, stores, transmits, shares, updates and/or
month period as set forth in Civil Code section 1798.130, subdivision (b). With regard to a correction to a disposes.
consumer's Social Security number, driver's license number o other government-issued identification
7023() NA number, financial account number, any health insurance or medical identification number, an account Functional | Intersects With U'::'n::;h::‘k PRI06.4 5
password, security questions and answers, or unique biometric data generated from measurements or
technical analysis of human characteristics, a business shall not disclose this information, but must provide
awayto confirm that the personal information it maintains is the same s what the verified consumer has
provided. For example, the business can have the consumer use its toll-free phone number and provide the
information that they seek to confirm. After verifying , the business can the
information provided by the consumer matches what they have in their system.
Whether a business, or contractor has to ensure that personal exist process
nformation that s the subject of a eauest to respond to requests, complaints, concerns or questions from
. subjects about Personal Data (PD) the organization
or contractor has compl aconsumer's request to correct in accordance with the
CCPA and these regulations. For example, if a business, service provider, or contractor supplements personal User Feedback collects, receives, processes, stores, transmits, shares, updates and/or
7023() NA Functional | Intersects With PRI-06.4 |disposes. 5
information it maintains about consumers with information obtained from a data broker, failing to consider Management
the p information may by
from a data broker or contractor
has adequately complied with a consumer's requestto correct.
7024 Requests to Know. N/A Functional o N/A N/A N/A N/A B
For requests that seek the disclosure of specific pieces of information about the consumer, if a business exist to reject or disclosure|
cannot verify the identity of the person making the request pursuant to the regulations set forth in Article 5, the Reject Unauthenticated requests.
7024(0) A businass shall not disclose any specifc pieces of personal information to the requestor and shallinformthe | o | IR TR — .
requestor that it cannot verify their identity. If the request is denied in whole or n part, the business shall also
Disclosure Requests
evaluate the consumer's itis seeking of personal information about
the consumer pursuant to subsection (b).
For requests that seek the disclosure of categories of personal information about the consumer, if a business existioreject o disclosure The proper terminology is a "privacy
cannot verify the identity of the person making the request pursuant to the regulations set forth in Article 5, the Reject Unauthenticated requests. notice"for a publiely-fecing document, not
7024(b) NiA business may deny the request to disclose the categories and other information requested and shallinform | Functional | Intersects With | or Untrustworthy PRI-07.4 8 @ privacy policy” as stated in this taw.
the requestor that it cannot verify their identity.If the request is denied in whole or in part, the business shall Disclosure Requests
provide or direct the consumer to its information practices set forth inits privacy policy.
exist process
n responding to a request to know, a business is not required to search for personal information if al o the User Feedback respondto requests, complaints, concerns or questions from
7024(c) N/A Functional | Intersects With PRI-06.4 | authenticated data subjects about Personal Data (PD) the organization 5
following conditions are met: Management
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
exist process
User Feadback respond to requests, complaints, concerns or questions from
7024(c)(1) N/A The business does not maintain the personal information in a searchable or reasonably accessible format. Functional | Intersects With Management PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
exist process
User Feadback respond to requests, complaints, concerns or questions from
7024(c)(2) N/A The business maintains the personal information solely for legal or compliance purposes. Functional | Intersects With Manogemant PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
exist process
User Feadback respond to requests, complaints, concerns or questions from
7024(c)(3) N/A The business does not sell the personal information and does not use it for any commercial purpose. Functional | Intersects With Management PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
exist process
respond to requests, complaints, concerns or questions from
7024(c)(4) N/A e © rocords thatmay contain personalinformation hat | - ¢ yonal | ntersectswitn | US°" Feedback PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
it did not search because it meets the conditions stated above. Management
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
(A business shall not disclose in response to a request to know a consumer's Social Security number, driver's axist process
license number or other number, financial account number, any health Usor Feedback respond to requests, complaints, concerns or questions from
7024(d) N/A insurance or medical an d, y qu d orunique| Functional | Intersects With Management PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
biometric rom technical analysis of human However, the collects, receives, processes, stores, transmits, shares, updates and/or
business shall: disnoses
exist process
Inform the consumer with sufficient particularity that it has collected the type of information. For example, a respond to requests, complaints, concerns or questions from
7024(d)(1) N/A business shall respond that it collects “uniq data includinga - Functional | Intersects With U;:’::”m“:: PRI-06.4 | authenticated data subjects about Personal Data (PD) the organization 5
the actual fingerprint scan data; and © collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
Provide a way for the consumer to confirm that the personal information the business maintains is the same axist process
as what the verified consumer provides. For example, the business can have the consumer use its toll-free Usor Feedback respond to requests, complaints, concerns or questions from
7024(d)(2) N/A phone number and provide the information that they seek to confirm. After verifying the consumer, the Functional | Intersects With Management PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
business can confirm whether provided by matches what they have in their collects, receives, processes, stores, transmits, shares, updates and/or
svstem. disnoses
exist process
. respond to requests, complaints, concerns or questions from
7024(e) NA Ifa business denies a consumer pecific pieces of tinformation, inwhole | g tionat Subset OF User Feedback PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 10
orin part, the business shall o all of the following: Management
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
exist process
Provide to the consumer a detailed explanation of the basis for the denial, including any conflict with federal User Feedback respondto requests, complaints, concerns or questions from
7024(e)(1) NA Functional | Subset Of PRI-06.4 | authenticated data subjects about Personal Data (PD) the organization 10
or state law or exception to the CCPA, unless prohibited from doing so by law; and Management
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
exist process
User Feadback respond to requests, complaints, concerns or questions from
7024(e)(2) NA Disclose the consumer's personal information that is not subject to the exception. Functional | Subset Of Managamont PRI-06.4 | authenticated data subjects about Personal Data (PD) the organization 10
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
Mechanisms exist to ensure Personal Data (PD) is protected by logical
7024(0) NA A use hen transmitiing personal information tothe consumer. |  Functional | Subsetop | S°CUY ot PersonalData) g, o, sefeguards 10
(D) scoped to protect the confidentiality and integrity of the PD.
exist to provide Subjects the abiliy to:
(1) Access their Personal Data (PD) that s being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
1t a business maintains a 3 ply with a request to (2) Obtain answers on the specifics of how their PD is collected, received,
know by using a secure self-service portal for consumers to access, view, and receive a portable copy of their processed, stored, transmitted, shared, updated and/or disposed;
70241g) NA personal information if the portal fully discloses the personal information that the consumer is entitled to Functional | Intersects With Enm Subject PRI06  [(3)Obtain the source(s) of their PD; 8
under the CCPA and these regulations, uses reasonable data security controls, and complies with the mpowermeant (4) Obtain the categories of their PD being collected, recived, processed,
verification requirements set forth in Article 5. stored and shared;
(5) Request correction to their PD due to inacouracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
1f a business maintains a password-protected account with the consumer, it may comply with a request to Mechanisms exist o format exports of Personal Data (PD) in a structured,
know by using a secure self-service portal for consumers to access, view, and receive a portable copy of their format th to transfer their PD to
7024(g) NA personal information if the portal fully discloses the personal information that the consumer is entitled to Functional | IntersectsWith|  Data Portability PRI-06.6 | another controller without hindrance. 3
under the CCPA and uses reasonable ntrols, the
forth in Articl
If a business maintains a password-protected account with the consumer, it may comply with a request to Mechanisms exist to export a data subject's available Personal Data (PD)
know by using a secure self-service portal for consumers to access, view, and receive a portable copy of their porsonal Data 7D} in a readily usable format, upon an authenticated request.
7024(g) NiA personal information if the portal fully discloses the personal information that the consumer is entitled to Functional | Intersects With Eepons PRI06.7 5
under the CCPA and uses reasonable ntrols, the
forth in Articl

©De

b kion- NoDaritiva:
nternationsl (CC BYAD4.0)

Secure Controls Framework (SCF)

170f42



Set Theory Relationship Mapping (STRM)

FDE Name

California Consumer Privacy Act (CCPA) January 2026
(amended California Privacy Rights Act (CPRA)

t Element (FDE) Description

SCF Control

Secure Controls Framework (SCF)

Version 2025.4
12/16/2025

Control Description

If a business maintains a password-protected account with the consumer, it may comply with a request to exist trong Customer (scA)
know by using a secure self-service portal for consumers to access, view, and receive a portable copy of their Strong Customer for consumers to reasonably prove their dentity.
7024() NA personal information if the portal fully discloses the personal information tht the consumer is entitied to Functional | Intersects With WEB-06 8
Authentication (SCA)
under the CCPA and uses reasonable ntrols, the
forth in Articl
exist to provide Subjects the ability to:
Inresponse to a request to know, a business shall provide all the personal information it has collected and (1) Access their Personal Data (PD) that s being processed, stored and
maintains about the consumer during the 12-month period preceding the business's receipt of the shered, axaept where the burdan, isk or expense of providing acosss
conaumer's request, A cansumer meyredi personal information that the would be disproportionate to the benefit offered to the data subject
business the aslongasit on or after January 1, 2022, and through granting access;
the business shall be required to provide 30 proves imp would involve (2) Obtain answers on the specifics of how their PD is collected, received,
effort. shallinclude information that the business's service praasssed, stored, tranemitted, shared, updatad and/or disposed;
7024(h) NA contractors their written the business. It a business claims | Functional |  SubsetOf oo Sublect PRI-0 |(8) Obtain the source(s) of their PD; 10
that providing personal information beyond the 12-month period preceding the business's receipt of the mpowerment {4)Obtsin tha categoriss af their PD being collested, recsived, procssser,
consumer's impossible or ) notbe stored and shared;
required to provide it as long as the consumer a (5) Request correction to their PD due to inacouracies;
enough facts to give a consumer a maningful towhy the personal (6) Request erasure of their PD; and
information beyond the 12-month period. The business shall not simply state that it is impossible or would (7) Restrict the further collecting, receiving, processing, storing,
require disproportionate effort. transmitting, updated and/or sharing of their PD.
‘A service provider or contractor shall provide assistance to the business in responding to a verifiable, Data Privacy existto include data p in contracts and
70240 wa consumer request to know, nclucing by providing the business the consumer's personal information thasin | [ | for priora |oter documen o and o
its possession that it collected pursuant to their written contract with the business, or by enabling the Gontractors & Service responsibilities for contractors and service providers.
business to access format Providers
In responding to a consumer ategories of Uinformat exist o define and implement data handling and protection The proper terminology is a “privacy
sources, and/or third parties, provide an response to the : sensitive Personal Data (PD). notice for a publicly-facing document, not|
20240) wa consumer as required by the COPA. It shall notrefer the consumer to the businesses” nformtion practices | [ | | personal Data (PD) | p oo s a"privacy policy" as stated in this law.
outlined i its privacy p its bethe same for all d the privacy p Categories
discloses all the information that is otherwise required to be in a response to a request to know such
catesories.
exist to provide Subjects the ability to: The proper terminology is a ‘privacy
(1) Access their Personal Data (PD) that s being processed, stored and notice for a publicly-facing document, not|
shared, except where the burden, risk or expense of providing access a“privacy policy" as stated in this law.
would be disproportionate to the benefit offered to the data subject
through granting access;
In responding to a consumer ategories of Linformat (2) Obtain answers on the specifics of how their PD is collected, received,
sources, and/or third parties, provide an response to the processed, stored, transmitted, shared, updated and/or disposed;
70240) wa consumer as required by the COPA. It shall notreferthe consumer to the businesses” nformation practices | [ | Data Subject pric6 |9 Obtain the source(s)oftheir PD; "
outtined inits privacy p o be the samefor al. dthe privacy p Empowerment (4 Obtain the categories of their PD being collected, recsived, processed,
discloses all the information that is otherwise required to be in a response to a request to know such stored and shared;
categories. (5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
axist process
20240 wa In responding to a verifed request to know categories of personal information, the business shallprovideall | [ | User Feedback P06 :;::::c‘::1“:::‘s'::;“C‘:"a‘::';:;‘::::g;::,"D:'::;’:”;‘amam" "
of the following: Management
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
axist process
User Feedback respond to requests, complaints, concerns o questions from
7024001 NA The categories of personal information the business has collested about the consumer. Functional | Subset Of b PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 10
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
axist process
User Feedback respond to requests, complaints, concerns o questions from
7024(0)2) NA urces from which the personal Functional | Subset Of b PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 10
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
axist process
Usor Feedback respond to requests, complaints, concerns o questions from
7024(0)3) NA The business or commercial purpose for which it collected, sold, or shared the personal information. Functional | Subset Of b PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 10
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
axist process
Usor Feedback respond to requests, complaints, concerns o questions from
7024()4) NA The categories of third parties with whom the business discloses personal information. Functional | Subset Of b PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 10
collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
axist process
The categories of personal information that the business sold or shared about the consumer, and for each respond to requests, complaints, concerns or questions from
7024(K)(5) NA category identified, the categories of third parties to whom it sold or shared that particular category of Functional Subset OF U;:’:““ik PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 10
personal information. gemen collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
axist process
The categories of personal information that the business disclosed for a business purpose, and for each respond to requests, complaints, concerns o questions from
7024(K)(6) NA category identified, the categories of service providers or contractors to whom it disclosed that particular Functional Subset OF U'j:'nze:”m“:: PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 10
category of personal information. © collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
~ identity the categories of personal informat Sources of personal exist to define and implement data handling and protection
0240 wa information, categories of third parties to whom a shared personal informati Functional | intersectswitn|  PerSonatPaa(PD) | o requirements for specific categories of sensitive Personal Data (PD). .
categories of service providers or contractors to whom a business disclosed personal information, in @ Categories
manner ameaningful o
identify the categories of personal informati sources of personal exist to facilitate the third-party
J0240) wa information, categories of third parties to whom a shared personal information, and ranctonat | mersecto i | Tare-party omon .
categories of service providers or contractors to whom a business disclosed personal information, in @
manner ameaningful o
A dontity the catogoriesof prsonal informa sources of porsonl Mechanisms exist to maintain a current, accurate and complete listof
e External Service Providers (ESPS) that can potentially impact the
7024() NA information, categories of third parties to whom a shared personal Functional | Intersects With | Third-Party Inventories | TPM-01.1 |Confidentiality, Integrity, Availability and/or Safety (CIAS) of the 8
categories of service providers or contractors to whom a business disclosed personal information, in @
organization's Technology Assets, Applications, Services and/or Data
manner ameaningful of
TaAsD)
o2 Opt-out Preference oa P No on oa on A No requirements to map to.
Signals.
The purpose of an opt-out preference signal is to asimple and hod by| Automated exist to provide
right to opt-out of
7025(a) N/A sale/sharing. Through an opt-out preference signal, a consumer can opt-out of sale and sharing of their Functional subsetor | Stbal P"":gy Control | pey 03 10
personal information with all businesses th having to make )
reauests with each business.
7025(0) wa A business that sells or shares personal process any watmeets | L | supsetor | GobalPrvacy Contol | o Automated existto provide "
the following requirements as a valid request to opt-out of sale/sharing; (©pe)
J025001) wa The sgnal shall be in a format commonly used and recognized by businesses. An example wouldboan HTTP | o | | Global Privacy Control | oo oo o Automated existto provide "
header field or JavaScript object. (©pe)
The platform, technology, or mechanism that sends the opt-out preference signal shall make clear to the Automated exist to provide
J025002) wa consumer, whether inits or the public, the signal is meant to runctionat | subsetor | GlobatPivacy Control | "
have the sffect of opting the consumer out o the sale and sharing of their personal information. The (©pe)
: notneed to be alifornia or to refer to California.
J025(0) wa When a business that collects personal information from consumers online receives or detects an opt-out runctionat | subsetor | GlobatPivacy Control | Automated existto provide "
preference signal that complies with subsection (b): (Gpe)
The business shall reat the opt-out preference signal as 0 opt-outof ubmitted Automated it to provide
ivil Code section 1798.120 for r device and any consumer profile associated with
7025(c)(1) N/A that browser or device, profiles. If known, also treatthe opt-out | Functional subsetor | Stbal P'g:gy Control | pey 03 10
preference signal as a : This is not required for a (6P0)
business that does not sell or share personal informatt
The a o information Automated exist to provide
send the signal. However, a business may provide the consumer with an option to provide additional
ifit will help facilitate the consumer's ny information
provided by the consumer shall not be used, disclosed, or retained for any purpose other than processing the
025002 wa request to opt-out of sale/sharing. For example, a business may give the consumer the option to provide runctionat | subsetor | GlobatPivacy Control | "
thatidentifies the consumer so that the request to opt-out of sale/sharing can apply to offline sale (epe)
or sharing of personal information. However, if the consumer does not respond, the business shall still
process the opt-out preference signal as to opt-outof that browser or device
and profi or device,
orofiles
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7025(c)(@)

If the opt-out nflicts with a consumer’s privacy setting that allows the
business to sell or share their personal information, the business shall process the opt-out preference signal
asavalid but may notify the consumer of the conflict and provide the
consumer with an opportunity to consent to the sale or sharing of their personal information. The business
shall comply with section 7004 in obtaining the consumer’s consent to the sale or sharing of their personal
information. If the consumer consents to the sale or sharing of their personal information, the business may
ignore the opt-out preference signal for as long as the consumer is known to the business, but the business
must display the status of the consumer’s choice in accordance with section 7025, subsection (c)(6), and
section 7026, subsection (g).

Functional

Subset Of

Global Privacy Control
(GPC)

PRI-03.8

Automated existto provide

0 exercise pre-selected opt-out preferences (e.g., opt-out signal).

7025(c)4)

N/A

Ifthe opt-out nflicts with s ina business’s financial incentive
program that requires the consumer to consentto the sale or sharing of personal information, the business
may notify h signal asa

sale/sharing would withdraw the consumer from the financial incentive program and ask the consumer to
affirm that they intend to withdraw from the financial incentive program. If the consumer affirms that they
intend to withdraw from the financial incentive program, the business shall process the consumer's request

Ifthe b ks and does not affirm their the
business may ignore the opt-out preference signal with respect to that consumer’s participation in the
financial incentive program for as long as is known to . Ifthe notask
the consumer to affirm their intent with regard to the financial incentive program, the business shall stll
process the signal as a valid r
and any consumer profile the business associates with that browser or device. In either situation, the
business he status of s choice. section 7025, subsection
(c)(6), and section 7026, subsection (g)

or device

Functional

Intersects With

Active Participation By
Data Subjects

PRI-03.7

Mechanisms exist to compel data subjects to select the level of consent
deemed appropriate by the data subject for the relevant business
purpose (e.g., opt-in, opt-out, acceptall cookies, etc.).

7025(c)(6)

Where the consumer is known to the business, the business shall not interpret the absence of an opt-out
preference signal after the consumer pr an signal tothe
sale or sharing of personal information.

Functional

Intersects With

Just-In-Time Notice &
Updated Consent

PRI-03.2

Mechanisms exist to present data subjects with a new or updated
consent request to collect, receive, process, store, transmit, share,
update and/or dispose Personal Data (PD) in conjunction with the data
action, when:

(1) The original circumstances under which an individual gave consent
have changed; or

(2) Asignificant amount of time has passed since an individual gave

7025(c)(6)

Where the consumer is known to 3 shall b fan opt-out
preference signal after the consumer previously sent an opt-out preference signal as consent to opt-in to the
sale o sharing of personal informati

Functional

Intersects With

Global Privacy Control
(GPC)

PRI-03.8

Automated existto provide

0 exercise pre-selected opt-out preferences (e.g., opt-out signal).

7025(c)(6)

A business hether it has processed ’s opt-out avalid request
o opt-out of sale/sharing on its website. For example, the business may display on its website “Opt-Out
Request Honored” when a browser, device, or consumer using an opt-out preference signal visits the website,
and display through a toggle or radio button that of their
personalinformation in accordance with section 7026, subsection (g).

Functional

Subset Of

Global Privacy Control
(GPC)

PRI-03.8

Automated existto provide

0 exercise pre-selected opt-out preferences (e.g., opt-out signal).

7025(c)(7)

luustrative examples follow.

Functional

N/A

N/A

N/A

No requirements to map to.

7025(c)(7)(A)

Caleb visits Business N's website using a browser with an opt-out preference signal enabled, but he is not

into hi tand aleb's browser with a
consumer profile the business maintains. Business N collects and shares Caleb’s personal information tied
o his browser identifier for dvertising. Upon receiving

signal, Business N shall stop selling and sharing Caleb’s information linked to Caleb’s browser identifier for

dvert ble to apply the request to opt-out of the
sale/sharing to Caleb’s account information because the connection between Caleb's browser and Caleb’s
account is not known to

Functional

No
Relationship

N/A

N/A

N/A

No requirements to map to.

7025(c)(7)(8)

N/A

Noelle has an account with Business O, an online retailer who manages consumer's privacy choices through
asettings menu. Noelle’s privacy settings default to allowing Business O to sell and share her personal
information with the business’s marketing partners. Noelle enables an opt-out preference signal on her
browser and then visits Business O’s website. Business O recognizes that Noelle is visiting its website
because she s logged into her account. Upon receiving Noelle’s opt-out preference signal, Business O shall
treat the signal as a valid request to opt-out of and shallapply it to her d browser and
also to her account and any offline sale or sharing of personal information. Business O may inform Noelle that
her opt-out preference signal ditfers from her current 'gs and provide her with to
consent to the sale or sharing of her personal information, but it

sale/sharing unless Noelle instructs otherwise. Business O must also wait at least 12 months before asking
Noelle to opt-in to the sale or sharing of her personal information in accordance with section 7026,
subsection (K). In addition, Business Os notification would not allow it to fall within the exception set forth in
Civil Code section 1798.135, subdivision (b)(1), because it would not be complying with the requirements set
forth in subsection (f).

Functional

No
Relationship

N/A

N/A

N/A

No requirements to map to.

7025(c)(7)(C)

N/A

Angela also has an account with Business O and has enabled an opt-out preference signal on her browser
while logged into her account. Business O applies the opt-out preference signal as a valid request to opt-out
of not only to Angelar butalso to Angela’s is known to
the business while making the request. Angela later logs into her account with Business O using a different
device that does not have the opt-out preference signal enabled. Business O shall not interpret the absence of
the opt-out preference signal as consent to opt-in to the sale of personal information.

Functional

No
Relationship

N/A

N/A

N/A

No requirements to map to.

7025(c)(7)(D)

N/A

Ramona participates in Business P's financial incentive program where she receives coupons in exchange for
allowing the business to pseudonymously track and share her online browsing habits with marketing partners.
Ramona enables an opt-out preference signal on her browser and then visits Business P's website. Business
Pknows that tis Ramona through a cookie that has been placed on her browser, but also detects the opt-out
preference signal. Business P may ignore the opt-out preference signal and notify Ramona that her opt-out
preference signal conflicts with her participation in the financial incentive program and ask whether she
intends to withdraw from the financial incentive program. If Ramona does not affirm her intent to withdraw,
Business P may ignore the opt-out preference signal and place Ramona on a whitelist so that Business P does
nothave to notify Ramona of the conflict again.

Functional

No
Relationship

N/A

N/A

N/A

No requirements to map to.

7025(c)(7)(E)

N/A

Ramona clears her cookies and revisits Business P's website with the opt-out preference signal enabled.
Business P no longer knows that itis Ramona visiting its website. Business P shall honor Ramona’s opt-out
preference signal as it pertains to her browser or device and any consumer profile the business associates
with that browser or device.

Functional

No
Relationship

N/A

N/A

N/A

No requirements to map to.

7025(d)

N/A

The business and the platform, technology, or mechanism that sends the opt-out preference signal shall not
use, disclose, or retain any personal information collected from the consumer in connection with the sending
or processing the request to opt-out of sale/sharing for any purpose other than sending or processing the opt-
out

Functional

Subset Of

Global Privacy Control
(GPC)

PRI-03.8

Automated existto provide

0 exercise pre-selected opt-out preferences (e.g., opt-out signal).

7025(e)

N/A

Civil Code section 1798.135, subdivisions (b)(1) and (3), provide a business the choice between (1) processing
opt-out preference signals and providing the “Do Not Sell or Share My Personal Information” and “Limit the
Use of My Sensitive Personal Information” links or the Alternative Opt-out Link; or (2) processing opt-out
preference signals in a frictionless manner in accordance with these regulations and not having to provide the
“Do Not Sell or Share My Personal Information” and “Limit the Use of My Sensitive Personal Information”
links or the Alternative Opt-out Link. They do not give the business the choice between posting the above-
referenced links or honoring opt-out preference signals. Even if the business posts the above-referenced
links, the business must still process opt-out preference signals, though it may do so in anon-frictionless
manner. If a business processes opt-out preference signals in a frictionless manner in accordance with
subsections (f) and (g), then it may, but is not required to, provide the above-referenced links.

Functional

Subset Of

Global Privacy Control
(GPC)

PRI-03.8

Automated existto provide

0 exercise pre-selected opt-out preferences (e.g., opt-out signal).

7025(f)

N/A

Except as all

d by these regulations, signalin a frictionless manner as

required by Givil Code section 1798.135, subdivision (b)(1), means that the business shall not:

Functional

Subset Of

Global Privacy Control
(GPC)

PRI-03.8

Automated existto provide

0 exercise pre-selected opt-out preferences (e.g., opt-out signal).

7025(7)(1)

N/A

Charge a fee or require uses an opt-out pref signal

Functional

Subset Of

Global Privacy Control
(GPC)

PRI-03.8

Automated existto provide

0 exercise pre-selected opt-out preferences (e.g., opt-out signal).

7025(7)(2)

N/A

Change the consumer's experience with the product or service offered by the business. For example, the
consumer who uses an opt-out preference signal shall have the same experience with regard to how the
business’s product or service functions compared to a consumer who does not use an opt-out preference
signal.

Functional

Subset Of

Global Privacy Control
(GPC)

PRI-03.8

Automated existto provide

0 exercise pre-selected opt-out preferences (e.g., opt-out signal).

7025(7)(3)

N/A

Display a notification, pop-up, text, graphic, animation, sound, video, or any interstitial content in response to
the opt-out preference signal. However, a business’s display of whether the consumer visiting their website
has opted out of the sale or sharing their personal information shall not be considered a violation of this
regulation. The business may also provide a link to a privacy settings page, menu, or similar interface that
enables the consumer to consent to the business ignoring the opt-out preference signal with respect to the
business’s sale or sharing of the consumer’s personal information provided that it complies with subsections
(01 -3

Functional

Subset Of

Global Privacy Control
(GPC)

PRI-03.8

Automated existto provide

0 exercise pre-selected opt-out preferences (e.g., opt-out signal).

7025(g)

A business meeting the requirements of Civil Code section 1798.135, subdivision (b)(1) is not required to post
the “Do Not Sell or Share My Personal Information” link or the Alternative Opt-out Link if it meets all of the.
foll dditional

Functional

Subset Of

Global Privacy Control
(GPC)

PRI-03.8

Automated existto provide

0 exercise pre-selected opt-out preferences (e.g., opt-out signal).

7025(g)(1)

" he ith the CCPA and these

regulations.

signalin a frictionless manner in accordan

Functional

Subset Of

Global Privacy Control
(GPC)

PRI-03.8

Automated existto provide

0 exercise pre-selected opt-out preferences (e.g., opt-out signal).
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Control Description

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first
d

necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable

The proper terminology is a “privacy
notice" for a publicly-facing document, not
a"privacy policy" as stated in this law.

execute, shall require minimal steps, and shall comply with section 7004,

(1) Limit the collection and/or use of Personal Data (PD); and
(2) Not sell or share PD.

7025(g)2) N/A Includes in its privacy policy the following information: Functional | Subset O Data Privacy Notice PRI02 | statutory, regulatory and contractual obligations. 10
(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Mechanisms exist to
(1) Make data privacy notice(s) available to individuals upon first
d necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
d (3) Contain all necessary notice-related criteria required by applicable
7025(g)(2)(A) N/A . of ° the sale or sharing of their personal information by the Functional | SubsetOf Data Privacy Notice PRI-02 (S‘me,y' regulatory et obligations. auedbyeee 10
' (4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Mechanisms exist to
(1) Make data privacy notice(s) available to individuals upon first
d necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
7025(g)(2)(8) N/A he business processes signals in a frictionless manner; Functional | SubsetOf Data Privacy Notice PRI02 | statutory, regulatory and contractual obligations. 10
(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Mechanisms exist to
(1) Make data privacy notice(s) available to individuals upon first
d necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
h for to process in (3) Contain all necessary notice-related criteria required by applicable
7025(g)(2)(C) N/A frictiontess manner: and Functional Subset Of Data Privacy Notice PRI-02 | statutory, regulatory and contractual obligations. 10
: (4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Mechanisms exist to
(1) Make data privacy notice(s) available to individuals upon first
d necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
7025(g)(2)(0) N/A r any other method by which the consumer may submit a request to opt-out of sale/sharing. Functional | Subset O Data Privacy Notice PRI02 | statutory, regulatory and contractual obligations. 10
(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Atlows the signalto the consumer's For Automated exist to provide
example, if the business sells or shares personal information offline and needs to request from the consumer Global Privacy Gontrol 10 exercise
7025(g)(3) N/A additional information that is not provided by the opt-out preference signal in order to apply the requestto opt-| ~ Functional | Subset Of or0) PRI-03.8 10
out of sale/sharing o offline sales and sharing of personal information, then the business has not fully
effectuated the consumer’s request to opt-out of sale/sharing, Illustrative examples follow.
Business Q collects consumers’ online browsing history and shares it with third parties for cross-context No requirements to map to.
behavioral advertising purposes. Business Q also sells consumers’ personal information offline to marketing
partners. Business Q cannot fall within the exception set forth in Civil Code section 1798.135, subdivision
70256(3)A) NA (b)(1), because a consumer’s opt-out preference signal would only apply to Business Q's online sharing of Functional No WA WA WA WA
personal information about the consumer’s browser or device; the consumer’s opt-out preference signal Relationship
would not apply to Business Q's gof “sinformation Qould not
apply it to the offline selling without additional information provided by the consumer, i.e., the logging into an
account.
Business R only sells and shares personal information online for cross-context behavioral advertising No requirements to map to.
purposes. Business R may use the exception set forth in Civil Code section 1798.135, subdivision (b)(1), and o
7025(g)(3)(B) N/A not post the “Do Not Sell or Share My Personal Information” link because a consumer using an opt-out Functional Relationship N/A N/A N/A N/A
preference signal would fully effectuate their right to opt-out of the sale or sharing of their personal
2026 Requests to Opt-out of A Functional No WA WA WA A No requirements to map to.
existto the data p anotification
A business that sells or shares personal provide two or methods for
o data subjects of:
submitting requests to opt-out of sale/sharing. A business shall consider the methods by which it interacts (1) Tl right o iect an organization that sels or shares thei Personal
with consumers, the manner in which the business collects the personal information that it makes available Notice of Right To Opt-
7026(a) N/A Functional | Intersects With PRI-21  [Data (PD) to stop selling or sharing their PD; and 5
o third parties, available technology, and ease of use by the consumer when determining which methods out
(2) The methods available to exercise that right.
consumers may use to submit requests to opt-out of Atleastone reflect
the manner inwhich the business p it 3 ples follow.
Mechanisms exist to publish conspicuous links for data subjects to
A business that sells or shares personal provide two or methods for
exercise their rights to:
submitting requests to opt-out of sale/sharing. A business shall consider the methods by which it interacts 1) Limit the collection andor use of Personal Data (PD); and
702648) A with consumers, the manner in which the business collects the personal information that it makes available | | optoutLinks pRI211 | (2)Notsellor share PD. s
o third parties, available technology, and ease of use by the consumer when determining which methods
consumers may use to submit requests to opt-out of sale/sharing. At least one method offered shall reflect
the manner in which the business primarily interacts with the consumer. llustrative examples follow.
A business that collects personal information from  ataminimum, No requirements to map to.
t0 opt-out of hrough d at least one of the o
7026(a)(1) N/A following mothods: an nteractiveform accessible via the “Do Not Sell o Share My Persona Iformation” Unk, | Functional | o ot NA N/A NA N/A
the Alternative Opt-out Link, or the business’s privacy policy if the business processes an opt-out preference
signalin a frictionless manner.
S— A A business that interacts with consumers in person and online may provide an in-person method for Functional No WA WA WA A No requirements to map to.
submitting reauests to opt-out of in addition to the opt- signal.
Other methods for submitting requests to opt-out of the sale/sharing include, but are not limited to, a toll-free o No requirements to map to.
7026(a)(3) N/A phone number, a designated email address, a form submitted in person, and a form submitted through the Functional Relationship N/A N/A N/A N/A
mail.
No requirements to map to.
A notification or tool regarding cookies, such as a cookie banner or cookie controls, is not by itself an
— WA acceptable method for submitting requests to opt-out of concern Functional No WA WA WA WA
of personal information and not the sale or sharing of personal information. An acceptable method for Relationship
submitting requests to opt-out of personal informat
Mechanisms exist to publish conspicuous links for data subjects to
70260) WA A business’s methods for submitting requests to opt-out of sale/sharing shall be easy for consumers to Functional | intersects With OptoutLinks pRI21 |eXercise their rights to: s
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FDE Name t Element (FDE) Deseription SCF Control
Mechanisms exist to publish conspicuous links for data subjects to
A not reqire a consumer request to opt-outof to create an account
7026(c) NA or provide additional information beyond what is necessary to direct the business not to sellor share the Functional | Intersects With | Opt-Out Links PRI21.7 | Xereise thelr rights to: 5
Comaumars porsanal imformation (1) Limit the collection and/or use of Personal Data (PD); and
(2) Not sell o share PD
‘A business shall not require a verifiable consumer request for a request to opt-outof sale/sharing. A business Mechanisms exist to publish conspicuous inks for data subjects to
may ask the consumer for information necessary to complete the request, such as information necessary to exercise their rights to:
7026(d) NA identify the consumer whose information shall cease to be sold or shared by the business. However, tothe |  Functional | Intersects With|  Opt-Out Links PRI-21.1 |(1) Limit the collection and/or use of Personal Data (PD); and 5
extent that the business can comply with a request to opt-out of sale/sharing without additional information, it (2)Not sellor share PD.
hall do so.
If a business has a good-faith, reasonable, and documented belief that a request to opt-out of sale/sharing is Reject Unauthenticated existioreject or disclosure
7026(e) NiA fraudulent, the business may deny the request. The business shall inform the requestor that it will not comply | Functional | IntersectsWith|  or Untrustworthy PRI07.4 (09409 3
with the request and shall provide to the requestor an explanation why it believes the request s fraudulent Disclosure Requests
Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, updating and/or sharing Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privac
7026(1) N/A A comply with a by: Functional | Intersects Witn | USPE® Restrictions of o, o0 ) Lnu)m:e(:). poetejongnety e 5
Personal Data (PD)
(2)What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and contractual
oblisations
Mechanisms exist to restrict collecting, receiving, processing, storing,
Geasing to sellto and/or share with third parties the consumer's personal information as soon as feasibly updating and/or sharing Personal Data (PD) to:
possible, but no later than 15 business days from the date the business receives the request, Service Usage Restrictions of (1) The purpose(s) riginally collected, consistent with the data privecy

7026()(1) NA Functional | Intersects With PRI-05.4 | notica(s); 5
providers or contractors collecting personal information pursuant to the written contract with the business Personal Data (PD)
required by the COPA and these regulations does not constitute a sale or sharing of personal information. {2) Whatis authorized by the data subject, or authorized agent; and

(8) What s consistent with applicable laws, regulations and contractual
oblisations
Notifying all third parties to whom the business has sold or shared the consumer's personal information, after Mechanisms exist to inform applicabie third-parties of any modification,
ine consumer submits he request o opt outof S beforn ot deletion or other change that affects shared Personal Data (PD).

7026(1)(2) NiA request, that the consumer has made a request to opt-out of sale/sharing and directing them to comply with | Functional | Intersects With Ob“'g:"r‘:”;;"‘:mm PRI-07.3 5
the consumer's request and forward the request to any other person to whom the third party has made the
personal information available during that time period.

7026(6)(3) N/A llustrative examples follow. Functional No N/A N/A N/A N/A B
Business U uses advertising itswebsite and shares e B,
personal information of consumers viewin ts website through real-time bidding. Business U can restrict the
transfer of personal information instantaneously, and thus, stop the sale and sharing personal information

— wa immediately. Accordingly, when Maya visits Business U's website and submits a request to opt-out of Functionat No A A A A
salefsharing through the “Do Not Sell or Share My Personal Information” link, Business U shall immediately Relationship
complywith Maya's request by ceasing to sell or share Maya’s personal information with any third parties.
Business U shall not take 15 business days to comply with Maya's request becauss it is feasibly possible to
Business V is a marketing company that discloses consumers’ personalinformation to s clients via a No requirements to map to.
batched upload every Friday. Business \'s disclosure of personal information is a sale because it eceives
valuable in exchange for the informati a
0 Business V through the mail, which Business V receives on Thursday. Business V finishes processing
Siobhan's request on Tuesday because it requires a few days to update allinternal systems and databases o

7026(f)(3)(B) N/A with Siobhan’s request. Accordingly, Siobhan’s personal information was not removed from the disclosure Functional Relationship N/A N/A N/A N/A
that occurred on the first Friday after receiving her request, though it was removed from the disclosure that
occurred on the second Friday. Business Y must notify all s clients that received Siobhan's information on
the first Friday after Siobhan made her request to opt-out of sale/sharing and direct them to comply with her
request and forward the request to any other person to whom they made Siobhan’s personal information
availanie
A business must provide a means by which the consumer can confirm that their request to opt-out of Mechanisms exist to publish conspicuous inks for data subjects to
sale/sharing has been processed by the business. For example, the business may display on its website “Opt- exercise their rights to:

7026(g) NA Out Request Honored" in accordance with section 7025, subsection (b)), and display in the consumer's Functional | Intersects With|  Opt-Out Links PRI-21.1 |(1) Limit the collection and/or use of Personal Data (PD); and 5

privacy settings through a toggle or radio button that the consumer has opted out of the sale/sharing of their (2)Not sellor share PD.
versonal informati
In responding to a request to opt-out of sale/sharing, a business may present the consumer with the choice o Mechanisms exist to publish conspicuous inks for data subjects to
opt-out of the sale or sharing of personal information for certain uses as long as a single option to opt-out of exercise their rights to:

7026(h) NA the sale or sharing of all personal information s also offered. However, doing so in response to an opt-out Functional | InterseotsWith|  Opt-Out Links PRI-21.1 |(1) Limit the collection and/or use of Personal Data (PD); and 5

preference signal il prevent the business from using the exception set forth in Civil Code section 1798.135, (2)Not sellor share PD.
i)
‘A business that responds to a request to opt-out of sale/sharing by Informing the consumer of a chargs for the No requirements to map to.
use of any product or service shall comply with Article 7 and shall provide the consumer with a Notice of o
7026) NA FinancialIncantie that complies with section 7016in s response. However, daing so i resporse o amopt- | Functional | o i L NA NA NA NA
out preference signal will prevent the business from using the exception set forth in Civil Code section
1798.13: 11
A consumer may use an authorized agent to SUbMIt a request to OpL-out of sale/Sharing on the consumer's Mechanisms exist to allow data subjects to authorize another person or
behalf if the consumer provides the authorized agent written permission signed by the consumer. A business entity, acting on the data subject's behalf, to make Personal Data (PD)
70280) wa may deny a request from an authorized agent ifthe agent does not provide to the business the consumer's Functional | mersocts it | Authorized Agont pRGa |Processing decisions s
signed permission that they have b to act on the consumer's
behalf. The and provide written permission from does notapply to
reauests made bv an oot signal
Mechanisms exist to present data subjects with a new or updated
consent request to collect, receive, process, store, transit,share,
Except as allowed by these regulations, a business shall wait at least 12 months from the date of the update and/or dispose Personal Data (PD) in conjunction with the data

70261k) NA consumer's request bef consumer who of the sale or sharing of their personal Funtional [ ntersects witn [ /SN TIMONOUSE & | - ppy gy - faction, when: 5

nformation s aemeont o the astsor hring ottt persent formmation. Updated Consent (1) The original circumstances under which an individual gave consent
have changed; o
(2) Asignificant amount of time has passed since an individual gave

Requests to Limit Use No requirements to mapto.
7027 and Disclosure of NIA Functional o NA NA NA NA
Sensitive Personal Relationship
Informati
Uss or disclosure of tisk of harm for the Mechanisms exist to restrict collecting, receiving, processing, storing,

Gonsumer. The purpose of the request o limitis to give consumers meaningful control over how their transmitting, updating and/or sharing Personal Data (PD) to:

sensitive personal information is collected, used, and disclosed. It gives the consumer the abilityto limit the (1) The purpose(s) originally collected, consistent with the data privacy

202700) wa business's use ofsensitive personal nformation o that which is necessary to perform the services orprovide | Lo || sage Restrictions of | oo noticels): s
the goods P byan those goods or services, with some Personal Data (PD) (2) What is authorized by the data subject, or authorized agent; and
narrowly tailored exceptions, which are set forth in subsection (m). Sensitive personal information that is (8) What s consistent with applicable laws, regulations and contractual
collested or processed without the purpose of inferring characteristics about a consumer is not subject to obligations.
requests to limit
A business that uses or discloses sensitive personal information for purposes other than those set forth in Mechanisms exist to compel data subjects to select the level of consent
subsection (m) shall provide two or more designated methods for submitting requests to limit. A business desmed appropriate by the data subject for the relevant business
shall consider the methods by which it interacts with consumers, the manner in which the business collects purpose (e.g., opt-in, opt-out, acceptall cookies, etc.).

7027(6) N/A the sensitive personal information that it uses for purposes other than those set forth in subsection (m), Functional | Intersects witn | ACVe Particieation By | poy g 5 3
available technology, and ease of use by when Data Subjects
use to submit requests to limit. At least one method offered shall reflect the manner in which the business
primarily the consumer. follow.

Mechanisms exist to govern the continued use of Personal Data (PD) as it
A business that uses or discloses sensitive personal information for purposes other than those set forth in is collected, received, processed, stored, transmitted and/or shared
subsection (m) shall provide two or more designated methods for submitting requests to limit. A business unti:
shall consider the methods by which it interacts with consumers, the manner in which the business collects Continsed Use of (1) Disposal of PD occurs when there is no longer a legitimate business

7027(6) NA the sensitive personal information that it uses for purposes other than those set forth in subsection (m), Functional | ntersectswith| 2 TACCRUE | PRIO3S. {purposes 3
available technology, and ease of use by when (2) Disposal of PD occurs when the data retention timeline for the use
use to submit requests to limit. At least one method offered shall reflect the manner in which the business case is met; and/or
primarily the consumer. follow. (3) Continued use of PD is prohibited upon withdrawal of data subject
(A business that collects sensitive personal information from consumers online shall, at a minimum, allow. o No requirements to map to.

7027(b)(1) N/A consumers to submit requests to limit through an interactive form accessible via the “Limit the Use of My Functional Relationship N/A N/A N/A N/A
Sensitive Personal Information” link or Opt-out Link.

020 on A business that interacts with consumers in person and online may provide an in-person method for Fmctionat No A A A A No requirements to map to.
submitting requests to limit in addition to the online form,

Other methods for submitting requests to limit include, but are not limited to, a toll-free phone number, a No Dorensnas b

7027(b)(3) N/A Functional B N/A N/A N/A N/A
designated email address, a form submitted in person, and a form submitted through the mail. Relationship
[Anoification or tool regarding cookies, such as a cookis banner or cookie controls, s not by ftself an No requirements to map to.

027008) wa acceptable method for submitting requests to limit because cookies concern the collection of personal Functionat No A A A A
and use and sensitive personal informat tabl Relationship
method for submittin reauests db to limit
exist to enable to authorize .
recelving, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where prior to collection the data
subject is provided with:

202710) wa A business’s methods for submitting requests to imit shall be easy for consumers o execute, shallrequire | [ hoioe & Gonsent prioa | (1)Plain anguage to lustrate the potential data privacy isks of the "

minimal steps, and shall comply with section 7004, authorization;
(2) Ameans for users to decline the authorization; and
(8) Al necessary choice and consent.related criteria required by
applicable statutory, regulatory and contractual obligations.
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exist to enable o authorize .
recelving, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where prior to collection the data
A not reqire a consumer arequest to limitto create an account or provide subject s provided with:
7027(d) NiA additional information necessary o direct the business to the Functional | IntersectsWith|  Choice & Consent PRI.o3 |1 Plein language to llustrate the potential data privacy risks of the 5
consumer's sensitive personal information. authorization;
(2) Ameans for users to decline the authorization; and
@A and by
applicable statutory, regulatory and contractual obligations.
exist to provide Subjects the ability to:
(1) Access their Personal Data (PD) that s being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, received,
i notrequire a consumer arequestto limitto create an accountor provide procassed, stored, ransmitted, shared, updated and/or disposed;
7027(d) NiA additional information necessary o direct the business to the Functional | Intersects With E?:::::’:::‘ PRI [(3)Obtain the source(s) of their PD; 5
consumer's sensitive person information. (4) Obain the categories of their PD being collected, received, processed,
stored and shared;
(5) Request correction to their PD due to inacouracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
exist to provide Subjects the ability to:
(1) Access their Personal Data (PD) that s being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, received,
A business shall not require a verifiable consumer request for a request to limit. A business may ask the processed, stored, transmitted, shared, updated and/or disposeds
202706) wa consumer for information necessary to complete the request, such as information necessaryto dentiythe | Ll Data Subject pric6 |9 Obtain the source(s)of their PD; s
consumer to whom the request applies. However, to the extent that the business can comply with a requestto Empowerment (4 Obtain the categories of their PD being collected, recsived, processed,
limit without additional information, it shall do so. stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
A business shall not require a verifiable consumer request for a request to limit. A business may ask the exist trong Customer (scA)
20276) wa consumer for information necessary to complte the request, such as information necessaryto dentiythe | L | | Sisong Customer Weg.0 | consumers to reasonably prove ther identiy. .
consumer towhom the request applies. However, to the extent that the business can comply with a requestto Authentication (SCA)
tion, it shall do so.
Mechanisms exist to reject data subject access requests that are
If a business has a good-faith, reasonable, and documented belief that a request to limit s fraudulent, the categorized as:
Justification To Reject
7027(9) NA business may deny the request. inform hatit with the Functional | mtrsects with| (BP0 O | PRL07S | (1) Harassing: 5
request and shall provide to the requestor an explanation why it believes the request s fraudulent. ) Repetitive; or
7027(g) NA A business shall comply with a request to limit by: Functional o N/A N/A N/A N/A R
Mechanisms exist to govern the continued use of Personal Data (PD) as t
is collected, received, processed, stored, transmitted and/or shared
unti:
Ceasing to use and disclose the consumer's sensitive personal information for purposes other than those set Continsed Use of (1) Disposal of PD there is no longer
70270)1) NA forth in subsection (m) as soon as feasibly possible, but no later than 15 business days from the date the Functional | ntersects with| 20 TATCUE | PRIOSS. {purposes 5
business recsives the request (2) Disposal of PD occurs when the data retention timeline for the use
case is met; and/or
(3) Continued use of PD s prohibited upon withdrawal of data subject
Ceasing to use and disclose the consumer’s sensitive personal information for purposes other than those set Cease Processing, existto ensure . receiving,
70270)1) NA forth in subsection (m) as soon as feasibly possible, but no Later than 15 business days from the date the Functional | Intersects With | Storing and/or Sharing | PRI-03.10 oring, eansmiting, upder Mbuiia 5
(PD) upon receiving a data subject's consent revocation.
business recsives the request Personal Data (PD)
Notifying all the business's servics providers or contractors that use or disclose the consumer's sensitive Mechanisms exist o inform applicable third-parties of any modification,
p— wa personal information for purposes other than that nasmadea | L |iersoctswien | CPUEStORTolform | aeletion or other change that afects shared Personal Data (PD). s
request o limit and instructing them to comply with the consumer's request to limit within the same time Third-Parties
frame.
Notitying all third parties to whom the business has disclosed or made available the consumer's sensitive Mechanisms exist to inform applicable third-parties of any modification,
personal information for purposes other than those set forth in subsection (m), after the consumer submitted deletion or other change that affects shared Personal Data (PD).
p— wa thei request and before the business complies with that request, that the consumer has made arequestto | [l Obligation Tolnform | L s
limit and direct them 1) to comply with the consumer's request and 2} to forward the request to any other Third-Parties
person with whom the third party has disclosed or made available the sensitive personal information during
that time period.
axist process
Abusiness must provide a means by which the consumer can confirm that their request to limit has been respond to requests, complaints, concerns o questions from
7027(h) N/A processed by the business. For example, the business may display through a toggle or radio button that the Functional | Intersects With U'j:'n::;h:r PRI-06.4 | authenticated data subjects about Personal Data (PD) the organization 5
consumer has limited the business's use of their sensitive personal informat collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
In responding to a request o imit, a business may present ith the choice to pecif tivo Paricipation By Mechanisms exist to compel data subjects to select the level of consent
7027() NA uses for the sensitive personal information as long as a single option to limit the use of the personal Functional | mtrsects with| 0 FACERE PRI-03.7 |deemed the for the 5
is also offered. (e.0.. ontein. ont-out. accent all cookies. etc.)
A consumer may use an authorized agent to submit a request to limit on the consumer's behalf ifthe Mechanlsm exist to allow data subjects to authorize another person or
entity, acting on the data subject's behal, to make Personal Data (PD)
20270) wa consumer provides the authorized agont witen prmission signed by the consumer. Abusiness may denva | Lt | varsocts it | Autnorized Agont PRL0SS | mersmmt oo s
request from an authorized agent f the agent does not provide to the business the consumer's signed
permission hat they have been authorized by acton ’s behalf.
A consumer may use an authorized agent to submit a request to limit on the consumer's behalf ifthe Mechanisms exist o reject data subject access requests that are
20270) wa consumer provides the authorized agent witten permission signed by the consumer. Abusiness maydenya | L |- ustfication To Reject | e ;";:3:::‘::3 s
request from an authorized agent f the agent does not provide to the business the consumer's signed Disclosure Requests
permission hat they have been authorized by acton ’s behalf. (2)Repetitive; or
) Fraudulent
Abusiness oa e of a charge for the use of any amciat moentves For existto ‘govern financial to data
70270) NA product or service shall comply with Articte 7 and shall provide the consumer with a Notice of Financial Functional | ntrsects with | " RS | PRIOT.10. aubjects for Personal Data (D) to ensure compliance with appicable 3
Incenti section 7016 n ts response. teval
exist process
A business that responds to a request o limit by informing the consumer of a charge for the use of any respond to requests, complaints, concerns or questions from
7027(k) N/A product or service shall comply with Article 7 and shall provide the consumer with a Notice of Financial Functional | Intersects With U;:’ﬁ::”::ﬁik PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 3
Incentive that complies with section 7016 inits response. collects, receives, processes, stores, transmits, shares, updates and/or
disnoses
Mechanisms exist to present data subjects with a new or updated
tore, transmit, share,
Except as allowed by these regulations, a business shall wait at least 12 months from the date the consumer's update and/or dispose Personal Data (PD) in conjunction with the data
0270 wa equest o limitis received before asking a consumer who has exercised thei rightto imitto consenttothe | L || ustinTimeNotice & | oo action, when: s
use o disclosure of their sensitive personal information for purposes other than those set forth in subsection Updated Consent (1) The original circumstances under which an individual gave consent
). have changed; or
(2) Asignificant amount of time has passed since an individual gave
The purposes identified in Civil Gode section 1798.121, subivision (a), for which a business may use or Mechanisms exist to limit the disclosure of Personal Data (PD) to
disclose sensitive personal information without being required to offer consumers a right to limit are as forthe r which the PD
7027(m) NA follows. A business that only uses or discloses sensitive personal nformation forthese purposes, provided |~ Functional | Intersects with [ II1EPersonalDa@ | - pg, o, 5 3
that the use or yand for those purposes, is not required to (PD) Disclosures
post a Notice of Right to Limit or provide a method for submitting a request to imit.
The purposes identified in Civil Code section 1798.121, subdivision (a), for which a business may use or exist privacy
disclose sensitive personal information without being required to offer consumers a right to limit are as for which Personal Data (PD) s collected, received, processed, stored,
7027(m) NiA follows. A business that only uses or discloses sensitive personal information for these purposes, provided | Functional | Intersects With | Purpose Specification | PRI.02.1 | ansmitied and/or shared. 3
that the use or yand forthose purposes,is not required to
post a Notice of Right to Limit o provide a method for submitting a requestto limit.
The purposes identified in Civil Gode section 1798.121, subivision (a), for which a business may use or Mechanisms exist to limit the collection, recelving, processing, storage,
disclose sensitive personal information without being required to offer consumers a right to limit are as transmission, sharing. updating and/or disposal of Personsl Dta (PD)
7027(m) NiA follows. A business that only uses or discloses sensitive personal information for thess purposes, provided | Functional | Subsetop | Re2%0na01e DataPrivacy | g 4, - |accordingto forwhat 10
that the use o yand for those purposes, is not required to Practices and proportionate.
post a Notice of Right to Limit or provide a method for submitting a requestto limit.
To perform the services or provide the goods reasonably expected by an average consumer who requests Mechanisms exist to limit the collection, recelving, processing, storage,
those goods or services. For example, a consumer's precise geolocation may be used by a mobile application transmission, sharing. updating and/or disposal of Personsl Dta (PD)
7027(m)(1) NA thatis providing the consumer with directions on how to get to a specific location. A consumer's precise Functional | Subsetor | ReasenableDataPrivacy | oo, oy 4 faccording to forwhat 10
geolocation may not, however, be used by a gaming application where the average consumer would not Practices and proportionate.
expect the application to need this piece of sensitive personal information.
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Mechanisms exist to cover
(1) Preparation;
(2) Automated event dstection or manual incident report intake;
To prevent, detect, and investigate security incident he availability, authenticity, integrity,
7027(m)(2) N/A P & Y €% | Functional | Intersects With | Incident Handling 1RO-02 | (3) Analysis; 5
or stored or transmitted personal information. llustrative examples follow.
(4) Containment;
(5) Eradication; and
(8 Becovery
Mechanisms exist to lmit the collection, receiving, processing, storage,
To prevent, detect, and investigate security incident he availability, authenticity, integrity, Reasonable Data Privac ) )
J027(m2) WA 2 & v 1, | onctional | intersects With Y| pri.op.4¢ | vansmission, sharing, updating and/or isposal of Personal Data (PD) s
or stored or transmitted personal information. llustrative examples follow. Practices according to reasonable consumer expectations for what s necessary
and
(A business may disclose a consumer's log-in information to a data security company that t has hired to No No requirements to map to.
7027(m)2)A) NiA Y & v company Functional : NA NA NA NA & J
investigate and remediate a data breach consumer's account.
(A business may scan employees’ outgoing emails to prevent employees from leaking sensitive personal o No requirements to map to.
7027(m)(2)(B) N/A information outside of the business. However, scanning the emails for other purposes would not fall within Functional e — N/A N/A N/A N/A
this exception to ‘s right to p
Mechanisms exist to lmit the collection, receiving, processing, storage,
To resist malicious, deceptive, fraudulent, or illegal actions directed at the business of at consumers, or to Reasonable Data Privac ) ,
Prm— WA o & Functional | ntersects with Y| pri.o.4¢ | vansmission, sharing, updating and/or isposal of Personal Data (PD) s
prosecute those responsible for those actions. llustrative examples follow. Practices according to reasonable consumer expectations for what is necessary
and
A business may use information about a consumer's emall and text messages No No requirements to map to.
7027(m)3)A) N/A N v el - N 85| Functional ) NA NA NA NA & J
A business may collect and use the biometric information of its employees to authenticate them for access R T DI,
into secured areas of their business and to prevent access by unauthorized persons. However, the business No
7027(m)(3)(E) N/A 4 Y P Functional - NA NA NA NA
would not be able to retain the biometric information indefinitely or use it for unrelated purposes, such as the Relationship
development of commercial products, under this exception to the consumer's fight to limit.
Mechanisms exist to lmit the collection, recsiving, processing, storage,
To ensure the physical safety of natural persons. For example, a business may disclose a consumer's Reasonable Data Privac ) )
Prs— A phy: v 2 o y Functional | ntersects with Y| pri.o.4¢ | vansmission, sharing, updating and/or isposal of Personal Data (PD) s
geolocation information to law enforcement to investigate an alleged kidnapping. Practices according to reasonable consumer expectations for what s necessary
and
For short-term, transient use, including, but not limited to, nonpersonalized advertising shown as part of a Mechanisms exist to limit the collection, receiving, processing, storage,
consumor brovid o oformation s transmission, sharing, updating and/or disposal of Personal Data (PD)
another third party and is not used to build a profile about the consumer or otherwise alter the consumer's secordngto reasonable consumer expectations for what is necessary
and proportionate.
the ith For example, a business that sells religious Reasonable Data Privac
7027(m)(5) NA i © Functional | Intersects With Y| pRiot11 5
books can use information ab ‘interest content to serve contextual advertising Practices
for other kinds of religious merchandise within is store o on its website, o long as the business does not use
sensitive personal information to create a profile about an indvidual consumer or disclose personal
information that reveals consumers’ religious beliefs to thid parties.
o perform services on behalf of the business. For example, a business may use information for maintaining Mechanisms exist to lmit the collection, receiving, processing, storage,
or servicing accounts, providing customer service, processing or ulfilling orders and transactions, verifyin Reasonable Data Privac n
7027(m)6) NA e providing P e e Ving | otional | intersects With Y| prrornn updating and/or disposal of Personal Data (PD) s
customer information, processing payments, providing financing, providing analytic services, providing Practices according to reasonable consumer expectations for what s necessary
storage, or providing similar services on behalf of the business. and
To verify or maintain the quality or safety of a product, service, or device that is owned, manufactured, Mechanisms exist o limit the collection, recelving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)
manufactured for, or controlled by the business, and to improve, upgrade, or enhance the servics or device Reasonabie bata Privac % orre
riv
7027(m)(7) NA thatis owned, manufactured by, manufactured for, or controlled by the business. For example, a car rental | Functional | Intersects With Y| PRi.o1.11 [2cCOrding toreasonable consumer expectations for what is necessary 5
. manuf Practices and proportionate.
business may use a consumer's driver's license for the purpose of testing that its internal text recognition
software accurately captures license information used in car rental transactions.
To collect or process sensitive personal information where the collection or processing s not for the purpose Mechanisms exist to lmit the collection, receiving, processing, storage,
of inferring characteristics about a consumer. For example, a business that includes  search box on their Reasonable Data Privac updating and/or disposal of Personal Data (PD)
7027(m)(8) NA website by which consumers can search for articles related to their health condition may use the information | Functional | Intersects With Dactions Y| PRI01.11 |according to reasonable consumer expectations for what s necessary 5
provided by the consumer for the purpose of providing the search feature without inferring characteristics and proportionate.
about the consumer.
Requests (o Optin After No requirements to map to.
Opting-out of the Sale or
Sharing of Personal o
7028 Information or Limiting NA Functional o NA NA NA NA
Relationship
the Use and Disclosure of|
Sensitive Personal
informat
Mechanisms exist to obtain consent from data subjects to opt-in for the
following Personal Data (PD) actions:
(1) Collecting;
Requests to opt-in to sale or sharing of personal information and requests to opt-in to the use and disclosure DataSubect Optin () Receiving;
u '
7028(a) N/A of sensitive personal information shall use a two-step opt-in process whereby the consumer shall first, clearly|  Functional | Intersects With — P PRI-03.12  |(3)Processing; 5
request to opt-in and then second, separately confirm their choice to opt-in. @) Storing;
(5) Transmitting
(6) Sharing; and/or
N indoring
Mechanisms exist to obtain consent from data subjects to opt-in for the
If a consumer who has opted-out of the sale or sharing of their personal information initates a transaction or following Personal Data (PD) actions:
attempts to use a product or service that requires the sale or sharing of their personal information, the g; :’““”"g'
eceiving;
business may inform the consumer that the transaction, product, or service requires the sale of sharing of Data Subject Opt-In
7028(b) N/A Y P d ¢ Functional | Intersects With iect Op PRI03.12|(3) Processing: 5
their personal information and provide instructions on how the consumer can provide consent to opt-in to the, Consent d
sale or sharing of their personal information. The business shall comply with section 7004 when obtaining the (4 Storing;
. (5) Transmitting
consumer's consent.
(6) Sharing; and/or
N indaring
Mechanisms exist to obtain consent from data subjects to opt-in for the
If a consumer who has exercised their right to limit initiates a transaction or attempts to use a product or following Personal Data (PD) actions:
service that requires the use or disclosure of sensitive personal information for purposes other than those set (1) Collecting;
forth in section 7027, subsaction (m), the business may inform the consumer that the transaction, product, or DataSubect Optin () Receiving;
u '
7028(c) N/A service requires the use or disclosure of formation for additional andprovide | Functional | Intersects With PRI PRI03.12 |(3) Processing; 5
instructions on how the consumer can provide consent for the business to use or disclose sensitive personal @) Storing;
v dditional purposes. shall comp 7004 h () Transmitting
consumer's consent. (6) Sharing; and/or
N\ indaring
Service Providers and No No requirements to mapto.
7050 ‘ NIA Functional . N/A NA N/A N/A & S
Data Privacy
A service provider or contractor shall not retain, use, or disclose personal information collected pursuant to o rememym " existto ‘"C“‘:E data pr in “’""“:5 a"“d
i v n
7050(a) N/A its written contract with the business except for the following purposes, provided that the retention, use, or | Functional | ~ SubsetOf ” PRI-07.1 | focumer privacy roles an 10
Contractors & Service responsibilities for contractors and service providers.
disclosure is reasonably necessary and proportionate for those purposes.
Providers
Data Privacy exist to include data p in contracts and
For the specific business purposels) setforth in the written contract between the business and the service Requirements for documen
7050(a)(1) NA > purpose(s) Functional | SubsetOf o PRI07.1 O privacy roles and 10
provider or contractor that is required by the CCPA and these regulations. Contractors & Service responsibilities for contractors and service providers.
Providers
Data Privacy exist to include data p in contracts and
To retain and employ another service provider or contractor as a Requirements for n
7050(2)2) NA ploy P Functional | Subset Of ” PRI07.1 | docume! privacy roles and 10
meets the requirements for a service provider or contractor under the CCPA and these regulations. Contractors & Service for contr d service providers.
Providers
Forinternal use by the service provider or contractor to build or improve the quality of the services itis Data Privacy existtoinclude data p in contracts and
other documen privacy roles and|
providingto the business, even ifthis business purpose is not specified in the written contract required by the Requirements for
7050(a)3) NA Functional | Subset Of PRI-07.1 | responsibilties for contractors and service providers. 10
CCPA and these regulations, provided that the service provider or contractor does not use the personal Contractors & Service
information to perform services on behalf of another person. llustrative examples follow. Providers
) ] No requirements to map to.
An email marketing service provider can send emails on a business's behalf using the business's customer
emailist. The service provider could analyze those customers’ interactions with the marketing emails to No
7050(a)(3)(A) NA P v ® Functional o NA NA NA N/A
improve its services and offer those improved services to everyone. But the service provider cannot use the Relationship
original email list to send marketing emails on behalf of another business.
A shipping service provider that delivers businesses” products to their customers may use the addresses Norequirements tomap to.
received from their business clients and their experience deliveringto those addresses to identify faulty or o
7050(a)(3)(B) N/A ., and thus, improve their . However, provider Functional | o o nshi N/A N/A N/A N/A
cannot compile the addresses received from one business to send advertisements on behalf of another J
business, or compile addresses received from businesses to sell to data brokers.
To prevent, detect, or investigate data security incidents or protect against malicious, deceptive, fraudulent or ot Privac exist to include data p in contracts and
illegal activity, even if this business purpose is not specified in the written contract required by the CCPA and Roo o other documen privacy roles and|
7050(a)(@) NA these regulations. For example, a service provider or contractor may use IP addresses that have been Functional Subset OF wamms& e | PRIO7 for contr d service providers. 10
associated with malicious activity (e.g.,distributed denial of service attacks) to detect and prevent such e
No No requirements to map to.
7050(a)(5) NA For the purposes enumerated in Givil Code section 1798.145, subdivisions (a)(1). Functional . N/A N/A N/A N/A & S
A service provider or contractor abusiness top existto faciltate the and of
advertising. Pursuant to Civil Code section 178,140, subdivision (¢)(8), a service provider or contractor may relevant statutory, regulatory and contractual controls.
abusiness to provide advert . but the service provider or contractor
shall not combine the personal information of consumers who have opted-out of the sale/sharing that the
Statutory, Regulatory &
7050(b) NA service provider of contractor receives from, of on behalf of, the business with personal information thatthe | Functional | SubsetOf [ S99 FEMEOM S |- cpi.op 10
service provider or contractor receives from, or on behalf of, another person or collects from its own P!
Apersonwho abusiness to behavioral
advertisingis a third party and not  service provider or contractor with respect to cross-context behavioral
advertising services. lllustrative examples follow.
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FDE Name t Element (FDE) Deseription SCF Control
A service provider or contractor abusiness top existtoinclude datap in contracts and
advertising. Pursuant to Civil Code section 1798.140, subdivision (€)(6), a service provider or contractor may. her document privacy roles and|
= business © provide advert o it the sendice provider or sontractar A responsibilities for contractors and service providers.
shall not combine the personal information of consumers who have opted-out of the sale/sharing that the
7050(6) NA service provider or contractor receives from, or on behalf of, the business with personal information thatthe | Functional | Intersects With CD:T:;Z';Z‘:;:"CE PRI-07.1 5
Service provider or contractor receives from, or on behalt of, another person or collects from its own
Apersonwho abusinessto behavioral Providers
advertisingis a third party and not  service provider or contractor with respect to cross-context behavioral
advertsing services. lustrative examples follow.
Business S, a clothing company, hires a social media company s a service provider for the purpose of RSl e R e
providing Business S's on the social 'S platform. The social
Jo5001) wa can serve Business S by providing advertising b A runctionat No A A A A
or demographic information (e.g., advertisements to women, 18-30 years old, that live in Los Angeles). Relationship
However, it cannot use a st of customer email addresses provided by Business S to identify users on the
social /s platform to tothem.
Business T, a company that sells cookware, hires an advertising company as a service provider for the, No requirements to map to.
P—— WA purpose of advertisingits services. The advertising agency can serve Business T by providing contextual Functionat No A A A A
advertising services, such as placing advertisements for Business T's products on websites that post recipes Relationship
and other cookine tips.
If a service provider or contractor receives a request made pursuant o the CCPA directly from the consumer, Data Privacy existto include data p in contracts and
Jo50(6) wa the service provider or contractor shalleither acton behalfof the business in accordance withthe business’s | (ol for priora |oter document privacy roles and| s
instructions for responding to the request or inform the consumer that the request cannot be acted upon Gontractors & Service responsibilties for contractors and service providers.
because the reauest has been senttoa or contractor. Providers
A service provider or contractor that s a business shall comply with the CCPA and these regulations with Data Privacy existtoinclude data p in contracts and
7050(0) NA regard to any personal information that it collects, maintains, or sells outside of its role as a service provider | Functional | Intersects With for pRI-07.1 |7 documen privacy roles and 5
o Contractors & Service responsibilities for contractors and service providers.
Providers
A person who does not have a contract that complies with section 7051, subsection (a), s not @ service et Privacy existto include data p in contracts and
provider or a contractor under the CCPA. For example, a business's disclosure of personal information to a Renutemontefor her document privacy roles and|
7050(e) NA person who does not have a contract that complies with section 7051, subsection (), may be considereda | Functional | ItersectsWitn [ Mo OMENE I ] prr.or for cont d service providers. 5
sale or sharing of personal information for which the business must provide the consumer with the right to opt s
outof
Data Privacy existto include data p in contracts and
Jos0() wa A service provider or a contractor shall comply with the terms of the conitractrequired by the CCPAandthese | Lo f oo for oozt |oter document privacy roles and| s
regulations. Contractors & Service for cont d service providers.
Providers
Data Privacy existto include data p in contracts and
J050(0) wa Whether an enti toa aconsumer's CCPA request Functionat. | intersects with for [P document privacy roles and| s
depends upon whether the entity is a “business,” as defined by Civil Code section 1798.140, subdivision (d). Gontractors & Service responsibilties for contractors and service providers.
Providers
Data Privacy existto include data p in contracts and
Jos00n) wa A service provider or contractor shall, with information y pursuant to Functionat. | intersects with for P document privacy roles and| s
their written contract with the business, cooperate with the business: Gontractors & Service responsibilties for contractors and service providers.
Providers
In the business’s complation of its cybersecurity audit pursuant to Article 9, including making available to the Data Privacy existtoinclude data p in contracts and
business's auditor all relevant information that the auditor requests to complete the business's cybersecurity Requirements for her document privacy roles and
7050(0)1) NA ! ‘ Functional | Intersects With PRI-07.1 |responsibilities for contractors and service providers. 5
auditand that s in the service provider's or contractor's possession, custody, or control, and not Contractors & Service
fact that the auditor deems relevant to the business's it; and Providers
In conducting the business’s risk assessment pursuant to Article 10, including making available to the Data Privacy existtoinclude data p in contracts and
7050(h)(2) NA business all facts necessar in the service provider’s or contractor's | Functional | Intersects With for pRI-07.1 |7 documen privacy roles and 5
Contractors & Service responsibilities for contractors and service providers.
possession, custody, or control, and not any to conduct the risk "
Providers
Contract Requirements o No requirements to map to.
7051 for Service Providers and NA Functional - NA NA NA NA
e Relationship
Data Privacy existto include data p in contracts and
7051(a) NA by the CCPA for d Functional | SubsetOf for PRI07.1 | document privacy roles and 10
Contractors & Service responsibilities for contractors and service providers.
Providers
existto require contractual for
7051(a) NiA The contract required by the CCPA for service providers and contractors shall: Functional | Subsetor | |PeryContact | gy oo fand data protection requirements with third-parties, reflecting the 10
neads to protect ts Technology Assets, Applications,
dlor Data (TAASD
Data Privacy existto include data p in contracts and
Jos1(01) wa Pronibitthe service provideror contractor from sellng o sharing personal information tcollects pursuantto | o for PP documen privacy roles and| s
the written contract with the business. Gontractors & Service responsibilties for contractors and service providers.
Providers
Identify the specific business purpose(s) for which the or contr Deta Privacy o edstto ‘"d':::::: ‘::5::;::::“
information pursuant to the written contract with the business, and specify that the business s disclosing the o el e e
7051(a)(2) N/A personal information to the service provider or contractor only for the limited and specified business Functional | Intersects With | "AWOTIELC O | pRI07.1 P g 5
purpose(s) set forth within the contract. The business purpose(s) shall not be described in generic terms, such
as referencing shall be specific. Providers
Prohibit the service provider or contractor from retaining, using, or disclosing the personal information that it Data Privacy existtoinclude data p in contracts and
7051(a)(3) NA collected pursuant to the for any than Functional | Intersects With for PRI07.1 | document privacy roles and 5
Contractors & Service responsibilities for contractors and service providers.
purpose(s) specified in the contract or as otherwise permitted by the CCPA and thes regulations. s
Prohibit the service provider or contractor from retaining, using, or disclosing the personal information that it existtoinclude data p In contraats and
collected pursuant to the the direct b S her documen privacy roles and|
the service provider or contractor and the business, unless expressly permitted by the CCPA or these ¢ responsibilities for contractors and service providers.
7051(a)(e) NA lations. For example, provider or contractor shall be pr from combining or updating Functional | Intersects witn [ Reremenstor g g7 4 5
personal information that it collected pursuant to the written contract with the business with personal
hat it received from another source or fromits own the consumer, Providers
Unless expressly permitted by the CCPA or these regulations.
Require the service provider o contractor to comply with all applicable sections of the CCPA and these exiat o include data pr n cantracts and
tat respectto the personal information pursuant to the written hor document privacy foles and
contract with the b o the same level of p as required of businesses by the responsibilities for contractors and service providers.
GGPA and these regulations. For example, the contract may require the service provider or contractor to data rivacy
cooperate with the business in responding to and complying with consumers' requests made pursuant to the,
7051(a)(5) NA ccPato s pursuantto Article 8 oassist | Functional | Intersectsitn| - "eANCMS IO - p.07.4 5
the business in conducting the business's risk assessment pursuant to Article 10, to assist the business in
complying with the business’s ADMT requirements pursuant to Article 11, and to implement reasonable Providers
security procedures and practices appropriate o the nature of the personal information to protect the
personal information from unauthorized o ilegal access, destruction, use, modification, or disclosure in
accordance with Civil Code saction 1798.81.5.
Grantthe business the right o take reasonable and appropriate steps (o ensure that the service provider or existto include data p in contracts and
contractor uses the personal information that it collected pursuant to the written contract with the business in Data Privacy her documen privacy roles and|
2051(006) wa a manner consistent with the business's obligations under the CCPA and these regulations. Reasonabloand | (o o for P07 for cont d service providers. s
may manual reviews and the ‘s system Contractors & Service
and regular internal or third-par dits, or other technical testing at least Providers
once every 12 months.
Data Privacy existto include data p in contracts and
J051(0)0) wa Require provider or contractor to notify the b fter it makes tatitcanno | L ersectswitn for priora |oter document privacy roles and| s
longer meetits obligations under the CCPA and these regulations. Gontractors & Service responsibilties for contractors and service providers.
Providers
Grant the business the right, upon notice, to take reasonable and appropriate steps to stop and remediate the Data Privacy existtoinclude data p in contracts and
. her document privacy roles and|
7051(a)(6) NA service provider or contrastor use of personal information. For example, the business may Functional | Intersects witn [ Reduirements for PRI-07.1 |responsibilities for contractors and service providers. 5
require the service provider or contractor to provide documentation that verifies that they no longer retain or Contractors & Service
use the personal information of consumers that have mads a valid request to delete with the business. Providers
Require the service provider or contractor to enable the business to comply with consumer requests made Data Privacy existto include data p in contracts and
J051(0)0) wa the GCPA or require the business to inform the service provider or contractor of any consumer Functionat. | intersects with for PP document privacy roles and| s
request made pursuant to the CCPA that they must comply with and provids the information nacessary for the Gontractors & Service responsibilties for contractors and service providers.
service provider or contractor to comply with the reauest. Providers
A service provider or contractor ith another person in tothe business, Comract Fow Do axist and
7051(b) NA for whom itis a service provider or contractor shall have a contract with the subcontractor that complies with |  Functional | SubsetOf romremens TPM-05.2 | requirements are included in contracts that flow-down to applicable sub- 10
the GOPA and these regulations. d suppliers.
Whethor @ business dligeneo ofts ators e Mechanisms exist to monitor, regularly review and assess External Inthe example, this is a case of "due care”
business has reason to believe that a service provider or contractor is using personal information in violation Service for comp! and ot "due diligence’ practices. Once
of the CCPA and these regulations. For example, a business that never enforces the terms of the contract nor for and controls. the contractis in place, itis a matter of
7081(c) NA exercises is rights o audit or test the service provider's or contractor's systems might ot be abletorelyon | Functional | Intersectswith | /1 O TMO-Pay | oy 5 5 due care o enforce the terms of the
the defense that it did not have reason to believe that the service provider or contractor intends to use the Services contract.
personal information in violation of the CCPA and these regulations at the time the .
personal information to the service provider or contractor.
7052 Third Parties. NA Functional o N/A N/A N/A N/A R
Jo5200) wa A thid party hat does not have a conract that complies with section 7053, subsection o), shallnatcolleet, | [ oo oor existio 'f”"m the third-party "
use, process, retain, sell, or share the personal information that the business made available to it
sosponsitle axist andmaintaina
Athird party that does not have a contract that complies with section 7053, subsection (a), shall not collect, Accountable, Supportive, Accountable, Supportive, Consulted & Informed (RASCI) matrix, or
7052(a) NiA Functional | Intersects With TPM-05.4 [ similar documentation, to delineate sssignment for cybersscurity and 5
use, process, retain, sell or share the personal information that the business made available to it Consulted & Informed
data protection controls between internal stakeholders and External
(RASCH Matrix e
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Control Description

ontractual
Athird party shall comply with the terms of the contract required by the CCPA and these regulations, which Thir-Party Contract e existtorequire I :‘D' .
7052() N/A include treating the personal information that the business made available to tin a manner consistentwith | Functional |  SubsetOf ird-Party Contr TPm.0s |2 data protection requirements with third-parties, reflecting the 10
§ needs to protect its Technology Assets, Applications,
the business’s obligations under the CCPA and these regulations.
dlor Data TAASD)
[Athird party shall Gomply with the terms of by the CCPA and . which Contract Flow-Down exist and
7052() NA include treating the personal information that the business made available to itin a manner consistentwith | Functional | Intersects With i TPM-05.2 | requirements are included in contracts that flow-down to applicable sub- 8
the business’s obligations under the CCPA and these regulations. q d suppliers.
Contract Requirements No No requirements to map to.
7053 quir N/A Functional ) N/A N/A N/A N/A DRI
for Third Parties.
exist to require contractual for
A business that sells or shares a consumers personal information with a third party shall enter into an Third-Party Contract y
7o55(0) A usi r umer's personal i on with a third party i runctional | subsetof ird-Party Contr TpM.gs | and data protection requirements with third-parties, reflecting the 0
agreement with the third party tha: needs to protect its Technology Assets, Applications,
dlor Data TAASD)
A business that sells or shares a consumer’s personal information with a third party shall enter into an Contract Flow-Down exist and
7053(a) N/A Functional | Intersects With TPM-05.2 | requirements are included in contracts that flow-down to applicable sub- 8
agreement with the third party tha: Requirements
d suppliers.
Data Privac
Identifies the limited and specified purpose(s) for which the personal information is made available to the Vm existtoinclude data p in contracts a"“d
v her documen p
7053(a)(1) N/A third party. The purpose(s) shall not be described in generic terms, such as referencing the entire contract Functional | Intersects With PRI-07.1 an 8
Contractors & Service responsibilities for contractors and service providers.
generally. The description shall be specific.
Providers
Data Privac
Specifies that the business is making the personal information available to the third party only for the limited Vm existtoinclude data p in contracts a"“d
v her documen p
7053(a)(2) N/A purposes) set forth within th d requires the third party to use it only for thatlimited | Functional | Intersects With PRI-07.1 an 8
Contractors & Service responsibilities for contractors and service providers.
and specified purposels).
Providers
Requires the Comply with all the CCPA and these regulations, exist to include data pi in contracts and
including—with respect to the personal information that the business makes available to the third her documen P and
party—pi the same level of privacy p as required of businesses by the CCPA and these Data Privacy for cont d service providers.
egulations. For example, the contract may require the third party to comply with a consumer’s request to opt- Requirements fo
7053(a)(3) N/A regulati xame " Vreauir ird party Pl Wi u au P! Functional | Intersects With aut ’ PRI-07.1 8
outof sale/sharing forwarded tot by afirst-party b d to implement Contractors & Service
and practi tothe nature of formation topratet the porsona formation from Providers
unauthorized or llegal access, destruction, use, modification, or disclosure in accordance with Civil Code
section 1798815
Grants the business the right—with respect to the personal information tha available to Deta Privac existtoinclude datap in contracts and
the third party—to take reasonable and appropriate steps to ensure that the third party uses it in a manner o her " ocument P and
v " !
7053(a)(4) N/A consistent with the business’s obligations under the CCPA and these regulations. For example, the business | Functional | IntersectsWith | o P o | PRI-07.1 or service providers 8
may require the third party to attest that it treats the personal information the business made available to itin e
the same manner that the business is obligated to treat it under the CCPA and these regulations. aer
Grants the business the right, upon notice, to take reasonable and appropriate steps to stop and remediate Mechanisms exist to include "break clauses” within contracts for failure
of 1 available to the third party. For example, the business may to v andfor
7053(a)(s) N/A require the third party to provide documentation that verifies that it no longer retains or uses the personal Functional |IntersectsWith | Break Clauses TPM-05.7  [controls. 5
of consumers who have had their requests to opt-out of forwarded to it by the first
oarty business.
Grants the business the right, upon notice, to take reasonable and appropriate steps to stop and remediate exstto or deficiencies in supply
of ! available to the third party. For example, the business ma f
vl i1 party. For examp 1! Y Third-Party Deficiency °
7053(a)(5) N/A require the third party to provide documentation that verifies that it no longer retains or uses the personal Functional | Intersects With Remediation TPM-09  [such elements. 5
of consumers who have had their requests to opt-out of forwarded to it by the first
party business.
exist to require contractual for
Requires the third party to notify the business after it makes a determination that it can no longer meet its Third-Party Contract y
7053(6)6) NA q party y Z Functionat | Subsetof ty TPM0s | and data protection requirements with third-parties,reflecting the 0
obligations under the CCPA and these regulations. needs to protect its Technology Assets, Applications,
dlor Data TAASD)
Whether a business conducts due diligence of the third party factors into whether the business has reason to Mechanisms exist to '“":“"" regularly review and assess External Inthe example, this s cese of "due care’
believe that the third party is using personal information in violation of the CCPA and these regulations. For Review of Third-Part Service p or o . T" not "due diligence” practices. °“°f
vi ird-Par !
7053(6) NA xample,  business thatnever anforces the a1 of the ontractmight ot be bl o rlyon the etense Functional | Intersects With Y| TPMe08 or an controls 5 the contract s n place, itis a matter of
Services due care to enforce the terms of the
thatit did not have reason to believe that the touse violation of
the CCPA and these regulations at the time the business disclosed the personal information to the third party. contract
General Rules Regardin No No requirements to map to.
7060 ules Regarding N/A Functional ) N/A N/A N/A N/A DRI
Verification.
A business shall establish, document, ply with a reasonable for verifying that the person ata Subject Mechanisms exist to utilize reasonable consumer expectations to verify a
7060(a) NA making a request to delete, request to correct, request to know, o request to acoess ADMT s the consumer | Functional [ Intersects With | °## >0 PRI06.8 : to taking action to disclose, share, correct, 8
he business formati d and/or delete Personal Data (PD).
A business shall not require @ consumer to verify their identity to make a request to opt-out of sale/sharing, to Mechanisms exist to uilize reasonable consumer expectations to verify a
make a request to limit, or to make a request to opt-out of ADMT. A business may ask the consumer for Data Subject data subject's identity, prior to taking action to disclose, share, correct,
7060(b) N/A information necessary to complete the request; however, it shall not be burdensome on the consumer. For Functional | Intersects With Amhwm;m PRI-06.8 |amend and/or delete Personal Data (PD). 5
example, a business may ask the consumer for their name, but it shall not require the consumer to take a
picture of themselves with their driver's license.
A business shall not require  consumer to verify their identity to make a request to opt-out of sale/sharing, to Mechanisms exist to publish conspicuous links for data subjects to
make a request to limit, or to make a request to opt-out of ADMT. A business may ask the consumer for exercise their rights to:
7060(6) NiA information necessary to complete the request; however, it shall not be burdensome on the consumer. For | Functional | Intersects With Opt-Out Links PRI-21.1 | (1) Limit the collection and/or use of Personal Data (PD); and 5
example, a business may ask the consumer for their name, but it shall not require the consumer to take a (2) Notsellor share PD.
picture of themselves with their driver's license.
ata Subject Mechanisms exist to uilize reasonable consumer expectations to verify a
7060(c) NiA In determining the method by which the veriy s identity, the Functional | Subset Of oo PRI08: _data subjocts dentiy,prir o takingaction o disclose hare ortct 10
delete Personal Data (PD)
Match the identifying information provided by the personal ata Subject Mechanisms exist to uilize reasonable consumer expectations to verify a
7060(c)(1) NiA business dditional information, or use a third-party identity Functional | Subset Of oo PRI08: . data subjocts dentiy,prir o takingaction o disclose hare ortct 10
this section. delete Personal Data (PD)
Mechanisms exist to uilize reasonable consumer expectations to verify a
Avoid collecting the types of personal information identified in Civil Code section 1798.81.5, subdivision (d), Data Subject P fy
7060(c)(2) N/A Functional | Subset Of PRI08: . data sujocts dentiy,prir o takingaction o disclose, hare ortct 10
Unless necessary for the purpose of verifying the consumer. Authentication
delete Personal Data (PD)
ata Subject Mechanisms exist to uilize reasonable consumer expectations to verify a
7060(c)(3) NA Consider the following factors: Functional | Subset Of oo PRI08: . data sujocts dentiy,prir o takingactio o disclose hare ortct 10
delete Personal Data (PD)
Mechanisms exist to uilize reasonable consumer expectations to verify a
The type, sensitivity, and value of the personal information collected and maintained about the consumer. Data Subject » i
7060(c)(3)A) NiA Functional | Subset Of PRI06.8 2 to taking action to disclose, share, correct, 10
Sensitive personal information shall warrant a more stringent verification process. Authentication
d and/or delete Personal Data (PD).
The risk of harm to the consumer posed by any unauthorized deletion, correction, or access. A greater risk of ata Subject Mechanisms exist to uilize reasonable consumer expectations to verify a
7060(c)(3)(8) NiA harm to the consumer by unauthorized deletion, correction, or access shall warrant a more stringent Functional | Subset Of s PRI08: . data subjocts dentiy,prir o takingaction o disclose, hare ortct 10
verification process. delete Personal Data (PD)
e aticious seokthen formation. The higher te Data Subject Mechanisms exist to uilize reasonable consumer expectations to verify a
7060(c)(3)C) N/A Functional | Subset Of PRI08: _data subjocts dentiy,prir o takingaction o disclose hare ortct 10
likelihood, the more stringent the verification process shall be. Authentication
delete Personal Data (PD)
Mechanisms exist to uilize reasonable consumer expectations to verify a
hether formation to be provided b verify their identity is sufficiently robust Data Subject
7060(c)(3)D) NA " Y v o v Functional | SubsetOf ! PRI06.0 | dtasubjct ity priort taing sclon todisclose, shars, corect 10
to protect against fraudulent requests or being spoofed or fabricated. Authentication
delete Personal Data (PD)
ata Subject Mechanisms exist to uilize reasonable consumer expectations to verify a
7060(c)(3)(E) NiA The manner in which the business interacts with the consumer. Functional | Subset Of oo PRI08: . data subjocts dentiy,prir o takingaction o disclose, hare ortct 10
delete Personal Data (PD)
ata Subject Mechanisms exist to uilize reasonable consumer expectations to verify a
7060(c)(2)F) NA Available technology for verification. Functional | Subset Of oo PRI-06.8 2 o taking action to disclose, share, correct, 10
d and/or delete Personal Data (PD).
‘A business shall avoid requesting additional information from the consumer for purposes of verification. If, Mechanisms exist to uilize reasonable consumer expectations to verify a
however, the business cannot verify the identity of the from the information by data subject's identity, prior to taking action to disclose, share, correct,
the business, may information from ., which shall only be used Data Subjoct amend and/or delete Personal Data (PD).
7060(d) NA for the purposes of verifying the identity of the consumer seeking to exercise their rights under the CCPA, Functional | Subset Of oo PRI06.8 10
security, or fraud-prevention. The business shall delete any new personal information collected for the
purposes of verification as soon as practical after processing the consumer's request, except as required to
section 7101
. Mechanisms exist to uilize reasonable consumer expectations to verify a
A business shall not require the consumer or the consumer’s authorized agent to pay a fee for the verification
to taking action to disclose, share, correct,
of their request to delete, request to correct, or request to know. For example,  business must not require a
consumer to provide a notarized rify their identity unless for o Data Subject emend andor delete Personal Data (PD).
7060(e) NA Y Functional | Subset Of ! PRI-06.8 10
the consumer for the cost of notarization. A business that compensates the consumer for the cost of the Authentication
provide ith instructions on how they will be reimbursed prior to the
consumer's submission of the notarized affidav.
B toa activity ata Subject Mechanisms exist to uilize reasonable consumer expectations to verify a
7060(1) NA and prevent the unauthorized deletion, correction, or access to a consumer's personal information, or access | Functional |  SubsetOf s PRI-06.8 |data subject’s identity, prior to taking action to disclose, share, correct, 10
to information about a business’s use of ADMT with respect to " d and/or delete Personal Data (PD).
1f a business maintains consumer information that is deidentified, a business is not obligated to provide or ata Subject Mechanisms exist to uilize reasonable consumer expectations to verify a
7060(g) NiA delete this information in response to a consumer request or to re-identify individual data to verify a consumer| Functional |  SubsetOf oo PRI06.8 : to taking action to disclose, share, correct, 10
request. d and/or delete Personal Data (PD).
Mechanisms exist to uilize reasonable consumer expectations to verify a
For requests to correct, rify the consumer information that s not the N e 9 P
u
7060(h) N/A ubj . For example, if hat the business has the wrong | Functional Subset Of ! PRI-0g g [1912 sublects Id elnnwr;pnm IoltDa mg:;llnn todisclose, share, correct, 10
address for the consumer, the business shall not use address as a means of verifying the consumer’s identity. elete Personal Data (PD).
No requirements to map to.
Verification for Password No
7061 Heatt or N/A Functional o N/A N/A N/A N/A
Protected Accounts. Relationship
If a business maintains a password-protected account with the consumer, the business may verify the Mechanisms exist to utilize reasonable consumer expectations to verify a
consumer's identity through ’s exist ’s account, Data Subject ; totaKing actlon to disclose, sners, correct,
7061(a) NA Functional | Subset Of PRI06.8 10
. provided that the business follows the requirements in section 7080, Tho businass shall loo requirea Authentication amend and/or delete Personal Data (PD).
consumerto them , correcting, or disclosing ’s data.
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If a business suspects fraudulent o malicious activity on or from the password-protected account, the Mechanisms exist to utilize reasonable consumer expectations to verify a
! ’s identity, prior to taking action to disclose, share, correct,
business shall not comply with a consumer's request to delete, request to correct, o request to know until data Subject P anz oo
7061(5) NiA further verification procedures determine that the consumer requestis authentic and the consumer making | Functional | Subset Of s PRI-0g,8 |2mend and/or delete Personal Data (PD). 10
the request s the person about whom the business has collected information. The business may use the
procedures set forth in section 7062 to further verify the identity of the consumer.
No No requirements to map to.
7062 N/A N/A Functional . N/A N/A N/A N/A AL LR
Mech: tio utl ol tations t
If a consumer does not have or cannot rotected abusiness, the business Data Subject lechanisms exist o utilize reasonable consumer expectations to verify a
7062(a) NA Functional | Subset Of PRI-06.8 | data subject's identity, prior o taking action to disclose, share, correct, 10
shall comply with this section, in addition to section 7060. Authentication
d delete Personal Data (PD)
Abusiness's compliance with a request to know categories of personal information requires that the business Mechanisms exist to utilize reasonable consumer expectations to verity a
data subject's dentity, prior o taking action to disclose, share, correct,
Verity the identity of the consumer making the request to a reasonable deree of certainty. A reasonable Data Subject
7062(b) NA Functional | Subset Of PRI-06.8 |amend andor delete Personal Data (PD). 10
degree of certainty may include matching at least two data points provided by the consumer with data points Authentication
maintained by the business that it has determined to be reliable for the purpose of verifying
Abusiness's compliance with a request to know specific pieces of personal information, or a request to Mechanisms exist to utlize reasonable consumer expectations to verify a
access ADMT, requires that the business verify the identity of the consumer makin the requestto a dta sublect's dantty, prior to taking action to dlscloss, share, correct,
amend and/or delete Personal Data (PD).
degree of certainty. igh degree of y three
leces of personal information provided by the consumer with personal information maintained by the Data Subject
7062(c) N/A Pl per ! on provi Y umerwith pers ! ! neal Y Functional Subset Of uol PRI-06.8 10
business that it has determined to be reliable for the purpose of verifying the consumer together with a signed Authentication
declaration under penalty of perjury that the requestor is the consumer whose personal information is the
subject of the request. It a business uses this method for verification, the business shall maintain all signed
aspartof its
A business's compliance with a request to delete or a request to correct may require that the business verify Mecharisme exst to uilize easonable consumer expectations o verify a
's identiy
the identity of the consumer to a reasonable or reasonably high degree of certainty depending on the to taking action to diacloss, ahare, correct,
amend and/or delete Personal Data (PD).
sensitivity of the personal information and the risk of harm to the consumer posed by unauthorized deletion or data Subject
7062(d) N/A correction. For example, family of may Functional | Subset Of oo PRI-06.8 10
require a reasonably high degree of certainty, while the deletion of browsing history or correction of marital
status may require only a reasonable degree of certainty. A business shall act in good faith when determining
the toapply these regulations.
No No requirements to map to.
7062(¢) N/A llustrative examples follow: Functional . N/A N/A N/A N/A AL LR
Example 1: 1f @ business maintains personal nformation in @ manner associated with a named actual person, No requirements to map to.
the business may verify the consumer by requiring the consumer to provide evidence that matches the
ersonal information maintained by the business. For example, if a retailer maintains a record of purchases No
706216)(1) N/A P g P P Functional o NA NA NA N/A
made by a consumer, the business may require the consumer to identify items that they recently purchased Relationship
from the store or the dollar amount of their most recent purchase to verify their identity to a reasonable
desree of certainty.
Example 2: If a business maintains personal information in a mannar that s not associated with a named e B,
actual person, the business may verify the consumer by requiring the consumer to demonstrate that they are
the sole consumer associated with the personal information. For example, a business may have a mobile
ication ersonal information about but does not require an account. The No
7062(6)2) NA PP P . Functional o NA NA NA N/A
business may determine whether, based on the facts and considering the factors set forth in section 7060, Relationship
subsection (c)3), it may reasonably verify a consumer by asking them to provide information that only the
person who used the mobile application may know or by requiring the consumer to respond to a notification
Sent to their device
Mech: tio util ol tations t
A business shall deny a request to know specific pieces of personal information, or a request to access ADMT, Data Subject lechanisms exist o utilize reasonable consumer expectations to verify a
70621f) NA Functional | Subset Of PRI-06.8 |data subject’s identity, prior to taking action to disclose, share, correct, 10
ifit cannot verify the identity of the requestor pursuant to these regulations. Authentication
d and/or delete Personal Data (PD)
If there is no reasonable method by which a business can verify the identity of the consumer to the degree of Mechanisms exist to utlize reasonable consumer expectations to verify a The proper terminology is a *privacy
certainty required by this section, the business shall state so in response to any request and explain why it has dta sublect's dantty, prior to taking action to dlscloss, share, correct, notice"for a publiely-fecing document, not
o reasonable method by which it can verify the identity of the requestor. If the business has no reasonable data Subject amend and/or delete Personal Data (PD) a"privacy policy” as stated in this law.
7062(g) N/A method by which it can veri , the plain why it has no Functional | Subset Of oo PRI06.8 10
method n its privacy policy. The evaluate whether a reasonable
every 12 months, with the update the privacy policy set
forth in Civil Code section 1786.130, subdivision (a)(5).
No No requirements to map to.
7063 Authorized Agents. NA Functional . N/A NA N/A N/A AL LR
When a consumer uses an authorized agent to submit a request to delete, request to correct, or a requestto Mechanisms exist to allow data subjects to authorize another person or
know, a business may require the authorized agent to provide proof that the consumer gave the agent signed entity, acting on the data subject's behalf, to make Personal Data (PD)
7063(a) NA permission to submit the request. The business may also require the consumerto do sither of the following: |  Functional | Subset Of Authorized Agent PRI-03.6 |processing decisions. 10
Bottom section: However, businesses shall not require the consumer to resubmit their request n their
individual capacity.
Mechanisms exist to allow data subjects to authorize another person or
7083(2)(1) NA Verity their own identity directly with the business. Functional | Subset Of Authorized Agent PRI-03.6 | entity, acting on the data subject's behalf, to make Personal Data (PD) 10
Mechanisms exist to allow data subjects to authorize another person or
7083(2)2) NA Directly confirm with the business that they provided the authorized agent permission to submit the request. | Functional | Subset Of Authorized Agent PRI-03.6 | entity, acting on the data subject's behalf, to make Personal Data (PD) 10
Subsection (a) does not apply when a consumer has provided the authorized agent with power of attorney Mechanisms exist to allow data subjects to authorize another person or
7063(b) NA pursuant to Probate Code sections 4121 to 4130. A business shall not require power of attorney in order fora |  Functional | Subset Of Authorized Agent PRI-03.6 | entity, acting on the data subject's behalf, to make Personal Data (PD) 10
consumer to use an authorized aent to act on their behalt.
horized agont shall mplement practices o protect Mechanisms exist to allow data subjects to authorize another person or
7063(c) NA : Functional | Subset Of Authorized Agent PRI-03.6 | entity, acting on the data subject's behalf, to make Personal Data (PD) 10
the consumer's information.
[An authorized agent shall not use a consumer's personal information, or any information collected from or Mechanisms exist to allow data subjects to authorize another person or
7063(d) NA about the consumer, for any purposes other than to fulfill the consumer's requests, verification, or fraud Functional | Subset Of Authorized Agent PRI-03.6 | entity, acting on the data subject's behalf, to make Personal Data (PD) 10
i
Consumers Less Than 13 No No requirements to map to.
7070 umer NIA Functional . N/A NA N/A N/A AL LR
Years of Age.
Mechanisms exist to obtain parental or guardian consent for Personal
Parent or Guardian Opt-
7070(a) NA Process for Opting:In to Sale or Sharing of Personal Information Functional | Subset Of PRI-03.13 [Data (PD) tions through 10
In Consent For Minors
when the data subiect is a minor,
‘A business that has actual knowledge that it sells or shares the personal information of a consumer less than Mechanisms exist to obtain parental or guardian consent for Personal
the age of 13 shall establish, document, and comply with a reasonable method for determining that the parent or Guardian Opt Data (PD) tions through
7070(a)(1) NA person consenting to the sale or sharing of the personal information about the child is the parent or guardian | Functional subseror | e o B Mmm”s PRI-03.13 |expectations, when the data subject is a minor. 10
of that child. This consent to the sale or sharing of personal information is in addition to any verifiable parental
consent reauired under COPPA,
Mechanisms exist to obtain parental or guardian consent for Personal
Methods that are alculated to ensure P roviding consent i the child's parent or Parent or Guardian Opt-
7070(a)(2) NA g providing ! P Functional | Subset Of rent or Suardian Ot | pe1.03.13  [Data (PD) tions through 10
guardian include, but are not limited to In Consent For Minors
when the data subiect is a minor,
Mechanisms exist to obtain parental or guardian consent for Personal
Providing a consent form to be signed by the parent or guardian under penalty of perjury and returned to the Parent or Guardian Opt-
7070(a)2)A) NA ® Ened by the b # penalty ofperiury Functional | SubsetOf P | PRI-03.13 [Data (PD) tions through 10
business by postal mail, facsimile, or electronic scan; In Consent For Minors
when the data subiectis a minor,
Requiring a parent or guardian, in connection with a monetary transaction, to use a credit card, debit card, or arentor Guardian Ot Mechanisms exist to obtain parental or guardian consent for Personal
7070(a)(2)(8) NA other online payment system that provides notification of each discrete transaction to the primary account Functional subsecor | e oS Mmm”s PRI-03.13 [Data (PD) tions through 10
holder: when the data subiectis a minor,
Mechanisms exist to obtain parental or guardian consent for Personal
Parent or Guardian Opt-
7070(a)(2)(C) NA Having a parent or guardian call a toll-free telephone number staffed by trained personnel; Functional | Subset Of PRI-03.13 [Data (PD) tions through 10
In Consent For Minors
when the data subiectis a minor,
arontor Guardian Ot Mechanisms exist to obtain parental or guardian consent for Personal
7070(2)(2)D) NA Havinga parent or rained personnel via ; Functional | SubsetOf | PRL03.13 |Data (PD) tions through 10
In Consent For Minors
when the data subiectis a minor,
Mechanisms exist to obtain parental or guardian consent for Personal
Parent or Guardian Opt-
7070(a)(2)(E) NA Having a parent or guardian communicate in person with trained personnel; and Functional | Subset Of PRI-03.13 [Data (PD) tions through 10
In Consent For Minors
when the data subiectis a minor,
Verifying a parent or guardian's dentity by checking a form of government-issued identification against arentor Guardian Ot Mechanisms exist to obtain parental or guardian consent for Personal
7070(a)2)(F) NA such information, as long as the parent or guardian’s identification is deleted by the business Functional subsecor | e oS Mmm: PRI-03.13 [Data (PD) tions through 10
from its records promptly after such verification is complete. when the data subiectis a minor,
When a business receives consent o the sale or sharing of personal information pursuant to subsection (a), arentor Guardian Ot Mechanisms exist to obtain parental or guardian consent for Personal
7070(6) NA the business shal inform the paret o guardian of the right o opt-out of sale/sharing and of the process for | Functional | Subset0f | 2" @ S48 9P | pri.0g.13 | Data PD) tions through 10
behalf of their child 026, when the data subiectis a minor,
A business shall establish, document, and comply with a reasonable method, in accordance with the, Mechanisms exist to obtain parental or guardian consent for Personal
methods set forth in subsection (a)(2), for determining that a person submitting a request to delete, request to Parent or Guardian Opt- "
[ a 1th in subsection (a)2), rmining that a person submitting a requ requ runctonat | subsetor rentor Guardian Opt- | | Data (PD) through o
correct, or request to know the personal information of a child under the age of 13 is the parent or guardian of In Consent For Minors expectations, when the data subject s a minor.
that child.
Consumers at Least 13 o No requirements to map to.
7071 Years of Age and Less NA Functional o NA NA NA NA
Relationship
Than 16 Years of Age.
‘A business that has actual knowledge that it sells or shares the personal information of consumers at east 13 Mechanisms exist to obtain parental or guardian consent for Personal
jears of age and less than 16 years of age shall establish, document, and comply with a reasonable process Parent or Guardian Opt- "
7071(a) N/A M & Y & ! Y Pl P Functional | Intersects With g r Guards P PRi03.13 [Pt (PD) through 5
for allowing such consumers to opt-in o the sale or sharing of their personal information, pursuant to section In Consent For Minors expectations, when the data subject s a minor.
When a business receives a request to opt-in to the sale or sharing of personal information from a consumer Mechanisms exist to obtain parental or guardian consent for Personal
atleast 13 years of age and less than 16 years of age, the business shall inform the consumer of their ongoin Parent or Guardian Opt- "
7071(6) NiA yoars of ag years of age, the busi ner umer of NeIrongoing | - gyncyional | Intersects with | P21 O CUATaN 0L | oy g 45| Data (PD) I 5
right o opt-out of sale/sharing at any point in the future and of the process for doing so pursuant to section In Consent For Minors expectations, when the data subject s a minor.
7026.
Notices to Consumers o No requirements to map to.
7072 Less Than 16 Years of NA Functional - NA NA NA NA
e Relationship
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Control Description

Mechanisms exist to The proper terminology is a *privacy
(1) Make data privacy noticels) available to individuals upon first notice" for a publicly-facing document, not
d necessary; a“privacy policy" as stated in this law.
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collested, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
Abusiness subject to sections 7070 and/or 7071 shallinclude a description of the processes set forth in those §
7072(a) NA ceotane e ooy peto Functional | Intersects With|  Data Privacy Notice PRI02 | statutory, regulatory and contractual obligations. 5
@) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope
of the data privacy notice;
(5) Periodicall, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
(A business that exclusively targets offers of goods or services directly to consumers under 16 years of age and exist to facilitate the and of
does not sell or share the personal information without the consent of consumers at least 13 years of age and Statutory, Regulatory & .
7072(6) NA re the personal i ion withou umers years of ag Functionat | ntersacts witn | StEtUton: Regutatory CpLo7 |relevant statutory, regulatory and contractual controls, s
less than 16 years of age, or the consent of their parent or guardian for consumers under 13 years of age, is Contractual Compliance
not required to provide the Notice of Right to Opt-out of
No No requirements to map to.
7080 Discriminatory Practices. N/A Functional ) N/A N/A N/A N/A DRI
exist to prevent a data subject for
prico or and therefore il Codo section 1798.125, f the T exe‘rc:mgme'lrblegal rights pertaining to modifying or revoking consent,
7080(a) NiA business treats a consumer differently because the consumer exercised a right conferred by the CCPA or Functional | Subset Of roduet or ser PRI3.5 | nluding prohibiting: 10
Delivery Restrictions (1) Refusing products and/or services;
these regulations.
(2) Charging different rates for goods and/or services; and
@ of ity
A business may offer a price or service difference that is Aprice or service exist to prevent 2 data subject for
non-discriminatory i itis reasonably related to the value of the consumer's data. If  business is unable to productor Sorvice e"e‘m‘;“”g‘“e’l:ega‘ rights pertalning to modifying or revoking consent,
7080(6) NA calculate of the value of “s data or cannot show that the price or service |  Functional | Subset Of roduct or Servt PRI-03 5 |!NClding prohibiting 10
; Delivery Restictions (1) Refusing products and/or services;
differenceis tothe value of s data, shall not offer the price or
(2) Charging different rates for goods and/or services; and
service difference.
@ of cusity
[Abusiness's denial of a consumer’s request o delete, request to correct, request to know, request to access o No requirements to map to.
7080(c) NA ADMT, request to opt-outof sale/sharing, or request o opt-out of ADMT for reasons permitted by the CCPAor | Functional | £ NA NA NA NA
these not be considered i
No No requirements to map to.
7080(d) N/A llustrative examples follow: Functional . N/A N/A N/A N/A AL LR
Example 1: Amusic streaming business offers a free service as well as a premium servics that costs $6 per No requirements to map to.
month. If only the 2y for the music are allowed to opt-outof the sale or No
7080(d)(1) NA v pay Ut wedto optout Functional o NA NA NA N/A
sharing of their formation, then the practice unless the $5-ps h paymentis Relationship
reasonably related to the value of ’s dotato the business
Example 2: A clothing aloyalty program receive a $5-off coupon by email RSl e R e
after spending $100 with the business. A consumer submits a request to delete all personal information the
business has collected about them but also informs the business that they want to continue to participate in o
7080(d)(2) N/A the loyalty program. The business may deny their request to delete with regard to their email address and the | Functional | o\ oo o N/A N/A N/A N/A
amount the consumer has spent with the business because that information is necessary for the business to »
provide the loyalty program requested by the consumer and is reasonably anticipated within the context of the
business's ongoing relationship with them pursuant to Civil Code section 1798.105, subdivision (c)(1).
Example 3: Ag aloyalty program receve d special No requirements to map to.
discounts when they provide their phone numbers. A consumer submits a request to opt-out of the
sale/sharing of their personal information. The retailer complies with their request but no longer allows the No
7080(d)(3) N/A g of theirp nformati tlor complies with thelr request bu iger aliow Functional o NA NA NA NA
consumerto participate in the loyalty program. This practice is discriminatory unless the grocery store can Relationship
hat the value of and special discounts are reasonably related to the value of the
consumer's data to the business.
Example 4: An online bookseller collects information about including their email add; It e CTE TS mIE i
offers coupons to consumers through browser pop-up windows while the consumer uses the booksaller's
website. A consumer submits a request to delete all personal information that the bookseller has collected
about them, including their email address and their browsing and purchasing history. The bookssller complies o
7080(d)(4) N/A with the providing the to - The bookseller's failure to provide | Functional [ oL N/A N/A N/A N/A
coupons is discriminatory unless the value of the coupons is reasonably related to the value provided to the »
business by the consumer's data. The bookseller may not deny the consumers request to delete with regard
0 the email address because the email address is not necessary to provide the coupons or reasonably
i " of based on s the business.
Mechanisms exist to provide data subjects with a Notice of Financial
A not ny financial incentive or price o subject to Civi Notice of Financial I faf
Jo80(6) wa incentive or price or ub v runctional | subsetof ice of Financi pRI17.2|Ioentive that explains the materialterms of a finanial incentive, price or o
Code section 1788.125 that i offers in accordance with section 7016. Incentive service difference so the data subject can make an informed decision
oartiinate.
Jos0t) on Abusiness’s charging of a reasonable foe pursuant o Civil Code section 1798.145, subdiision (hY),shalmot| No v wa v oA No requirements to map to.
financial to these regulations
Jos0) on (A price or service difference that is the direct result of compliance with a state or federal law shall not be Fomctionat No A A A A No requirements to map to.
considered
Calcutating the Value of No No requirements to map to.
7081 ulating’ u N/A Functional ) N/A N/A N/A N/A DRI
Consumer Data.
A price or service to Givil Code section 1798125 shall use and Fanciat moentves For axistto ‘govern financial to data
7081(a) NA document a reasonable and good-faith method for calculating the value of the consumer's data. The business|  Functional | Subset Of beraonal bata ()| PR-O1-10. [subjects fo Personal Data (°D) to ensure compliance with applicable 10
hall consider one or more of the following: legal and reaulatory
existto ‘govern financial to data
) Financial Incentives For
7081(2)(1) NA The marginal value to the business of the sale, collection, or deletion of a consumer's data. Functional | Subset Of beraonal bata (o) | PR-O1-10. [subjects for Personal Data (°D) to ensure compliance with applicable 10
leval and resulatory
existto ‘govern financial to data
) Financial Incentives For
7081(2)2) NA Th average value to the business of the sale, collection, or deletion of a consumer's data Functional | Subset Of peraonal bata (o) | PR-01-10. [subjects fo Personal Data (°D) to ensure compliance with applicable 10
legal and resulatory
existto ‘govern financial to data
The agaregate value to the business of the sale, collection, or deletion of consumers’ data divided by the total Financial Incentives For
7081(2)3) NA s 4 Functional | Subset Of PRI-01.10 _[subjects for Personal Data (PD) to ensure compliance with applicable 10
number of consumers. Personal Data (PD)
legal and resulatory
existto ‘govern financial to data
, Financial Incentives For
7081(2)4) NA Revenue generated by the business from sale, collection, or retention of consumers’ personal information Functional | Subset Of beraonal bata ()| PR-01-10 [subjects fo Personal Data (°D) to ensure compliance with applicable 10
legal and reculatory
existto ‘govern financial to data
, Financial Incentives For
7081(a)6) NA Expenses related to the sale, collection, or retention of consumers’ personal information Functional | Subset Of beraonal bata ()| PR-O1-10. [subjects fo Personal Data °D) to ensure compliance with applicable 10
legal and reculatory
existto ‘govern financial to data
Financial Incentives For
7081(2)6) NA Expenses related to the offer, provision, of imposition of any financial incentive or price or service difference. | Functional | Subset Of seraonal bata ()| PR-O1-10. [subjects fo Personal Data (°D) to ensure compliance with applicable 10
legal and reaulatory
existto ‘govern financial to data
, Financial Incentives For
7081(2)7) NA Profit generated by the business from sale, collection, o retention of consumers” personal information. Functional | Subset Of berasnal bata (o) | PR-O1-10. [subjects fo Personal Data (°D) to ensure compliance with applicable 10
legal and reaulatory
existto ‘govern financial to data
Financial Incentives For
7081(a)(6) NA Any other practical and reasonably reliable method of calculation used in good faith. Functional | Subset Of beraonal bata ()| PR-O1-10. [subjects fo Personal Data °D) to ensure compliance with applicable 10
legal and reculatory
existto ‘govern financial to data
For the purpose of calculating the value of consumer data, a business may consider the value to the business Financial Incentives For
7081(6) NA pure ® Y Functional | Subset Of PRI-01.10 _[subjects for Personal Data (PD) to ensure compliance with applicable 10
of the data of all natural persons in the United States and not just consumers. Personal Data (PD)
legal and reculatory
No No requirements to map to.
7100 Training. NA Functional . N/A N/A N/A N/A AL LR
Allindividuals responsible for handling consumer inquiries about the business's information practices or the Cybersecurity & Data Mechanisms exist o provide all employees and contractors appropriate
. andtraining that s relevant for their job function.
7100(a) NA business’s compliance with the GCPA shall be informed of all of the requirements in the CCPA and these Functional | SubsetOf | Protection Awareness |  SAT-02 10
regulations and how to direct consumers to exercise theirrights under the CCPA and these regulations. Training
exist to provide rol anddata
Allindividuals responsible for handling consumer inquiries about the business's information practices or the Role-Based ”'“:':““""‘i‘:‘e" training: N .
7100(a) N/A business’s compliance with the CCPA shall be informed of all of the requirements in the CCPA and these Functional | Intersects With |~ Cybersecurity & Data saro3 |(1Before tothe system or assign: 8
regulations and how to direct consumers to exercise their rights under the CCPA and these regulations. Protection Training duties;
(2)When required by system changes; and
a thereatter
Allindividuals responsible for handling consumer inquiries about the business's information practices or the Sensitive / Regulated Mechanisms exstto ensure that very user accessing e mall
7100(a) N/A business’s compliance with the CCPA shall be informed of all of the requirements in the CCPA and these Functional | Intersects With | Data Storage, Handling & | SAT-03.3 ortransmitting ata s formalty 8
trained in data handling requirements.
regulations and how to direct consumers to exercise their rights under the CCPA and these regulations. Processing
A business that knows o reasonably should know that t, alone or In combination, buys, receives for the exist to establish a strategic data
business's commercial purposes, sells, or shares for commercial purposes the personal information of protection-specific business plan and set of objectives to achieve that
10,000,000 or more consumers in a calendar year shall establish, document, and comply with a traininy Strategic Plan &
71006) A y umers vear ish docu Pl with @ raining Functional | ntersects With o PRM-01.1 [P 8
policy to ensure that al individuals responsible for handling consumer requests made under the CCPA or the Objectives
business’s compliance with the GCPA are informed of al the requirements in these regulations and the
copa,
A business that knows o reasonably should know that 1t alone or In combination, buys, receives for the exist to identify System functions
business's commercial purposes, sells, or shares for commercial purposes the personal information of Cyborsecurity & Data by performing a criticality analysis for critical Technology Assets,
10,000,000 or more consumers in a calendar year shall establish, document, and comply with a traininy y
1000) wa v umers i year i u ply with a training Functional | intorsects With | Protemston Requirements | PRM.05 | APPUSations andior Services (TARS) atpre-defined decision points i the .
policy to ensure that al individuals responsible for handling consumer requests made under the CCPA or the vt Secure Development Life Cycle (SDLC).
business’s compliance with the GCPA are informed of al the requirements in these regulations and the
copa.
No No requirements to map to.
7101 Record-Keeping. N/A Functional ) N/A N/A N/A N/A DRI
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A business shall maintain records of consumer requests made pursuant to the CCPA and how it responded to

Data Subject

Mechanisms exist to maintain records of data subject requests and
responses with retention

team who does not have direct the business’ program must conduct the

's i any, the auditor's

governance processes.

7101(a) N/A the requests for at least 24 months. The business shallimplement and maintain reasonable security Functional | Subset Of Communications RT3 | e o " . 10
procedures and practices in maintaining these records. Documentation schedule that adhares to applicable statutory, regulatory and/or
obieations
The records may be maintained in a ticket or log format provided that the ticket or log includes the date of Data Subject Mechanisms exist to "'a‘"‘a‘: records of data subject requests and
7101(6) N/A request, nature of request, manner in which the request was made, the date of the business's response, the |  Functional | Subset Of Communications PRI | e . " " ention 10
nature of the response, and the basis for the denial of the request if the request s denied in whole or in part. Documentation schedule a:l f'es 0 applicable statutory, regulatory and/or
obieations
Dot St Mechanisms exist to maintain records of data subject requests and
A business’s maintenance of the information required by this section, where that information is not used fo
7101(c) NA Lt ! nformation required by this section, where thatinformation s nOtusedfor | - gynctional | subset of Communications PRI17.3 | @SPOnses with retention 10
any other purpose, does not taken alone violate the CCPA or these regulations. o schedule that adheres to applicable statutory, regulatory and/or
oblisations
maintained for D ot be used for any other purpose exceptas Dot St Mechanisms exist to maintain records of data subject requests and
easonably necessary for the business to review and modifyits processes for compliance with the COPA and
7101(d) N/A i} v rvtor ust view fvits pr Pl " Functional Subset Of Communications PRI-17.3 | eSPonses with retention 10
these regulations. Information maintained for record-keeping purposes shall not be shared with any third o schedule that adheres to applicable statutory, regulatory and/or
party excent as necessary to comoly with a legal obligation. obieations
Dot St Mechanisms exist to maintain records of data subject requests and
Other than as required by subsection (b), a business is not required to retain personal information solely fo
7101(e) NA reauired by subsection (0), @ business | o in personal ! YIT | Functional | subsetor Communications PRI17.3 | @SPOnses with retention 10
the purpose of fulfilling a consumer request made under the CCPA o schedule that adheres to applicable statutory, regulatory and/or
obisations
Requirements for No requirements to map to.
Businesses Collectin No
7102 st ne N/A Functional AN N/A N/A N/A N/A
Large Amounts of Relationship
Personal Informati
(A business that knows or reasonably should know that it alone or in combination, buys, receives for the Svatogo plan s exist to establish a strategic data
7102(a) N/A business’s commercial purposes, sells, shares, o otherwise makes available for commercial purposes the |  Functional | Intersects With Obicwes PRM-01.1 | protection-specific business plan and set of objectives to achieve that 8
personal information of 10.000.000 in a calendar vear shall ! olan.
ot Sogect Mechanisms exist to colleot metrics associated with data subject
7102(a)(1) NA Compile the following metrics for the previous calendar year: Functional | Subsetof [ @RS | PRI17.4 |requests and responses. 10
ata Sbject Mechanisms exist to colleot metrics associated with data subject
7102(a)(1)(A) NA The number of requests to delete that the business received, complied with n whole or i part,and denied; | Functional | Subset0f | DAESIIOE | pRi17.4 | requests and responses. 10
ot St Mechanisms exist to colleot metrics associated with data subject
7102(a)(1)(8) NA The number of requests to corract that the business received, complied with in whole or i part,and denied; | Functional | Subset0f | D#ESIIOE | pRi17.4 | requests and responses. 10
ot Sbject Mechanisms exist to colleot metrics associated with data subject
7102(a)(1)(C) N/A The number of requests to know that the business received, complied with in whole or in part, and denied; Functional Subset Of Cmmumcaw;s Metrics| PRI-17:4  |requests and responses. 10
Mechanisms exist to colleot metrics associated with data subject
The number of requests to access ADMT that the business received, complied with in whole or n part, and Data Subject
7102(2)(1)D) NA v rea L v pliedwithinwhole orin Functional | Subset Of ol PRI-17.4 |requests and responses. 10
denied; Communications Metrics
Mech: t10 collect met ted with data subject
The number of requests to opt-out of sale/sharing that the business received, complied with in whole or in Data Subject fechanisms exist to collect mefrics associated with data subject
71026@)(1)E) NA Functional | Subset Of PRI-17.4 |requests and responses. 10
part, and denied; Communications Metrics
ot Sogect Mechanisms exist to colleot metrics associated with data subject
7102(a)(1)(F) NA The number of requests to limit that the business received, complied with in whole or in part, and denied; Functional | Subsetor [ SEABEE | PRI17.4 |requests and responses. 10
Mechanisms exist to colleot metrics associated with data subject
The number of requests to opt-out of ADMT that the business received, complied with in whole o in part, and Data Subject
71026@)(1)(G) NA u reau prou usiness recelv plied within whole orin par Functional | SubsetOf - PRI-17.4|requests and responses. 10
denied; and Communications Metrics
Mech: t1o collect met ted with data subject
The median or mean number of days within which the business substantively responded to requests to delete, Data Subject fechanisms exist to collect metrics associated with data subject
7102(@)(1)(H) NA Functional | Subset Of PRI-17.4 |requests and responses. 10
requests to correct, requests to know, requests to opt-out of sale/sharing, and requests to limit. Communications Metrics
Discloss, by July 1 of every calendar year, the information compiled in subsection (a)(1) within their privacy exist to publioly licable data subject The proper terminology is a “privacy
policy or posted on their website and accessible from a link included in their privacy policy. In s disclosure, a Data Subject communications metrics, as required by statutory and/or regulatory notice for a publicly-facing document, not|
7102(a)(2) NiA business may choose to disclose the number of requests that it denied in whole or in part because the Functional | Subset Of PRI-17.5 |obligat 10 a*privacy policy” as stated in this law,
request was not verifiable, was not made by a consumer, called for information exempt from disclosure, or Disclosure
was srounds
icabl
A business may choose to compile and disclose the information required by subsection (a)(1) for requests exist to publicly data subject
Data Subject communications metrics, as required by statutory and/or regulatory
received from all individuals, rather than requests received from consumers. The business shall state whether
7102(b) N/A Functional Subset Of PRI-17.5 t 10
ithas done so inits disclosure and shall, upon request, compile and provide to the Attorney General the B,
required by subsection (a)(1) for requests received from consumers.
Requirementto o No requirements to map to.
7120 Completea NA Functional o NA NA NA NA
Relationship
Audit.
exist o rog processes
g : : nformity with
J12000) wa Every business whose processing of consumers’ personal information presets sgrificant sk to consumers'| L || Cybersecurty&Data | L oo toensure o
security as setforth in subsection (b) must complete a cybersecurity audit. Protection Assessments and data protection policies, standards and other applicable
12000 on [Abusiness's processing of consumers” personal information presents significant isk to consumers”security | L No A A v oA No requirements to map to.
if any of the following i true i
120000 on The business meats the threshold set forth in Givil Code section 1798.140, subdivision (d)1)(C),in the Fmctionat No A A A A No requirements to map to.
preceding vear or i
No No requirements to map to.
7120(0)(2) N/A The business meets the threshold set forth in Civil Code section 1798.140, subdivision (d)(1)(A); and Functional ) N/A N/A N/A N/A DRI
I, on Processed the personal information of 250,000 of more Gonsumers o ouseholds i the preceding catendar | L - No A A A A No requirements to map to.
vears or
No No requirements to map to.
7120(b)(2)(8) N/A Processed the sensitive personal information of 50,000 or more consumers in the preceding calendar year. Functional ) N/A N/A N/A N/A DRI
Timing Requirements for o No requirements to map to.
7121 Cybersecurity Audits and NA Functional o NA NA NA NA
Relationship
No No requirements to map to.
7121(a) N/A A business must complete ts first cybersecurity audit report no later than: Functional ) N/A N/A N/A N/A DRI
(April 1, 2028, if the business's annual gross revenue for 2026 was more than one hundred million dollars o No requirements to map to.
7121(a)(1) N/A ($100,000,000) as of January 1, 2027. The business'’s audit would cover the period from January 1, 2027, Functional ot N/A N/A N/A N/A
1.2028. i
(April 1,202, ifthe business's annual gross revenue for 2027 was between fifty million dollars (§50,000,000) o No requirements to map to.
712160)2) NA and one hundred milion dolars ($100,000,000) s of January 1, 2028. The business’s auditwould cover the | Functional | 10 NA NA NA NA
beriod from January 1. 2028, throush 1 1.2020. i
No requirements to map to.
April 1, 2030, if the business’s annual gross revenue for 2028 was less than fifty million dollars (§50,000,000). No
7121(@)8) N/A el [fthe bust al gross revenue for 2026 v it e o > | Functionat o NA NA NA NA
The business's audit would cover the period from January 1, 2029, through January 1, 2030. Relationship
After April 1, 2030, if on January 1 of one year, a business meets the criteria of section 7120 for the preceding No requirements to map to.
year, the business must complete a cybersecurity audit that covers the next 12 months, and the business
must complete its cybersecurity audit reportfor that period by April 1 of the following year. For example, i No
7121(6) NiA 1St COmPIELe [t eyborsecurity audit rep period by Aprd wingyear. For example, Functional o NA NA NA NA
Business A meets the criteria in section 7120 as of January 1, 2035, Business A's audit would cover the period Relationship
from January 1, 2035, through January 1, 2036, and Business A would have to complete its cybersecurity audit
reort by April 1. 2036.
Thoroughness and o No requirements to map to.
7122 Independence of NA Functional o NA NA NA NA
Relationship
nduct
Every business required to complete this sousinga chanioms exist (0 o conformity
qualified, objective, independent professional (“auditor”) using procedures and standards accepted in the . . nd data - fegulations
7122(a) N/A profession of auditing, such as procedures and standards provided or adopted by the American Institute of Functional SubsetOf | Conformity Assessment | CPL-01.4 |3nd/or contractual obligations. 10
Certified Public Accountants, the Public Company Oversight Board, the Inf
Audit and Control Association, or the International Organization for Standardization.
Mechanisms exist to ensure individuals performing audits and/or
have reasonable:
. (1) Professional qualifications to perform the audit and/or assessment;
o be qualified, an auditor must have knowlede of cybersecurity and how to audit a business’s cybersecurit Assessment Team
7122(a)(1) NA aualil uetormusthave knowledge of eybersecurity and how to audita bust ADOrSECU | Functional | Subset Of CPLOLE ang 10
program. Subject Matter Expertise
(2) Subject matter expertise to perform review, interview and test
activities for in-scope People, Processes, Technologies, Data and/or
Eariliies (PPTOEY
The auditor may be internal or external to the business but must exercise objective and impartial judgment on Mechanisms exist to utilize independant assessors to evaluate
at the scopeof the it must be froe 16 o cybersecurity and data protection controls at planned intervals or when
withoutinfluence by the business being audited, including the business's owners, managers, or employees; the T‘“”""“:‘gv Asset, Application andor Service (TAAS) undergoes
. significant changes.
and must n activities that m; the auditor's For example, the
7122(a)(2) NA " ! wator ramp Functional [ Intersects With | Independent Assessors | CPL-03.1 8
auditor must not participate in business activties that the auditor may assess in the current or subsequent
cybersecurity audits, including developing procedures, preparing the business's documents, making
recommendations regarding the business's cybersecurity program (separate from articulating audit findings),
o mintaining s prog
If a business uses an internal auditor, to maintain the auditor’s independence, the highest-ranking auditor Mechanisms exist to provide a cybersecurlty and data protection controls
must report directly to a member of the business’s executive management team who does not have direct Cybersecurity & Data hat reports to the s exeoutive leadership.
7122(a)(3) N/A responsibility for the business's cybersecurity program. A member of the business's executive management Functional | Intersects With |  Protection Controls CPL-02 8
team who does not have direct the business's program must conduct the Oversight
s . ifany, the auditor's
If a business uses an internal auditor, to maintain the auditor’s independence, the highest-ranking auditor M‘“"a"‘sm existto Implement an internal audit function that s capable
must report directly to a member of the business's executive management team who does not have direct of providing senorrgaizaion mar.\agen;em‘w\th m:wg;\\s into the
7122(0)3) NA responsibility for the business’s cybersecurity program. Amember of the business’s executive management | Functional | SubsetOf | Internal Audit Function | CPL.02.1 ~|2PProPriateness of the organization's technology and information 10

(elolc]

b kion- NoDaritiva:
nternationsl (CC BYAD4.0)

Secure Controls Framework (SCF)

280f42



Set Theory Relationship Mapping (STRM)

FDE Name

California Consumer Privacy Act (CCPA) January 2026
(amended California Privacy Rights Act (CPRA)

t Element (FDE) Description

SCF Control

Secure Controls Framework (SCF)

Version 2025.4
12/16/2025

Control Description

The business must make available to the auditor all information in the business’s possession, custody, or exist to conduct to conformity
control that the auditor requests as relevant to the cybersecurity audit (¢.g., information about the business’s h applicab nd data tati
7122() NiA cybersecurity program and information system and the business’s use of service providers or contractors). | Functional | SubsetOf | Conformity Assessment | CPL-01.4 [and/or contractual obligations. 10
For example, the auditor may request information to determine the scope of the cybersecurity audit and the
criteria the it will use.
The business must make available to the auditor all information in the business’s possession, custody, or exist o rog [
control that the auditor requests as relevant to the cybersecurity audit (¢.g., information about the business’s ybersecurity & Data to ensure conformity with the organization's cybersecurity
7122(0) N/A cybersecurity program and information system and the business’s use of service providers or contractors). Functional | Intersects With Pmimm Assissmms CPL-03  [and data protection policies, standards and other applicable 8
For example, the auditor may request information to determine the scope of the cybersecurity audit and the requirements.
criteria the it will use.
existto ensure able
The business must make good-faith efforts to disclose to the auditor allfacts relevant to the cybersecurit Ability To Demonstrate
7122(c) NA usiness mu good-fal " uitor 8 ybersecurity Functional | Intersects With| " CPL01.3 | conformity . 8
audit and must not any fact relevant to audit. Conformity
reculations and/or contractual obligation:
The business must make good-faith efforts to disclose to the auditor allfacts relevant to the cybersecurit existto def bl rutes of
7122(0) N/A & 4 v Functional [ IntersectsWith [ Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 8
audit and must not any fact relevant to audit.
behavior.
Nofinding of primarily attestations by the business's exist to conduct to Conformity
e it findings must rely p p h applicabl n tati
7122(d) NA b Functional | SubsetOf | Conformity Assessment [ CPLO1.4 data 10
reviewed, sampling and testing performed, conducted) that the auditor deems and/or contractual obligations.
Mechanisms exist to ensure individuals performing audits and/or
Nofinding of primarily attestations by the business's :
o . Assessment Team (1) Professional qualifications to perform the audit and/or assessment;
7122(0) NA 1 findings mustrely p ” Functional | Intersects With CPLOLE 8
) reviewed, sampling and testing performed, conducted) that the auditor deems unetl g "™ | Subject Matter Expertise and
appropriate (2) Subject mater expertise to perform review, interview and test
) activities for in-scope People, Processes, Technologies, Data and/or
Earilities (PRTEY
exist to conduct to Conformity
7122(e) NA forth in section 7123, subsection (¢). Functional | SubsetOf | G CPL0T.4|with applicabl nd data lati 10
and/or contractual obligation:
exist to conduct to Conformity
The cybersecurity audit report must be provided to a member of the business’s executive management team
7122(0) NiA yporsecurity audit report must be provi ' vl wecutive manag Functional | SubsetOf | G CPL0T.4 |with applicabl nd data lati 10
who has direct the business’ program.
and/or contractual obligation:
Cybersecurity & Data exist to provide and controls
The cybersecurity audit report must be provided to a member of the business’s executive management team
7122(f) N/A ybersecurity audit report must be provi ' st ecuti # Functional | Intersects With|  Protection Controls cpL02 that reports to the 's executive leadership. 8
who has direct the business’ program.
Oversight
10 A The business and the auditor mustretain all documents relevant to each cybersecuriy auditfora mimmumof | - 1 00T T T Mechanisms exist o etain media an data in accordance with applicable o
five (5) vears after the tatut latorv and contractual obligations.
Scope of Cybersecuriy No No requirements to map to.
7123 A“m”' o % urity N/A Functional ) N/A N/A N/A N/A DRI
how the business’ program: protects personal exist to conduct to Conformity
7123(a) N/A from destruction, use, or disclosure; and prot Functional | SubsetOf | G CPL-0T.4|with applicabl nd data lati 10
resulting i the loss of availability of personal informati and/or contractual obligation:
exist to conduct to Conformity
7123(b) N/A The cybersecurity audit must assess: Functional SubsetOf | C CPL-01.4 h applicabl nd data lati 10
and/or contractual oblieation:
The business’s and of o , including the existtofacilitate the and
related hereof (e.&. policies and procedures), th o Cybersecurity & Data data protection governance controls.
7123)(1) NIA i Functional | Intersects With | Protection Governance | GOV-01 5
size and complexity and the nature and scope ofits processing activities, taking into account the state of the oo
d
a
The business’s and of the exist to establish,
related hereof (g " d dures), th 's Publishing Cybersecurity and data protection policies, standards and procedures.
7123(b)(1) N/A Functional | Intersects With| & Data Protection GOV-02 5
size and complexity and the nature and scope of its processing activities, taking into account the state of the
" Documentation
Mechanisms exist to document and validate the scope of cybersecurity
Each of rogram listed that the auditor licabl determined
7123(0)(2) NA program i Functional | Intersects With | ComplianceScope | cpLot2 |99 thatare 8
o the business’s information system. contractual
exist to conduct to Conformity
Each of rogram listed that the auditor licabl
712300)2) NA program (i Functional | SubsetOr | G GPL01.4  |with applicab nd data ot 10
o the business’s information system.
and/or contractual obligation:
exist or more qualified the
How the business implements its prog Assigned Cybersecurity & " . AN
7123(b)(3) N/A subsection (b)(1), the applicable components in subsection (c), and any additional components as set forthin | Functional | Intersects With | Data Protection GOv-p4 |MioSion and resources to centrally-manage, coordinate, develop. 5
implement and maintain an enterprise-wide cybersecurity and data
subsection (d). Responsibilities
orotection orosram
How the business implaments - Oporationaling Mechanisms exist to cumpemata:m/mpmcess omerste
7123(b)3) NiA subsection (b)(1), the applicable components in subsection (c), and any additional components as setforthin | Functional | Intersects With |~ Cybersecurity &Data |  GOV-15 nd data or eact 5
Technology Asset, Application and/or Service (TAAS) under their control.
subsection (d). Protection Practices
How the business implements its program Statutory, Rogatatoy & exist to facilitate the and of
7123(b)(3) NIA subsection (b)(1), the applicabl , and any assetforthin | Functional | Intersects With  Hoeutatory CPLOT | relevant statutory, regulatory and contractual controls. 5
Contractual Compliance
subsection (d).
How the business implements its program Non-Comptiance Mechanisms exist to document and review instances of non-compliance
7123(6)3) NiA subsection (b)(1), the applicabl  and any assetforthin | Functional | Intersects With N CPL01.1|with statutory, regulatory and/or contractual obligations to develop 5
subsection (d). © risk
How the business implaments - oros Me::amsms existto nncumer;‘l and validate the scope of cybersecurity
7123(0)(3) NA subsection (6)(1), the applicable components in subsection (c), and any additional components as set forthin |~ Functional | Intersects With | Compliance Scope | CPL01.2 |29 DR 5
subsection (d). contractual
How the business implements its program existto ensure able
Ability To Demonstrate
7123(0)(3) N/A subsection (b)(1), the applicabl , and any assetforthin | Functional | Intersects With | "' ycmmmw CPL-01.3 |conformity . 5
subsection (d). reculations and/or contractual obligation:
exist to conduct to Conformity
7123(c) NiA h if applicable: Functional | SubsetOf | G CPL0T.4 |with applicabl nd data tati 10
and/or contractual obligation:
Identity & Access o facilitate th fidentification and
712300)1) A Authentication, including: Functional | SubsetOf v 1AC-01 existlo facilitate the identification an 10
1AM) access
Automated mechanisms exist to enforce Multi-Factor Authentication
(MFA) for:
(1) Remote network access;
that tant for Multi-Facto
7123(c)(1)(A) N/A Functional | Intersects With ui-ractor 1AC-06 | (2) Third-party : 8
employees, independent contractors, and any other personnel, service providers, and contractors); and Authentication (MFA) -
and/ or
@ tocritical g
nrovess dota
fthe passwords or " ique p : 2. passwords thenticate, Authorize existto govern the use of Authorize
7123(e)(1)(8) NiA that are at least eight characters in length, not on the business's disallowed list of commonly used Fanctonat | Intersects witn | “ TR PO 1AC-01.2 [and Audit (AAA) solutions, both on-premises and those hosted by an 5
ds. and not reused). External Service Provider (ESPL.
If the business uses passwords or passphrases, strong unique passwords or passphrases (e.g., passwords Authenticato ':E;"a"‘sz“s exist to: . e "
7123(0)(1)(8) N/A that are at east eight characters in length, not on the business's disallowed list of commonly used Functional | Intersects With inenticator 1ac-1o  |{1)Securely orusers an 8
Management (2) Ensure the strength of authentication is appropriate to the
passwords, and not reused).
the data b a
fthe passwords or " ique p 2. passwords password-Based exist . length
7123(e)(1)(8) NA that are at least eight characters in length, not on the business's disallowed list of commonly used Functional | Inersects With| o ¢ 2e5e 1AC-10.1 criteria for 8
ds. and not reused).
Ifthe passwords or " ique p 2. passwords Mechanisms exist to ulize passkeys, or equivalent cryptographic key
7123(c)(1)(B) NiA that are at least eight characters in length, not on the business's disallowed list of commonly used Functional | Intersects With Passkeys 1AC-10.14 | pairing technologies, to authenticate users to Technology Assets, 3
ds. and not reused). and/or Services TAAS.
s of Cryptogranhic exist to facilitate the
7123(0)(2) NA Encryption of personal information, at rest and n transit. Functional | SubsetOf e GRY-01 known and trusted 10
G o protect th dat
7123(0)(2) N/A Encryption of personal information, at rest and in transit. Functional | Intersects With . CRY-03 © protectthe ata 8
to prevent f
7123(0)(2) N/A Encryption of personal information, at rest and in transit. Functional | Intersects With | Encrypting Data AtRest |  CRY-05 | /P 98" P © 5
Identity & Access o facilitate th fidentification and
71230)3) A Account management and access controls, including: Functional | SubsetOf R | oor [Mechanme sxstiofachst tne identification an 10
athenticate, Authorize existto govern the use of Authorize
7123(0)8) NiA Account management and access controls, including: Functonat | intersects witn | “PFEOR PO 1AC-01.2[and Audit (AAA) solutions, both on-premises and those hosted by an 5
External Service Provider (ESPL.
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Restricting each person’s, account’s, or application’s privileges and access to personal information to what is Role-Based Access ! ! %
PA—— A ricting each pers unt's, or application’s privileg personal i i 5| functionat |intersects with 1aC.0g | Technology Assets, Applications, Services and/or Data (TAASD) to restict s
necessary for that person, account, or application to perform their duties. For example: Control (RBAC) access to individuals assigned specific roles with legitimate business
needs
Mechanisms exist to uilize the concept of Least privilege, allowing only
Restricting each person’s, account’s, or application’s privileges and access to personal information to what is
E— A ricting each per unt's, or application’s privileg personal i i 8 Functional | mtersectswith | Loast rivoge \AG.21 |authorized accessto processes nacessary to accomplish assigned tasks .
necessary for that person, account, or application to perform their duties. For example: in accordance with organizational business functions.
exstto pr governthe
If the person is an employes, independent contractor, or any other personnel, restricting their privileges and management actions:
access to personal information to what s necessary to perform the respective job functions of each Onboarding, Transferriny
T390 A personal i onto what i 1y to perforr pective job functi Functional | ntersects with ing, Transforring | | (1) Onboarding new personnel (e.g., new hires); R
individual, and revoking their privileges and access when their job functions no longer require them, including &Offboarding Personnel (2) Transferring personnel into new roles within the organization; and
when their employment or contract is terminated; (3) Offboarding personnel (e.g., termination of employment).
1f the person is an employee, independent contractor, or any other personnel, restricting their privileges and sentiiontion & exist to uniq
access to personal information to what s necessary to perform the respective job functions of each
Prr— NA personal i ion to whati 1y to perfort pective job functi Functional | intersectsWith | Authentioation for 1AC.0z | Authorize and Audit (AA) organizational users and processes acting on .
individual, and revoking their privileges and access when their job functions no longer require them, including behalf of organizational users.
Organizational Users
when their contract is terminated:
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If the person is an employee, independent contractor, or any other personnel, restricting their privileges and
access to personal information to what is necessary to perform the respective job functions of each

Role-Based Access

Control Description
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Technology Assets, Applications, Services and/or Data (TAASD) to restrict

information is tagged and how those tags are used to control the use and disclosure of personal information);

applicable security markings (if any) of the information to aid Data Loss
Prevention (DL

7123()3)A)) N/A Functional | Intersects With 1AC-08 8
oA individual, and revoking their privileges and access when their job functions no longer require them, including Control (RBAC) access to individuals assigned specific roles with legitimate business
when their contract is terminated:
exstto pr governthe
If the person s a service provider or contractor, restricting their privileges and access to personal information management actions:
o what is necessary for the specific setforth in, and . the written Onboarding, Transferriny . ;
7123(c)(3)AVi) NA what i’ pecil ! - Functional | Intersects With "8, TIanSIErmng | g, gq.q  |(1) Onboarding new personnel e.g., new hires) 5
contract between the business and the service provider or contractor required by the CCPA and section 7051; &Offboarding Personnel (2) Transferring personnel into new roles within the organization; and
and (3) Offboarding personnel (e.g., termination of employment).
1f the person is a service provider or contractor, restricting their privileges and access to personal information sentiiontion & exist to uniq
o what is necessary for the specific setforth in, and . the written h d p . hat provide
7123(e) @A) NA wnatt v pecif ! o Functional | Intersects With | Authentication for Non- | 1AC-03 Audit(AAA) andp provi 5
contract between the business and the service provider or contractor required by the CCPA and section 7051; Services to the organization.
. Organizational Users
an
If the person is a service provider or contractor, restricting ther privileges and access to personal information Mechanisms exist to enforce Role-Based Access Control (RBAC) for
o what is necessary for the specific setforth in, and . the written Role-Based Access ! y /or Data (TAASD) to restrict
R A whati v pecif i wii Functional | ntersects with 1AC.0s | Technology Assets, Applications, Services and/or Data (TAASD) to restri s
contract between the business and the service provider or contractor required by the CCPA and section 7051; Control (RBAC) access to individuals assigned specific roles with legitimate business
and
If the person is a service provider or contractor, restricting ther privileges and access to personal information exist to require contractual for
o what is necessary for the specific setforth in, and . the written Third-Party Contract -parties, reflecting the
R A whati v pecifi i wri runctional | ntersectswitn|  Thr-Party Contr TpM.gs | nd data protestion requirements with third-parties, reflecting s
contract between the business and the service provider or contractor required by the CCPA and section 7051; needs to protect its Technology Assets, Applications,
and dlor Data TAASD)
exist and maintain a
If the person s a service provider or contractor, restricting their privileges and access to personal information Responsible,
Accountable, Supportive, Consulted & Informed (RASCI) matrix, or
7123(e)3)ANi) NA 10 whatis necessary for the specific setforthin, and : the writien Functional | Intersects Wit [ AC0UM201: SUPPOTNG | 1yy g 4 g1 documentation, o delineate assignment for cybersecurity and 5
contract between the business and the service provider or contractor required by the CCPA and section 7051; Consulted & Informed g . !
data protection controls between internal stakenolders and External
and (RASCH) Matrix N
exist to uni
Restricting the privileges and access of third parties to whom the business sells or shares personal Identification & i " o
h d P and pr hat provide
7123 AYi) NA information to the personal information thatis he imited Functional | Intersects With | Authentication for Non- | 1AC-03 o and Audh (PN ° provi 5
within the contract between the business and the third party required by the CCPA and section 7053. Organizational Users services to the organization.
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Restricting the privileges and access of third parties to whom the business sells or shares personal Rote-Based Access A, o ot (TAASDY 1 st
g echnology Assets, Applications, Services and/or Data 0 restrict
7123(c)(3)(ANi) N/A information to the personal information that is he limited purp: Funciional | Intersectswitn| 2R, 1AC-08 . g"d . PPl e oot 5
signed specific roles with legitimate business
within the contract between the business and the third party required by the CCPA and section 7053. access toindividuals assigned sp el
needs
Mech: o utilize th tof least privilege, all i
Restricting the privileges and access of third parties to whom the business sells or shares personal e o
sses necessary to accomplish assigned tasks
7123(c)(3)(ANi) N/A information to the personal information that is he limited Functional | Intersects With Least Privilege 1AC-g1 | uthorizedaccess to proce: v plish assigs 5
in accordance with organizational business functions.
within the contract between the business and the third party required by the CCPA and section 7053.
e ontractual f
Restricting the privileges and access of third parties to whom the business sells or shares personal Third-Party Gontract o ‘EX‘: o require e H"" -
irc- v and data protection requirements wi -parties, reflecting the
7123(c)(3)(ANi) N/A information to the personal information that is he limited Functional | Intersects With TPM-05 protecti d ‘”“‘ SRR ”A‘ . g( 5
o protectits Technology Assets, Applications,
within the contract between the business and the third party required by the CCPA and section 7053. " "E: f M"A . 4 PPl
Restricting the number of privileged accounts, restricting those privileged accounts’ access functions to only Mechanisms exist to manage personnel security risk by assigning a risk
those necessary to perform th ‘s job, he use of privileged accounts to when the for
712308 NA perfon use of priviteg u Y | Functional | interscts with | Position Gategorization | HRs.c |eSiEnation toall positions and establishing screening crteria s
are necessary to perform functions, and using a privileged-access management solution (.., to ensure just- individuals filling those positions.
in-time temporar leged
Restricting the number of privileged accounts, restricting those privileged accounts’ access functions to only Mechanisms exist to enforce Role-Based Access Control (RBAC) for
those necessary to perform th “s job, the use of privileged accounts to when the Role-Based Access ! y /or Data (TAASD) to restrict
712308 NA perfon use of priviteg u Y | runctional | ntersects with 1AC.0s | Technology Assets, Applications, Services and/or Data (TAASD) to restri s
are necessary to perform functions, and using a privileged-access management solution (.., to ensure just- Control (RBAC) access to individuals assigned specific roles with legitimate business
in-time temporar leged needs
Restricting the number of privileged accounts, restricting those privileged accounts’ access functions to only Mechanisms exist to utlize the concept of Least privilege, allowing only
those necessary to perform th “s job, he use of privileged accounts to when the h assigned tasks
H123(0)(3)B) NA perfor use of privileg u Y | Functional | mtersectswith | Loast privioge \AG.21 |authorized access to processes necessary to accomplish assie s
are necessary to perform functions, and using a privileged-access management solution (.., to ensure just- in accordance with organizational business functions.
in-time temporar leged
Restricting the number of privileged accounts, restricting those privileged accounts’ access functions to only Mechanisms exist to restrict and control privileged access rights for
those necessary to perform th s job, the use of privileged accounts to when the Privileged Account , ces (TAAS).
7123(c)(3)B) NiA perfor use of priviteg u Y | runctional | mtersectswitn| P u 1AG-16 | 587 and Technology Assets, Applications and/or Services (TAAS) .
are necessary to perform functions, and using a privileged-access management solution (.., to ensure just- Management (PAM)
in-time temporar leged
Restricting the number of privileged accounts, restricting those privileged accounts’ access functions to only Mechanisms exist o restrict the assignment of privileged acoounts to
those necessary to perform th “s job, he use of privileged accounts to when the X
7123(c)(3)B) NA pertor use of priviees v Y| Functional | ntersects With 1AC-213 personnel and/or roles 5
are necessary to perform functions, and using a privileged-access management solution (.., to ensure just- For Privileged Accounts
in-time temporar leged
exstto pr governthe
Restricting and monitoring the creation of new accounts for employees, independent contractors, or other Omboarding. Transferrn ":"gai"’“‘:“ actions: . .
ing, Transfer . 3
7123(e)3)C) NiA personnel; v d privileged d ensuring that *access | Functional | Intersects With b | HRs.or.1 (1) Onboarding new personnel (e.g. new hires) 8
&Offboarding Personnel (2) Transferring personnel into new roles within the organization; and
and privileges are limited as set forth in subsections (c)(3)(A) and (B).
(3) Offboarding personnel (e.g., termination of employment).
Restricting and monitoring the creation of new accounts for employees, independent contractors, or other dontty & Accoss exist to facilitate the fidentification and
7123()3)(C) NiA personnel; service providers or contractors; and privileged and ensuring that ‘access | Functional | SubsetOf Mamagomont 1) 1AC-01  access management controls. 10
and orivileges are limited as set forth and @),
Restricting and monitoring the creation of new accounts for employees, independent contractors, or other Management Approval Mechanisms exist o restrict the assignment of privileged acoounts to
7123()3)(C) N/A personnel; service providers or contractors; and privileged and ensuring that access | Functional | ntersestswith | [tEEREEPON | 14G-21.3 | management approved personnel and/or roles. 5
and orivileges are limited as set forth and @)
Restricting and monitoring the creation of new accounts for employees, independent contractors, or other exist 1 d for new
7123(0)3)(C) NA personnel; service providers or contractors; and privileged and ensuring that ‘access | Functional |IntersectsWith| ForNeworChanged | IAG-28.1 |accounts or changes in permissions to existing accounts. 5
and orivileges are limited as set forth and @), Accounts
Restricting and monitoring physical access to personal information (e.&., through the use of badges, secure Physical & Environmental Mechanisms exist to aciliate the operation of physical and
ricti itori i information (e.g., through the u . secure i i
7123(e)3)D) NA oy & oy ” e © Functional | SubsetOf PES-01  [environmental protection controls. 10
physical fle locations, and enforcement of clean-desk policies). Protections
Physical access control mechanisms exist to maintain a current list of
nitoring physical access to personal information (e.. through the use of badges, secure Physical Access [
E—— A Restricting and monitoring physi P information (e.g., through the u ges. secur Functional | ntersects with ysi pEs.0p |Personnelwith authorized access to organizational facilties (except for s
physical fle locations, and enforcement of clean-desk policies). Authorizations those areas within the facility offcially designated as publicly
Restricting and monitoring physical access to personal information (e.&, through the use of badges, secure Role-Based Physical Physical access control mechanisms exist to authorize physical access
7123(e)3)D) NiA rietng Horing physi P information {e.g. through the u oS, secur Functional | Intersects With Vel PES-02.1 [YoIe ph 8
physical nd of clean-desk policies). Access to facilities based on the position or role of the individual.
Physical access control mechanisms exist to enforce physical access
Restricting and monitoring physical access to personal information (e.&., through the use of badges, secure nysical
7123(c)(3)(D) N/A rieting Horing physi P information {e.g. through the u oS, secur Functional | Intersects With | Physical Access Control | PES-03 foral designatsd 8
physical fle locations, and enforcement of clean-desk policies). entry/exit points)to facilities (excluding those areas within the facility
as oublicly accessible)
equipment
Restricting and monitoring physical t Uinformation (e.&., through the use of bad Physical Security of i o et i that
estricting and monitoring physical access to personal information (e.g., through the use of badges, secure hat requir
7123(c)3)D) NA rietng Horing physi P imormati rough the u oS, secur Functional | Intersects With|  Offices, Rooms & PES-04  |OPOTINE d ! 3
physical fle locations, and enforcement of clean-desk policies). e physical and for
offices. rooms and facilities.
estricting and monitoring physical access to personal information (e.g., through the use of badges, secure Physical existto allow ersonnel
7123(e)3)D) NA Restricting Horing physi P information {e.g. through the u oS, secur Functional | Intersects With | Working in Secure Areas | PES-04.1 | 12> P 3
physical nd of clean-desk policies). access to secure areas.
Restricting and monitoring physical access to personal information (e.&, through the use of badges, secure Monitoring Physical Physical access control mechanisms exist to monitor for, detect and
7123(e)3)D) NA rietng Horing physi P information {e.g. through the u oS, secur Functional | Intersects With toring Phys LS 8
physical nd of clean-desk policies). Access resbond to physical security incidents.
Restricting and monitoring physical access to personal information (e.&. through the use of badges, secure Physical to identiy, auth d
itori i information (e.g., through the u . secure
7123(e)3)D) NA rietng & PhY: P # & Functional | Intersects With | Visitor Control PES-06 | monitor visitors before allowing access to the faciliy (other than areas 3
physical fle locations, and enforcement of clean-desk policies).
designated as oubliclv accessible)
Mechanisms exist to perform inventories of Technology Assets,
Applications, Services and/or Data (TAASD) that:
(1) Acourately reflects the current TAASD in use;
(2)Identifies authorized software products, including business
7123(c)(4) N/A Inventory and personal inf ti d s inf tion system, including: Functional Subset Of Asset Inventories AST-02  [(3)1s at the level of granularity deemed necessary for tracking and 10
reporting;
@) t
achieve effective property accountability; and
(5) s available for review and audit by designated organizational
10 create and maint f Technology Assets,
Personal information ., maps and flows personal information is stored, and Mechanisms exist to create an: e o
nd/or Servi s
7123(c)(4)A) N/A how it can be accessed) and the classification and tagging of personal information (e.g., how personal Functional | Intersects With |  Data Action Mapping AST-02.8 (TAAS) ! 5
stored, transmitted or processed.
information is tagged and how those tags are used to control the use and disclosure of personal information);
axist architecture diagrams that
Personal information maps and flows stored, and Network Diagrams & ”)it""‘" toassess
ture;
7123(c)(4)(A) N/A how it can be accessed) and the classification and tagging of personal information (e.g., how personal Functional | Intersects With |  Data Flow Diagrams AST-08 asz‘ :“ “'i o | 8
information is tagged and how those tags are used to control the use and disclosure of personal information); FDs) (2)Reflect the the an:
(3) Document all sensitive/regulated data flows.
exist and control]
Personal information maps and flows stored, and nsset Soope byidentifying, a it
7123(c)(4)A) N/A how it can be accessed) and the classification and tagging of personal information (¢.g., how personal Functional | Intersects With C‘assmca;’m AST-08.1 | asset scope categorization for all Technology Assets, Applications and/or 3
is tagged and how those tags are used to control the use and disclosure of personal information); Services (TAAS) and personnel (internal and third-parties).
exist and assets are
Personal information maps and flows stored, and Dot & Asset e e eroetual
licabl and contractual
7123(c)(4)(A) N/A how it can be accessed) and the classification and tagging of personal information (e.g., how personal Functional [ Intersects With o DCH-02 ractu 8
information is tagged and how those tags are used to control the use and disclosure of personal information);
Mechanisms exist to mark media in accordance with data protection
Personal information maps and flows stored, and e
o 3
7123(c)(4)(A) NiA how it can be accessed) and the classification and tagging of personal information (e.g., how personal Functional | IntersectsWith |~ Media Marking DCH-04 5
handling caveats and applicable security requirements.
information is tagged and how those tags are used to control the use and disclosure of personal information);
Automated mechanisms exist to mark physical media and digital files to
Personal information maps and flows stored, and o o
ndicate the distribution limitations, handling requirements an
7123(c)4)A) N/A how it can be accessed) and the classification and tagging of personal information (e.g., how personal Functional | Intersects With|  Automated Marking | DCH-04.1 | """ stribution fimitar ne reaurs 5
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Secure Controls Framework (SCF)
Control Description

FDE Name t Element (FDE) Description SCF Control

Mechanisms exist to maintain inventory logs of all sensitive media and
Personal information maps and flows stored, and Sonsite Data
7123(c)4)A) N/A how it can be accessed) and the classification and tagging of personal information (e.g., how personal Functional | Intersects With e terioe DCH-06.2 5
information is tagged and how those tags are used to control the use and disclosure of personal information);
rereonatimformation apa and flows wtored, and Mechanisms ex\stmﬁuuhze data tags to automate tracking of
7123(c)4)A) N/A how it can be accessed) and the classification and tagging of personal information (e.g., how personal Functional | Intersects With DataTags DCH-22.2 ataacross g 8
information is tagged and how those tags are used to control the use and disclosure of personal information);
blish and
Personal information maps and flows stored, and Iventonyof Personat s ey, ‘:" at
7123(c)(4)(A) NA howit can be accessed) and the classification and tagging of personal information (e.g., how personal Functional | Intersects ith | 1"/ ™ & e PRI.05.5 | eCNNoloBY Assets, Applications and/or Services (TAAS) that collect, 8
Data (PD) receive, process, store, transmit, update and/or share Personal Data
information is tagged and how those tags are used to control the use and disclosure of personal information); sy
Mechanisms exist to enforce information flow controls based on
Personal information maps and flows stored, and .
7123(c)(4)(A) NiA how it can be accessed) and the classification and tagging of personal information (e.g., how personal Functional | Intersects With Metadata NET-045 | MO0E 5
information is tagged and how those tags are used to control the use and disclosure of personal information);
Mechanisms exist to perform inventories of Technology Assets,
Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2)1dentifies authorized software products, including business
fication detals;
Hara) d d the use of ., discrete lists of authorized hardware and justt g
7123(c)4)®) NA ' Functional | IntersectsWith | AssetInventories AST-02 8
(e)4)(8) Software to control whatis permitted to connect to N and uncti re 4 i (3)1s at the level of granularity deemed necessary for tracking and
reporting;
@) t
achieve effective property accountability; and
(5)1s available for review and audit by designated organizational
exist to facilitate the
Hard, d d the use of 6., discrete lsts of authorized hardware and Configuration
7123()4)8) NA u tocret fists of author Functional | Intersects With el CFG-01 . 8
softwars to control what is permitted to connect to s and rogram
exist to develop, document baseline
Hard, d d the use of ., discrete lists of authorized hardware and Secure Baseline v )
7123(c)4)B) NIA u ' 0 auhort Functional | Intersects With ol ' CFG-02 services 8
software to control what is permitted to connect to and Configurations (TAAS) that are consistent with industry-accepted system hardening
standards
Mech 10 explicity allow (allowlist/ whitelist) and/or block
Hard, d d the use of ., discrete lists of authorized hardware and Explicitly Allow / Deny echanisms exist o explcitly allow (allowtist/ whiteist) andorblod
7123(c)(4)(B) NiA s Functional | Intersects With CFG-03.3 | (denylist/ blacklist) applications that are authorized to execute on 8
software to control what is permitted to connect to and Applications
svstems.
Hard, dsof \ d preventin cl tiofacilitate th h
7123(0)4)C) NA P € Functional | Intersects With CHG-01 exstiofaciltate the achenge 8
devices to the business's information sstem. Program
E— A \ d preventing motonat | imtorssoto | CoMTEUration Change | "~ Mechanisms exist to govern the techical configuration change control .
devices to the business's information sstem. Control processes.
] d preventin 1o prohibit .
7123(0)(4)(C) N/A P i Functional | Intersects With | Prohibition Of Changes | CHG-02.1 existrop 8
devices to the business's information sstem. d
Hard, d soft ] d preventin Information A ttofacilitate th d
7123(e)4)C) NiA " “ Functional | Subset Of 1A0-01 exist to factltare the an 10
devices to the business's information system. 1) Operations d
o o ) B exist to perform Informati Program (AP)
7123(¢)(4)(C) N/A preventing Functional | Intersects With | Technical Verification |  1A0-06 | activities to evaluate the design, implementation and effectiveness of 5
devices to the business's information system.
technical data
o 4. ) B exist to ensure Technol 3 d
7123(0)(4)(C) N/A preventing Functional | Intersects With | - Security 1A0-07 authorized prior to "go live" in a production 8
devices to the business's information system.
tiofacilitate th
7123(0)6) NiA Secure configuration of hardware and software, including: Functional | Subset Of o | P01 existto facilitate the 10
exist to develop, document baseline
Secure Baseline v )
7123(c)6) A Secure configuration of hardware and software, including: Functional | Itersects With Lo Dasel CFG-02 Services 8
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards
exist to develop, document baseline
Secure Baseline v )
7123()(5)A) NA Software updates and upgrades; Functional | Intersects With e Basel CFG-02 Services 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards
axistto pdate basaline
7123(c)(5)(A) NA Software updates and upgrades; Functional | Intersects With | Reviews & Updates | CFo-021 |()Atteastannually; 5
(2) When required due to s0; or
(3) As part o sustem component d uperades
Mech 10 install the latest stabls fany softw:
7123(c)5)A) NIA Software updates and upgrades; Functional | IntersectsWith|  Stable Versions vevoa.q |MESEnISTS S 0 sl helves:stabl version o any softuere 5
oftware & Frmare existto for all deployed
7123(c)(5)(A) N/A Software updates and upgrades; Functional | Intersects With patohin VPM-05  [Technology Assets, Applications and/or Services (TAAS), including 8
© firmware.
exist to develop, document baseline
Secure Baseline v )
7123(c)5)8) A d Functional | Intersects With ure Basell cFG-02 Services s
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards
Development & Test exist " uretions for
7123(c)(5)(8) NA a Functional | Intersects With Environment cre-024 [ separately from 5
to minimize the risk of unintentional changes.
Configurations
Configure Technology exist to configure Technol 3 a
Assets, high-risk
7123(c)(5)(8) NA d Functional | Intersects With CFG-025 " with more restrictive baseline 3
for High-Risk A
axistto to or
by applying tailoring actions that i
o
7123(c)(5)(8) NA d Functional | Intersects With | Baseline Tailoring | CFG-02.9 (1) Mission /business functions; 3
(2) Operational environment;
(3) Specific threats or vulnerabilites; o
(4) Other conditions or situations that could affect mission / business
exist to facilitate the
7123(c)(5)(8) NA d Functional | IntersectsWith|  Cloud Services CLD-01 controls to ensure cloud instances are secure and n-line with industry 8
oractices.
Cloud Securty Mechanisms exist to ensure the cloud security architecture supports the
7123(c)(5)(8) NA d Functional | Intersects With it CLD-02  [organization's technology strategy to securely design, configure and 8
maintain
Cloud i pecif dedicated
7123(c)(5)B) NA d Functional | Intersects With cLo-03 estie e dedicate 5
Security Subnet subnet.
Y on - rmtonat | imtorssoto | Network Security Neror | Mechanisms exist o develop, govern & update procedures tofacilitate s
trols (NSC the trols (NSC).
exist as a layered structure
Layered Network
Pr— WA " Functional | intersects With v NET.0p |that minimizes nteractions between tayers o the design and avoids any s
Defenses layers on the correctness of higher
lavers
Mechanisms exist to monitor and control communications at the externall
7123(c)(5)(8) NiA d Functional | Intersects With | ~ Boundary Protection |  NET-03 | network boundary and at key internal boundaries within the network. 5
Data F exist to implement and govern Access Control Lists (ACLs)
7123(c)(5)(8) NiA d Functional | Intersects With |~ Access Control Lists |  NET-04  to provide data traffic 5
(acts) only what q
oy Traffo by Dofautta Mechanisms exist to configure firewall and router configurations to deny
7123(c)(5)(8) NiA d Functional | Intersects With NET-04.1 [ network traffic by default and allow network traffic by exception (6.g., 5
Allow Trafic by Exception
denv all. permit bv excention.
Network Segmentation exst erchitecture
7123(c)(5)(8) NiA d Functional | Intersects With NET-06  [segmentation to isolate Technology Assets, Applications and/or Services 5
(macrosegementation)
(TAAS) to orotect from other
exist subnets to isolate
sec uri rom
7123(c)(5)(8) NA d Functional [ Intersects witn [ 5%V NET-06.1 other internal system 5
Subnets by
interfaces to other of the sustem
exist to facilitate the d
Secure Engineering nd data e dosign.
7123(c)(5)(8) NiA d Functional | Intersects With o SEA01 d of Technol : 5
" Applications and/or Services (TAAS).
Centralized Management exst the p
7123(c)(5)(8) NA d Functional | Intersects With | of Gybersecurity & Data | SEA-01.1 i data protection 5
controls and related processes.
Protection Controls
exist to develop hitecture, aligned with
- R
Algnment With industry-recognized leading practices, with consideration for
7123(c)(5)8) NA d Functional | Intersects With SEA-02 data protection principles that addresses risk to 3
Enterprise Architecture
ts, individuals and other
Masking (.¢., systematically removing o replacing with symbols such as asterisks or bullets) the sensitive Mechanisms exist to apply data masking to sensitive/regulated
7123(c)(5)(C) N/A personal information set forth in Civil Code section 1798.145, subdivisions (ae)(1)(A) and (B) and other Functional | Intersects With [ Masking Displayed Data [ DCH-03.2 |information that s displayed o printed. 3
personal information by defaultin
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Removal, Masking, . mask, 3
Masking (.c., systematically removing or replacing with symbols such as asterisks or bullets) the sensitive femoval, Masking, Mechanisms exist to remove, mask, encrypt, hash or replace direct
Encryption, Hashing or identifiers in a dataset.
7123(c)(8)(C) N/A personalinformation set forth in Civil Code section 1798.145, subdivisions (ae)(1)(A) and (B) and other Functional | Intersects With Replacement of Direct DCH-23.4 5
ersonal information as appropriate by default in applications;
s ppropriate By PP Identifiers
Masking (2., systematically removing of replacing with symbols such as asterisks or bullets) the sensitive exist to mask
7123(e)5)C) NA personal information set forth in Civil Code section 178,145, subdivisions (ae)(1)(A) and (&) and other Functional | Subset Of Data Masking PRI-05.3 redaction or 10
personal information by defaultin
Security patch management (e.g., receiving systemaic of and cl tiofacilitate th h
7123(c)5)D) NA iy p goment (e.8. recelving systemall Functional | Intersects With CHG-01 exstiofaciltate the achange 3
upgrades: and identifving. deploving. and Program
T1230E0) on Security patch management (e.g., receiving systematic of o | o ionat | imtorssote | CoMTEUration Change | ™ Mechanisms exist o govern the techical configuration change control 5
upgrades: and identifving. deploving. and Control processes.
Security patch management (e.g., receiving systematic of and t10 prohibit .
7123(e)5)D) NA iy p goment (e.8. recelving systemall Functional | Intersects With | Prohibition Of Changes | CHG-02.1 exsto P 3
upgrades: and identifving. deploving. and o
exist tost proposed changes
Security patch management (e.g., receiving systematic of and Test, Validate &
7123(c)(5)(D) N/A urity ps " (6.8, receiving sy ! Functional | Intersects With ’ CHG-02.2 |ina \ges are ina 3
Upgrades; and identifying, deploying, and verifying their implementation); and Document Changes
Cypersocurity & Data ems::mclune and/or
o process.
Security patch management (e.g., receiving systematic of and Protection
7123(c)6)0) /A iy goment (e.8. recelving systemall Functional | ntersects With ! CHG-02:3 3
upgrades; and identifying, deploying, and verifying their implementation); and Representative for Asset
Lifecycle Changes
Impact Anal
T1230E0) on Security patoh management (e.g., receiving systematic of o | o conat | imtorssots i | 56U o0 exist to analyze for potential seourity 5
upgrades: and identifving. deploving. and for Changes to of the change.
T1230E0) on Security patch management (e.g., receiving systematic of o | iomat imtorssots wi | AScess RestrictionFor | ™ Mechanisms exist o enforce configuration restrictions inan effort 5
upgrades: and identifving. deploving. and Change restrict the ability of user
Security patch management (e.g., receiving systematic of and Control Functionalit existtoverlfy the and data
7123(c)(5)(D) NiA P & & sy Functional | Intersects With Y | cHe-0s following licabl 3
upgrades; and identifying, deploying, and verifying their implementation); and Verification
controls oerate as desiened
ooty patch management (.6 recerving systomatc o e Vulnerability & Patch exist to facilitate the d monitoring of
7123(c)(5)(D) NA P iy & 8 Functional Subset OF rogram | VPM-01 10
upgrades; and identifying, deploying, and verifying their implementation); and oo
& "
T1230E0) on Security patoh management (e.g., receiving systematic o o0 | omat | moreocts Wit | Atack Surfaco Scape | VM1 | MEShISmS existio define and manage the scope for s ttack surface .
upgrades: and identifving. deploving. and
Security patch management (e.g., receiving systematic of and i that X
7123(e)5)D) NA iy p goment (¢.8. recelving systemall Functional | Intersects With VPM.02 exist to ensure areprop 8
upgrades: and identifving. deploving. and Process tracked and remediated.
Socurity patch management (.6 eceiving systamatic o o Mechanisms exist to identify and assign a risk ranking to newly
7123(c)5)D) NA P & & sy Functional | Intersects With Ranking | VPM-03 sources for 3
Upgrades; and identifying, deploying, and verifying their implementation); and
seourity vulnerability
Security patch management (e.g., receiving systematic of and Gontinuous Vulnerability Mechanisms exist o address new threats and vulnerabilites on an
7123(c)(5)) NA . v Functional | Intersects With VPM-04  [ongoing basis and ensure assets are protected against known attacks. 8
Upgrades; and identifying, deploying, and verifying their implementation); and Remediation Activities
axistto for all deployed
Security patch management (e.g., receiving systematic of and Software & Firmware
7123(c)(5)(D) N/A P ement(e.. 8% Functional | Intersects With VPM-05  [Technology Assets, Applications and/or Services (TAAS), including 8
upgrades; and identifying, deploying, and verifying their implementation); and Patching ¥
irmware.
Security patch management (e.g., receiving systematic of and Cenuralized exist . the process:
7123(c)5)D) NA P & . s Functional | Intersects With | of Flaw Remediation | VPM-05.1 8
upgrades; and identifying, deploying, and verifying their implementation); and
Processes
Security patoh management (e.g., receiving systematic of and 1o detect b
7123(c)(5)(D) N/A Uity ement (6.2, raceiving systematk Functional | Intersects With| Vulnerability Scanning | VPM-06 st Y 8
upgrades: and identifving. deploving. and routine vulnerability scannin of svstems and
Change ensure toinformation system(s) do not cl ttofacilitate th h
7123(0)(5)E) NA & ol information systemis) Functional | Subset Of CHG-01 existiofaciltate the achange 10
undermine Program
[ on Change ensure toinformation system(s)donot | o T | Configuration Change | " Machanisms exist to govern the technical configuration change control .
undermine Control processes.
Change ensure toinformation system(s) do not t10 prohibit .
7123(0)5)E) NA & u information systemis) Functional | Intersects With | Prohibition Of Changes | CHG-02.1 exsto P 8
undermine d
exist tost proposed changes
Ghange ensure toinformation system(s) do not Test, Validate &
7123(c)(5)(E) N/A & u information systemis) Functional | Intersects With g CHG022 [ina iges are ina 8
undermine existing safeguards). Document Changes
Cypersocurity & Data exist to include and/or
Change ensure toinformation system(s) do ot Protection the process.
7123(c)(5)(E) N/A Functional | Intersects With CHG-02.3 8
undermine existing safeguards). Representative for Asset
Lifecycle Changes
Change ensure toinformation system(s) do not Security Impact Anal 1o anal for potential
7123(0)(5)E) NA & ol information systemis) Functional | Intersects With [ 5°°4 CHG-03 existio analyze or potential security 8
undermine for Changes 15, priorto of the change.
exist to verify the anddata
Ghange ensure toinformation system(s) do not Control Functionalit
7123(0)(5)(E) N/A & u information systemis) Functional | Intersects With rornelonatl | chg-0s following, licabl 8
undermine existing safeguards). Verification
controls oerate as desiened
Mechanisms exist to disclose information about vulnerabilities to
relevant stakeholders, including:
(1) Adescription of the vulnerability(ies);
Internal and external vulnerability scans, penetration testing, and vulnerabiliy disclosure and reporting (.., Disclosure of
7123(0)6) NiA " " “y penetration testing ity disclosure and reporting @8- | ¢ cyional | Interseots With scosur TOA-02.11  |(2) Affected product(s) and/or service(s); 5
bug bounty and ethical hacking programs). Vulnerabilities
(8) Potential impact of the vulnerability(es);
(4) Severity of the vulnerabilty(es); and
tn comeriiate
Mechanisms exist to notify applicable stakeholders about potentially
Internal and external vulnerability scans, penetration testing, and vulnerabiliy disclosure and reporting (.., Reporting Exploitable itabl .
7123(c)(6) N/A i " iy P ! e ity i i reportinge.£ Functional | Intersects With porting Explot ToA0213 | 5
bug bounty and ethical hacking programs). Vulnerabilities Applications and/or Services (TAAS), as required by statutory, regulatory
and/or contractual obi
Mechanisms exist to perform application-level penetration testing of
Internal and external vulnerability scans, penetration testing, and vulnerabiliy disclosure and reporting (.., Application Penctration
7123(c)(6) NA v P ® v POTiNg(@E | Finciional | Intersects with | AP TDA-095 | custom-made Technology Assets, Applications and/or Services (TAAS). 5
bug bounty and ethical hacking programs). Testing
Mechanisms exist to establish a Vulnerability Disclosure Program (VDP)
hthe secure Technology
Internal and external vulnerability scans, penetration testing, and vulnerabiliy disclosure and reporting (.., Vulnerability Disclosure
7123(0)6) N/A " " i P fon testing, ity disclosure and reporting .8 | ¢y ciional | interseots witn | VU"eraPIY Diselosure |y oyt that recsives unsolicited 8
bug bounty and ethical hacking programs). Program (VDP)
input from the public about vulnerabilites in organizational TAAS.
2300 on Internal and external vunerabilfty scans, penetration testing, and vulnerabilty disclosure and reporting (e, | [ [ o T Security Disclosure | - [Mechanisms exit o enable public submissions of discovered or s
bug bounty and ethical hacking programs). c tential
Internal and external vulnerability scans, penetration testing, and vulnerabiliy disclosure and reporting (e Vulnerabillty & patch existto facilitate the d monitoring of
7123(c)6) NA ¥ seans, p e Y POTINE (& | £ inctional Subset OF rogram | VPM-01 10
bug bounty and ethical hacking programs).
(vPMP)
Internal and external vulnerability scans, penetration testing, and vulnerability disclosure and reporting (e. 1o detect b
7123(0)6) N/A " ratvuinerabitty penetration testing, and vulnerabilty disclosure and reporting (&£ | ¢ cionat [ intersects With | Vutnerability Scanning | - VPM-06 st Y 8
bug bounty and ethical hacking programs). routine vulnerability scannin of svstems and
Internal and external vulnerability scans, penetration testing, and vulnerability disclosure and reporting (e.6. i tosti .
7123(0)6) NA " el vulnerability scans, penetration testing, and vlnerabilly disclosure and reporting (8- | ¢ crionat | intersects With | Penatration Testing | VPM-07 existto esting on o 5
bug bounty and ethical hacking programs). nd/or Services (TAAS).
ttofacilitate th o
7123(0)(7) NiA Audit-log management, including the centralized storage, retention, and monitoring of logs. Functional | SubsetOf | Continuous Monitoring | - MON-.01 | o2 S &1 ‘e actlitethe 10
Mechanisms exist to generate, monitor, correlate and respond to alerts
7123(0)7) NA Audit-log management, including the centralized storage, retention, and monitoring of logs. Functional | Intersects With | System Generated Alerts | MON-01.4.|from physical, data protection and supp activit 8
Mechanisms exist to review event logs on an ongoing basis and escalate
7123(0)7) NA Audit-log management, including the centralized storage, retention, and monitoring of logs. Functional | Intersects With | Security Event Monitoring| MON-01.8 rdan imelin 8
Comtratized Gotectonof axist o utilize Manager (SIEM), or
7123(0)7) NA Audit-log management, including the centralized storage, retention, and monitoring of logs. Functional [ Intersects With | “0% #2979 #7911 - MON.02 | similar automated tool, to support the centralized collection of security- 8
i © related event logs.
Central Review & Automated mech: t1o centrally collect, danaly
7123(0)7) NA Audit-log management, including the centralized storage, retention, and monitoring of logs. Functional | Intersects With rat fevi MON-2,2 | Automated mechanisms existto centrally collect, review and analyze 8
Analysis audit records from
System-Wide / Time- Automated mech: i le auditrecords int
7123(0)7) NA Audit-log management, including the centralized storage, retention, and monitoring of logs. Funciional | imtersectswitn | ST TEE TP | w027 | e e e et s 8
ted Audit it rail that i
exist to configure Technol y d
to produce event ogs
t0, at a minimum:
(1)Establish what type of event occurred;
7123(c)(7) N/A Audit-log management, including the centralized storage, retention, and monitoring of logs. Functional | Intersects With | Content of Event Logs MON-03  (2) When (date and time) the event occurred; 8
(8) Where the event occurred;
(4) The source of the event;
(5) The outcome (success o failure) of the event; and
e ——
Mech: 1o link syst to individual
7123(0)7) NA Audit-log management, including the centralized storage, retention, and monitoring of logs. Functional | Intersects With Audit Trails MON.03.2 | Meeherams exstio finksystem aceess fo ndvidualusers or service 8
unts.
Mech: 10 protect event logs and audit tools f
7123(0)(7) NiA Audit-log management, including the centralized storage, retention, and monitoring of logs. Functional | Intersests With | Protection of Event Logs [  MON-0g [ echanisms existto protect event (ogs ::I;‘;n‘ oolstrom 8
d deletion.
200 on emork dotonsos, metuding romotorat | subetor Network Security Neror | Mechanisms exist o develop, govern & update proedures tofacilitate o
s (NSC) th s (NSO
Such as b ¥ d and o . which a business may Mechanisms exist to implement Intrusion Detection / Prevention
use to detect unsuccessful login attempts, monitor the activity of authorized users, and detect and prevent Inirusion Detection & 5 1DS/ 1PS) technol L 2 k
7123(0)E)A) NA unsuceessiul log! P, mon Vi of authorized users. P Functional | Intersects With | Prevention Systems (DS | MON-01.1 |3¥tems (it A 5
destruction, u or disclosure of personal or e 1ps) segments and network choke points.
activity resulting i the loss of availability of personal
s X d , and o . which a business may exist o utilize Manager (SIEM), or
use to detect unsuccessful login attempts, monitor the activity of authorized users, and detect and prevent Automated Tools for Real ) X
E—. wa unsuccessful logi pts, moni ivity of authorized user Iz Functional | ntersects with g MON-01.2 |simitar automated tool, to support near real-time analysis and incident s
destruction, u or disclosure of personal or Time Analysis escalation.
activity resulting i the loss of availability of personal d
such as b Y d  and o . which a business may axist monitor doutbound
use to detect unsuccessfullogin attempts, monitor the activity of authorized users, and detect and prevent Inbound & Outbound raffic for unusual or
7123(c)(E)(A) NA unsuceessiul log! pre. tont v ofathorized user P Functional | Intersects With une s o MON-01.3 o 5
destruction, u or disclosure of personal or Communications Traffic conditions.
activity resulting i the Loss of availability of personal d
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Contigurations

(2) Use the pre-established, secure configuration as the default for any

TAAS arunsrade

suchas b Y d , and , which a business may Automated mechanisms exist to identify and alert on Indicators of
use to detect unsuccessfullogin attempts, monitor the activity of authorized users, and detect and prevent Monitoring for Indicators .
71230818 A Lnsuccessiullogn attempts, mont i of autnorized user P Functional | ntersects wit | "°Or8 €0 MON-11.3[ComPromise 1oC) s
destruction, u or disclosure of personal or of Compromise (10C)
activity resulting i the Loss of availability of personal
s Y d  and o . which a business may Mechanisms exist to develop, govern & update procedures to facilitate
etect unsuccessful login attempts, monitor the activity of authorized users, and detect and prevent Network Sec .
E—. wa use to detect unsuccessful logi pts, moni ivity of authorized user Iz runctional | subsetof i Security NETo1 |theimplementation of Network Security Controls (NSC). 10
destruction, u or disclosure of personal or Controls (NSC)
activity resulting i the Loss of availability of personal d
suchas b X d  and o . which a business may exist as a layered structure
use to detect unsuccessful login attempts, monitor the activity of authorized users, and detect and prevent Layered Network layers of the design and avoids an
. wa unsuccessful logi pts, moni ivity of authorized user 2 Functional | ntersects with ve NET.0p |that minimizes interactions between (ay ign and avoids any s
destruction, u or disclosure of personal or Defenses layers onthe correctness of higher
activity resulting i the loss of availability of personal d lav
suchas b X d  and . which a business may Mechanisms exist to monitor and control communications at the externall
use to detect unsuccessfullogin attempts, monitor the activity of authorized users, and detect and prevent hin the network.
Pa— A unsuccessful logi pts, moni ivity of authorized user 2 Functional | intorsectsWith|  Boundary Protection | Ner-gg | MetWork oundary and at key intenal boundaries vithi wor s
destruction, u or disclosure of personal or
activity resulting inthe loss of availability of personal
s Y d  and o . which a business may Nomork ntrasion Mechanisms exist to employ Network Intrusion Detection / Prevention
use to detect unsuccessful login attempts, monitor the activity of authorized users, and detect and prevent sions into the
E—. wa unsuccessful logi pts, moni ivity of authorized user Iz Functional | intersacts with | Dotection / revention |  NET-0p |S¥tems (NIDS/NIPS) to detect and/or prevent ntrusions i s
destruction, u or disclosure of personal or network
Systems (NIDS/ NIPS)
activity resulting i the Loss of availability of personal d
st (o, st cosss, weo,or dsctosur of oata Loss Provention ‘Automated mechanisms exist to implement Data Loss Prevention (DLP)
. use, or disclosur venti
7123(c)(8)B) NIA v Functional Equal NET-17 itis stored, transmitted and 10
personal information).
orocessed.
Maiorous Gode exist o utilize to detectand
cious
7123(0)(9) NA Antivirus and antimalware protections. Functional Equal END-04 |eradicate malicious code. 10
Protection (Anti-Malware)
T Mechanisms exist to ensure the cloud security architecture supports the Incorrect use of "information system” that
ud Securi
7123(c)10) A an (0.8, via prop igured firewalls, routers, switches). Functional | Intersects With e— CLD-02  [organization's technology strategy to securely design, configure and 3 is defining a network of systems, based on
maintain the
existto pecif ina dedicated Incorrect use of "information system” that
Gloud Infrastrusture
7123(c)(10) NiA an (0.8, via prop igured firewalls, routers, switches). Functional | Intersects With CLD-03  [subnet. 3 is defining a network of systems, based on
Security Subnet
the
axist as a layered structure Incorrect use of "information system” that
Layered Network nteractions between Layers of the design and avoids any s defining a network of systems, based on
7123(0)(10) NA an (e.8. via prop igured firewalls, routers, switches). Functional | Intersects With v NET.gp  [{hat minimizes interactions between Ly 18n and avoids any 3 is defining 4
Defenses layers onthe correctness of higher the example provided.
lavers
st architecture Incorrect use of "information system” that
Network Segmentation
7123(c)(10) NiA an (0.8, via prop igured firewalls, routers, switches). Functional | ntorsects with| - PPN | NET-06 | sogmentaron o solte Technology Assets, Applications anlor Srvices 8 is defining a network of systems, based on
e (TAAS) to orotect from other the
exist subnets to isolate Incorrect use of "information system” that
Securi ur rom other internal system s defining a network of systems, based on
7123(c)(10) NA an (e.8.via prop igured firewalls, routers, switches). Functional | Intersects With v NET-06.1 i v 3 s eflning v
Subnets by the example provided.
interfaces to other of the sustem
exist to facilitate the
7123(e)(11) N/A Limitation and control of ports, services, and protocols. Functional Subset Of e 10
existto develop, document baseline
Secure Baseline : y Services
7123(e)(11) N/A Limitation and control of ports, services, and protocols. Functional | Intersects With CFG-02 ! 8
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards
axistto to or
by applying tailoring actions that i
o
.
7123(0)11) NA Limitation and control of ports, services, and protocols. Functional | Intersects With | Baseline Tailoring | CFG-02.9 (1) Mission /business functions; 5
(2) Operational environment;
(3) Specific threats or vulnerabilites; o
(4) Other conditions or situations that could affect mission / business
axist to provide,
7123()11) NA Limitation and control of ports, services, and protocols. Functional | Interseots With | L CFG-03 o restricting the use of ports, 8
orotocols. and/or services.
Gybersecurity awareness, including how the business maintains current knowledge of changing cybersecurit Gybersecurity & Data exist o facilitate the security work
. i uri
7123(c)12) NA yborsecurity awareness, inluding us! ntains e & Bine ey Y| Functional | subsetor [2 Mind SAT-01 controls. 10
threats and countermeasures.
Workdorce
Cyborsocuriy awaremoss, metuding hov the businass maintains current knowledge of changing cybersoeur Cybersecurity & Data Mechanisms exist to provide all employees and contractors appropriate
rsecurity awareness, includi usi intains cur i uri
7123(0)12) NiA v ® & Eing e Y| Functional | Intersects With | Protection Awareness |  SAT-02  [awareness education and training that i relevant for their job function. 5
threats and countermeasures.
Training
exist to provide rol anddata
Role-Based protection-related training:
Gybersecurity awareness, including how the business maintains current knowledge of changing cybersecurit th assigned
7123(c)12) N/A ybersecurity awareness, including vl ntains e & BNE VDS Eunctional [ Intersects With|  Cybersecurity&Data |  sato |1 Before tothe system or 8
threats and countermeasures. duties;
Protection Training
(2)When required by system changes; and
A thereatter
Gybersecurity awareness, including how the business maintains current knowledge of changing cybersecurit Sensitve /Regulated Mechanisms exist o ensure that every user acoessing asystem
. i uri
7123(¢)(12) N/A yberseourity awar inetuding uel nteins cu & eing ! Y| Functional | Intersects With | Data Storage, Handling & |  SAT-03.3 toring or transmitting data is formally 5
threats and countermeasures.
Processing trained in data handlin
exist to provide rol anddata
security awareness, including how the business maintains current knowledge of changing cybersecurit Cyber Threat
S A Cybersecurity awareness, including usi intains cur 2 ging oybersocurity| L ersects With o Sar.0as |Protection awareness training that s current and relevant tothe cyber .
threats and countermeasures. Environment threats that users might encounter in day-to-day business operations.
Mechanisms exist to document, retain and monitor individual training
Cyb uding how the b t tknowledge of ch b it Cybersecurity & Data tivities, including basic cyb d data protect
ersecurity awareness, including how the business maintains current knowledge of changing cybersecur ’ rotection awareness
a— A ybersecurity awareness, including usi intains cur 2 gingeybersecurity| Lo LinersoctsWith | protoetion Training Sar.oq |actvities, including basic cybersecurity and data proteci s
threats and countermeasures. i training, ongoing awareness training and specific-system training.
Cybersscurity education and training, including training for sach employee, independent contractor, and any Cypersscurity & Data Mechanisms exist to provide all employees and contractors appropriate
other personnel to whom access (0.8, when their for their job function.
7123(0)(13) NA P (0.8, when thel Functional | Intersects With | Protection Awareness | SAT-0 |2Wareness education and training thatis relevant for their : 5
or . and after a personl as
Training
described in Givil Code section 1798.150).
exist to provide rol anddata
Cybersecurity education and training, including training for sach employee, independent contractor, and any fole-Based protection-related training:
other personnel to whom the business provides access to its information system (e.g., when their th assigned
7123(c)13) NA P ! usiness provi I fon system( ! Functional | Intersects With | Cybersecurity&Data |  saT-03 |(1)Before tothe system or 5
employment or contract begins, annually thereater, and after a personal information security breach, as ormostonTraing duties;
described in Givil Code section 1798.150). (2)When required by system changes; and
A thereatter
Cybersscurity education and training, Including training for sach employee, independent contractor, and any Senitve / Regutated Mechanisms exist to ensure that every ser accessing a system
other personnel to whom access (0.8, when their " datais formall
7123(c)13) NA P (08, v ! Functional | Intersects With | Data Storage, Handling & | SAT-03.3 ortransmitting ! v 5
or . and after a personl 2 trained in data handling requirements.
Processing
described in Givil Code section 1798.150).
Cybersecurity education and training, including training for sach employee, independent contractor, and any exist to provide rol anddata
other personnel to whom access (0.8, when their Cyber Threat current and relevant to the cyber
S A T (e.g. when the Functionat. | intersects with o Sar.0a |Protection awareness training thatis cu relev o s
or , and after a personl 2 Environment threats that users might encounter in day-to-day business operations.
described in Givil Code section 1798.150).
Cybersecurity education and training, including training for sach employee, independent contractor, and any Cypersscuriny & Data Mechanisms exist to document, retain and monitor individual training
other personnel to whom access (0.8, when their ’ data protection awareness
7123(0)19) NA P (0.8, when thel Functional | Intersects With | Protection Training SaT.04  [Pctviies, including basic cybersecurity and data protect 5
or , and after a personl as i training, ongoing awareness training and specific-system training.
described in Givil Code section 1798.150).
echmotogy Devetopment exist to facilitate the tailored
v
7123(0)(14) NiA d coding andtesting. Functional | Subset Of o P TDAO1 d 10
& Acquisition
methods to business needs.
exist to d d
processes to proactively govern the design, development and production
of Technol . the
System Development Life Cycle (SDLC) to:
7123(c)(14) NA d coding andtesting. Functional | Intersects With | Product Management | TDA-01.1 (1) improve functionali 5
(2) Enhance security and resiliency capabilites;
(8) Correct security deficiencies; and
4) Gonform with applicable statutory, regulatory and/or contractual
ohtisatione
Mechanisms exist to utiize at least one(1) malware detection ool to
Malware Testing Prior to
7123(0)(14) NA d coding andtesting. Functional | Intersects With P TDA-01.3 identifyif any known malware exists in the final binaries of the product or 5
seourity undate.
exist and into
and Operations (DevSecO)
7123(0)(14) NA d coding andtesting. Functional | Intersects With DevsecOps TDA01.4 Security 5
practices throughout the Software Development Lifecycle (SOLC).
Mechanisms exist to design, develop and produce Technology Assets,
Minimurm Viable Product Applications and/or Services (TAAS) in such a way that risk-based
7123(c)(14) NA d coding andtesting. Functional | IntersectsWith | (MVP) Security TOA-02 |technical and functional specifications ensure Minimum Viable Product 5
of securit
hased on annlicabe risks and threats
exist to require to ensure that their
Development Methods, v
7123(c)(14) NA d coding and testing. Functional | Intersects With P TDA-02.3 | practices for secure q 5
Techniques & Processes
processes and validation techniques to minimize flawed and/or
exist 7
(1) Deliver the . Appl a
Pre-Established Secure
7123(c)(14) N/A d coding and testing. Functional | Intersects With TDA-02.4 |pre-established, secure configuration implemented; and 5
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Secure Controls Framework (SCF)

FDE Name t Element (FDE) Description SCF Control

Control Description

Insecure Ports, Protocols Mechanisms exist to mitigate the risk associated with the use of insacure
7123(c)(14) NiA d coding andtesting. Functional | Intersects With PN TDA-026 [ ports, protocols and services necessary to operate technology solutions. 5
Cypersocurity & Data axist © include data privacy
7123(c)(14) N/A d coding and testing. Functional | Intersects With | Privacy Representatives | TDA-02.7 he an 5
control review process.
For Product Changes
Minimizing Ak Mechanisms exist to minimize the aftack surface of Technology Assets,
7123(c)(14) NiA d coding andtesting. Functional | Intersects With e TDA-02.8 | Applications and/or Services (TAAS) by reasonably mitigating known 5
ex
Mechanisms exist to deliver security updates to Technology Assets,
Ongoin nd/or Servi , wh Jicabl .
7123(0)(14) NA d coding and testing. Functional | Intersects it [ O TDA02.9 (TAS) theough 5
Support (1) Automatic updates; and
available undates to
exist to rog Technol y
Product Testing &
7123(c)(14) N/A d coding and testing. Functional | Intersects with| " °% T8 TDA-02.10. [andor Services (TAAS) for an of securi 5
based on aplicable risks and threats.
Mechanisms exist to disclose information about vulnerabilities to
relevant stakeholders, including:
Disclosureof (1) Adescription of the vulnerability(ies);
7123(c)(14) NA d coding andtesting. Functional [ Inersects With| | "=C %17 TOA-02.11  |(2) Affected product(s) and/or service(s); 5
(8) Potential impact of the vulnerability(es);
(4) Severity of the vulnerabilty(es); and
tn comeriiate
Mechanisms exist to notify applicable stakeholders about potentially
Reporting Exploitable itabl .
7123(c)(14) N/A d coding andtesting. Functional | Intersects With | " oho & EXPO! ToA-02.13 | 5
Vulnerabilities Applications and/or Services (TAAS), as required by statutory, regulatory
andlor contractual obii
Mechanisms exist to require the developers of Technology Assets,
Applications and/or Services (TAAS) to produce a design specification
and security architecture that
) d supportive of
architecture which is established within and is an integrated part of the
Develope a 's ent
7123(c)(14) NA d coding andtesting. Functional | Intersects With per TDA0S s 3
Design (2) Accurately and completely describes the required security
nd the allocation of among physical and
logical components; and
(3) Expresses how individual security functions, mechanisms and
services work together to provide required security capabilities and a
Secure Software exist to develop based
7123(c)(14) NA d coding andtesting. Functional | Intersects With | Development Practices | ~TDA-06 P). 5
Mechanisms exist to require the developer of the Technology Asset,
7123(c)(14) N/A d coding andtesting. Functional | IntersectsWith | Criticality Analysis | TDA-0g.1 |APPUcation and/or Service (TAAS) to perform a criicality analysis at 5
organization-defined decision points in the Secure Development Life
\
exist to perform dother
7123(c)(14) NiA d coding andtesting. Functional | Intersects With | Threat Modeling TDA06.2 |techniques, to ensure that threats to software and solutions are identified; 5
d for
Mechanisms exist to utiize a Software Assurance Maturity Model (SAMM)
Software Assurance y
7123(c)(14) N/A d coding andtesting. Functional | Intersects With e Assur ToA0s.3 'O 8OV 2 3
Maturity Model (SAMM) Technology Assets, Applications and/or Services (TAAS).
[Automated mechanisms exist to improve the accuracy, consistency and
7123(c)(14) NiA d coding andtesting. Functional | Intersects With | SupportingToolchain | TDA-06.4 of secure practi 3 . 3
axist o have jew of the
i
7123(c)(14) NA d coding andtesting. Functional | Intersects With | Software Design Review | TDA-06.5 | Confirm that all ybersecurity and data protection requirements are 5
met and that any identified risks are satisfactorily addressed.
axist design processes :
(1) Conducting Root Cause Analysis (RCA) to identify the underlying
causes of issues or failures;
Software Design Root
7123(c)(14) NA d coding andtesting. Functional | Intersects With & D066 |2 Developing actions to address the root cause of the issue or failure; 3
Cause Analysis and
@ tions and monitoring for
effectiveness.
Secure D t nemwork
7123(c)(14) N/A d coding and testing. Functional | Intersects With ) TDA07 o © 5
ensure a secure
Soparation of exist testingand
Development Testing to reduce the risks access or
7123(c)(14) NA d coding andtesting. Functional | ntersocts witn | ©*7 2100 o0 TDA-08 |changes to the operational environment and to ensure no impact to 3
production .
Environments
axist
Secure Migration f
7123(c)(14) NA d coding andtesting. Functional | Intersects With e Migrat TDA-0g.1 | 1ECNNOI08Y Assets, Applications and/or Services (TAAS) o 5
Practices test/development/staging data and accounts before it is migrated into a
Mechanisms exist to require system developers/integrators consult with
nd data
(1) Create and implement a Security Testing and Evaluation (ST&E) plan,
Cybersecurity & Data or similar capability;
7123(0)(14) N/A d coding andtesting. Functional | Intersects With | Protection Testing TDA09 | (2) Implement a verifiable flaw remediation process to correct 8
Throughout D d during the security testing and
evaluation process; and
(8) Document the security d flaw
exist secure Settings by default
Secure Settings By
J13004) A deoding andtosting. Functional | ntersects with reSottings By |, oo [to reduce the ikelinood of Technology Assets, Applications and/or s
Default hweak settings that would put
the T risk of
Mech: i ,d tand control the use of Lve dat
7123(c)(14) NA d coding andtesting. Functional | Intersects With | Use of Live Data TDA-1p | Mechanisms existto approve, document and control the use of tve dat 5
evetoper Coniguration Mechanisms exist to require system developers and integrators to
7123(c)(14) NiA d coding andtesting. Functional | Intersects With P ® TDA14  |perform design, 5
Management
d operation.
Developer Threat I:ecrl\amsm: ex\s‘t torequire systemsdevelnp:rs and ml:gErat‘urs )
7123(c)(14) NA d coding andtesting. Functional | Intersects With | Analysis & Flaw TDA-15 | A9veloP and implementan ongoing Security Testing and Evaluation 5
(STAE) plan, or similar process, to objectively identify and remediate
Remediation
orior to release
e on codng andtostng, rmtonat. | imtorssote | AccesS 0 Program om0 |Mechanisms exit o limitprivileges to change software resident within s
Source Code
i ». Lot b T ode
7123(c)(14) N/A d coding and testing. Functional | IntersectsWith | Approved Code TDA-20.4 existiogovern © codetor 5
exist Tech y
and/or Services (TAAS) conform to applicable statutory and regulatory
Product Conformit g 's:
7123(c)(14) NA d coding andtesting. Functional | Intersects With v MY | qpa.gy  [reauirements, based on the product's end/or service's 5
Governance (1) Use casefs); and
(2) Geographic markets.
Mechanisms exist to generate appropriate technical documentation
Technical artfacts for Technology Assets, Applications and/or Services (TAAS) in
7123(c)(14) NA d coding andtesting. Functional | Intersects With .| ToA22 |sutticient detail to demonstrate conformity with applicable statutory, 5
regulator
Oversight of tractors, and third parties sections 7051 and tiofacilitate th third-
7123(c)15) NA e ird part ! Functional | SubsetOf | Third-Party Management [  TPM-01 existiofaciltate the ire-party 10
Mechanisms exist to maintain a current, accurate and complete list of
External Service Providers (ESP) that can potentially impact the
Oversight of service providers, contractors, and third parties sections 7051 and
7123(c)(15) N/A oo el o providers ird part . Functional | Intersects With | Third-Party Inventories | TPM-01.1 | Confidentiality, Integrity, Availability and/or Safety (CIAS) of the 8
) organization's Technology Assets, Applications, Services and/or Data
Taasm)
Mechanisms exist to identify, prioritize and assess suppliers and partners
Oversight of service providers, contractors, and third parties sections 7051 and Third-Party Criticaliy f )
7123(c)(15) NA e e providers irepart ! Functional | Intersectswith [ 1110 CIICAIY | gy gy - fof ertical 2 5
7053. Assessments supply chain risk assessment process relative to their importance in
sunnorting the delivery of hish-value services.
Mechanisms exist to:
(1) Evaluate security risks and threats associated with Technology Assets,
Oversight of service providers, contractors, and third parties sections 7051 and Supply Chain Risk
7123(0)(15 N/A Functional | Intersects With TPM-03 ; 8
)15) Ours " R A Applications and/or Services (TAAS) supply chains; and
@) Tak te remediation actions to minimize
exninsure to thosa risks and threats as necessary
exist to mitigate the risk third-party access
Oversight of service providers, contractors, and third parties sections 7051 and
7123(c)(15) N/A e e o6 providers ird part ! Functional | IntersectsWith [ Third-Party Services | TPM-04  [to : Services and/or 8
- o)
Third-Party Risk Mechanisms exist to conducta risk assessment prior to the acquisition
Oversight of service providers, contractors, and third parties sections 7051 and
7123(0)(15) N/A o ee providers irepart ! Functional | Intersects With & TPM-04.1 for related Technology Assets, Applications 5
_ Approvals and/or Services (TAAS).
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Oversight of tractors, and third parties sections 7051 and Mech: i that the interests of extarnal
7123(0)(15) NA e ird part ! Functional | Intersects With | Conflict of Interests | TPM-04.3 |1ocnanisms existio ensure tat the interests of external service 5
7053. s d interests.
Oversight of sorios provders, contractors, ant hrd paries ootons 7061 ama Third-Party Processing, Mechanisms exist to restrict the location of information
7123(0)(15) NA o Functional | Intersects With |~ Storage and Service | TPM-04.4 | processing/storage based on business requirements. 5
_ Locations
existto require contractual for
Oversight of service providers, contractors, and third parties sections 7051 and Third-Party Contract -parties,
— A ig ice providers ird parti i runctionat. | intersects win | Tire-Party Contr TPh0s |0 data protection requirements with third-parties,reflecting the s
7053. neads to protect ts Technology Assets, Applications,
d/or Data (TAASD
Mechanisms exist to compel External Service Providers (ESPs) to provide
of actual or potential the supply chain that
Oversight of service providers, contractors, and third parties sections 7051 and Security Compromise
7123()(15) NA el o providers ird part ! Functional | Intersects With ity Compromi TPM-05.1 [ can p orhave Tech 3 5
7053. Notification Agreements
nd/or Services (TAAS) that
Oversight of service providers, contractors, and third parties sections 7081 and Contract Flow-Down exst and
7123(0)(15) NA ® P g P Functional | Intersects With TPM-05.2 in contracts to 5
7053. Requirements
d suppliers.
exist and maintaina
Responsible, A ble, S Gonsulted & Informed (RASCI
Oversight of service providers, contractors, and third parties sections 7051 and Accountable, Supportive, ceountable, Supportive, Gonsulted & Informed (RASCI) matri, or
7123(0)(15) NA Functional | Intersects With TPM-05.4 | similar documentation, to delineate assignment for cybersecurity and 5
7053. Consulted & Informed . oy o
(RASCI) Matrix N controls terna
exist to perform the
Accountable, Supportive, Consulted & Informed (RASCI) matrix, or
Oversight of service providers, contractors, and third parties sections 7051 and
7123(0)(15) NA e e providers irepart ! Functional | Intersects With | Third-Party Scope Review| TPM.0s.5 ~|SiMilar documentation, to ensure cybersecurity and data protection 3
7053. control assignments accurately reflect current business practices,
obligations, d
Mechanisms exist to obtain a First-Party Declaration(1PD) from
applicable External Service Providers (ESPS) that provides assurance of
Oversight of service providers, contractors, and third parties sections 7051 and First-Party Declaration
7123(c)15) N/A o o6 providers ird part ! Functional | Intersects With | " ::PD) e TPM-05.6 3
) obligations for cybersecurity and data protection controls, including any
flow-down
Mechanisms exist to include "break clauses" within contrasts for failure
Oversight of service providers, contractors, and third parties sections 7051 and
7123(e)(15) N/A e ee providers ird part ! Functional ~|IntersectsWith|  Break Clauses TPM-05.7 v andfor 3
_ controls.
[ on Oversight of tractors, and third parties sections 7051 and romotonat | imtorsscto | TTe-PartyPersonnal | " Mechanisms exist o control personnel securiy requirements inclucing s
7053. Security seourity roles and or third-party providers.
Mech tto monitor for evidence of unauthorized exfiltrati
Oversight of service providers, contractors, and third parties sections 7051 and Monitoring for Third-Party jechanisms exist to monitor for evidence of unauthorized exfiliration or
7123(0)(15) NA Functional | Intersects With TPM-07 | disclosure of organizational information. 5
7053. Information Disclosure
exist to monitor, y assess Extornal
Oversight of service providers, contractors, and third parties sections 7051 and Review of Third-Part for comp!
7123(0)(15) NA e e providers irepart ! Functional | Intersects With | """ P | tpmos | Semiee or 8
7053. Services for and controls.
axistto or deficiencies in supply
Oversight of service providers, contractors, and third parties sections 7051 and Third-Party Deficienc
7123(0)(15) NA e e providers irepart ! Functional | Intersects With | 1 - DEICIENSY | oy oq of 8
7053. Remediation
Mechanisms exist to control changes to services by suppliers, taking info
Oversight of service providers, contractors, and third parties sections 7051 and Managing Changes To , ,
S A ig ice providers ird parti i Functional | ntersects with ging Changs IPMeto | ccountthe critiality of business Technology Assets, Applications .
7083. Third-Party Services Services and/or Data (TAASD) that are in scope by the third-party.
Retention schedules and proper disposal of personal information no longer required to be retained, by (A] Mechanisms exist to retain media and data in accordance with applicable|
7123(0)(16) NA shredding, (B) erasing, or (C) otherwise modifying the personal information in those records to make it Functional | Intersects With | Media & Data Retention | DCH-18  statutory, regulatory and contractual obligations. 8
Retention schedules and proper disposal of personal information no longer required to be retained, by (A] Mechanisms exist to securely dispose of media when itis no longer
7123(0)(16) NA shredding, (B) erasing, or (C) otherwise modifying the personal information in those records to make it Functional | Intersects With | Physical Media Disposal | DCH-08 |required, using formal procedures. 8
: any means.
and
Retention schedules and proper disposal of personal information no longer required to be retained, by (A) oyotem Media exist " media with the e integrity
7123(c)(16) NiA shredding, (B) erasing, or (C) otherwise modifying the personal information in those records to make it Functional | Intersects With ” " DCH-09 the theinformation 8
Sanitization prior to disposal, release out of organizational control or release for
unreadable or undecipherable through any means.
rouse
Retention schedules and proper disposal of personal information no longer required to be retained, by (A) comtation of Personat Mechanisms exist to faciltate the sanitization of Personal Data (D).
7123(0)(16) NA shredding, (B) erasing, or (C) otherwise modifying the personal information in those records to make it Functional | Intersects With Do 7D DCH-098.3 8
: any means.
Incident Response exist and govern d
7123(0)(17) NA How manages its respon rity incidents (i.,its Functional | SubsetOf > 1RO-01 tofacilitate an v 10
Operations
data
For the purposes of subsection (17), " means o that actually or Imminently Mechanisms exist to identiy classes of incidents and actions to take to
the integrity, or y of the business’s information system or the personal ensure the continuation of organizational missions and business
he system tores, or transmits, o olation or imminent threat of Incident Classification & .
7123(0)(17)(A) NIA V rensmis, of yetation ormminent Functional | Subset Of ) Headt IRO-02.4 | unetions 10
violation of the business's program; destruction, u or Prioritization
personal : tivity resulting in the loss of availabilty of personal
is a seouritv incident.
Incident Response exist and govern d
7123(0)17)8) N/A The business’s incident response management includes Functional | Subset Of e 1RO-01 to facilitate an v 10
> data
Mechanisms exist to cover:
(1) Preparation;
The business’s of procedures to detect, respond to, limit the (2) Automated event dstection or manual incident report intake;
7123(e)(17)(B) (i) N/A consequences of, and recover from malicious attacks against its information system (i.e., the business’s Functional | Intersects With Incident Handling IRO-02  |(3) Analysis; 8
incident response plan); and (4) Containment;
(5) Eradication; and
(8 Becovery
2 procedures to detect, respond to, it the oot Resmome Pl axistto d make available a current and viable
7123(0)17)B)0) NA consequences of, and recover from malicious attack: lie. s Functional | Intersects With (IR:) 1RO-04 Plan (IRP) to al s
incident response plan): and
ncident Response exist to formally through
7123(0)17)(B)i) NA How the busing its p and Functional | Subset Of Tasti 1R0-06 |realistic exercises to determine the operational effectiveness of those 10
exist to facilitate the
Business Continuity planning controls to help ensure resilient Technology Assets,
7123(0)(18) NA plans, including p and backups. Functional | Subset Of 8CD-01 and/or Services (TAAS) (e.g., Continuity of Operations Plan 10
(BCMS) (COOP) or Business Continuity & Disaster Recovery (BG/DR) playbooks).
Nothing in this section proibits audit from rogram No No requirements to map to.
7123(d) N/A InE N this section prohib ' Prog Functional ) N/A N/A N/A NA SR G
that are not setforth )
exist to generate ach
conformity assessment, where the document:
Dectaration of
7123(e) NA The cybersecurity audit report must: Functional | Subset Of ! cpLots |(1)lsconcise: 10
Conformity (2) Unambiguously reflects the current status;
(8)1s physically or electronically signed; and
w i
Describe the business's information system; and identity (A) the policies, procedures, and practices that the exist to generate cach
cybersecurity audit assessed; (B) the criteria used for the cybersecurity audit; and () the specific evidence conformity assessment, where the document:
examined to make decisions and assessments, such as documents reviewed, sampling and testin Dectaration of
7123(e)(1) NA ' ! u uments review ping ne Functional | SubsetOf ! cpLots |(I)ts concise: 10
performed, conducted. auditr explain why assessing those Gonformity (2) Unambiguously reflects the current status;
policies, proced d practices; using d the (8)15 physically or slectronically signed; and
auditor's findines. w i
Identify the . and any additional in accordance @xist to generate each
with subsection (d); describe how the business implements and enforces compliance with the policies and conformity assessment, where the document:
in subsection (b)(1), th and any additional component Declaration of {)ls conclse;
7123(e)(2) N/A ' : Functional Subset Of CPL-01.5  [(2) Unambiguously reflects the current status; 10
assessedin and explain their Conformity
(8)15 physically or electronically signed; and
access, destruction, use, v personal and preventing
activity resulting in the loss of availability of personal information. (4 Where possible, is machin readable.
Identify and describe in detail the status of any gaps or weaknesses of the policies and procedures in @xist to generate each
conformity assessment, where the document:
subsection (b)(1), the applicabl  and any component assessedin Dectarationof ¥
7123()) N/A accordance with subsection (d), that the auditor deemed to increase the risk of unauthorized access, Functional | Subset Of ! cpLors |(1)lsconcise: 10
) Conformity (2) Unambiguously reflects the current status;
destruction, use, modification, or disclosure of consumers’ personal information; or increase the risk of [nempoul oouren
unauthorized activity resulting i the loss of availabiliy of personal information. &)1 physically o electionicalysigned; ond
exist to generate cach
conformity assessment, where the document:
‘s planto address th dentified rsuant to Dectaration of
7123(e)(4) NA s dentf pursu Functional | SubsetOf ! cpLots |()isconcise: 10
subsection (e)3), including the timeframe in which it will resolve them Conformity (2) Unambiguously refiects the current status;
(8)15 physically or slectronically signed; and
w i
exist to generate cach
conformity assessment, where the document:
Dectaration of
7123(e)(5) NA Identify : any prior reports. Functional | SubsetOf ! cpLots |()isconcise: 10
Conformity (2) Unambiguously reflects the current status;
(8)1s physically or electronically signed; and
w i
exist to generate cach
conformity assessment, where the document:
Dectaration of
7123(e)(6) NA wto individuals responsible for 2 P Functional | Subset Of ! cpLots |()is concise: 10
Conformity (2) Unambiguously reflects the current status;
(8)1s physically or slectronically signed; and
w i
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exist to generate each
conformity assessment, where the document:
71236)(7) /A Include the auditor's name, fflation, and relevant qualifications Functional | SubsetOf Pectaration of cpLors |t concise: 10
Conformity (2) Unambiguously reflects the current status;
(8)15 physically or electronically signed; and
(4 Whern nnssibia is marhin readahie
exist to generate cach
Include a statement that s signed and dated by the highest-ranking auditor that certifies that they completed conformity assessment, where the document:
- wa an the business’s program and runctionat | subsetor Dectaration of cpLors |(1sconcise; 0
and impartial judgment on all issues within the scope of the cybersecurity audit, and did not rely primarily on Conformity (2) Unambiguously reflects the current status;
assertions or attestations by the business’s management. (8)1s physically or electronically signed; and
(4)Whera nnssibia is marhin radahie
exist to generate cach
Ifthe business provided notification to affected consumer(s) pursuant to Civil Code section 1798.82, conformity assessment, where the document:
7123(e)(9) NA @), ple copy o the ud personal a Functional | Subset Of Decteration of cpLots |(1)Isconcises 10
searition of the metticononte) Conformity (2) Unambiguously reflects the current status;
(8)1s physically or slectronically signed; and
(4)Whera nnssibia is marhin radahie
1f the business was required to notify any agency with jurisdiction over privacy laws in Galifornia of exist to generate cach
destruction, use, or disclosure of personal information; or unauthorized conformity assessment, where the document:
— wa activiy resuling inthe loss of availablity of personal nformtion, include a sample copy of the notification(s| [ | Dectaration of ohLors |M1sconsise: .
excluding any or of the required the date(s) and details of Conformity (2) Unambiguously reflects the current status;
the activity that gave rise to the required notification(s), and any related remediation measures taken by the (8)1s physically or electronically signed; and
business. (4)Whera nnssibia is marhin readahie
exist to generate cach With a lack of granular controls, NIST CSF
Abusiness may utiize a cybersecurity audit, assessment, or evaluation that it has prepared for another conformity assessment, where the document: 2.0does not meet all the requirements of
12300 A purpose, provided that it meets all of the requirements of this Article, either on its own or through runctionat | subsetor Dectaration of chLors |M1sconsise: o this Articte.
supplementation. For example, a business may have engaged in an audit that uses the National Institute of Conformity (2) Unambiguously refiects the current status;
tandards and Technology Cy F 0 and meets all of the requirements of this Article. (8)15 physically or electronically signed; and
(4) Whera nnssibla is machin readahie
oa Goncaton of v Fmtont No v wa A A No requirements to mapto.
Each calendar year that a business is required to complete a cybersecurity audit pursuant o this Artcle, it Cybersecurity & Data axistto of
7124(a) NA certification that the as Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
required by this Artcle. Reporting reculatory authorities. as reauired.
J12a0) wa The business must submit the certification no later than April 1 following any year that the business is runctionat | subsetor Oybersecurity & Data sov1r EX“IS"D‘ P m"a'”hcame etrony andlor "
required to complete a cybersecurity audit
Reporting reculatory authorities. as reauired.
Cybersecurity & Data existto of
7124(c) NA The written certification by amember of : mwho:| Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
Reporting reculatory authorities. as reauired.
Cybersecurity & Data existto of
7124(0)(1) NA Is directly responsible for the business' Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
Reporting reculatory authorities. as reauired.
Cybersecurity & Data existto of
7124(0)2) NA Has sufficient knowledge of the business’s cybersecurity auditto provide accurate information; and Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
Reporting reculatory authorities. as reauired.
Cybersecurity & Data existto of
7124(0)8) NA Has the authority to submit the business’s certfication to the Agency. Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
Reporting reculatory authorities. as reauired.
Cybersecurity & Data existto of
7124(d) NiA The writen De""":am":\m"s‘ 73 completed and submitted o the Agency via s website at Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
© certification Reporting reculatory authorities. as reauired.
) ) Cybersecurity & Data existto of
7124()(1) NA Zfa:“;::: name and point of contact for the business, ineluding the contact’s name, phone number, and | - ¢ oionay | subset of Gov-17 nd/or data privacy program to applicable statutory and/or 10
Reporting reculatory authorities. as reauired.
Cybersecurity & Data existto of
7124(0)2) NA has comp! audit. Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
Reporting reculatory authorities. as reauired.
Cybersecurity & Data existto of
7124(d)(3) N/A The time period covered by the cybersecurity audit, by month and year. Functional Subset Of GOV-17 nd/or data privacy program to applicable statutory and/or 10
Reporting reculatory authorities. as reauired.
h “lattest that | meet existio of
California Code of Regulations, Title 11, section 7124, subsection (c), o submit this certfication. Under Cybersecurity & Data cybarsecity andor data privacy program to spplicable statutory and/or
7124(d)4) N/A penalty of perjury under the Laws of the state of Califoria, | hereby declare that the information contained Functional | Subset Of Protection Status Gov.17  |"egulatory authorities, as required. 10
within and submitted with this certification is true and correct and that the business has not made any Reporting
attempt to influence the auditor’ regarding audit.”
Cybersecurity & Data axistto of
7124(d)(5) N/A The name and business title of the he certification, and the date of Functional Subset Of GOV-17 nd/or data privacy program to applicable statutory and/or 10
Reporting reculatory authorities. as reauired.
When a Business Must o No requirements to map to.
7150 Conducta Risk NA Functional - NA NA NA NA
Relationship
) ) Mechanisms exist to define instances that require a risk assessment to CCPArefers o 'risk assessment" when it
1500e) wa Everybusiness whoso processing o consumers’ ersonal nformation present significantisk o consumers’ | g o | instancos Reauiing A | o 0 oo eRene " oo ot a2 ot
privacy as set forth in subsaction (b) must conduct a risk assessment before intiating that processing. Risk Assessment
Protection Imo: (DPIA)
etances Roqung A Mechanisms exist to define instances that require a isk assessment to CCPArefers o "risk assessment" when it
7150(6) NA Each of the following processing activities presents significant risk to consumers’ privacy: Functional | Intersects With | "5 %2 Feo g RSK-04.3 | be performed. 8 is commonly referred to as a Data
Protection Imo: (DPIA)
etances Roung A Mechanisms exist to define instances that require a isk assessment to CCPArefers o "risk assessment" when it
7150(b)(1) N/A Selling or sharing personal information. Functional | Intersects With RSK-04.3 |be performed. 8 referred to as a Data
Risk Assessment
Protection Imo: (DPIA)
etances Roung A Mechanisms exist to define instances that require a isk assessment to CCPArefers o "risk assessment" when it
7150(b)(2) N/A Processing sensitive personal information. Functional | Intersects With Risk Assessment RSK-04.3 |be performed. 8 is commonly referred to as a Data
Protection Imo: (DPIA)
Mechanisms exist to define instances that require a isk assessment to CCPArefers o "risk assessment" when it
Abusiness personal its tract
for purposse of oaymants, dotormining and storing be performed. is commonly referred to as a Data
Protection Impact Assessment (DPIA)
7150002 NA providing reasonable accommodation as runctionat. | intersects witn | Inetances Reauiring A | .
required by law, or wage reporting as required by law, is not required to conduct a risk assessment for the Risk Assessment
P information for these pt . Any other processing of consumers”
sensitive personal information is subject to the risk-assessment requirements setforth in this Article.
etances Roquing A Mechanisms exist to define instances that require a isk assessment to CCPArefers o 'risk assessment when it
7150(b)(3) N/A Using ADMT for a significant decision concerning a consumer. Functional | Interseots With | 0 L0 RSK-04.3 | be performed. 8 is commonly referred to as a Data
Protection Imo: (DPIA)
Using automated processing to infer or extrapolate a consumer's intelligence, ability, aptitude, performance Mechanisms exist to define instances that require a isk assessment to CCPA refers to "risk assessment’ when it
at work, economic situation, health (including mental health), personal preferences, interests, relability, Instances Roauiring A be performed. is commonly referred to as a Data
7150(b)(4) N/A predispositions, behavior, location, or movements, based upon systematic observation of that consumer Functional | Intersects With Risk Assessment RSK-04.3 8 Protection Impact Assessment (DPIA)
when they are acting in their capacity as an educational program applicant, job applicant, student, employee,
: forthe business.
. Mechanisms exist to define instances that require a isk assessment to CCPArefers to "risk assessment" when it
Using automated processin o infer or extrapolate a consumer's inelligence, ability, aptitude, performance
be performed. is commonly referred to as a Data
at work, economic situation, health (including mental health), personal preferences, interests, rliability,
7150(b)(5) N/A behavior, or its, based upon 's presence in . “Infer|  Functional | Intersects With IHSR‘ET(D:S RequiringA RSK-04.3 8 Protection Impact Assessment (DPIA)
or extrapolate” does not include a business using a consumer’s personal information solely to deliver goods sk Assessment
o, or provide transportation for, that consumer at a sensitive location
Processing the personal information of consumers, which the business Intends to use to train an ADMT for a Mechanisms exist to define instances that require a isk assessment to CCPArefers to "risk assessment when it
significant consumer; or train a facial , or other be performed. is commonly referred to as a Data
T15006) wa technology that verifies a consumer's identity, or condusts physical o biological identiication o profiingofal [l nstances Requiring A | o . Protection Impact Assessment (DPIA)
consumer. For purposes of this paragraph, “intends to se” means the business is using, plans to use, Risk Assessment
permits others to use, plans to permit others to use, is advertising or marketing the use of, o plans to
advertise or market the use of.
7150(c) N/A llustrative examples of when a business must conduct a risk assessment follow: Functional No N/A N/A N/A N/A Dorenn s b
Business Als hiring anew employee. Business A plans o videotape job interviews, then use emotion- o No requirements to map to.
7150(c)(1) N/A gy human o hire. B it conduct a risk Functional Retationship N/A N/A N/A N/A
because it plans to use ADMT for a consumer.
Business B provides a mobile dating application. Business B plans to disclose consumers' precise No requirements to map to.
71500)2) NA geolocation and the ethnicity and medical information the consumers provided in their dating profiles to Functionat No A A A A
Business B's analytics service provider. Business B must conduct arisk assessment because it lans to Relationship
process sensitive personal information of consumers.
Business C provides a personal-bud lication into which their financial information, No requirements to map to.
including income. Business C plans to displ to on for o
7150(0)3) NA payday loans that are based on evaluations of these consumers' personal preferences, interests, and Functional | (i oo NA NA NA NA
reliability from their financial information. Business G K« plans to
share ersonal informat
Business D is a technology provider. Business D plans to extract facaprints from consumers’ photographs to R T DI,
7150(c)4) NA train Business D's facial-recognition technology. Business D must conduct a risk assessment because it Functional Rem:f:‘smp NA NA NA NA
plans to process consumers' personal information to train a facial-recognition technology.
No requirements to map to.
7151 Stakeholder Involvement NIA Functional o NA NA NA NA N ’
for Risk Assessments. Relationship
Abusiness hose job duties include inthe personal information that Mechanisms exist o CCPArefers o 'risk assessment” when it
would be subject to a risk assessment must be included in the business’s risk assessment process for that (1) Def licabl r each risk is commonly referred to as a Data
7151(a) NA processing activity. For examle, an individual who determines the method by which the business plans to Functional | Intersects witn | ISk Assessment RSk.04.4 |(2)Involve identfied stakeholders in the risk assessment process; and 8 Protection Impact Assessment (DPIA)
collect consumers’ personal information for one of the tivities in section 7150, Stakeholder Involvement (8)Provide identiied ith results of the isk
upon completion.
conducting the risk
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Mechanisms exist o CCPA refers to 'risk assessment’ when it
In condusting the risk abusiness may parties in th For example, a
(1) Define applicabl r eachrisk referred o as a Data
business may utiize or gather information from service providers, contractors, experts in detecting and Aok Assasomont () Definoappicanle stakenodrs or cach " . o commonyreferre -
i ; i t
7151(b) NA mitigating bias in ADMT, a subset of the consumers whose personal information the business plans to Functional | Intersects With RSk.04.4 |(2)Involve identfied stakeholders in the risk assessment process; ant 8 rotection Impact Assessment (DPIA)
! " Stakeholder Involvement () Provide identified therisk
process, or stakeholders that represent consumers’ or others' interests, including consumer advocacy
upon completion.
organizations.
t No No requirements to map to.
7152 Risk Assessmen NIA Functional ) NA NA NA N/A 3 J
existto conduct of risk that includes CCPA refers to "risk assessment” when it
A business must conduct arisk assessment to determine whether the risks to consumers' privacy from the the likelihood and magnitude of harm, from unauthorized access, use, is commonly referred to as a Data
7152(a) NA processing of personal information outweigh the benefits to the consumer, the business, other stakeholders, | Functional | Intersects With [ Risk Assessment RSK-04 | disclosure, disruption, modification or destruction of the organization's 8 Protection Impact Assessment (DPIA)
and the public from that same processing. The risk assessment must: Technology Assets, Applications, Services and/or Data (TAASD).
Abusiness risk assessment he risks to consumers’ p R Mechanisms exist to implement a sk assessment methodology to CCPA refers to "risk assessment” when it
i
7152(a) NA processing of personal information outweigh the benefits to the consumer, the business, other stakeholders, |  Functional | Intersects With Methaoton RSK-04.2 | ensure coverage for organizational components relevant for secure, 8 is commonly referred to as a Data
and the public from that same processing. The risk assessment must: d ompliant and resilient operation: Protection Impact opIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
A business must conduct  risk assessment to determine whether the isks to consumers’ privacy from the. Data Protection mpact o D oecton T2 v o0 ik assosemen:
rotecti n Technology Assets, Applications and/or Services a s commonly referred to as a Data
7152(a) N/A processing of personal information outweigh the benefits to the consumer, the business, other stakeholders, | Functional | Subset Of P Rsk-10 |OPAI© bl pplicati rvices (TAAS) 10 ! W referr
Assessment (PIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
and the public from that same processing. The risk assessment must:
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
A business must conduct  risk assessment to determine whether the isks to consumers’ privacy from the. Data Protection mpact e D oecton 2 v ik assesament
rotecti n Technology Assets, Applications and/or Services a referred o as a Data
7152(a) N/A processing of personal information outweigh the benefits to the consumer, the business, other stakeholders, | Functional | Subset Of P Rsk-10  |OPAI© bl pplicati rvices (TAAS) 10 "
Assessment (PIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
and the public from that same processing. The risk assessment must:
1dentity and arisk portthe business's purpose for onsumers’ Mechanisms exist to conduct a Data Protection Impact Assessment CCPArefers o 'risk assessment when it
personal information. The purpose must not be identified or described in generic terms, such as “to improve Data Protection Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that is commonly referred to as a Data
7152(2)(1) NA our services” o or“securiy purposes.” By contras f a business is “improving thesenice” by decreasing |  Functional | Subsecor | 5% PO B | Rsicto {store, process andor ransmit ersont Data (°D) to denty and 10 Protection Impact Assessment (DPIA)
consumers’ wait times when processing their privacy rights requests, the business may identify this decrease remediate reasonably-expected risks.
of wit times to orocess orivacy riehts requests as the
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
Identify and document in a isk assessment report the categories of personal information to be processed, Data Protection mpact e D oecton 2 v oo ik assssemen:
rotecti y a s commony referred to as a Data
7152(a)(2) NA ud 2 formation. This must personal Functional | SubsetOf A Rsi.1o  |{OPIA)on Technology Assets, Applications and/or Services (TAAS) 10 ‘ refer
" Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
information thatis necessary to achieve the purpose of processing consumers’ personal information.
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
Data Protection Impact y r Services (TAAS) that s commony referred to as a Data
7152(a)(3) NA dentity and K« elements of the processing: Functional | SubsetOf rotection Imp Rsi.1o  [{OPIA)on Technology Assets, Applications and/or Services (TAAS) 10 ‘ referr
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
g [ , using, , , or otherwise processing personal Data Protection Impact ) i
FE— A The business’s planned method for collecting, using, disclosing, retaining, or otherwise processing per runctionat | subsetor rotection Imp nskro|(OPIA)on Technology Assets, Applications and/or Services (TAAS) that o is commonly referred to as a Data
and the personal informeati Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
How lony lans to retain ersonal information, o f unknown, the criteria the Data Protection Impact ) ferred to as a Data
[— A wlong plans to retai per if unknowr iteris runctional | subsetor rotection Imp nsto|(OPIA)on Technology Assets, Applications and/or Services (TAAS) that " is commonly referrs
business plans to use to determine that retention period. Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
The business's method of interacting with the consumers whose personal information the business plans to Data Protection mpact e D oecton 2 v ik assosament
rotecti on Technology Assets, Applications and/or Sevices a referred o as a Data
71526@)3I(C) NA process (e.8., via websites, applications, or offline) and the purpose of the interaction (e.g. to provide agood | Functional | SubsetOf A rsito | OPA) N policati rvices (TAAS) 10 "
o, Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
Data Protection Impact PIA) on Technology Assets, Applications and/or Services (TAAS) that s commonly referred to as a Data
7152)3)(0) NA The approximate number of consumers whose personal information the business plans to process. Functional | SubsetOf A rsito | OPA) N policati rvices (TAAS) 10 ‘ refer
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
What disclosures the business has made or plans to make to the consumer about the processing of their Data Protection Impact y ferred to as a Data
— A isclosures the busi o  about the processing of thei runctionat | subsetor rotection Imp asro|(PIA)on Technology Assets, Applications and/or Services (TAAS) that " is commonly referrs
personal information and how these disclosures were or will be made (e.g., via a just-in-time notice). Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
The names or categories of the service providers, contractors, o third parties to whom the business discloses Data rotection mpact o o D oecton 2 v oo ik assosement
otecti on Technology Assets, Applications and/or Services a s commony referred to as a Data
71526@)(3I(F) NA or makes available the consumers’ personal information for the processing; and the purpose for whichthe | Functional | SubsetOf A rskto | OPA) N policati rvices (TAAS) 10 ‘ refer
! Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
business discloses or makes the consumers' personal information available to then.
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
Data Protection Impact PIA) on Technology Assets, Applications and/or Services (TAAS) that s commonly referred to as a Data
7152(@)3)G) A For the uses of ADMT set forth n section 7150, subsections (b)(3), the businessmust dentify: Functional | SubsetOf A rsito | OPA) N policati rvices (TAAS) 10 ‘ refer
Assessment (PIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
Data Protection Impact y ces (TAAS) that referred o as a Data
7152(a)(3)(G)) NiA The logic of the ADMT, incluci imitations of thel d Functional | Subset Of rotection Imp Rsk-10  |(OPIA) on Technology Assets, Applications and/or Services (TAAS) 10 i
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
Data Protection Impact PIA) on Technology Assets, Applications and/or Services (TAAS) that s commonly referred to as a Data
71520a)(3)G)i) NA The output of the ADMT, and how the business willuse the output tomake a significant decision. Functional | SubsetOf A rsk1o | OPA) N policati rvices (TAAS) 10 ‘ refer
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
1dentiy the benefits to  other and thepublic from of Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers o 'risk assessment" when it
the personal informati licabl identified in generic terms, such as pata Protsction Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that is commonly referred to as a Data
7152(2)4) NA “improving our service.” By contrastf a benefit of a processing activiy is to reduce the response time to a Functional | - subsecor | 25,2 PO BRIt | RSIC10 | store, process ancior transmit Personat Data (PD) o dentity and 10 Protection Impact Assessment (DPIA)
consumer'sright o know request, a identify th to remediate reasonably-expected risks.
receive the personal information
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
Identify the negative impacts to consumers” privacy associated with the processing.The business must Date Protection mpact e D oecton 2 v S0 ik assosement
rotecti on Technology Assets, Applications and/or Services a s commony referred to as a Data
7152(a)(5) NA identify the sources and causes of these negative impacts. For example, negative impacts to consumers” Functional | SubsetOf A rskto | OPA) N policat rvices (TAAS) 10 ‘ referr
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
privacy that a business may considerinclude the following:
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
destruction, use, or d Data Protection Impact , s commony referred to as a Data
F— A uction, u runctional | subsetor otection Imp nskro|(OPIA)on Technology Assets, Applications and/or Services (TAAS) that " i  refers
in'the loss of P information. Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
Data Protection Impact PIA) on Technology Assets, Applications and/or Services (TAAS) that s commonly referred to as a Data
7152(a)(5)8) NA Discrimination upon the basis of protected characteristics that would violatefederal or state law. Functional | Subset Of P Rsk-10 [OPW BY. pplicati rvices (TAAS) 10 ! W referr
Assessment (PIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
Impairing consumers' control over their formation, such as byprovidin for Data Protection mpact e o oo o e o ek assessment
otecti on Technology Assets, Applications and/or Services a refe
7152(a)(5)(C) NA Gonsumers to make an informed decisionregarding the processing of their personal information, or by Functional | SubsetOf A rsk1o | OPA) N policati i 10 "
S, Assessment (PIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Cosrcing or compelling consumers into allowing the processing of theirpersonal information, such as by Mechanisms exist to conduct a Data Protection Impact Assessment CCPArefers to 'risk assessment when it
* acaquisition or pon their personal information Data Protection Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that is commonly referred to as a Data
7152(a)(5)(D) N/A that to the expected the service, or o consent to Functional Subset Of ‘Assessment (OPIA) RSK-10  |store, process and/or transmit Personal Data (PD) to identify and 10 Protection Impact Assessment (DPIA)
o y hrough the use of a dark remediate reasonably-expected risks.
pattern).
Economic harms, or depriving Mechanisms exist to conduct a Data Protection Impact Assessment CCPArefers o 'risk assessment when it
"
— A igher prices, or compensating consumersat lowe rates based upon profling;or imposing additionatcosts | || DataProtection mpact | | (DPIA) on Tochnology Assets, Applications and/or Sorvices (TAAS)that " is commonly referred to as a Data
upon consumers, including costs access * personal Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
Physical harms to consumers or to property,including processiny for physical o Data Protection Impact y ferred to as a Data
— A ysical harr u property, including i 3 2 " | runctonat | subsetor rotection Imp nsro |(OPIA)on Technology Assets, Applications and/or Services (TAAS) that " is commonly referrs
sexual violence. Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
harm that could neg; " »such as Data Protection Impact (DPIA) on Technology Assets, Applications and/or S AAS) that ly referred o as a Dat
otecti nology Assets, Applications and/or Services a s commony referred to as a Data
7152(@)(5)G) NA stigmatization of a consumer as a resultof a tication’s disclosure of "ssexual | Functional | SubsetOf A Rsi.1o  [{OP1A)on Technology policati rvices (TAAS) 10 ‘ refer
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
or other preferences ina partner outside of the dating application.
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
harm: distress, stress, anxioty fear, frustration, shame, P o Toctmatoms Aessre Anmticarions andlor Sontis S that o,
on Technology Assets, Applications and/or Services a is commonly referred to as a Data
and feelings of violation, impactan . Examples of such harms Data Protection Impact
7152(a)(5)(H) NA ings of violati P o Functional Subset Of P RSK-10  |store, process and/or transmit Personal Data (PD) to identify and 10 Protection Impact Assessment (DPIA)
distress disclosure of a Assessment (DPIA)
) remediate reasonably-expected risks.
consumer's purchase of pregnancy tests for
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
dentify and K« thatthe toimplementfo Data Protection Impact , s commony referred to as a Data
- A ify imp! | runctonat | subsetor rotection Imp nskto |(PIA)on Technology Assets, Applications and/or Services (TAAS) that " i  refers
the processing, such to address the identiied Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
Data Protection Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that referredto as a Data
7152(a)(6)A) NA For example, safeguards that a business may consider include the following: Functional | Subset Of P Rsk-10 [OPW BY. pplicati rvices (TAAS) 10 i
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
Encryption, segmentation of information systems, physical and logicalaccess controls, change management, Data Protection Impact y referred o as a Data
P A yption, segmentation of information systems, physi i r ige manag runctional | subsetof rotection Imp askto|(OPIA)on Technology Assets, Applications and/or Services (TAAS) that o is commonly referrs
network monitoring and defenses,and data and integrity monitoring: Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
Useof such as , Data Protection Impact , s commony referred to as a Data
— A u runctional | subsetor rotection Imp asro |(OPIA)on Technology Assets, Applications and/or Services (TAAS) that " i refers
encryption, privacy Assessment (PIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
Consulting external parties, such as those described in section 7151,subsection (b), to ensure that the Data Protection mpact o D oecton T2 v oo ik assosemen:
otecti . Applications and/or Services a s commony referred to as a Data
7152(a)(B)(A)jii) N/A business maintains current risks and using Functional Subset Of P Rsk-10 |1 ) on Technology Assets, Applicati rvices (TAAS) 10 ! yreferre
) Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
thatknowledge to identify, assess, and mitigate risks to consumers” privacy;and
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment” when it
olicies, proced trainingto ensure s ADMT works for the business's Data Protection Impact ) ferred to as a Data
P WA polici ining to ensure works for the busi runctional | subsetor otection Imp nsketo|(OPIA)on Technology Assets, Applications and/or Services (TAAS) that " is commonly referrs
d does based upon Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
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Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment’ when it
Identify and K« twillinitiate subject to the risk Data Protection Impact P i
. A ity itwillinit ubj i runctional | subsetof rotection Imp Rsk10 | (OPIA)on Technology Assets, Applications and/or Services (TARS) that 0 referred to as a Data
assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
remediate
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to 'isk assessment’ when it
Identify and K« ovided the information for the risk Data Protection Impact P i
E—_—- A ity provi i ion for the i runctionat | subsetor rotection Imp Rsk10 | (OPIA)on Technology Assets, Applications and/or Services (TARS) that 0 is commonly referred to as a Data
except for legal counsel who provided legal advice. Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
remediate
Identify and arisk port the date th as reviewed and d,and Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "isk assessment’ when it
the names and positions of the individuals who reviewed or approved the assessment, except for legal Data Protsction Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that is commonly referred to as a Data
7152(a)(e) NA counsel who provided legal advice. An individual who has the authority to participate in the | Functional | SubsetOf rasasmman (0PI RSK-10 |store, process and/or transmit Personal Data (PD) to identify and 10 Protection Impact Assessment (DPIA)
business will initiate the processing that is the subject of the risk assessment must review and approve the remediate reasonably-expected risks.
Additional Requirements RSl e R e
for Businesses that
Process Personal o
7153 Information to Train NA Functional - NA NA NA N/A
Relationship
Automated
Decisionmaking
Technology.
. N Mechanisms exist to utilize  process to assist users in making
A business that makes ADMT available to another business (“recipient-business”) to make a significant sharing decisions srotected.
7153(a) NA decision as set forth in section 7150, subsection (b)(3), must provide to the recipient-business allfacts Functional | Intersects With|  Information Sharing | DCH-14 8
available to the business that are necessary for the recipi to conduct its own risk .
- R Mechanisms exist o require contractual requirements for cybersecurity
e A business that makes ADMT available to another business (“recipient-business”) to make  significant Third-Party Gontract and data protection requirements with third-parties, reflecting the
(@) NiA decision as setforth in section 7150, subsection (b)(3), must provide to the recipient-business allfacts Functional | Intersects With Roaramonts TPMA05 | o onization's moeds to protect s Technology Assets, Applications, 8
available to the business that are necessary for ownrisk t Servicss and/or Data (TAASD)
No No requirements to map to.
7153(b) N/A The requirements of this section apply only to ADMT trained using personal information. Functional ) N/A N/A N/A N/A DRI
Goal of a Risk No No requirements to map to.
7154 ! NA Functional . N/A NA N/A N/A AL LR
The goal of arisk assessment is restricting or prohibiting the processing of personal information if the risks to Deta Protection Impact ':;ic‘xa"‘s:'s :x\s‘tm c:"d“d: Da“a P'mm“"; "";“Msses:);":"; ceea 'E'E"s o ‘”Sk:ssess"‘;" whenit
7154(a) NA privacy of the consumer outweigh the benefits resulting from processing to the consumer, the business, other | ~ Functional | Subset Of rotection Imp Rsi1o  [(PIA)on Technology Assets, Applications and/or Services (TAAS) that 10 is commonly referred to s a Data
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
stakeholders, and the public.
remediate
Timing and Retention o No requirements to map to.
7155 Requirements for Risk NA Functional o NA NA NA N/A
Relationship
exist to conduct of risk that includes CCPA refers to "risk assessment’ when it
the likelinood and harm, from use, is commonly referred to as a Data
A business must comply with the following timing requirements for conducting and updating its risk
7155(a) NA e ply ‘g tming reat BENSLPAstng Functional | Intersects With | Risk Assessment RSK-04 | disclosure, disruption, modification or destruction of the organization's 8 Protection Impact Assessment (DPIA)
Technology Assets, Applications, Services and/or Data (TAASD).
A business must comply with the following timing requirements for conducting and updating its risk existto Y update risk and react COPArefers o 'risk assessment’ when it
7155(a) N/A A v Functional | Intersects With [ Risk RSK-07 pon identifying including using 8 is commonly referred to as a Data
for security vulnerability Protection Impact Assessment (DPIA)
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "risk assessment’ when it
c
Tss(a) A A business must comply with the following timing requirements for conducting and updating s risk Functional | subsetor | D@ Protectionimpact | L | (DPIA) on Technology Assets, Applications andor Services (TAAS) that 0 is commonly referred to as a Data
assessments: Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
remediate
Mechanisms exist to define instances that require a risk assessment to CCPA refers to "isk assessment’ when it
Abusiness K of this Instances Requiring A
7155(a)(1) N/A Functional | Intersects With RSK-043 [ be performed. 8 is commonly referred to as a Data
Article before initiating any processing activityidentified in section 7150, subsection (b). Risk Assessment
Protection Impact Assessment (DPIA)
Mechanisms exist to define instances that require a risk assessment to CCPA refers to "risk assessment’ when it
hree years, a business must d update as necessary, its risk assessments to Instances Requiring A
7155(a)(2) N/A Functional | Intersects With RSK-043 [ be performed. 8 is commonly referred to as a Data
ensure that they remain accurate in accordance with the requirements of this Article. Risk Assessment
Protection Impact Assessment (DPIA)
Notw/thetanding subsection (82) ofthis secton, a business mustundate sk assessment whenever there Mechanisms exist to defin instances that require a risk assessment to CCPA refers to "risk assessment’ when it
is a material change relating to the processing activity, as soon as feasibly possible, but no later than 45 be performed. is commonly referred to as a Data
calendar days from the date of the material change. A change relating to the processing activity is material i it Protection Impact Assessment (DPIA)
creates new negative impacts or increases the magnitude or likelinood of previously identified negative
Instances Requiring A
7155(a)(3) NA impacts as set forth in section 7152, , or diminishes the of set|  Functional | Intersects With | "7 P TOa S RSK-04.3 8
forth in section 7152, subsection (a)(6). Material changes may include, for example, changes to the purpose
of the processing; the minimum personal information necessary to achieve the purpose of the processing; or
the risks to consumers” p . numerous toabusiness
aboutthe risks that the business’s processing poses to their privacy).
For any processing activity identified in section 7150, subsection (b), that the business inifiated prior to Mechanisms exist to define instances that require a risk assessment to CCPA refers to risk assessment’ when it
January 1, 2026 ar after January 1, 2026, d Instances Roauiring A be performed. is commonly referred to as a Data
7155(5) NiA forth in section 7152, a isk the of this Article no later than Functional [ Intersects Witn | {08 ed e RSK-04.3 8 Protection Impact Assessment (DPIA)
December 31, 2027. The business must comply with the submission requirements set forth in section 7157,
subsection (a)(1).
Mechanisms exist o retain media and data in accordance with applicable CCPA refers to 'isk assessment’ when it
A business must retain ts risk assessments, including original and updated versions, for as long as the
7155(c) NA Functional Subset | Media & DataRetention | DCH-18 | statutory, regulatory and contractual obligations. 10 is commonly referred to as a Data
for five years after of the risk t, whichever is ater.
Protection Impact Assessment (DPIA)
Conducting Risk No requirements to map to.
Assessments for a
Comparable Set of No
7156 par N/A Functional e N/A N/A N/A N/A
Processing Activties or Relationship
inCompliance with Other
Laws or Regulations.
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "isk assessment’ when it
# business asinglrisk ° o Data Protection Impact (DPIA) on Technology Assets, Appl dlor S ARS) th ly referred D
7156(a) N/A Set of processing activities” that can be addressed by a singlerisk assessment s a setof similar processing | Functional |  SubsetOf rotection Imp Rsi1o  |(OPIA)on Technology Assets, Applications and/or Services (TAAS) that 10 is commonly referred to s a Data
° Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
activities that present similar risks toconsumers’ privacy.
remediate
For example, Business E sells toys to children and is considering using in-store paperforms to collect names, e CTE TS mIE
mailing addresses, and birthdays from children that visittheir stores, and to use that information to mail a
coupon and list of age-appropriatetoys to each child during the child’s birth month and every November.
Business Euses the same service providers and technology for each category of mailings acrossall stores.
Business E K t information in its risk No
7156(a)(1) NA v ! ron it Functional o NA NA N/A N/A
assessment report, because it is processing sensitivepersonal information. Business E may use a single risk Relationship
assessment for processing thepersonal information for the birthday mailing and November mailing across
allstores because in each case it is collecting the same personal information in thesame way for the purpose
of and sts tochildren, and this processing presents similar risks to
consumers’ privacy.
Mechanisms exist to conduct a Data Protection Impact Assessment CCPA refers to "isk assessment’ when it
A business may utilize a isk assessment that it has prepared for another purpose to meet the requirements in Data Protection Impact e e e e e .
7156(6) N/A section 7152, provided that t that must be included in, or is paired|  Functional | Subset Of rotection Imp Rsi1o  |{OPIA)on Technology Assets, Applications and/or Services (TAAS) that 10 is commonly referred to s a Data
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and Protection Impact Assessment (DPIA)
with information , compl section 7152.
remediate
For example, Business F plans to sell consumers’ personal information. Business F conducts a sk No requirements to map to.
assessment for that processing activity using a data protection assessment that is compliant with another
state Law. That state Law requires the information that must be in section 7152, but does not explicitly require o
7156(b)(1) N/A some of the information in subsections (a)(2)-(3), (7), or require the name and position of the individual who Functional e — N/A N/A N/A N/A
has the authority to participate in deciding whether the business willnitiate the processing that s subject to ®
the risk assessment. Business F must also include this information in its risk assessment to meet the
in section 7152
Submission of Risk o No requirements to map to.
7157 Assessments to the NA Functional - NA NA NA N/A
Relationship
Agency.
Cybersecurity & Data existto reporting of
7157(a) NA Timing of Risk Assessment Submissions. Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
orting regulatory authorities. os reauired.
Cybersecurity & Data e rting of
For risk assessments conducted in 2026 and 2027, the business must submit to the Agency the information th uny existto reporting o
7157(a)1) NA Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
required by subsection (b) no later than April 1, 2028.
Reporting regulatory authorities. os reauired.
For risk assessments conducted after 2027, the business must submit to the Agency the information required Cyperscurity & Data existto reporting of
by subsection (b) no later than April 1 following any year during which the business conducted the risk
ns7e2) NA y subsection (b) r than April wing any year during whi usi u i runctional | subsetof Protostion Status Govey | cYbersecurity and/or data privacy program to applicable statutory and/or 0
assessments. For example, for risk assessments conducted in 2028, the business must submit to the Agency oo regulatory authorities, as required.
the information reauired bv subsection (b no later than April 1, 2029. porting
Cybersecurity & Data exstto reporting of
7157(6) NiA A business must submit to the Agency the following risk assessment information: Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
Reporting regulatory authorities. os reauired.
Cybersecurity & Data existto reporting of
The business’s name and a point of contact for the business, including the contact’s name, phone number,
7157(0)(1) N/A P ¢ P Functional | Subset O Gov-17 nd/or data privacy program to applicable statutory and/or 10
and email address.
Reporting regulatory authorities. os reauired.
Cybersecurity & Data existto reporting of
7157(b)(2) N/A The time period covered by the submission, by month and year. Functional Subset Of GOV-17 nd/or data privacy program to applicable statutory and/or 10
Reporting regulatory authorities. os reauired.
Cybersecurity & Data e rting of
The number of risk assessments conducted or updated by the business during the time period covered by the herseourtty st eporting o
7157(0)3) NA Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
submission, in total and for each of the processing activities identified in section 7150, subsection (b).
Reporting regulatory authorities. os reauired.
Whether the risk updated by the the time period covered by the Cybersecurity & Data ) e“z‘/“’ B reporting of e »
7157(b)4) N/A submission involved the processing of each of the categories of personal information and sensitive personal | Functional |  SubsetOf Protection Status o1 | o <2t Privacy program to pplicale statutony andlor 10
information identified in Civil Code section 1798.140, subdivisions (v)(1)(A)-(L), (ae)(1)(A)-(G), and (ae)(2)(A}-(C). Reporting regulatory authorities, as required.
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Control Descripti

d (B) software
them a diploma or certificate.

assesses students’ exams to determine whether to grant

(ADMT) Use Notification

Attestation to the following statement: I attest that the business has condusted a risk assessment for the existto of
processing activities set forth in California Code of Regulations, Title 11, section 7150, . during Cybersecurity & Data nd/or data privacy program to applicable statutory and/or
7157(b)(5) N/A the time period covered by this submission, and that | meet the requirements of section 7157, subsection (c). Functional Subset Of GOV-17 , as required. 10
Under penalty of perjury under the laws of the state of Galifornia, | hereby declare that the risk assessment Reporting
submitted is true and correct.”
Cybersecurity & Data axistto of
The name and business fitle of the risk and the date of the
7157(b)(6) NA e e Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
. Reporting regulatorv authorities. as reauired.
Cybersecurity & Data i f
The individual submitting the information set forth in subsection (b) must be a member of the business’s herseourtty st ©
7157(0) NiA Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
executive management team who:
Reporting reculatory authorities. as reauired.
Cybersecurity & Data existto of
7157001 NA Is directly resp he business's Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
Reporting reculatory authorities. as reauired.
Cybersecurity & Data existto of
7157(c)(2) NA Has sufficient knowledge of the business's risk assessment d o d Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
Reporting reculatory authorities. as reauired.
Cybersecurity & Data existto of
7157(0)) NA Has the authority to submit the risk assessment information to the Agency. Functional | Subset Of Gov-17 nd/or data privacy program to applicable statutory and/or 10
Reporting reculatory authorities. as reauired.
Cybersecurity & Data existto of
The risk assessment information must be submitted to the Agency via the Agency's website at
7157(0) N/A gency Agency Functional | Subset O Gov-17 nd/or data privacy program to applicable statutory and/or 10
hitps://cppa.ca.gov.
Reporting reculatory authorities. as reauired.
The Agency or the Attorney General may require a business to submit is fisk assessment reports to the Cybersecurity & Data existto of
7157(e) NA Agency or to the Attorney General at any time. A business must submit s risk assessment reports within 30 |  Functional | SubsetOf Gov-17 nd/or data privacy program to applicable statutory and/or 10
calendar davs of the Asency's or the Attorney General's reauest. Reporting reculatory authorities. as reauired.
When a Business's Use No requirements to map to.
of Automated
Desisionmaking No
7200 NIA Functional - NA NA NA NA
Technology is Subject to Relationship
the Requirements of This
Article.
exist to facilitate the and of
Abusiness that uses ADMT to make a consumer the Statutory, Regulatory &
7200(a) NiA Functional | Subset Of  Hoeutatory CPLOT | relevant statutory, regulatory and contractual controls. 10
requirements of this Article. Contractual Compliance
‘A business that Uses ADMT for a significant decision prior to January 1, 2027, must be in compliance with the exist to facilitate the and of
of this Articte no later than January 1, 2027. A business that uses ADMT on or after January 1, Statutory, Regulatory & regulator
7200(0) A 1o Ari uary us! u raftorJanuary Functional | SubsetOf utory Regulatony& | - gp o g controls 10
2027, must be in compliance with the requirements of this Article any time it is using ADMT for a significant Contractual Compliance
decision.
Pre-use Notice No No requirements to map to.
7220 re-use Noti NIA Functional . N/A NA N/A N/A AL LR
(A business that uses ADMT as set forth in section 7200, subsection (@), must provide consumers with a Pre- Mechanisms exist to notify data subjects of thei rights through a pre-use
use Notice. The Pre-use Notice must inform consumers about the business’s use of ADMT and consumers” Automated Decision- notice when their Personal Data (PD) will be processed by an Automated
7220(a) NA rights to opt-out of ADMT and to access ADMT, as set forth inthis section. A business may provide a Pre-use | Functional | Subset Of MakingTechnology | PRI-19.1 [ Decision-Making Technology (ADMT). 10
Notice inits Notice at ollection, provided that the Notice at Collection complies with, and includes the (ADMT) Use Notification
reauired by. subsections (bl and (cl.
tomated Decison: Mecham:ms :x\st © r\nmy‘ :ala s:gect: :c their ngmsu Tmug;\ sprese
7220(6) NiA The Pre-use Notice must: Functional | Subset Of Making Technology | PRI.19.1 | 101°e When her Persons TD‘MT)W‘ © processed by an Automate 10
(ADMT) Use Notification ecision-Making Technology (/ )
tomated Decioon: Mecham:ms :x\stpm r\nmy‘ :ala s:gect: :c their ngms;:mug: sprese
7220(0)(1) NA Gomply with section 7003, subsections (al-(b). Functional | Subset Of Making Technology | PRI.19.1 | 101°e When her Persons ’;’D‘MT’W‘ @ processed by an Automate 10
(ADMT) Use Notification ecision-Making Technology (/ )
Be presented prominently and conspicuously to the consumer at or before the point when the business Mechanisms exist to notify data subjeots of their rights through a pre-use
collects the consumer's personal information that the business plans to process using ADMT. If a business Automated Decision- g““"e W“:"‘ L“e”:e’:”"‘ D’LBD":':’ Wwill be processed by an Automated
7220(0)(2) NA has already collested the consumer’s personal information for a different purpose and subsequently plansto |  Functional | Subset Of Making Technology | PRI-19.1 | Decision-Making Technology (ADMI). 10
process it using ADMT for the purpose set forth in section 7200, subsection (a), the business must provide a (ADMT) Use Notification
Pre-use Notice before processing the consumer’s personal information for that purpose.
tomated Decioon: Mecham:ms :x\stpm r\nmy‘ :ala s:gect: :c their ngms;:mug: sprese
7220(6)(3) N/A Be presented in the manner in which the business primarily interacts with the consumer. Functional | Subset Of Making Technology | PRI-19.1 | 1Uce when their Personal Data (PD) will be processed by an Automate 10
Decision-Making Technology (ADMT).
(ADMT) Use Notification
tomated Decioon: Mecham:ms :x\st o r\nmy‘ :ala s:gect: :c their ngmsu Tmug;\ sprese
7220(c) NiA The Pre-use Notice must include the following: Functional | Subset Of Making Technology | PRI.19.1 |01 When her Persons TD‘MT)W‘ © processed by an Automate 10
(ADMT) Use Notification ecision-Making Technology (/ )
‘A plain language explanation of the specific purpose for which the business plans to use the ADMT. The rtomated Decison Mechanisms exist to notify data subjects of thei rights through a pre-use
business must not describe the purpose in generic terms, such as “to make a significant decision” without
722000)1) NA usiness mu ibe the purpose in gener u ignifi ision” withou runctional | subsetof Maxing Tochmology | PRI.1o.1|Motice when their Personal Data (PD) willbe processed by an Automated o
further information, because this does not describe to the consumer the specific decision for which the Decision-Making Technology (ADMT).
(ADMT) Use Notification
business plans to use ADMT with respect to them.
) B . o tomated Decioon: Mecham:ms :x\stpm r\nmy‘ :ala s:gect: :c their ngms;:mug: sprese
722000)2) NA o " Functional | Subset Of Making Technology | PRI.19.1 |01 When her Persons ’;’D‘MT’W‘ @ processed by an Automate 10
: (ADMT) Use Notification ecision-Making Technology ( ).
If the business is not required to provide the ability to opt-out because it s relying upon the human appeal Automated Decision- M“"a"‘:"‘s :“S‘P“’ ""”’V‘ ‘l’;‘a 5::‘“‘; :' their ”g"‘z‘:’”“gz‘ oo
7220(0)(2)(A) NA exception set forth in section 7221 1), the business inform oftheir | Functional | Subset Of Making Technology | PRI.19.1 | 101°e When el Persons a/‘:D‘MT) Villbe processed by an Automate 10
ability to appeal the decision and provide instructions to the consumer on how to submit their appeal. (ADMT) Use Notification ecision-Making Technology ( ).
iho busines o e provid h ity 1 ot vt bocuse s eingupan anoter axcotanset Autometed Decison- oo et PSPy e oeaney AT
72N A ot nsseton 7223, ssbsncion o, the iness ot oty spoHis ccopion g . nctonl | swseror | MakngTeehlogy | p-ta | pE TR BT ety an e 0
’ g " i ying U (ADMT) Use Notification ecision-Making Technology (/ )
desrpion f he consumar gt 0 566038 AOMTwith espet o th consumarand ow o cansumor Autometed Decison- oo et PSPy e oeaney AT
7220080 A s tht ot 0 ecossADMT 1 habusinss. e u Functional | - SubsetOf MakngTectnotony | PRI191 - |(EEn i a/‘:D‘MT)W‘ epresdbyan fuome °
a : (ADMT) Use Notification ecision-Making Technology ( ).
tomated Decioon: Mecham:ms :x\stpm r\nmy‘ :ala s:gect: :c their ngms;:mug: sprese
7220(0)4) N/A That the business is prohibited from retaliating against consumers for exercising their CCPA rights. Functional | Subset Of Making Technology | PRI-19.1 |10 when their Personal Data (PD) will be processed by an Automate 10
Decision-Making Technology (ADMT).
(ADMT) Use Notification
‘Additional information about how the ADMT works to make a significant decision about consumers, and how rtomated Decison Mechanisms exist to notify data subjects of thei rights through a pre-use
the significant decision would be made if a consumer opts out. The business may provide this information via
720019 A s ooy 0 matiod (o3 oyered notcs o ot The st miomaton s | "UTELONAL | Subsetor | WaangTechnology | prutai (S R PR PR B bepresesseaty enAumetes ©
o v g2y ypertink). ADMT) s Notionton ecision-Making Technology (ADMT).
a explanation of the following:
How the ADMT processes personal information to make a significant decision about consumers, including the Automated Decision- MEC"E"‘:"‘S :X‘S‘P“’ ""“W‘:a‘a 5::‘“‘::“"e‘”‘gmz‘:"’“g;‘a"'E'“s:
7220(c)(5)(A) NA categories of personal information that affect the output generated by the ADMT. An “output” may include Functional | Subset Of Making Technology | PRI-19.1 |10 when their Personal Data (PD) will be processed by an Automate 10
Decision-Making Technology (ADMT).
predictions, decisions, and recommendations (e.g., numerical scores of compatibility). (ADMT) Use Notification
1o oo of outout gemeratod by the ADMT, andl how sed 0 make a sgnficantd or Mechanisms exist to notify data subjects of thei rights through a pre-use
example, this may include whether the output is the sole factor in the decisionmaking process or what the Automated Decision- nouee W“:"‘ L“e”:e’:”"‘ D’LBD":':’ willbe processed by an Automated
7220(c)(5)(B) NA other factors are in dto humanis part of Functional | Subset Of Making Technology | PRI-19.1 | Decision-Making Technology (ADHMI). 10
process in a manner that does not mest the requirements of “human involvement” in section 7001, (ADMT) Use Notification
subsection (e)1), what that human's role s in the decisionmaking process.
o h e osessformaking sigifcant docsonis o consumors who oot unss an Astmaied Decien- oo et PSPy e oeaney AT
72004510 A xceptionto pravcing e optoutof OMT st section 7221, sseon 3, 5. nctonat | susseror | vangracrnoogy | prira (G2 PR TR T beresmsesbyn Ao ©
ption to providing the op . . appl (ADMT) Use Notiontion ecision-Making Technology (ADMT).
0200 on In providing the information required by subsection (c)(5), a business's Pre-use Notice s not required to Fomtonat No v v v oA No requirements to map to.
include:
No No requirements to map to.
7220(d)(1) N/A Trade secrets, as defined in Civil Code section 3426.1, subdivision (d); or Functional ) N/A N/A N/A N/A DRI
No No requirements to map to.
7220(d)(2) N/A Information that would compromise the business’s ability to: Functional ) N/A N/A N/A N/A DRI
Prevent, detect, and incidents that ho availabiliy, authentioiy, integrity, or No No requirements to map to.
7220(d)(2)(4) N/A V 8 fntegrity. Functional ) N/A N/A N/A N/A DRI
stored or transmitted personal
2200208 on Resist malicious, deceptive, fraudulent, o llegal actions directed at the business or at consumers, of to Fmctionat No A A A A No requirements to map to.
prosecute those responsibe for those actions: or
No No requirements to map to.
7220(d)(2)(C) N/A Ensure the physical safety of natural persons. Functional ) N/A N/A N/A N/A DRI
A business may provide a consolidated Pre-use Notice as set forth below, provided that the consolidated Pre- Automated Decision- MEC"E"‘:"‘S :X‘S‘P“’ ""“W‘ :a‘a 5::‘“‘: :' their ”gmz‘:"’“g;‘ oo
7220(e) NA use Notice includes the information required by this Article for each of the business’s proposed uses of Functional | Subset Of Making Technology | PRI.19.1 | 101°e When el Persons a/‘:D‘MT) Villbe processed by an Automate 10
ADMT: (ADMT) Use Notification ecision-Making Technology ( ).
The business's se of a single ADMT for multiple purposes. For example, an employer may provids a tomated Decioon: Mechanisms exist to notify data subjects of thei rights through a pre-use
consolidated Pre-use Notice to an employee that addresses the employer's proposed use of productivit
72000 w rotonng sfoars o atermin e cmplyes memotworkndcomparanton,angto | FUTCUona | swsstor | makngTeenmotogy | pate |0 O ST e presessnsbyn ometed 0
© ooy (ADMT) Use Notification ecision-Making Technology (/ )
determine will be demoted.
The business's use of multiple ADMTs for a single purpose. For example, a business may provide a Mechanisms exist o notify data subjeots of their rights through a pre-use
° Automated Decision- notice when their Personal Data (PD) will be processed by an Automated
consolidated Pre-use Notice to a job the business’s of: (1) software to
722000)2) NA Functional | Subset Of MakingTechnology | PRI-19.1 [ Decision-Making Technology (ADMT). 10
screen applicants’ resumes to determine which applicants it will hire, and (2) software to evaluate applicants’
(ADMT) Use Notification
Vocal intonation, facial expression, and gestures to determine which applicants to hire.
The business's use of multiple ADMT for multiple purposss. For example, an educational provider may Mechanisms exist to notify data subjects of thei rights through a pre-use
provide a Pre-use Notice to a n nt that add ider’s proposed Automated Decision- notice when their Personal Data (PD) will be processed by an Automated
7220(e)(3) NA use of: (A) software that automatically screens students’ work for plagiarism to determine whether they will | Functional | Subset Of MakingTechnology | PRI-19.1  |Decision-Making Technology (ADMT). 10
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The systematic use of a single ADMT. For example, a business may provide a consolidated Pre-use Notice to

the business’s methodical and regular use of ADMT to allocate work to its

Automated Decision-

Mechanisms exist to notify data subjects of their rights through a pre-use
notice when their Personal Data (PD) will be processed by an Automated

|ADMT, that the consumer has made a request to opt-out of that ADMT and instructing them to comply with the

consumer's that ADMT within the same time frame.

(ADMT) Opt-Out Consent

Making Technology (ADMT).

722000)4) NA y -, e . e o Functional | Subset Of Making Technology | PRI-19.1 | kg ooy OV 10
' (oyees each time it proposes to use the - .
employees, rather than providing a Pre-use Notice to the same employe prop: (ADMT) U Notionton ecision-Making Technology
ADMT for the same purpose.
-Outof No No requirements to map to.
7221 Requests to Opt-Out of N/A Functional : N/A N/A N/A N/A i P
ADMT.
Mechanisms exist to provide concise, unambiguous and understandable.
Ab tprovid th the ability to opt-out of the use of ADMT to mak ficant Automated Decision- how a data subjects t-out of Automated D
ers with the ability o opt-out of the use o o make a significant g -
02100 wa A busiess mustprovcsconsumers with he oty 1o ptcut o u igifi runctionat | subsetor i O OWZD;:]SH jects can opt-out of Automated Decision o
ecision concerning the consumer, except as set forth in subsection (b). ADMD Opt.out Campent aking Technology (ADMT).
Mechanisms exist to provide concise, unambiguous and undarstandable.
Ab t d to provids th the ability to opt-out of a b ‘s use of ADMT & Automated Decision- how a data subjects t-out of Automated D
rovide consumers with the ability to opt-out of a business's use of o g -
02100) wa sessia ot eqirad o providcorsumers i e ity 0ot i runctional | subsetof kg Tocmology | P2 | US1oTs 00 o dta subjcts ancptoutof AutomatedDecion o
make a significant decision i the following circumstances: DM Opt.out Cameent aking Technology (ADMT).
Mechanisms exist to provide concise, unambiguous and understandable.
The b des the th amethod Lthe d toah ho has th Automated Decision- how a data subjects t-out of Automated D
o consumer with @ method to appeal the decision to a human reviewer who has the g -
0210000) wa o busines prvide o consumer it ametiod 0 appent e deci man eoor v runctionat | subsetor e O ow(:D;Ta]su jects can opt-out of Automated Decision o
. st do the followin .
authority to overturn the decision. To qualify for this exception, the business mus & DM Opt ot Campent aking Technology
Designate a human reviewer to review and analyze the output of the ADMT and any other information that is Mechanisms exist to provide concise, unambiguous and understandable.
relevant to change the significant decision at issue. This human reviewer must consider the information Automated Decision instructions on how a data subjects can opt-out of Automated Decision-
mer in support of their appeal and may consider any other sources of information about .
7221(6)(1)(A) N/A provided by the consumer in supp irapp: v considerany u [nformatt Y| Functional | subsetor Making Technology | PRI-1e.2 | Making Technology (ADMT) 10
the significant decision. The human reviewer must know how to interpret and use the output of the ADMT that OV oot Compent
made the significant decision being appealed and must have the authority to change the decision based on "
their analvsis.
dunderstandabls
ol to the consumer hy Land enable the consumer to provide information to Mechanisms exist o provide concise, unambiguous and understandable
instructions on how a data subjects can opt-out of Automated Decision-
the human reviewer in supportof their appeal. The method of appeal must be easy for the consumers to
execute, require minimal steps, and comply with section 7004. Disclosures and communications with Automated Decision- Making Technology (ADMT).
7221(b)(1)(8) NA - red " Ps. | t"’ it saction 7003, subseetions (o1 (0. The imete Functional Subset OF Making Technology PRI-19.2 10
, ions (a)-(b). The timeline for
consumers concerning the appeal must comply with section 7003, subsec AOMT) Ot Out Comsent
requests to appeal ADMT must comply with section 7021. Businesses must comply with the verification
requirements set forth in Article 5 when a consumer submits an appeal.
Mechanisms exist to provide concise, unambiguous and undarstandable.
For ad 1 hiring d tforth n section 7001, subsections (ddd)(3(A) and Automated Decision- how a data subject t-out of Automated D
, acceptance, or hiring decisions as set forth in section 7001, subsections an g -
J221002) wa (:;;(;ﬂ:}sw::ha:c:p g dcts in secti ubsecti runctionat | subsetor e O ow(:D;Ta]su jects can opt-out of Automated Decision o
)IA). if the following are true: o e ot aking Technology (ADMT).
Mechanisms exist to provide concise, unambiguous and undarstandable.
The b the ADMT b 2 ’s ability to perform at Automated Decision- how a data subjects t-out of Automated D
ses the " the business’ s ability to perform g -
7221(6)(2)(8) NA e e oo Conumer s any o peror Functional | Subset Of Making Technology | PRI19.2 | PErUCTOns on °W(:D;T"]s“ jects can opt-out of Automated Decision 10
. accept, or hire them; an .
work or in an educational program to determine whether to adrmit, accspt, o DM Optot Campent aking Technology
Mechanisms exist to provide concise, unambiguous and understandable.
The ADMT b 2 based tected Automated Decision- i how a data subjects t-out of Automated D
ks for the business’s purps ased upon protectet g -
7221(6)(2)(8) NA ° L upon® Functional | Subset Of Making Techrology | PRI-19.2 | [Suctons on fow 8 4t subjects can opt-out of Automated Decision 10
(ADMT) Opt-Out Consent laking Technology (ADMT).
Mechanisms exist to provide concise, unambiguous and understandable.
cand d tforth in section 7001, subsect Automated Decision- how a data subjects t-out of Automated D
work an cisions as set forth in section 7001, subsection g -
7221(6)(3) NA [ o el riin seet ! Functional | Subset Of Making Technology | PRI19.2 | PSrUCTOns on °W(:D;T"]s“ jects can opt-out of Automated Decision 10
)(B) fthe following aretrue: (ADMT) Opt-Out Consent faking Technology -
Mechanisms exist to provide concise, unambiguous and undarstandable.
Automated Decision- o e e
on how a data subjects can opt-out of Automated Decision-
7221(6)(3)(8) NA The business uses the ADMT solely o the business’s workor d | Functional | subsetOr | MakingTechnology | PRI19.2 oo o0 PO HERESHYY proutorAu ! 10
(ADMT) Opt-Out Consent laking Technology -
Mechanisms exist to provide concise, unambiguous and understandable.
The ADMT b 2 based tected Automated Decision- i how a data subjects t-out of Automated D
ks for the business’s purps ased upon protectet g -
7221(6)(3)8) NA e L upon Functional | Subset Of Making Technology | PRI19.2 | PSrUCTOnS on °W:D;T"]s“ jects can opt-out of Automated Decision 10
characteristics. AOMT) Ot Out Comsent Jaking Technology (ADMT).
A business that uses ADMT as set forth woor methods for Mechanisms exist to provide concise, unambiguous and understandable.
submitting requests to opt-out of ADMT. consider the it with Automated Decision- how a data subjects can opt-out of Automated Decision-
) s uses the ADMT, and the ease of use by the consumer when .
021(0) wa consumers, the manner in which the business u use by umer wi runctionat | subsetor Mot rochotony || PRItz |Making Techmology (AOMD, o
determining which methods consumers may use to submit requests to opt-out of the business's use of the OV ot ot Compent
ADMT. At least one method offered must reflect the manner in which the business primarily interacts with the "
consumer. and ollow.
A business that interacts with consumers online must, at a minimum, allow consumers to submit requests to No requirements to map to.
thatis provided in the Pre-use Notice. The No
7221(0)(1) NA interactive form fo provided | use Not Functional - NA NA NA NA
link ttle must state what the consumer is opting out of, such as “Opt-out of Automated Decisionmaking Relationship
Technology.”
“person method fo No No requirements to map to.
200 on (A business thatinteracts with consumers in person and online may provide an in-pers v Functional N A A A A o requirements to map
submitting requests to opt-out in addition to the onine form.
Other methods for submitt 5 o opt-outinclude, but are not limited to, a toll-free phone number, a No R
2210000 wa er methods for submitting requests to opt-out include, bu imited to, a toll-free phone number, Functionat No A A A A
designated email address, a form submitted in person, and a form submitted through the mail. Relationship
No requirements to map to.
A notification or tool regarding cookies, such as a cookie banner or cookie controls, is not by itself an o requiremeants to map to.
. -out of 's use of ADMT because cookies No
210000 wa acceptable method for submitting requests to opt-out of the business's use of ADI u ! Functionat No A A A A
concern the collection of personal information and not necessarily the use of ADMT. An accsptable method Relationship
for submitting requests to opt-out must be specificto the right to opt-out of the business’s se of the ADMT.
Mechanisms exist to provide concise, unambiguous and understandable.
Ab *s methods for submitt 5 to opt-out of ADMT must be easy f¢ t ? Automated Decision- how a data subjects t-out of Automated D
odis for submitting requests to opt-out o must be easy for consumers to execute, g -
7221(d) NA e e et oo v for consu x Functional | Subset Of Making Technology | PRI-19.2 [ HSHCTO"SS 1°W(ZD;T"]“ jects can opt-out of Automated Decision 10
must require minimal steps, and must comply with section DM Optout Campent aking Technology .
Mechanisms exist to provide concise, unambiguous and undarstandable.
Ab tnot bmitt ADMT to creat Automated Decision- how a data subjects t-out of Automated D
ot require a consumer submittin o create g -
021(6) wa siess must i  consumer suomiting st 100t o creates runctional | subsetof e I OWZD;:]SH jects can opt-out of Automated Decision o
-out the consumer. .
provide additional information beyond what is necessary to direct the business o opt ADMI Optot Campent aking Technology (
(A business must not require a verifiable consumer request for a request to opt-out of ADMT set forth in Mechanisms exist to provide concise, unambiguous and understandable.
subsection (a). A business may ask the consumer for information necessary to complete the request, such as Automated Decision- instructions on how a data subjects can opt-out of Automated Decision-
7221) NA information necessary to identify the consumer whose information is subjectto the business's use of ADMT. | Functional | Subset Of MakingTechnology | PRI-192 [ Making Technology (ADMT). 10
However, to the extent that the business can comply with a request to opt-out of ADMT without additional (ADMT) Opt-Out Consent
it must o so.
10 provids , unambi dunderstandabls
If a business has a good-faith, reasonable, and documented belief that a request to opt-out of ADMT is Automated Decision- ME:"E:‘S"‘S EX‘: D":’:‘ EZ""C“SE “”a';‘ ‘g:“’:‘:a‘" “"‘ :’; andaple
s on how a data subjects can opt-out of Automated Decision-
7221(g) NIA fraudulent, the business may deny the request. The business must inform the requestor that itwill notcomply |  Functional | Subset Of MakingTechnology | PRI-192 [7T4c " ubl proutofAu el 10
Making Technology (ADMT).
with the request and must provide to the requestor an explanation why it believes the request is fraudulent. (ADMT) Opt-Out Consent
Mechanisms exist to provide concise, unambiguous and understandable.
Ab t provid i n d th Automated Decision- i how a data subjects t-out of Automated D
st provide a means by which can confirm as processed their g -
02100y wa snoss mustproice o in 2 i | runctional | subsetof e I OWZD;:]SH jects can opt-out of Automated Decision o
request o opt-out o AOMT) Ot Out Comsent laking Technology (ADMT).
Mechanisms exist to present data subjects with a new or updated
Gonsent request to Gollect, receive, process, store, transmit, share,
In responding to a request to opt-out of ADMT, a business may present the consumer with the choice to allow JestinTime Notico & update and/or dispose Personal Data (PD) in conjunction with the data
usteIn-Ti i
7221() N/A specific uses of ADMT as long as the business also offers a single option to opt-out of all of the business’s Functional | Intersects With PRI-03 2 |2ction. when: 8
Updated Consent (1) The original circumstances under which an individual gave consent
uses of ADMT sat forth in subsection (a).
have changed; o
(2) Asignificant amount of time has passed since an individual gave
‘A consumer may use an authorized agent to submit a request o opt-out of ADMT as set forth in subsection (a) Mechanisms exist to allow data subjects to authorize another person or
on the consumer's behalfifthe consumer provides the authorized agent written permission signed by the entity, acting on the data subject's behalf, to make Personal Data (PD)
7221() NA consumer. A business may deny a request from an authorized agent i the agent does not provide to the Functional [ Intersects With|  Authorized Agent PRI-03.6 |processing decisions. 8
business the consumer's signed permission demonstrating that they have been authorized by the consumer
to act on the consumer's behalt.
Mechanisms exist to present data subjects with a new or updated
Gonsent request to Gollect, receive, process, store, transmit, share,
Except as allowed by these regulations, a business must wait at east 12 months from the date the business update and/or dispose Personal Data (PD) in conjunction with the data
receives the consumer's ADMT before asking a consumer who heir right Just-In-Time Notice &
7221() N/A u umerw! bt Functional | Intersects With | “S*!"T! ! PRI-03.2 |2ction. when: 5
0 opt-out of ADMT, to consent to the business's use of the ADMT for which the consumer previously opted Updated Consent (1) The original circumstances under which an individual gave consent
out. have changed; or
(2) Asignificant amount of time has passed since an individual gave
exist to prevent a data subject for
exercising their legal rights pertaining to modifying or revoking consent,
! consumer because exercised their set Product or Service
7221() N/A A business must ! u ' ! Functional | Intersectswith [ ©roductorsem PRI-03,5 |including prohibiting 5
forth in Civil Code section 178,125 and Article 7. Delivery Restrictions (1) Refusing products and/or services;
(2) Charging different rates for goods and/or services; and
of ity
Mechanisms exist to provide concise, unambiguous and understandable.
Ifth prmit tto opt-out of ADMT before the b has initiated that th Automated Decision- how a data subjects t-out of Automated D
mits a request to opt-out o efore the business has initiated that processing, the g -
2221(m) A tne conumersubmis st 10 ot : pusines s it htprocessing runctional | subsetof akngTecmotagy | pritnz |Eetonson! ow(:D;:]su jects can opt-out of Automated Decision o
n using that ADMT. .
usiness must not nitiate processing of the consumer's personal information using DM Opt.ot Canpent aking Technology
Mechanisms exist to provide concise, unambiguous and understandable.
If the consumer did not opt-out n response to the Pre-use Notice, and submitted a request to opt-out of ADMT] Automated Decision- instructions on how a data subjects can opt-out of Automated Decision-
7221(n) NA ot o o oot it he e optout cby:|  Functional Subset O Making Technology PRIT02 | eehmalogy (AW . 10
e consumer's opt-out request .
after the business initiated the processing, the business must comply wi pt-out request by: ADMD Opt.out Cameent aking Technology
Mechanisms exist to provide concise, unambiguous and undarstandable.
Geasing th 2 linformati that ADMT feasibly possible, but Automated Decision- how a data subjects t-out of Automated D
oss the consumer's personal information usin tha as soon as feasibly possible, but no| g -
7221(n)(1) NA Geasingto process he consumers ersonal nformaton using o000 by possi Functional | Subset Of Making Technology | PRI19.2 | PErUCTons on °W(:D;T"]s“ jects can opt-out of Automated Decision 10
st ant .
ater than 15 business days from the date the business receives the requ DM Optot Campent aking Technology
Notifying all the business's service providers, contractors, or other persons o whom the business has rtomated Decison Mechanisms exist to provide concise, unambiguous and understandable.
e personal information available to process the consumer's personal information using that -out of -
221(002) wa made p information avai 2 s p information using runctional | subsetof Moking Technology | PRI-19.2 how a data subjects can opt-out of Automated Decision o
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the complaint and any information relating to

Requests to Access No requirements to mapto.
7222 a NIA Functional NA NA N/A N/A & S
ADMT.
Mechanisms exist to provide data subjects with sufficient details of the
A business that uses ADMT to make a significant decision must provide a consumer with information about Automated Decision- logic and by A D Technol
usi u ignifi ision must provi umer with i ion abou
7222a) N/A e P Functional | Subset Of Making Technology | PRI-18.3 [ \0%° " Y Automate echnology 10
this se when responding to a consumer's request to access ADMT. (ADMT) to process the Personal Data (PD) to generate an output with
(ADMT) Transparency
resnect to the data subiect
Mechanisms exist to craft disclosures and communications to data
When responding to a consumer's request to access ADMT, a business must provide plain language Data Subject
7222(6) NA ponding a provide plain languag Functional | Intersects With " PRI-17  [subjects in a manner ) 5
explanations of the following information to the consumer: Communications
by a reasonable person
Mechanisms exist to craft disclosures and communications to data
The specific purpose for which the business used ADMT with respect to the consumer. The business must not Data Subject
7222(0)(1) NA Functional | Intersects With PRI-17  [subjects in @ manner ) 5
describe the purpose in generic terms, such as “to improve our services.” Communications
by a reasonable person
Information about the logic of the ADMT. Such information must enable a consumer to understand how the data Subject ME:"E"‘S"'S existto craft disclosures and communications to data
u manner .
7222(0)(2) N/A |ADMT processed their personal information to generate an output with respect to them, which may include | Functional | Intersects With ! pRI.17  [Sublectsina 5
Communications bya reasonable person.
the parameters that generated the output as well as the specific output with respect to the consumer.
The outcome of the decisionmaking process for the consumer, including how the business used the output of Mechanisms exist to craft disclosures and communications to data
the ADMT to make a significant decision with respect to the consumer. For example, this may include. Z““‘e"‘s‘”;"’”” ' d
 a reasonable person.
information about whether the output was the sole factor to make the decision; and i it was not the sole Data Subject
7222(6)(3) NA ” Functional | Intersects With ! PRI-17 5
factor, which other factors played a role in making the decision; and to the extent that a human was part of the Communications
decisionmaking process in a manner that does not meet the requirements of “human involvement” n section
7001, subsection (e)(1), what that human's role was in the decisionmaking process.
1f the business also plans to use the output to make an additional significant decision concerning the, Mechanisms exist to craft disclosures and communications to data
consumerin the future, the business's explanation must include how the business plans to use that output to subjects ina manner )
make a significant decision about the consumer in the future. For example, this may include whether the Data Subject bya reasonable person.
7222(0)(3)(4) N/A output will be the sole factor in the decisionmaking process or what the other factors will be in that Functional | Intersects With Cmmm‘m"s PRI-17 5
dto human will be part of the decisionmaking process in a
manner that does not mest the of “human " in saction 7001, (1), what
that human's role will be in the orocess.
That the business is prohibited from retaliating against consumers for exercising their CCPA ights, and data Subject ME:"E"‘S"'S existto craft disclosures and communications to data
u manner .
7222(0)(4) NA for how an other CCPA rights. These instructions mustinclude any | Functional | Intersects With ! PRIz [Sublectsina 5
Communications bya reasonable person.
links to an online request form or portal for making such a request, if offered by the business.
The business may comply with the instructions requirement by providing a link that takes the consumer Mechanisms exist o craft disclosures and communications to data The proper terminology is a "privacy
. subjects in a manner ) notice for a publicly-facing document, not|
directly to the specific section of the business's privacy policy that contains these instructions. Directing the data Subject . . e
u . .
7222(0)(4)(8) NA consumer to the beginning of the privacy policy, or to another section of the privacy policy that does not Functional | Intersects With | D@ S48 PRI.17  |° 7 reasonable person 5 a'privacy policy” as stated in this law.
contain these instructions, so that is required to scroll information in order to
find the instructions, does not satisfy the
Mechanisms exist to craft disclosures and communications to data
In providing the information required by subsections (b)(2}-(3), a business’s response to a consumer's request Data Subject
7222(0) NA Functional | Intersects With PRI-17  [subjects in a manner ) 5
0 access ADMT is not required to include: Communications
by a reasonable person
e St Mechanisms exist to craft disclosures and communications to data
7222(0)(1) NA Trade secrets, as defined in Givil Gode section 3426.1, subdivision (d); or Functional | Intersects With ! PRI-17  [subjects in a manner ) 5
Communications
by a reasonable person
e St Mechanisms exist to craft disclosures and communications to data
7222(0)(2) N/A Information that would compromise the business’s ability to; Functional | Intersects With " PRI-17  [subjects ina manner . 5
Communications
by a reasonable person
orovent, dotect.ana oot o avatabiTy, suthontioty. megy. o e St Mechanisms exist to craft disclosures and communications to data
7222(c)(2)A) N/A - detect, " e Functional | Intersects With " PRI-17  |subjects inamanner : 5
confidentiality of stored or transmitted personal information; Communications
by a reasonable person
Mechanisms exist to craft disclosures and communications to data
Resist malicious, deceptive, fraudulent, o llegal actions directed at the business or at consumers, of to Data Subject
7222(0)(2)(8) NA Functional | Intersects With PRI-17  [subjects in a manner ) 5
prosecute those responsible for those actions; or Communications
by a reasonable person
e St Mechanisms exist to craft disclosures and communications to data
7222(0)(2)(C) NiA Ensure the physical safety of natural persons. Functional | Intersects With " PRI-17  [subjects in a manner : 5
Communications
by a reasonable person
(A business’s methods for consumers 10 access ADMT use and must not ot St Mechanisms exist to craft disclosures and communications to data
7222(d) N/A use dark patterns. A business may use its existing methods to submit requests to know, delete, or correctas | Functional | Intersects With Cummwc‘am"s PRI-17  [subjects ina manner . 5
Set forth in section 7020 for reauests to M. by a reasonable person
A business must comply with the verification requirements set forth in Article 5 for requests to access ADMT. e St Mechanisms exist to craft disclosures and communications to data
7222(e) NA If 2 business cannot veriy the identiy of the person making the request o access ADMT, the business must | Functional | IntersectsWitn [ 9@ S0eet PRI-17  [subjects in a manner ) 5
inform the reauestor that it cannot verify their identit. by a reasonable person
If a business denies a consumer's verified request to exercise theirright to access ADMT, in whole or in part, ME:“:‘*” existto craft disclosures and communications to data
subjects in a manner :
because of a conflict with federal or state Law, or an exception to the CCPA, the business must nform the Data Subject
722211 N/A Functional | Intersects With PRI-17 5
4 requestor and explain the basis for the denial, unless prohibited from doing so by law. If the request is denied Communications byareasonable person.
onlyin part, the business the other
A business must use reasonable security measures when transmitting the requested information to the. Data Subject Mechanisms exist to craft disclosures and communications to data
72228) N/A v gthe rea Functional | Intersects With " PRI-17  [subjects in a manner ) 5
consumer. Communications
by a reasonable person
1 business maintains a password-protected account with the consumer, it may comply with a requestto Mechanisms exist to craft disclosures and communications to data
access ADMT by using a secure self-service portal for consumers to access, view, and receive a portable copy Data Subjoct subjects in a manner :
7222(h) N/A of their requested information if the portal fully discloses the requested information that the consumer is Functional | Intersects With Cummwc‘am"s PRI-17  |byareasonable person. 5
entitled to under the CGPA and these regulations, uses reasonable data security controls, and complies with
the verifica forth in Article 5.
A service provider or contractor must provide assistance to the business in responding to a verifiable Mechanisms exist to craft disclosures and communications to data
consumer request to access ADMT, including by providing the business with the consumer's personal Data Subject manner .
72220) NA . 8 By providing 8 Functional | Intersects With ! pRI.17  [Sublectsina s
information it has in its possession that it collected pursuant o their written contract with the business, or by Communications bya reasonable person.
enabling the business to access that personal informati
A business that used an ADMT with respect to a consumer more than four times within a 12-month period may| Mechanisms exist to craft disclosures and communications to data
provide an aggregate-level response to the consumer's request to access ADMT. Specifically, for the subjects ina manner )
information required by subsection (b)(2), the business may provide a summary of the outputs with respect to Data Subject
72220) A auired by I ve y ° ” Functional | ntersects With ! PRIty |PY@reasonable person. s
the consumer over the preceding 12 months; the parameters that, on average over the preceding 12 months, Communications
p respectto and a summary of how those parameters applied to the
consumer.
Mechanisms exist to craft disclosures and communications to data
— wa Abusiness must not retaliat ta consumer because exercised ther fight10 acoss ADMT | (0| Data Subject SR s
as set forth in Civil Code section 1798.125 and Article 7. Communications sublects ina manner g
by a reasonable person
Nothing in this section prohibits a business from providing additional information to enable a consumer to No requirements tomap to.
understand how the ADMT was used to make a significant dacision with respect to them. For example, a o
7222() NA business may provide the range of possible outputs or agregate output statistics to help a consumer Functional |t NA NA NA NA
understand how they compare to other consumers, such as the five most common outputs of the ADMT and J
the percentage of consumers that received each of those outputs during the preceding calendar year,
Definition of Insurance No No requirements to mapto.
7270 it u NIA Functional . N/A N/A N/A N/A S AL LS
Company.
For the purposes of these regulations, insurance company shall mean any person that is subject to the o R T DI,
7270(a) NA Galifornia Insurance Code and its regulations. Insurance company shall include insurance institutions, Functionat |t NA NA NA NA
agents, and PP asthose definedin Insurance Code, section 791.02. »
General Application of o No requirements to map to.
7271 the CCPAto Insurance NA Functional - NA NA NA NA
Relationship
Companies
that meet “business” under the CCPA shall comply with the CCPA with R T DI,
regard to any personal information not subject to the Insurance Code and ts regulations. For example, those No
7271(a) N/A © VP ! e P Functional o NA NA NA NA
insurance companies shall comply with the CCPA for personal information that is collected for purposes not Relationship
in connection with an insurance transaction, as that term is defined in Insurance Code, section 791.02.
No No requirements to map to.
7271(0) N/A llustrative examples follow. Functional . N/A N/A N/A N/A & S
Insurance company A collects personal information from visitors of s website who have not applied for any No requirements to map to.
insurance product or other financial product or service from Company A. This information s used to tailor
across different business websites. Insurance company A must comply with the o
7271(b)(1) N/A CCPA, including by providing consumers the right to opt-out of the sale/sharing of their personal information Functional ot N/A N/A N/A N/A
and honoring opt-out preference signals, because the personal information collected from the website ®
browsing is not related to an application for or provision of an insurance transaction or other financial product
or service
Insurance company B colleots personal information from its employses and job applicants for employment No requirements to map to.
purposes. Insurance company B must comply with the GOPA with regard to employee information, including o
7271(b)(2) N/A by providing a Notice at Collection to the employees and job applicants at or before the time their personal Functional e — N/A N/A N/A N/A
information s collected. This is because the personal information collected in this situation is not subject to ®
he I Code orits resulations.
Stoane submits personal information to her insurance company as part of a claim for losses incurred by a fire o No requirements to map to.
7271(b)(3) N/A ather home. This information is used to service the insurance policy, and thus subject to the Insurance Code Functional e — N/A N/A N/A N/A
and its resulations. This information is the CCPA. i
Sworn Complaints Filed No No requirements to map to.
7300 A NIA Functional . N/A N/A N/A N/A & S
with the Agency.
Requirements for filing a sworn complaint. Sworn complaints must be filed with the Enforcement Division via o R T DI,
7300(a) NA the electronic complaint system available on the Agency’s website at hitps://cppa.ca.gov/ or submitted in Functional |t NA NA NA NA
person or by mail to the headquarters office of the Agency. A complaint must: »
No No requirements to map to.
7300(a)(1) N/A Identify the business, service provider, contractor, or person who allegedly violated the CCPA; Functional . N/A N/A N/A N/A & S
State the facts that support cach dinclude other No No requirements to map to.
7300(0)2) N/A PP Functional ! NA NA NA N/A & S
this conclusion:
(Authorize the alleged violator and the Agency to ) No No requirements to map to.
7300(2)3) NA & Ageney Functional : NA NA NA NA & J
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s Secure Controls Framework (SCH Strength of

FDE Name it Element (FDE) Description SCF Control PO ) o

Control Descrintion

No N s to map to.
7300(a)(4) N/A Include the name and of d Functional BN N/A N/A N/A N/A DRI
No No requirements to map to.
7300(a)(5) N/A Be signed and submitted under penalty of perjury. Functional B N/A N/A N/A N/A DRI
The Division will notify inwriting of the action, if any, the Agency has taken o o No requirements to map to.

7300(b) N/A plans to take on the complaint, together with the reasons for that action or nonaction. Duplicate complaints Functional ot N/A N/A N/A N/A

submitted by the mav be reiected without notice. i

No No requirements to map to.
7301 Investigations. N/A Functional BN N/A N/A N/A N/A DRI
The Agency may open the sworn P on its own initiative. For o No requirements to map to.

7301(a) NiA example, the Agency may initiate investigations based upon referrals from government agencies or private Functional NA NA NA N/A

Relationship
and nonsworn or

As part of the Agency's decision to pursue investigations of possible or alleged violations of the CCPA, the No requirements to map to.
f
2501(0) wa Agency may consider all facts it determines to be relevant, including the amount of time botween the effective | L No A A A A
date of the statutory or regulatory d the possible or ale of those Relationship
to comly with th
Probable Cause No No requirements to map to.
7302 Pmceedmz‘; NIA Functional R N/A NA N/A N/A AL LR
P y 798.199.50, i .
70200 wa robable Cause. Under Civil Code section 1798.199.50, probable Gause exists when the evidence supportsa | L No A A A A No requirements to map to
reasonable belief that the CCPA has been violated.
P T i .
70200y on robable Gause Notice. The Agency will provide the alleged violator with notice of the probable cause. Fmctionat No A A A A No requirements to map to
brocesding as required by Givil Code section 1798.199.50.
No No requirements to map to.
7302(c) N/A Probable Cause Proceeding, Functional BN N/A N/A N/A N/A DRI
The proceeding shall be closed to the public and conducted in whole or in part by telephone or No requirements to map to.
No 1 »
7302(c)(1) N/A the alleg: files, at least 10 business days before the proceeding, a written Functional e — N/A N/A N/A N/A
reauest for an in-person or public proceeding. p
The Agency shall conduct the proceeding informally. Only the alleged violator(s), their legal counsel, and the No requirements to map to.
Enforcement Division shall have the right to participate at the proceeding. The Agency shall determine No
7302(c)2) NA s e ihe right to parieid: proceeding. The Agency e Functional - NA NA NA NA
whether there is probable cause based on the probable cause notice and any information or arguments. Relationship
oresented at the probable cause proceeding by the parties.
If the alleged violator(s) fails to attend the probable cause proceeding, the alleged violator(s] waives the right No requirements to map to.
to further probable cause proceedings under Civil Gode section 1798.198.50, and the Agency shall determine No
7302(c)(3) N/A urther pr use proceedings under v ! ency i Functional o NA NA NA NA
whether there is probable cause based on the notice and any information or arguments provided by the Relationship
o
Probable Cause D The Agency shall issue a its probable cause o No requirements to map to.
7302(d) NA and serve it on the alleged violator alectronically or by mail. The Agency's probable cause Functional NA NA NA NA

is final and not subiect t 1 Relationship

No No requirements to map to.
7303 Stipulated Orders. NA Functional R N/A NA N/A N/A AL LR
(At any time before or during an administrative hearing and in lieu of such a hearing, the Head of Enforcement No requirements to map to.
and the alleged violator may stipulate to the entry of a final order. If astipulation has been agreed upon and No
7303(a) N/A ged violator may stipu voraf - Ifastipulan greed up Functional o NA NA NA NA
the scheduled date of the hearing s set to ocour before the next Board mesting, the Enforcement Division will Relationship
anolyfora of the hearing.
No No requirements to map to.
7303(b) N/A The final order must be approved by the Board, which may consider the matter in closed session. Functional R N/A NA N/A N/A AL LR
No No requirements to map to.
7303(c) N/A The stipulated final order shall be public and have the force of an order of the Board. Functional R N/A N/A N/A N/A S AR LA LR
No No requirements to mapto.
7304 Agency Audits. NA Functional oot N/A NA N/A N/A AL LR
Js0ata) on Scope. The Agency may audit a business, service provider, GontFactor, or person o ensure compliance with | L No A A A A No requirements to map to.
any provision of the CCPA.
Criteria for Selection. The Agency may conduct an audit to investigate possible violations of the CCPA. No requirements to map to.
Atternatively, the Agency may conduct an auditif the subject’s collection or processing of personal No
7304(0) NiA vely, the Agency may conduct an auditf the subi 10N O Processing of p Functional o NA NA NA NA
information presents significant risk to consumer privacy or securiy, or ifthe subject has a history of Relationship
ith the CCPA or anv other privax
No No requirements to map to.
7304(c) N/A Audits may be announced or unannounced as determined by the Agency. Functional A N/A N/A N/A N/A S AR LA LR
Failure to Gooperate. A subject’s failure to cooperate during the Agency's audit may resultin the Agency o No requirements to map to.
7304(0) NA issuing a subpoena, seeking a warrant, or otherwise exercising its powers to ensure compliance with the Functional | (i oo NA NA NA NA
P
Protection of Personal Information. Consumer personal tothe an audit No R
7304(e) NA P & e Functional o NA NA NA N/A
shall be maintained in compliance with the Information Practices Act of 1877, Civil Code section 1798, ot sed. Relationship

(elolc]

S Secure Controls Framework (SCF) 42042
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