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No No applicable SCF control
§164.102 Statutory basis | [see focal document for details] Functional N N/A N/A PPl N/A
ist te d
§164.103 Definitions [see focal document for details] Functional Subset Of Standardized Terminology SEA-02.1 existto andprocess to 10
reduce confusion amongst groups and
I No No applicable SCF control
§164.104 Applicability [see focal document for details] Functional N N/A N/A PPl N/A
Organizational N No applicable SCF control
§164.105 rganizational [see focal document for details] Functional ° N/A N/A DEETAELIDEe Clie N/A
In complying with the requirements of this part, covered No applicable SCF control
Relationship to other | entities and, where provided, business associates, are No
§164.106 HEIEID o ceu ! o Functional e N/A N/A N/A
parts required to comply with the applicable provisions of parts 160 Relationship
and 162 of this
. No No applicable SCF control
§164.302 Applicability [see focal document for details] Functional N N/A N/A PPl N/A
ist te d
§164.304 Definitions [see focal document for details] Functional Subset Of Standardized Terminology SEA-02.1 existto andprocess to 10
reduce confusion amongst groups and
Security standards: No No applicable SCF control
§164.306 ity [no content] Functional ) N/A N/A (et N/A
General rules
Covered entities and b o= tdo th N No applicable SCF control
§164.306(a) General requirements | 0 ered entities andbusiness associates must do the Functional ° N/A N/A DEETAELIDEe Clie N/A
following:
Ensuro the confidentialy, intogrity, and availability of all . Me&:ha{msms exist to facm((ateLme implementation of cybersecurity and data
rsecur .
§164.306(a)(1) N/A electronic protected health information the covered entity or Functional Subset Of ybersecurity GOv-g | Protection governance controls 10
* " " Protection Governance Program
business associate creates, receives, maintains, or transmits.
Ensure the confidentiality, integrity, and availability of all Operationstizing Cyberseourity & Me;"a”‘smf e"'z‘;"f"m”‘e‘ "f‘a a”d’:’_' e her :"’e':m"f“”
rati rsecur
5164.306(a)(1) N/A electronic protected health information the covered entity or Functional subsetot | P 12ng Cy! Uity &1 Goy.qp | CYbersecurity and data protection practices for each Technology Asset, 10
> " " Data Protection Practices Application and/or Service (TAAS) under their control.
business associate creates, receives, maintains, or transmits.
Ensure the confidentiality, integrity, and availability of all Michamsm‘s ex'i‘t;o‘comp‘e\ dtata and‘/ortpr'ocess :v;ne:‘s ml seleAc( re(qulred
§164.306(a)(1) N/A electronic protected health information the covered entity or Functional Subset Of Select Controls GOV-15.1 |CyPersecurity and data protection controls for each Technology Asset, 10
. ) ! Application and/or Service (TAAS) under their control.
business associate creates, receives, maintains, or transmits.
Ensure the confidentiality, integrity, and availability of all Mec"az‘sm; exist “’_:"msi ‘:a'a a:"’:’_' “'°°e:s l"v:”e's “:";"“:‘emf"‘
required cybersecurity and data protection controls for each Technolo
§164.306(a)(1) N/A electronic protected health information the covered entity or | Functional | Subset Of Implement Controls cov-152 |14 v Y P e 10
) ) ! Asset, Application and/or Service (TAAS) under their control.
business associate creates, receives, maintains, or transmits.
Ensure the confidentiality, integrity, and availability of all Mec"az‘sm; exist “’_:"msi ‘:a'a a:"’:’_' “'°°e:s l"v:”e's “:‘:ssiss 'Lf
§164.306(a)(1) N/A electronic protected health information the covered entity or Functional Subset Of Assess Controls Gov-15.3 |eduired cybersecurity and data protection controls for each Technology 10
) ) ! Asset, Application and/or Service (TAAS) under their control are implemented
business associate creates, receives, maintains, or transmits. 8 b
correctly and are operating as intended.
Ensure the confidentiality, integrity, and availability of all Authorize Asset, Application Mechanisms e'x's:h“’ compel data a”d'/°' ":Cess °W”e'2° "t"‘a'"
uthoriz , Applicati or the use of eac set, App!
§164.306(a)(1) N/A electronic protected health information the covered entityor | Functional |  Subset Of PP GOV-15.4 10
> " " and/or Service and/or Service (TAAS) under their control.
business associate creates, receives, maintains, or transmits.
Mechanisms exist to compel data and/or process owners to monitor
Ensure the confidentiality, integrity, and availability of all Technology Assets, Applications and/or Services (TAAS) under their control on
§164.306(a)(1) N/A electronic protected health information the covered entityor | Functional | Subset Of Monitor Controls GOV-15.5 |an ongoing basis for applicable threats and risks, as well as to ensure 10
business associate creates, receives, maintains, or transmits. cybersecurity and data protection controls are operating as intended.
- ] Mechanisms exist to facilitate the implementation of cybersecurity and data
Protect t bly anticipated threats or hazard Cyb ity and Dat
§164.306(a)(2) N/A rotect against any reasonably anticipated threats orhazards | - ¢ oo Subset Of ybersecurity and Data GOV-01 | protection governance controls. 10
to the security or integrity of such information. Protection Governance Program
Protect against any uses or Mechanisms exist to facilitate the implementation of strategic, operational
§164.306(a)(3) NiA of such information that are not permitted or required under |  Functional |  Subset Of Risk Management Program RSK-01 |and tactical risk management controls. 10
subpart E of this part.
Protect against any uses o ] Mechanisms exist to facilitate the implementation of cybersecurity and data
! Cybersecurity and Data
§164.306(a)(3) NiA of such information that are not permitted or required under |  Functional |  Subset Of GOV-01 |protection governance controls. 10
° Protection Governance Program
subpart E of this part.
Protect against any uses or Mechanisms exist to facilitate the implementation of data protection
§164.306(a)(3) NiA of such information that are not permitted or required under | Functional |  Subset Of Data Protection DCH-01  |controls. 10
subpart E of this part.
N No applicable SCF control
§164.306(b) Flexibility of approach |[no content] Functional ° N/A N/A DEETAELIDEe Clie N/A
Covered entities and business associates may use any Mechanisms exist to establish control objectives as the basis for the
security measures that allow the covered entity or business selection, i ion and of the ion's internal
§164.306(b)(1) N/A associate to reasonably and appropriately implement the Functional |Intersects With|  Define Control Objectives GOV-09 | control system. 5
and as specified in
this subpart.
Covered entities and business associates may use any Mechanisms exist to compel data and/or process owners to operationalize
security measures that allow the covered entity or business ) ) cybersecurity and data protection practices for each Technology Asset,
Operationalizing Cybersecurity &
§164.306(b)(1) N/A associate to reasonably and appropriately implement the Functional | Subset Of GOV-15 |Application and/or Service (TAAS) under their control. 10
° ’ e Data Protection Practices
and as specified in
this subpart.
Covered entities and business associates may use any Mechanisms exist to facilitate the implementation of industry-recognized
security measures that allow the covered entity or business cybersecurity and data protection practices in the specification, design,
§164.306(b)(1) N/A associate to reasonably and appropriately implement the Functional | SubsetOf | SecureEngineeringPrinciples | SEA-01 and of Assets, 10
and as specified in Applications and/or Services (TAAS).
this subpart.
Covered entities and business associates may use any Mechanisms exist to develop an enterprise architecture, aligned with industry{
security measures that allow the covered entity or business Alignment With Entorpriso recognized leading practices, with consideration for cybersecurity and data
§164.306(b)(1) N/A associate to reasonably and appropriately implement the Functional | Intersects With oot SEA-02 | protection principles that addresses risk to organizational operations, assets, 5
andi i i as specified in individuals and other organizations.
this subpart.
Covered entities and business associates may use any Mechanisms exist to implement security functions as a layered structure
security measures that allow the covered entity or business Defense-in-Depth (BID) minimizing interactions between layers of the design and avoiding any
§164.306(b)(1) N/A associate to reasonably and appropriately implement the Functional |Intersects With PO, SEA-03 | dependence by lower layers on the functionality or correctness of higher 3
and as specified in layers.
this subpart.
In deciding which security measures to s, a covered entity or o No applicable SCF control
§164.306(b)(2) N/A business associate must take into account the following Functional | o0 i N/A N/A N/A
factors:
+164.308612)0) A The size, complexity, and capabilities of the covered entityor | ¢~ ™[ - T Diefining Business Context& | ™| Mechanisms exist o defin the contextof its business modsl and document .
business associate. Mission the mission of the
Mechanisms exist to define business processes with consideration for
cybersecurity and data protection that determines:
) ) . ’ (1) The resulting risk to assets, individuals and
The size, complexity, and capabilities of th d entity ) ) ’ .
§164.306(5)(2)(i) N/A N :':sca‘;'s":c?ey andcapabilities of the covered entiy O | Eunctional | Intersects With| ~ Business Process Definition | PRM-06 | other organizations; and 5
usi iate.
(2) Information protection needs arising from the defined business processes
and revises the processes as necessary, until an achievable set of protection
needs is obtained.
Mechanisms exist to identify critical system components and functions by
$164.306()(2)(1) WA The covered entit's or the business associate's technical Functional | Intersects with | CYberseeurity & Data Protection | | performing a crtcality analyss or oritcal Technology Assets, Applications s
infrastructure, hardware, and software security capabilities. Requirements Definition and/or Services (TAAS) at pre-defined decision points in the Secure
D Life Cvele (SDLC).
Mechanisms exist to develop an enterprise architecture, aligned with industry
$164.306()(2)(1) WA The covered entit's or the business associate's technical Functional | ntersectswitn|  AETment With Enterprise sea0y |recoenized teading practices, with consideration for cybersecurity and data s
infrastructure, hardware, and software security capabilities. Architecture protection principles that addresses risk to organizational operations, assets,
iduals and other
Mechanisms exist to identify and allocate resources for management,
§164.306(b)(2) (i) N/A The costs of security measures. Functional |  Subset Of Allocation of Resources PRM-03 | operational, technical and data protection requirements within business 10
process planning for projects / initiatives.
The probability and criticality of potential risks to electronic Mechanisms exist to facilitate the implementation of strategic, operational
§164.306(b)(2)(iv) N/A probability and criticality of potential r ront Functional Subset Of Risk Management Program RSK-01 1Sms exi o fmp ! rategic, operati 10
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SCRContoL Notes (optional
Rationale  Relationship ontro! lotes (optional)

Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
The probability and criticality of potential risks to electroni i i i ;
$1643086)2)) A e probability and criticality of potentialriskstoelectronic | [ | Risk Framing AsK.o14 | () Constraints affecting sk assessments,risk response and risk monitoring; s
protested health information. (3) The organizational isk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
Mechanisms exist to categorize Technology Assets, Applications, Services
and/or Data (TAASD) in with applicable laws, ions and
’ . ) ’ ’ contractual obligations that:
The probability and criticality of potential risks to electronic Risk-Based Securit
§164.306(b)(2)(iv) N/A P! Y Y orp Functional | Intersects With Y RSK-02 |(1) Document the security categorization results (including supporting 5
protested health information. Categorization
rationale) in the security plan for systems; and
(2) Ensure the security categorization decision is reviewed and approved by
the asset owner.
The probability and criticality of potential risks to electronic Mechanisms exist to identify and document risks, both internal and external.
§164.306(b)(2)(iv) N/A probability and criticatity of potentiatr ron Functional |Intersects With Risk Identification RSK-03 isms exist to identify umentrt nter e 5
brotected health
] - ] ) Mechanisms exist to develop and keep current a catalog of applicable risks
The probability and criticality of potential risks to elect
§164.306(b)(2)(iv) N/A © probability and criticality of potential isks to electronic Functional | Intersects With Risk Catalog RSK-03.1 with the 's business and in 5
protested health information. o
Mechanisms exist to conduct recurring assessments of risk that includes the
The probability and criticality of potential risks to electroni
$1643086)2)) A e probability and criticalty of potential riskstoelectronic | [ | Risk Assessment psk.04 |Ukelinood and magnitude of arm, from unauthorized access, use,disclosure, s
protested health information. , or of the
Assets. Services and/or Data (TAASD).
) - ) ) Mechanisms exist to develop and keep current a catalog of applicable
The probability and criticality of potential risks to electronic
§164.306(b)(2)(iv) N/A P Y v orp Functional  |Intersects With Threat Catalog THR-09 |internal and external threats to the organization, both natural and manmade. 5
protested health information.
) - ) ) Mechanisms exist to identify, assess, prioritize and document the potential
The probability and criticality of potential risks to electronic
§164.306(b)(2)(iv) N/A P Y v orp Functional  |Intersects With Threat Analysis THR-10 |impact(s) and likelihood(s) of applicable internal and external threats. 5
protested health information.
‘A covered entity or business associate must comply with the Mechanisms exis to facilitate the identification and implementation of
tandard ided in this section and in § Statutory, Regulatory & \ .
$164.306(0) Standard standards as provided in this section and in runctionat | subset of atutory, Regulatory GpLor |relevant statutory, regulatory and contractual controls 1o
164,308, § 164.310, § 164312, § 164.314 and § 164.316 with Contractual Compliance
respect to all electronic protected health i i
Implementati N No applicable SCF control
§164.306(d) mplementation |, i< subpart: Functional ° N/A N/A DEETAELIDEe Clie N/A
Implementation specifications are required or addressable. If Mechanisms exist to facilitate the identification and implementation of
an implementation specification is required, the word relevant statutory, regulatory and contractual controls.
“Required” appears in parentheses after the title of the
Statutory, R lat &
§164.306(d)(1) N/A Ifan Functional Subset Of atutory, Regulatory cPL-01 10
N " Contractual Compliance
is the word appears
in parentheses after the title of the implementation
When a standard adopted in § 164.308, § 164.310, § 164.312, § Mf“‘a:‘s:”f etx's‘ ‘°;af“t"a'em: ‘de:“”ta”f” a':d ‘("”lemem”"” of
relevant statutory, regulatory and contractual controls.
164,314, or § 164.316 includes required implementation Statutory, Regulatory &
§164.306(d)(2) N/A " Includes required imp! ! Functional Subset Of Ltory, Regulatory CPL-01 10
specifications, a covered entity or business associate must Contractual Compliance
the
- No applicable SCF control
When a standard adopted in § 164.308, § 164.310, § 164.312, § o DEETAELIDEe Clie
§164.306(d)(3) N/A 164314, 0r§ 164.316 includes addressable implementation |  Functional | &9 N/A N/A N/A
specifications, a covered entity or business associate must— lonship
Assess whether each implementation specification is a Mechanisms exist to provide a cybersecurity and data protection controls
d iate safeguard in it Cyb ity and Dat : .
$164305@13)0) A an safeguard in its Functional | intersects with ybersecurity and Data GpLoa |oversight function that reports to the organization's executive leadership. s
when analyzed with reference to the likely contribution to Protection Controls Oversight
ing electronic protected health and
Assess whether each implementation specification is a Mechanisms exist to regularly review processes and documented procedures
d iate safeguard in it Cyb ity and Dat i :
$164.305@13)0) A an safeguard in its Functional | intersects with ybersecurity and Data chLos |10 ensure conf th the s and data s
when analyzed with reference to the likely contribution to Protection Assessments protection policies, standards and other applicable requirements.
ing electronic protected health and
Assess whe(::dr cach \m!:lem:a:;a:::dsi;:‘e‘;:smcauon isa Functionat Reviow Of :echams;n;:xifsttodr:gularlyZev(i:wTechnul:)gy.Assebts. Apptiiaxiur;s:r:d/ur
§164.306(d)(3)(i) N/A 8 Functional | Intersects With | Cybersecurity & Data Protection | CPL-03.2 | >orices (TAAS) for adherence to the organization's cybersecurity and data 5
when analyzed with reference to the likely contribution to s protection policies and standards.
electronic protected health and
N No applicable SCF control
§164.306(d)(3)(ii) N/A As applicable to the covered entity or business associate— Functional ° N/A N/A DEETAELIDEe Clie N/A
o P - Mechanisms exist to compel data and/or process owners to implement
5164.306(c)(3)(i)(A) N/A o Functional |  Subset Of Implement Controls GOV-15.2|required cybersecurity and data protection controls for each Technology 10
ppropriate: Asset, Application and/or Service (TAAS) under their control.
it ing the is not No No applicable SCF control
§164.306(d)(3)(ii)(B) N/A e the Functional ) N/A N/A (et N/A
Documant why it would not be ressonable and ampronriote to Mechanisms exist to prohibit exceptions to standards, except when the
5164.306(c)(3)(i)}(B)(1) N/A Y anzp P Functional | Subset Of Exception Management GOV-02.1 |exception has been formally assessed for riskimpact, approved and 10
bt recorded.
lent if Mech; ist to identif d le it i Ite
§164.306(d)(3)(i))(B)(2) N/A an equivalen measure Functional Equal  |Compensating Countermeasures| Rsk-06.2 | iechanisms existto identify and implement compensating countermeasures 10
and to reduce risk and exposure to threats.
‘A covered entity or business associate must review and modify Mechanisms exist to regularly review Technology Assets, Applications and/or
the security measures implemented under this subpart as Services (TAAS) for adherence to the organization's cybersecurity and data
needed to continue provision of reasonable and appropriate Functional Review Of tection pol d standard:
§164.306(¢) Maintenance P! pprop Functional Equal Cybersecurity & Data Protection | CPL-03.2 |Protection policies and standards. 10
protection of electronic protected health information, and P
update documentation of such security measures in
with § 164.316(b)2)i).
Administrat N No applicable SCF control
§164.308 ministrative 1 content] Functional ° N/A N/A DEFTAELIDEe Gl N/A
‘A covered entity or business associate must, in accordance No No applicable SCF control
5§164.308(a) N/A ¢ ot ! Functional ) N/A N/A (et N/A
with § 164.306:
N No applicable SCF control
§164.308(a)(1) N/A [no content] Functional ° N/A N/A DEETAELIDEe Clie N/A
Mechanisms exist to establish, maintain and disseminate cybersecurity and
Standard: Seourity | Implement policies and procedures to prevent, detect, Publishing Cyberseourity and
5164.308(a)(1)(i) rd: Securtty - lmplement polict procedures to prev Functional | Subset Of ublishing Gybersecurity GOV-02 | data protection policies, standards and procedures. 10
management process |contain, and correct security violations. Data Protection Documentation
Standard: Security | Implement policies and procedures to prevent, detect, Configuration Management Mechanisms exist to facilitate the implementation of configuration
§164.308(a)(1)(i) rd: Security —{implement polici procedures to prev Functional | Subset Of gurati g CFG-01 isms exi i imp i gurati 10
process_|contain. and correct security violations. Program controls.
5 164.208@100) Standard: Security | Implement policies and procedures to prevent, detect, Fumctional | Subsetf | Change Management Program | GHe-01 | Mechanisms exist to faciltate the implementation of a change management o
process |contain, and correct security violations. program.
Standard: Seourity | Implement policies and procedures to prevent, detect, Mechanisms exist to facilitate the implementation of enterprise-wide
5164.308(a)(1)(i) rd: Security —{Implement polici procedures to prev Functional | Subset Of Continuous Monitoring MON-01 isms exi i imp i fprise-wi 10
process_|contain. and correct security violations. controls.
tandard: Security | imotamant maticies and procedures o pravent. detect Mechanisms exist to implement and govern processes and documentation to
§164.308(a)(1)(i) ¢ Y P! P! P! P g d Functional SubsetOf | Incident Response Operations | IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
management process |contain, and correct security violations. ?
protection-related incidents.
Implementati N No applicable SCF control
§164.308(a)(1)(ii) mplementation . - ontent] Functional ° N/A N/A DEETAELIDEe Clie N/A
Condust an aseurate and thorough assessment of the Mechanisms existto conduct ecuring assessments of risk that includes the
i likelihood and magnitude of harm, from unauthorized access, use, disclosure,
5§164.308(a)(1)(i)(A) | Risk analysis (Required)|” " : v Functional Equal Risk Assessment RSK-04 , or of the s 10
integrity, and availability of electronic protected health nodif '
Assets, Applications, Services and/or Data (TAASD).
information held by the covered entity or business associate.
Mok mamagement |/ mPlement securty measures suffcient to reduce risks and Mechanisms exist to establish control objectives as the basis for the
§164.308(a)(1)(ii)(B) e toa and levelto comply| Functional |Intersects With|  Define Control Objectives GOV-09 |selection, and of the internal 5
(Required) ]
with § 164.306(a). control system.
Mok mamasement | ImPlement securty measures suffcient to reduce risks and Mechanisms exist to compel data and/or process owners to implement
§164.308(a)(1)(ii)(B) e wid' toa and levelto comply| Functional | Subset Of Implement Controls GOV-15.2 | required cyberseourity and data protection controls for each Technology 10
d with § 164.306(a). Asset. Application and/or Service (TAAS) under their control.
Samction ooticy | APPY appropriate sanctions against workforce members who Mechanisms exist to sanction personnel failing to comply with established
§164.308(a)(1)(i)(C) e u"‘;d' ¥ |l to comply with the security policies and procedures of the | Functional Equal Personnel Sanctions HRS-07  [security policies, standards and procedures. 10
d covered entity or business associate.
System to regularly review records of Mechanisms exist to facilitate the implementation of enterprise-wide
§164.308(a)(1)(i)(D) activity review  [information system activity, such as audit logs, access Functional | Subset Of Continuous Monitoring MON-01 | monitoring controls. 10
(Reauired) reports. and security incident tracking reports.
system to regularly review records of Mechanisms exist to review event logs on an ongoing basis and escalate
§164.308(a)(1)(i)(D) activity review  [information system activity, such as audit logs, access Functional | Intersects With Reviews & Updates MON-01.8 |incidents in with timelines and 5
(Reauired) reports. and security incident tracking reports.
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system to regularly review records of Situational Awaraness For Mechanisms exist to document, monitor and report the status of
5164.308(a)(1)(i)(D) activity review | information system activity, such as audit logs, access Functional | Intersects With i IR0-09  [oybersecurity and data protection incidents to internal stakeholders all the 5
(Reauired) reports. and security incident tracking reports. way throuh the resolution of the incident.
Identify the security official who is responsible for the Mechanisms exist to assign one or more qualified individuals with the mission
$164.3080)2) Standard: Assigned |development and implamentation of the poliies and Functional Cqual |AssiEned Oybersecurity and Data| - [and resources to centraly-manage, coordinate, develop, implement and o
security responsibility | procedures required by this subpart for the covered entity or Protection Responsibilities maintain an enterprise-wide cybersecurity and data protection program.
business associate.
No No applicable SCF control
§164.308(a)(3) N/A [no content] Functional N N/A N/A PPl N/A
Implement policies and procedures to ensure that all Mechanisms exis to establish, maintain and disseminate cybersecurity and
members of its workforce have appropriate access to data protection policies, standards and procedures.
electronic protected health information, as provided under
Standard: Workforce Publishing Cyberseourity and
§164.308(a)(3) (i) re: WOrkforee | aragraph (a)(4) of this section, and to prevent those Functional Subset Of ublishing Cybarseaurity GOV-02 10
security Data Protection Documentation
workforce members who do not have access under paragraph
(2)(4) of this section from obtaining access to electronic
brotected health
Implement policies and procedures to ensure that all Mechanisms exist to configure Technology Assets, Applications and/or
members of its workforce have appropriate acoess to Services (TAAS) to restrict access to sensitive/regulated data.
electronic protected health information, as provided under
Standard: Workforce Sensitive / Regulated Data
§164.308(a)(3) (i) re: WOrkforee | aragraph (a)(4) of this section, and to prevent those Functional | Intersects With itive /Regul CFG-08 5
security Access Enforcement
workforce members who do not have access under paragraph
(2)(4) of this section from obtaining access to electronic
brotected health
Implement policies and procedures to ensure that all Mechanisms exist to facilitate the implementation of identification and
members of its workforce have appropriate access to access management controls.
electronic protected health information, as provided under
Standard: Workforce Identity & Access Management
§164.308(a)(3) (i) s;cm TKIOTC8 | Laragraph (a)(4) of this section, and to prevent those Functional Subset Of i ) 8 IAC-01 10
Y workforce members who do not have access under paragraph
(2)(4) of this section from obtaining access to electronic
brotected health
Implement policies and procedures to ensure that all Mechanisms exist to enforce Role-Based Access Control (RBAC) for
members of its workforce have appropriate access to Technology Assets, Applications, Services and/or Data (TAASD) to restrict
Standard: Workforge. | C19CtTonie protected health information, as provided under Rote-Based Access Control access to individuals assigned specific roles with legitimate business needs.
§164.308(2)(3)() Tt paragraph (a)() of this section, and to prevent those Functional | Intersects With (RBAc) 1AC-08 5
Y workforce members who do not have access under paragraph
(2)(4) of this section from obtaining access to electronic
brotected health
Implement policies and procedures to ensure that all Mechanisms exist to utilize the concept of least privilege, allowing only
members of its workforce have appropriate access to authorized access to processes necessary to accomplish assigned tasks in
electronic protected health information, as provided under accordance with organizational business functions.
Standard: Workforce B
§164.308(a)(3)(i) i (a)(@) of this section, and to prevent those Functional | Intersects With Least Privilege 1AC-21 5
Y workforce members who do not have access under paragraph
(2)(4) of this section from obtaining access to electronic
brotected health
Implementati N No applicable SCF control
§164.308(a)(3)(ii) mplementation . - ontent] Functional ° N/A N/A DEFTAELIDEe Gl N/A
andror ot o o Aemees e Mecthalmsms exist to facilitate the implementation of personnel security
r i .
5 164.308(a)(3)(i1)(A) supenvision of workforce members who work with electronic protected Functional | Subset Of e e HRs-01 |ONtrOlS 10
(Addressable) |health information o in locations where it might be accessed. &
o ot o Mecnams(nslex-s( ;o;e:oke_:serlaccess Tights following ch:njes in
ersonnel roles and duties, if no longer necessary or permitted.
5 164.308(a)(3)(i1)(A) supenvision of workforce members who work with electronic protected Functional |Intersects With|  Change of Roles & Duties iac-07.1 [P & ore 3
(Addressable) |health information o in locations where it might be accessed.
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
and/or forthe and/or Role-Based Access Control Technology Assets, Applications, S dlor Data (TAASD) to restrict
. r
5 164.308(a)(3)(i1)(A) supenvision of workforce members who work with electronic protected Functional  |Intersects With IAC-0g | Technology Assets, Applications, Services and/or Data ( ) torestric 5
‘ ° et (RBAC) access to individuals assigned specific roles with legitimate business needs.
(Addressable) |health information or in locations where it might be accessed.
o ot o e Mechan‘\sms T‘xls( o ensure r_naf-age(mem a:provals o required for new
roval For New accounts or changes in permissions to existing accounts.
5164.308(a)(3)(i)(A) supervision of workforce members who work with electronic protected Functional | Intersects With prriiaenmiel 1AC-28.1 ges in p e 5
(Addressable) |health information o in locations where it might be accessed. &
Workforce clearance | Implement procedures to determine that the access of a Mechanisms exist to manage personnel security risk by assigning a risk
5164.308(a)(3).(i)(B) procedure workforce member to electronic protected health information |  Functional | Intersects With|  Position Categorization HRS-02 | designation to all positions and establishing screening criteria for individuals 5
is filling those positions.
Workforce clearance | Implement procedures to determine that the access of a exist to define roles & forall
5164.308(a)(3) (i)(B) procedure workforce member to electronic protected health information |  Functional | Intersects With| Defined Roles & Responsibilities |  HRS-03 | personnel. 5
is
Workforce clearance | Implement procedures to determine that the access of a pertodic Roview of Account Mechanisms exist to periodically-review the privileges assigned to individuals
5164.308(a)(3) (i)(B) procedure workforce member to electronic protected health information | Functional | Intersects With Prvioges IAC-17  |and service accounts to validate the need for such privileges and reassign or 5
is remove privileges. as necessary.
Implement procedures for terminating access to electronic Mechanisms exist to adjust logical and physical access authorizations to
Termination proceduras | PTOe€ted health information when the employment of,or Technology Assets, Applications and/or Services (TAAS) and facilities upon
5164.308(a)(3)1(i)(C) nddrosaabtey |other rangement with, a workforce member ends or as Functional | Intersects With Personnel Transfer HRS-08 [ personnel reassignment or transfer, in a timely manner. 5
required by determinations made as specified in paragraph
(@)(3)(i)(B) of this section.
for access to electronic Mechanisms exist to govern the termination of individual employment.
) protected health information when the employment of, or
Termination procedures
§164.308(a)(3)1(0)(C) Irdcrasuaniey | |other arrangement with, a workforce member ends or as Functional |Intersects With|  Personnel Termination HRS-09 5
required by determinations made as specified in paragraph
of this section.
Implement procedures for terminating access to electronic Mechanisms exist to utilize a formal user registration and de-registration
Termination proceduras | PTO1e¢ted health information when the employment of,or ) ) User rovisioning & De- process that governs the assignment of access rights.
5164.308(a)(3)1(i)(C) other arrangement with, a workforce member ends or as Functional | Intersects With 1AC-07 5
(Addressable) Provisioning
required by determinations made as specified in paragraph
(@)(3)(i)(B) of this section.
Implement procedures for terminating access to electronic Mechanisms exist to revoke User access rights in a timely manner, upon
) protected health information when the employment of, or termination of employment or contract.
Termination procedures
§164.308(a)(3)1(0)(C) Irdcrasuaniey | |other arrangement with, a workforce member ends or as Functional |Intersects With|  Termination of Employment | 1AC-07.2 5
required by determinations made as specified in paragraph
of this section.
No No applicable SCF control
§164.308(a)(4) N/A [no content] Functional N N/A N/A PPl N/A
Mechanisms exis to establish, maintain and disseminate cybersecurity and
Standard: Information policies and for access to Publishing Cybersecurity and data protection policies, standards and procedures.
: r i res.
§164.308(a)(4) (i) electronic protected health information that are consistent Functional Subset Of 8 Cy Y GOV-02 P! on policies, 3 proceduf 10
access management Data Protection Documentation
with the applicable requirements of subpart E of this part.
Mechanisms exist to facilitate the implementation of identification and
Standard: Information poticies and for access to Identity & Access Management access management controls
§164.308(a)(4)() : electronic protected health information that are consistent Functional | Subset Of v & 1AC-01 & rots. 10
access management (1AM)
with the applicable requirements of subpart E of this part.
Implementati N No applicable SCF control
§ 164.308(a)(4)(ii) mplementation . - ontent] Functional ° N/A N/A DEETAELIDEe Clie N/A
If a health care clearinghouse s part of a larger organization, Mechanisms exist to establish, maintain and disseminate cybersecurity and
Isolating health care |the must policies and ) Publishing Cybersecurity and data protection policies, standards and procedures.
5164.308(a)(4)(i)(A) clearinghouse  [that protect the electronic protected health information of the |  Functional |  Subset Of GoV-02 10
Data Protection Documentation
funotions (Required) | clearinghouse from unauthorized access by the larger
Implement policies and procedures for granting access to Mechanisms exist to facilitate the implementation of identification and
A ic protected health i ion, le, through ) Identity & Access M t .
§164.308(a)0)(1)(E) coess protected heal or example, through |l eetor entity & Access Management | | . |access management controls 1o
accesstoa program, process, or (1AM)
other
Implement policies and procedures that, based upon the Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Access establishment |covered entity's or the business associate's access Technology Assets, Applications, Services and/or Data (TAASD) to restrict
Role-Based Access Control > ‘ ° ‘
s 164. ) and policies, establish, document, review, and Functional Equal (REAG) IAC-08  |access to individuals assigned specific roles with legitimate business needs. 10
(Addressable) |madify a user's right of access to a workstation, transaction,
program, or process.
No No applicable SCF control
§164.308(a)(5) N/A [no content] Functional N N/A N/A PPl N/A
Standard: Security | Implement a security awareness and training program for all Cybersecurity & Data Protection Mechanisms exist to facilitate the implementation of security workforce
§164.308(a)(5)1() : v ime Y & prog Functional | Subsetof | Y SAT-01 |development and awareness controls. 10

awareness and training

members of its workforce (including management).

Minded Workforce

Fiar
Tt

(Slolc)

tionNoDerhuative
rrational(CC BY-ND4.0)

Secure Controls Framework (SCF)

3of47



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

Rationale

HIPAA Administrative Simplification

SCF Control
Relationship ontro

Secure Controls Framework (SCF)
Control Description

Strength of
Relationship

version 2025.4
12/16/2025

Notes (optional)

Standard: Security

Implement a security awareness and training program for all

Cybersecurity & Data Protection

Mechanisms exist to provide all employees and contractors appropriate

(optional)

Relationship

§164.308(2)(5)1() ) Functional  |Intersects With o SAT-02  |awareness education and training that is relevant for their job function. 5
awareness and training | members of its workforce (including management). Awareness Training
Implementation No No applicable SCF control
§164.308(2)(5)(ii) plements [no content] Functional N N/A N/A PPl N/A
Securtty remindors Mechanisms exist to provide role-based cybersecurity and data protection
5164.308(a)(5)1(i)(A) {Addyessable) Periodic security updates. Functional Equal CyberThreat Environment | SAT-03.6 | awareness training that is current and relevant to the cyber threats that users 10
e
might encounter in day-to-dav business
Protection from A _ Mechanisms exist to provide training to personnel on organization-defined
N Procedures for guarding against, detecting, and reporting ’ Suspicious Communications &
§164.308(a)(5)((i)(B) malicious software Functional Equal SAT-03.2 |indicators of malware to recognize suspicious communications and 10
malicious software. Anomalous System Behavior :
behavior.
Mechanisms exist to provide role-based and data p
related training:
$164.308(5))C) Log-in monitoring | Procedures for monitoring log-in attempts and reporting Functional Cquat |Role-Based Oybersecurity &Datal (1) Before authorizing access to the system or performing assigned duies; o
(Addressable) |discrepancies. Protection Training (2) When required by system changes; and
(3) Annually thereafter.
Mechanisms exist to provide role-based anddata p
related training:
Password management | Procedures for creating, changing, and safeguardin Role-Based Cybersecurity & Data ;
£164.308(0)(5))(0) wort g rocedures for creating, changing, guarding Functional Eaual yoersectrity saros | (1) Before authorizing access to the system or performing assigned duties 1o
(Addressable) |passwords. Protection Training (2) When required by system changes; and
(3) Annually thereafter.
N No applicable SCF control
§164.308(a)(6) N/A [no content] Functional ° N/A N/A DEETAELIDEe Clie N/A
Mechanisms exist to establish, maintain and disseminate cybersecurity and
Standard: Seourity | Implement policies and procedures to address securit Publishing Cyberseourity and
§164.308(a)(6)(i) | ’ uriy - Ime polict procedur ) unty Functional Subset Of ublishing Gybersecurity GOV-02 | data protection policies, standards and procedures. 10
incident procedures  |incidents. Data Protection Documentation
Standard: Seourity | Implement policies and procedures to address securit Mechanisms exist to implement and govern processes and documentation to
§164.308(a)(6)1() : : - v Functional | SubsetOf | Incident Response Operations | IRO-01 |facilitate an organization-wide response capability for cybersecurity and data 10
incident procedures  [incidents.
protection-related incidents.
Mechanisms exist to covt
\molementation | @entity and respond to suspested or known security ncidents; (1) Preparation;
i
oo |mitigate, to the extent practicable, harmi effects of security (2) Automated event detection or manual incident report intake;
st6a308@EI) [ SPOEOEton  lincidents that are known to the covered entity or business Functional Equal Incident Handling 1R0-02 | (3) Analysis; 10
r
P ot ui’edr M8 associate; and document security incidents and their (4) Containment;
a outcomes. (5) Eradication; and
(6) Recoverv.
No No applicable SCF control
§164.308(a)(7) N/A [no content] Functional N N/A N/A PPl N/A
Establish (and implement as needed) policies and procedures Mechanisms exis to establish, maintain and disseminate cybersecurity and
L « th g .
Standard: Contingency 0an or other (for Publishing Cybersecurity and data protection policies, standards and procedures.
§164.308(a)(7)() example, fire, vandalism, system failure, and natural disaster) | Functional | Subset Of Gov-02 10
plan i Data Protection Documentation
that damages systems that contain electronic protected
health
Establish (and implement as needed) policies and procedures Mechanisms exist to facilitate the implementation of contingency planning
) Standard: Contingoncy | toan or other (for ) Business Continuity controls to help ensure resilient Technology Assets, Applications and/or
§164.308(a)(7)() - example, i, vandalism, system falure, and natural disaster) | Functional | - Subsetof |, “EIS OPIET | BCD-0T - |Services (TAS) (o.g., Continuity of Operations Plan (COOP) or Business 10
P that damages systems that contain electronic protected v Continuity & Disaster Recovery (BC/DR) playbooks).
healthi i
Establish (and implement as needed) policies and procedures Mechanisms exist to implement and govern processes and documentation to
Standard: Contingency | ® toan or other (for facilitate an organization-wide response capability for cybersecurity and data
§164.308(a)(7)() o example, fire, vandalism, system failure, and natural disaster) | Functional | SubsetOf | Incident Response Operations | IRO-01 |protection-related incidents. 10
Lo that damages systems that contain electronic protected
health
Implementation No No applicable SCF control
§164.308(a)(7)(ii) plements [no content] Functional ) N/A N/A (et N/A
Mechanisms exist to create recurring backups of data, software and/or
Data backup plan | £51aPtISh and implement procedures to create and maintain system images, as well as verify the integrity of these backups, to ensure the
rify the integri
§164.308(a)(7)(ii)(A) P P retrievable exact copies of electronic protected health Functional Equal Data Backups BCD-11 | YsStemimages, as wellas verify ety ackups, ur 10
(Required) e o availability of the data to satisfy Recovery Time Objectives (RTOs) and
. Recoverv Point Obiectives (RPOs).
Mechanisms exist to ensure the secure recovery and reconstitution of
Disaster recovery plan |Establish (and implement as needed) procedures to restore Information System Recovery &
§164.308(a)(7)((i)(B) VP ( P e Functional Equal " i BCD-12  [Technology Assets, Applications and/or Services (TAAS) to a known state 10
(Required) any loss of data. Reconstitution N " "
after a disruption or failure.
Emergoncy moda | E519P1Sh (and implement as needed) procedures to enable Mechanisms exist to facilitate the implementation of contingency planning
it i f critical busil fe tecti f Busil Continuity
£164.308(6)7)(C) operationplan |continuation ofcritcal business pracesses for rotection o runctionat | subset of usiness Continuity BCD.g1 | Nt to help ensure resilient Technology Assets, Applications and/or 1o
Requred) the security of electronic protected health information while Management System (BCMS) Services (TAAS) (e.g. Continuity of Operations Plan (COOP) or Business
operatingin mode. Continuity & Disaster Recovery (BC/DR)
Emergoncy moda | E519PUsh (and implement as needed) procedures to enable Mechanisms exist to continue essential missions and business functions with
tinuation of critical busi for protection of Continue Essential Mission &
£164308(6)7))C) operationplan |continuation ofcritcal business pracesses for rotection o Functional | Intersectawitn| COninue EssentialMission& | o - itte or o loss of operational continity and sustain that continuity until ull s
Requred) the security of electronic protected health information while Business Functions system restoration at primary processing and/or storage sites.
operatingin mode.
Testngandrovision || o sedures fo periodic tosting and reision of Contingenoy Plan Testing& Mechanisms exist to conduct tests and/or exercises to evaluate the
§164.308(a)(7)(i)}(D) procedures P P P Functional | Intersects With Y BCD-04 plan's andthe 's readiness to execute 5
contingency plans. Exercises
the plan.
Testing and revision ) Contingency Plan Root Cause Mechanisms exist to conduct a Root Cause Analysis (RCA) and "lessons
Implement procedures for periodic testing and revision of ’ ) N
§164.308(a)(7)(i)(D) procedures comtingency plans Functional |Intersects With|  Analysis (RCA) & Lessons BCD-05  |leared" activity every time the contingency plan is activated. 5
gency plans. Learned
Applicat d dat Mech ist to facilitate an IT Asset M t(TAM ©
ppiications and data | oo s the relative criticality of specific applications and data ’ lechanisms exist to facilitate an IT Asset Management (ITAM) program to
§164.308(a)(7)(i)(E) criticality analysis Functional | Subset Of Asset Governance AST-01 |implement and manage asset management controls. 10
in support of other contingency plan components.
Applicat d dat Mech ist to identify and th ty of Technology Assets,
ppiications and data | o oq the relative criticality of specific applications and data ’ ) ) echanisms exist to identify and assess the seourity of Technology Assets,
5164.308(a)(7)(ii)(E) criticality analysis Functional | Intersects With| ~ Asset-Service Dependencies | AST-01.1 |Applications and/or Services (TAAS), Applications and/or Services (TAAS) that 8
in support of other contingency plan components. ° > !
support more than one critical business funotion.
Applicat d dat Mech ist to identify and d t the critical Technology Assets,
ppiications and data | oo oq the relative criticality of specific applications and data ’ ) ’ lechanisms exist to identify and document the critical Technology Assets
5164.308(a)(7)(ii)(E) criticality analysis Functional |Intersects With|  Identify Critical Assets BCD-02 | Applications, Services and/or Data (TAASD) that support essential missions 8
in support of other contingency plan components.
and business functions.
Applications and data |, .. oo the retative criticatity of specific applications and data Third-Party Criticalit Mimaxnr‘sm: ETiSt ‘Zidefmf( p’l‘orit‘ze ar‘dc:a/ssesss supph?fAz"d g
§164.308(a)(7)(ii) (E) criticality analysis Y ofsp PP Functional | Intersects With Y Y TpM.0z  |Critical Technology Assets, Applications and/or Services (TAAS) using a 3
Ircirosealyy | |msuPpOrtof other contingency plan components. Assessments supply chain risk assessment process relative to their importance in
the deliverv of high-value services.
Perform a periodic technical and nontechnical evaluation, Mechanisms exist to regularly review Technology Assets, Applications and/or
based initially upon the standards implemented under this rule Services (TAAS) for adherence to the organization's cybersecurity and data
d i to envi i .
rati i
§164.308(a)(8) Standard: Evaluation | & e i ron Functional | Intersects With | Cybersecurity & Data Protection | CPL-03.2 5
protected health information, that establishes the extent to P
‘which a covered entity's or business associate's security
policies and procedures meet the requirements of this
subpart.
Perform a periodic technical and nontechnical evaluation, Mechanisms exist to establish the scope of assessments by defining the
based initially upon the standards implemented under this rule assessment boundary, according to people, processes and technology that
and, inresponse to envi or directly or indirectly impact the confidentiality, integrity, availability and
operational changes affecting the security of electronic
§164.308(a)(8) Standard: Evaluation | °P°"" & e ind ron Functional |Intersects With|  Assessment Boundaries 1A0-01.1 | safety of the Technology Assets, Applications, Services and/or Data (TAASD) 5
protected health information, that establishes the extent to under review.
‘which a covered entity's or business associate's security
policies and procedures meet the requirements of this
subpart.
Perform a periodic technical and nontechnical evaluation, Mechanisms exist to formally assess the cybersecurity and data protection
based initially upon the standards implemented under this rule controls in Technology Assets, Applications and/or Services (TAAS) through
and, inresponse to envi or Information Assurance Program (IAP) activities to determine the extent to
operational changes affecting the security of electronic
5164.308(a)(8) Standard: Evaluation | P2 g ting unty ron Functional | Intersects With Assessments 1n0-02 | Which the controls are implemented correctly, operating as intended and 3
protected health information, that establishes the extent to producing the desired outcome with respect to meeting expected
which a covered entity's or business associate's security requirements.
policies and procedures meet the requirements of this
subpart.
Business associate " No applicable SCF control
§164.308(0) contracts and other | [no content] Functional N/A N/A N/A
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Notes (optional)

A covered entity may permit a business associate to create,
receive, maintain, or transmit electronic protected health

information on the covered entity's behalf only if the covered
entity obtains satisfactory assurances, in accordance with §

Mechanisms exist to facilitate the implementation of third-party
management controls.

(optional)

§164.308(b)(1) N/A Functional | Subset Of Third-Party Management TPM-01 10
164.314(a), that the business associate will appropriately
safeguard the information. A covered entity is not required to
obtain such satisfactory assurances from a business
associate thatis a
‘A covered entity may permit a business associate to create, Mechanisms exist to mitigate the risks associated with third-party access to
receive, maintain, or transmit electronic protected health the i Assets, Services and/or Data
information on the covered entity's behalf only if the covered (TAASD).
itity obt tisfact 3 d: ith § y - "
§164.308(b)(1) N/A entity obtains satisfactory assurances, in accordance wi Functional | Intersects With Third-Party Services TPM-04 5
164.314(a), that the business associate will appropriately
safeguard the information. A covered entity is not required to
obtain such satisfactory assurances from a business
associate thatis a
‘A covered entity may permit a business associate to create, Mechanisms exist to require for and
receive, maintain, or transmit electronic protected health data protection requi with third-parties, reflecting the i
information on the covered entity's behalf only if the covered needs to protectits Technology Assets, Applications, Services and/or Data
$164.308(6)(1) A entity obtains satisfactory assurances, in accordancewiths | oo Third-Party Contract omos | TAASD) s
164.314(a), that the business associate will appropriately Requirements
safeguard the information. A covered entity is not required to
obtain such satisfactory assurances from a business
associate thatis a
A covered entity may permit a business associate to create, Mechanisms exist to ensure cybersecurity and data protection requirements
receive, maintain, or transmit electronic protected health are included in contracts that flow-down to applicable sub-contractors and
information on the covered entity's behalf only if the covered suppliers.
$164.308(6)(1) A entity obtains satisfactory assurances, in accordancewiths | oo Contract Flow-Down PM0s2 s
164.314(a), that the business associate will appropriately Requirements
safeguard the information. A covered entity is not required to
obtain such satisfactory assurances from a business
associate thatis a
‘A covered entity may permit a business associate to create, Mechanisms exist to document and maintain a Responsible, Accountable,
receive, maintain, or transmit electronic protected health Supportive, Consuilted & Informed (RASCI) matrix, or similar documentation,
information on the covered entity's behalf only if the covered to delineate assignment for cybersecurity and data protection controls
entity obtains satisfactory assurances, in accordance with § Responsible, Accountable, bet ternal stakeholders and External Service Providers (ESP
§164.308(b)(1) N/A Y 4 g Functional | Intersects With Supportive, Consulted & TPM-05.4 |Petweeninternal stakeholders and External Service Providers (ESPs). 5
164.314(a), that the business associate will appropriately
° ) ) A Informed (RASCI) Matrix
safeguard the information. A covered entity is not required to
obtain such satisfactory assurances from a business
associate thatis a
Abusiness associate may permit a business associate that is Mechanisms exist to require for and
a subcontractor to create, receive, maintain, or transmit data protection requi with third-parties, reflecting the i
lectronic protected health information on its behalf only if th Third-Party Contract
§164308(6)(2) A electronic protected health information onts behalfonlyifthe | - rty Con Ipms | eeds toprotect ts Technology Assets, Applications, Sevices and/or Data s
business associate obtains satisfactory assurances, in Requirements TAASD)
accordance with § 164.314(a), that the subcontractor will
safeguard the
‘Abusiness associate may permit a business associate that s Mechanisms exist to ensure cybersecurity and data protection requirements
a subcontractor to create, receive, maintain, or transmit are included in contracts that flow-down to applicable sub-contractors and
electronic protected health information on its behalf only if the Contract Flow-Down tiers.
§164.308(b)(2) N/A 1o prote informatton on ¥ Y Functional |Intersects With TPM-05.2 |SUPPUCTS 5
business associate obtains satisfactory assurances, in Requirements
accordance with § 164.314(a), that the subcontractor will
safeguard the i i
Abusiness associate may permit a business associate that is Mechanisms exist to obtain a First-Party Declaration(1PD) from applicable
a subcontractor to create, receive, maintain, or transmit External Service Providers (ESPs) that provides assurance of compliance with
lectronic protected health information on its behalf only if th
$164308(6)(2) A electronic protected health information on ts behalfonlyifthe | [ || oration (19D) | TPM.0s.6 | SPECHied statutory, regulatory and contractual obligations for cybersecurity s
business associate obtains satisfactory assurances, in and data protection controls, including any flow-down requirements to
accordance with § 164.314(a), that the subcontractor will subcontractors.
safeguard the
Mechanisms exist to protect sensitive / regulated data that is collected,
Document the required by paragraph )
nptem ' stacton ¢ Adequate Security for Sensitive / developed, received, transmitted, used or stored in support of the
specifications: Written |(b)(1) or (b)(2) o this section through a written contract or
§164.308(b)(3) Functional |Intersects With| Regulated Data In Supportof | 1A0-03.2 | performance of a contract. 5
contract or other | other arrangement with the business associate that meets the PN
(Required) i of § 164.314(a).
Documentthe ocuired by paragraph ze‘cham‘smts exist to require ot o (for o and
lata protection with third-p , reflecting the
specifications: Written | (b)(1) or (b)(2) of this section through a written contract or . Third-Party Contract P e
§164.308(b)(3) h ) Functional Equal ' TPM-05 | needs to protect its Technology Assets, Applications, Services and/or Data 10
contract or other other arrangement with the business associate that meets the Requirements (TAASD).
(Required) of 8 164.314(a). :
100910 ohysioalsafeguards | A.COVeTed ety or business associate must, in accordance Fonctional No A wa | Noapplicable SCF control A
with § 164.306:
No No applicable SCF control
§164.310(a) N/A [no content] Functional ) N/A N/A PP N/A
Implement policies and procedures to limit physical access o Mechanisms exis to establish, maintain and disseminate cybersecurity and
s 164310601 Standard: Facility its sleotronic information systems and the facility orfacilities | | | Publishing Cybersecurityand | o o |data protection policies, standards and procedures. 1o
access controls |in which they are housed, while ensuring that properly Data Protection Documentation
ized access s allowed.
Policies and tolimit physical access to Mechanisms exist to facilitate the operation of physical and environmental
s 164310001 Standard: Facility | tselectronic information systems and the faciliy orfaciliies | | Physical & Environmental pes.or |Protection controls. 1o
access controls |in which they are housed, while ensuring that properly Protections
ized access s allowed.
Implementati N No applicable SCF control
§164.310(a)(2) mplementation 1 - ontent] Functional ° N/A N/A DEFTAELIDEe Gl N/A
Establish (and implement as needed) procedures that allow Mechanisms exist to identify and mitigate potential accessibility problems to
s16ast0()y | COMingency operations|facility access in supportof restoration of lost data underthe | Ascessibilty 5CD.0s.2|the altemate processingsite and possible mitigation actions, in the event of .
(Addressable) |disaster recovery plan and emergency mode operations plan in an area-wide disruption or disaster.
the event of an
Establish (and implement as needed) procedures that allow exist to define roles & forall
Contingency operations|facility access in s ort of restoration of lost data under the L
§164.310(a)(2)(i) ingency operations| facility upport of u Functional | Intersects With | Defined Roles & Responsibilities |  HRs-03 | PerS°e! 5
(Addressable) |disaster recovery plan and emergency mode operations plan in
the event of an
Establish (and implement as needed) procedures that allow Physical access control mechanisms exist to maintain a current list of
Contingency operations|facility access in s ort of restoration of lost data under the L with auth d ¢ izati L faciliti t for th
§164.310(a)(2)() ingoney operations faciity upportof r u Functional | Intersects With| Physical Access Authorizations |  PES-02 | PerSonnel with authorized access to organizational facilities (except for those 5
(Addressable) |disaster recovery plan and emergency mode operations plan in areas within the faciliy officially designated as publicly accessible).
the event of an
Establish (and implement as needed) procedures that allow Physical access control mechanisms exist to authorize physical access to
Contingency operations facility access in support of restoration of lost data under the facilities based on the posit le of the individual.
§164.310(a)(2) i) ingency operati oty upport of r v Functional | Intersects With| Role-Based Physical Access | PES-02.1 |/2¢!ties basedonthe position orrole of the individua 5
(Addressable) |disaster recovery plan and emergency mode operations plan in
the event of an
Implement policies and procedures to safeguard the facility Mechanisms exist to establish, maintain and disseminate cybersecurity and
Facility security plan ‘ " Publishing Cyberseourity and )
§164.310(a)(2)ii) and the equipment therein from unauthorized physical access, | Functional |  Subset Of GOV-02 |data protection policies, standards and procedures. 10
(Addressable) Data Protection Documentation
and theft.
Implement policies and procedures to safeguard the facility Mechanisms exist to facilitate the operation of physical and environmental
Facility security plan ) " Physical & Environmental
§164.310(a)(2)(ii) and the equipment therein from unauthorized physical access, | Functional |  Subset Of ! PES-01 | protection controls. 10
(Addressable) Protections
and theft.
Facility securityplan | MPlement policies and procedures to safegard the facilty P"‘V:‘“'l Sooees °°’L‘l"°h‘ m_“Ta”‘sms e"'_s‘t“’(_e”'f;?e pzys‘,cal e it
i i authorizations for all physical access points (including designated entry/exi
§164.310(2)(2)(ii) Y YPIaN | and the equipment therein from unauthorized physical access, | Functional | Intersects With|  Physical Access Control PES-03 phy P '8 desigr v 5
(Addressable) : points) to facilities (excluding those areas within the facility officially
tampering, and theft. " !
as publicly
roones comtrolang | mPtement procedures to control and validate a person's Mechanisms exist to facilitate the implementation of identification and
access to facilities based on their role or function, includin; Identity & Access Management it trols.
§164.310(a)(2)(iii) validation procedures ! 8 Functional Subset Of i 8 |AC-01 | 3€Cess management controls. 10
visitor control, and control of access to software programs for 1AM
(Addressable)
testing and revision.
rooes comtratand to control and validate a person's Physical access control mechanisms exist to maintain a current list of
access to facilities based on their role or function, includin Lwith authorized t izational faciliti tfor th
§164.310(a)(2)(iii) validation procedures ! 8 Functional |Intersects With| Physical Access Authorizations | PES-02 | PerSOnnet with authorized access to organizational facilities (except for those 5
ncarecaabte) |Viitor control, and controlof access to software programs for areas within the facility officially designated as publicly accessible).
testing and revision.
roones comtrolang | mplement procedures to control and validate a person's Physical access control mechanisms exist to enforce physical access
access to facilities based on their role or function, includin thorizations for all physical ints (including designated entry/exit
§164.310(a)(2)(ii) validation procedures ! ® | Functional |IntersectsWith|  Physical Access Control pEs.3 | 2uthorizations for all physical access points (including designated entry/exi 5
ncarocaabte) |Viitor control, and controlof access to software programs for points) to facilities (excluding those areas within the facility officially
testing and revision. i as publicly i
roones comtrolang | mplement procedures to control and validate a person's Physical access control mechanisms exist to identify, authorize and monitor
access to facilities based on their role or function, includin isitors before allow to the facility (other th designated
§164.310(a)(2)(iii) validation procedures ! 8 Functional | Intersects With Visitor Control pES.0p | Visitors before allowing access to the facility (other than areas designated as 5

(Addressable)

visitor control, and control of access to software programs for

testing and revision.

publicly accessible).
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HIPAA Administrative Simplification

STRM
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SCF Control

Secure Controls Framework (SCF)
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Strength of
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(optional)

version 2025.4
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Notes (optional)

Implement policies and procedures to document repairs and

records

to the physical of a facility which

Publishing Cybersecurity and

Mechanisms exist to establish, maintain and disseminate cybersecurity and
data protection policies, standards and procedures.

electronic protected health information into and out of a
facility, and the movement of these items within the facility.

§164.310(a)(2)(0 Functional | Subset Of Gov-02 10
(@2 (Addressable) are related to security (for example, hardware, walls, doors, uneti Data Protection Documentation
and locks).
Implement policies and procedures to document repairs and Mechanisms exist to conduct controlled maintenance activities throughout
records to the physical of a facility which the lifecycle of the Technology Asset, Application and/or Service (TAAS).
§164.310(a)(2)(iv) ® physi v Functional | Intersects With|  Controlled Maintenance MNT-02  |the lifecyele of the Technology Asset, Application and/or Service (TAAS). 8
(Addressable) |are related to security (for example, hardware, walls, doors,
and locks).
Implement policies and procedures to document repairs and Mechanisms exist to develop, disseminate, review & update procedures to
records to the physical of a facility which facilitate the i It \tatic f int itrols the Ite ise.
§164.310(a)(2)(iv) ) > Phys v Functional |  Subset Of Maintenance Operations MNT-07 | facilitate theimplementation of maintenance controls across the enterprise 10
(Addressable) |are related to security (for example, hardware, walls, doors,
and locks).
Implement policies and procedures to document repairs and Mechanisms exist to facilitate the operation of physical and environmental
records to the physical of a facility which Physical & Environmental tecti trols.
§164.310(2)(2)(iv) ® physi v Functional | Subset Of ¥ v pes-o1 | Protection controls. 10
(Addressable) |are related to security (for example, hardware, walls, doors, Protections
and locks).
Implement policies and procedures that specify the proper Mechanisms exist to establish, maintain and disseminate cybersecurity and
funotions to be performed, the manner in which those data protection policies, standards and procedures.
Standard: Workstation |functi tobe performed, and the physical attributes of Publishing Cyberseourity and
§164.310(b) fon | functions are to be performed, and the physical attributes o Functional Subset Of '8 Cybersecurity GOV-02 10
use the surroundings of a specific workstation or class of Data Protection Documentation
'workstation that can access electronic protected health
Implement policies and procedures that specify the proper Mechanisms exist to facilitate the implementation of Endpoint Device
functions to be performed, the manner in which those Management (EDM) controls.
Standard: Workstation |functions are to be performed, and the physical attributes of Endpoint Device Management
5164.310(b) e pertor physicat atri Functional | Subset Of P © END-01 10
use the surroundings of a specific workstation or class of (EDM)
workstation that can access electronic protested health
Implement policies and procedures that specify the proper Mechanisms exist to require all employees and contractors to apply
funotions to be performed, the manner in which those cybersecurity and data protection principles in their daily work.
Standard: Workstation |functi to be performed, and the physical attributes of
§164.310(b) fon | functions are to be performed, and the physical attributes o Functional | Intersects With Terms of Employment HRS-05 5
use the surroundings of a specific workstation or class of
'workstation that can access electronic protected health
Implement policies and procedures that specify the proper exist to define and Tules of behavior
functions to be performed, the manner in which those for the use of including for
Standard: Workstation |functions are to be performed, and the physical attributes of behavior.
§164.310(b) unett perfor physi ! Functional |Intersects With Rules of Behavior HRs-05.1 | Penavior 3
use the surroundings of a specific workstation or class of
workstation that can access electronic protected health
policies and that specify the proper Mechanisms exist to establish Usage restrictions and implementation
funotions to be performed, the manner in which those guidance for organizational technologies based on the potential to cause
Standard: Workstation |functi tobe performed, and the physical attributes of : )
$1643100) ion |functions are to be performed, and the physical attributes o Functional | IntersectaWith|  Teshnology Use Restrictions | HRs.05.3 | 12mage to Technology Assets, Applications and/or Services (TAAS), if used s
use the surroundings of a specific workstation or class of maliciously.
'workstation that can access electronic protected health
Implement policies and procedures that specify the proper Mechanisms exist to identify and document Standardized Operating
functions to be performed, the manner in which those Procedures (SOP), or similar documentation, to enable the proper execution
Standard: Workstation |functions are to be performed, and the physical attributes of Standardized Operatiny  day-to-day / assigned tasks.
§164.310(b) uneti perfor physl ! Functional | Intersects With perating Ops-01.1 |°f day-to-day/assigned tasks. 5
use the surroundings of a specific workstation or class of Procedures (SOP)
workstation that can access electronic protected health
Implement policies and procedures that specify the proper Mechanisms exist to define supporting business processes and implement
funotions to be performed, the manner in which those i and service toensure
Standard: Workstation |functi tobe performed, and the physical attributes of Service Delive ) :
$1643100) ion |functions are to be performed, and the physical attributes o Functional | intersects With ) very ops.oa | Planing, delivery and support of the organization's technology capabilities s
use the surroundings of a specific workstation or class of (Business Process Support) supporting business functions, workforce, and/or customers based on
workstation that can access electronic protected health industry-recognized standards to achieve the specific goals of the process
area.
policies and that specify the proper Physical access control mechanisms exist to enforce physical access to
functions to be performed, the manner in which those critical systems or sensitive/regulated data, in addition to the physical access|
Standard: Workstation |functions are to be performed, and the physical attributes of trols for the facility.
§164.310(b) unet! perfor physt ' Functional |Intersects With|  Access To Critical Systems | PES-03.4 |CONtots for the facility. 3
use the surroundings of a specific workstation or class of
workstation that can access electronic protected health
Implement policies and procedures that specify the proper Mechanisms exist to identify systems, equipment and respective operating
funotions to be performed, the manner in which those environments that require limited physical access so that appropriate
Standard: Workstation |functi tobe performed, and the physical attributes of Physical Security of Offices, \
$1643100) ion |functions are to be performed, and the physical attributes o runctional | intersectewitn| P ity of pEs.oq |PhYsical access controls are designed and implomented for ofices, rooms s
use the surroundings of a specific workstation or class of Rooms & Facilities andfacilities.
'workstation that can access electronic protected health
tandard: Worketation physical forall that ] ] ] Mechanisms exist to protect the confidentiality, integrity, availability and
§164.310(c) o access electronic protected health information, to restrict Functional | SubsetOf | Endpoint Protection Measures | END-02 |safety of endpoint devices. 10
Y access to authorized users
Physical access control mechanisms exist to enforce physical access
Standard: Workstation physical forall that authorizations for all physical access points (including designated entry/exit
: rizati i i
§164.310(c) access electronic protected health information, to restrict Functional | Intersects With|  Physical Access Control PES-03 " ! phy: points (including designat ry/ex 5
security points) to facilities (excluding those areas within the facility officially
access to authorized users
as publicly
tandard: Worketation physical forall that Physical access control mechanisms exist to enforce physical access to
§164.310(c) o access electronic protected health information, to restrict Functional |Intersects With| ~ Access To Critical Systems | PES-03.4 | critical systems or sensitive/regulated data, in addition to the physical access, 5
Y access to authorized users controls for the facility.
Standard: Workstation physical forall that Physical Security of Offices Memamsmf Bxxrim:m idemi\w SZS;BT\SV equlipmem a"dnr‘estpecwe upfmi"g
§164.310(c) g access electronic protected health information, to restrict Functional | Intersects With ¥ Y g PES-04 |CSnVironments that require limited physical access so that appropriate 5
security Rooms & Facilities physical access controls are designed and implemented for offices, rooms
access to authorized users
and facilities.
tandard: Worketation physical forall that ] ) ] Physical security mechanisms exist to allow only authorized personnel
§164.310(c) o access electronic protected health information, to restrict Functional |Intersects With|  Working in Secure Areas PES-04.1 |access to secure areas. 5
Y access to authorized users
Standard: D d N No applicable SCF control
§164.310(d) andard:Deviceand . ¢ tent) Functional ° N/A N/A DEETAELIDEe Clie N/A
media controls
) ) Mechanisms exist to establish, maintain and disseminate cybersecurity and
policies and that govern the receipt and| ‘
removal of hardware and electronic media that contain Publishing Cyberseourity and data protection policies, standards and procedures.
§164.310(d)(1) N/A : ° " Functional | Subset Of 8y v GoV-02 10
electronic protected health information into and out of a Data Protection Documentation
facility, and the movement of these items within the facility.
Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
Implement policies and procedures that govern the receipt and|
! ’ implement and manage asset management controls.
removal of hardware and electronic media that contain
§164.310(d)(1) N/A Functional | Subset Of Asset Governance AST-01 10
electronic protected health information into and out of a
facilty, and the movement of these items within the facility.
\mplomant polices and procedures that govern the receipt and Mechanisms exist to authorize, control and racktechrology assets entering
removal of hardware and electronic media that contain and exiting organizational facilties.
§164.310(d)(1) N/A : ° " Functional | Intersects With Removal of Assets AST-11 5
electronic protected health information into and out of a
facilty, and the movement of these items within the facility.
Mechanisms exist to facilitate the implementation of data protection
Implement policies and procedures that govern the receipt and| B
removal of hardware and electronic media that contain -
§164.310(c)(1) N/A Functional |  Subset Of Data Protection DCH-01 10
electronic protected health information into and out of a
facilty, and the movement of these items within the facility.
\mplemant polices and procsdures that govern the receipt and Mechanisms exist to control and restict access to digital and ron-digital
removal of hardware and electronic media that contain mediato authorized individuals.
§164.310(d)(1) N/A : ° " Functional | Intersects With Media Access DCH-03 5
electronic protected health information into and out of a
facilty, and the movement of these items within the facility.
Mechanisms exis to protect and control digital and non-digital media during
Implement policies and procedures that govern the receipt and|
! ’ transport outside of controlled areas using appropriate security measures.
removal of hardware and electronic media that contain
§164.310(c)(1) N/A Functional | Intersects With Media Transportation DCH-07 5
electronic protected health information into and out of a
facility, and the movement of these items within the facility.
\mplomant policies and procsdures that govern the receipt and Mecham{sr(\s et identify custodians throughout the transport of digital or
al media.
emoval of hardware and elestronic media that contain
§164.310(d)(1) N/A remov ) ) " " Functional | Intersects With Custodians DCH-07.1 5
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Implement policies and procedures that govern the receipt and
removal of hardware and electronic media that contain

Mechanisms exist to restrict or prohibit the use of portable storage devices by
users on external systems.

§164.310(d)(1) N/A : ° " Functional |Intersects With|  Portable Storage Devices | DCH-13.2 5
electronic protected health information into and out of a
facilty, and the movement of these items within the facility.
Mechanisms exist to develop, disseminate, review & update procedures to
Implement policies and procedures that govern the receipt and|
! ’ facilitate the implementation of maintenance controls across the enterprise.
removal of hardware and electronic media that contain
§164.310(d)(1) N/A Functional |  Subset Of Maintenance Operations MNT-01 10
electronic protected health information into and out of a
facility, and the movement of these items within the facility.
| mplement policies and procedures that govern the receipt and, Mechanisms T:s: o ptrevem or control the removal of equipment undergoing
at contains
emoval of hardware and elestronic media that contain
§164.310(d)(1) N/A remova: of hardwar ectronic madk ' Functional |Intersects With| Prevent Unauthorized Removal | MNT-04.3 5
electronic protected health information into and out of a
facilty, and the movement of these items within the facility.
Implementati N No applicable SCF control
§164.310(d)(2) mplementation 1 - ontent] Functional ° N/A N/A DEETAELIDEe Clie N/A
) ) Mechanisms exist to establish, maintain and disseminate cybersecurity and
policies and to address the final Publishing Gybersecurity and e o oo ameln and &
ublishi rsecur lata protection policies, standards and procedures.
§164.310(d)(2)(i) Disposal (Required) | disposition of electronic protected health information, and/or | Functional |  Subset Of 8y Y Gov-02 P P P 10
- PR Data Protection Documentation
the hardware or electronic media on which it is stored.
I mplemant policies and prosedures to addross the final Meclhamsr‘r\s e:ls( to facm(at;e an IT Asset r:ana%errl\em (ITAM) program to
implement and manage asset management controls.
§164.310()(2)() Disposal (Required) |disposition of electronic protected health information, and/or | Functional | Subset Of Asset Governance AST-01 P & & 10
the hardware or electronic media on which it is stored.
\mplement policies and procedures to addross the final ocure e bestactono Mechanisms exist to securely dispose of, destroy o reZurpn::eZysltem }
ure Disposal, Destruction or usin, and methods to preven
§164.310(c)(2)() Disposal (Required) |disposition of electronic protected health information, and/or | Functional |Intersects With P AST-09 e P 5
! th info Re-Use of Equipment information being recovered from these components.
the hardware or electronic media on which it is stored.
Implement procedures for removal of electronic protected Mechanisms exist to securely dispose of, destroy or repurpose system
" ° ) - Secure Disposal, Destruction or ! .
§164310()(2)(i)  |Media re-use (Required) |health information from electronic media before the media are |  Functional |Intersects With e AST-09 using d and methods to prevent 5
made available for re-use. aute being recovered from these
Implement procedures for removal of electronic protected Mechanisms exist to sanitize system media with the strength and integrity
§164310()(2)(i) |Media re-use (Required) | health information from electronic media before the media are |  Functional |Intersects With|  System Media Sanitization DCH-08 | commensurate with the classification or sensitivity of the information prior to 5
made available for re-use. disposal, release out of control or release for reuse.
Mechanisms exist to perform of Assets,
Services and/or Data (TAASD) that:
(1) Acourately reflects the current TAASD i use;
(2) Identifies authorized software products, including business justification
details;
Accountability | Maintain a record of the movements of hardware and ;
§164.310(c)(2)(ii) Y ' ! Functional | Intersects With Asset Inventories AST-02 | (3) s at the level of granularity deemed necessary for tracking and reporting; 3
(Addressable) |electronic media and any person responsible therefore.
(4) Includes organization-defined information deemed necessary to achieve
effective property accountability; and
(5)1s available for review and audit by designated organizational personnel.
Accountability | Maintain a record of the movements of hardware and Updates During Installations / Mechanisms exist to update asset inventories as part of component
§164.310()(2)ii) by \niain a recor V rewar Functional | Intersects With| P uring ! AST-02.1 1Sms exist to up nventories as p P 3
media and any person therefore. Removals removals and asset upgrades.
Mech ist to implement and Configuration M t
§164.310(d)(2)(ii) Accountability | Maintain a record of the movements of hardware and Functional | Intersects Witn| ~ COfiEuration Management | oy o) o D:;::QZT;;)SSBD Z"s"::ire‘c::ol:anf:(:ont; ‘::: :"e ntiien:i" 5
. 02, v simil i "
(Addressable) electronic media and any person responsible therefore. Database (CMDB) . " B randeov e
asset-specifi
Mechanisms exist to ensure asset ownership responsibilities are assigned,
Accountability | Maint d of th ts of hardh d
$ 1643100 ccountability aintain a record of the movements of hardware an Functional | Intersects With|  Assot Ownership Assignment | AsT-0s | 7cked and managed at a team, indvidual, o resporsible organization lovel s
(Addressable) |electronic media and any person responsible therefore. to establish a common understanding of requirements for asset protection.
Mech ist to include capturing th . position and/or role of
Accountability | Maintain a record of the movements of hardware and ) ) . : echanisms exist to include 6apturing the name, position and/or role o
§164.310(c)(2)(ii) Functional |Intersects With|  Accountability Information | AST-03.1 for assets as part of the 5
(Addressable) |electronic media and any person responsible therefore. "
asset inventory process.
Mechanisms exist to create recurring backups of data, software and/or
Databackupand | Create aretrievable, exact f electronic protected health : . : ,
164310012 ata backup an reate a retrievable, exact copy of electronic protected heal Functional | intersects With Data Backups BCp.17 | SYetom images, as wellas verfy the intogrity o these backups, to nsuro the R
storage (Addressable) |information, when needed, before movement of equipment. availability of the data to satisfy Recovery Time Objectives (RTOs) and
Recoverv Point Obiectives (RPOs).
100912 Techmioalsafaguards |-C0Vered entity or usiness assosiate must in accordance Fonctional No A A |Noapplicable SCF control A
with § 164.306:
Standard: Access No No applicable SCF control
§164.312(a) [no content] Functional ) N/A N/A PPl N/A
control
Implement technical policies and procedures for electronic Mechanisms exist to establish, maintain and disseminate cybersecurity and
i ion systems that maintain electronic protected health .
systems that maintain electronic protected hea Publishing Cybersecuriy and data protection policies, standards and procedures.
§164.312(a)(1) N/A information to allow access only to those persons or software | Functional |  Subset Of Gov-02 10
Data Protection Documentation
programs that have been granted access rights as specified in
§164.308(a)(4).
Implement technical policies and procedures for electronic Mechanisms exist to manage personnel security risk by assigning a risk
information systems that maintain electronic protected health designation to all positions and establishing screening criteria for individuals
§164.312(a)(1) N/A information to allow access only to those persons or software | Functional | Intersects With|  Position Categorization HRS-02  |filling those positions. 5
programs that have been granted access rights as specified in
§164.308(a)(4).
technical policies and procedures for electronic exist to define Toles & forall
information systems that maintain electronic protected health personnel.
§164.312(a)(1) N/A information to allow access only to those persons or software | Functional | Intersects With | Defined Roles & Responsibilities | HRS-03 5
programs that have been granted access rights as specified in
§164.308(a)(4).
Implement technical policies and procedures for electronic Mechanisms exist to facilitate the implementation of identification and
information systems that maintain electronic protected health access management controls.
! ! ) Identity & Access Management
§164.312(a)(1) N/A information to allow access only to those persons or software | Functional | Subset Of b 1AC-01 10
programs that have been granted access rights as specified in
§164.308(a)(4).
Implement technical policies and procedures for electronic Mechanisms exist to enforce Role-Based Access Control (RBAC) for
information systems that maintain electronic protected health Role-Based Access Contral Technology Assets, Applications, Services and/or Data (TAASD) to restrict
§164.312(a)(1) N/A information to allow access only to those persons or software | Functional | Intersects With (R8n0) IAC-08  |access to individuals assigned specific roles with legitimate business needs. 5
programs that have been granted access rights as specified in
§164.308(a)(4).
Implement technical policies and procedures for electronic Mechanisms exist to utilize the concept of least privilege, allowing only
information systems that maintain electronic protected health authorized access to processes necessary to accomplish assigned tasks in
§164.312(a)(1) N/A information to allow access only to those persons or software | Functional | Intersects With Least Privilege IAC-21  |accordance with organizational business functions. 5
programs that have been granted access rights as specified in
§164.308(a)(4).
Implementati N No applicable SCF control
§164.312(a)(2) mplementation 1 - ontent] Functional ° N/A N/A DEFTAELIDEe Gl N/A
Unique user Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
Assign a unique name and/or number for identifying and Identification & Authentication
§164.312(a)(2) (i) identification 18N & uniqu r number for identifying Functional Subset Of ffication & Authenticati IAC-02 | and Audit (AAA) organizational users and processes acting on behalf of 10
tracking user identity. for Organizational Users
(Reauired) users.
Unique user Mechanisms exist to govern naming standards for usernames and Technology
Assign a unique name and/or number for identifying and Identifier Management (Use
§164.312(a)(2) (i) identification 1 & uniqu r number for identifying Functional Equal fier Manag (User IAC-09 | Assets, Applications and/or Services (TAAS). 10
tracking user identity. Names)
(Reauired)
Emergency access | EStAPUSh (and implement as needed) procedures for obtaining existto govern account of individual,
§164.312(a)(2)(ii) pmcefme (yRequi’ed' necessary electronic protected health information duringan | Functional | Subset Of Account Management IAC-15 | group, system, service, application, guest and temporary accounts. 10
Establish (and implement as needed) procedures for obtaining Automated mechanisms exist to disable of remove temporary and emergency
Emergency access ) ’ es foro! Removal of Temporary / 19t to di °
§164.312(a)(2)(ii) ©% | necessary electronic protected health information duringan | Functional | Intersects With IAC-15.2 |accounts after an organization-defined time period for each type of account. 3
procedure (Required) Emergency Accounts
Emergency access | EStARUISh (and implement as needed) procedures for obtaining Mechanisms exist to establish and control “emergency access only"
§164.312(a)(2)(ii) BONCY 800083 | 1 cessary electronic protected health information duringan |~ Functional Equal Emergency Accounts IAC-15.9 |accounts. 10
procedure (Required)
Automatic logoff | Implement electronic procedures that terminate an electronic System Hardening Through Mechanisms exist to develop, document and maintain secure baseline
§164.312(a)(2)(ii) & ‘ erm! Functional  |Intersects With| oo & Throug CFG-02 igurations for Assets, and/or Services (TAAS) 5
(Addressable) |session after a predetermined time of inactivity. Baseline Configurations
that are consistent with industry-accepted system hardening standards.
Automatic logoff | Implement electronic procedures that terminate an electronic Automated mechanisms exist to log out users, both locally on the network
§164.312(a)(2)(ii) & ‘ o Functional |Intersects With Session Termination IAC-25  |and for remote sessions, at the end of the session or after an organization- 5
(Addressable) |session after a predetermined time of inactivity.
defined period of inactivity.
Enopionand | rechanism to ancrypt and deorypt electronic Mechanisms exist to facilitate the implementation of cryptographic
§164.312(a)(2)(V) decryption & & Functional | SubsetOf | Useof Cryptographic Controls | CRY-01 |protections controls using known public standards and trusted cryptographic 10

protected health information.

Fiar
Tt

(Slolc)

tionNoDerhuative
rrational(CC BY-ND4.0)

Secure Controls Framework (SCF)

70f47



Set Theory Relationship Mapping (STRM)

HIPAA Administrative Simplification

Secure Controls Framework (SCF)

version 2025.4
12/16/2025

Strength of

FDE Name Focal Document Element (FDE) Description SCF Control new Relationship Notes (optional)
Rationale  Relationship Control Description
(optional)
Implement hardware, software, and/or procedural Mechanisms exist to facilitate the implementation of enterprise-wide
Standard: Audit mechanisms that record and examine activity in information ite itrols.
§164.312(b) . ) ine activity I Functional Subset Of Continuous Monitoring MoON-p7 |Monitering controls: 10
controls systems that contain or use electronic protected health
Implement hardware, software, and/or procedural Mechanisms exist to generate, monitor, correlate and respond to alerts from
Standard: Audit | mechanisms that record and examine activity in information hysical, cyb ty, data protection and supply chain activities t
§164.312(b) ' ) ine activityl Functional |Intersects With|  System Generated Alerts | MON-01.4 | /1921 eybersecurity, data protection and supply chain activities to 5
controls systems that contain or use electronic protected health achieve integrated situational awareness.
Implement hardware, software, and/or procedural Mechanisms exist to review event logs on an ongoing basis and escalate
Standard: Audit | mechanisms that record and examine activity in information ident ith timel d
§164.312(b) . ) ine activity I Functional | Intersects With Reviews & Updates MON-01.8 |neidentsin wi imelines an 5
controls systems that contain or use electronic protected health
Implement hardware, software, and/or procedural Mechanisms exist to assess the organization's needs for monitoring and
& 164.312(0) Standard: Audit [ mechanisms that record and examine activity ininformation | || Analyze and Prioritize Monitoring | |1 | riertize the monitoring of assets, based on asset critcality and the s
controls systems that contain or use electronic protected health Requirements sensitivity of the data it stores, transmits and processes.
Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
Implement hardware, software, and/or procedural 51‘ aE":'";l"“h'":h Ctmeof ovent "
Standard: Audit | mechanisms that record and examine activity in information (1) Establish what type of event occurred;
§164.312(b) Functional |Intersects With|  Content of Event Logs MON-03  ((2) When (date and time) the event occurred; 5
controls systems that contain or se electronic protected health
: . (3) Where the event occurred;
information.
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identitv of anv. the event.
Implement hardware, software, and/or procedural Mechanisms exist to link system access to individual users or service
Standard: Audit hanisms that record and examine activity in informati .
$16431200) andard: Audit | mechanisms that record and examine activity ininformation | it Traits Monoaa |accounts s
controls systems that contain or se electronic protected health
Implement hardware, software, and/or procedural Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
Standard: Audit hanisms that record and examine activity in informati
$16431200) andard: Audit | mechanisms that record and examine activiy in nformation | Anomalous Behavior M1 | User Actvity Moritoring (UAM) solutions to detect and respond to anomalous s
controls systems that contain or se electronic protected health behavior that could indicate account compromise or other malicious
i i activities.
N No applicable SCF control
§164.312(c) Standar [no content] Functional ° N/A N/A DEETAELIDEe Clie N/A
Implement policies and procedures to protect electronic Mechanisms exist to establish, maintain and disseminate cybersecurity and
) ‘ . Publishing Cyberseourity and ‘
§164.312(c)(1) N/A protected health information from improper alteration or Functional | Subset Of GOV-02 |data protection policies, standards and procedures. 10
Data Protection Documentation
Implement policies and procedures to protect electronic Mechanisms exist to facilitate the implementation of data protection
§164.312(c)(1) N/A protected health information from improper alteration or Functional |  Subset Of Data Protection DCH-01 controls. 10
Implement policies and procedures to protect electronic Mechanisms exist to protect sensitive/regulated data wherever it is stored.
¢ " " Sensitive / Regulated Data
§164.312(c)(1) N/A protected health information from improper alteration or Functional | Intersects With s, DCH-01.2 5
Implementation Mechanisms exist to configure Technology Assets, Applications and/or
specification: Services (TAAS) to restrict access to sensitive/regulated data.
to electronic to that
Sensitive / Regulated Dat
§164.312(c)(2) electronic protected health i has not been altered | Functional | Intersects With| o> Ve / Regulated Data CFG-08 5
Access Enforcement
protected health |or destroyed in an unauthorized manner.
information
implementation Automated mechanisms exist to generate event logs whenever
specification: sensitive/regulated data is collected, created, updated, deleted and/or
to electronic to that archived.
Sensitive / Regulated Dat
§164.312(c)(2) electronic protected health i hasnotbeenaltered | Functional |IntersectsWith| o “'BACSE:: ed Data CFG-08.1 5
protected health |or destroyed in an unauthorized manner.
information
implementation Mechanisms exist to utilize a File Integrity Monitor (FIM), o similar change-
specification: detection on critical Assets, and/or
to electronic to that Services (TAAS) to generate alerts for unauthorized modifications.
§164.312(c)(2) electronic protected health i hasnotbeenaltered | Functional ~|Intersects With| ~File Integrity Monitoring (FIM) | MON-01.7 5
protected health |or destroyed in an unauthorized manner.
information
implementation existto enhanced activity for privileged
specification: users.
to electronic to that
§164.312(c)(2) electronic protected health i hasnotbeenaltered | Functional |IntersectsWith|  Privileged User Oversight | MON-01.15 5
protected health |or destroyed in an unauthorized manner.
information
implementation Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
specification: User Activity Monitoring (UAM) solutions to detect and respond to anomalous
to electronic to that behavior that could indicate account compromise or other malicious
§164.312(c)(2) electronic protected health i has notbeenaltered | Functional | Intersects With Anomalous Behavior MON-16 |activities. 5
protected health |or destroyed in an unauthorized manner.
information
Implement procedures to verify that a person or entity seeking Mechanisms exist to facilitate the implementation of personnel security
Standard: Person o Human Resources Securit
§164.312(d) ! fSONOF | cess to electronic protected health information is the one Functional | Subset Of u ure Tty HRS-01 |controls. 10
entity authentication Management
claimed.
Standard: Porson or |/ MPIement procedures to verfy that a person or etity seeking Mechanisms exist to manage personnel security risk by screening individuals
§164.312(d) ondard: POrson Of |, s ess to electronic protected health information is the one | Functional | Intersects With Personnel Screening HRS-04  [priorto authorizing access. 5
entity authentication
claimed.
to verify that a person or entity seekin Mechanisms exist to verify the identity of a user before issuing authenticators
Standard: Person or lures to verify that a p r entity seeking Identity Proofing (Identity oms exist to vertly the Identity roetor gau
§164.312(d) ° S9N O | 2 cess to electronic protected health information is theone | Functional | Intersects With 1AC-28 | or modifying access permissions. 5
entity authentication Verification)
claimed.
Standard: Porson or |/ MPIeMent procedures to verfy that a person or etity seeking Mechanisms exist to require evidence of individual identification to be
§164.312(d) ondard: POrson Of |, s ess to electronic protected health information is the one | Functional | Intersects With Identity Evidence IAC-28.2 |presented to the registration authority. 5
entity authentication
claimed.
Implement procedures to verify that a person or entity seeking Mechanisms exist to require that the presented identity evidence be validated
Standard: Person o Identity Evidence Validation &
§164.312(d) 8 TSON O | cess to electronic protected health information is the one Functional | Intersects With 1ty Fvidence Vat IAC-28.3 |and verified through ional-defined methods of validation and 5
entity authentication Verification
claimed.
Standard: Porson or |/ MPIeMent procedures to verfy that a person or etity seeking Mechanisms exist to facilitate the implementation of third-party
§164.312(d) ondard: POrson Of | cess to electronic protected health information is theone | Functional | Subset Of Third-Party Management TPM-01 | management controls. 10
entity authentication
claimed.
Standard: Transmission No No applicable SCF control
§164.312(¢) [no content] Functional N N/A N/A PP N/A
security.
Implement technical security measures to guard against Mechanisms exist to develop, document and maintain secure baseline
thorized to electronic protected health System Hardening Through
s164312001) A unauthorized access to electronic protected hea Functional | intersacts witn|  SYstem Hardening Throug cro.02 s for Technology Assets, and/or Services (TAAS) s
information that is being transmitted over an electronic Baseline Configurations that are consistent with industry-accepted system hardening standards.
network.
Implement technical security measures to guard against Cryptographic mechanisms exist to protect the confidentiality of data being
thorized to electronic protected health .
§164.312(e)(1) N/A unauthorized access to elestronic protected hea Functional | Intersects With| Transmission Confidentiality CRy-o3 |transmitted. 5
information that is being transmitted over an electronic
network.
Implement technical security measures to guard against Mechanisms exist to develop, govern & update procedures to facilitate the
thorized to electronic protected health .
5164.312(e)(1) N/A unauthorized access to electronic protected hea Functional SubsetOf | Network Security Controls (NSC) NET-01 implementation of Network Security Controls (NSC) 10
information that is being transmitted over an electronic
network.
Implementati N No applicable SCF control
§164.312(e)(2) mplementation 1 - ontent] Functional ° N/A N/A DEETAELIDEe Clie N/A
tegrity controts | 'MPlement security measures to ensure that electronically S yotom Hardening Through Mechanisms exist to develop, document and maintain secure baseline
§164.312(6)(2)() ey transmitted electronic protected health information s not Functional | Intersects With| Y™ & Throug cFG-02 igurations for Assets, and/or Services (TAAS) 5
(Addressable) Baseline Configurations
modified without detection until disposed of. that are consistent with industry-accepted system hardening standards.
Itogrity contros | !MPement security measures to ensure that electronically Cryptographic mechanisms exist to protect the integrity of data being
§164.312(6)(2)() (Afmzssame) transmitted electronic protected health information s not Functional |Intersects With|  Transmission Integrity CRY-04 |transmitted. 5
modified without detection until disposed of.
Itogrity contros | 'MPlement security measures to ensure that electronically Mechanisms exist to develop, govern & update procedures to facilitate the
§164.312(6)(2)() (Afmzssame) transmitted electronic protected health information s not Functional | SubsetOf | Network Security Controls (NSC) |  NET-01  |implementation of Network Security Controls (NSC). 10
modified without detection until disposed of.
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Set Theory Relationship Mapping (STRM) HIPAA Administrative Simplification

Strength of
Relationship
(optional)

Secure Controls Framework (SCF)

FDE Name
Control Description

Focal Document Element (FDE) Description

SCF Control Notes (optional
Rationale  Relationship ontro! lotes (optional)

Encryption Implement a mechanism to encrypt electronic protected System Hardening Through Mechanisms exist to develop, document and maintain secure baseline
§164.312(6)(2)i) P Pem ° P P Functional | Intersects With| >V & Throug CFG-02 igurations for Assets, and/or Services (TAAS) 5
(Addressable) |health information whenever deemed appropriate. Baseline Configurations
that are consistent with industry-accepted system hardening standards.
Ereryption I mplemont a mechanim to encrypt sloctronic protected Mechanisms exist to facilitate the implementation of cryptographic
§164.312(e)(2 Functional | SubsetOf | Useof Cryptographic Controls | CRY-01 tecti trol e blic standards and trusted cryptographi 10
(e)(2) i) (Adcroseabie) hoalth Information whanever deomed sppropriate. uncti ul ryptographi r protections controls using known public standards and trusted cryptographic
Mechanisms exist to define supporting business processes and implement
i and service toensure
Encryption Implement a mechanism to encrypt electronic protected Service Delive :
£ 164312002101 rypti plem echani rypt electronic pr Functional | intersects with Service Delivery ops.oa | Planning, delivery and support of the organization's technology capabilities s
(Addressable) |health information whenever deemed appropriate. (Business Process Support) supporting business functions, workforce, and/or customers based on
industry-recognized standards to achieve the specific goals of the process
area.
Organizational N No applicable SCF control
§164.314 rganizational [no content] Functional ° N/A N/A DEETAELIDEe Clie N/A
No No applicable SCF control
§164.314(a) N/A [no content] Functional ) N/A N/A PPl N/A
Standard: Business | The contract or other arrangement required by § 164.308(5)(3) Stotuton, Rogutatory & Mechanisms exist to facilitate the identification and implementation of
§164.314(a)(1) associate contracts or | must meet the requirements of paragraph (a)(2)(i), (a)(2)(ii), or | Functional Subset Of v, Regulatory CPL-01 |relevant statutory, regulatory and contractual controls. 10
Contractual Compliance
other (a)2)ii of this section. as
Implementation " No applicable SCF control
§164.314(a)(2) specifications | [no content] Functional N/A N/A N/A
Relationship
(Reauired)
Busi t N No applicable SCF control
§164.314(a)(2) (i) "s'"c'zi:’:;‘;m ® | The contract must provide that the business associatewill— | Functional ° N/A N/A DEFTAELIDEe Gl N/A
A ) I . No No applicable SCF control
§164.314(a)(2)()(A) N/A Comply with the applicable requirements of this subpart; Functional " N/A N/A G N/A
In accordance with § 164.308(b)(2), ensure that any Mechanisms exist to ensure cybersecurity and data protection requirements
subcontractors that create, receive, maintain, or transmit are included in contracts that flow-down to applicable sub-contractors and
electronic protected health information on behalf of the Contract Flow-Down tiers.
§164.314(a)(2)(i)(B) N/A ronic prote {nformatior ! Functional Equal TPM-05.2 [SUPPUErS 10
business associate agres to comply with the applicable Requirements
requirements of this subpart by entering into a contract or
other that comlies with this section: and
Report to the covered entity any security incident of which it Seourity Compromise Me::a”“_sms 'ex's: “’lc"mp‘e‘ E?“fma‘ Service P'°Vl:e's (Esrs':f p'fh"":e
i r
§164.314(a)(2)(i)(C) N/A becomes aware, including breaches of unsecured protected Functional Equal urity Compromi TPM-0s,q |"Otification ofactual or potential compromises in the supply chain that can 10
‘ > ! Notification Agreements potentially affect or have adversely affected systems, applications and/or
health information as required by § 164.410. 3 " !
services that the utilizes.
The covered entity is in compliance with paragraph (a)(1) of Statuton. Rogulatory & Mechanisms exist to facilitate the identification and implementation of
§164.314(a)(2)i) Other arrangements | this section f it has another arrangement in place that meets | Functional | Subset Of ¥, Regulatory CPLOT  relevant statutory, regulatory and contractual controls. 10
Contractual Compliance
the of § 164.504(e)(3).
The requirements of paragraphs (a)(2)() and (@)(2)(i) of this Mechanisms exist to require for and
Business associate | SESHON aPPy tothe contract or other arrangement between data protection with third-parties, reflecting the i
b iate and a subcontract dbyS Third-Party Contract
v usiness associate and a subcontractor required by Functional | intersocts With ird-Party Contr Ipms | eeds toprotect ts Technology Assets, Applications, Sevices and/or Data s
subcontractors 164.308(b)(4) in the same manner as such requirements apply Requirements (TAASD)
to contracts or other arrangements between a covered entity
and business associate.
The requirements of paragraphs (a)(2)() and (@)(2)(i) of this Mechanisms exist to ensure cybersecurity and data protection requirements
Business associate | 551N 8PPl tothe contract or other arrangement between a areincluded in contracts that flow-down to applicable sub-contractors and
business associate and a subcontractor required by § Contract Flow-Down tiers.
5164.314(a)(2) contracts with us : ubcontractor required by Functional | Intersects With TPM-05.2 [SUPPUCTS 5
164.308(b)(4) in the same manner as such requirements apply Requirements
subcontractors
to contracts or other arrangements between a covered entity
and business assoiate.
No No applicable SCF control
§164.314(b) N/A [no content] Functional ) N/A N/A PPl N/A
Except when the only electronic protected health information Mechanisms exist to require i for and
disclosed to a plan sponsor is disclosed pursuant to § data protection requirements with third-parties, reflecting the organization's
Stondard: 164.504(f)(1)(i) or (i), or as authorized under § 164.508, a needs to protect its Technology Assets, Applications, Services and/or Data
y oup health plan must ensure that its plan documents Third-Party Contract 5
§164.314(b)(1) Requirements for group | 57P plan mu ur s p! u Functional Equal \ré-Party Gontr Tpm0s | (TAASD) 10
o o E1°P  provide that the plan sponsor will reasonably and Requirements
P safeguard electronic protected health
created, received, mai or itted to or
by the blan sponsor on behalf of the group health plan.
Implementation | The plan documents of the group health plan must be o No applicable SCF control
§164.314(b)(2) amendedtoi provisions to require the plan sponsor | Functional N/A N/A N/A
Relationship
(Reauired) to—
Implement administrative, physical, and technical safeguards Mechanisms exist to require i for and
that and protect the i Thirg-Party Gontract data protection requirements with third-parties, reflecting the organization's
§164.314(6)(2)() NA integrity, and availability of the electronic protected health Functional Equal o TPM-05 | needs to protect its Technology Assets, Applications, Services and/or Data 10
i ion that it creates, receives, maintains, or transmits “ (TAASD).
on behalf of the group health plan;
Ensure that the adequate separation required by § Thire-Party Contract :e‘C"a”‘fmf exist to require i " ;"' o and
Par ’ nird.
§164.314(b)(2)(i) N/A 164.504(1)(2)(ii) is supported by reasonable and appropriate | Functional Equal ré-marty TPM-gs [Cat@Protection " parties, reflecting the 10
Requirements needs to protectits Technology Assets, Applications, Services and/or Data
security measures;
(TAASD).
Ensure that any agent to whom it provides this information Thire-Party Contract :e‘C"a”‘fmf exist to require i " ;"' o and
-Par - nird.
§164.314(b)(2)(iii) N/A agrees to implement reasonable and appropriate security Functional Equal ré-rarty TpM-0s | dat@ protection W parties, reflecting the 10
S ¢ Requirements needs to protectits Technology Assets, Applications, Services and/or Data
measures to protect the information; and
(TAASD).
Mechanisms exist to compel External Service Providers (ESPs) to provide
$16431400)21) wa Report o the group health plan any security ncident ofwhich | [ o0 Eoual Security Compromise IPm0sq | otiication of actual or potential compromises in the supply chain that can o
it becomes aware. Notification Agreements potentially affect or have adversely affeoted systems, applications and/or
services that the organization utilizes.
Policies and No applicable SCF control
roceduresand | A covered entity or business associate must, in accordance No
§164.316 & « 1y ! Functional e N/A N/A N/A
documentation |with § 164.306: Relationship
and policies and Mechanisms exist to facilitate the implementation of cybersecurity and data
to comply with the standards, protection governance controls.
specifications, or other requirements of this subpart, taking
into account those factors specified in § 164.306(5)(2)(), (i),
(i), and (iv). This standard is not to be construed to permit or
Standard: Policies and Cybersecurity and Data
§164.316(a) e Policl excuse an action that violates any other standard, Functional | Subset Of ybersecurity GOV-01 10
procedures Protection Governance Program
or other of this
subpart. A covered entity or business associate may change its
policies and procedures at any time, provided that the changes
are andarei in with this
subpart.
Implement reasonable and appropriate policies and Mechanisms exist to establish, maintain and disseminate cybersecurity and
to comply with the standards, data protection policies, standards and procedures.
specifications, or other requirements of this subpart, taking
into account those factors specified in § 164.306(5)(2)(), (i),
(i), and (iv). This standard is not to be construed to permit or
Standard: Policies and Publishing Cyberseourity and
§164.316(a) e Policl excuse an action that violates any other standard, Functional | Subset Of ublishing Cyberseaurity GOV-02 10
procedures Data Protection Documentation
or other of this
subpart. A covered entity or business associate may change its
policies and procedures at any time, provided that the changes
are andarei in with this
subpart.
No No applicable SCF control
§164.316(b) N/A [no content] Functional ) N/A N/A PPl N/A
N No applicable SCF control
§164.316(b)(1) N/A [no content] Functional ° N/A N/A DEETAELIDEe Clie N/A
Maintain the policies and procedures implemented to comply Mechanisms exist to establish, maintain and disseminate cybersecurity and
Standard: Publishing Cyberseourity and
5164.316(b)(1)(i) ) with this subpart in written (which may be electronic) form; Functional Subset Of ublishing Cybarseaurity GOV-02 | data protection policies, standards and procedures. 10
Documentation and Data Protection Documentation
If an action, activity or assessment is required by this subpart Periodic Review & Update of Mef":”‘smﬁ_ex's‘ “2 'ez‘e": the Zy"e'se;””‘y a:" fa‘a Z’?‘fc'w:‘ p"’f'a""
§164.316(b)(1)(ii N/A to be documented, maintain a written (which may be Functional |IntersectsWith|  Cybersecurity and Data Gov-o3 |neluding poticies, standards and procedures, at planned intervals or 3
‘ ) : significant changes oceur to ensure their continuing suitability, adequacy and
electronic) record of the action, activity, or assessment. Protection Program
1fan action, actvity or assasament s required by this subpart . ‘Mechamsms existto re.gul;‘rly review processes and documegt:d(procedures
rsecur ith
§164.316(b)(1)(ii N/A to be documented, maintain a written (which may be Functional |Intersects With Y n cpLog |[Woensure © anddata 3
° " Protection Assessments protection policies, standards and other applicable requirements.
electronic) record of the action, activity, or assessment.
Implementation No No applicable SCF control
§164.316(b)(2) plementatl [no content] Functional N N/A N/A PPl N/A
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Focal Document Element (FDE) Description

Rationale

HIPAA Administrative Simplification

Relationship

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of
Relationship

version 2025.4
12/16/2025

Notes (optional)

Retain the documentation required by paragraph (b)(1) of this

Mechanisms exist to retain media and data in accordance with applicable

(optional)

which there is i or out-of-date contact
that precludes written notification to the next of kin or
personal representative of the individual under paragraph
(d)(1)(i.

§164.316(5)(2)() Time limit (Required) |section for 6 years from the date of its creation or the date Functional Equal Media & Data Retention DCH-18  |statutory, regulatory and contractual obligations. 10
when it last was in effect, whichever s later.
Make documentation available to those persons responsible Standardized Operatin Mechanisms exist to identify and document Standardized Operating
§164.316(b)(2)1ii) Availability (Required) [fori the towhichthe Functional | Intersects With AT (zop) e OPS-01.1 | Procedures (SOP), or similar documentation, to enable the proper execution 5
pertains. of day-to-day / assigned tasks.
Mechanisms exist to define supporting business processes and implement
i d
Make documentation available to those persons responsible Service Deive ; o ) an ;E"f”‘c: U E":“'T e
§164.316(b)(2)(ii) Availability (Required) |for i the to which the Functional | Intersects With X i ops.03 [Planning delivery and support of the organization's technology capabilities 5
ortains (Business Process Support) supporting business functions, workforce, and/or customers based on
: industry-recognized standards to achieve the specific goals of the process
area.
Mech st the cyb ity and data protecti ,
Review documentation periodically, and update as needed, in Periodic Review & Update of e °'°f““"
§164.316(b)(2)(iii) Updates (Required) ~ |response to environmental o operational changes affecting Functional | Intersects With Cybersecurity and Data Gov-oz |Metuding policies, standards and procedures, at planned intervals or i 5
significant changes occur to ensure their continuing suitability, adequacy and
the security of the electronic protected health information. Protection Program
Review documentation periodically, and update as needed, in yborsccurity and Data M“ha:ffms E‘X'S‘ :: "(""”de: fy’(’:”““”‘y a("d data p'“:ec‘iu":u"‘;“ls
§164.316(b)(2)(iii) Updates (Required) ~ |response to environmental o operational changes affecting Functional | Intersects With v Y cpLz |Oversigntfunction thatreports to the organization's executive leadership. 5
Protection Controls Oversight
the security of the electronic protected health information.
Compliance dates for No applicable SCF control
the initial N
5164.318 © initia [no content] Functional ° N/A N/A N/A
implementation of the Relationship
security standards
N No applicable SCF control
§164.318(a) N/A [no content] Functional ° N/A N/A DEETAELIDEe Clie N/A
Ahealth plan that is not a small health plan must comply with o No applicable SCF control
§164.318(a)(1) Health plan the applicable requirements of this subpart no later than April | Functional | 19 N/A N/A N/A
20.2005. P
Asmall health plan must comply with the applicable No No applicable SCF control
Se4stia2) A of this subpart no later than April 20. 2006. Functional i A A A
No applicable SCF control
Health Ahealth t comply with th N
§164.318(b) eaith care ealth care clear MLEECELER © Functional © N/A N/A N/A
clearinghouse | requirements of this subpart no later than April 20, 2005. Relationship
'Acovered health care provider must comply with the o No applicable SCF control
§164.318(c) Health care provider _[applicable requirements of ths subpart no later than Aprit 20, |~ Functional | &9 N/A N/A N/A
2005. D
The requirements of this subpart shall apply with respect to o No applicable SCF control
§164.400 Applicability [ breaches of protected health nformation occurring on or after | Functional | o &9 N/A N/A N/A
. 2009. D
ist te d o
§164.402 Definitions [see focal document for details] Functional Subset Of Standardized Terminology SEA-02.1 existto andprocess © 10
reduce confusion amongst groups and
Notification to No No applicable SCF control
§164.404 fficati [no content] Functional ) N/A N/A (et N/A
N No applicable SCF control
§164.404(a) Standard [no content] Functional ° N/A N/A DEFTAELIDEe Gl N/A
‘A covered entity shall, following the discovery of a breach of Mechanisms exist to address data breaches, or other incidents involving the
unsecured protected health information, notify each individual unauthorized disclosure of sensitive or regulated data, according to
h d protected health information has been, or i licabl
§164.404(a)(1) General rule Whose unsecured protected health information has been, oris | g, it Subset Of Data Breach IR0-04.1 laws, and 10
believed by the covered entity to have been,
accessed, acquired, used, or disclosed as a result of such
breach.
For purposes of paragraph (a)(1) of this section, 58 164.406(a), Mech::‘msmzs;xlstlto addr?ss data bveachesl. m:;her |nc\den;s involving the
and 164.408(a), a breach shall be treated as discovered by a naut orzed dislosure o sens;uve orregulated data, according 1o
covered entity as of the first day on which such breach is aws, an
known to the covered entity, or, by exercising reasonable
diligence would have been known to the covered entity. A
Breaches treated as
§164.404(2)(2) PO covered entity shall be deemed to have knowledge of a breach |  Functional |  Subset Of Data Breach 1RO-04.1 10
if such breach is known, or by exercising reasonable diligence
would have been known, to any person, other than the person
committing the breach, who is a workforce member or agent of
the covered entity (determined in accordance with the federal
common law of agency).
Implementation | Except as provided in § 164.412, a covered entity shall provide exist to timely-report incidents to
specification: [the notification required by paragraph (a) of this section 1) Internal stakeholders;
§164.404(b) pecificat e notification required by paragraph (g) of thi ! Functional SubsetOf | Incident Stakeholder Reporting | 1RO-10 | (1) Internal stakeholders; 10
Timeliness of | without unreasonable delay and in no case later than 60 (2) Affected clients & third-parties; and
calendar days after discovery of a breach. (3) Regulatory authoriti
Implementation o No applicable SCF control
§164.404(c) specifications: Content | [no content] Functional e N/A N/A N/A
i Relationship
The notification required by paragraph (a) of this section shall No No applicable SCF control
5§164.404(c)(1) Elements K geredeyperagizpna) Functional ) N/A N/A PPl N/A
include. to the extent possible:
Mechanisms exist to address data breaches, o other incidents involving the
Abrief description of what happened, including the date of the ’
5 164.404(c)(1)(A) N/A P PP e Functional | ~Subset Of Data Breach IRO-04.1 |unauthorized disclosure of sensitive or regulated data, according to 10
breach and the date of the discovery of the breach, if known; . : :
licable laws. and
‘A description of the types of unsecured protected health Mechanisms exist to address data breaches, o other incidents involving the
information that were involved in the breach (such as whether unauthorized disclosure of sensitive or regulated data, according to
§164.404(c)(1)(B) N/A full name, social security number, date of birth, home address, |  Functional | Subset Of Data Breach 1RO-04.1 licable laws, ions and i 10
account number, diagnosis, disability code, or other types of
were involve
any stons ould ket o Mechanisms exist to address data breaches, or other incidents involving the
§164.404(c)(1)(C) N/A v step N protect Functional Subset Of Data Breach IRO-04.1 |unauthorized disclosure of sensitive or regulated data, according to 10
potential harm resulting from the breach; e
ws.
Abrief description of what the covered entity involved is doing Mech;msmzzx-stlm addr?ss da‘:a breachesl, fr;:‘e‘r .nauen: .m:owmgme
§164.404(c)(1)(D) N/A to investigate the breach, to mitigate harm to individuals, and | Functional Subset Of Data Breach 1RO-04.1 (412 ”:I‘ZT sclosure of Se"sé ve or regulated data, according to 10
to protect against any further breaches; and aws, an
Contact procedures for individuals to ask questions or learm Mechanisms exist to address data breaches, or other incidents involving the
$164.4040)1)E) wa additional information, which shall include a toll-free runctionat | subsetof beta Breach |RO.041 |unauthorized disclosure of sensitive or regulated data, according to 10
telephone number, an e-mail address, Web site, or postal licable laws, and
address.
Plaintangusge |The notiication required by paragraph (ajof this section shal Mechanisms exist to address data breaches, or other incidents involving the
§164.404(c)(2) -~ o auired by paragrap Functional | Subset Of Data Breach IRO-04.1 |unauthorized disclosure of sensitive or regulated data, according to 10
requirement be written in plain language.
licable laws, and
Implementation No applicable SCF control
specifications: | The notification required by paragraph (a) of this section shall No
§164.404(d) Functional N/A N/A N/A
& Methods of individual |be provided in the following form: ! Relationship
. No No applicable SCF control
§164.404(d)(1) Written notice | [no content] Functional N N/A N/A PPl N/A
Mech ist to address data breaches, or other incidents involving th
Written notification by first-class mail to the individual at the e e e ving the
last known address of the individual or, if the individual agrees wnauthorizeddsclosure of sensive o regulated dote according o
5 164.404(d)(1) (i) N/A to electronic notice and such agreement has not been Functional Subset Of Data Breach IR0-04.1 aws, an 10
withdrawn, by electronic mail. The notification may be
provided in one or more mailings as information s available.
If the covered entity knows the individual is deceased and has Mechanisms exist to address data breaches, or other incidents involving the
the address of the next of kin or personal representative of the unauthorized disclosure of sensitive or regulated data, according to
individual (as specified under § 164.502(g)(4) of subpart E), licable laws, and
§164.404(c)(1)ii) NA written notification by first-class mail to either the nextof kin | Functional | Subset Of Data Breach 1RO-04.1 10
or personal representative of the individual. The notification
may be provided in one or more mailings as information is
available.
Inthe case in which there is insufficient or out-of-date contact Mechanisms exist to address data breaches, or other incidents involving the
information that precludes written notification to the individual unauthorized disclosure of sensitive or regulated data, according to
under paragraph (d)(1)() of this section, a substitute form of licable laws, and
notice reasonably calculated to reach the individual shall be
§164.404(d)(2) Substitute notice | provided. Substitute notice need not be provided in the casein | Functional | Subset Of Data Breach 1RO-04.1 10
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Strength of
Relationship

version 2025.4
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Notes (optional)

In the case in which there is insufficient or out-of-date contact
information for fewer than 10 individuals, then such substitute

Mechanisms exist to address data breaches, or other incidents involving the
unauthorized disclosure of sensitive or regulated data, according to

(optional)

burden of proof

Relationship

§164.404(d)(2)() N/A A ' Functional |  Subset Of Data Breach 1RO-04.1 10
notice may be provided by an alternative form of written licable laws, and
notice, telephone, or other means.
In the case in which there is insufficient or out-of-date contact o No applicable SCF control
§164.404(c)(2)(ii) N/A information for 10 or more individuals, then such substitute Functional | He N/A N/A N/A
notice shall: P
Be in the form of either a conspicuous posting for a period of Mechanisms exist to address data breaches, or other incidents involving the
90 days on the home page of the Web site of the covered entity unauthorized disclosure of sensitive or regulated data, according to
5164.404(c)(2) (1) (A) N/A involved, or conspicuous notice in major print or broadcast Functional | Subset Of Data Breach 1RO-04.1 licable laws, and 10
media in geographic areas where the individuals affected by
the breach likely reside: and
Include a toll-free phone number that remains active for at Mechanisms exist to address data breaches, o other incidents involving the
least 90 days where an individual can learn whether th
§164.404@2)(1)E) A (east 80 days where an individual can learn whether the runctional | subsetof beta Breach 1R0.04,1 |Umauthorized disclosure of sensitve o regulated data, according 1o 1o
individual's unsecured protected health information may be licable laws, and
included in the breach.
In any case deemed by the covered entity to require urgency Mechanisms exist to address data breaches, or other incidents involving the
because of possible imminent misuse of unsecured protected unauthorized disclosure of sensitive or regulated data, according to
Additional notice in | health information, the covered entity may provide information licable laws, ions and i
§164.404()(3) ertn informat vered entity may provide information | ¢, sijonal | Subset of Data Breach 1RO-04.1 aws an 10
urgent situations | to individuals by telephone or other means, as appropriate, in
addition to notice provided under paragraph (d)(1) of this
section.
Notification to the No No applicable SCF control
§164.406 o [no content] Functional " N/A N/A G N/A
For a breach of unsecured protected health information Mechanisms exist to address data breaches, o other incidents involving the
involving more than 500 residents of a State or jurisdiction, a unauthorized disclosure of sensitive or regulated data, according to
§164.406(a) Standard covered entity shall, following the discovery of the breachas | Functional | Subset Of Data Breach 1RO-04.1 licable laws, ions and i 10
provided in § 164.404(a)(2), notify prominent media outlets
serving the State or
Implementation | Except as provided in § 164.412, a covered entity shall provide Mechanisms exist to address data breaches, or other incidents involving the
$160.408(5) specification: | the notification required by paragraph () o this section Functional | Subsetof bata Breach |RO-0a.1 |unauthorized disclosure of sensitive or regulated data, according o o
Timeliness of  |without unreasonable delay and in no case later than 60 licable laws, and
calendar days after discovery of a breach.
mplomentation |1 L on required by paragrah (&) of this section shall Mechanisms exist to address data breaches, or other incidents involving the
§164.406(c) specifications: Content aulred by paragrap Functional | Subset Of Data Breach 1RO-04.1 |unauthorized disclosure of sensitive or regulated data, according to 10
meet the requirements of § 164.404(c).
of licable laws, and
Notification to the No No applicable SCF control
§164.408 [no content] Functional N N/A N/A PPl N/A
Secretary
exist to timely-report incidents to
A covered entity shall, following the discovery of a breach of e oo
§164.408(a) Standard unsecured protected health information as provided in § Functional SubsetOf | Incident Stakeholder Reporting | 1RO-10 | (1) Intemal stakeholders; 10
(2) Affected clients & third-parties; and
164.404(a)(2), notify the Secretary.
(3) Regulatory
ist t ly-rep: idents t
For breaches of unsecured protected health information e ‘Bxl'(sh O\d ° ineidents to
Implementation  |involving 500 or more individuals, a covered entity shall, (1) Intemal stakeholders;
specifications:  [except as provided in § 164.412, provide the notification (2) Affected clients & third-parties; and
§164.408(b) : 41z Functional | SubsetOf | Incident Stakeholder Reporti IRO-10 . 10
(6) Breaches involving 500 |required by paragraph (a) of this section contemporaneously unetion; . neiden " Reporting (3) Regulatory authorities.
or more individuals  [with the notice required by § 164.404(a) and in the manner
specified on the HHS Web site.
For breaches of unsecured protected health information Iy X exl'f‘h“’m oly-rep incidents to
§ involving less than 500 individuals, a covered entity shall (1) Intemal stakeholders;
Implementation ° (2) Affected clients & third-parties; and
e ontionr | maintain atog or other documentation of such breaches and, A, "
ifications: .
§164.408(c) B’ea;es ity Loss | 70t ater than 60 days after the end of each calendar year, Functional | SubsetOf | Incident Stakeholder Reporting | 1RO-10 | (¢) Regutatory autherities 10
81853 | ovide the notification required by paragraph (a) of this
than 500 individuals
section for breaches discovered during the preceding calendar
year, in the manner specified on the HHS web site.
Notification b N No applicable SCF control
§164.410 outication B8 5 content] Functional © N/A N/A DEETAELIDEe Clie N/A
business associate
No No applicable SCF control
§164.410(a) Standard [no content] Functional ) N/A N/A PPl N/A
‘Abusiness associate shall, following the discovery of a breach o tneidont Femorting for exist to report sensitive/regulated data incidents in a timely
§164.410(a)(1) General rule of unsecured protected health information, notify the covered |  Functional | Intersects With | ~” ot D‘;(a e 1R0-10.2 | manner. 5
entity of such breach.
Mech st t [ External Service Providers (ESPS) to provid
Abusiness associate shall, following the discovery of a breach Seourity Gompromise B i oo ”"’lhe’s‘ \ s'h" e
§164.410(a)(1) General rule of unsecured protected health information, notify the covered | Functional | Intersects With y Comp TPM.05. |"tification ofactual or potential compromises in the supply chain that can 5
Notification Agreements potentially affect or have adversely affected systems, applications and/or
entity of such breach.
services that the utilizes.
For purposes of paragraph (a)(1) of this section, a breach shall Mechanisms exist to compel External Service Providers (ESPs) to provide
be treated as discovered by a business associate as of the first notification of actual or potential compromises in the supply chain that can
day on which such breach is known to the business associate potentially affect or have adversely affected systems, applications and/or
or, by exercising reasonable diligence, would have been known services that the organization utilizes.
Broaches tranted ag |10 the business associate. A business associate shall be Seourity Gompromise
§164.410(a)(2) deemed to have knowledge of a breach if the breach is known, | Functional | Subset Of Y comp TPM-05.1 10
discovered o : Notification Agreements
or by exercising reasonable diligence would have been known,
to any person, other than the person committing the breach,
whois an employee, officer, or other agent of the business
associate (determined in accordance with the Federal
common law of agencv).
Implementation | Except as provided in § 164.412, a business associate shall Mechanisms exist to compel External Service Providers (ESPs) to provide
$1644100) specifications: | provide the notification required by paragraph (a) of this runctional | subsetof Security Compromise Tph.05.4 | otifcation of actual or potential compromises n the supply chain that can 1o
Timeliness of  [section without unreasonable delay and in no case later than Notification Agreements potentially affect or have adversely affected systems, applications and/or
notification 60 calendar davs after discovery of a breach. services that the utilizes.
Implementation " No applicable SCF control
§164.410(c) specifications: Content | [no content] Functional N/A N/A N/A
Relationship
of notification
The notification required by paragraph (@) of this section shall Mechanisms exist to address data breaches, or other incidents involving the
include, to the extent possible, the identification of each unauthorized disclosure of sensitive or regulated data, according to
individual whose unsecured protected health information has licable laws, ions and i
5164.410(c)(1) N/A pevidue whoss ulsecutec P oo Functional | Subset Of Data Breach 1RO-04.1 s an 10
been, or is reasonably believed by the business associate to
have been, accessed, acquired, used, or disclosed during the
breach.
'Abusiness associate shall provide the covered entity with any Mechanisms exist to compel External Service Providers (ESPs) to provide
other available information that the covered entity is required notification of actual or potential compromises in the supply chain that can
to include in notification to the individual under § 164.404(c) at Security Compromise
$160410012) A o include in notification to the individual under ©8t| octional | subsetof urity Compromi Tph.05.4 | Potentialyaffect o have adversely afested systems, applications and/or 1o
the time of the notification required by paragraph (a) of this Notification Agreements services that the organization utilizes.
section or promptly thereafter as information becomes
available.
Mechanisms exist to cover:
If alaw enforcement official states to a covered entity or (1) Preparation;
business associate that a notification, notice, or posting (2) Automated event detection or manual incident report intake;
5164412 Law enforcement delay |required under this subpart would impede a criminal Functional | Subset Of Incident Handling 1RO-02 | (3) Analysis; 10
investigation or cause damage to national security, a covered (4) Containment;
entity or business associate shall: (5) Eradication; and
(6) Recoverv.
Mechanisms exist to cover:
(1) Preparation;
If the statement is in writing and specifies the time for which a (2) Automated event detection or manual incident report intake;
§164.412(a) N/A delay is required, delay such nofification, notice, or posting for | Functional | ~Subset Of Incident Handling 1RO-02 | (3) Analysis; 10
the time period specified by the official; or (4) Containment;
(5) Eradication; and
(6) Recoverv.
Mechanisms exist to cover:
If the statement is made orally, document the statement, el
including the identity of the official making the statement, and (1) Preparation; . .
dotay the naification. noties,or mosting temperarly and ne (2) Automated event detection or manual incident report intake;
§164.412(b) N/A  notioe, Functional | Subset Of Incident Handlin 1RO-02 ; 10
(6) longer than 30 days from the date of the oral statement, unless | " . 8 ing (3) Analysis;
(4) Containment;
awritten statement as described in paragraph (a) of this
" ) ; (5) Eradication; and
section is submitted during that time.
(6) Recoverv.
Administrative " No applicable SCF control
5164.414 requirements and  [[no content] Functional N/A N/A N/A
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Notes (optional)

Administrative

A covered entity is required to comply with the administrative

No

No applicable SCF control

(optional)

associate's compliance with this subchapter.

Requirements

needs to protect its Technology Assets, Applications, Services and/or Data
(TAASD).

§164.414(a) requirements of § 164.530(b), (d), (e), (@), (h), (i), and (j) with Functional o N/A N/A N/A
requirements ; Relationship
respect to the requirements of this subpart.
Inthe event of a use or disclosure in violation of subpart E, the pErplEtaereni
covered entity or business associate, as applicable, shall have o
5164.414(0) Burden of proof  the burden of demonstrating that all notifications were made | ~Functional | 10 N/A N/A N/A
as required by this subpart or that the use or disclosure did not P
constitute a breach, as defined at § 164.402.
N No applicable SCF control
§164.500 Applicability [no content] Functional ° N/A N/A DEETAELIDEe Clie N/A
Except as otherwise provided herein, the standards, No applicable SCF control
andi i ifications of this No
§164.500(a) N/A " ! Functional o N/A N/A N/A
subpart apply to covered entities with respect to protected Relationship
health
No applicable SCF control
Health care clearinghouses must comply with the standards, No
5164.500(b) N/A ) & Ay Functional - NA N/A NA
and as follows: Relationship
When a health care clearinghouse creates or receives o pErplEtaereni
§164.500(b)(1) N/A protected health information as a business associate of Functional [ He N/A N/A N/A
another covered entity, the clearinghouse must comply with: P
A ! o No No applicable SCF control
§164.500(b)(1)(i) N/A Section 164.500 relating to applicability; Functional N N/A N/A PPl N/A
N No applicable SCF control
§164.500(b)(1)(ii) N/A Section 164.501 relating to definitions; Functional ° N/A N/A DEETAELIDEe Clie N/A
Section 164.502 relating to uses and disclosures of protected pErplEtaereni
health information, except that a clearinghouse is prohibited o
§164.500(b)(1)(ii) N/A from using or disclosing protected health information other Functional | - te N/A N/A N/A
than as permitted in the business associate contract under P
which it created or received the protected health information;
e A Section 164,504 elating o the organizationalrequirements for | o No A W |Noapplicable SCF control A
covered entities;
Section 164.512 relating to uses and disclosures for which pErplEtaereni
individual oran to agree or object is
t required, except that a clearingh hibited f N
NEICTTR A not required, except that a clearinghouse is prohibited from Functional o A A A
using or disclosing protected health information other than as Relationship
permitted in the business associate contract under which it
created o received the protected health information;
No No applicable SCF control
§164.500(b)(1)(vi) N/A Section 164.532 relating to transition requirements; and Functional N N/A N/A PPl N/A
e A Section 164,534 elating to compliance dates forniial Fonctional No A W |Noapplicable SCF control A
of the privacy standard:
When a health care clearinghouse creates or receives No applicable SCF control
protected health information other than as a business No
§164.500(b)(2) N/A associate of a covered entity, the clearinghouse mustcomply | Functional | 19 N/A N/A N/A
with all of the standards, requirements, and implementation P
of this subpart.
Where provided, the standards, requirements, and No applicable SCF control
e A implementation specifications adopted under this subpart Functional No A A A
apply to a business associate with respect to the protected Relationship
healthi of a covered entity.
- ! No applicable SCF control
The standards, requirements, and implementation OO G
specifications of this subpart do not apply to the Department o
§164.500(d) N/A of Defense or to any other federal agency, or non-governmental|  Functional | . 19 N/A N/A N/A
organization acting on its behalf, when providing health care to D
overseas foreign national beneficiaries.
existto and process
§164.501 Definitions [see focal document for details] Functional Subset Of Standardized Terminology SEA-02.1 X P o 10
reduce confusion amongst groups and
Uses and disclosures of No applicable SCF control
tected health N
§164.502 protected ea [no content] Functional ° N/A N/A N/A
information: General Relationship
rules
Mechanisms exist to require Non-Disclosure Agreements (NDAS) or similar
A covered entity or business associate may not use or disclose e et et s e
§164.502(a) Standard protected health information except as permitted or required |  Functional Subset Of Confidentiality Agreements | HRs-06.1 |COMTidentiality agreements that reflect the needs to protect data an 10
operational details, or both employees and third-parties.
by this subpart or by subpart C of part 160 of this subchapter.
Mechanisms exist to facilitate the implementation and operation of data
A covered entity or business associate may not use or disclose .
§164.502(a) Standard protected health information except as permitted or required |  Functional Subset Of Data Privacy Program PRI.01 |Privacy controls. 10
by this subpart or by subpart C of part 160 of this subchapter.
Covered entities: } No applicable SCF control
A d entity itted t discle tected N
§164.502(a)(1) Permitted usesand [ Co o0 onty 1s permitied o use or disclose protecte Functional ° N/A N/A N/A
: health information as follows: Relationship
thority To Gatloct. Uae, Mechanisms exist to determine and document the legal authority that
§164.502(a)(1)() N/A To the individual; Functional | Subset Of Y - User PRI-04.1 | permits the collection, use, maintenance and sharing of Personal Data (PD), 10
Maintain & Share Personal Data : b
either generally or in support of  specific program o svstem need.
) ] Mechanisms exist to determine and document the legal authority that
N For treatment, payment, or healthcare operations, as ’ Authority To Collect, Use,
§164.502(a)(1)(ii) N/A Functional | Subset Of PRI-04.1 | permits the collection, use, maintenance and sharing of Personal Data (PD), 10
permitted by and in compliance with § 164.506; Maintain & Share Personal Data : b
either generally or in support of  specific program o svstem need.
Incident to a use or disclosure otherwise permitted or required Mechanisms exist to determine and document the legal authority that
by this subpart, provided that the covered entity has complied Authority To Collect, Use permits the collection, use, maintenance and sharing of Personal Data (PD),
§164.502(a)(1) N/A with the applicable requirements of §§ 164.502(b), 164.514(d), | Functional | Subset Of Y - User PRI-04.1 |either generally or in support of a specific program or system need. 10
) : Maintain & Share Personal Data
and 164.530(c) with respect to such otherwise permitted or
reauired use or
Except for uses and disclosures prohibited under § o No applicable SCF control
§164.502(a)(1)(v) N/A 164.502(a)(5)((), pursuant to and in compliance with valid Functional | te N/A N/A N/A
under § 164.508; P
Pursuant to an agreement under, or as otherwise permitted by, No No applicable SCF control
§164.502(a)(1)(v) N/A E permitted by, | nctional ) N/A N/A PPl N/A
§164.510:and
S A ‘As permitted by and in compliance with this section, § Fonctional No A v |Noapplicable SCF control A
164512, § 164.514(e). (1. or (8).
Covered entities: | A covered entity is required to disclose protected health No No applicable SCF control
5164.502(a)(2) Y ! ! SlaEESGE B Functional ) N/A N/A (et N/A
Reauired
s 164.50212)0) A To an individual, when requested under, and required by § romctionat | Subset of Data Subject Accsss ri0s | Mechanisms exist to provide data subjects the abiliy to access their o
164.524 or§ 164.528; and Personal Data (PD) in svstems of records.
When required by the Secretary under subpart C of part 160 of Mechanisms exist to provide data subjects the ability to access their
§164.502(a)(2)(i) N/A this subchapter to investigate or determine the covered entity's| Functional | Subset Of Data Subject Access PRI-06 |Personal Data (PD) maintained in organizational systems of records. 10
with this
h h
A business associate may use or disclose protected health Mechanisms existto identify and document the purpose(s)for which Personal
: : ’ oo PO Data (PD) is collested, used, maintained and shared i its data privacy
information only as permitted or required by its business
associate contract or other arrangement pursuant to § notices.
Business associates: | 164.504(or as required by law. The business associate may not
§164.502(a)(3) Permitted uses and ~ [use or disclose protected health information in a mannerthat | Functional | Subset Of Purpose Specification PRI-02.1 10
i uld violate the requi of this subpart, if done by the
covered entity, except for the purposes specified under §
164.504(e)(2)(1)(A) or (B) if such uses or disclosures are
permitted by its contract or other arrangement.
Business associates: No applicable SCF control
Abusiness associate is required to disclose protected health No
§164.502(a)(4) Required usesand | § & aul P Functional Ne N/A N/A N/A
information: Relationship
When required by the Secretary under subpart C of part 160 of Thire-Party Contract :e:"a”‘fmf exist to require i " ;"' o and
-Par - nird.
§164.502(a)(4) (i) N/A this subchapter to investigate or determine the business Functional Subset Of ré-rarty TpM-0s | dat@ protection W parties, reflecting the 10
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Secure Controls Framework (SCF) Strength of
FDE Name Focal Document Element (FDE) Description : SCF Control new Relationship Notes (optional)
Rationale  Relationship Control Description
(optional)
To the covered entity, individual, or individual's designee, as Mechanisms exist to require " for and
necessary to satisfy a covered entity's obligations under § Third-Party Contract data protection with third-parties, reflecting the
§164.502(a)(4)(i N/A Functional | Subset Of TPM-05 I 10
(@)(4)i) To 52021y (30 vt reament o an mdidats unctional ubse Nequiromonts n:::;;o protect its Technology Assets, Applications, Services and/or Data
request for an electronic copy of protected health information. ( )-
Prohibited d N No applicable SCF control
§164.502(a)(5) rohibitedusesand . oo ntent) Functional ° N/A N/A DEETAELIDEe Clie N/A
Notwithstanding any other provision of this subpart, a health Mechanisms exist to determine and document the legal authority that
plan, excluding an issuer of a long-term care policy falling permits the collection, use, maintenance and sharing of Personal Data (PD),
Use and disclosure of |within paragraph (1)(vii) of the definition of health plan, shall Authority To Collect, Use ither generally or in support of a specific program or system need.
§164.502(a)(5)1i) genetic information for | not use or disclose protected health information that is genetic| Functional |  Subset Of Y  Use. PRI04.1 10
) > ° Maintain & Share Personal Data
purposes: for purposes. For purposes of
paragraph (a)(5)(i) of this section, underwriting purposes
means. with respect to a health plan:
i No No applicable SCF control
§164.502(a)(5)()(A) N/A Except as provided in paragraph (a)(5)()(B) of this section: Functional e N/A N/A G N/A
Rules for, or determination of, eligibility (including enrollment No applicable SCF control
and continued eligibility) for, or determination of, benefits
under the plan, coverage, or policy (including changes in No
§164.502(a)(5)(1)(A)(1) N/A & ge, or policy (including changes i Functional N/A N/A N/A
or other cost-sharing in return for Relationship
activities such as completing a health risk assessment or
ipating in a wellness program):
The computation of premium or contribution amounts under pErplEtaereni
the plan, coverage, or policy (including discounts, rebates, .
§164.502(a)(5)()(A)(2) N/A payments in kind, o other premium differential mechanismsin| ~ Functional | 19 N/A N/A N/A
return for activities such as completing a health risk P
or participating in a wellness program);
IR A The application of any pre-existing condition exclusion under | No A v |Noapplicable SCF control A
the plan, coverage, or policy: and
Other activities related to the creation, renewal, or o No applicable SCF control

§164.502(a)(5)(1)(A)(4) N/A of a contract of health insurance or health Functional o N/A N/A N/A
Relationship

benefits.
Underwriting purposes does not include determinations of o No applicable SCF control
§164.502(a)(5)(()(B) N/A medical appropriateness where an individual seeks a benefit | Functional | ot N/A N/A N/A
under the plan, coverage. or policy. P
Sale of protected N No applicable SCF control
§164.502(a)(5)(ii) e |10 content] Functional e N/A N/A R N/A
Except pursuant to and in compliance with § 164.508(a)(4), a ) Prohibition Of Selling or Sharing Mechanisms exist to prevent the sale or sharing of Personal Data (PD) when
5164.502(a)(5)1(i)(A) NA covered entity or business associate may not sell protected Functional | Subset Of ereora e PRI03.3 |instructed by the data subject. 10
healthi
F  this h, sale of protected health N No applicable SCF control
§164.502(a)(5)(ii)(B) N/A o ""”’““:’ean: paragraph, sale of protected heal Functional ° N/A N/A DEETAELIDEe Clie N/A
Except as provided in paragraph (a)(5) (1) (B)(2) of this section, No applicable SCF control

adisclosure of protected health information by a covered
entity or business associate, if applicable, where the covered No
§164.502(a)(5)(i)(B)(1) N/A entity or business associate directly or indirectly receives Functional | oo chip N/A N/A N/A
remuneration from or on behalf of the recipient of the

protected health information in exchange for the protected

health i
§164.502(a)(5) (1)(B)(2) N/A Sale of protected health information does not include a Functional No N/A o | N/A
of protected health

N EEEEEAD A ::;;:T::)r‘mmm purposes pursuant to § 164.512(b) or § Functional No A Wwa | Noapplicable SCF control A
For research purposes pursuant t§ 164.512(i) or § 164.514(e), No applicable SCF control
where the only remuneration received by the covered entity or o

§164.502(a)(5)(ii) (B)(2)(ii) N/A business associate is a reasonable cost-based fee to coverthe| ~ Functional | 9 N/A N/A N/A
cost to prepare and transmit the protected health information P
for such purposes:

PP A fg;l;eﬂe:lm‘em and payment purposes pursuant to § Functional No A Wwa | Noapplicable SCF control A
For the sale, transfer, merger, or consolidation of all or part of No applicable SCF control
the covered entity and for related due diligence as described in No

§164.502(2)(5)(iH)(B)(2)(V) B paragraph (6)(v) of the definition of health care operationsand| "1™ | Retationship B DI DI

pursuant to § 164.506(a);

To or by a business associate for activities that the business No applicable SCF control

associate undertakes on behalf of a covered entity, or on
behalf of a business associate in the case of a subcontractor, No
§164.502(a)(5)(ii)(B)(2)(v) N/A pursuant to 8§ 164.502(e) and 164.504(e), and the only Functional | o chi N/A N/A N/A
remuneration provided is by the covered entity to the business

associate, or by the business associate to the subcontractor, if

for the of such activities;
No No applicable SCF control
§164.502(a)(5)(i) B)(2)(vi N/A To an individual, when requested under § 164.524 or § 164.528;|  Functional e N/A N/A G N/A
N No applicable SCF control
§ 164.502(a)(5)1ii)(B)(2)(vii) N/A Required by law as permitted under § 164.512(a); and Functional ° N/A N/A DEETAELIDEe Clie N/A
For any other purpose permitted by and in accordance with the pErplEtaereni
applicable requirements of this subpart, where the only
t ived by th d entity or b N
§164.502(a)(5)1ii) (B)(2) viii) N/A LTI PTG PG LA R Gl iy el R Functional ° N/A N/A N/A
associate is a reasonable, cost-based fee to cover the cost to Relationship
prepare and transmit the protected health information for such
purpose or a fee otherwise expressly permitted by other law.
Standard: Minimum No No applicable SCF control
5§164.502(b) ni [no content] Functional e N/A N/A (et N/A
necessarv
Mech; ist te i data that is pre d,
When using or disclosing protected health information or when ‘echanisms exist to minimize ata thatis
° stored and/or the lifecycle to only those
requesting protected health information from another covered
Minimum necessary | entity or business associate, a covered entity or business Minimize Sensitive / Regulated elements necessary to support necessary business processes.
§164.502(b)(1) eoessary " . v Functional |  Subset Of & DCH-18.1 10
applies associate must make reasonable efforts to limit protected Data
health information to the minimum necessary to accomplish
the intended purpose of the use, disclosure, or request.
M N No applicable SCF control
§164.502(b)(2) INIMUM NECESSAY. | 1yie o quirement does not apply to: Functional ° N/A N/A DEETAELIDEe Clie N/A
does not apply
) Disclosures to or requests by a health care provider for No No applicable SCF control
§164.502(b)(2)(i) N/A d Y provi Functional Ne N/A N/A PPl N/A
treatment:
Uses or disclosures made to the individual, as permitted under o No applicable SCF control
§164.502(b)(2) (i) N/A paragraph (a)(1)() ofthis section or as required by paragraph | Functional | 19 N/A N/A N/A
(@)(2)(i of this section: D
e A Uses ordisclosures made pursuant to an authorization under | No A v |Noapplicable SCF control A
164.508;
) Disclosures made to the Secretary in accordance with subpart No No applicable SCF control
§164.502(b)(2)(iv) N/A 4 Vi P Functional Ne N/A N/A PPl N/A
C of part 160 of this
NPT A Uses ordisclosures that are required by law, as desoribed by8 | No A v |Noapplicable SCF control A
164.512(a): and
Uses or disclosures that are required for compliance with No No applicable SCF control
§164.502(5)(2)(vi) N/A sctosu P 2 ! Functional - NA N/A G NA
Standard: Uses and Mechanisms exist to restrict the use of Personal Data (PD) o only the
disclosuresof | Acovered entity that has agreed to a restriction pursuant to § authorized purpose(s) consistent with applicable laws, regulations and in
164.522(a)(1) may not use or disclose the protected health Usage Restrictions of Sensitive ices.
5§164.502(c) _ protected health (@)(1) may P Functional Subset Of @ PRI-05.4 |data privacy notices 10
information subject to_|information covered by the restriction in violation of such Personal Data
an agreed upon iction, except as otherwise provided in § 164.522(a).
restriction
Standard: Uses and No applicable SCF control
disclosures of de- No
§164.502(c) no content] Functional N/A N/A N/A
) identified protected |! 1 . Relationship
health
h
A covered ity may e protected health informationto Mechanisms exist o restict the use of Personal Data (PD) to only the
authorized purpose(s) consistent with applicable laws, regulations and in
Uses and to|oreate thatis not health Usage Restictions of Sensitive o .
§164.502(d)(1) create de-identified _|information or disclose protected health information only toa | Functional | Subset Of & T oot PRI-05.4 [d81 Privacynotices. 10
information business associate for such purpose, whether or not the de-

identified information is to be used by the covered entity.
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Set Theory Relationship Mapping (STRM) HIPAA Administrative Simplification

Strength of
Relationship
(optional)

Secure Controls Framework (SCF)

FDE Name
Control Description

SCF Control

Focal Document Element (FDE) Description

Notes (optional)

Rationale Relationship

§164.502(d)(2)

Uses and disclosures of

Health information that meets the standard and
for de-i ification under §

164.514(a) and (b) is considered not to be individually

information

health i.e., de-identified. The
requirements of this subpart do not apply to information that
has been de-identified in accordance with the applicable
of § 164.514. provided that:

Functional

No
Relationship

N/A

N/A

No applicable SCF control

N/A

§164.502(d)(2)(i)

N/A

Disclosure of a code or other means of record identification
designed to enable coded or otherwise de-identified

to be re-identified disclosure of
protected health and

Functional

No
Relationship

N/A

N/A

No applicable SCF control

N/A

5 164.502(d)(2)(ii)

N/A

I de-identified information is re-identified, a covered entity
may use or disclose such re-identified information only as
permitted or required by this subpart.

Functional

No
Relationship

N/A

N/A

No applicable SCF control

N/A

5164.502(€)

N/A

[no content]

Functional

No

N/A

N/A

No applicable SCF control

N/A

§164.502(e)(1)

Standard: Disclosures
to business

[no content]

Functional

No

N/A

N/A

No applicable SCF control

N/A

§164.502(e)(1)(i)

N/A

A covered entity may disclose protected health information to
abusiness associate and may allow a business associate to
create, receive, maintain, or transmit protected health
information on its behalf, if the covered entity obtains
satisfactory assurance that the business associate will
appropriately safeguard the information. A covered entity is
not required to obtain such satisfactory assurances froma
business associate that is a subcontractor.

Functional

Intersects With

Third-Party Contract
Requirements

TPM-05

Mechanisms exist to require for and
data protection with third-p: , reflecting the i
needs to protect its Technology Assets, Applications, Services and/or Data
(TAASD)

§164.502(e)(1)(i)

N/A

A covered entity may disclose protected health information to
abusiness associate and may allow a business associate to
create, receive, maintain, or transmit protected health
information on its behalf, if the covered entity obtains
satisfactory assurance that the business associate will
appropriately safeguard the information. A covered entity is
not required to obtain such satisfactory assurances froma
business associate that is a subcontractor.

Functional

Intersects With

First-Party Declaration (1PD)

TPM-05.6

Mechanisms exist to obtain a First-Party Declaration(1PD) from applicable
External Service Providers (ESPs) that provides assurance of compliance with
specified statutory, regulatory and contractual obligations for cybersecurity
and data protection controls, including any flow-down requirements to

§164.502(e)(1)(ii)

N/A

Abusiness associate may disclose protected health

information to a business associate that is a subcontractor

and may allow the subcontractor to create, receive, maintain,

or transmit protected health information on its behalf, if the

business associate obtains satisfactory assurances, in

accordance with § 164.504(e)(1)(i), that the subcontractor will
safeguard the i i

Functional

Intersects With

Contract Flow-Down
Requirements

TPM-05.2

Mechanisms exist to ensure cybersecurity and data protection requirements.
are included in contracts that flow-down to applicable sub-contractors and
suppliers.

§164.502(e)(1)(ii)

N/A

Abusiness associate may disclose protected health

information to a business associate that is a subcontractor

and may allow the subcontractor to create, receive, maintain,

or transmit protected health information on its behalf, if the

business associate obtains satisfactory assurances, in

accordance with § 164.504(e)(1)(i), that the subcontractor will
safeguard the i i

Functional

Intersects With

First-Party Declaration (1PD)

TPM-05.6

Mechanisms exist to obtain a First-Party Declaration(1PD) from applicable
External Service Providers (ESPs) that provides assurance of compliance with
specified statutory, regulatory and contractual obligations for cybersecurity
and data protection controls, including any flow-down requirements to
subcontractors.

§164.502(¢)(2)

Implementation
specification:
Documentation

The satisfactory assurances required by paragraph (e)(1) of
this section must be documented through a written contract or
other written agreement or arrangement with the business
associate that meets the applicable requirements of §
164.504(e).

Functional

Subset Of

Third-Party Contract
Requirements

TPM-05

Mechanisms exist to require for and
data protection with third-parties, reflecting the

needs to protect its Technology Assets, Applications, Services and/or Data
(TAASD).

§164.502(f)

Standard: Deceased
individuals

A covered entity must comply with the requirements of this
subpart with respect to the protected health information of a
deceased individual for a period of 50 years following the death|
of the individual.

Functional

No
Relationship

N/A

N/A

No applicable SCF control

N/A

§164.502(g)

N/A

[no content]

Functional

No

N/A

N/A

No applicable SCF control

N/A

§164.502(g)(1)

Standard: Personal

As specified in this paragraph, a covered entity must, except
as provided in paragraphs (g)(3) and (g)(5) of this section, treat

apersonal as the individual for purposes of this

Functional

Subset Of

Authorized Agent

PRI-03.6

Mechanisms exist to allow data subjects to authorize another person or
entity, acting on the data subject's behalf, to make Personal Data (PD)
processing decisions.

§164.502(g)(2)

Implementation
specification: adults
and emancipated
minors

If under applicable law a person has authority to act on behalf
of an individual who is an adult or an emancipated minor in
making decisions related to health care, a covered entity must
treat such person as a personal representative under this
subchapter, with respect to protected health information
relevant to such personal

Functional

Subset Of

Authorized Agent

PRI-03.6

Mechanisms exist to allow data subjects to authorize another person or
entity, acting on the data subject's behalf, to make Personal Data (PD)
processing decisions.

5§164.502(2)(3)

Implementation
specification:
unemancipated minors

[no content]

Functional

No
Relationship

N/A

N/A

No applicable SCF control

N/A

§164.502(g)(3)(i)

N/A

If under applicable law a parent, guardian, or other person
acting in loco parentis has authority to act on behalf of an
individual who is an unemancipated minor in making decisions
related to health care, a covered entity must treat such person
as a personal representative under this subchapter, with
respect to protected health information relevant to such
personal representation, except that such person may not be a
personal representative of an unemancipated minor, and the
minor has the authority to act as an individual, with respect to
protected health information pertaining to a health care
service. if;

Functional

Subset Of

Authorized Agent

PRI-03.6

Mechanisms exist to allow data subjects to authorize another person or
entity, acting on the data subject's behalf, to make Personal Data (PD)
processing decisions.

§164.502(g)(3)(I)(A)

N/A

The minor consents to such health care service; no other
consent to such health care service is required by law,
regardless of whether the consent of another person has also
been obtained; and the minor has not requested that such
person be treated as the personal

Functional

Subset Of

Authorized Agent

PRI-03.6

Mechanisms exist to allow data subjects to authorize another person or
entity, acting on the data subject's behalf, to make Personal Data (PD)
processing decisions.

§164.502(g)(3)(i)(B)

N/A

The minor may lawfully obtain such health care service
without the consent of a parent, guardian, or other person
acting in loco parentis, and the minor, a court, or another
person authorized by law consents to such health care service;
or

Functional

No
Relationship

N/A

N/A

No applicable SCF control

N/A

§164.502(g)(3)(i)(C)

N/A

A parent, guardian, or other person acting in loco parentis
assents to an agreement of confidentiality between a covered
health care provider and the minor with respect to such health
care service.

Functional

No
Relationship

N/A

N/A

No applicable SCF control

N/A

§164.502(g)(3)(ii)

N/A

Notwithstanding the provisions of paragraph (g)(3)1i) of this
section:

Functional

No

N/A

N/A

No applicable SCF control

N/A

§164.502(g)(3)1ii)(A)

N/A

If, and to the extent, permitted or required by an applicable
provision of State or other law, including applicable case law,
a covered entity may disclose, or provide access in
accordance with § 164.524 to, protected health information
about an unemancipated minor to a parent, guardian, or other
person actingin loco parentis:

Functional

No
Relationship

N/A

N/A

No applicable SCF control

N/A

§164.502(g)(3)(ii)(B)

N/A

If, and to the extent, prohibited by an applicable provision of
State or other law, including applicable case law, a covered
entity may not disclose, or provide access in accordance with
§164.524 to, protected health information about an
unemancipated minor to a parent, guardian, or other person
acting in loco parentis: and

Functional

No
Relationship

N/A

N/A

No applicable SCF control

N/A

§164.502(2)(3)ii)(C)

N/A

Where the parent, guardian, or other person acting in loco
parentis, is not the personal representative under paragraphs
()(3)(i)(A), (B), or(C) of this section and where there is no
applicable access provision under State or other law, including
case law, a covered entity may provide or deny access under §
164.524 to a parent, guardian, or other person acting in loco
parentis, if such action is consistent with State or other
applicable law, provided that such decision must be made by
alicensed health care professional, in the exercise of
iudgment.

Functional

No
Relationship

N/A

N/A

No applicable SCF control

N/A
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Secure Controls Framework (SCF) Seeticy
FDE Name Focal Document Element (FDE) Description A SCF Control new Relationship Notes (optional)
Rationale  Relationship Control Description
(optional)
If under applicable law an executor, administrator, or other No applicable SCF control
person has authority to act on behalf of a deceased individual
DR D or of the individual's estate, a covered entity must treat such No
§164.502(g)(4) specification: b ol Functional N N/A N/A N/A
person as a personal representative under this subchapter, Relationship
Deceased individuals |°°

with respect to protected health information relevant to such
personal

. N licable SCF trol
Implementation | Notwithstanding a State law or any requirement of this DEETAELIDEe Clie

SR specification: Abuse, | paragraph to the contrary, a covered entity may elect not to Functional No WA WA WA
neglect, endangerment [treat a person as the personal representative of an individual Relationship
situations if:
§164.502(g)(5)(i) N/A The covered entity has a reasonable belief that: Functional M N/A oS el N/A
AR A The individual has been or may be subjected to domestic Functional No A A No applicable SCF control A
violence, abuse, or neglect by such person; or
O —— A Treating such person as the personal representative could Functionat No A A |Noapplicable SCF control A

endanger the individual: and

" . . N licable SCF trol
The covered entity, in the exercise of professional judgment, o DETHEEADSACEIIE

§164.502(g)(5)(ii) N/A decides that itis not in the best interest of the individual to Functional | oo b N/A N/A N/A
treat the person as the individual's personal representative. . P

Standard: Confidential | cOered health care provider or health plan must comply - No applicable SCF control

§164.502(h) with the applicable requirements of § 164.522(b) in Functional N/A N/A N/A
communications . " Relationship
protected health
‘A covered entity that is required by § 164.520 to have a notice Mechanisms exis to determine and document the legal authority that
may not use or disclose protected health information in a permits the collection, use, maintenance and sharing of Personal Data (PD),
Standard: Uses and | Manner inconsistent with such notice. A covered entity thatis either generally or in support of a specific program o system need.
$164.5020) ieclostres comaiatent |E0Uired BY § 164.520(B)(1)i) to nclude a specific statement | L | Authorit To Collect, Use, P04 o
e inits notice if it intends to engage in an activity listed in § Maintain & Share Personal Data
164.520(b)(1)ii)(A)-(C), may not use or disclose protected
health information for such activities, unless the required
is included in the notice.
Standard: Disclosures No applicable SCF control
by whistlebl d N
§164.502() Y whistleblowersand | o ey Functional ° N/A N/A N/A
workforce member Relationship
crime victims
'Acovered entity is not considered to have violated the. No applicable SCF control
AT Disclosures by |requirements ofthis subpart f a member of s workdorosora | L oo No A A A
whistleblowers  |business associate discloses protected health information, Relationship
brovided that:
The workforce member or business associate believes in good No applicable SCF control
faith that the covered entity has engaged in conduct that is
o unlawful or otherwise violates professional or clinical No
§164.502()(1)i N/A Functional N/A N/A N/A
Qe standards, or that the care, services, or conditions provided by ! Relationship
the covered entity potentially endangers one or more patients,
workers. or the public: and
o No No applicable SCF control
§164.502())(1)(ii) N/A The disclosure is to: Functional e N/A N/A (et N/A
- No applicable SCF control
Ahealth oversight agency or public health authority authorized DEFTAELIDEe Gl
by law to investigate or otherwise oversee the relevant conduct
or conditions of the covered entity or to an appropriate health No
§164.502()(1)(i)(A) N/A o : Y ppropriate ne Functional - NA NA NA
care accreditation organization for the purpose of reporting the Relationship
allegation of failure to meet professional standards or
i by the covered entity; or
'An attorney retained by or on behalf of the workforce member No applicable SCF control
or business associate for the purpose of determining the legal o
§164.502()(1)(i)(B) N/A options of the workforce member or business associate with | Functional | o 19 N/A N/A N/A
regard to the conduct described in paragraph (i(1)(i) of this D
section.
Disclosuresby  |A covered entity is not considered to have violated the pErplEtaerenii
workforce members | requirements of this subpart if a member of ts workforce who No
5164.502()(2) Lt Ry Functional o N/A N/A N/A
who are victims of a |is the victim of a criminal act discloses protected health Relationship
crime information to a law enforcement official, provided that:
e A The protected health information disclosed is about the Fonctional No A v |Noapplicable SCF control A
of the criminal act; and
o The protected health information disclosed is limited to the No No applicable SCF control
§164.502()(2)(i) N/A ! st ins 164 Sxo0EID. Functional e N/A N/A N/A
Uses and disclosures: o No applicable SCF control
§164.504 Organizational  |[no content] Functional N/A N/A N/A
Relationship
ist te i d o
§164.504(a) Definitions [see focal document for details] Functional Subset Of Standardized Terminology SEA-02.1 existto andprocess © 10
reduce confusion amongst groups and
No No applicable SCF control
§164.504(b) N/A [no content] Functional AN N/A N/A PPl N/A
N No applicable SCF control
§164.504(c) N/A [no content] Functional ° N/A N/A DEETAELIDEe Clie N/A
No No applicable SCF control
5§164.504(d) N/A [no content] Functional AN N/A N/A PPl N/A
N No applicable SCF control
§164.504(e) N/A [no content] Functional ° N/A N/A DEETAELIDEe Clie N/A
Standard: Business No No applicable SCF control
5§164.504(e)(1) [no content] Functional AN N/A N/A PPl N/A
associate contracts
The contract or other arrangement required by § 164.502(6)(2) o No applicable SCF control
§164.504(e)(1)(i) N/D324E326 | must meet the requirements of paragraph (¢)(2), (e)(3), or (e)(s)|  Functional | 10 N/A N/A N/A
of this section. as applicabl D
‘A covered entity is not in compliance with the standards in § No applicable SCF control

164.502(e) and this paragraph, if the covered entity knew of a
pattern of activity or practice of the business associate that
constituted a material breach or violation of the business No
5164.504(e)(1)(ii) N/A associate's obligation under the contract or other Functional | oo chip N/A N/A N/A
arrangement, unless the covered entity took reasonable steps
to cure the breach or end the violation, as applicable, and, if
such steps were unsuccessful, terminated the contract or

if feasible.

Abusiness associate is not in compliance with the standards No applicable SCF control

in 8 164.502(e) and this paragraph, if the business associate
knew of a pattern of activity or practice of a subcontractor that
constituted a material breach or violation of the

§164.504(e)(1)(iii) N/A subcontractor's obligation under the contract or other Functional Rem’:}""smp N/A N/A N/A
arrangement, unless the business associate took reasonable

steps to cure the breach or end the violation, as applicable,
and, if such steps were unsuccessful, terminated the contract
or arrangement, if feasible.

Implementation No applicable SCF control
§164.504(e)(2) s;.)ecvflcanons: A contract between the covered entity and a business ety VI\IO i N/A N/A N/A
Business associate | associate must: Relationship
contracts
Establish the permitted and required uses and disclosures of Mechanisms exist to include data privacy requirements in contracts and
protected health information by the business associate. The other acquisition-related documents that establish data privacy roles and
¢ 164.504(6)2)) WA contract may not authorize the business associate to use or Functional | intersects witn| D@t@ Privacy Reauirementsfor | | responsibilities for contractors and service providers. s
further disclose the information in a manner that would violate Contractors & Service Providers
the requirements of this subpart, if done by the covered entity,
excent that:
Establish the permitted and required uses and disclosures of Mechanisms exist to require i for and
protected health information by the business associate. The data protection with third-parties, reflecting the 's
& 164.504(0)2)() VA contract may not authorize the business associate to use or Functional Subset Of Third-Party Contract TpM.gs |needs to protect its Technology Assets, Applications, Services and/or Data 0
further disclose the information in a manner that would violate Requirements (TAASD).

the requirements of this subpart, if done by the covered entity,
except that:
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Strength of

Relationship Notes (optional)

(optional)

The contract may permit the business associate to use and Mechanisms exist to require for and
disclose protected health information for the prope Third-Party Contract data protect i th third-parties, reflecting th
5164.504(e)(2)(1)(A) N/A ' pr information for the proper Functional | Subset Of \ré-Party Gontr TPM-05 |Cata protection wi reflecting the 10
management and administration of the business associate, as Requirements needs to protect its Technology Assets, Applications, Services and/or Data
brovided in paragraph (e)(4) of this section; and (TAASD).
The contract may permit the business associate to provide Thire-Party Contract :e‘cr‘a”‘fmf exist to require i " ;"' o /and
-Par - nird.
§164.504()(2)(i)(B) N/A data aggregation services relating to the health care Functional Subset Of ré-rarty TpM-0s | dat@ protection W parties, reflecting the 10
e Requirements needs to protect its Technology Assets, Applications, Services and/or Data
operations of the covered entity.
(TAASD).
No No applicable SCF control
5 164.504(e)(2)(ii) N/A Provide that the business associate will: Functional N N/A N/A PPl N/A
) ) Mechanisms exist to include data privacy requirements in contracts and
Not use or further disclose the information other than as Data Privacy Requirements for
5164.504(e)(2)(ii)(A) N/A Functional | Subset Of v hed PRI07.1 [ other acquisition-related documents that establish data privacy roles and 10
permitted or required by the contract or as required by law; Contractors & Service Providers e ) .
responsibilities for and service providers.
Use appropriate safeguards and comply, where applicable, Mechanisms exist to include data privacy requirements in contracts and
£164.50462(1(E) A with subpart G of this part with respect to electronic protected | ¢ | oo | Data Privacy Requirementsfor | o fother acquisition-elated documents that establish data privacy roles and 1o
health information, to prevent use or disclosure of the Contractors & Service Providers responsibilities for contractors and service providers.
i other than as provided for by its contract:
Report to the covered entity any use or disclosure of the Mechanisms exist to include data privacy requirements in contracts and
£16450462)1)(C) A information not provided for by ts contract of which it Functional | Subsetof | D21 Privacy Requirementsfor | o o - other acauisition-rolated documents that establish data privacy roles and 1o
becomes aware, including breaches of unsecured protected Contractors & Service Providers responsibilities for contractors and service providers.
healthi ion as reauired by § 164.410;
In accordance with § 164.502(e)(1)(i), ensure that any Mechanisms exist to ensure cybersecurity and data protection requirements
subcontractors that create, receive, maintain, or transmit are included in contracts that flow-down to applicable sub-contractors and
otected health information on behalf of the business Contract Flow-Down liers.
§164.504()(2)1ii)(D) N/A pr Informat usin Functional Subset Of TPM-05.2 [SUPPUErS 10
associate agree to the same restrictions and conditions that Requirements
apply to the business associate with respect to such
Make available protected health information in accordance No No applicable SCF control
§164.504(e)(2)(i)(E) N/A ‘ 2 i f REED A — VA ppli a
with § 164.524:
Make available protected health information for amendment o No applicable SCF control
§164.504(e)(2)(i)(F) N/A and incorporate any amendments to protected health Functional | &9 N/A N/A N/A
i ion in with § 164.526: D
TR A Make available the information required to provid an Fonctional No A v |Noapplicable SCF control A
of in with § 164.528;
To the extent the business associate is to carry out a covered No applicable SCF control
entity's obligation under this subpart, comply with the No
§164.504(e)(2)(i)(H) N/A 1S OOl 15 subp Pyt ’ Funotional - NA NA N/A
requirements of this subpart that apply to the covered entity in Relationship
the of such obligation.
Make its interal practices, books, and records relating to the No applicable SCF control
use and disclosure of protected health information received
from, ted d by the b iat No
§164.504(e)(2(i)() N/A rom, or created of fecsed by the usiness associate on Functional o N/A N/A N/A
behalf of, the covered entity available to the Secretary for Relationship
purposes of the covered entity's with
this subpart: and
‘At termination of the contract, if feasible, return or destroy all Mechanisms exist to require i for and
protected health information received from, or created or data protection requirements with third-parties, reflecting the organization's
received by the business associate on behalf of, the covered needs to protect its Technology Assets, Applications, Services and/or Data
entity that the business associate still maintains in any foi .
" ey hat e bus e St maimans i any form : Third-Party Contract (TAASD)
5164.504(e)(2)(ii)()) N/A and retain no copies of such information or, if such retunor | Functional |  Subset Of o TPM-05 10
is not feasible, extend the protections of the d
contract to the information and limit further uses and
disclosures to those purposes that make the return or
of the i infeasible.
‘Authorize termination of the contract by the covered entity, if Mechanisms exist to include "break clauses” within contracts for failure to
§164.504(¢)(2) N/A the covered entity determines that the business associate has |  Functional Equal Break Clauses TPM-05.7 | meet contract criteria for cybersecurity and/or data protection controls. 10
violated a material term of the contrat.
Implementation o No applicable SCF control
§164.504(e)(3) specifications: Other |[no content] Functional o N/A N/A N/A
Relationship
If a covered entity and ts business associate are both No No applicable SCF control
5164.504(e)(3)(1) N/A Ve ! Functional ) N/A N/A (et N/A
entities:
- No applicable SCF control
The covered entity may comply with this paragraph and § DEETAELIDEe Clie
164.314(a)(1), f applicable, by entering into a memorandum of o
§164.504(e)(3)()(A) N/A understanding with the business associate that contains terms|  Functional | o 19 N/A N/A N/A
that accomplish the objectives of paragraph (€)(2) of this D
section and § 164.314(a)(2), if applicable.
The covered entity may comply with this paragraph and § pErplEtaereni
164.314(a)(1), if applicable, if other law (including regulations
dopted by th d entity or ts busi t N
§164.504(e)(3)(i)(B) N/A adopted by the covered entity or ts business associate) Functional © N/A N/A N/A
contains requirements applicable to the business associate. Relationship
that accomplish the objectives of paragraph (e)(2) of this
section and § 164.314(a)(2), if applicable.
If a business associate is required by law to perform a function ol it el el
or activity on behalf of a covered entity or to provide a service
described i the definition of business associate in § 160.103
of this subchapter to a covered entity, such covered entity may
disclose protected health information o the business
associate to the extent necessary to comply with the legal No
5164.504(e)(3)(ii) N/A mandate without meeting the requirements of this paragraph | Functional |t N/A N/A N/A
and § 164.314(a)(1), if applicable, provided that the covered lonship
entity attempts in good faith to obtain satisfactory assurances
as required by paragraph (e)(2) of this section and §
164.314(a)(1), if applicable, and, if such attempt fails,
documents the attempt and the reasons that such assurances
cannot be obtained.
The covered entity may omit from its other arrangements the No applicable SCF control
termination authorization required by paragraph (e)(2)(ii) of o
5164.504(e)(3)(ii) N/A this section, if such authorization is inconsistent with the Functional | te N/A N/A N/A
statutory obligations of the covered entity or its business. P
crrmE
A covered entity may comply with this paragraph and § No applicable SCF control
164.314(a)(1) f the covered entity discloses only a limited data
set to a business associate for the business associate to carry No
§164.504(6)(3)(V) N/A outa health care operations function and the covered entity | Functional | |t N/A N/A N/A
has a data use agreement with the business associate that P
complies with § 164.514(e)(4) and § 164.314(a)(1), if
Implementation No applicable SCF control
specifications: Other o
§164.504(e)(4) requirements for |[no content] Functional N/A N/A N/A
Relationship
contracts and other
The contract or other arrangement between the covered entity Mechanisms exist to include data privacy requirements in contracts and
and the business associate may permit the business associate other acquisition-related documents that establish data privacy roles and
’ ’ ) Data Privacy Requirements for
5164.504(e)(4)i) N/A to use the protected health information received by the Functional | Subset Of PRI-07.1 | responsibilities for contractors and service providers. 10
Contractors & Service Providers
business associate in its capacity as a business associate to
the covered entitv. if necessarv:
For the proper management and administration of the Data Privacy Requirements for Mechanisms exist to include data privacy requirements in contracts and
5164.504(e)(4)(1)(A) N/A prop & Functional | ~Subset Of v hed PRI-07.1 |other acquisition-related documents that establish data privacy roles and 10
business associate; or Contractors & Service Providers i ) .
responsibilities for and service providers.
To carry out the legal responsibilities of the business Data Privacy Requirements for Mechanisms exist to include data privacy requirements in contracts and
5 164.504(e)(4)(i)(B) N/A i galresp Functional | ~Subset Of v Red PRI-07.1 |other acquisition-related documents that establish data privacy roles and 10
associate. Contractors & Service Providers e . .
responsibilities for and service providers.
Mechanisms exist to include data privacy requirements in contracts and
The contract or other arrangement between the covered entity
' ) : other acquisition-related documents that establish data privacy roles and
and the business associate may permit the business associate Data Privacy Requirements for e e oot o
5 164.504(e)(4)(i)(B) (i) N/A to disclose the protected health information received by the Functional |  Subset Of v e pRI-07.1 |fesPonsibiities for contractors and service providers. 10
o > Contractors & Service Providers
business associate in its capacity as a business associate for
the purposes described in paragraph (e)(4)(i) o this section,
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Strength of
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version 2025.4
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Notes (optional)

Data Privacy Requirements for

Mechanisms exist to include data privacy requirements in contracts and

(optional)

plan and the plan sponsor. The plan must:

§164.504(e)(4)()(B)(i)(A) N/A The disclosure is required by law; or Functional |  Subset Of PRI-07.1 |other acquisition-related documents that establish data privacy roles and 10
Contractors & Service Providers
and service providers.
No No applicable SCF control
§164.504(e)(4)()(B(ii)(B) N/A [no content] Functional : N/A N/A G N/A
The business associate obtains reasonable assurances from Mechanisms exist to require i for and
the person to whom the information is disclosed that it will be Thirg-Party Gontract data protection requirements with third-parties, reflecting the organization's
§164.504(e)(4)()(B)(i)(B)(1) N/A held confidentially and used or further disclosed only as Functional |  Subset Of o TPM-05 | needs to protect its Technology Assets, Applications, Services and/or Data 10
required by law or for the purposes for which it was disclosed “ (TAASD).
to the person; and
The person notifies the business associate of any instances of Thire-Party Contract :iC"a”‘fmf exist to require i " ;"' o and
-Par - hird.
§164.504(6)(4)(1)(B)(i)(B)(2) N/A which it is aware in which the confidentiality of the information |  Functional | Subset Of reharty TPMgs  [CataProtection " parties, reflecting the 10
Requirements needs to protectits Technology Assets, Applications, Services and/or Data
has been breached.
(TAASD).
\mplementation | T reatirements of § 164.504(e)(2) through (e)(4) aply to the pErplEtaerenii
sch.f.cauons~ contract or other arrangement required by § 164.502(e)(1)(ii)
) bety busi te and a b iate that i N
§164.504(e)(5) Business associate | oo o Doo oo assocate and abusiness assoclate atis) - g crigng) ° N/A N/A N/A
contracts with a subcontractor in the same manner as such requirements. Relationship
apply to contracts o other arrangements between a covered
subcontractors .
entity and business associate.
No No applicable SCF control
§164.504(f) N/A [no content] Functional ) N/A N/A PPl N/A
Standard: o No applicable SCF control
§164.504(7)(1) Requirements for group [[no content] Functional N/A N/A N/A
Relationship
health plans
) N ; Mechanisms exist to require i for and
Except as provided under paragraph (f)(1)(i) or (i) of this ] oo " n )
section or as otherwise authorized under § 164.508, a group e B o
health plan, in order to disclose protected health information needs toprotect ts Technology Assets, Applications, Services and/or Data
(TAASD).
to the plan sponsor or to provide for or permit the disclosure of Third-Party Gontract
§164.504(7)(1)() N/A protected health information to the plan sponsor by a health | Functional | Subset Of i TPM-05 10
ir
insurance issuer or HMO with respect to the group health plan, aul
must ensure that the plan documents restrict uses and
disclosures of such information by the plan sponsor consistent
with the requirements of this subpart.
Except as prohibited by § 164.502(a)(5)((), the group health No applicable SCF control
plan, or a health insurance issuer or HMO with respect to the o
§164.504(1)(1)(i) N/A €roup health plan, may disclose summary health nformation | Functional | 19 N/A N/A N/A
to the plan sponsor, if the plan sponsor requests the summary D
health for purposes of:
N Obtaining premium bids from health plans for providing health No No applicable SCF control
§164.504(7)(1)(i)(A) N/A R AR Ll ! & J Functional ) N/A N/A (et N/A
coverage under the group health plan: or
N No applicable SCF control
§164.504(f)(1)(ii)(B) N/A Modifying, amending, or terminating the group health plan. Functional ° N/A N/A DEFTAELIDEe Gl N/A
The group health plan, or a health insurance issuer or HMO pErplEtaereni
with respect to the group health plan, may disclose to the plan o
§164.504(7)(1)(ii) N/A sponsor information on whether the individual i participating | Functional | 19 N/A N/A N/A
in the group health plan, or is enrolled in or has disenrolled P
from a health insurance issuer or HMO offered by the plan.
Implementation No applicable SCF control
KB specifications: [ The plan documents of the group health plan must be Functional No A A A
Requirements for plan |amended to incorporate provisions to: Relationship
Establish the permitted and required uses and disclosures of Mechanisms exist to require i for and
$ 1645040200 A such information by the plan sponsor, provided that such runctionat | subset of Third-Party Contract pmos | data protection requirements with third-parties, reflecting the organization's 1o
permitted and required uses and disclosures may not be Requirements needs to protect its Technology Assets, Applications, Services and/or Data
i with this subpart. (TAASD).
Provide that the group health plan will disclose protected Mechanisms exist to require i for and
health information to the plan sponsor only upon receipt of a Thirg-Party Gontract data protection requirements with third-parties, reflecting the organization's
§164.504(1)(2)(i) N/A certification by the plan sponsor that the plan documents have|  Functional |  Subset Of o TPM-05 | needs to protect its Technology Assets, Applications, Services and/or Data 10
been amended to incorporate the following provisions and that “ (TAASD).
the plan sponsor agrees to:
Not use or further disclose the information other than as Thire-Party Contract :iC"a”‘fmf exist to require i " ;"' o and
Par ’ nird.
§164.504(1)(2)(i)(A) N/A permitted or required by the plan documents or as required by | Functional | Subset Of reharty TPM-g5  [Cat@protection " parties, reflecting the 10
b Requirements needs to protect its Technology Assets, Applications, Services and/or Data
; (TAASD).
Ensure that any agents to whom it provides protected health Mechanisms exist to require for and
information received from the group health plan agree to the Third-Party Contract data protect i th third-parties, reflecting th
5 164.504(f)(2)(ii)(B) N/A Information received from the group plan agre Functional Subset Of rd-Party bontrs TPM-g5  |Cata Protection W reflecting the 10
same restrictions and conditions that apply to the plan Requirements needs to protectits Technology Assets, Applications, Services and/or Data
sponsor with respect to such (TAASD).
Not use or disclose the information for employment-related Thire-Party Contract :iC"a”‘fmf exist to require i " ;"' o and
-Par - nird.
§164.504(1)(2)1(i)(C) N/A actions and decisions or in connection with any other benefit | Functional | Subset Of reharty TeM-gs [Cat@Protection " parties, reflecting the 10
° Requirements needs to protect its Technology Assets, Applications, Services and/or Data
or employee benefit plan of the plan sponsor;
(TAASD)
Report to the group health plan any use or disclosure of the Thire-Party Contract :iC"a”‘fmf exist to require o " ;"' o and
Par ’ nird.
§164.504(1)(2)1ii)(D) N/A thatis with the uses or Functional | Subset Of reharty TeMgs  [Cat@Protection " parties, reflecting the 10
> ne Requirements needs to protectits Technology Assets, Applications, Services and/or Data
provided for of which it becomes aware;
(TAASD).
Mechanisms exist to require for and
Make available protected health information in accordance Third-Party Contract data protect i th third-parties, reflecting th
§164.504(1)(2)(ii)(E) N/A lake avallable pr {ntormation g Functional Subset Of rd-Party bontrs TPM-gs  |Cata protection W reflecting the 10
with § 164.524; Requirements needs to protectits Technology Assets, Applications, Services and/or Data
(TAASD).
Make available protected health information for amendment Thire-Party Contract :iC"a”‘fmf exist to require i " ;"' o and
Par ’ nird.
§164.504(1)(2)(i)(F) N/A and incorporate any amendments to protected health Functional | Subset Of r-rarty TPM-g5  [Cata Protection wi parties, reflecting the 10
: ' " Requirements needs to protectits Technology Assets, Applications, Services and/or Data
information in accordance with § 164.526;
(TAASD)
Mechanisms exist to require for and
Make available the information required to provide an Third-Party Contract data protect th third-parties, reflecting th
5 164.504(1)(2)1(i)(G) N/A Vel information required to provi Functional | Subset Of ird-Party Contr TPM.0s  |data Protection wi reflecting the 10
accounting of disclosures in accordance with § 164.528; Requirements needs to protect its Technology Assets, Applications, Services and/or Data
(TAASD).
Make its interal practices, books, and records relating to the Mechanisms exist to require for and
use and disclosure of protected health information received Thire-Party Contract data protection requi with third-parties, reflecting the
5164.504()(2)(i)(H) N/A from the group health plan available to the Secretary for Functional | Subset Of o o TPM-05 | needs to protect its Technology Assets, Applications, Services and/or Data 10
purposes of determining compliance by the group health plan d (TAASD).
with this subpart:
If feasible, return or destroy all protected health information Mechanisms exist to require i for and
received from the group health plan that the sponsor still data protection requirements with third-parties, reflecting the organization's
maintains in any form and retain no copies of such information needs to protect its Technology Assets, Applications, Services and/or Data
hen no longer needed for the purpose for which disclosure Third-Party Contract .
§164.504(1)(2)(i)(1) N/A ! ger " the purpose for which disclosurs Functional | Subset Of ird-Party Gontr M5 |(TAASD) 10
was made, except that, if such return or destruction is not Requirements
feasible, limit further uses and disclosures to those purposes
that make the return or destruction of the information
and
Mechanisms exist to require i for and
$164504021)0) A Ensure that the adequate separation required in paragraph runctionat | subset of Third-Party Contract pmos | data protection requirements with third-parties, reflecting the organization's 1o
(AI(2)(ii) of this section is established. Requirements needs to protect its Technology Assets, Applications, Services and/or Data
(TAASD).
NEIETTA A Provide for adequate separation between the group health Fonctional No A v |Noapplicable SCF control A
plan and the plan sponsor. The plan must:
Provide for adequate separation between the group health No No applicable SCF control
§164.504(1)(2)(iil) N/A d P group Functional N N/A N/A PPl N/A
blan and the blan sponsor. The plan must:
. A Provide for adequate separation between the group health Fonctional No A W |Noapplicable SCF control A
plan and the plan sponsor. The plan must:
Provide for adequate separation between the group health No No applicable SCF control
§164.504(1)(2)(iil) N/A . & group Functional ) N/A N/A (et N/A
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Notes (optional)

Describe those employees or classes of employees or other
persons under the control of the plan sponsor to be given
access to the protected health information to be disclosed,
provided that any employee or person who receives protected

Third-Party Contract

Mechanisms exist to require for and
data protection requi with third-parties, reflecting the

needs to protect its Technology Assets, Applications, Services and/or Data
(TAASD).

(optional)

useand -

Relationship

5164.504(7)(2)(i) (A) N/A Functional | Subset Of TPM-05 10
health information relating to payment under, health care Requirements
operations of, or other matters pertaining to the group health
planin the ordinary course of business must be included in
such
Restrict the access to and use by such employees and other Mechanisms exist to require for and
ersons described in paragraph (f)(2)(il(A) of this section to Third-Party Contract data protect th third-parties, reflecting th
5 164.504(f)(2)(ii)(B) N/A per ribed in paragraph (f)(2)(i)(A) of this secti Functional Subset Of rd-Party bontrs TPM-g5  [Cata Protection W reflecting the 10
the plan administration functions that the plan sponsor Requirements needs to protect its Technology Assets, Applications, Services and/or Data
performs for the group health plan: and (TAASD).
Provide an effective mechanism for resolving any issues of Mechanisms exist to require for and
noncompliance by persons described in paragraph (f)(2)(i)(A) Third-Party Contract data protect i th third-parties, reflecting th
§164.504(1)(2)(iil)(C) N/A compliance by per: ribed in paragraph (N2NIA) | ¢ ional Subset Of re-rarty Gontr TpM-0s | dat@ protection W reflecting the 10
of this section with the plan document provisions required by Requirements needs to protectits Technology Assets, Applications, Services and/or Data
this paragraph. (TAASD).
Implementation o No applicable SCF control
§164.504(7)(3) specifications: Uses |A group health plan may: Functional e N/A N/A N/A
: Relationship
and
Disclose protected health information to a plan sponsor to Mechanisms exist to require for and
carry out plan administration functions that the plan sponsor Third-Party Contract dat: tecti i ith third-p: , reflecting the
5 164.504(f)(3)(i) N/A Ty outpl Inistration functi plansponsor | ¢ ctional Subset Of re-rarty Gontr TpM-0s | dat@ protection W reflecting the 10
performs only consistent with the provisions of paragraph Requirements needs to protect its Technology Assets, Applications, Services and/or Data
(0(2) of this section; (TAASD).
Not permit a health insurance issuer or HMO with respect to Thire-Party Contract :iC"a”‘fmf exist to require i " ;"' o /and
-Par - hird.
§ 164.504(f)(3)(ii) N/A the group health plan to disclose protected health information | Functional Subset Of ré-rarty TpM-0s | dat@ protection W parties, reflecting the 10
‘ ° Requirements needs to protectits Technology Assets, Applications, Services and/or Data
to the plan sponsor except as permitted by this paragraph;
(TAASD)
Not disclose and may not permit a health insurance issuer or Mechanisms exist to require for and
HMO to disclose protected health information to a plan Third-Party Gontract data protection with third-parties, reflecting the
§164.504(7)(3)i) N/A sponsor as otherwise permitted by this paragraph unless a Functional | Subset Of oo TPM-05 | needs to protect its Technology Assets, Applications, Services and/or Data 10
statement required by § 164.520(b)(1)(i(C) is included in the “ (TAASD).
notice: and
Not disclose protected health information to the plan sponsor Mechanisms exist to require i for and
£164504030) A for the purpose of employment-related actions or decisionsor | Third-Party Contract pms | data protection requirements with third-parties, reflecting the organization's 1o
in connection with any other benefit or employee benefit plan Requirements needs to protect its Technology Assets, Applications, Services and/or Data
of the plan sponsor. (TAASD).
Standard: No applicable SCF control
Requirements for a o
§164.504(g) covered entitywith | [no content] Functional N/A N/A N/A
Relationship
multiple covered
functions
A covered entity that performs multiple covered functions that Mf”‘a:‘s{"f et"'s‘ to faf“{"a‘em: ‘de’t‘”"ta”f” a’:d ‘L’"”le"‘e”‘a”"” of
would make the entity any combination of a health plan, a relevant statutory, regulatory and contractual controls.
covered health care provider, and a health care clearinghouse, Stotuton, Regulatory &
5164.504(g)(1) N/A must comply with the standards, requirements, and Functional | Subset Of . Regulatory cpLo1 10
Contractual Compliance
implementation specifications of this subpart, as applicable
tothe health plan, health care provider, or health care
clearinghouse covered functions performed.
s covered ontity that performs multiple covered functions may Mechanisms existt restrict the use of Persnal Data (PD) to only the
authorized purpose(s) consistent with applicable laws, regulations and in
use or disclose the protected health information of individuals Usage Rostictions of Sensitive o .
§164.504(g)(2) N/A who receive the covered entity's health plan or health care Functional Subset Of ¥ e oot PRI-05.4 |3t Privacy notices. 10
provider services, but not both, only for purposes related to the
function being performed.
Uses and disclosures to No applicable SCF control
it treats t, N
§164.506 carryouttreatment, 1 o tent] Functional ° N/A N/A N/A
payment, or health care Relationship
Exceptwith reapect to uses or disclosuros that require an Mex:‘hams:s exist to restriot the use :f Perfun:: D\a(a (D) ul) only the ]
authorization under § 164,508(a)(2) through (4) or thatare :u: orizes Durp:se(s) consistent with applicable laws, regulations and in
Standard: Permittog | PrOIDIted under § 164.502(2)(5)(), a covered entity may use or Usage Restrictions of Sensitive lata privacy notices.
rd: Permi it i
§164.506(a) " disclose protected health information for treatment, payment, | Functional | Subset Of ge Restr Ve | PRI-0s.4 10
uses and disclosures ° v ‘ Personal Data
or health care operations as set forth in paragraph (c) of this
section, provided that such use or disclosure is consistent with
other applicable requirements of this subpart.
Standard: Consent for " No applicable SCF control
5164.506(0) uses and disclosures [[no content] Functional N/A N/A N/A
Relationship
permitted
Mechanisms exist to authorize the processing of their Personal Data (PD)
A covered entity may obtain consent of the individual to use or °:‘°L’J'° s l°°“7°”°” that: oo s to ilustrato the potentialdat,
§164.506(b)(1) N/A disclose protected health information to carry out treatment, | Functional Subset Of Choice & Consent pRi-o3 | (1)Usesplain language and provide examples toillustrate the potential data 10
" privacy risks of the authorization; and
payment, or health care operations. f )
(2) Provides a means for users to decline the authorization.
Consent, under paragraph (b) of this section, shall not be No applicable SCF control
effective to permit a use or disclosure of protected health o
§164.506(b)(2) N/A information when an authorization, under § 164.508, is Functional | te N/A N/A N/A
required or when another condition must be met for such use P
or disclosure to be under this subpart.
! No applicable SCF control
Implementation
specifications: No
§164.506(c) P [no content] Functional N/A N/A N/A
Treatment, payment, or Relationship
health care operations
Acovered entity may use or disclose protected health Mechanisms exist to restrict the se of Personal Data (PD) to only the
! ¢ Usage Restrictions of Sensitive . y .
§164.506(c)(1) N/A information for its own treatment, payment, or health care Functional | Subset Of e oty PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
data privacy notices.
A covered entity may use or disclose protected health formation Sharing With T Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
§164.506(c)(1) N/A information for its own treatment, payment, or health care Functional | Subset Of e PRI-07  [purposes identified in the data privacy notice and with the implicit or explicit 10
consent of the data subject.
Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
Acovered entity may disclose protected health information fo Information Sharing With Third
§164.506(c)(2) N/A ver 1ty may ci P " informationfor 1 ¢ nctional Subset Of rmatl ring With Thir PRI-07 | purposes identified in the data privacy notice and with the implicit or explicit 10
treatment activities of a health care provider. Parties
consent of the data subject.
A covered entity may disclose protected health information to nformation Shering With Third M“"a”‘s:s e"f;_s‘;‘? d":d:sf Personal D:‘a 'PD‘:“’:L"":"’_“‘?S f”w f°'l”‘:
rmation Shari
§164.506(c)(3) N/A another covered entity or a health care provider for the Functional Subset Of ing With Thir pRi-g7 | PurPoses dentifiedin the data privacy notice and with the implicit or explici 10
° Parties consent of the data subject.
payment activities of the entity that receives the information.
'Acovered entity may disclose protected health information to Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
another covered entity for health care operations activities of purposes identified in the data privacy notice and with the implicit or explicit
the entity that receives the information, if each entity either N consent of the data subject.
Information Sharing With Third
5164.508(c)(4) N/A has or had a relationship with the individual who is the subject | Functional | Subset Of Pamesg PRI-07 10
of the protected health information being requested, the
protected health information pertains to such relationship,
and the disclosure s:
For a purpose listed in paragraph (1) or (2) of the definition of No No applicable SCF control
§164.506(c)(4)(i) N/A el bareezaeh i icn 2 i Functional ) N/A N/A PPl N/A
health care or
e A Forthe purpose of health care fraud and abuse detection or Fonctional No A v |Noapplicable SCF control A
A covered ntitythat partiipates in an rganized haalth care Mechanisms exist o restict the use of Personal Data (PD) to only the
authorized purpose(s) consistent with applicable laws, regulations and in
arrangement may disclose protected health information about Usage Rostictions of Sensitive o .
§164.506(c)(5) N/A anindividual to other participants in the organized health care | Functional | Subset Of & e oot PRI-05.4 |98t Privacynotices. 10
arrangement for any health care operations activities of the
organized health care arrangement.
Uses and disclosures No applicable SCF control
for which N
§164.508 TR o content) Functional ° N/A N/A N/A
authorization is Relationship
reauired
Standard: " No applicable SCF control
§164.508(a) Authorizations for | [no content] Functional N/A N/A N/A
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Set Theory Relationship Mapping (STRM) HIPAA Administrative Simplification

Strength of
Relationship
(optional)

Secure Controls Framework (SCF)

FDE Name
Control Description

SCF Control

Focal Document Element (FDE) Description

Notes (optional)

Rationale Relationship

Except as otherwise permitted or required by this subchapter, Mechanisms exist to restrict the use of Personal Data (PD) to only the
a covered entity may not use or disclose protected health authorized purpose(s) consistent with applicable laws, regulations and in
Authorization required: information without an authorization that is valid under this ) Usage Restrictions of Sensitive data privacy notices.
§164.508(a)(1) section. When a covered entity obtains or receives a valid Functional Subset Of PRI-05.4 10
General rule B N Personal Data
for its use or disclosure of protected health
information, such use or disclosure must be consistent with
such
Except as otherwise permitted or required by this subchapter, Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
a covered entity may not use or disclose protected health purposes identified in the data privacy notice and with the implicit or explicit
Authorization required: information without an authorization that is valid under this ) Information Sharing With Third consent of the data subject.
§164.508(a)(1) section. When a covered entity obtains or receives a valid Functional Subset Of PRI-07 10
General rule N B . Parties
authorization for its use or disclosure of protected health
information, such use or disclosure must be consistent with
such
Mechanisms exist to authorize the processing of their Personal Data (PD)
Notwithstanding any provision of this subpart, other than the prior to its collection that:
$164.508(0)2) Authorization reuired: |transition provisions n § 164.532, @ covered entity mustobtain| Subset Of Choice & Consent prog | (1)Uses plain language and provide examples to llustrate the potential date 10
Psychotherapy notes |an authorization for any use or disclosure of psychotherapy privacy risks of the authorization; and
notes, except: (2) Provides a means for users to decline the authorization.
e — A To cary out the following treatment, payment, or healthcare | No A wa |Noapplicable SCF control A
5164.508(a)(2)(1)(A) N/A Use by the originator of the psychotherapy notes for treatment;|  Functional No N/A oy | N/A
Mechanisms exist to address the use of Personal Data (PD) for internal
Use or disclosure by the covered entity for its own training testing, training and research that:
§164.508(2)(2)()(B) N/A programs in which students, trainees, or practitioners in Functional Subset Of Internal Use of Personal Data For PRI-05.1 (1) Takes measures to limit or minimize the amount of PD used for internal 10
mental health learn under supervision to practice or improve Testing, Training and Research testing, training and research purposes; and
their skills in group, joint, family, or individual counseling; or (2) Authorizes the use of PD when such information is required for internal
testing. training and research.
Mechanisms exist to restrict the use of Personal Data (PD) to only the
§164.508(2)(2)(i)(C) N/A Use or disclosure by the covered entity to defend itselfin a Functional Subserof | UsageRestrictionsof Sensitive | oo, o0 4| rized purpose(s) consistent with applicable laws, regulations and in 10
legal action or other proceeding brought by the individual; and Personal Data
data privacy notices.
Ause or disclosure that is required by § 164.502(a)(2)(ii) or No applicable SCF control
§164.508(a)(2)(i) N/A permitted by §164.512(e); § 164.512(d) with respect to the Functional No N/A N/A N/A
oversight of the originator of the psychotherapy notes; Relationship
164.512(g)(1); or 164.512(i)(1)(i).
S Authorzation equired: [ Functionat No A A |Noapplicable SCF control A
Marketing
Notwithstanding any provision of this subpart, other than the No applicable SCF control
transition provisions in § 164.532, a covered entity must obtain o
§164.508(a)(3)(i) NA an authorization of any use fordisclosure of protected health | Functional | o to NA NA NA
information for marketing, except if the communication is in
the form of:
. A {ifa.cerlo'!a;e communication made by a covered entity oan | No A A |Noapplicable SCF control A
O —— A :::r(z;mm\ormtg\ﬂo' nominal value provided by the covered Functionat No A wa |Noapplicable SCF control A
i
If the marketing involves financial remuneration, as defined in No applicable SCF control
§164.508(a)(3)(i) N/A (3) of the definition of marketing at $ 164.501, tothe | o0 No N/A N/A N/A
covered entity from a third party, the authorization must state Relationship
that such is involved.
‘Authorization required: o No applicable SCF control
§164.508(a)(4) Sale of protected [no content] Functional o NA NA NA
Relationship
health
Notwithstanding any provision of this subpart, other than the Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
) transition provisions in § 164.532,  covered entity must obtain ) Information Sharing With Thira purposes identified in the data privacy notice and with the implicit or explicit
§164.508(a)(4)(i) N/A an authorization for any disclosure of protected health Functional Subset Of artion PRI-07 |consent of the data subject. 10
which is a sale of protected health information, as
defined in § 164.501 of this subpart.
§164.508(a)(4)(ii) N/A Such authorization must state lf,sllhe disclosure will result in Functional No N/A N/A No applicable SCF control N/A
to the covered entity.
Implementation o No applicable SCF control
5164.508(b) specifications: General |[no content] Functional o NA NA NA
Relationship
§164.508(b)(1) Valid authorizations ~ |[no content] Functional (o N/A oS el N/A
Avalid authorization is a document that meets the No No applicable SCF control
§164.508(b)(1)(i) N/A requirements in paragraphs (a)(3)(ii), (a)(4)(ii), (c)(1), and (c)(2) Functional Relztlenamn) N/A N/A N/A
of this section. as licabls
‘Avalid authorization may contain elements or information in No applicable SCF control
T WA additon to the elements required by this section, provided that | [ No WA WA WA
such additional elements or information are not inconsistent Relationship
\with the elements required by this section.
§164.508(b)(2) Def?clwe An authorization is not valid, if the document submitted has Functional No N/A N/A No applicable SCF control N/A
any of the following defects:
. A The expiration date has passed or the expiration event is Functionat No A A |Noapplicable SCF control A
known by the covered entitv to have occurred:
The authorization has not been filled out completely, with o No applicable SCF control
§164.508(b)(2)(ii) N/A respect to an element described by paragraph (c) of this Functional | L\ o hip N/A N/A N/A
section, if
O —— A The athorization is known by the covered entity to have been | -~ No A wa |Noapplicable SCF control A
revoked:
e A The authorization violates paragraph (b)(3) or (4) of this Functionat No A A |Noapplicable SCF control A
section, if
T A Any material information in the authorization is knownbythe |~ No A wa |Noapplicable SCF control A
covered entity to be false.
P— ‘An authorization for use or disclosure of protected health o No applicable SCF control
5164.508(b)(3) ! information may not be combined with any other documentto | Functional N N/A N/A N/A
authorizations Relationship
createa except as follows:
An authorization for the use or disclosure of protected health ol it el el
information for a research study may be combined with any
other type of written permission for the same or another
research study. This exception includes combining an
authorization for the use or disclosure of protected health
information for a research study with another authorization for
the same research study, with an authorization for the creation
or maintenance of a research database or repository, or with a N
§164.508(5)(3)(i) NA consent to participate in research. Where a covered health Functional Relm:ﬂsmp NA NA NA
care provider has conditioned the provision of research-related
treatment on the provision of one of the authorizations, as
permitted under paragraph (b)(4)(i) of this section, any
compound authorization created under this paragraph must
clearly differentiate between the conditioned and
unconditioned components and provide the individual with an
opportunity to opt in to the research activities described in the
unconditioned authorization.
‘An authorization for a use or disclosure of psychotherapy o No applicable SCF control
§164.508(5)(3) i) NA notes may only be combined with another authorizaton fora | Functional [ 10 NA NA NA
use or disclosure of notes.
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SCF Control
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Focal Document Element (FDE) Description

Rationale Relationship

An authorization under this section, other than an Begpplzatis SCEcentel
authorization for a use or disclosure of psychotherapy notes,
may be combined with any other such authorization under this
section, except when a covered entity has conditioned the
provision of treatment, payment, enrollment in the health plan,
or eligibility for benefits under paragraph (b)(4) of this section o
§164.508(b)(3) i) N/A on the provision of one of the authorizations. The prohibitionin | Functional N/A N/A N/A
this paragraph on combining authorizations where one Eelationsn
i conditions the provision of treatment, payment,
enrollment in a health plan, or eligibilty for benefits under
paragraph (b)(4) of this section does not apply to a compound
authorization created in accordance with paragraph (b)(3)(i) of
this section.
pronibitonon _|/Acovered entity may not condition the provision to an No applicable SCF control
§164.508(b)(4) conditioning of | 799Ul of treatment, payment, enroliment n the health Functional No NA N/A NA
e oriso! |ptan, oretigibily for benefits on the provsion of an Relationship
except:
‘A covered health care provider may condition the provision of No applicable SCF control
g A research-related treatment on provision of an authorization for [ No A A A
the use or disclosure of protected health information for such Relationship
research under this section;
'Ahealth plan may condition enrollment in the health plan or No applicable SCF control
- eligibility for benefits on provision an authorization requested No
§164.508(b)(4)(i) /A by the health plan prior to an individual's enrollment in the Functional | g ationship. N/A N/A N/A
health plan, if:
The authorization sought is for the health plan's eligibility or o No applicable SCF control
§164.508(b)(4) (i) (A) N/A enrollment determinations elating tothe ndividual orforits |~ Functional | o to N/A N/A N/A
undenwriting o risk rating ions; and
The authorization is not for a use or disclosure of o No applicable SCF control
§164.508(b)(4)(i)(B) N/A psychotherapy notes under paragraph (a)(2) of this section; Functional | o\ i chip N/A N/A N/A
and
‘A covered entity may condition the provision of health care No applicable SCF control
that is solely for the purpose of creating protected health No
§164.508(b)(4)(ii) N/A information for disclosure to a third party on provision of an Functional | o i e N/A N/A N/A
authorization for the disclosure of the protected health
i ion to such third party.
) ‘An individual may revoke an authorization provided under this No applicable SCF control
Revocation of ‘ ; ° A : No
§164.508(b)(5) : section at any time, provided that the revocation is in writing, | Functional N/A N/A N/A
authorizations Relationship
except to the extent that:
§164.508(b)(5)(i) N/A The covered entity has taken action in reliance thereon; or Functional e N/A op  |FoerkEibEEFemicl N/A
If the authorization was obtained as a condition of obtaining o No applicable SCF control
§164.508(b)(5)1ii) N/A insurance coverage, other law provides the insurer with the Functional | o\ i hip N/A N/A N/A
right to contest a claim under the policy or the policy itself.
§164.508(b)(6) Documentation |/ overed entity must document and retain any signed Functional No N/A o | N/A
under this section as reauired by § 164.530().
Implementation No applicable SCF control
§164.508(c) ETESREEINECD |0 oy Functional e N/A N/A N/A
elements and Relationship
T Gorecloments | AVA11d authorization Under this section must contain atleast | L o No A W |Noapplicable SCF control A
the following elements:
Mechanisms exist to identify and document the purpose(s) for which Personal
§164.508(c)(1) (i) N/A A description of the information to be used or disclosed that Functional Subset Of Purpose Specification PRI-02.1 |Data (PD)is collected, used, maintained and shared in its data privacy 10
identifies the information in a specific and meaningful fashion. A,
The name or other specific identification of the person(s), or Mechanisms exist to identify and document the purpose(s) for which Personal
§164.508(c)(1)(ii) N/A class of persons, authorized to make the requested use or Functional | Subset Of Purpose Specification PRI-02.1 [Data (PD) is collested, used, maintained and shared i ts data privacy 10
notices.
The name or other specific identification of the person(s), or Mechanisms exist to identify and document the purpose(s) for which Personal
§164.508(c)(1) N/A class of persons, to whom the covered entity may make the Functional | Subset Of Purpose Specification PRI-02.1 [Data (PD) is collested, used, maintained and shared i ts data privacy 10
use or disclosure notices.
‘A description of each purpose of the requested use o Mechanisms exist to identify and document the purpose(s) for which Personal
disclosure. The statement “at the request of the individual” is a Data (PD) is collested, used, maintained and shared i ts data privacy
5164.508(c)(1)(v) N/A sufficient description of the purpose when an individual Functional | Subset Of Purpose Specification PRI02.1 [notices. 10
initiates the authorization and does not, or elects not to,
provide a statement of the purpose.
'An expiration date o an expiration event that relates o the Mechanisms exist to authorize the processing of their Personal Data (PD)
individual or the purpose of the use or disclosure. The priortoits collection that:
statement “end of the research study,” “none,” or similar (1) Uses plain language and provide examples to illustrate the potential data
§164.508(c)(1)(v) N/A language is sufficient f the authorization is for a use or Functional | Subset Of Choice & Consent PRI-03 [privacy risks of the authorization; and 10
of protected health for research, (2) Provides a means for users to decline the authorization.
including for the creation and maintenance of a research
database or research repository.
Sgnaturoofthe _|I{the authorizations signed by a personal representative of ] o No applicable SCF control
§164.508(c)(1)(vi) the individual, a description of such representative's authority | Functional N/A N/A N/A
individual and date o Relationship
to act for the individual must also be provided.
In addition to the core elements, the authorization must " No applicable SCF control
§164.508(c)(2) Required statements | contain statements adequate to lace the indvidual on notice | Functional | i N/A N/A N/A
of all of the following:
e A ;r::lr:diwduat’s right to revoke the authorization inwriting,and | No A W |Noapplicable SCF control A
Th excoptions to the right o revoke and a description of how Mechanisms exist to identify and document the purpose(s) for which Personal
§164.508(c)(2)()(A) N/A A : Functional | Subset Of Purpose Specification PRI-02.1 [Data (PD) is collested, used, maintained and shared i ts data privacy 10
the individual may revoke the authorization; or
notices.
To the extent that the information in paragraph ()(2)(1)(A) of Mechanisms exist to identify and document the purpose(s) for which Personal
§164.508(c)(2)()(B) N/A this section is included in the notice required by § 164.520,a | Functional | Subset Of Purpose Specification PRI-02.1 [Data (PD) is collested, used, maintained and shared i its data privacy 10
reference to the covered entity's notice. notices.
The ability or inability to condition treatment, payment, o No applicable SCF control
§164.508(c)(2)(ii) N/A enrollment or eligibility for benefits on the authorization, by Functional | o i hip N/A N/A N/A
stating either:
The covered antity may not condition reatment, payment, Mechanisms exist to prohibi the refusal of products and/or services on the
enrollment or eligibility for benefits on whether the individual Product or Service Delivery grounds that a data subject does not agree to the processing of Personal
5164.508(c)(2)ii)(A) N/A ! " ) Functional | Subset Of PRI03.5 [Data (PD) or withdraws consent. 10
signs the when the on of Restrictions
authorizations in paragraph (b)(4) of this section applies; or
The consequences to the individual of a refusal to sign the Mechanisms exist to prohibit the refusal of products and/or services on the
authorization when, in accordance with paragraph (b)(4) of this| - grounds that a data subject does not agree to the processing of Personal
Product or Service Delivery
§164.508(c)(2)(ii(B) N/A section, the covered entity can condition treatment, Functional |  Subset Of oo PRI-035 |Data (PD) or withdraws consent. 10
enroliment in the health plan, or eligibility for benefits on
failure to obtain such
The potential for information disclosed pursuant to the o No applicable SCF control
§164.508(c)(2)(ii) N/A ization to be subject to redi bythe recipientand | Functional | o io N/A N/A N/A
no longer be protected by this subpart.
Mechanisms exist to authorize the processing of their Personal Data (PD)
prior to its collection that:
§164.508(c)(3) Plainlanguage | 1 orization must be written in plain language. Functional Subset Of Choice & Consent pri.og | (1) Usesplain language and provide examples toillustrate the potential data 10
requirement privacy isks of the authorization; and
(2) Provides a means for users to decline the authorization.
1f'a covered entity seeks an authorization from an individual for No applicable SCF control
§164.508(c)(4) EepimiimimEhEe [P R e R R, D Functional No N/A N/A N/A
covered entity must provide the individual with a copy of the Relationship
signed i
'Acovered entity may use or disclose protected health No applicable SCF control
information, provided that the individual is informed in
Uses and disclosures ’ ;
e advance of the use or disclosure and has the opportunity o
§164.510 opportunity forthe | 2678 t0 o prohibit or restrict the use or disclosure,in Functional No N/A N/A N/A
e e with the applicabl nents o this section. Relationship
e The covered entity may orally inform the individual of and
obtain the individual's oral agreement or objection to a use or
permitted by this section.
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Notes (optional)

Standard: Use and

No applicable SCF control

(optional)

individual is not present

related to the individual's health care or needed for notification
purposes. A covered entity may use professional judgment and
its experience with common practice to make reasonable
inferences of the individual's best interest in allowing a person
to act on behalf of the individual to pick up filled prescriptions,
medical supplies, X-rays, or other similar forms of protected
health information.

No
§164.510(a) disclosure for facility |[no content] Functional e N/A N/A N/A
" Relationship
directories
permitted uses ang | EXCEPEhen an objection is expressed n accordance with o No applicable SCF control
§164.510(a)(1) : (a)(2) or (3) of this section, a covered healthcare | Functional o N/A N/A N/A
disclosure ! Relationship
provider may:
Use the following protected health information to maintain a No No applicable SCF control
§164.510(a)(1)() N/A . s Lt ! Functional ) N/A /A ppu -
directory of in its facility:
eame Rostrctions of Someitive Mechanisms exist to restrict the use of Personal Data (PD) o only the
5164.510(a)(1)()(A) N/A The individual's name; Functional | Subset Of ot PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
data privacy notices.
Mech ist to restrict the use of Personal Data (PD) to only th
. The individual's location in the covered health care provider's i Usage Restrictions of Sensitive lechanisms exist to restrict the use of Personal Data (PD) to only the
§164.510(a)(1)()(B) N/A Functional | Subset Of PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
facility; Personal Data °
data privacy notices.
The individual's condition described in general terms that does - } Mechanisms exist to restrict the use of Personal Data (PD) o only the
! Usage Restrictions of Sensitive
§164.510(a)(1)()(C) NiA not communicate specific medical information about the Functional |  Subset Of e ot PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
indi and data privacy notices.
eame Rostrotions of Somaitive Mechanisms exist to restrict the use of Personal Data (PD) o only the
5164.510(a)(1)()(D) N/A The individual's religious affiliation; and Functional | Subset Of ot PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
" data privacy notices.
N No applicable SCF control
§164.510(a)(1)(ii) N/A Use or disclose for directory purposes such information: Functional ° N/A N/A DEFTAELIDEe Clie N/A
Usage Rostrictions of Sensitive Mechanisms exist to restrict the se of Personal Data (PD) to only the
5164.510(a)(1)(i)(A) N/A To members of the clergy; or Functional | Subset Of e oot PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
data privacy notices.
Except for religious affiliation, to other persons who ask for the Usage Restrictions of Sensitive Mechanisms exist to restrict the use of Personal Data (PD) to only the
§164.510(a)(1)(ii)(B) N/A Excen € g P Functional |  Subset Of & PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
individual by name. Personal Data
data privacy notices.
'Acovered health care provider must inform an individual of the No applicable SCF control
protected health information that it may include in a directory.
and the persons to whom it may disclose such information o
§164.510(a)(2) Opportunity to object | (including disclosures to clergy of information regarding Functional | &9 N/A N/A N/A
religious affiliation) and provide the individual with the D
opportunity to restrict or prohibit some or all of the uses or
i permitted by paragraph (a)(1) of this section.
Emergenc No No applicable SCF control
§164.510(a)(3) gency [no content] Functional N N/A N/A PPl N/A
If the opportunity to object to uses or disclosures required by No applicable SCF control
paragraph (a)(2) of this section cannot practicably be provided
because of the individual's incapacity or an emergency o
§164.510(a)(3)(i) N/A treatment ciroumstance, a covered health care provider may | Functional |t N/A N/A N/A
use or disclose some or all of the protected health information P
permitted by paragraph (a)(1) of this section for the facility's
direotorv. if such disclosure s:
] — No applicable SCF control
Consistent with d pref f the individual, N
ST A onsistent with  prior expressed preference ofthe ndvidual, [ [ o o A A A
if any, that is known to the covered health care provider; and Relationship
) ) No applicable SCF control
In the individual's best interest as determined by th d N
§164.510(a)(3)(i)(B) N/A AR O IEECA AL L IADEES Functional © N/A N/A N/A
health care provider, in the exercise of professional judgment. Relationship
The covered health care provider must inform the individual No applicable SCF control
d provid runity to object t disl [ N
§164.510(a)(3)(ii) N/A and provide an opportunity to eblect to uses or dISelosures for | g yjong © N/A N/A N/A
directory purposes as required by paragraph (a)(2) of this Relationship
section when it become todoso.
Standard: Uses and No applicable SCF control
disclosures for o
§164.510(b) involvementinthe  ([no content] Functional N/A N/A N/A
o Relationship
individual’s care and
i purposes
Permitted uses and No No applicable SCF control
§164.510(b)(1) i [no content] Functional N N/A N/A PPl N/A
‘A covered entity may, in accordance with paragraphs (b)(2), Mechanisms exist to restrict the disclosure of sensitive / regulated data to
(6)(3), or (B)(5) of this section, disclose to a family member, authorized parties with a need to know.
other relative, or a close personal friend of the individual, or
§164.510(5)(1)() N/A any other person identified by the individual, the protected Functional | Subset Of Disclosure of Information | DCH-03.1 10
health information directly relevant to such person's
involvement with the individual's health care or payment
related to the individuals health care.
A covered ntity may e or disclose protected heatth Me::‘hams:s existto v:smcl :m d;scmsure of sensitive/ regulated data to
information to notify, or assist in the notification of (including authorized parties with a need to know.
identifying or locating),a family member, a personal
of the individual, or another person responsible
§164.510(b)(1)(ii) N/A for the care of the individual of the individual’s location, Functional | Subset Of Disclosure of Information | DCH-03.1 10
general condition, or death. Any such use or disclosure of
protected health information for such notification purposes
must be in accordance with paragraphs (b)(2), (b)(3), (b)(4), or
(b)(5) of this section, as applicable.
If the individual is present for, or otherwise available prior to, a Mechanisms exist to restrict the disclosure of sensitive / regulated data to
Uses and disclosures |use or disclosure permitted by paragraph (b)(1) of this section authorized parties with a need to know.
§164.510(b)(2) with the individual | and has the capacity to make health care decisions, the Functional | Subset Of Disclosure of Information | DCH-03.1 10
present covered entity may use or disclose the protected health
ifit:
Mechanisms exist to authorize the processing of their Personal Data (PD)
prior to its collection that:
1
§164.510(b)(2)(i) N/A Obtains the individual's agreement; Functional Subset Of Choice & Consent pri.og | (1) Usesplainlanguage and provide examples toillustrate the potential data 10
privacy isks of the authorization; and
(2) Provides a means for users to decline the authorization.
Mechanisms exist to authorize the processing of their Personal Data (PD)
priortoits collection that:
Provides the individual with the opportunity to object to the 1) Uses plain d provid les to illustrate the potential dat
5164.510(b)(2)(ii) N/A PP ¥ 10 obj Functional Subset Of Choice & Consent pRi-og | (1)Usesplain language and provide examples toillustrate the potential data 10
disclosure, and the individual does not express an objection; or| privacy risks of the authorization; and
(2) Provides a means for users to decline the authorization.
Mechanisms exist to authorize the processing of their Personal Data (PD)
infers from the based on the °:‘°[J"’ "sl“’ufcm” that: A orovid s to ilustrate the potential dat
§164.510(b)(2)(iii) N/A exercise of professional judgment, that the individual does not | Functional Subset Of Choice & Consent pri.og | (1) Usesplain language and provide examples toillustrate the potential data 10
privacy isks of the authorization; and
object to the disclosure.
(2) Provides a means for users to decline the authorization.
Ifthe Individual is ot prosent, or the opportuny t agree or Mechanisms exist to authorize the processing of their Personal Data (PD)
- . prior to its collection that:
object to the use or disclosure cannot practicably be provided
; (1) Uses plain language and provide examples to illustrate the potential data
because of the individual's incapacity or an emergency
° privacy risks of the authorization; and
circumstance, the covered entity may, in the exercise of
(2) Provides a means for users to decline the authorization.
professional judgment, determine whether the disclosure is in
the best interests of the individual and, if so, disclose only the
Limited uses and | protected health information that is directly relevant to the
§164.510(5)(3) disclosures when the | person's involvement with the individual's care or payment Functional | Subset Of Choice & Consent PRI-03 10

(Slolc)

Attribution NoDerivative
Internatianal {€C B¥-ND.

Secure Controls Framework (SCF)

210f47



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

Rationale

HIPAA Administrative Simplification

SCF Control Secure Controls Framework (SCF)
Relationship Control Description

Strength of
Relationship

version 2025.4
12/16/2025

Notes (optional)

§164.510(b)(4)

Uses and disclosures
for disaster relief
purposes

A covered entity may use or disclose protected health
information to a public or private entity authorized by law or by
its charter to assist in disaster relief efforts, for the purpose of
coordinating with such entities the uses or disclosures
permitted by paragraph (b)(1)ii) of this section. The
requirements in paragraphs (b)(2), (b)(3), or (b)(5) of this
section apply to such uses and disclosures to the extent that
the covered entity, in the exercise of professional judgment,
determines that the requirements do not interfere with the
ability to respond to the emergency circumstances.

Functional

Mechanisms exist to restrict the disclosure of sensitive / regulated data to
authorized parties with a need to know.

Subset Of Disclosure of Information DCH-03.1

(optional)

§164.510(b)(4)

Uses and disclosures
for disaster relief
purposes

A covered entity may use or disclose protected health
information to a public or private entity authorized by law or by
its charter to assist in disaster relief efforts, for the purpose of
coordinating with such entities the uses or disclosures
permitted by paragraph (b)(1)ii) of this section. The
requirements in paragraphs (b)(2), (b)(3), or (b)(5) of this
section apply to such uses and disclosures to the extent that
the covered entity, in the exercise of professional judgment,
determines that the requirements do not interfere with the
ability to respond to the emergency circumstances.

Functional

Mechanisms exist to restrict the use of Personal Data (PD) to only the
authorized purpose(s) consistent with applicable laws, regulations and in
data privacy notices.

Usage Restrictions of Sensitive

Subset Of Personal Data

PRI-05.4

§164.510(b)(5)

Uses and disclosures
when the individual is
deceased

If the individual is deceased, a covered entity may disclose to a
family member, or other persons identified in paragraph (b)(1)
of this section who were involved in the individual's care or
payment for health care prior to the individual's death,
protected health information of the individual that s relevant
to such person's involvement, unless doing so is inconsistent
with any prior expressed preference of the individual that is
known to the covered entity.

Functional

Mechanisms exist to restrict the disclosure of sensitive / regulated data to
authorized parties with a need to know.

Subset Of Disclosure of Information DCH-03.1

§164.512

Uses and disclosures
for which an
authorization or
opportunity to agree or
object is not required

‘A covered entity may use or disclose protected health
information without the written authorization of the individual,
as described in § 164.508, or the opportunity for the individual
to agree or object as described in § 164510, in the situations
covered by this section, subject to the applicable
requirements of this section. When the covered entity is
required by this section to inform the individual of, or when the
individual may agree to, a use or disclosure permitted by this
section, the covered entity's information and the individual's
may be given orally.

Functional

Mechanisms exist to restrict the disclosure of sensitive / regulated data to
authorized parties with a need to know.

Subset Of Disclosure of Information DCH-03.1

§164.512

Uses and disclosures
for which an
authorization or
opportunity to agree or
object is not required

‘A covered entity may use or disclose protected health
information without the written authorization of the individual,
as described in § 164.508, or the opportunity for the individual
to agree or object as described in § 164510, in the situations
covered by this section, subject to the applicable
requirements of this section. When the covered entity is
required by this section to inform the individual of, or when the
individual may agree to, a use or disclosure permitted by this
section, the covered entity's information and the individual's
may be given orally.

Functional

Mechanisms exist to restrict the use of Personal Data (PD) to only the
authorized purpose(s) consistent with applicable laws, regulations and in
data privacy notices.

Usage Restrictions of Sensitive
Personal Data

Subset Of PRI-05.4

§164.512(a)

Standard: Uses and
disclosures required by
law

[no content]

Functional

N licable SCF control
- 0 applicable SCF control

N/A N/A
Relationship

N/A

§164.512(a)(1)

N/A

A covered entity may use or disclose protected health
information to the extent that such use or disclosure is
required by law and the use or disclosure complies with and is
limited to the relevant requis of such law.

Functional

Mechanisms exist to restrict the disclosure of sensitive / regulated data to

Subset Of Disclosure of Information DCH-03.1 | Utherized parties with a need to know.

§164.512(a)(2)

N/A

A covered entity must meet the requirements described in
paragraph (c), (e), or (f) of this section for uses or disclosures
required by law.

Functional

N licable SCF control
- 0 applicable SCF control

N/A N/A
Relationship

N/A

§164.512(b)

Standard: Uses and
disclosures for public
health activities

[no content]

Functional

N licable SCF control
- 0 applicable SCF control

N/A N/A
Relationship

N/A

§164.512(b)(1)

N/A

A covered entity may use or disclose protected health
information for the public health activities and purposes.
in this paragraph to:

Functional

N licable SCF control
- 0 applicable SCF control

N/A N/A
Relationship

N/A

§164.512(b)(1)(i)

Permitted uses and
disclosures

‘A public health authority that is authorized by law to collect or
receive such information for the purpose of preventing or
controlling disease, injury, or disability, including, but not
limited to, the reporting of disease, injury, vital events such as
birth or death, and the conduct of public health surveillance,
public health investigations, and public health interventions;
or, atthe direction of a public health authority, to an official of
a foreign government agency that is acting in collaboration
with a public health authority:

Functional

No applicable SCF control

No

Relationship A NA

N/A

5164.512(b)(1)(ii)

N/A

A public health authority or other appropriate government
authority authorized by law to receive reports of child abuse or
neglect;

Functional

No No applicable SCF control

Relationship N/A N/A

N/A

§164.512(b)(1)(ii)

N/A

A person subject to the jurisdiction of the Food and Drug
Administration (FDA) with respect to an FDA-regulated product
or activity for which that person has responsibility, for the
purpose of activities related to the quality, safety or
effectiveness of such FDA-regulated product or activity. Such
purnoses include:

Functional

No applicable SCF control

No

Relationship A NA

N/A

§164.512(b)(1)(iii)(A)

N/A

To collect or report adverse events (or similar activities with
respect to food or dietary supplements), product defects or
problems (including problems with the use o labeling of a
product). or biological product

Functional

No applicable SCF control
No

N/A N/A
Relationship

N/A

§164.512(b)(1)(iii)(B)

N/A

To track FDA-regulated products;

Functional

No WA wa |Noapplicable SCF control

N/A

§164.512(b)(1)(iil}(C)

N/A

To enable product recalls, repairs, or replacement, or
lookback (including locating and notifying individuals who have|
received products that have been recalled, withdrawn, or are
the subiect of lookback): or

Functional

No applicable SCF control
No

Relationship N/A N/A

N/A

§164.512(b)(1)(iil)(D)

N/A

To conduct post marketing surveillance;

Functional

V.\lo ) N/A N/A No applicable SCF control

N/A

5164.512(b)(1)(iv)

N/A

A person who may have been exposed to a communicable
disease or may otherwise be at risk of contracting or spreading
a disease or condition, if the covered entity or public health
authority is authorized by law to notify such person as
necessary in the conduct of a public health intervention or

or

Functional

No applicable SCF control

No

Relationship A A

N/A

5164.512(b)(1)(v)

N/A

An employer, about an individual who is a member of the
workforce of the emplover. if:

Functional

V.\lo ) N/A N/A No applicable SCF control

N/A

§164.512(b)(1)(v)(A)

N/A

The covered entity is a covered health care provider who
provides health care to the individual at the request of the

Functional

N licable SCF control
- 0 applicable SCF control

N/A N/A
Relationship

N/A

§164.512(b)(1)(vV)(A)(1)

N/A

To conduct an evaluation relating to medical surveillance of
the

Functional

No WA wa |Noapplicable SCF control

N/A

5164.512(b)(1)()(A)(2)

N/A

To evaluate whether the individual has a work-related illness or|
injury:

Functional

V.\lo ) N/A N/A No applicable SCF control

N/A

§164.512(b)(1)(v)(B)

N/A

The protected health information that is disclosed consists of
findings concerning a work-related iliness or injury or a
workplace-related medical surveillance:

Functional

N licable SCF control
- 0 applicable SCF control

N/A N/A
Relationship

N/A

§164.512(b)(1)(v)(C)

N/A

The employer needs such findings in order to comply with its
obligations, under 29 CFR parts 1904 through 1928, 30 CFR
parts 50 through 90, or under state law having a similar
purpose, to record such illness or injury or to carry out

for workplace medical surveillance: and

Functional

No applicable SCF control

No

Relationship A A

N/A

§164.512(b)(1)(v)(D)

N/A

The covered health care provider provides written notice to the
individual that protected health information relating to the
medical surveillance of the workplace and work-related
litinesses and injuries is disclosed to the emplover:

Functional

No applicable SCF control
No

Relationship N/A N/A

N/A
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Set Theory Relationship Mapping (STRM) HIPAA Administrative Simplification

Strength of
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Secure Controls Framework (SCF)

FDE Name
Control Description

SCF Control

Focal Document Element (FDE) Description

Notes (optional)

Rationale Relationship

By giving a copy of the notice to the individual at the time the No No applicable SCF control
§164.512(b)(1)(V)(D)(1) N/A Y gvinga copy of ¢ . indi Functional N N/A N/A PPl N/A
health care is provided: or
If the health care is provided on the work site of the employer, o No applicable SCF control
§164.512(6)(1)()(D)(2) NA by posting the notice in a prominent place at the location Functional | &9 N/A N/A N/A
where the health care is provided. D
CCET A Aschool, about an individual who is @ student or prospective | No A v |Noapplicable SCF control A
student of the school. if
) The protected health information that is disclosed is limited to No No applicable SCF control
5164.512(b)(1)(vi)(A) N/A Dm’; e o ! ! Functional " N/A N/A (et N/A
§164.512(b)(1)(vi)(B) N/A WDEERE e By ST Er U DD AENRE || ooy o N/A i [FElEDEEr el N/A
of prior to admitting the individual; and
) The covered entity obtains and documents the agreement to No No applicable SCF control
§164.512(b)(1)(VI)(C) N/A 1 g Functional ) N/A N/A (et N/A
the disclosure from either:
- ) No applicable SCF control
) Aparent, guardian, or other person acting in loco parentis of : No
§164.512(6)(1)(vi)(C)(1 N/A Functional N/A N/A N/A
CUECH the individual, if the individual is an unemancipated minor; or Relationship
T A ':::'::diwdual. if the individual is an adult or emancipated Fonctional No A W |Noapplicable SCF control A
inor.
If the covered entity also is a public health authority, the No applicable SCF control
covered entity is permitted to use protected health information o
§164.512(b)(2) Permitteduses |in all cases inwhich itis permitted to disclose such Functional | - te N/A N/A N/A
information for public health activities under paragraph (b)(1) P
of this section.
Standard: Disclosures No applicable SCF control
boutvictims of abuse, N
§164.512(c) fhow vietime 97 8545 fno content] Functional ° N/A N/A N/A
negleot o domestic Relationship
violence
Except for reports of ohild abuse or neglect permitted by Mechanisms exist to restrict the disclosure of sensitive / regulated data to
paragraph (b)(1)(i) of this section, a covered entity may authorized parties with a need to know.
disclose protected health information about an individual
hom the covered entity reasonably believes to be a victim of
§164.512(c)(1) Permitted disclosures | " vered entity reasonably betiev vietim Functional | Subset Of Disclosure of Information DCH-03.1 10
abuse, neglect, or domestic violence to a government
authority, including a social service or protective services
agency, authorized by law to receive reports of such abuse,
neslect. or domestic violence:
To the extent the disclosure is required by law and the Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(c)(1)() N/A disclosure complies with and is limited to the relevant Functional | Subset Of Disclosure of Information | DCH-08.1  |authorized parties with a need to know. 10
of such law:
Mech st to restrict the discl fsensitive / regulated data t
§164.512(c)(1)(ii) N/A If the individual agrees to the disclosure; or Functional Subset Of Disclosure of Information DCH-03.1 | echanisms exist to festrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
To the extent the disclosure is expressly authorized by statute No No applicable SCF control
§164.512(c)(1)(ii) N/A ¢ BERESEY Y Functional ) N/A N/A PPl N/A
or regulation and:
The covered entity, in the exercise of professional judgment, Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(c)(1)(ii)(A) N/A believes the disclosure is necessary to prevent serious harm to| Functional |  Subset Of Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
the individual or other potential victims: or
If the individual is unable to agree because of Incapacity, a law Mechanisms exist to restrict the disclosure of sensitive / regulated data to
enforcement or other public official authorized to receive the authorized parties with a need to know.
report represents that the protected health information for
hich disclosure is sought is not intended to be used against
§164.512(c)(1)(iii)(B) N/A which disclosure Is sought s not | used agal Functional Subset Of Disclosure of Information DCH-03.1 10
the individual and that an immediate enforcement activity that
depends upon the disclosure would be materially and
adversely affected by waiting until the individual is able to
agree to the disclosur
‘A covered entity that makes a disclosure permitted by Mechanisms exist to restrict the disclosure of sensitive / regulated data to
h (€)(1) of this sect t tly inform th .
§164.512(c)(2) Informing the individual | P2™28"@PP (¢)(1) of this section must promptly inform the Functional Subset Of Disclosure of Information DCH-03.1 | uthorized parties with a need to know. 10
individual that such a report has been or will be made, except
i
The covered entity, in the exercise of professional judgment, Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(c)(2)() NA believes informing the individual would place the individual at | Functional | Subset Of Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
risk of serious harm: or
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
The covered entity would be informing a personal e ok
representative, and the covered entity reasonably believes the authorized parties with a need to know.
ersonal representative is responsible for the abuse, neglect,
§164.512(c)(2)(i) N/A personal representative s responsible for 15, Nog Functional | Subset Of Disclosure of Information DCH-03.1 10
or other injury, and that informing such person would not be in
the best nterests of the individual as determined by the
covered entity, in the exercise of professional judgment.
Standard: Uses and " No applicable SCF control
§164.512(d) disclosures for health [[no content] Functional N/A N/A N/A
s o Relationship
oversight activities
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
A covered entity may disclose protected health information to i ok
a health oversight agency for oversight activities authorized by authorized parties with a need to know.
law, including audits; civil, administrative, or criminal
§164.512(c)(1) Permitted disclosures | v "°UcINg audits; oivl, administrative, or ciminal Functional | Subset Of Disclosure of Information | DCH-03.1 10
licensure or discipl actions;
civil, administrative, or criminal proceedings o actions; or
other activities necessary for appropriate oversight of:
Mech st to restrict the discl fsensitive / regulated data t
§164.512(d)(1)(i) N/A The health care system; Functional Subset Of Disclosure of Information DCH-03.1 | echanisms exist to festrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
Government benefit programs for which health information is Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(c)(1)(ii) N/A ver ofit programs forwh {normationts 1 Functional | Subset Of Disclosure of Information | DCH-03.1 \sms ewistto restr ¢ osur Hive freed 10
relevant to beneficiar eligibility: thorized parties with a need to know.
Entities subject to government regulatory programs for which Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(d)(1)(ii) N/A health information is necessary for determining compliance | Functional | Subset Of Disclosure of Information | DCH-03.1 |authorized parties with a need to know. 10
with program standards: or
16451200 A Entities subject o civil rights laws for whioh heathinformation| ¢~ ™ " Disctooura of mommation | Dor0as | Mechanisms exist to restrict the disclosure of sensitive / regulated data to o
is necessary for thorized parties with a need to know.
For the purpose of the disclosures permitted by paragraph No applicable SCF control
(e)(1) of this section, a health oversight activity does not
NEAEETTE Exception tohealth  [include an investigation of other activity in which the individual | . No A A A
oversight activities s the subject of the investigation or activity and such Relationship
investigation or other activity does not arise out of and s not
direotly related to:
N No applicable SCF control
§164.512(d)(2)(i) N/A The receipt of health care; Functional © N/A N/A R e N/A
A No No applicable SCF control
§164.512()(2)(ii) N/A A claim for public benefits related to health; or Functional " N/A N/A G N/A
Qualification for, or receipt of, public benefits or services when o No applicable SCF control
§164.512(c)(2)(ii) N/A a patient's health s ntegral to the claim for public benefits or | Functional | 19 N/A N/A N/A
services. P
o No applicable SCF control
Notwithstanding paragraph (d)(2) of this section, if a health DEETAELIDEe Clie
oversight activity or investigation is conducted in conjunction
Joint activities or with an oversight activity or investigation relating to a claim for No
§164.512(d)(3) int activiti i sight activity or investigation relating Functional N N/A N/A N/A
investigations | public benefits not related to health, the joint activity or Relationship
investigation is considered a health oversight activity for
purposes of paragraph (d) of this section.
If'a covered entity also is a health oversight agency, the No applicable SCF control
d enti tected health information for health N
§164.512(d)(4) Permitteduses | 0V°red entity may use protected health information for hea Functional © N/A N/A N/A
oversight activities as permitted by paragraph (d) of this Relationship
section..
Standard: Disclosures No applicable SCF control
for judicial and N
§164.512(e) orJudiela’ 3% o content] Functional ° N/A N/A N/A
administrative Relationship
‘A covered entity may discl tected health information Mech st to restrict the discl f sensitive / regulated data t
§164.512(e)(1) Permitted disclosures | COVered entity may disclose protected health informationin | g\ it Subset Of Disclosure of Information DCH-03.1 | echanisms exist to festrict the disclosure of sensitive / regulated data to 10
the course of any iudicial or thorized parties with a need to know.
. ] Mechanisms exist to restrict the disclosure of sensitive / regulated data to
Inresponse to an order of a court or administrative tribunal, e e e
§164.512(e)(1)(i) N/A provided that the covered entity discloses only the protected Functional Subset Of Disclosure of Information DCH-03.1 |2uthorized parties with aneedto know. 10
health information expressly authorized by such order; or
In response to a subpoena, discovery request, or other lawful Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(e)(1)(ii) N/A process, that is not accompanied by an order of a court or Functional | Subset Of Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
tribunal, if:
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The covered entity receives satisfactory assurance, as
described in paragraph (€)(1)/iii) of this section, from the party
seeking the information that reasonable efforts have been

Mechanisms exist to restrict the disclosure of sensitive / regulated data to
authorized parties with a need to know.

(optional)

tthorized parties with a need to know.

5164.512(e)(1)(ii)(A) N/A Functional | Subset Of Disclosure of Information | DCH-03.1 10
made by such party to ensure that the individual who is the
subject of the protected health information that has been
has been given notice of the reauest: or
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
The covered entity receives satisfactory assurance, as
described in paragraph (e)(1)(iv) of this section, from the party authorized parties with a need to know.
§164.512(6)(1)(i)(B) N/A seeking the information that reasonable efforts have been Functional | Subset Of Disclosure of Information | DCH-03.1 10
made by such party to secure a qualified protective order that
meets the requirements of paragraph (e)(1)(v) of this section.
For the purposes of paragraph (e)(1)(i) (A) of this section, a Mechanisms exist to restrict the disclosure of sensitive / regulated data to
covered entity receives satisfactory assurances from a party authorized parties with a need to know.
5164.512(e)(1)(ii) N/A seeking protected health information if the covered entity Functional | Subset Of Disclosure of Information | DCH-03.1 10
receives from such party a written statement and
i that:
The party requesting such information has made a good faith Mechanisms exist to restrict the disclosure of sensitive / regulated data to
S 1645126000 A attempt to provide written notice to the individual (or, if the runctional | subsetof Disclosure of Information | D031 | 2uthorized parties with a need to know. 1o
individuals location is unknown, to mail a notice to the
individuals last known address):
The notice included sufficient information about the litigation Mechanisms exist to restrict the disclosure of sensitive / regulated data to
S 164512600iE) A or proceeding in which the protected health information is runctional | subsetof Disclosure of Information | D031 | 2uthorized parties with a need to know. 1o
requested to permit the individual to raise an objection to the
court or tribunal: and
S 16457200MNC) A The time for the individual to raise objections to the court or romctionat | subsetor Disctooura of mommation | Dor0as | Mechanisms exist to restrict the disclosure of sensitive / regulated data to o
tribunal has elapsed, and: thorized parties with a need to know.
§164.512(e)(1)(ii)(C)(1) N/A No objections were filed; or Functional | Subset Of Disclosure of Information |  DCH-03.1 | echanisms existto restrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
‘Al objections filed by the individual have been resolved by the Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(e)(1)(ii)(C)2) N/A court or the tribunal and the being | Functional | SubsetOf Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
Sought are consistent with such resolution.
For the purposes of paragraph (e)(1)1(i)(B) of this section, a Mechanisms exist to restrict the disclosure of sensitive / regulated data to
covered entity recives satisfactory assurances from a party authorized parties with a need to know.
§164.512(e)(1)(iv) N/A seeking protected health information , if the covered entity Functional Subset Of Disclosure of Information DCH-03.1 10
receives from such party a written statement and
that:
The parties to the dispute giving rise to the request for Mechanisms exist to restrict the disclosure of sensitive / regulated data to
5164.512()(1)(V)(A) N/A information have agreed to a qualified protective order and Functional | Subset Of Disclosure of Information | DCH-03.1 | 2Uthorized parties with aneed to know. 10
have presented it to the court or administrative tribunal with
over the dispute; or
The party seeking the protected health information has Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(e)(1)(V)(B) N/A requested a qualified protective order from such court or Functional | Subset Of Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
tribunal.
For purposes of paragraph (e)(1) of this section, a qualified Mechanisms exist to restrict the disclosure of sensitive / regulated data to
protective order means, with respect to protected health authorized parties with a need to know.
§164.512(e)(1)(v) N/A information requested under paragraph (e)(1)(i) of this Functional Subset Of Disclosure of Information DCH-03.1 10
section, an order of a court o of an administrative tribunal or a
stipulation by the parties to the litigation or administrative
that:
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
Prohibits the parties from using or disclosing the protected
§164.512(e)(1)(V)(A) N/A health information for any purpose other than the litigation or | Functional Subset Of Disclosure of Information DCH-03.1 |2uthorized parties with a need to know. 10
proceeding for which such information was requested; and
Requires the retumn to the covered entity or destruction of the Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(6)(1)(V)(B) NA protected health information (including all copies made) at the | Functional |  Subset Of Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
end o the litigation or
Notwithstanding paragraph (o)1)} of this section,a covered Mechanisms exist to restrict the disclosure of sensitive / regulated data to
authorized parties with a need to know.
entity may disclose protected health information in response
to lawful process described in paragraph (e)(1)(ii) of this
section without receiving satisfactory assurance under
5164.512(e)(1)(vi) N/A paragraph (e)(1)(i)(4) or (B) of this section, if the covered entity| Functional | Subset Of Disclosure of Information | DCH-03.1 10
makes reasonable efforts to provide notice to the individual
sufficient to meet the requirements of paragraph ()(1)(ii) of
this section or to seek a qualified protective order sufficient to
meet the requirements of paragraph ()(1)(iv) of this section.
Otherusesand | The provisions of this paragraph do not supersede other o No applicable SCF control
§164.512(6)(2) dislosures under this | provisions of this section that otherwise permitorrestriot uses | Functional | oo io N/A N/A N/A
section or di of protected health i i
Standard: Disclosures |- €097ed €nity may disclose protected health nformation for Mechanisms exist to restrict the disclosure of sensitive / regulated data to
s16a5120) o e oot | taw enforcement purpose to alaw enforcement officiatifthe | [ Disclosure of Information | D031 | 2uthorized parties with a need to know. 1o
conditions in paragraphs (f)(1) through (f)(6) of this section are
purposes '
met, as licabl
Permitted disclosures: Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(1)(1) Pursuant to process | e entity may disclose protected health information: Functional Subset Of Disclosure of Information DCH-03.1 |2uthorized parties with a need to know. 10
and as otherwise
reauired by law
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
As required by law including laws that require the reporting of
§164.512(1)(1)(i) N/A certain types of wounds or other physical injuries, except for Functional Subset Of Disclosure of Information DCH-03.1 | 2uthorized parties with a need to know. 10
taws subject to paragraph (b)(1)ii) or (c)(1)(i) of this section; or
R A Ior;.complmr\cewilh and as limited by the relevant requirements | No A A |Noapplicable SCF control A
S164.51200 A A A courtorder or courtordered warrant,or a subpoena or runctionat | subsetof Disclosure of Information | DCH-0a.1 | Mechanisms exist to restrict the disclosuro of sensitive/ regulated data to o
issued by a iudicial officer: thorized parties with a need to know.
§164.512(1)(1)(ii)(B) N/A A grand jury subpoena; o Functional Subset Of Disclosure of Information DCH-03.1 |Mechanisms exist to restrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
‘An administrative request, including an administrative Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(1)(1)(i)(C) N/A subpoena or summons, a civil o an authorized investigative Functional | Subset Of Disclosure of Information DCH-03.1 |2uthorized parties with aneed to know. 10
demand, or similar process authorized under law, provided
that:
16451200 A The information sought s relevant and materialto a legitmate | - T Disclosure of Information | DCH-0a.1 | MeChanisms exist to restrict the disclosure of sensitive/ regulated data to o
law inauiry: thorized parties with a need to know.
The request is specific and limited in scope to the extent Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(0(1)(i)(C)(2) NA reasonably practicable in light of the purpose for which the Functional |  Subset Of Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
i is sought: and
§164.512()(1)(i)(C)(3) N/A De-identified could not beused. Functional | Subset Of Disclosure of Information | DCH-03.1 | 2chanisms exist to restrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
Pormitted Lmited o Mechanisms exis torestict the disclosure of sensiive/ regulated data to
and location purposes. Except for disclosures required by law authorized parties with a need to know.
as permitted by paragraph (f)(1) of this section, a covered
§164.512(0)(2) N/A entity may disclose protected health information in response | Functional |  Subset Of Disclosure of Information | DCH-03.1 10
to a law enforcement official’s request for such information for
the purpose of identifying or locating a suspect, fugitive,
material witness, o missing person, provided that:
§164.512(1)(2)(1) N/A The covered entity may disclose only the following Functional (o N/A oS el N/A
§164.512()(2)(i)(A) N/A Name and address; Functional Subset Of Disclosure of Information DCH-03,1 |MMechanisms exist to restrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
§164.512()(2)()(B) N/A Date and place of birth; Functional | Subset Of Disclosure of Information |  DCH-03.1 | echanisms exist to restrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
§164.512()(2)()(C) N/A Social security number; Functional Subset Of Disclosure of Information DCH-03,1 |MMechanisms existto restrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
§164.512(7)(2)()(D) N/A ABO blood type and rh factor; Functional | Subset Of Disclosure of Information |  DCH-03.1 | echanisms exist to restrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
§164.512()(2)()(E) N/A Type of injury; Functional Subset Of Disclosure of Information DCH-03,1 |MMechanisms existto restrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
§164.512()(2)()(F) N/A Date and time of treatment; Functional | Subset Of Disclosure of Information |  DCH-03.1 | echanisms exist to restrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
§164.512()(2)()(G) N/A Date and time of death, if applicable; and Functional Subset Of Disclosure of Information DCH-03,1 |MMechanisms exist to restrict the disclosure of sensitive / regulated data to 10
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(optional)

A of physical Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512()(2)()(H) NA including height, weight, gender, race, hair and eye color, Functional Subset Of Disclosure of Information DCH-03.1 |2uthorized parties with aneed to know. 10
presence or absence of facial hair (beard or moustache),
scars, and tattoos.
Except as permitted by paragraph (1)(2)() of this section, the Mechanisms exist to restrict the disclosure of sensitive / regulated data to
covered entity may ot disclose for the purposes of authorized parties with a need to know.
§164.512(1)(2)(ii) N/A identification or location under paragraph ()(2) of this section | ¢ oo Subset Of Disclosure of Information DCH-03.1 10
any protected health information related to the individual's
DNA or DNA analysis, dental records, or typing, samples or
analvsis of bod fluids or tissue.
Except for disclosures required by law as permitted by Mechanisms exist to restrict the disclosure of sensitive / regulated data to
paragraph (f)(1) of this section, a covered entity may disclose authorized parties with a need to know.
permitted isclosure: |Prtected health information n response to a taw enforcement
§164.512()(3) e oc osure” |offciats request for such information about an individualwho | Functional |~ Subset Of Disclosure of Information | DCH-03.1 10
is oris suspected to be a victim of a crime, other than
disclosures that are subject to paragraph (b) or (c) of this
section. if:
§164.512(1)(3)(i) N/A The individual agrees to the disclosure; o Functional Subset Of Disclosure of Information DCH-03,1 |MMechanisms exist to restrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
The covered entity is unable to obtain the individual's Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(7)(3)(i) N/A agreement because of incapacity or other emergency Functional | Subset Of Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
brovided that:
o Lo foiat o thatouen Mechanisms exist to restict the disclosure of sensitive/ regulated data to
is needed to determine whether a violation of law by a person authorized parties with a need to know.
5164.512(0)(3)(i)(A) N/A orn ) | Functional | Subset Of Disclosure of Information | DCH-03.1 10
other than the victim has occurred, and such information is not
intended to be used against the victim;
The law enforcement official represents that immediate (aw, Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§1645120(31)(8) A enforcement activiy that depends upon the disclosure would | o Disclosure of Information | D031 | 2uthorized parties with a need to know. 1o
be materially and adversely affected by waiting until the
individual is able to agree to the and
The disclosure is in the best interests of the individual as Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(7)(3)(iH)(C) N/A determined by the covered entity, in the exercise of Functional | Subset Of Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
iudgment.
A covered entity may disclose protected health information Mechanisms exist to restrict the disclosure of sensitive / regulated data to
about an individual who has died to a law enforcement official authorized parties with a need to know.
Permitted disclosure:
§164.512()4) codonts for the purpose of alerting law enforcement of the death of the | Functional | Subset Of Disclosure of Information | DCH-03.1 10
individual if the covered entity has a suspicion that such death
may have resulted from criminal conduct.
] ) Mechanisms exist to restrict the disclosure of sensitive / regulated data to
A covered entity may disclose to a law enforcement official istto
Permitted disclosure: |protected health information that the covered entity believes in authorized parties with a need to know.
§164.512(0)(5) " ; . Functional | Subset Of Disclosure of Information | DCH-03.1 10
Crime on premises | good faith constitutes evidence of criminal conduct that
occurred on the premises of the covered entity.
Permitted disclosure: " No applicable SCF control
§164.512(7)(6) Reporting crimein | [no content] Functional | o0 i N/A N/A N/A
‘A covered health care provider providing emergency health Mechanisms exist to restrict the disclosure of sensitive / regulated data to
care in response to a medical emergency, other than such authorized parties with a need to know.
§164.512()(6)() N/A ©n the premises of the covered health care Functional |  Subset Of Disclosure of Information DCH-03.1 10
provider, may disclose protected health information to a law
enforcement official if such disclosure appears necessary to
alert law to:
§164.512(7)(6)(1)(A) N/A The commission and nature of  crime; Functional | Subset Of Disclosure of Information | DCH-03.1 |"Shanisms existto restrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
$164.512006001E) A The location of such crime or of the vietim(s) of such crime; romctionat | subsetor Disctooura of mommation | Doroas | Mechanisms exist to restrictthe disclosure of sensitve / regulated data to o
and thorized parties with a need to know.
164.51206101C) A The iderity, and location of the of runctionat | subsetof Disctosure of Information | DCH-0a.1 | Mechanisms exist torestict the disclosure of sensitive/ regulated data to o
such crime. thorized parties with a need to know.
If a covered health care provider believes that the medical Mechanisms exist to restrict the disclosure of sensitive / regulated data to
emergency described in paragraph ()(6)(i) of this section is the authorized parties with a need to know.
result of abuse, neglect, or domestic violence of the individual
§164.512(7)(6)(i) N/A inneed of emergency health care, paragraph (f(6)(i) of this Functional | Subset Of Disclosure of Information | DCH-03.1 10
section does not apply and any disclosure to a law
enforcement official for law enforcement purposes is subject
to paragraph (c) of this section.
‘Standard: Uses and " No applicable SCF control
§164.512(g) disclosures about | [no content] Functional N/A N/A N/A
Relationship
decedents
A covered entity may disclose protected health information to Mechanisms exist to restrict the disclosure of sensitive / regulated data to
a coroner or medical examiner for the purpose of identifying a authorized parties with a need to know.
Goroners and medical | d6cea5ed person, determining a cause of death, or other
§164.512(g)(1) examiners duties as authorized by law. A covered entity that also Functional | Subset Of Disclosure of Information | DCH-03.1 10
performs the duties of a coroner or medical examiner may use
protected health information for the purposes described in this
A covered entity may disclose protected health information to Mechanisms exist to restrict the disclosure of sensitive / regulated data to
funeral directors, consistent with applicable law, as necessary authorized parties with a need to know.
to carry out their duties with respect to the decedent. If
§164.512(g)(2) Funeral directors | necessary for funeral directors to carry out their duties, the Functional | Subset Of Disclosure of Information | DCH-03.1 10
covered entity may disclose the protected health information
prior to, and in reasonable anticipation of, the individual's
death.
'Acovered entity may use or disclose protected health Mechanisms exist to restrict the disclosure of sensitive / regulated data to
Standard: Uses and |
to organ or other authorized parties with a need to know.
disclosures for
§164.512(h) cadaveric organ, eye or | STHtieS €ngaged in the procurement, banking or Functional Subset Of Disclosure of Information DCH-03.1 10
tissue donation transplantation of cadaveric organs, eyes, or tissue for the
purpose of facilitating organ, eye or tissue donation and
purposes °
Standard: Uses and o No applicable SCF control
§164.512() disclosuresfor |[no content] Functional e N/A N/A N/A
Relationship
research purposes
pormitted uses ang | COvered entity may use or disclose protected health Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512(i)(1) A information for research, regardless of the source of funding of | Functional |  Subset Of Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
the research. provided that:
Pormitted uses ang | A Overed entity may use or disclose protected health Usage Restrctions of Sensiive Mechanisms exist to restrict the se of Personal Data (PD) o only the
§164.512(i)(1) ) information for research, regardless of the source of funding of | Functional |  Subset Of PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
disclosures Personal Data
the research, provided that: data privacy notices.
The covered entity obtains documentation that an alteration to No applicable SCF control
o Board approvalofa |or waiver, inwhole or in part, of the individual authorization No
£184.512()(1}) waiver of authorization |required by § 164,508 for use or disclosure of protected health | """°"°"' | Relationship N/A N/A N/A
has been approved by either:
An Institutional Review Board (IRB), established in accordance pErplEtaereni
with 7 CFR [c.107, 10 CFR 745.107, 14 CFR 1230.107, 15 CFR
A 27.107,16 CFR 1028.107, 21 CFR 56.107, 22 CFR 225.107, 24 ) No
R 2000 /A CFR60.107, 28 CFR 46.107,32 CFR219.107,34 CFR97.107, | """ | Retationship NA A A
38 CFR 16.107, 40 CFR 26.107, 45 CFR6.107, 45 CFR 690.107,
or 49 CFR 11.107; or
Mechanisms exist to manage the quality, utility, objectivity, integrity and
§164.512(i)(1)()(B) N/A Aprivacy board that: Functional | Subset Of Data Quality Management PRI-10  [impact ion and de-identification of sensiti data across 10
the lifecycle.
Has members with varying backgrounds and appropriate Mechanisms exist to manage the quality, utility, objectivity, integrity and
§164.512(1)(1)(1)(B)(1) N/A professional competency as necessary to review the effectof | - g ijonq Subset Of Data Quality Management PRI-10 | MPact ion and de-identification of i data across 10
the research protocol on the individual's privacy rights and the information lifecycle.
related interests:
Includes at least one member who is not affiiated with the Mechanisms exist to manage the quality, utility, objectivity, integrity and
§164.512()(1)()(B)(2) N/A covered entity, not effillated with any entity conducting or Functional | Subset Of Data Quality Management PRI-10 | MPact ion and de-identification of sensiti data across 10
sponsoring the research, and not related to any person who is the information lifecycle.
affiliated with any of such entities: and
Does not have any member, participating in a review of any Mechanisms exist to manage the quality, utility, objectivity, integrity and
§164.512()(1)()(B)(3) N/A °s 1o Functional |  Subset Of Data Quality Management PRI-10  [impact and de-identification of sensiti data across 10
project in which the member has a conflict of interest. i oo,
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(optional)

ST Reviews preparatory to The covered entity obtains from the researcher representations| . No A wa |Noapplicable SCF control A
research that:
Use or disclosure is sought solely to review protected health o No applicable SCF control
§164.512(0)(1)(i)(A) NA information as necessary o prepare a esearch protocol o or |~ Functional | o to N/A N/A N/A
similar purposes preparatory to research:
No protected health information is to be removed from the " No applicable SCF control
5164.512(i)(1)(i)(B) N/A covered entity by the researcher in the course of the review; Functional | ot hip N/A N/A N/A
and
. A The protected health information for which use or access is Fonctional No A W |Noapplicable SCF control A
sought is necessary for the research purposes.
) No applicable SCF control
s16as12()(1)(i) | esearch on decedents) o ered entity obtains from the researcher: Functional No N/A N/A N/A
information Relationship
- No applicable SCF control
Representation that the use or disclosure sought is solely for No
O EANMIDEY DI research on the protected health information of decedents; RICEEE || et DI NI DI
§164.512(i)(1)(ii)(B) N/A Documentation, at the request of the covered entity, of the Functional No N/A o | N/A
death of such and
Representation that the protected health information for which o No applicable SCF control
§164.512(0)(1)ii)(C) NA use or disclosure is sought is necessary for the research Functional N/A N/A N/A
DUrD Relationship
For a use or disclosure to be permitted based on No applicable SCF control
NG D ion of ion of approval of an alteration or waiver, under | L L No A A A
waiver approval | paragraph (i(1)(i) of this section, the documentation must Relationship
include all of the following:
. ‘A statement identifying the IRB or privacy board and the date No applicable SCF control
§164.51200)(2)() dentification and date | o1 the atteration or waiver of authorization was Functional No N/A N/A N/A
of action Relationship
‘A statement that the IRB or privacy board has determined that " No applicable SCF control
§164.512()2)(i) Waiver criteria | the alteration or waiver, in whole orin part, of authorization Functional | ot hip N/A N/A N/A
satisfies the following criteria:
The use or disclosure of protected health information involves o No applicable SF control
§164.512()(2)(i)(A) N/A no more than a minimal risk to the privacy of individuals, Functional N/A N/A N/A
based on, at least, the presence of the following elements; Relationship
P A :::dequale planto protect the identifiers from improperuse | [ No A W |Noapplicable SCF control A
An adequate plan to destroy the identifiers at the earliest pErplEtaereni
opportunity consistent with conduct of the research, unless . No
Elce S l2UZH D 2) (2 there is a health or research justification for retaining the ROEAEREL || o retite (2 N N
identifiers or such retention is otherwise required by law; and
‘Adequate written assurances that the protected health No applicable SCF control
information will not be reused or disclosed to any other person
or entity, except as required by law, for authorized oversight of No
8 184.512(2HANR) N/A the research study, o for other research for whichtheuseor | """ | Relationship N/A N/A N/A
of protected health would be permitted
by this subpart:
O — A The research could not practicably be conducted withoutthe | No A wa | Noapplicable SCF control A
\waiver or alteration: and
e A The research covld not practicably be condusted without Fonctional No A W |Noapplicable SCF control A
access to and use of the protected health
Abrief description of the protected health information for No applicable SCF control
g Protected health  |which use or access has boen determined to be necessaryby | [ No A A A
information needed | the institutional review board or privacy board, pursuant to Relationship
()(2)(i)(C) of this section:
Review and approval. | St@tement that the aleration or waiver of authorization has o No applicable SCF control
§164.512()(2)(1v) been reviewed and approved under either normal or expedited | Functional e N/A N/A N/A
procedures Relationship
review as follows:
An IRB must follow the requirements of the Common Rule, pErplEtaereni
including the normal review procedures (7 CFR 1c.108(b), 10
CFR745.108(b), 14 CFR 1230.108(b), 15 CFR 27.108(b), 16
CFR 1028.108(b), 21 CFR 56.108(b22 CFR 225.108(b), 24 CFR
60.108(b), 28 CFR 46.108(b), 32 CFR 219.108(b), 34 CFR
AT A 97.108(b),38 CFR 16.108(b), 40 CFR 26.108(b), 45 CFR Functional No A A A
46.108(b), 45 CFR 690.108(b), or 49 CFR 11.108(b) or the Relationship
expedited review procedures (7 CFR 1¢.110, 10 CFR 745,110,
14 CFR 1230110, 15 CFR27.110, 16 CFR 1028.110, 21 CFR
56.110, 22 CFR 225.110, 24 CFR 60.110, 28 CFR 46.110, 32
CFR219.110, 34 CFR 97.110, 38 CFR 16.110, 40 CFR 26,110,
45 CFR46.110, 45 CFR 690.110, or 49 CFR11.110);
‘A privacy board must review the proposed research at No applicable SCF control
convened metings at which a majority of the privacy board
members are present, including at least one member who
satisfies the criterion stated in paragraph (1)(1)()(B)(2) of this o
§164.512()(2)()(B) N/A section, and the alteration or waiver of authorization must be | Functional | i N/A N/A N/A
approved by the majority of the privacy board members
present at the meeting, unless the privacy board elects to use
an expedited review procedure in accordance with paragraph
((2)(iV)(C) of this section:
'Aprivacy board may use an expedited review procedure if the No applicable SCF control
research involves no more than minimal risk to the privacy of
the individuals who are the subject of the protected health
information for which use or disclosure is being sought. If the o
§164.512()(2)()(C) N/A privacy board elects to use an expedited reviow procedure, the | Functional | o io N/A N/A N/A
review and approval of the alteration or waiver of authorization
may be carried out by the chair of the privacy board, or by one
or more members of the privacy board as designated by the
chair: and
The documentation of the alteration or waiver of authorization N pErplEtaereni
§164.512()(2)(v) Required signature | must be signed by the chair or other member, as designated by |  Functional Relm;smp N/A N/A N/A
the chair, of the IRB or the privacy board, as applicable.
Standard: Uses and No applicable SCF control
§164.512() disclosurestoaverta |/ ) oonqny Functional No NA NA NA
serious threat to health Relationship
or safety.
‘A covered entity may, consistent with applicable law and Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.512()(1) Permitted disclosures |Standards of ethical conduct, use or disclose protected health | - o Subset Of Disclosure of Information DCH-03.1 |2uthorized parties with aneed to know. 10
information, if the covered entity, in good faith, believes the
useor
‘A covered entity may, consistent with applicable law and Mechanisms exist to restrict the se of Personal Data (PD) o only the
s1645120)1) Permitted disclosures | $12Nd8rds of thical conduct, use or isclose protected health | [ (| Usage Restristions of Sensitive | o - |authorized purposes) consistent with applicable laws, regulations and in o
information, if the covered entity, in good faith, believes the Personal Data data privacy notices.
use or
§164.512()(1)(i) N/A [no content] Functional b N/A o | N/A
Is necessary to prevent or lessen a serious and imminent Usage Restrictions of Sensitive Mechanisms exist to restrict the use of Personal Data (PD) to only the
§164.512()(1)()(A) N/A Functional | Subset Of PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
threat to the health or safety of a person or the public; and Personal Data °
data privacy notices.
Is to a person or persons reasonably able to prevent or lessen Usage Restrictions of Sensitive Mechanisms exist to restrict the use of Personal Data (PD) to only the
5164.512()(1)()(B) N/A Functional | Subset Of PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
the threat, incluing the target of the threat; or Personal Data °
data privacy notices.
o - ] Mechanisms exist to restrict the use of Personal Data (PD) o only the
I necessary for law enforcement authorities to identify or ’ Usage Restrictions of Sensitive
5164.512()(1)(ii) N/A Functional | Subset Of PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
apprehend an individual: Personal Data °
data privacy notices.
Because of a statement by an individual admitting Mechanisms exist to restrict the use of Personal Data (PD) o only the
S A participation in a violent crime that the covered entity Functional | Subseror | Usege Restrictions of Sensitive | | authorized purposel(s) consistent with applicable laws,regulations and n 1o
reasonably believes may have caused serious physical harm Personal Data data privacy notices.
to the victim: or
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Notes (optional)

Where it appears from all the circumstances that the

Usage Restrictions of Sensitive

Mechanisms exist to restrict the use of Personal Data (PD) to only the
authorized purpose(s) consistent with applicable laws, regulations and in

(optional)

institution; or

Personal Data

data privacy notices.

§164.512()(1)(i)(B) N/A individual has escaped from a correctional institution or from | Functional |  Subset Of e oty PRI0S.4 |50 . 10
lawful custody, as those terms are defined in § 164.501. lata privacy notices.
'Ause or disclosure pursuant to paragraph ()(1)(i (A) of this No applicable SCF control
: Use or disclosure not | section may not be made if the information described in No
§164.512()(2) Functional N/A N/A N/A
i) permitted paragraph (j(1)(ii)(A) of this section is learned by the covered Relationship
entity:
In the course of treatment to affect the propensity to commit Mechanisms exist to restrict the se of Personal Data (PD) o only the
16451202000 wa the criminal conduct thatisthe basis for the disclosureunder | o | Usago Restictions of Sensitive | oo o [authorized purposes) consistent with applicable laws, regulations and in o
paragraph (j(1)(i)(4) of this section, or counseling or therapy; Personal Data data privacy notices.
or
Through a request by the individual to initiate or to be referred Mechanisms exist to restrict the se of Personal Data (PD) o only the
" > Usage Restrictions of Sensitive . y ;
§164.512()(2)ii) N/A for the treatment, counseling, or therapy described in Functional | Subset Of e oty PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
()(2)(i) of this seotion. data privacy notices.
A disclosure made pursuant to paragrash ()(1)i)(A) of this Mechanisms exis to restrict the use of Persanal Data (PD) to only the
authorized purpose(s) consistent with applicable laws, regulations and in
$1645120)3) Limit on information | section shall contain only the statement described in functionat | subsetor | UeoEe Restrictions of Sensitive | o | . o
- that may be disclosed (3)(1)(ii)(A) of this section and the protected health Personal Data -4 |data privacy notices.
information described in paragraph (f)(2)(i) of this section.
‘A covered entity that uses or discloses protected health Mechanisms exist to restrict the use of Personal Data (PD) o only the
information pursuant to paragraph (j)(1) of this section is authorized purpose(s) consistent with applicable laws, regulations and in
presumed to have acted in good faith with regard to a belief data privacy notices.
Presumption of good Usage Restrictions of Sensitive
§164.512()(4) resumption of described in paragraph (j)(1)(i) or (ii) of this section, if the belief| Functional Subset Of g et "We ! pRI-05.4 10
faith belief Personal Data
is based upon the covered entity's actual knowledge or in
reliance on a credible representation by a person with
apparent or authorit.
Standard: Uses and No applicable SCF control
discl f N
§164.512(Kk) isclosurestor 1, content) Functional ° N/A N/A N/A
specialized government Relationship
functions
Military and vet N No applicable SCF control
§164.512(K)(1) \itaryandveterans | - ontent] Functional ° N/A N/A DEFTAELIDEe Gl N/A
activities
Acovered entity may use and disclose the protected health Me:‘"a”‘s;”s exist o restrict ""e‘“se‘:f Pe'i“:: Df‘a (PO} “: ‘:_"ly the i
information of individuals who are Armed Forces personnel for e D””"”“(S) consistentwith applicable (aws, regulations and in
S 164512000)0) Armed Forces activities deemed necessary by appropriate military command [ subsetor | Usaee Restrictions of Sensitive | o lata privacy notices. 1o
personnel authorities to assure the proper execution of the military Personal Data
mission, if the appropriate military authority has published by
notice in the FEDERAL REGISTER the following information:
Usage Rostrictions of Semsitive Mechanisms exist to restrict the se of Personal Data (PD) o only the
§164.512()(1)(0)(A) N/A Appropriate military command authorities; and Functional | Subset Of e oot PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
data privacy notices.
Mechanisms exist to restrict the se of Personal Data (PD) o only the
The purposes for which the protected health information ma Usage Restrictions of Sensitive
§164.512(k)(1)(i)(B) N/A purp rwhi pr Informati Y| Functional Subset Of g et "e | PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
be used or disclosed. Personal Data
data privacy notices.
Acovered entity that is a component of the Departments of Me‘f‘”a”‘s;”s exist o restrict ""e‘“se‘:f Pe'ﬁ“‘:: Df“‘ (PD) ‘? ‘:_"ly"‘e i
Detonas or Homeland Sescrtty oy disclos o the autore purpose(s) consistent with applicable laws, regulations and in
Department of Veterans Affairs (DVA) the protected health lata privacy notices.
or di i ion of an individual who is a member of the Armed Usage Restrictions of Sensitive
§164.512(k)(1)() Functional | Subset Of PRI05.4 10
from military service | Forces upon the separation or discharge of the individual from Personal Data
military service for the purpose of a determination by DVA of
the individual's eligibility for or entitlement to benefits under
laws administered by the Secretary of Veterans Afairs.
Mechanisms exist to restrict the use of Personal Data (PD) o only the
A covered entity that is a component of the Department of s ot - ”
Vetorans Afairs may use and disclose protected health N ) authorized purpose(s) consistent with applicable laws, regulations and in
Usage Restrictions of Sensitive data privacy notices.
§164.512(k)(1)(i) Veterans to of the D that determine | Functional | Subset Of e ot PRI-05.4 10
eligibility for or entitlement to, or that provide, benefits under
the laws administered by the Secretary of Veterans Affairs.
'Acovered entity may use and disclose the protected health Mechanisms exist to restrict the se of Personal Data (PD) o only the
information of individuals who are foreign military personnel to authorized purpose(s) consistent with applicable laws, regulations and in
’ their appropriate foreign military authority for the same . ’ data privacy notices.
Foreign milita Usage Restrictions of Sensitive
§164.512(k)(1)(1v) © ™ |purposes for which uses and disclosures are permitted for Functional | Subset Of & PRI-05.4 10
personnel ) S Personal Data
Armed Forces personnel under the notice published in the
FEDERAL REGISTER pursuant to paragraph (k)(1)(i) of this
section.
‘A covered entity may disclose protected health information to Mechanisms exist to restrict the se of Personal Data (PD) o only the
authorized federal officials for the conduct of lawful authorized purpose(s) consistent with applicable laws, regulations and in
s16451202) National securityand.intelligence, counter-ntelligence, and other nationalsecurity | oo || Usage Restrictions of Sensitive | Lo o | data privacy notices. 1o
intelligence activities |activities authorized by the National Security Act (50 U.S.C. Personal Data
401, et seq.) and implementing authority (e.g., Executive Order
12333).
A covered entity may disclose protected health information to Mechanisms exist to restrict the use of Personal Data (PD) o only the
Protective servicas for |2uthoriZed Federal offcials for the provision of protective authorized purpose(s) consistent with applicable laws, regulations and in
services to the President or other persons authorized by 18 Usage Restrictions of Sensitive dat tices.
§164.512(K)(3) the President and ™ rest rother per: uthorized by Functional Subset Of @ PRI-05.4 |42t Privacy notices 10
ot U.S.C. 3056 or to foreign heads of state or other persons Personal Data
authorized by 22 U.S.C. 2709(a)(3), of for the conduct of
i authorized by 18 U.S.C. 871 and 879.
A covered entitythat s @ companent of the Department of Mechanisms exist t restrict the use of Persanal Data (PD) to only the
authorized purpose(s) consistent with applicable laws, regulations and in
State may use protected health information to make medical o .
S 164.5120000) Medical suitability ~ |suitabiliy determinations and may disclose whetherornotthe | | | Usage Restrictions of Sensitive | o o {4719 Privacynotices: 1o
determinations |individual was determined to be medically suitable to the Personal Data
officials in the Department of State who need access to such
information for the following purposes:
For the purpose of a required security clearance conducted Usage Restrictions of Sensitive Mechanisms exist to restrict the use of Personal Data (PD) to only the
§164.512(K)(4 N/A Functional |  Subset Of PRI05.4 |authorized tent with applicable laws, regulations and i 10
(@0 pursuant to Executive Orders 10450 and 12968; unet . Personal Data authorized purpose(s) consistent with applicable laws, regulations and in
data privacy notices.
‘As necessary to determine worldwide availability or availability Mechanisms exist to restrict the se of Personal Data (PD) o only the
Usage Restrictions of Sensitive ° ' v
§164.512(K)(4)(i) N/A for mandatory service abroad under sections 101(a)(4) and Functional | Subset Of oty PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
|504 of the Foreign Service Act: or data privacy notices.
For a family to accompany a Foreign Service member abroad, Mechanisms exist to restrict the se of Personal Data (PD) o only the
" i Usage Restrictions of Sensitive . y ;
§164.512(k)(4)(ii) N/A consistent with section 101(b)(5) and 904 of the Foreign Functional | Subset Of oty PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
Service Act. data privacy notices.
Correctional No applicable SCF control
nstitutions and other No
§164.512(K)(5) ! [no content] Functional e N/A N/A N/A
law enforcement Relationship
custodial situation:
‘A covered entity may disclose to a correctional institution or a Mechanisms exist to restrict the se of Personal Data (PD) o only the
law enforcement official having lawful custody of an inmate or authorized purpose(s) consistent with applicable laws, regulations and in
ther individual protected health information about such Usage Restrictions of Sensitive .
§164.512(k)(5)(i) Permitted disclosures | e ndviduatprotected health information about sucf Functional Subset Of ¥ riet 1ive | pRi.gs.4 |data privacy notices. 10
inmate or individual, if the correctional institution or such law Personal Data
enforcement official represents that such protected health
is necessar for:
eame Rostrotions of Someitive Mechanisms exist to restrict the use of Personal Data (PD) o only the
§164.512(k)(5)(0)(A) N/A The provision of health care to such individuals; Functional | Subset Of e e ot PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
" data privacy notices.
eame Rostrotions of Someitive Mechanisms exist to restrict the use of Personal Data (PD) o only the
5164.512(K)(5)()(B) N/A The health and safety of such individual or other inmates; Functional | Subset Of e e ot PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
" data privacy notices.
- ] Mechanisms exist to restrict the use of Personal Data (PD) o only the
The health and safety of the officers or employees of or others Usage Restrictions of Sensitive
§164.512(k)(5)(0)(C) N/A Y ploy Functional | Subset Of & PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
at the correctional institution; Personal Data °
data privacy notices.
Mech ist to restrict the use of Personal Data (PD) to only th
The health and safety of such individuals and officers or other Usage Restrictions of Sensitive e‘f‘ am:s existtorestric . e‘"se‘: e'f“":l f 2 (PD) ‘l”:" vthe "
§164.512(Kk)(5)(i)(D) N/A persons responsible for the transporting of inmates or their Functional Subset Of g PRI-05.4 |3uthorized purpose(s) consistent with applicable laws, regulations and in 10
Personal Data data privacy notices.
transfer from one institution, facility, or setting to another;
Law enforcement on the premises of the correctional Usage Restrictions of Sensitive Mechanisms exist to restrict the use of Personal Data (PD) to only the
§164.512(k)(5)0)E) N/A P Functional | Subset Of & PRI05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
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Notes (optional)

(optional)

The administration and maintenance of the safety, securit Usage Restrictions of Sensitive Mechanisms exist to restrict the use of Personal Data (PD) to only the
§164.512()(5)()(F) N/A ‘ ofthe safety. v Functional | Subset Of & PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
and good order of the correctionalinstitution. Personal Data
data privacy notices.
‘A covered entity that is a correctional institution may use Mechanisms exist to restrict the se of Personal Data (PD) o only the
$164.5120005)(1) Permitteduses |Protected heath information of individuals who areinmates | | | Usage Restrictions of Sensitive | Lo o [authorized purpose(s) consistent with applicable laws, regulations and in o
for any purpose for which such protected health information Personal Data data privacy notices.
may be disclosed.
Mo anptication after | FO" the purposes of this provision, an individual s no longer an Usage Rostrictions of Semsitive Mechanisms exist to restrict the se of Personal Data (PD) o only the
§164.512(k)(5)(i) o e inmate when released on parole, probation, supervised Functional | Subset Of e oot PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
release, or otherwise is no longer in lawful custody. data privacy notices.
Covered entities that No applicable SCF control
are government No
§164.512(K)(6) g [no content] Functional e N/A N/A N/A
programs providing Relationship
public benefits
'Ahealth plan that is a government program providing public Mechanisms exist to restrict the se of Personal Data (PD) to only the
benefits may disclose protected health information relating to authorized purpose(s) consistent with applicable laws, regulations and in
eligibility for or enrollment in the health plan to another agency data privacy notices.
administering a government program providing public benefits Usage Restrictions of Sensitive
§164.512(K)(6)(1) N/A if the sharing of eligibility or enroliment information among Functional | Subset Of ot PRI-05.4 10
such government agencies or the maintenance of such
information in a single or combined data system accessible to
all such government agencies is required or expressly
by statute or resulation.
A covered ity that s  government agency adminiatoringa Mechanisms exist to restrict the use of Personal Data (PD) o only the
authorized purpose(s) consistent with applicable laws, regulations and in
government program providing public benefits may disclose b .
protected health information relating to the program to lata privacy notices.
another covered entity that is a government agency
S 1645120006101 A administering a government program providing publicbenefits | | | Usage Restrictions of Sensitive | oo o o
if the programs serve the same or similar populations and the Personal Data
i of protected health i is necessary to
coordinate the covered functions of such programs or to
improve administration and management relating to the
covered functions of such programs.
‘A covered entity may disclose protected health information as Mechanisms exist to restrict the use of Personal Data (PD) o only the
Standard: Disclosures |authorized by and to the extent necessary to comply with laws Usage Restristions of Sensitive authorized purposel(s) consistent with applicable laws, regulations and in
§164.512(k)(6)(i)(1) for workers' relating to workers’ compensation or other similar programs, | Functional | Subset Of e ot PRI-05.4 |data privacy notices. 10
compensation |established by law, that provide benefits for work-related
iniuries or illness without regard to fault.
Other requirements No applicable SCF control
relating to uses and No
§164.514 disclosuresof |[no content] Functional e N/A N/A N/A
Relationship
protected health
Standard: De- | Health information that does not identify an individual and with No applicable SCF control
G ideniification of  |respect towhich there is no reasonable basis to believethat | L No A A A
protected health |the information can be used to identify an individual is not Relationship
indi identifiable health
Implementation No applicable SCF control
specifications:
Requirements for de- |A covered entity may determine that health information is not No
§164.514(0) o vy ° ‘ Functional N/A N/A N/A
of health only i: Relationship
protected health
A person with appropriate knowledge of and experience with o pErplEtaereni
§164.514(b)(1) N/A generally accepted statistical and scientific principles and Functional | He N/A N/A N/A
methods for rendering information not individually identifiable: D
‘Applying such principles and methods, determines that the No applicable SCF control
riskis very small that the information could be used, alone or o
§164.514(b)(1)() N/A in ion with other available by| Functional | b N/A N/A N/A
an anticipated recipient to identify an individual who is a P
sublect of the and
YT A Documents the methods and results of the analysis thatjustity | No A v |Noapplicable SCF control A
such or
No No applicable SCF control
§164.514(b)(2) N/A [no content] Functional N N/A N/A PPl N/A
The following dentifiers of the individual or of relatives, o No applicable SCF control
§164.514(b)(2)() N/A employers, or household members of the individual, are Functional N/A N/A N/A
Relationship
removed:
N No applicable SCF control
§164.514(b)(2)(i)(A) N/A Names; Functional © N/A N/A DEETAELIDEe Clie N/A
‘All geographic subdivisions smaller than a State, including No applicable SCF control
street address, city, county, precinct, zip code, and their o
§164.514(b)(2)()(B) N/A equivalent geocodes, except forthe intial three digits of azip | Functional | | 19 N/A N/A N/A
code if, according to the current publicly available data from P
the Bureau of the Census:
The geographic unit formed by combining all zip codes with the " No applicable SCF control
5164.514(b)(2)()(B)(1) N/A same three iniial digits contains more than 20,000 people; Functional | o N/A N/A N/A
and D
The initial three digits of a zip code for all such i N No applicable SCF control
§164.514(b)(2)(i)(B)(2) N/A BRI G A A R C RN Functional © N/A N/A DETHEEADSACEIIE N/A
units containing 20,000 or fewer people is changed to 000.
‘All elements of dates (except year) for dates directly related to No applicable SCF control
an individual, including birth date, admission date, discharge
date, date of death; and all 89 and all elements of No
§164.514(b)(2)(i)(C) N/A il (IO CEE BT DGR CLIAEN B Functional - N/A N/A N/A
dates (including year) indicative of such age, except that such Relationship
ages and elements may be aggregated into a single category of
age 80 or older:
N No applicable SCF control
§164.514(b)(2)(i)(D) N/A Telephone numbers; Functional © N/A N/A R e N/A
No No applicable SCF control
§164.514(b)(2)(1)(E) N/A Fax numbers; Functional ) N/A N/A PPl N/A
N No applicable SCF control
§164.514(b)(2)(i)(F) N/A Electronic mail addresses; Functional © N/A N/A R e N/A
No No applicable SCF control
§164.514(b)(2)())(G) N/A Social security numbers; Functional N N/A N/A PPl N/A
N No applicable SCF control
§164.514(b)(2)(i)(H) N/A Medical record numbers; Functional © N/A N/A R e N/A
No No applicable SCF control
5164.514(b)(2)()(1) N/A Health plan beneficiary numbers; Functional ) N/A N/A PPl N/A
N No applicable SCF control
§164.514(b)(2)(i)()) N/A Account numbers; Functional © N/A N/A DETHEEADSACEIIE N/A
No No applicable SCF control
§164.514(b)(2)(1)(K) N/A Certificate/license numbers; Functional N N/A N/A PPl N/A
YT A Vehicle identifiers and serial numbers, including lcense plate | No A v |Noapplicable SCF control A
numbers:
No No applicable SCF control
§164.514(b)(2)(i)(M) N/A Device identifiers and serial numbers; Functional ) N/A N/A PPl N/A
N No applicable SCF control
§164.514(b)(2)(i)(N) N/A Web Universal Resource Locators (URLS); Functional © N/A N/A DETHEEADSACEIIE N/A
No No applicable SCF control
§164.514(b)(2)(()(0) N/A Internet Protocol (IP) address numbers; Functional N N/A N/A PPl N/A
N No applicable SCF control
§164.514(b)(2)(i)(P) N/A Biometric identifiers, including finger and voice prints; Functional ° N/A N/A DEETAELIDEe Clie N/A
Full face photographic images and any comparable images; No No applicable SCF control
§164.514(b)(2)()(Q) N/A e photograp! 8 'y comp! g Functional N N/A N/A PPl N/A
) ) No applicable SCF control
Any oth dent ber, characteristic, or code, : N
TR A ny other unique identifying number, characteristic, or code, | [ o A A A
except as permitted by paragraph (c)of this section; and Relationship
The covered entity does not have actual knowledge that the No applicable SCF control
I A information could be used alone orin combination with other | [ o No A A A
information to identify an individual who is a subject of the Relationship
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Secure Controls Framework (SCF)
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Control Description

SCF Control

Focal Document Element (FDE) Description

Notes (optional)

Rationale Relationship

Implementation  |A covered entity may assign a code or other means of record o e eni
§164.514(c) Re- toallow de-identified under this Functional | - te N/A N/A N/A
identification |section to be re-identified by the covered entity, provided that: D
The code or other means of record identification is not derived No applicable SCF control
_ from or related to information about the individual and is not No
§164.514(c)(1) Derivation [mormatt ! Functional o N/A N/A N/A
otherwise capable of being translated o as to identify the Relationship
and
The covered entity does not use or disclose the code or other o No applicable SCF control
§164.514(c)(2) Security means of record identification for any other purpose, and does | Functional | |t N/A N/A N/A
not disclose the ism for P
No No applicable SCF control
§164.514(d) N/A [no content] Functional ) N/A N/A PPl N/A
) _ No applicable SCF control
Standerd: Minimum |7 ©Td€r to complywith § 164.502(b) and this section, a DEETAELIDEe Clie
3 covered entity must meet the requirements of paragraphs No
§164.514(d)(1) necessary B pv— DL Functional N/A N/A N/A
omromans |2 through (d)(5)ofthis section with respect to a request Relationship
for, or the use and disclosure of, protected health information.
Implementation No applicable SCF control
specifications: No
§164.514(d)(2) Minimum necessary |[no content] Functional e N/A N/A N/A
Relationship
uses of protected
healthi i
N No applicable SCF control
§164.514(d)(2) (i) N/A A covered entity must identify: Functional ° N/A N/A DEETAELIDEe Clie N/A
o Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Those persons or classes of persons, as appropriate, in its Role.Based Access Contral e oo e et
. r
§164.514(d)(2)()(A) N/A workforce who need access to protected health information to | Functional Subset Of |AC-0g | Technology Assets, Applications, Services and/or Data ( ) to restrict 10
¢ (RBAC) access to individuals assigned specific roles with legitimate business needs.
carry out their duties; and
Mechanisms exist to enforce Role-Based Access Control (RBAC) for
For each such person or class of persons, the category or Role.Based Access Contral e oo e et
- r
§164.514(d)(2)()(B) N/A of protected health towhichaccessis | Functional | SubsetOf IAC-0g | Technology Assets, Applications, Services and/or Data ( ) to restric 10
: access to individuals assigned specific roles with legitimate business needs.
needed and any conditions appropriate to such access.
‘A covered entity must make reasonable efforts to limit the Mechanisms exist to enforce Role-Based Access Control (RBAC) for
§164.514(d)(2)(i) N/A acceS_s ofsuch_persorjs or classes identified in paragraph Functional Subset O Role-Based Access Control 1AC-08 Technology Assets, Applications, Services and/or Data (TAASD) to restrict 10
(d)(2)(1)(A) o this section to protected health information (RBAC) access to individuals assigned specific roles with legitimate business needs.
with paragraph (d)(2)()(B) of this section.
NE— No applicable SCF control
specification: Minimum o
§164.514(d)(3) necessary disclosures |[no content] Functional e N/A N/A N/A
Relationship
of protected health
information
For any type of disclosure that it makes on a routine and Mechanisms exist to facilitate the implementation of data protection
recurring basis, a covered entity must implement policies and controls.
ocedures (which may be standard protocols) that limit the
§164.514(c)(3)) N/A procedures (which may be P ) that im Functional | Subset Of Data Protection DCH-01 10
protected health information disclosed to the amount
reasonably necessary to achieve the purpose of the
For any type of disclosure that it makes on a routine and Mechanisms exist to protect sensitive/regulated data wherever it is stored.
recurring basis, a covered entity must implement policies and
d hich may be standard protocols) that limit th Sensitive / Regulated Data
§164.514(d)(3)(i) N/A procedures (which may be standard protocols) that limit the Functional Subset Of ive /Regul DCH-01.2 10
protested health information disclosed to the amount Protection
reasonably necessary to achieve the purpose of the
For any type of disclosure that it makes on a routine and Mechanisms exist to restrict the disclosure of sensitive / regulated data to
recurring basis, a covered entity must implement policies and authorized parties with a need to know.
ocedures (which may be standard protocols) that limit the
§164.514(d)(3)() N/A procedures (which may be P ) that i Functional | Subset Of Disclosure of Information DCH-03.1 10
protected health information disclosed to the amount
reasonably necessary to achieve the purpose of the
! No No applicable SCF control
§164.514(c)(3)(ii) N/A For all other disclosures, a covered entity must: Functional " N/A N/A G N/A
Develop citeriadesigned to it the protocted hoalth Me‘x:‘hams:'\s e:ust to::smcl ;n(e d:scmsure of sensitive/ regulated data to
§164.514(d)(3)/ii)(A) N/A i ion disclosed to the i i necessary| Functional Subset Of Disclosure of Information DCH-03.1 |Authorized parties with a need to know. 10
to accomplish the purpose for which disclosure is sought; and
$164.512@@0E) A Review requests for disclosure on an individual basis in romctionat | subsetor Disctooua of mormation | Dor0a1 | Mechanisms exist to restrict the disclosure of sensitive / regulated data to o
with such criteria. thorized parties with a need to know.
'Acovered entity may rely, if such reliance is reasonable under Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(c)(3)(ii) N/A the circumstances, on a requested disclosure as the minimum | Functional | Subset Of Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
necessary for the stated purpose when:
Making disclosures o publi offcials that are permitted under Me;hams‘;ns e:_-st (D.tr:smct 1dnte dl:sclosure of sensitive / regulated data to
§164.514(d)(3)/iii)(A) N/A §164.512, if the public official represents that the information | ~ Functional Subset Of Disclosure of Information DCH-03.1 |2uthorized parties with aneedto know. 10
requested is the minimum necessary for the stated purpose(s);
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(d)(3) N/A The information is requested by another covered entity; Functional | Subset Of Disclosure of Information DCH-03.1 1SS exiSto restr 1sctosur tive regu! 10
thorized parties with a need to know.
The information is requested by a professional who s a Mechanisms exist to restrict the disclosure of sensitive / regulated data to
member of its workforce or is a business associate of the authorized parties with a need to know.
covered entity for the purpose of providing professional
§164.514(c)(3)(ii)(C) N/A vered entity for the purp providing professt Functional | Subset Of Disclosure of Information DCH-03.1 10
services to the covered entity, if the professional represents
that the information requested is the minimum necessary for
the stated or
] Mechanisms exist to restrict the disclosure of sensitive / regulated data to
D or that comply with the oA
§164.514(d)(3)ii))(D) N/A applicable requirements of § 164.512(i) have been provided by | ~ Functional Subset Of Disclosure of Information DCH-03.1 |2uthorized parties with aneedto know. 10
a person requesting the information for research purposes.
Implementation specifications: Minimurm necessary requests Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(d)(4) N/A P fon specifications: Hinimu v requ Functional Subset Of Disclosure of Information DCH-03.1 1SMS XISt Lo restri isclosur itive /regul 10
for protected health thorized parties with a need to know.
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
A covered entity must limit any request for protected health
: ) o authorized parties with a need to know.
information to that which is reasonably necessary to
§164.514(c)(4)() N/A Functional | Subset Of Disclosure of Information | DCH-03.1 10
accomplish the purpose for which the request is made, when
requesting such information from other covered entities.
. Mechanisms exist to restrict the disclosure of sensitive / regulated data to
For a request that is made on a routine and recurring basis, a istto
authorized parties with a need to know.
covered entity must implement policies and procedures (which
§164.514(d)(4)(ii) N/A may be standard protocols) that limit the protected health Functional | Subset Of Disclosure of Information | DCH-03.1 10
requested to the amount reasonably necessary to
accomplish the purpose for which the request is made.
N No applicable SCF control
§164.514(d)(4)(iii) N/A For all other requests, a covered entity must: Functional ° N/A N/A DEETAELIDEe Clie N/A
Develop critera designed to imit the request for protected Me;hams‘;ns e:_-st (D.tr:smct 1dnte dl:sclosure of sensitive / regulated data to
§164.514(c)(4)(ii)(A) N/A health information to the information reasonably necessaryto | Functional | Subset Of Disclosure of Information DCH-p3.1 [Utherized parties with aneedtoknow. 10
accomplish the purpose for which the request is made; and
Review requests for disclosure on an individual basis in Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§ 164.514(d)(4)(iii)(B) N/A view requests for disclosur fndividu 1ol Functional Subset Of Disclosure of Information DCH-03.1 1sms existto restr 1scosur Htive [regu 10
with such criteria. ith d parties with a need to know.
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
For all uses, disclosures, or requests to which the
' oo authorized parties with a need to know.
! requirements in paragraph (c) of this section apply, a covered
Implementation entity ay not use, disclose or request an entire medical
i i e ire medi
§164.514(d)(5) specification: Other |7 > oY N9 US¢: orreduest an entiie mediod Functional Subset Of Disclosure of Information DCH-03.1 10
record, except when the entire medical record is specifically
content requirement
justified as the amount that is reasonably necessary to
accomplish the purpose of the use, disclosure, or request.
N No applicable SCF control
§164.514(¢) N/A [no content] Functional ° N/A N/A DEETAELIDEe Clie N/A
‘A covered entity may use or disclose a limited data set that Mechanisms exist to restrict the disclosure of sensitive / regulated data to
Standard: Limited data | ™¢CLS the recuirements of paragraphs (¢)(2) and (e)3) of this ) ! authorized parties with a need to know.
5164.514(e)(1) o section, if the covered entity enters into a data use agreement | Functional | Subset Of Disclosure of Information | DCH-03.1 10
with the limited data set recipient, in accordance with
(e)4) of this section.
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Strength of
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Secure Controls Framework (SCF)

FDE Name
Control Description

SCF Control

Focal Document Element (FDE) Description

Notes (optional)

Rationale Relationship

Implementation  |A limited data set is protected health information that Me;"a”‘sé"s e:_'s‘ ‘°_t':s"'°' :‘f ‘tsms”'e of sensitive / regulated data to
§164.514(e)(2) specification: Limited |excludes the following direct identifiers of the individual or of | ~Functional Subset Of Disclosure of Information DCH-03.1 |2uthorized parties with aneedto know. 10
data set relatives, employers, or household members of the individual:
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(e)(2)() N/A Names; Functional | Subset Of Disclosure of Information | DCH-08.1 \sms ewistto restr e osur Hive freed 10
thorized parties with a need to know.
16451420 A Postal address information, other than town or oy, State, and | ¢~ T~ Disctooua of mommation | Doroas | Mechanisms exist to restrictthe disclosure of sensitive / regulated data to o
zip code; thorized parties with a need to know.
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(e)(2) N/A Telephone numbers; Functional |  Subset Of Disclosure of Information DCH-03.1 1SS exiSto restr 1sctosur tive regu! 10
thorized parties with a need to know.
Mech st to restrict the discl fsensitive / regulated data t
§164.514(e)(2)(iv) N/A Fax numbers; Functional Subset Of Disclosure of Information DCH-03.1 | echanisms exist to festrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(e)(2)(v) N/A Electronic mail addresses; Functional |  Subset Of Disclosure of Information DCH-03.1 1SS exiSto restr 1sctosur tive fregu! 10
thorized parties with a need to know.
Mech st to restrict the discl fsensitive / regulated data t
§164.514(e)(2)(vi) N/A Social security numbers; Functional Subset Of Disclosure of Information DCH-03.1 | echanisms exist to festrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(e)(2)(vii) N/A Medical record numbers; Functional |  Subset Of Disclosure of Information DCH-03.1 1SS existo restr 1scrosur tive fregu! 10
thorized parties with a need to know.
Mech st to restrict the discl fsensitive / regulated data t
§164.514(e)(2) viii) N/A Health plan beneficiary numbers; Functional Subset Of Disclosure of Information DCH-03.1 | echanisms exist to festrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(e)(2)(ix) N/A Account numbers; Functional | Subset Of Disclosure of Information DCH-03.1 1SS exXISTLo restr 1sctosur tive fregu! 10
thorized parties with a need to know.
Mech st to restrict the discl fsensitive / regulated data t
§164.514(e)(2)(x) N/A Certificate/license numbers; Functional Subset Of Disclosure of Information DCH-03.1 | echanisms exist to festrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
Vehicle identifiers and serial numbers, including license plate Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(e)(2)(x) N/A ole identifier riat numbers, including P Functional |  Subset Of Disclosure of Information DCH-03.1 \sms ewistto festr se osur Hive fregd 10
numbers: thorized parties with a need to know.
Mech st to restrict the discl fsensitive / regulated data t
§164.514(e)(2) (xil) N/A Device identifiers and serial numbers; Functional Subset Of Disclosure of Information DCH-03.1 | echanisms exist to festrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(e)(2)(xii) N/A Web Universal Resource Locators (URLS); Functional | Subset Of Disclosure of Information | DCH-08.1 \sms ewistto festr ¢ osur Hive fregd 10
thorized parties with a need to know.
Mech st to restrict the discl fsensitive / regulated data t
§164.514(€)(2)(xiv) N/A Internet Protocol (IP) address numbers; Functional Subset Of Disclosure of Information DCH-03.1 | echanisms exist to festrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(e)(2)(xv) N/A Biometric identifiers, including finger and voice prints; and Functional |  Subset Of Disclosure of Information | DCH-03.1 \sms ewistto festr e osur Hive fregd 10
thorized parties with a need to know.
Mech st to restrict the discl fsensitive / regulated data t
§164.514(€)(2)(xvi) N/A Full face photographic images and any comparable images. Functional Subset Of Disclosure of Information DCH-03.1 | echanisms exist to festrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
Implementation No applicable SCF control
specification: No
§164.514(e)(3) pecificati [no content] Functional N N/A N/A N/A
Permitted purposes for Relationship
uses and
Acovered entity may use or disclose a limited data set under Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(e)(3)() N/A paragraph (e)(1) of this section only for the purposes of Functional | Subset Of Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
research, public health, or health care
‘A covered entity may use protected health information to Mechanisms exist to restrict the disclosure of sensitive / regulated data to
create a limited data set that meets the requirements of authorized parties with a need to know.
h (€)(2) of this section, or discl tected health
§164.514(e)(3)(ii) N/A paragraph (€)(2) of this section, or disclose protected heal Functional Subset Of Disclosure of Information DCH-03.1 10
information only to a business associate for such purpose,
whether or not the limited data set is to be used by the covered
entity.
Implementation " No applicable SCF control
§164.514(e)(4) specifications: Data | [no content] Functional N/A N/A N/A
Relationship
use agreement
‘A covered entity may use or disclose a limited data set under Mechanisms exist to restrict the disclosure of sensitive / regulated data to
paragraph (€)(1) of this section only if the covered entity authorized parties with a need to know.
obtains satisfactory assurance, in the form of a data use
§164.514(e)(4) (i) Agreement required " 8 Ty assurance, | " u Functional Subset Of Disclosure of Information DCH-03.1 10
agreement that meets the requirements of this section, that
the limited data set recipient will only use or disclose the
brotected health i ion for limited purposes.
A data use agreement between the covered entity and the Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(e)(4)(ii) Contents Use agreement betw ver v Functional Subset Of Disclosure of Information DCH-03.1 1sms existto restr 1scosur Htive [regu 10
limited data set recipient must: ith d parties with a need to know.
Eetablish the pormitted uses and disclosures of sueh Me‘x:‘hams:s e:ist to::stricl :1:3 d:scmsuve of sensitive/ regulated data to
information by the limited data set recipient, consistent with authorized parties with a need to know.
€)(3) of this section. The data use agreement ma
§164.514(e)(4)()(A) NA (9)3) of this section 12 USe agreoment May | - gy nctional | Subset Of Disclosure of Information | DCH-03.1 10
not authorize the limited data set recipient to use or further
disclose the information in a manner that would violate the
requirements of this subpart, if done by the covered entity;
£ 164518EA0E) A Establish who is permitted to use or eceive the timited data | ¢~ Disctooua of mormation | Dor0a1 | Mechanisms exist to restrict the disclosure of sensitive / regulated data to o
set;and thorized parties with a need to know.
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(e)(4)(i)(C) N/A Provide that the limited data set recipient will: Functional | Subset Of Disclosure of Information DCH-03.1 1SS existo restr 1scrosur tive fregu! 10
thorized parties with a need to know.
Not use or further disclose the information other than as Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(e)(4)(i)(C)(1) N/A permitted by the data use agreement or as otherwise required | Functional | Subset Of Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
by law:
Use appropriate safeguards to prevent use or disclosure of the Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(6)(4)(i)(C)(2) N/A information other than as provided for by the data use Functional | Subset Of Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
Report to the covered entity any use or disclosure of the Mechanisms exist to restrict the disclosure of sensitive / regulated data to
§164.514(6)(4)(i)(C)(3) N/A information not provided for by its data use agreement of Functional | Subset Of Disclosure of Information | DCH-03.1  |authorized parties with a need to know. 10
which it becomes aware:
Mechanisms exist to restrict the disclosure of sensitive / regulated data to
Ensure that any agents to whom it provides the limited data set i ok
§164.514(6)(4)(i)(C)(4) N/A agree to the same restrictions and conditions that apply tothe |  Functional | Subset Of Disclosure of Information DCH-03.1 [Uthorized parties with aneed toknow. 10
limited data set recipient with respect to such information; and
Mech st to restrict the discl fsensitive / regulated data t
§164.514(€)(4)(ii)(C)(5) N/A Not identify the information or contact the individuals. Functional Subset Of Disclosure of Information DCH-03.1 | echanisms exist to festrict the disclosure of sensitive / regulated data to 10
thorized parties with a need to know.
I No No applicable SCF control
§164.514(e)(4)(ii) Compliance [no content] Functional ) N/A N/A PPl N/A
‘A covered entity is not in compliance with the standards in No applicable SCF control
paragraph (¢) of this section if the covered entity knew of a
pattern of activity or practice of the limited data set recipient No
5164.514(e)(4)(ii)(A) N/A that constituted a material breach or violation of the datause | Functional | 19 N/A N/A N/A
agreement, unless the covered entity took reasonable steps to P
cure the breach or end the violation, as applicable, and, if such
step: 1
A A Discontinued disclosure of protected health information tothe [ - No A v |Noapplicable SCF control A
recipient; and
A No No applicable SCF control
§164.514(e)(4)(ii)(A)(2) N/A Reported the problem to the Secretary. Functional " N/A N/A G N/A
A covered entity that is a limited data set recipient and violates No applicable SCF control
dats twill b U ith the N
§164.514(e)(4)(iii)(B) N/A IR LR B IR A 2 e N R Functional © N/A N/A N/A
and Relationship
of paragraph (e) of this section.
Fund N No applicable SCF control
§164.514(f) undraising [no content] Functional ° N/A N/A DEETAELIDEe Clie N/A
Subject o the conditions of paragraph (f)(2) of this section, a No applicable SCF control
covered entity may use, or disclose to a business associate or
l titutionally related foundation, the following protected No
§164.514(7)(1) N/A © an nsitutionatly related foundation, tho following protected | 1 jonq o N/A N/A N/A
health information for the purpose of raising funds for its own Relationship
benefit, without an authorization meeting the requirements of §
164.508:
Demographic information relating to an individual, including " No applicable SCF control
§164.514(7)(1)() N/A name, address, other contact information, age, gender, and Functional | &9 N/A N/A N/A
date of birth: D
N No applicable SCF control
§164.514(1)(1)(ii) N/A Dates of health care provided to an individual; Functional ° N/A N/A DEETAELIDEe Clie N/A
- ! No No applicable SCF control
§ 164.514(1)(1)(iil) N/A Department of service information; Functional N N/A N/A PPl N/A
N No applicable SCF control
§164.514(1)(1)(iv) N/A Treating physician; Functional © N/A N/A DETHEEADSACEIIE N/A
No No applicable SCF control
§164.514(1)(1)(v) N/A Outcome information; and Functional ) N/A N/A PPl N/A
N No applicable SCF control
§164.514(1)(1)(vi) N/A Health insurance status. Functional ° N/A N/A DEETAELIDEe Clie N/A

(Slolc)

Attribution NoDerivative
Internatianal {€C B¥-ND.

Secure Controls Framework (SCF)

300f47



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

Rationale

HIPAA Administrative Simplification

Relationship

SCF Control

Secure Controls Framework (SCF)
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version 2025.4
12/16/2025

Notes (optional)

Implementation
specifications:

No

No applicable SCF control

(optional)

privacy practices,

§164.514(7)(2) s [no content] Functional | o i chip N/A N/A N/A
‘A covered entity may not use or disclose protected health Mechanisms exist to restrict the se of Personal Data (PD) to only the
information for fundraising purposes as otherwise permitted authorized purpose(s) consistent with applicable laws, regulations and in
§164.514(1)(2)(i) N/A by paragraph (f)(1) of this section unless a statement required | ~Functional subsetof | USP€ R:f:z'"':r;:::e"s'we PRI-05.4 |data privacy notices. 10
by § 164.520(b)(1)(i)(A) is included in the covered entity's
notice of privacy practices.
\With oach fundraising communication mads to an mdividual Mechanisms exist to authorize the processing of their Personal Data (PD)
priortoits collection that:
under this paragraph, a covered entity must provide the
o ’ ‘ (1) Uses plain language and provide examples to illustrate the potential data
individual with a clear and conspicuous opportunity to elect
§164.514()(2)(i) N/A not to receive any further fundraising communications. The Functional | Subset Of Choice & Consent PRI-03  |PrIvacy risks of the authorization; and ) 10
" (2) Provides a means for users to decline the authorization.
method for an individual to elect not to receive further
fundraising communications may not cause the indivicual to
incur an undue burden o more than a nominal cost.
‘A covered entity may not condition treatment o payment on - Mechanisms exist to prohibit the refusal of products and/or services on the
! Product or Service Delivery
§164.514(7)(2)(i) NA the individual's choice with respect to the receipt of Functional |  Subset Of esns PRI-03.5 | grounds that a data subject does not agree to the processing of Personal 10
Data (PD) or withdraws consent.
Mechanisms exist to authorize the processing of their Personal Data (PD)
A covered entity may not make fundraising communications to priortoits collection that:
164514020 wa an individual under this paragraph where the individual has runctionat | subsetof Choice & Consent pR0g | (1) Uses plain language and provide examples to llustrate the potential data o
elected not to receive such communications under paragraph privacy risks of the authorization; and
(A(2)(i) of this section. (2) Provides a means for users to decline the authorization.
Mechanisms exist to authorize the processing of their Personal Data (PD)
A covered entity may provide an individual who has elected not prior to ts collection that:
§164.514()(2)(v) N/A to receive further fundraising communications with a method | Functional Subset Of Choice & Consent pri.og | (1) Usesplainlanguage and provide examples toillustrate the potential data 10
privacy risks of the authorization; and
to opt back in to receive such communications.
(2) Provides a means for users to decline the authorization.
f a health plan receives protected health information for the Mechanisms exist to restrict the use of Personal Data (PD) o only the
purpose of underwriting, premium rating, or other activities authorized purpose(s) consistent with applicable laws, regulations and in
relating to the creation, renewal, or replacement of a contract data privacy notices.
Standard: Uses and ~|of health insurance or health benefits, and if such health
s 164514 disclosures for insurance or health benefits are not placed with the health runctionat | subsator | Usege Restritions of Sensitive | o o
underwritingand | plan, such health plan may only use or disclose such Personal Data
related purposes | protected health information for such purpose or as may be
required by law, subject to the prohibition at § 164.502(a)(5)(i)
with respect to genetic information included in the protected
health
§164.514(h) N/A [no content] Functional e N/A op  |FoerkEibEEFemicl N/A
. Standard: Vrification | Prior to any disclosre permitted by this subpart, & covered Functional No A wa | Noapplicable SCF control A
entity must:
Except with respect to disclosures under § 164,510, verify the Mechanisms exist to provide data subjects the ability to acoess their
identity of a person requesting protected health information Personal Data (PD) maintained in organizational systems of records.
5 164.514(0)(1)) /A and the authonty of any Such person to have aocess 10 | Functional | subsetof Data Subject Access PRI06 10
protected health information under this subpart, if the identity
or any such authority of such person is not known to the
covered entity: and
Obtain any or Mechanisms exist to provide data subjects the ability to access their
whether oral or written, from the person requesting the Personal Data (PD) maintained in organizational systems of records.
§164.514(h)(1)(ii) N/A protected health information when such documentation, Functional | Subset Of Data Subject Access PRI-06 10
statement, or representation s a condition of the disclosure
under this subpart.
Implementation " No applicable SCF control
§164.514(h)(2) specifications: | [no content] Functional N/A N/A N/A
Relationship
Verification
If a disclosure is conditioned by this subpart on particular No applicable SCF control
i or from the
Conditions on person requesting the protected health information, a covered No
§164.514(h)(2)() A entity may rely, if such reliance is reasonable under the Functional e N/A N/A N/A
disclosures ! ; Relationship
on or
representations that, on their face, meet the applicable
The conditions in § 164.512(7)(1)(i)(C) may be satisfied by the No applicable SCF control
T A administrative subpoena or similar process orbya separate | [ o No A A A
\written statement that, on its face, demonstrates that the Relationship
i have been met.
The documentation required by § 164.512(1)(2) may be No applicable SCF control
TS A satisfied by on or more written statements, provided that Functional No A A A
each is appropriately dated and signed in accordance with § Relationship
164.512()(2)() and (v).
'A covered entity may rely, if such reliance is reasonable under No applicable SCF control
~|the circumstances, on any of the following to verify identity
§164.514(h)(2)(ii) 'de"”:: of ‘l’"blm when the disclosure of protected health information is to Functional | ol " N/A N/A N/A
officiats public official or a person acting on behalf of the public elationship
official:
If the request is made in person, presentation of an agency o No applicable SCF control
§164.514(h)(2)()(A) N/A identifcation badge, other ofiial credentias,or other proof of | Functional | o io N/A N/A N/A
status;
AT A If the request |s‘mwr‘mni,r(he request is on the appropriate Functional No A wa | Noapplicable SCF control A
If the disclosure s to a person acting on behalf of a public No applicable SCF control
official, a written statement on appropriate government
letterhead that the person is acting under the government's No
§164.514(h)(2)(1)(C) N/A authority or other evidence or documentation of agency,such | Functional | o io N/A N/A N/A
as a contract for services, memorandum of understanding, or
purchase order, that establishes that the person s acting on
behalf of the public official..
A covered entity may rely, if such reliance is reasonable under No applicable SCF control
) the circumstances, on any of the following to verify authority
§164.514(h)(2)(ii) A"mm:,y °'lp“b“° when the disclosure of protected health information is to Functional | ol " N/A N/A N/A
officiats public official or a person acting on behalf of the public elationship
official:
'Awiitten statement of the legal authority under which the o No applicable SCF control
§164.514(h)(2)i)(A) N/A information i requested, or, ifa witten statementwould be | Functional | o io N/A N/A N/A
an oral statement of such legal authority:
If a request is made pursuant to legal process, warrant, No applicable SCF control
§164.514(h)(2)(il)(B) N/A subpoena, order, or other legal process issued by agrandjury | - ¢ oy No N/A N/A N/A
ora judicial or administrative tribunal is presumed to Relationship
legal authority.
The verification requirements of this paragraph are met if the No applicable SCF control
Evorcise o professional| C°Y0red entity relies o the exercise o professionaljudgment o
5164.514(h)(2)(iv) inmaking a use or disclosure in accordance with § 164.510 or | Functional e N/A N/A N/A
judgment o h Relationship
acts on a good faith belief in making a disclosure in
with § 164.512(0).
Notice of privacy " No applicable SCF control
§164.520 practices for protected [no content] Functional N/A N/A N/A
’ ° Relationship
health
—— Standard:noticeof || Fonctional No A W |Noapplicable SCF control A

(Slolc)

Attribution NoDerivative
Internatianal {€C B¥-ND.

Secure Controls Framework (SCF)

310f47



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

Rationale

HIPAA Administrative Simplification

STRM
Relationship
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Strength of
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version 2025.4
12/16/2025

Notes (optional)

Except as provided by paragraph (a)(2) or (3) of this section, an
individual has a right to adequate notice of the uses and
disclosures of protected health information that may be made

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first interacting
with an and
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing in plain
language that meets all legal obligations;

as necessary;

(optional)

of notice

Relationship

5164.520(a)(1) Righttonotioe | et the ot riatte a1 Functional | Subset Of Data Privacy Notice PRL02 | (3) Define the scope of PD processing activits,inclucing th geogaphic 10
eovored s ogat attion with reapsc to protected hoslth locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
§164.520(a)(2) BegHENE D o e Functional (o N/A oS el N/A
health plans
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacing
with an ion and as ]
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing in plain
language that meets all legal obligations;
§164.520(a)(2)(i) N/A :;‘t"'c'z':‘”d“al enrolledin a group health plan has a right to Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacing
with an ion and as ]
(2) Ensure that data privacy notices are clear and easy-to-understand,
rom the group health plan, if, andito the extent that, such an expressing information about Personal Data (PD) processing in plain
individual does not receive health benefits under the group language that meets alllegal obligations;
5164.520(a)(2)()(A) N/A Functional | Subset Of Data Privacy Notice PRI02 | (3) Define the scope of PD processing activities, including the geographic 10
health plan through an insurance contract with a health
locations and third-party recipients that process the PD within the scope of
issuer or HMO; or "
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacing
with an ion and as ]
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing in plain
From the health insurance issuer or HMO with respect to the language that meets all legal obligations;
§164.520()(2)()(B) NA group health plan through which such individuals receive their |~ Functional | Subset Of Data Privacy Notice PRI02 | (3) Define the scope of PD processing activities, including the geographic 10
health benefits under the group health plan. locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacing
A group health plan that provides health benefits solely with an and as g
(2) Ensure that data privacy notices are clear and easy-to-understand,
through an insurance contract with a health insurance issuer " - !
o D, amt hat areares or raastvon pretsotod ot expressing information about Personal Data (PD) processing in plain
information in addition to summary health information as anguage that meets alllegal obligations;
§164.520(a)(2)(i) NA et i 8168.504(0)or mformaton o whetmer he Functional | Subset Of Data Privacy Notice PRI02 | (3) Define the scope of PD processing activities, including the geographic 10
il is parieioatin i s roup health plom, o is tocations and thirc-party recipients that process the PD within the scope of
enrolled in o has disenrolled from a health insurance issuer or the data privacy notice;
EIMO atfored by the ptan, mast (4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacing
with an ion and as ]
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing in plain
language that meets all legal obligations;
§164.520(a)(2)()(A) NA Maintain a notice under this section; and Functional | Subset Of Data Privacy Notice PRI02 | (3) Define the scope of PD processing activities, including the geographic 10
locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacing
with an ion and as ]
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing in plain
Provide such notice upon request to any person. The language that meets all legal obligations;
§164.520()(2)(i)(B) N/A provisions of paragraph (c)(1) of this section donotapplyto | Functional | Subset Of Data Privacy Notice PRI02 | (3) Define the scope of PD processing activities, including the geographic 10
such group health plan. locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacing
A group health plan that provides health benefits solely with an ion and as ;
through an insurance contract with a health insurance issuer (2) Ensure that data privacy notices are clear and easy-to-understand,
or HMO, and does not create of receive protected health expressing information about Personal Data (PD) processing in plain
information other than summary health information as defined language that meets all legal obligations;
§164.520(a)(2)(ii) NA in’§ 164.504(a) or information on whether an individual is Functional | Subset Of Data Privacy Notice PRI02 | (3) Define the scope of PD processing activities, including the geographic 10
participating in the group health plan, or is enrolled in or has locations and third-party recipients that process the PD within the scope of
disenrolled from a health insurance issuer or HMO offered by the data privacy notice;
the plan, is not required to maintain o provide a notice under (4) Content of the privacy notice is periodically reviewed and updates made
this section. as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
'An inmate does not have a right to notice under this section, o No applicable SCF control
§164.520(a)(3) Exception for inmates |and the requirements of this section do not apply toa Functonal | o\t chip N/A N/A NA
i institution that is a covered entity.
Implementation o No applicable SCF control
§164.520(b) specifications: Content |[no content] Functional NA NA NA
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version 2025.4
12/16/2025

Notes (optional)

The covered entity must provide a notice that is written in plain

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first interacting
with an and
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing in plain
language that meets all legal obligations;

as necessary;

(optional)

the covered entity is prohibited from using or disclosing
protected health information that is genetic information of an
individual for such purposes.

Relationship

§164.520(b)(1) Required elements | language and that contains the elements required by this Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
paragraph. locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
The notice must contain the following statement as a header expressing information about Personal Data (PD) processing n plain
or otherwise prominently displayed: “THIS NOTICE language that meets all legal obligations;
§164.520(b)(1)() Header DESCRIBES HOW MEDICAL INFORMATION ABOUTYOUMAY | Functional |  Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS locations and third-party recipients that process the PD within the scope of
TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.” the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing n plain
language that meets all legal obligations;
§164.520(b)(1)(ii) Uses and disclosures  |The notice must contain: Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
Adescription, including at least one example, of the types of exprssing information about Porsonal Data (PD) processing i plain
uses and disclosures that the covered entity is permitted by language that meets all legal obligations;
§164.520(5)(1)(i)(A) N/A Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
this subpart to make for each of the following purposes: : ‘ ¢
locations and third-party recipients that process the PD within the scope of
treatment, payment, and health care operations.
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
Adescription of each of the other purposes for which the exprssing information about Porsonal Data (PD) processing i plain
covered entity is permitted or required by this subpart to use or ) ) : {anguage that mects alllogal obligations;
§164.520(5)(1)ii)(B) N/A Siontous arototad hoatth information wihaut the ividuats. | Fonctional | - Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing actvties, nclucing the geographic 10
o o, locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
If a use or disclosure for any purpose described in paragraphs expressing information about Personal Data (PD) processing n plain
(B)(1)(i)(A) or (B) of this section is prohibited or materially language that meets all legal obligations;
§164.520(6)(1)(i)(C) N/A limited by other applicable law, the description of suchuseor | Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
disclosure must reflect the more stringent law as defined in § locations and third-party recipients that process the PD within the scope of
160.202 of this subchapter. the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
For each purpose described in paragraph (b)(1)(ii)(A) or (B) of expressing information about Personal Data (PD) processing n plain
this section, the description must include sufficient detail to language that meets all legal obligations;
§164.520(6)(1)(ii)(D) N/A place the individual on notice of the uses and disclosures that | Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
are permitted or required by this subpart and other applicable locations and third-party recipients that process the PD within the scope of
law. the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
A doseription of the typas of uses and disclosures thatreqire (2) Ensure that data privacy notices are clear and easy-to-understand,
o therization uncler 8 164.505(a)(21-(2)(4), & statement that exprssing information about Porsonal Data (PD) processing i plain
" other uses and disclosures not described in the notice will be ) ) : {anguage that mects alllogal obligations;
5164.520(5)(1)(i)(E) N/A rade oty it indidents wasten acthorsation, anda Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing actvtis, nclucing the geographic 10
etatemant that the individual may rovoke am authorivation a5 locations and third-party recipients that process the PD within the scope of
provided by § 164.508(b)(5). the data privacy HO(N.:E; . o X
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
If the covered entity intends to engage in any of the following pErplEtaereni
Separate statements |, . jies, the description required by paragraph (b)(1)(i)(A) of No
§164.520(b)(1)(ii) for certain uses or ¢ ; Functional o N/A N/A N/A
this section must include a separate statement informing the Relationship
disclosures ° ‘ :
individual of such activities, as applicable:
In accordance with § 164.514(7)(1), the covered entity may No applicable SCF control
A A contact the individual o raise funds or the covered entityand | [ o No A A A
the individual has a ight to opt out of receiving such Relationship
In accordance with § 164.504(f), the group health plan, or a No applicable SCF control
AT A heath insurance issuer o HMO with respect to a group heatth | No A A A
plan, may disclose protected health information to the Relationship
sponsor of the plan: or
If a covered entity that is a health plan, excluding an issuer of a No applicable SCF control
long term care policy falling within paragraph (1)(viii) of the
definition of health plan, intends to use or disclose protected o
§164.520(b)(1)(ii)(C) N/A health information for underwriting purposes, a statement that |~ Functional N/A N/A N/A
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

Rationale

HIPAA Administrative Simplification

STRM
Relationship

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of
Relationship

version 2025.4
12/16/2025

Notes (optional)

The notice must contain a statement of the individual's rights
with respect to protected health information and a brief

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first interacting
with an and
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing in plain
language that meets all legal obligations;

as necessary;

(optional)

practices with respect to protected health information, and to
notify affected individuals following a breach of unsecured
protected health information;

locations and third-party recipients that process the PD within the scope of
the data privacy notice;

(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and

(5) Retain prior versions of the privacy notice, in accordance with data
retention

§164.520(6)(1)(iv) Indiidualights [ e il may rereios hese s, s | FUnCORaL | Subsetof Data Privacy Notice PRI02 | (3) Define the scope of PD processing actvties,inclucing the geograpic 10
P locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
The right to request restrictions on certain uses and expressing information about Personal Data (PD) processing n plain
disclosures of protected health information as provided by § language that meets all legal obligations;

5164.520(b)(1)(v)(A) N/A 164.522(a), including a statement that the covered entity is not| Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10

required to agree to a requested restriction, except in case of a locations and third-party recipients that process the PD within the scope of

disclosure restricted under § 164.522(a)(1)(vi); the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing n plain

o language that meets all legal obligations;

§164.520(b)(1)(v)(B) N/A :‘:l’(f:f':r::::::::'::’;:ZL::;"W':T'S'Z;'(:'V'2:;‘;;::::; Functional Subset Of Data Privacy Notice PRI02 | (3) Define the scope of PD processing activties,including the geographic 10
locations and third-party recipients that process the PD within the scope of
the data privacy notice;

(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and

(5) Retain prior versions of the privacy notice, in accordance with data
retention

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing n plain
language that meets all legal obligations;

§164.520(b)(1)(iv)(C) N/A l:':v"f:; L"y‘;j‘;?;;:_d copy protected health informationas | o no Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10

’ locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing n plain

) language that meets all legal obligations;

§164.520(0)(1)()(D) A o o mend protected healthiniormaton a3 provded | unctional | Subse of Data Privacy Notice PRL02 | (3) Define the scope of PD processing activities, including the geographic 10
locations and third-party recipients that process the PD within the scope of
the data privacy notice;

(4) Content of the privacy notice is periodically reviewed and updates made

as necessary; and

(5) Retain prior versions of the privacy notice, in accordance with data

retention

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first interacting

withan and as necessary;

(2) Ensure that data privacy notices are clear and easy-to-understand,

expressing information about Personal Data (PD) processing n plain
S language that meets all legal obligations;

§164.52000)(1)W(E) A ot mtormarton o oeast 10 sme 2% | Functional | Subsetof Data Privacy Notice PRL0Z | (3)Define the scope of PD processing activities ncluing tho geographio 10
locations and third-party recipients that process the PD within the scope of
the data privacy notice;

(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,

The rght of an individual, including an individual who has exprssing information about Porsonal Data (PD) processing i plain

agreed to receive the notice electronically in accordance with language that meets all legal obligations;

§164.520(6)(1)(V)(F) N/A Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10

paragraph (c)(3) of this section, to obtain a paper copy of the : ‘ ‘

otins tomthe covered antity upon raodt locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing n plain
language that meets all legal obligations;

§164.520(6)(1)(v) Covered entity's duties |The notice must contain: Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
locations and third-party recipients that process the PD within the scope of
the data privacy notice;

(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;

A statement that the covered entity is required by v to (2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing n plain

maintain the privacy of protected health information, to "

ide individuals with notice of its legal duties and privacy § X . language that meets all legal obligations;
§164.520(b)(1)(v)(A) N/A provi Functional Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
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Focal Document Element (FDE) Description

Rationale
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SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of
Relationship

version 2025.4
12/16/2025

Notes (optional)

A statement that the covered entity is required to abide by the

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first interacting
with an and
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing in plain
language that meets all legal obligations;

as necessary;

(optional)

for health plans

§164.520(b)(1)(v)(B) N/A terms of the notice currently in effect; and Functional Subset Of Data Privacy Notice PRI-02 3) D.ehne the scope of PD. processing activities, vncludvngm.e geographic 10
locations and third-party recipients that process the PD within the scope of
the data privacy notice;

(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
For the covered entity to apply a change in a privacy practice withan and as necessary;
that s described in the notice to protected health information (2) Ensure that data privacy notices are clear and easy-to-understand,
that the covered entity created or received prior to issuing a expressing information about Personal Data (PD) processing n plain
revised notice, in accordance with § 164.530()(2)(i), a language that meets all legal obligations;
5164.520(b)(1)(v)(C) N/A statement that it reserves the right to change the terms of its |  Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
notice and to make the new notice provisions effective for all locations and third-party recipients that process the PD within the scope of
protected health information that it maintains. The statement the data privacy notice;
must also describe how it will provide individuals with a (4) Content of the privacy notice is periodically reviewed and updates made
revised notice. as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
The notice must contain a statement that individuals may (2) Ensure that data privacy notices are clear and easy-to-understand,
complaim o the coverad entity and o the Secretary 1 thy exprssing information about Porsonal Data (PD) processing i plain
) believe their privacy ights have been violated, a brief ) ) : {anguage that meets all logal obligations;

§164.520(6)(1)(vi) Complaints acscrmtion o how ahe iduatmay e s comptaimtwith the | Fenetonal | subsetor Data Privacy Notice PRI02 | (3) Define the scope of PD processing actvtis, nclucing the geographic 10

coverad ontity, and 3 atatomont tht the mdnduatwillnot be locations and third-party recipients that process the PD within the scope of
the data privacy notice;

retaliated against for filing a complaint. ° o )
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing n plain

The notice must contain the name, or title, and telephone language that meets all legal obligations;

§164.520(5)(1)(vi) Contact number of a person or office to contact for further information | Functional |  Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10

as required by § 164.530(a)(1)(i)- locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing n plain

The notice must contain the date on which the notice is first in language that meets all legal obligations;

§164.520(5)(1)(viii) Effectivedate |effect, which may not be earlier than the date on which the Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10

notice is printed or otherwise published. locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention

§164.520(b)(2) Optional elements | [no content] Functional (o N/A oS el N/A

Mechanisms exist to

(1) Make data privacy notice(s) available to individuals upon first interacting
In addition to the information required by paragraph (b)(1) of with an and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,
this section, it a covered entity elects to limit the uses or “ - ?
iactosaron that t 1 pormittod 10 maks undor ths subpart, the expressing information about Personal Data (PD) processing n plain
covered entity may describe its more limited uses or tanguage that meets all egal obligations;

§164.520(b)(2)() NA ¢ ! h ’ Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
disclosures in its notice, provided that the covered entity may

locations and third-party recipients that process the PD within the scope of
notinclude in its notice a limitation affecting its right to make a N
. N . the data privacy notice;
use or disclosure that s required by law or permitted by §
(4) Content of the privacy notice is periodically reviewed and updates made
164.512()(1)().
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan ion and as ;
(2) Ensure that data privacy notices are clear and easy-to-understand,
For the covered entity to apply a change in its more limited expressing information about Personal Data (PD) processing n plain
uses and disclosures to protected health information created language that meats all legal obligations;

§164.520(b)(2)1ii) N/A or received prior to issuing a revised notice, in accordance with|  Functional |  Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
§164.530(7)(2)(ii), the notice must include the statements locations and third-party recipients that process the PD within the scope of
required by paragraph (b)(1)(v)(C) of this section. the data privacy notice;

(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan ion and as ;
The covered entity must promptly revise and distribute its (2) Ensure that data privacy notices are clear and easy-to-understand,
notice whenever there is a material change to the uses or expressing information about Personal Data (PD) processing n plain
disclosures, the individuals rights, the covered entity's legal language that mests all legal obligations;
§164.520(b)(3) Revisions to the notice |duties, or other privacy practices stated in the notice. Except | Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
when required by law, a material change to any term of the locations and third-party recipients that process the PD within the scope of
notice may not be implemented prior to the effective date of the data privacy notice;
the notice in which such material change is reflected. (4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan ion and as ;
(2) Ensure that data privacy notices are clear and easy-to-understand,

A covered ntity must make the notics raquired by this ssction expressing information about Personal Data (PD) processing n plain

Implementation language that mests all legal obligations;
available on request to any person and to individuals as ? I
§164.520(c) specifications: uals as Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
o specified in paragraphs (c)(1) through (c)(3) of this section, as
Provision ofnotice | T4 locations and third-party recipients that process the PD within the scope of

the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention

O Specifc requirements [ Fonctionat No A A |Noapplicable SCF control A
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

Rationale
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STRM
Relationship

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of
Relationship

version 2025.4
12/16/2025

Notes (optional)

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first interacting
with an and
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing in plain
language that meets all legal obligations;

as necessary;

(optional)

5164.520(0)(1)() N/A Ahealth plan must provide the notice: Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
locations and third-party recipients that process the PD within the scope of
the data privacy notice;

(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and

(5) Retain prior versions of the privacy notice, in accordance with data
retention

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing n plain
language that meets all legal obligations;

§164.520(c)(1))(A) N/A m‘;:z;gi:;:e;t:rzguc‘i:e:;:' the health plan, to Functional Subset Of Data Privacy Notice PRI02 | (3) Define the scope of PD processing activties, including th geographic 10
locations and third-party recipients that process the PD within the scope of
the data privacy notice;

(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing n plain

: ) language that meets all legal obligations;

§164.520(c)(1)(i)(B) N/A :2;’:?;‘;:“6 time of enrollment, to individuals who are Functional Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
locations and third-party recipients that process the PD within the scope of
the data privacy notice;

(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing n plain
No less frequently than once every three years, the health plan language that meets all legal obligations;
§164.520(c)(1)(ii) N/A must notify individuals then covered by the plan of the Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
availability of the notice and how to obtain the notice. locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
The health plan satisfes the requirements of paragraph (6)1) exprssing information about Porsonal Data (PD) processing i plain
of this section if notice is provided to the named insured of a language that meets all legal obligations;
§164.520(c)(1)(iii) N/A Functional Subset Of Data Privacy Notice PRI-02 (3) Define the scope of PD processing activities, including the geographic 10
policy under which coverage s provided to the named insured : ‘ ‘
oo ans ot more dopandonte locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
Ifa health plan has more than one notice it satisfies the exprssing information about Porsonal Data (PD) processing i plain
v requirements of paragraph (c)(1) of this section by providing ) ) : {anguage that mects alllogal obligations;
§164.520(c)(1)(iv) N/A the notice that is relevant to the individual of other person Functional Subset Of Data Privacy Notice PRI-02 3) D.ehne the scope of PD. processing activities, vncludvngm.e geographic 10
) locations and third-party recipients that process the PD within the scope of
requesting the notice.
the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing information about Personal Data (PD) processing n plain
language that meets all legal obligations;

5164.520(c)(1)(v) N/A If there is a material change to the notice: Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
locations and third-party recipients that process the PD within the scope of
the data privacy notice;

(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
Ahealth plan that posts its notice on its web site in (2) Ensure that data privacy notices are clear and easy-to-understand,
accordance with paragraph (c)(3)(i) of this section must expressing information about Personal Data (PD) processing n plain
prominently post the change or ts revised notice on its web language that meets all legal obligations;

§164.520()(1)(V)(A) N/A site by the effective date of the material change to the notice, | Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
and provide the revised notice, or information about the locations and third-party recipients that process the PD within the scope of
material change and how to obtain the revised notice, in its the data privacy notice;
next annual mailing to indivicuals then covered by the plan. (4) Content of the privacy notice is periodically reviewed and updates made

as necessary; and

(5) Retain prior versions of the privacy notice, in accordance with data

retention

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first interacting

withan and as necessary;

(2) Ensure that data privacy notices are clear and easy-to-understand,
Ahealth plan that does not post its notice on a web site expressing information about Personal Data (PD) processing n plain
pursuant to paragraph (c)(3)(i) of this section must provide the language that meets all legal obligations;

5164.520(c)(1)(v)(B) N/A revised notice, or information about the material changeand |  Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
how to obtain the revised notice, to individuals then covered by locations and third-party recipients that process the PD within the scope of
the plan within 60 days of the material revision to the notice. the data privacy notice;

(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
§164.520(c)(2) 57:: :.I:n::ﬂ::r:‘s A covered health care provider that has a direct treatment Functional No N/A N/A o spplcatle SCF contrl N/A
°red | retationship with an individual must: Relationship
health care providers
§164.520(c)(2)(i) Provide the notice: | [no content] Functional b N/A o | N/A
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Secure Controls Framework (SCF) Strength of

FDE Name Focal Document Element (FDE) Description SCF Control Relationship Notes (optional)

Rationale Relationship Control Description

(optional)

No later than the date of the first service delivery, including No applicable SCF control

N
§164.520()(2)()(A) N/A service delivered electronically, to such individual after the Functional Relm;:‘sm N/A N/A N/A
date for the covered health care provider: or P
S —— A In &n emergency teatment situation, a3 soon as reasonably | [ o No A A |Noapplicable SCF control A
after the treatment situation.
Except in an emergency treatment situation, make a good faith No applicable SCF control
effort to obtain a written acknowledgment of receipt of the
t ded d th h (e)(2)() of th N
§164.520(c)(2)(i) N/A GEIEDEEIELEIDEEEREREDNHCEEDEENEBINEHED || Grmgor © N/A N/A N/A
section, and if not obtained, document its good faith efforts to Relationship
obtain such acknowledgment and the reason why the
\was not obtained:
S — A Ifthe covered health care provider maintains a physical Functionat No A wa | Noapplicable SCF control A
service delivery site:
§164.520(c)(2)(ii)(A) N/A Have the notice available at the service delivery site for Functional No N/A N/A No applicable SCF control N/A
to request to take with them; and
Post the notice in a clear and prominent location where it is o pErplEtaereni

§164.520(c)(2)(ii)(B) N/A reasonable to expect individuals seeking service from the Functional | o N/A N/A N/A
covered health care provider to be able to read the notice; and B

‘Whenever the notice is revised, make the notice available upon No applicable SCF control
ton or after the effective date of th d N
§164.520(c)(2)(iv) N/A e e o) Functional o N/A N/A N/A
promptly comply with the requirements of paragraph (c)(2)(iii Relationship
of this section, if L
Specif T N No applicable SCF control
5164.520(c)(3) pectfic requitements o ¢ntent Functional No N/A N/A o applicable SCF contro N/A
for electronic notice
A covered entity that maintains a web site that provides BoiapelicabiS SChicontch
i i bout the d entity" t N
5164.520(c)(3)(1) N/A . e Functional © N/A N/A N/A
benefits must prominently post its notice on the web site and Relationship

make the notice available electronically through the web site.

A covered entity may provide the notice required by this No applicable SCF control
section to an individual by e-mail, if the individual agrees to
electronic notice and such agreement has not been withdrawn.
If the covered entity knows that the email transmission has No
§164.520(c)(3)(i) N/A failed, a paper copy of the notice must be provided to the Functional | 0\ ehip N/A N/A N/A
individual. Provision of electronic notice by the covered entity

will satisfy the provision requirements of paragraph (c) of this
section when timely made in accordance with paragraph (c)(1)
or (2) of this section.

No applicable SCF control
For purposes of paragraph (c)(2)(i) of this section, if the first DEFTAELIDEe Gl

service delivery to an individual is delivered electronically, the

covered health care provider must provide electronic notice No

§164.520(c)(3)(ii) N/A 4 & & ! Functional AN N/A N/A N/A
automatically and contemporaneously in response to the Relationship

individual’s first request for service. The requirements in

(c)(2)(ii) of this section apply to electronic notice.

The individual who is the recipient of electronic notice retains. No applicable SCF control

§164.520(c)(3)(iv) N/A the right to obtain a paper copy of the notice from a covered Functional Relal’v\gsmp N/A N/A N/A
entity upon reauest.
s;;":"'t:‘:::yﬁ;m Covered entities that participate in organized health care o No applicable SF control
§164.520(c) arrangements may comply with this section by a joint notice, | Functional N/A N/A N/A
notice by separate Relationship
. provided that:
covered entities
The covered entities participating in the organized health care No applicable SCF control
arrangement agree to abide by the terms of the notice with o
§164.520(d)(1) N/A respect to protected health nformation oreated or receivedt by | Functional | o to N/A N/A N/A
the covered entity as part of its participation in the organized
health care
The joint notice meets the implementation specifications in No applicable SCF control
TR WA paragraph (b) of this section, except that the statements Functional No WA WA WA
required by this section may be altered to reflect the fact that Relationship
the notice covers more than one covered entity; and
T —— A Describes with reasonable specificiy the covered entites, o | £ No A A |Noapplicable SCF control A
class of entities. to which the ioint notice applies:
Describes with reasonable specificity the service delivery o No applicable SCF control
§164.520(d)(2)(ii) N/A sites, or classes of service delivery sites, to which the joint Functional Relationship N/A N/A N/A
notice applies: and
If applicable, states that the covered entities participating in No applicable SCF control
the organized health care arrangement will share protected o
§ 164.520(d)(2)ii) N/A health nformation with each other,as necessaryto caryout | Functional | o b6 N/A N/A N/A
treatment, payment, or health care operations relating to the
organized health care
The covered entities included in the joint notice must provide pErplEtaereni
the notice to individuals in with the
implementation specifications of paragraph (c) of this section. o
§164.520(d)(3) N/A Provision of the joint notice to an individual by any one of the | Functional N/A N/A N/A

L . . Relationshi
covered entities included in the joint notice will satisfy the lonship

provision requirement of paragraph (c) of this section with
respect to all others covered by the joint notice.

A covered entity must document compliance with the notice No applicable SCF control
requirements, as required by § 164.530(j), by retaining copies

Implementation [of the notices issued by the covered entity and, if applicable, No

§164.520(e) any written of receipt of the notice or Functional | o N/A N/A NA
Documentation documentation of good faith efforts to obtain such written P
acknowledgment, in accordance with paragraph (c)(2)(i) of
this section.
Rights to request No applicable SCF control
§164.522 PRESYEEEET || Functional M N/A N/A N/A
protected health Relationship
No No applicable SCF control
§164.522(a) N/A [no content] Functional AN N/A N/A PPl N/A
Standard: Right of an No applicable SCF control
individual t t N
§164.522(a)(1) individualtorequest . . iont Functional ° N/A N/A N/A
restriction of uses and Relationship
e A A covered entity must permit an individual to request thatthe | No A v |Noapplicable SCF control A

covered entity restrict:
Uses or disclosures of protected health information about the No No applicable SCF control

§164.522(a)(1)(i)(A) N/A individual to carry out treatment, payment, or health care Functional N 5 N/A N/A N/A
Relationship

and
§164.522(a)(1)()(B) N/A Disclosures permitted under § 164.510(b). Functional L N/A oS el -
. A Except as provided in paragraph (a)(1)(vi) of this section, a Functional No A Wwa | Noapplicable SCF control A

covered entity is not required to agree to a restricti

A covered entity that agrees to a restriction under paragraph pErplEtaereni

(a)(1)(i) of this section may not use or disclose protected
health information in violation of such restriction, except that,
if the individual who requested the restriction is in need of

§164.522(a)(1)(ii) N/A emergency treatment and the restricted protected health Functional Rem’:}‘:‘smp N/A N/A N/A
information is needed to provide the emergency treatment, the

covered entity may use the restricted protected health
information, or may disclose such information to a health care
provider, to provide such treatment to the individual.

If restricted protected health information is disclosed to a No applicable SCF control
health care provider for emergency treatment under paragraph b
§164.522(a)(1)(iv) N/A (a)(1)(ii) of this section, the covered entity must request that Functional | oo chip N/A N/A N/A
such health care provider not further use or disclose the
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Rationale Relationship

Arestriction agreed to by a covered entity under paragraph (a) No applicable SCF control
of this section, is not effective under this subpart to prevent No
§164.522(a)(1)(v) N/A s section | i e subpart lop Functional - N/A N/A NA
uses or disclosures permitted or required under §§ Relationship
164.502(a)(2)(ii), 164.510(a) or 164.512.
‘A covered entity must agree to the request of an individual to o No applicable SCF control
§164.522(a)(1)(vi) N/A restiict disclosure of protected health information aboutthe | Functional | 19 N/A N/A N/A
individual to a health planif: P
The disclosure is for the purpose of carrying out payment or o No applicable SCF control
§164.522(a)(1)(vi)(A) N/A health care operations and is not otherwise required by law; | Functional o N/A N/A N/A
Relationship
and
The protected health information pertains solely to a health No applicable SCF control
care item or service for which the individual, or person other No
§164.522()(1)(vi)(® N/A Functional N/A N/A N/A
(@)(1)vi)(B) than the health plan on behalf of the individual, has paid the . Relationship
covered entity in full.
Implementation No applicable SCF control
specifications: No
5164.522(a)(2) pecificati A covered entity may terminate a restriction, if: Functional N N/A N/A N/A
Terminating a Relationship
restriction
. ! ! No No applicable SCF control
§164.522()(2)(1) N/A The individual agrees to or requests the termination in writing; | Functional ) N/A N/A (et N/A
T A The indiwdu:mrauy agrees::lhe ‘termination and the oral Fonctional No A W |Noapplicable SCF control A
i
. ! No applicable SCF control
The covered entity informs the individual that it is terminating No
§ 164.522(a)(2)(ii) N/A ) e net [tisterminating | g tional e N/A N/A N/A
its agreement to a restriction, except that such termination is: Relationship
Not effective for protected health information restricted under No No applicable SCF control
5 164.522(a2)(2)(iil)(A) N/A pr ! . Functional ) N/A N/A (et N/A
(@)(1)(vi of this section: and
AR A Only effective with respect to protected health nformation Fonctional No A W |Noapplicable SCF control A
created o received after it has so informed the individual.
IEEREEE ]y oy entity must document a restriction in accordance No Boepploatle Sehethue
§164.522(a)(3 ification: Functional N/A N/A N/A
(@)(3) :"Ec' cation: with § 160.530(j) of this subchapter. . Relationship
No No applicable SCF control
§164.522(b) N/A [no content] Functional ) N/A N/A (et N/A
Standard: Confidential o No applicable SCF control
§164.522(b)(1) communications  |[no content] Functional N/A N/A N/A
Relationship
‘A covered health care provider must permit individuals to No applicable SCF control
request and must accommadate reasonable requests by o
§164.522(b)(1)() N/A individuals to receive communications of protected health Functional | &0 N/A N/A N/A
i ion from the covered health care provider by D
means or at locations.
Ahealth plan must permit individuals to request and must oErplEtaereni
requests by i to receive
f protected health information from th N
§164.522(b)(1) i) N/A ot protected hoatth information Womie | Eunctional ° N/A N/A N/A
health plan by alternative means or at alternative locations, if Relationship
the individual clearly states that the disclosure of all or part of
that information could endanger the individual.
Implementation No applicable SCF control
specifications: No
§164.522(b)(2) Conditions on providing|[no content] Functional e N/A N/A N/A
Relationship
confidential
‘A covered entity may require the individual to make a request " No applicable SCF control
§164.522(b)(2)() N/A for  confidential communication described in paragraph (b)(1)| ~ Functional | 19 N/A N/A N/A
of this section in writing. D
T A ‘A covered entity r::?/cundil\or\lhe provision ofareasonable | [ No A W |Noapplicable SCF control A
When appropriate, information as to how payment, if any, will No No applicable SCF control
§164.522(b)(2)(ii)(A) N/A ppropriate, | . pay y Functional ) N/A N/A (et N/A
be handled: and
N TR A Specification of an alterative address or other method of Fonctional No A W |Noapplicable SCF control A
contact.
A covered health care provider may not require an explanation o pErplEtaereni
§164.522(b)(2) (i) N/A from the individual as to the basis for the request as a Functional | - te N/A N/A N/A
condition of providing communications on a confidential basis. P
A health plan may require that a request contain a statement No No applicable SCF control
§164.522(b)(2)(iv) N/A that disclosure of all or part of the information to which the Functional | - te N/A N/A N/A
request pertains could endanger the individual. P
Access of individuals to o No applicable SCF control
§164.524 protected health |[no content] Functional o N/A N/A N/A
" Relationship
Standard: Access to o No applicable SCF control
§164.524(a) protected health |[no content] Functional e N/A N/A N/A
" Relationship
Except as otherwise provided in paragraph (a)(2) or (a)(3) of Mechanisms exist to provide data subjects the ability to access their
this section, an individual has a right of access to inspect and Personal Data (PD) maintained in organizational systems of records.
btai f protected health information about th
§164.524(a)(1) Rightof access |- 2" @ COPY of protected health information about the Functional Subset Of Data Subject Access PRI-06 10
individual in a designated record set, for as long as the
protected healthi ionis mai in the desi
record set. excent for:
Mech ist to provide data subjects the ability t thei
§164.524(a)(1)(i) N/A Psychotherapy notes; Functional Subset Of Data Subject Access PRI-06 lechanisms exist to provide data subjects the ability to access their 10
Personal Data (PD) in svstems of records.
Mechanisms exist to provide data subjects the ability to access their
compiled in of, or for use ) )
§164.524(a)(1)(ii) N/A Information cor ° Functional | Subset Of Data Subject Access PRI-06 |Personal Data (PD) maintained in organizational systems of records. 10
in, a civil, criminal, or administrative action or proceeding; and
Protected health information maintained by a covered entit Mechanisms exist to provide data subjects the ability to access the
§164.524(a)(1)(ii) N/A § {niormation maintainecbya covered e | Functional |  Subset Of Data Subject Access PRI-06 ST extst to proi ) o o 10
that is: Personal Data (PD) in svstems of records.
Mech ist to provide data subjects the ability t thei
Subject to the Clinical Laboratory Improvements Amendments B o e e
§164.524(a)(1)(iii)(A) N/A of 1988, 42 U.S.C. 263a, to the extent the provision of access | Functional Subset Of Data Subject Access pri.og | Pereonal Data (PD) maintained in organizational systems of records. 10
to the individual would beprohibited by law; or
Exempt from the Clinical Laboratory | x Mech ist to provide data subjects the ability t thei
5164520 M(E) A xempt from the Clinical Laboratory Improvements romctionat | subsetor Data Subject Acesss 06| Mechanisms exist to provide data subjects the abiliy to access their o
of 1988, pursuant to 42 CFR 493.3(a)(2) Personal Data (PD) in svstems of records.
Unreviewable grounds | €OVered entity may deny an individual access without Mechanisms exist to provide data subjects the ability to access their
§164.524(a)(2) P providing the individual an opportunity for review, in the Functional | Subset Of Data Subject Access PRI-06 |Personal Data (PD) maintained in organizational systems of records. 10
following
The protected health information is excepted from the right of Mechanisms exist to provide data subjects the ability to access the
§164.524(a)(2)(i) N/A Pr Information 1S exceptecfr e Functional |  Subset Of Data Subject Access PRI-06 1SS exist to prov upjects the abiiity o 10
access by paragraph (a)(1) of this section. Personal Data (PD) in svstems of records.
'Acovered entity that is a correctional institution or a covered Mechanisms exist to provide data subjects the ability to access their
health care provider acting under the direction of the Personal Data (PD) maintained in organizational systems of records.
correctional institution may deny, in whole or in part, an
inmate's request to obtain a copy of protected health
§164.524(a)(2)(ii) N/A information, if obtaining such copy would jeopardize the Functional | Subset Of Data Subject Access PRI-06 10
health, safety, security, custody, or rehabilitation of the
individual or of other inmates, or the safety of any officer,
employee, or other person at the correctional institution or
for the of the inmate.
Anindividual's access to protected health information created Mechanisms exist to provide data subjects the ability to access their
or obtained by a covered health care provider in the course of Personal Data (PD) maintained in organizational systems of records.
research that includes treatment may be temporarily
suspended for as long as the research s in progress, provided
§164.524(a)(2) N/A that the individual has agreed to the denial of access when Functional | Subset Of Data Subject Access PRI-06 10
consenting to participate in the research that includes
treatment, and the covered health care provider has informed
the individual that the right of access will be reinstated upon
of the research.
‘Anindividual's access to protected health information that is Mechanisms exist to provide data subjects the ability to acoess their
tained in records that are subject to the Privacy Act, 5 .
$1645242)) A contained in records that are subject to the Privacy Act runctionat | subset of Data Subject Acssss priog |Personal Data (PD) maintained in organizational systems of records. 1o
U.S.C. 552a, may be denied, f the denial of access under the
Privacy Act would mest the of that law.
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Anindividual's access may be denied if the protected health Mechanisms exist to provide data subjects the ability to access their
information was obtained from someone other than a health Personal Data (PD) maintained in organizational systems of records.
5164.524(a)(2)(v) N/A care provider under a promise of confidentiality and the access| Functional |  Subset Of Data Subject Access PRI-06 10
requested would be reasonably likely to reveal the source of
the
‘A covered entity may deny an individual access, provided that Mechanisms exist to provide data subjects the ability to acoess their
$ 16452400 Reviewable grounds o the individualis given a right to have such denials reviewed,as | [ | Dato Subjoct Assess priog |Personal Data (PD) maintained in organizational systems of records. 10
denial required by paragraph (a)(4) of this section, in the following
‘Alicensed health care professional has determined, in the Mechanisms exist to provide data subjects the ability to acoess their
s 16452613)0) A exercise of professional judgment, that the access requested | g Data Subject Acssss priog |Personal Data (PD) maintained in organizational systems of records. 1o
is reasonably likely to endanger the life or physical safety of
the individual or another person:
The protected health information makes reference to another Mechanisms exist to provide data subjects the ability to acoess their
person (unless such other person is a health care provider) and Personal Data (PD) maintained in organizational systems of records.
§164.524(a)(3)(i) N/A alicensed health care professional has determined, in the Functional |  Subset Of Data Subject Access PRI-06 10
exercise of professional judgment, that the access requested
is reasonably likely to cause substantial harm to such other
person: or
The request for access is made by the individual's personal Mechanisms exist to provide data subjects the ability to access their
representative and a licensed health care professional has Personal Data (PD) maintained in organizational systems of records.
§164.524(a)(3)(iii) N/A inthe exercise of judgment, thatthe |\ ovonal Subset Of Data Subject Access PRI-06 10
provision of access to such personal representative is
reasonably likely to cause substantial harm to the individual or
another person.
If access is denied on a ground permitted under paragraph Mechanisms exist to provide data subjects the ability to acoess their
(a)(3) of this section, the individual has the right to have the Personal Data (PD) maintained in organizational systems of records.
denial reviewed by a licensed health care professional who is
§164.524(a)(4) Review of a denial of | designated by the covared entity to act as a reviewing offictal. | - ¢\ iong( | subset of Data Subject Access PRI-06 10
access and who did not participate in the original decision to deny.
The covered entity must provide or deny access in accordance
with the determination of the reviewing official under
(d)4) of this seotion.
Implementation No applicable SCF control
§164.524(b) SRR |l e Functional e N/A N/A N/A
Requests for access Relationship
and timely action
The covered entity must permit an individual to request access Mechanisms exist to provide data subjects the ability to acoess their
toinspect or to obtain a copy of the protected health Personal Data (PD) maintained in organizational systems of records.
$ 1645240001 Individual's request for |nformation abou the indvidual that s mintained n a Functional | Subsetof Dt Subject Accoss . 10
access record set. The covered entity may require
individuals to make requests for access in writing, provided
that it informs individuals of such a
§164.524(5)(2) Timely actionbythe /1 content) Functional b N/A oS el N/A
covered entity
Except as provided in paragraph (b)(2)(i) of this section, the Mechanisms exist to provide data subjects the ability to acoess their
§164.524(b)(2)() NA covered entity must act on a request for access no later than | Functional | Subset Of Data Subject Access PRI-06 |Personal Data (PD) maintained in organizational systems of records. 10
30 davs after receipt of the reauest as follows.
If the covered entity grants the request, in whole or in part, it Mechanisms exist to provide data subjects the ability to acoess their
$164524002)0)A) A must inform the individual of the acceptance of the request runctional | subsetof Dato Subjoct Assoss priog |Personal Data (PD) maintained in organizational systems of records. 10
and provide the access requested, in accordance with
(c) of this section.
If the covered entity denies the request, in whole or in part, it Mechanisms exist to provide data subjects the ability to acoess their
§164.524(b)(2)()(B) NA must provide the individual with a written denial, in Functional | Subset Of Data Subject Access PRI-06 |Personal Data (PD) maintained in organizational systems of records. 10
with paragraph (d) of this section.
If the covered entity is unable to take an action required by Mechanisms exist to provide data subjects the ability to acoess their
paragraph (b)(2)()(4) or (B) of this section within the time Personal Data (PD) maintained in organizational systems of records.
§164.524(b)(2) i) N/A required by paragraph (b)(2)() of this section, as applicable, | Functional | Subset Of Data Subject Access PRI-06 10
the covered entity may extend the time for such actions by no
more than 30 days. provided that:
The covered entity, within the time limit set by paragraph Mechanisms exist to provide data subjects the ability to access their
(b)(2)(i) of this section, as applicable, provides the individual Personal Data (PD) maintained in organizational systems of records.
§164.524(5)(2)(i)(A) N/A with a written statement of the reasons for the delay and the | Functional | Subset Of Data Subject Access PRI-06 10
date by which the covered entity will complete its action on the
reauest: and
+164.524002)10E) A The Govered entity may have only one such extension of tme | ¢~ [ " Data Subject Acesss 06| Mechanisms exist to provide data subjects the abiliy to acoess their o
for action on a reauest for access. Personal Data (PD) in svstems of records.
Implementation | If the covered entity provides an individual with access, in Mechanisms exist to provide data subjects the ability to access their
§164.524(c) specifications: |whole or in part, to protected health information, the covered | Functional |  Subset Of Data Subject Access PRI-06 |Personal Data (PD) maintained in organizational systems of records. 10
Provision of access _|entity must comply with
The covered ontity must provide the access requested by Mechanisms exist to provide data subjects the abilty to access their
o o - Personal Data (PD) maintained in organizational systems of records.
including inspection or obtaining a copy, or both,
of the protected health information about them in designated
Providing the access |record sets. If the same protected health information that is
§164.524(c)(1) Functional | Subset Of Data Subject Access PRI-06 10
requested the subject of a request for access is maintainedin more than
one designated record set or at more than one location, the
covered entity need only produce the protected health
information once inresponse to a request for access.
§164.524(c)(2) ROMEHEEEESS |l oy Functional e N/A op  |FoerkEibEEFemicl N/A
requested
The covered entity must provide the individual with access to Mechanisms exist to export Personal Data (PD) in a structured, commonly
the protected health information in the form and format used and machine-readable format that allows the data subject to transmit
S1645240120) A requested by the individual, i itis readily producible insuch | [l Data Portabilty pri066 |the data to another controller without hindrance. 1o
form and format; or, if not, in a readable hard copy form or
such other form and format as agreed to by the covered entity
and the individual.
Notwithstanding paragrah (0)2)(1) of this soction f he Mechanisms exist to export Personal Data (PD) in a structured, commonly
used and machine-readable format that allows the data subject to transmit
protested health information that is the subject of a request for| "
° e the data to another controller without hindrance.
access is maintained in one or more designated record sets
electronically and if the individual requests an electronic copy
§164.524(c)(2)(ii) N/A of such information, the covered entity must provide the Functional Subset Of Data Portability PRI-06.6 10
individual with access to the protected health information in
the electronic form and format requested by the individual, if it
is readily producible in such form and format; or, if not, in a
readable electronic form and format as agreed to by the
covered entity and the individual.
The covered entity may provide the individual with a summary No applicable SCF control
of the protected health information requested, in lieu of o
§164.524(c)(2)(ii) N/A providing access to the protected health information ormay | Functional N/A N/A N/A
N . Relationship
provide an explanation of the protected health information to
which access has been provided, if:
R A The |nd|v‘\dua;:§rees‘madvance(o such a summary or Functional No A wa | Noapplicable SCF control A
PR WA The individual agrees in advance to the fees imposed, fany, by | ¢ o No WA WA BoiapelicabiS SChicontch WA
the covered entity for such summary or explanation. Relationship
§164.524(c)(3) UTREEMENEICT |fo o Functional e N/A op  |FoerkEibEEFemicl N/A
access
e covered entity must provide the access as requested by Mechanisms existto provide data subjects the abilty to access their
e Personal Data (PD) maintained in organizational systems of records.
the individual in a timely manner as required by paragraph
(b)(@) of this section, including arranging with the individual for
a convenient time and place to inspect or obtain a copy of the
§164.524(c)(3)() N/A protected health information, or mailing the copy of the Functional | Subset Of Data Subject Access PRI-06 10
protected health information at the individual's request. The
covered entity may discuss the scope, format, and other
aspects of the request for access with the individual as
necessary to facilitate the timely provision of access.
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If an individual's request for access directs the covered entity
to transmit the copy of protected health information directly to
another person designated by the individual, the covered entity

Mechanisms exist to provide data subjects the ability to access their
Personal Data (PD) maintained in organizational systems of records.

(optional)

5164.524(c)(3)(ii) N/A must provide the copy to the person designated by the Functional | Subset Of Data Subject Access PRI-06 10
individual. The individual's request must be in writing, signed
by the individual, and clearly identify the designated person
and where to send the copy of protected health information.
fthe individual requests a capy of the protacted hoalth Mechanisms exist to provide data subjects the abilty to access their
e o ation o auch Personal Data (PD) maintained in organizational systems of records.
5164.524(c)(4) Fees ! 1on or ag v or exp Functional | Subset Of Data Subject Access PRI-06 10
information, the covered entity may impose a reasonable, cost-
based fee, provided that the fee includes only the cost of:
Lobor for comyimg the rotacted heatth Iformation requasted Mechanisms exist to provide data subjects the ability to acoess their
5164.524(c)(4)(i) N/A pying the p d Functional | ~Subset Of Data Subject Access PRI-06 |Personal Data (PD) maintained in organizational systems of records. 10
by the individual, whether in paper or electronic form;
Supplies for creating the paper copy or electronic media if the Mechanisms exist to provide data subjects the ability to acoess their
§164.524(c)(4)(ii) NiA individual requests that the electronic copy be provided on Functional | Subset Of Data Subject Access PRI-06 |Personal Data (PD) maintained in organizational systems of records. 10
portable media:
£ 1605240000) A Postage, when the individual has requested the copy, or the runctionat | subsetor Dato Subjoct Avsoss 06| Mechanisms exist to provide data subjects the abiliy to access their o
summary or be mailed: and Personal Data (PD) in svstems of records.
Preparing an explanation or summary of the protected health Mechanisms exist to provide data subjects the ability to access their
§164.524(c)(4)(v) N/A i ion, if agreed to by the individual as required by Functional |  Subset Of Data Subject Access PRI-06 |Personal Data (PD) maintained in organizational systems of records. 10
()(2)(i) of this section.
Implementation | If the overed entity denies access, in whole or in part, to Mechanisms exist to provide data subjects the ability to access their
§164.524(d) specifications: Denial | protected health information, the covered entity must comply | Functional | Subset Of Data Subject Access PRI-06 |Personal Data (PD) maintained in organizational systems of records. 10
of access with the following
The covered entity must, to the extent possible, give the Mechanisms exist to provide data subjects the ability to access their
$164524(001) Makingother individual access to any other protected health information runctionat | subsetof Data Subject Access pRi0g | Personal Data (PD) maintained in organizational systems of records. o
after excluding health as
to which the covered entity has a ground to deny access.
The covered entity must provide a timely, written denial to the Mechanisms exist to provide data subjects the ability to access their
§164.524(c)(2) Denial individual, in accordance with paragraph (b)(2) of this section. | Functional | Subset Of Data Subject Access PRI-06 |Personal Data (PD) maintained in organizational systems of records. 10
The denial must be in plain language and contain:
Reject Unauthorized Disclosure Mechanisms exist to reject unauthorized disclosure requests.
§164.524()(2)() N/A The basis for the denial; Functional | ~Subset Of g uihortzed DISCIOSUTE | pRi-07.4 Sms exist to reject unauthorized disclosure requ 10
Reauests
Mech ist to reject unauthorized discls ts.
If applicable, a statement of the individual's review rights Aeject Unauthorized Disclosure lechanisms exist to reject unauthorized disclosure requests
§164.524(d)(2)(ii) N/A under paragraph (a)(4) of this section, including a description | Functional | Subset Of g P PRI07.4 10
of how the individual may exercise such review rights; and au
‘A description of how the individual may complain o the Mechanisms exist to reject unauthorized disclosure requests.
covered entity pursuant to the complaint procedures in §
164.530(d) or to the Secretary pursuant to the procedures in § Reject Unauthorized Disclosure
§164.524(d)(2 N/A Functional | Subset Of PRI07.4 10
(i) 160.306. The description must include the name, or title, and uneti . Requests
telephone number of the contact person or office designated in
§ 164.530(a)(1)(ii).
If the covered entity does not maintain the protected health Mechanisms exist to reject unauthorized disclosure requests.
information that s the subject of the individual’s request for Aejoct Unauthorized Disclosure
§164.524(d)(3) Otherresponsibility [access, and the covered entity knows where the requested Functional | Subset Of g e PRI07.4 10
is the covered entity must inform the d
individual where to direct the request for access.
fthe individual has requested a review of a denial andor Mechanisms exist to provide an organization-defined process for data
paragraph (a)4) of this seation, the covered antity must subjects to appeal an adverse decision and have incorrect information
amended.
designate a licensed health careprofessional, who was not
directly involved in the denial to review the decision to deny
access. The covered entity must promptly refer a requestfor
Aeview of denial | 7eView to such designated reviewing offcial. The designated
i i
§164.524(c)(4) ot reviewing official must determine, within a reasonable period | Functional |  Subset Of Appeal Adverse Decision PRI-06.3 10
a of time, whether or not to deny the access requested based on
the standards in paragraph (a)(3) of this section. The covered
entity must promptly provide written notice to the individual of
the determination of the designated reviewing official and take
other action as required by this section to carry out the
reviewing official’s
Implementation ) ) No applicable SCF control
Acovered ent td t the foll d retain th N
§164.524(c) specification: covered entity must document the following andretainthe | ¢, i) ° N/A N/A N/A
A documentation as required by § 164.530(): Relationship
T A The :?es\grmt;t:jrecord Sets that are subject to access by Fonctional No A W |Noapplicable SCF control A
The titles of the persons or office responsible for receiving and No No applicable SCF control
§164.524(¢)(2) N/A S o G B Functional ) N/A N/A PPl N/A
reauests for access bv
Amendment of o No applicable SCF control
§164.526 protected health | [no content] Functional N/A N/A N/A
Relationship
Standard: Right t N No applicable SCF control
§164.526(a) andard: Rightto /- ontent] Functional ° N/A N/A DEFTAELIDEe Gl N/A
amend
An individual has the right to have a covered entity amend ::f?_‘a”‘sms ex;s‘ to “‘L:‘i‘:f"”‘cal C‘:lm;mf o °°':°‘;e:°ga‘ Da‘i (°D)
atis inaccurate or outdated, incorrectly determined regarding impact, or
’ protested health information or a record about the individual in ) Updating & Correcting Personal
§164.526(a)(1 Right t d Functional | Subset Of DCH-22.1 . . 10
@1 ight to amen a designated record set for as long as the protected health unctional ubse Data (PD) incorrectly de-identified.
is inthe record set.
Mech st to establish and implement for:
Anindividual has the right to have a covered entity amend e B e by h
protected health information or a record about the individual in Correcting Inaccurate Personal (1) Data subjects to have inaccurate Personal Data (PD) maintained by the
§164.526(a)(1) Right to amend Functional | Subset Of PRI-06.1 |organization corrected or amended; and 10
a designated record set for as long as the protected health Data
: ° ! ) @)D or of PD to other authorized
is inthe record set.
users of the PD.
s individual has the right to have a covored antity amend Mechanisms exist to develop processes to dentify and record the method
under which Personal Data (PD) is updated and the frequency that such
§164.526(a)(1) Right toamend | Protected health information or a record about the individualin| - g oot [ ntersects With | Updating Personal Data (PD) PRI-12 dat 3
g g a designated record set for as long as the protected health pdating updates occur.
is inthe record set.
Mechanisms exist to establish and implement a process for:
A covered entity may deny an individual's request for ) (1) Data subjects to have inaccurate Personal Data (PD) maintained by the
Correcting Inaccurate Personal °
§164.526(a)(2) Denial of ifit that the protected health Functional |  Subset Of o PRI-06.1 |organization corrected or amended; and 10
information or record that is thesubject of the request: @)D or of PD to other authorized
users of the PD.
\as not ereated by the covered enity, anless the individual Mechanisms exist o establish and implement a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by the
) provides a reasonable basis to believe that the originator of ’ Correcting Inaccurate Personal
§164.526(a)(2)() N/A " ° " Functional | Subset Of PRI06.1 [organization corrected or amended; and 10
protected health information is no longer available to act on Data " " )
or of PD to other authorized
the requested amendment;
users of the PD.
Mechanisms exis to establish and implement a process for:
: (1) Data subjects to have inaccurate Personal Data (PD) maintained by the
Correcting Inaccurate Personal °
§164.526(a)(2)(ii) N/A I not part of the designated record set; Functional | Subset Of o PRI-06.1 |organization corrected or amended; and 10
(2D or of PD to other authorized
users of the PD.
Mechanisms exist to establish and implement a process for:
Gorecting Inaceurate Porsonal (1) Data subjects to have inaccurate Personal Data (PD) maintained by the
§164.526(a)(2)(ii) N/A Would not be available for inspection under § 164.524; or Functional | Subset Of B PRI06.1 |organization corrected or amended; and 10
() Di i or of PD to other authorized
users of the PD.
Mechanisms exist to establish and implement a process for:
: (1) Data subjects to have inaccurate Personal Data (PD) maintained by the
Correcting Inaccurate Personal °
§164.526(a)(2)(v) N/A Is accurate and complete. Functional | Subset Of o PRI-06.1 |organization corrected or amended; and 10
@)D or of PD to other authorized
users of the PD.
Implementation No applicable SCF control
specifications: No
5164.526(0) Requestsfor |[no content] Functional e N/A N/A N/A
’ Relationship
amendment and timely
action
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HIPAA Administrative Simplification

STRM
Relationship

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of
Relationship

version 2025.4
12/16/2025

Notes (optional)

Individual's request for

The covered entity must permit an individual to request that
the covered entity amend the protected health information
maintained in the designated record set. The covered entity

Updating & Correcting Personal

Mechanisms exist to utilize technical controls to correct Personal Data (PD)
that is inaccurate or outdated, incorrectly determined regarding impact, or
incorrectly de-identified.

(optional)

of any such information, with any subsequent disclosure of the
protected health information to which the disagreement
relates.

§164.526(b)(1) may require individuals to make requests for amendment in Functional | Subset Of DCH-22.1 10
amendment 4 Data (PD)
writing and to provide a reason to support a requested
amendment, provided that it informs individuals in advance of
such
The covered entity must permit an individual to request that Mechanisms exist to establish and implement a process for:
the covered entity amend the protected health information (1) Data subjects to have inaccurate Personal Data (PD) maintained by the
) maintained in the designated record set. The covered entity ) organization corrected or amended; and
Individual's request for ! Correcting Inaccurate Personal " " )
§164.526(b)(1) o a: may require individuals to make requests for amendment in Functional | Subset Of - PRI061 | (2)D or of PD to other authorized 10
writing and to provide a reason to support a requested users of the PD.
amendment, provided that it informs individuals in advance of
such
The covered entity must permit an individual to request that Mechanisms exist to develop processes to identify and record the method
the covered entity amend the protected health information under which Personal Data (PD) is updated and the frequency that such
) maintained in the designated record set. The covered entity updates occur.
Individual's request for ! )
§164.526(b)(1) o a: may require individuals to make requests for amendment in Functional |Intersects With| Updating Personal Data (PD) |  PRI-12 3
writing and to provide a reason to support a requested
amendment, provided that it informs individuals in advance of
such
Timely action by the No No applicable SCF control
§164.526(b)(2) Y Y [no content] Functional N N/A N/A PP N/A
covered entity
The covered entity must act on the individual's request for an Mechanisms exist to implement a process for receiving and responding to
§164.526(0)(2)() N/A amendment no later than 60 days after receipt of such a Functional | SubsetOf | UserFeedback Management | PRI-06.4  |complaints, concers or questions from data subjects about the 10
request. as follows. i data privacy practices.
If the covered entity grants the requested amendment, in Mechanisms exist to implement a process for receiving and responding to
§164.526(b)(2)()(A) N/A whole or in part, it must take the actions required by Functional | SubsetOf | UserFeedback Management | PRI-06.4  |complaints, concers or questions from data subjects about the 10
()(1) and (2) of this section. i data privacy practices.
If the covered entity denies the requested amendment, in Mechanisms exist to implement a process for receiving and responding to
§164.526(b)(2)()(B) N/A whole or in part, it must provide the individual with a written | Functional | SubsetOf | User Feedback Management | PRI-06.4 |complaints, concerns or questions from data subjects about the 10
denial.in with paragraph (d)(1) of this section. i data privacy practices.
If the covered entity is unable to act on the amendment within Mechanisms exist to implement a process for receiving and responding to
the ti ired b h (b)(2)i) of this section, th \
$ 16452600201 A  time required by paragraph (b)(2)() of this section, the Functional | SubsotOf | User Feodback Managoment | PRL.0G.4 |COMPIaINts, concens or questions from data subjects about the 1o
covered entity may extend the time for such action by no more organizational data privacy practices.
than 30 days. provided that:
The covered onity, within the time it sot by paragraph Mechanisms exist to implement a process for receiving and responding to
o e complaints, concerns or questions from data subjects about the
5164.526(b)(2)(i)(A) N/A (D)(2)() of this section, provides the individual with a written | ¢, yiona | SupsetOf | User Feedback Management | PRI-06.4 izational dat t 10
. i v -06. .
statement of the reasons for the delay and the date by which Y © oreanizational data privacy practices.
the covered entity will complete ts action on the request; and
o covared ontity may have only ome such extansion of tme Mechanisms exist to implement a process for receiving and responding to
§164.526(b)(2)1(i)(B) N/A ¥ Y may Y Functional Subset Of User Feedback Management | PRI-06.4 |complaints, concerns or questions from data subjects about the 10
for action on a request for an amendment.
data privacy practices.
i It \tatic
PSSO | et eny acepts e reauested amendment n ot oo hMec:amsms oistto not\!ya:edcled data subjects if their Personal Data (PD)
ifications: i recti .
§164.526(c) pecific: whole or in part, the covered entity must comply with the Functional Subset Of N PRI-0p.2 |"2%Deen corrected oramende 10
Accepting the ) Processing Change
following requirements.
The covered entity must make the appropriate amendment to Mechanisms exist to notify affected data subjects if their Personal Data (PD)
the protected health information or record that is the subject has been corrected or amended.
fth i dment by, at a minimun, identifying th Notice of Correction or
§164.526(c)(1) Making the amendment | °' e reduest for amendment by, at a minimum, identifyingthe| ¢ ooy Subset Of \ce of orrectl PRI-06.2 10
records in the designated record set that are affected by the Processing Change
amendment and appending o otherwise providing a link to the
location of the
Mech ist to notify affected data subjects if their Personal Data (PD)
In accordance with paragraph (b) of this section, the covered e iy g oo sublects [ hel Persenal Data (°D)
entity must timely inform the individual that the amendment is ‘as been corrected or amended.
accepted and obtain the individual's identification of and Notice of Correction or
§164.526(c)(2) Informing the individuat | %" in fheindvidua s idontticatt Functional | Subset Of o0 07 Domact! PRI-06.2 10
agreement to have the covered entity notify the relevant Processing Change
persons with which the amendment needs to be shared in
accordance with paragraph (c)(3) of this section.
£ 160526001) nforming athere | 178 SOVered entity must make reasonabl efforts o nformand | £ T Notice of Correction or o062 | Mechanisms exist to notify affected data subjects if their Personal Data (PD) o
provide the ithin a time to: Processing Change has been corrected or amended.
Persons identified by the individual as having received Notice of Gorrectionor Mechanisms exist to notify affected data subjeots if their Personal Data (PD)
§164.526(c)(3)) N/A protected health information about the individual and needing | Functional |  Subset Of ‘ PRI-06.2 |has been corrected or amended. 10
Processing Change
the and
Persons, including business associates, that the covered entity| Mechanisms exist to notify affected data subjeots if their Personal Data (PD)
knows have the protected health information that is the has been corrected or amended.
" ) Notice of Correction or
5164.526(c)(3)(ii) N/A subject of the amendment and that may have relied, or could | Functional | Subset Of P PRI06.2 10
foreseeably rely, on such information to the detriment of the 8 Chang
individual
Mech ist to implement for recei d ding
Implementation  [If the covered entity denies the requested amendment, in T o nnete
§164.526(d) specifications: Denying |whole or in part, the covered entity must comply with the Functional Subset Of User Feedback Management | PRI-06.4 |COMP\@inNts, concemns or questions from data subjects about the 10
organizational data privacy practices.
the amendment | following requirements.
The covered entity must provide the individual with a timely, Mechanisms exist to implement a process for receiving and responding to
§164.526(d)(1) Denial written denial, in accordance with paragraph (b)(2) of this Functional | SubsetOf | UserFeedback Management | PRI-06.4  |complaints, concers or questions from data subjects about the 10
section. The denial must use plain language and contain: i data privacy practices.
) ; Mechanisms exist to implement a process for receiving and responding to
The basis for the denial, d th h (a)(2) of
§164.526(d)(1)(i) N/A WZ s:::D:_'  denial, in accordance with paragraph (2)(2) of | oy Subset Of User Feedback Management | PRI-06.4 |complaints, concerns or questions from data subjects about the 10
. I data privacy practices.
The individual's right to submit a written statement disagreeing Mechanisms exist to implement a process for receiving and responding to
§164.526(d)(1)(ii) N/A with the denial and how the individual may file such a Functional | SubsetOf | UserFeedback Management | PRI-06.4 |complaints, concers or questions from data subjects about the 10
i data privacy practices.
Mech ist to implement for recei d ding
Astatement that, if the individual does not submit a statement ‘echanisms exist to implement a process for receiving and responding to
3 complaints, concerns or questions from data subjects about the
of disagreement, the individual may request that the covered o oo '
5 164.526(d)(1)(iii) N/A entity provide the individual's request for amendment and the | Functional Subset Of User Feedback Management | PRI-06.4 |°"8@nizational data privacy practices. 10
denial with any future disclosures of the protected health
information that is the subject of the amendment; and
A doscription of how the inividual may complain to the Mechanisms existto implement a process for receiving and responding to
complaints, concerns or questions from data subjects about the
covered entity pursuant to the complaint procedures organaationet ot ooy practies
o ettt i rivacy pr .
tablished in § 164.530(d) or to the Secret: tto th
§164.526(d)(1)(iv) N/A establishedin (d) orto the Secretary pursuanttothe | ¢ | ooy Subset Of User Feedback Management | PRI-06.4 10
in’§ 160.306. The must
include the name, or ttle, and telephone number of the
contact person or office designated in § 164.530(a)(1)(i).
The covered entity must permit the individual to submit to the Mechanisms exist to implement a process for receiving and responding to
Statementof | covered entity a written statement disagresing with the denial complaints, concems or questions from data subjects about the
§164.526(d)(2) ot |ofattorpartof a requested amendment and the basis of such | Functional | SubsetOf | User Feedback Management | PRI-06.4 |organizational data privacy practices. 10
8 disagreement. The covered entity may reasonably limit the
length of a statement of
The covered onity may prepare a witton rebuttal o the Mechanisms exist to implement a process for receiving and responding to
oo complaints, concerns or questions from data subjects about the
individual’s statement of disagreement. Whenever such a !
§164.526(c)(3) Rebuttal statement Functional | SubsetOf | UserFeedback Management | PRI-06.4 |organizational data privacy practices. 10
rebuttal is prepared, the covered entity must provide a copy to
the individual who submitted the statement of disagreement.
The covered entity must, as appropriate, identify the record or Mechanisms exist to implement a process for receiving and responding to
protested health information in the designated record set that complaints, concems or questions from data subjects about the
is the subject of the disputed amendment and append or organizational data privacy practices.
§164.526(c)(4) Recordkeeping | otherwise link the individual's request for an amendment, the | Functional | SubsetOf | UserFeedback Management | PRI-06.4 10
covered entity's denial of the request, the individual’s
statement of disagreement, if any, and the covered entity's
rebuttal. if any. to the record set.
A No No applicable SCF control
§164.526(d)(5) Future disclosures | [no content] Functional N N/A N/A PP N/A
If a statement of disagreement has been submitted by the Mechanisms exist to implement a process for receiving and responding to
individual, the covered entity must include the material complaints, concerns or questions from data subjects about the
appended in accordance with paragraph (d)(4) of this section, organizational data privacy practices.
§164.526(d)(5)1) N/A or, at the election of the covered entity, an accurate summary | Functional | SubsetOf | UserFeedback Management | PRI-06.4 10
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Notes (optional)

If the individual has not submitted a written statement of
disagreement, the covered entity must include the individual's
request for amendment and its denial, or an accurate

Mechanisms exist to implement a process for receiving and responding to
complaints, concerns or questions from data subjects about the
organizational data privacy practices.

(optional)

disclosed; and

available to the person named in the record, upon request.

§ 164.526(c)(5) i) NA summary of such information, with any subsequent disclosure | Functional | SubsetOf | UserFeedback Management | PRI-06.4 10
of the protected health information only if the individual has
requested such action in accordance with paragraph (d)(1)(i)
of this section.
When a subsequent disclosure described in paragraph (d)(5)(i) Mechanisms exist to implement a process for receiving and responding to
or ii of this section is made using a standard transaction complaints, concems or questions from data subjects about the
under part 162 of this subchapter that does not permit the organizational data privacy practices.
§164.526(c)(5)(ii) NA additional material to be included with the disclosure, the Functional | SubsetOf | UserFeedbackManagement | PRI-06.4 10
covered entity may separately transmit the material required
by paragraph (d)(5)(i) or (i) of this section, as applicable, to
the recipient of the standard
A covered ntitythat s informad by another covered entiy of Mechanisms exist to develop processes to dentify and record the method
Implementation ¢ under which Personal Data (PD) is updated and the frequency that such
oo, |an amendment to an individual's protected heath informaion, o
§164.526(e) P N in accordance with paragraph (c)(3) of this section, must Functional | Intersects With| Updating Personal Data (PD) PRI-12 | UPdates oceur. 3
amend the protected health information in designated record
amendment
sets as provided by paragraph (c)(1) of this section.
A covered entitythat s informed by another covered entiy of Mechanisms exist to implement a process for receiving and responding to
Implementation e : ) complaints, concerns or questions from data subjects about the
e aeione. |7 amendment to an individual's protected heaith information, o oo '
§164.526(¢) P o motions of in accordance with paragraph (c)(3) of this section, must Functional Subset Of User Feedback Management | PRI-06.4 |°82n12ational data privacy practices. 10
amend the protected health information in designated record
amendment
sets as provided by paragraph (c)(1) of this section.
mplomentation | A-cOVered entity must document the fites ofthe persons or Mechanisms exist to implement a process for receiving and responding to
offices responsible for receiving and processing requests fo laints, tions from data subjects about th
§164.526(f) specification: ices responsible for recelving and processing requests for Functional Subset Of User Feedback Management | PRI-0.4 | COMP\aInNts, concemns orquestions from data subjects about the 10
by individuals and retain the as organizational data privacy practices.
Documentation
required by § 164.530().
mplomentation | A-covered enity must document the fites ofthe persons or Mechanisms exist to develop processes to identify and record the method
offices responsible for receiving and processing requests fo der which Personal Data (PD) is updated and the f that such
§164.526(f) specification: ices responsible for recelving and processing requests for Functional | Intersects With| Updating Personal Data (PD) pRi-1z  |under which Personal Data (PD) is updated and the frequency that sucl 3
by individuals and retain the as updates occur.
Documentation
required by § 164.530().
‘Accounting of No applicable SCF control
disclosures of No
§164.528 ! [no content] Functional e N/A N/A N/A
protected health Relationship
‘Standard: Right to an No applicable SCF control
accounting of No
5164.528(a) disclosuresof |[no content] Functional e N/A N/A N/A
Relationship
protected health
‘Anindividual has a right to receive an accounting of Mechanisms exist to develop and maintain an accounting of disclosures of
discl f protected health information made b d
s 16452800101 A isclosures of protected health information made bya covered | | Accounting of Disclosures pRitaq |Personal Data (PD) held by the organization and make the accounting of 1o
entity in the six years prior to the date on which the accounting disclosures available to the person named in the record, upon request.
is reauested. excent for
o cormy out treatrment. payment and naatth care onerations as Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(a)(1)(i) N/A rowuga s renson pay! P Functional | ~Subset Of Accounting of Disclosures PRI-14.1 |Personal Data (PD) held by the organization and make the accounting of 10
P . available to the person named in the record. upon request.
) Mechanisms exist to develop and maintain an accounting of disclosures of
To individuals of protected health information about them as
§164.528(a)(1)(ii) N/A e s 10 500, Functional | Subset Of Accounting of Disclosures PRI-14.1 [Personal Data (PD) held by the organization and make the accounting of 10
P i available to the person named in the record. upon request.
oot 108 uas o dieclosure otharies permitied or reauired Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(a)(1)(ii) N/A P d Functional | Subset Of Accounting of Disclosures PRI-14.1 [Personal Data (PD) held by the organization and make the accounting of 10
by this subpart, as provided in § 164.502;
available to the person named in the record. upon reauest.
Mechanisms exist to develop and maintain an accounting of disclosures of
5164.528(a)(1)(iv) N/A Pursuant to an authorization as provided in § 164.508; Functional | Subset Of Accounting of Disclosures PRI-14.1 [Personal Data (PD) held by the organization and make the accounting of 10
available to the person named in the record. upon reauest.
For the facility's directory or to persons involved in the, Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(a)(1)(v) N/A individuals care or other notification purposes as provided in§ | Functional |  Subset Of Accounting of Disclosures PRI-14.1 [Personal Data (PD) held by the organization and make the accounting of 10
164.510: available to the person named in the record. upon reauest.
o mational sacurity or itellizence raraces oe provided m 8 Mechanisms exist to develop and maintain an accounting of disclosures of
5164.528(a)(1)(vi) N/A Teasia: Y gence purp P Functional | ~Subset Of Accounting of Disclosures PRI-14.1 |Personal Data (PD) held by the organization and make the accounting of 10
- . available to the person named in the record. upon request.
- ) Mechanisms exist to develop and maintain an accounting of disclosures of
o To orlaw officials as ) :
5164.528(a)(1)(vi) N/A Functional | Subset Of Accounting of Disclosures PRI-14.1 [Personal Data (PD) held by the organization and make the accounting of 10
provided in § 164.512(k)(5);
available to the person named in the record. upon reauest.
) Mechanisms exist to develop and maintain an accounting of disclosures of
s part of a limited data set d ith § 164.514(e);
§164.528(a)(1) vili) N/A 5 partofalimited data setin accordance wi (e Functional Subset Of Accounting of Disclosures PRI-14.1 |Personal Data (PD) held by the organization and make the accounting of 10
v
available to the person named in the record. upon reauest.
ot scourred prior to the comptiance date for the covared Mechanisms exist to develop and maintain an accounting of disclosures of
5164.528(a)(1)(ix) N/A i P P Functional | Subset Of Accounting of Disclosures PRI-14.1 [Personal Data (PD) held by the organization and make the accounting of 10
v available to the person named in the record. upon reauest.
N No applicable SCF control
§164.528(a)(2) N/A [no content] Functional ° N/A N/A DEFTAELIDEe Gl N/A
The covered entity must temporarily suspend an individual's No applicable SCF control
right to receive an accounting of disclosures to a health
oversight agency or law enforcement official, as providedin §
164.512(d) or (f), respectively, for the time specified by such o
§164.528(a)(2)() N/A agency or official, if such agency or official provides the Functional | &0 N/A N/A N/A
covered entity with a written statement that such an P
accounting to the individual would be reasonably likely to
impede the agency's activities and specifying the time for
which sucha is required.
T A Ifthe agency oroffcial statement in paragraph (a)@)() of this | o No A W |Noapplicable SCF control A
section is made orally, the covered entity must:
N Document the statement, including the identity of the agenc No No applicable SCF control
§164.528(a)(2)(ii)(A) N/A ! J Y BNV | Fynctional ) N/A N/A PPl N/A
or official making
N A Temporarily suspend the individual's rght to an accountingof | No A W |Noapplicable SCF control A
subject to the and
Limit the temporary suspension to no longer than 30 days from No applicable SCF control
the date of the oral statement, unless a written statement No
§164.528(a)(2)1(i)(C N/A Functional N/A N/A N/A
EN2IC) pursuant to paragraph (a)(2)(i) of this section is submitted ! Relationship
during that time.
. No applicable SCF control
Anindividual may request an accounting of disclosures for a No
§164.528(a)(3) N/A Individuat may req ing Functional N N/A N/A N/A
period of time less than six years from the date of the request. Relationship
implementation Mechanisms exist to develop and maintain an accounting of disclosures of
The covered entity must provide the individual with a written Personal Data (PD) held by th ization and make th ting of
§164.528(b) specifications: Content ver ity must provide the Individual with & wri Functional Subset Of Accounting of Disclosures PRI-14,1 | ersonal Data (PD) held by the organization and make the accounting o 10
accounting that mests the following requirements. disclosures available to the person named in the record, upon request.
of the accounting
Excopt as otherwise provided by paragraph (o) of this section, Mechanisms existto develop and maintain an accounting of disclosuros of
) Personal Data (PD) held by the organization and make the accounting of
the accounting must include disclosures of protected health i B, e
information that occurred during the six years (or such shorter isclosures available to the person named in the fecord, upon request.
§164.528(b)(1) N/A time period at the request of the individual as provided in Functional | Subset Of Accounting of Disclosures PRI-14.1 10
paragraph (a)(3) of this section) prior to the date of the request
for an accounting, including disclosures to or by business
associates of the covered entity.
Mechanisms exist to develop and maintain an accounting of disclosures of
Except as otherwise provided by paragraphs (b)(3) or (b)(4) of
§164.528(b)(2) N/A HCep rwise provided by paragraphs (b)(3) or (b)(4) Functional Subset Of Accounting of Disclosures PRI-14.1 |Personal Data (PD) held by the organization and make the accounting of 10
this section, the accounting must include for each disclosure:
available to the person named in the record, upon request.
Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(0)(2)() N/A The date of the disclosure; Functional | Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) held by the organization and make the accounting of 10
available to the person named in the record, upon request.
The name of the entity or person who received the protected Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(b)(2) (i) N/A health information and, if known, the address of such entity or | Functional | Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) held by the organization and make the accounting of 10
person; available to the person named in the record, upon reauest.
A brict deseriotion of the protocted eatth mformation Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(b)(2) (i) N/A P P Functional | Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) held by the organization and make the accounting of 10
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Notes (optional)

A brief statement of the purpose of the disclosure that
reasonably informs the individual of the basis for the

Mechanisms exist to develop and maintain an accounting of disclosures of
Personal Data (PD) held by the organization and make the accounting of

(optional)

Personnel designations

this section.

§164.528(6)(2)(iv) N/A disclosure or, in lieu of such statement, a copy of a written Functional | Subset Of Accounting of Disclosures PRI-14.1 disclosures available to the person named in the record, upon request. 10
request for a disclosure under §§ 164.502(a)(2)(i) or 164.512, f
any.
1, during the poriod covered by the accounting, the covered Mechanisms exist to develop and maintain an accounting of disclosures of
. e Personal Data (PD) held by the organization and make the accounting of
entity has made multiple disclosures of protected health
§164.528(b)(3) N/A information to the same person or entity for a single purpose Functional Subset Of Accounting of Disclosures pRI-14,1 |disclosures available to the person named in the record, upon request. 10
under §§ 164.502(a)(2)(i) or 164.512, the accounting may, with
respect to such multiple disclosures, provide:
Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(0)(3)() N/A The Information required by paragraph (b)(2) of this section for | - ¢\ siignal | supset of Accounting of Disclosures PRI-14.1  [Personal Data (PD) held by the organization and make the accounting of 10
the first disclosure during the accounting period;
available to the person named in the record, upon reauest.
he frequency. periodiciy,or namberof he disclosures made Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(b)(3) (i) N/A odietty: Functional |  Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) held by the organization and make the accounting of 10
during the accounting period; and
available to the person named in the record, upon reauest.
The date of the tastsuch disclosuro during the accounting Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(b)(3) (i) N/A poriod, Functional | Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) held by the organization and make the accounting of 10
available to the person named in the record, upon reauest.
§164.528(b)(4) N/A [no content] Functional b N/A | N/A
1f, during the period covered by the accounting, the covered Mechanisms exist to develop and maintain an accounting of disclosures of
entity has made disclosures of protected health information Personal Data (PD) held by the organization and make the accounting of
for a particular research purpose in accordance with § disclosures available to the person named in the record, upon request.
§164.528(b)(4)() N/A 164.512(i) for 50 or more individuals, the accounting may, with |  Functional |  Subset Of Accounting of Disclosures PRI-14.1 10
respect to such disclosures for which the protected health
information about the individual may have been included,
brovide:
Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(5)(4)()(A) N/A The name of the protocol or other research activity; Functional | Subset Of Accounting of Disclosures PRI-14.1 [Personal Data (PD) held by the organization and make the accounting of 10
available to the person named in the record. upon reauest.
'Adescription, in plain language, of the research protocol or Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(b)(4)()(B) N/A other research activity, including the purpose of the research | Functional | Subset Of Accounting of Disclosures PRI-14.1 [Personal Data (PD) held by the organization and make the accounting of 10
and the criteria for selecting particular records: available to the person named in the record. upon reauest.
) - - Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(b)(4)(i)(C) N/A 3‘2:'::6‘1&:2';:5::“ the type of protected health information | - ¢ oy Subset Of Accounting of Disclosures PRI-14.1 |Personal Data (PD) held by the organization and make the accounting of 10
. available to the person named in the record. upon request.
The date or period of time during which such disclosures Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(6)(4)(1)(D) N/A occurred, or may have occurred, including the date of the last | Functional | Subset Of Accounting of Disclosures PRI-14.1 [Personal Data (PD) held by the organization and make the accounting of 10
such disclosure during the period: available to the person named in the record. upon reauest.
The name, address, and telephone number of the entity that Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(b)(4)(1)(E) N/A sponsored the research and of the researcher to whom the Functional |  Subset Of Accounting of Disclosures PRI-14.1 [Personal Data (PD) held by the organization and make the accounting of 10
i was disclosed: and available to the person named in the record. upon reauest.
‘A statement that the protected health information of the Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(b)(4)(1)(F) N/A individual may or may not have been disclosed for a particular | Functional | Subset Of Accounting of Disclosures PRI-14.1 [Personal Data (PD) held by the organization and make the accounting of 10
brotocol or other research activity. available to the person named in the record. upon reauest.
If the covered entity provides an accounting for research Mechanisms exist to develop and maintain an accounting of disclosures of
disclosures, in accordance with paragraph (b)(4) of this Personal Data (PD) held by the organization and make the accounting of
section, and if it is reasonably likely that the protected health disclosures available to the person named in the record, upon request.
§164.528(b)(4) i) N/A information of the individual was disclosed for such research | Functional | Subset Of Accounting of Disclosures PRI-14.1 10
protocol or activity, the covered entity shall, at the request of
the individual, assist in contacting the entity that sponsored
the research and the
Implementation No applicable SCF control
§164.528(c) SRS |l ey Functional e N/A N/A N/A
Provision of the Relationship
The covered entity must act on the individual's request for an Mechanisms exis to develop and maintain an accounting of disclosures of
§164.528(c)(1) N/A accounting, no later than 60 days after receipt of such a Functional | Subset Of Accounting of Disclosures PRI-14.1 [Personal Data (PD) held by the organization and make the accounting of 10
reauest. as follows. available to the person named in the record. upon reauest.
_ ) - Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(c)(1)(i) N/A The covered entity must provide the individual with the Functional Subset Of Accounting of Disclosures PRI-14.1 |Personal Data (PD) held by the organization and make the accounting of 10
accounting requested; or
available to the person named in the record. upon reauest.
If the covered entity is unable to provide the accounting within Mechanisms exist to develop and maintain an accounting of disclosures of
5 164.528(0)(1)(1) A the time required by paragraph (c)(1) of this section, the runctional | subsetof Accountingof Disclosures pRitaq |Personal Data (PD) held by the organization and make the accounting of 1o
covered entity may extend the time to provide the accounting disclosures available to the person named in the record, upon request.
by no more than 30 davs. provided that:
The covered entity, within the time limit set by paragraph (c)(1) Mechanisms exist to develop and maintain an accounting of disclosures of
$ 16452806 1)A) A of this section, provides the individual with a written statement | [l Accountingof Disclosures pRitaq |Personal Data (PD) held by the organization and make the accounting of 10
of the reasons for the delay and the date by which the covered disclosures available to the person named in the record, upon request.
entity will provide the and
e covered enity may have ony ane such extensian of tme Mechanisms exist to develop and maintain an accounting of disclosures of
5164.528(c)(1)(ii)(B) N/A Functional | Subset Of Accounting of Disclosures PRI-14.1 [Personal Data (PD) held by the organization and make the accounting of 10
for action on a request for an accounting.
available to the person named in the record. upon reauest.
The covered entity must provide the first accounting to an Mechanisms exist to develop and maintain an accounting of disclosures of
individual in any 12 month period without charge. The covered Personal Data (PD) held by the organization and make the accounting of
entity may impose a reasonable, cost-based fee for each disclosures available to the person named in the record, upon request.
subsequent request for an accounting by the same individual
5164.528(c)(2) N/A within the 12 month period, provided that the covered entity | Functional | Subset Of Accounting of Disclosures PRI-14.1 10
informs the individual in advance of the fee and provides the
individual with an opportunity to withdraw or modify the
request for a subsequent accounting in order to avoid o
reduce the fee.
mplementation |t must document the following and rtain the Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(d) specification: ! ‘ " Functional | Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) held by the organization and make the accounting of 10
documentation as required by § 164.530():
D available to the person named in the record, upon reauest.
The information required to be included in an accounting under Mechanisms exist to develop and maintain an accounting of disclosures of
s 164.528(0)(1) VA paragraph (o) o this section for disclosures of protected Functional | Subsetof Accountingof Disclosures pRI14.1 | Personal Data (PD) held by the organization and make the accounting of o
health information that are subject to an accounting under disclosures available to the person named in the record, upon request.
(a) of this section:
Thewritten accounting that is provided o the incvidual undor Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(c)(2) N/A e seotion anc Functional | Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) held by the organization and make the accounting of 10
available to the person named in the record, upon reauest.
The tiles of the porsons or offices esponsible for receiing Mechanisms exist to develop and maintain an accounting of disclosures of
§164.528(c)(3) N/A ‘ Functional | Subset Of Accounting of Disclosures PRI-14.1 [Personal Data (PD) held by the organization and make the accounting of 10
and processing requests for an accounting by individuals.
available to the person named in the record, upon reauest.
§164.530 FEINERERD oo oy Functional (o N/A oS el N/A
§164.530(a) N/A [no content] Functional e N/A op  |FoerkEibEEFemicl N/A
O — Standard:Personel [\ Functional No A wa | Noapplicable SCF control A
‘A covered entity must designate a privacy official who is Mechanisms exist to facilitate the implementation and operation of data
§164.530(a)(1)() N/A for the and ofthe | Functional | SubsetOf Data Privacy Program PRI-O1  |privacy controls. 10
policies and of the entitv.
Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar role,
A covered entity must designate a privacy official who is with the authority, mission, accountability and resources to coordinate,
§164.530(a)(1)() N/A for the and ofthe | Functional | SubsetOf Chief Privacy Officer (CPO) | PRI-01.1 |develop andi licable data privacy and manage 10
policies and procedures of the entity. data privacy risks through the organization-wide data privacy program.
‘A covered entity must designate a contact person or office who Mechanisms exist to appoint a Data Protection Officer (DPO):
$164.530(@)1)(1) wa isresponsible for receiving complaints under this section and | [ oG 0p0) | pRIona | (1) Based on the basis of professional qualies; and o
whois able to provide further information about matters (2)To be involved in all issues related to the protection of personal data.
covered by the notice required by § 164.520.
Implementation | A covered entity must document the personnel designations in Mechanisms exist to manage personnel security risk by assigninga risk
5164.530(a)(2) specification: paragraph (a)(1) of this section as required by paragraph (j) of | Functional Equal Position Categorization HRs-0z |designation toall positions and establishing screening criteria for individuals 10
: filling those positions.
Personnel designations | this section.
Implementation  |A covered entity must document the personnel designations in exist to define roles & forall
§164.530(a)(2) specificatiof paragraph (a)(1) of this section as required by paragraph (j) of | Functional SubsetOf | Defined Roles & Responsibilities | HRs-03 | Persomnet 10
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(optional)

Secure Controls Framework (SCF)

FDE Name
Control Description

SCF Control

Focal Document Element (FDE) Description

Notes (optional)

Rationale Relationship

No No applicable SCF control
5§164.530(b) N/A [no content] Functional ) N/A N/A (et N/A
Mechanisms exist to ensure personnel receive recurring familiarization with
A covered entity must train all members of its workforce on the - o e o
policies and procedures with respect to protected health B © oreanization's cybersecurity and data protection policies and provide
Policy Familiarization & acknowledgement.
§164.530(b)(1) Standard: Training  |information required by this subpart and subpart D of this part,|  Functional | ~Subset Of oot HRS-05.7 10
as necessary and appropriate for the members of the ©
workforce to carry out their functions within the covered entity.
A covered entity must train all members of its workforce on the Mfi"ad”“sms exist to provide anddatap
policies and procedures with respect to protected health Rote-Based Gyborsecurity & Data e 'a‘”‘::' tothe syet . s duties:
§164.530(b)(1) Standard: Training | information required by this subpart and subpart D of this part,|  Functional Subset Of Nt Uy sar03 |(1) Beforeauthorizing access to the system or performing assigned duties; 10
Protection Training (2) When required by system changes; and
as necessary and appropriate for the members of the POV
workforce to carry out their functions within the covered entity. (8) Annually thereafter.
o emantation " No applicable SCF control
§164.530(b)(2) o " Ifno content] Functional N/A N/A N/A
specifications: Training Relationship
$164520012)0) A ‘A covered entity must provide training that meets the ronctionat | Subsator | CYPersecurity & Data Protection | ™ | Mechanisms exist to provide all mployees and contractors appropriate o
of paragraph (b)(1) of this section, as follows: Awareness Training education and training that is relevant for their job funotion.
To each member of the covered entity's workforce by no late Cybersecurity & Data Protection Mechanisms exist to provide all employees and contractors appropriate
§164.530(b)(2)(1}(A) N/A o vered entity's worklorce by " | Functional | subsetor | YPerSECUIY  Protect! SAT-02 isms exist to provide all employ ractors appropri 10
than the date for the covered entitv: Awareness Training education and training that is relevant for their iob function.
Thereafter, to each new member of the workforce withina Mechanisms exist to provide all employees and contractors appropriate
! Cybersecurity & Data Protection
§164.530(b)(2)()(B) N/A period of time after the person joins the covered | Functional | Subset Of o SAT-02  |awareness education and training that is relevant for their job function. 10
entity's workforce: and ©
To each member of the covered entity's workforce whose Mechanisms exist to provide all mployees and contractors appropriate
functions are affected by a material change in the policies or awareness education and training that is relevant for their job function.
ocedures required by this subpart or subpart D of this part, Cybersecurity & Data Protection
§164.530(b)(2)(0)(C) N/A procedures required by this subpart or subpar °p Functional | Subsetof | Y SAT-02 10
within a reasonable period of time after the material change Awareness Training
becomes effective in accordance with paragraph (i) of this
section.
A covered entity must document that the training as described Mechanisms exist to provide all employees and contractors appropriate
! ument Cybersecurity & Data Protection ) - ' o ;
§164.530(b)(2) (i) N/A in paragraph (b)(2)(i) of this section has been provided, as Functional | Subset Of o SAT-02  |awareness education and training that is relevant for their job function. 10
required by paragraph (i) of this section. g
No No applicable SCF control
§164.530(c) N/A [no content] Functional N N/A N/A PPl N/A
‘A covered entity must have in place appropriate oy orecourty and Data Mechanisms exist to facilitate the implementation of cybersecurity and data
§164.530(c)(1) Standard: Safeguards |administrative, technical, and physical safeguards to protect | Functional | Subset Of Y Y GOV-01 | protection governance controls. 10
> ° Protection Governance Program
the privacy of protected health
N No applicable SCF control
§164.530(c)(2) N/A [no content] Functional ° N/A N/A DEFTAELIDEe Gl N/A
A covered ity must reasanably safoguard protected hoalth Mechanisms exist to facilitate the implementation of data protection
Implementation ;o 1 ation from any intentional or unintentional use or controls.
§164.530(c)(2)() specification: " many ) | Functional | subsetof Data Protection DCH-01 10
disclosure that is in violation of the standards, implementation
Safeguards
specifications or other requirements of this subpart.
Mech; ist t tect itive/r lated dat: h it stored.
\molomantation | \covered entity must reasonably safeguard protected health lechanisms exist to protect sensitive/regulated data whereverit s store
P information from any intentional or unintentional use or Sensitive / Regulated Data
§164.530(c)(2)() specification: Functional | Subset Of DCH-01.2 10
ey disclosure that is in violation of the standards, implementation Protection
@ specifications or other requirements of this subpart.
‘A covered entity must reasonably safeguard protected health Mechanisms exist to facilitate the implementation of identification and
nformation to limit incidental uses or disclosures made Identity & Access Management t controls.
§164.530(c)(2)(ii) N/A fnformat imitine uses ordisctosur Functional Subset Of i 8 |AC-01 | 3CCess management controls. 10
pursuant to an otherwise permitted or required use or 1AM
‘A covered entity must reasonably safeguard protected health Mechanisms exist to enforce Role-Based Access Control (RBAC) for
51645300201 A information to mit incidental uses or isclosures made Functional | intersocts witn|  Rote-Based Access Control 1ACg | Technology Assets, Applications, Services and/or Data (TAASD) to restrict .
pursuant to an otherwise permitted or required use or (RBAC) access to individuals assigned specific roles with legitimate business needs.
No No applicable SCF control
5§164.530(d) N/A [no content] Functional ) N/A N/A (et N/A
A covered entty must provid a process for individuals to Mechanisms exist to implement a process for receiving and responding to
il complaints, concerns or questions from data subjects about the
Standard: Gomplaint | Mak€ GomPlaints concerning the covered entitys policies and o oo '
5164.530(d)(1) othe co'veredpem required by this subpart and subpart D of this part | Functional Subset Of User Feedback Management | PRI-06.4 | °"8@nizational data privacy practices. 10
Y |or its compliance with such policies and procedures or the
requirements of this subpart or subpart D of this part.
I le tati
PN |, e by paraaph ) o i secton, s covredentty Mechanisms exist to |mpleme:( @ process f(or receivng abnd :zpondmg(o
ification:
5164.530(d)(2) P < must document all complaints received, and their disposition, | Functional Subset Of User Feedback Management | PRI-06.4 concerns or questions from data subjects about the 10
Documentationof  |{14") organizational data privacy practices.
No No applicable SCF control
§164.530(¢) N/A [no content] Functional N N/A N/A PPl N/A
'Acovered entity must have and apply appropriate sanctions Mechanisms exist to sanction personnel failing to comply with established
against members of its workforce who fail to comply with the security policies, standards and procedures.
privacy policies and procedures of the covered entity or the
equirements of this subpart or subpart D of this part. This
§164.530(¢)(1) Standard: Sanctions |09 'S subpart or subp s part. Thi Functional | Subset Of Personnel Sanctions HRS-07 10
standard does not apply to a member of the covered entity's
workforce with respect to actions that are covered by and that
meet the conditions of § 164.502(j) or paragraph (g)(2) of this
section.
Implementation ) e ; Mechanisms exist to facilitate the implementation of personnel seourity
s d by h () of this section, d entit Human R Securit
§164.530(e)(2) specificatior required by paragraph (j of this seotion, a covered entity Functional Subset Of uman Resources Security HRS-01  |controls. 10
b must document the sanctions that are applied, if any. Management
Mechanisms exist to cover:
A covered entity must mitigate, to the extent practicable, any (1) Preparation;
harmful effect that is known to the covered entity of a use or (2) Automated event detection or manual incident report intake;
§164.530(f) Standard: Mitigation of protected health inviolation of its Functional | Subset Of Incident Handling 1RO-02 | (3) Analysis; 10
policies and procedures or the requirements of this subpart by (4) Containment;
the covered entity or its business associate. (5) Eradication; and
(6) Recoverv.
Standard: Refraining " No applicable SCF control
§164.530(g) from intimidating or |A covered entity— Functional N/A N/A N/A
) Relationship
retaliatory acts
May not intimidate, threaten, coerce, discriminate against, or No applicable SCF control
take other retaliatory action against any individual for the
exercise by the individual of any right established, or for No
§164.530(2)(1) N/A ) ! iz . Functional N/A N/A N/A
participation in any process provided for, by this subpart or Relationship
subpart D of this part, including the filing of a complaint under
this section: and
Must refrain from intimidation and retaliation as provided in § No No applicable SCF control
§164.530(2)(2) N/A rom| ! ! 2 Functional ) N/A N/A (et N/A
160.316 of this
‘A covered entity may not require individuals to waive their No applicable SCF control
Standard: Waiver of | /E7tS tnder  160.306 ofthis subchapter, this subpart,or o
§164.530(h) e subpart D of this part, as a condition of the provision of Functional | &0 N/A N/A N/A
& treatment, payment, enrollment in a health plan, or eligibility D
for benefits.
No No applicable SCF control
§164.530() N/A [no content] Functional N N/A N/A PPl N/A
s covered onity must mplement poliies and procedures with Mechanisms exist to facmaxﬁme implementation of cybersecurity and data
respect to protected health information that are designed to protection governance controls.
comply with the standards, implementation specifications, or
other requirements of this subpart and subpart D of this part.
The poli d proced th bly designed,
Standard: Policies and | - PO\ c/¢® and procedures must be reasonably designe Cybersecurity and Data
§164.530(i)(1) taking into account the size and the type of activities that Functional | Subset Of GOV-01 10
procedures * ° Protection Governance Program
relate to protected health information undertaken by a covered
entity, to ensure such compliance. This standard is not to be
construed to permit or excuse an action that violates any other
standard, or other
of this subpart.
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Set Theory Relationship Mapping (STRM) HIPAA Administrative Simplification

Strength of
Relationship
(optional)

Secure Controls Framework (SCF)
Control Description

FDE Name

Focal Document Element (FDE) Description

SCF Control Notes (optional
Rationale  Relationship ontro! lotes (optional)

A covered entity must implement policies and procedures vith Mechanisms exist to facilitate the implementation and operation of data
respect to protected health information that are designed to privacy controls.
comply with the standards, implementation specifications, or
other requirements of this subpart and subpart D of this part.
v The policies and procedures must be reasonably designed,
5164.530()(1) s'a"d:":é:;lj‘g:s 219 | aking into account the size and the type of activities that Functional | Subset Of Data Privacy Program PRI-0T 10
relate to protected health information undertaken by a covered
entity, to ensure such compliance. This standard is not to be
construed to permit or excuse an action that violates any other
standard, i i or other
of this subpart.
s covered onity must mplement poliies and procedures with Mechanisms exist to facilitate the identification and implementation of
respect to protected health information that are designed to relevant statutory, regulatory and contractual controls.
comply with the standards, implementation specifications, or
other requirements of this subpart and subpart D of this part.
Standard: Poticies ang | THE Policies and procedures must be reasonably designed, Statutory, Rogulatory &
§164.530()(1) taking into account the size and the type of activities that Functional |  Subset Of cpLot 10
procedures * ° Contractual Compliance
relate to protected health information undertaken by a covered
entity, to ensure such compliance. This standard is not to be
construed to permit or excuse an action that violates any other
standard, or other
of this subpart.
Standard: Changes to o No applicable SCF control
§164.530()(2) policies and [no content] Functional e N/A N/A N/A
Relationship
s covered ontity must change ts policies and pracedures as Mechanisms exist o raview the cybersecurity and data protecion program,
nosesaary and appreprints o carmply with chimgee i the (o, ) Periodic Roview & Update of including policies, standards and procedures, at planned intervals or if
5164.530(1)(2)() N/A necess A Functional | Subset Of Cybersecurity and Data GOV-03 [significant changes occur to ensure their continuing suitability, adequacy and 10
including the standards, requirements, and implementation
Protection Program effectiveness.
specifications of this subpart or subpart D of this part.
When a covered entity changes a privacy practice that is Mechanisms exist to review the oybersecurity and data protection program,
stated in the notice described in § 164.520, and makes including policies, standards and procedures, at planned intervals or if
corresponding changes toits policies and procedures, it may significant changes ocour to ensure their continuing sitability, adequacy and
make the changes effective for protected health information Periodic Review & Update of effectiveness.
§164.530()(2)1ii) N/A that it created or received prior to the effective date of the Functional | Subset Of Cybersecurity and Data GoV-03 10
notice revision, if the covered entity has, in accordance with § Protection Program
164.520(b)(1)(v)(C), included in the notice a statement
reservingits right to make such a change in its privacy
{ or.
A covered entity may make any other changes to policies and periodic Roviow & Updato of Mechanisms exist o review the cybersecurity and data protecion program,
& 164.53002)() VA procedures at any time, provided that the changes are Functional | subsetof Cybersaunity and Dot Gov.gg | metuding policies, standards and procedures, at planned intervls or i o
and in with paragraph . significant changes oceur to ensure their continuing suitability, adequacy and
Protection Program
()(5) of this section.
Whenever there is a change in law that necessitates a change Mechanisms exist to review the oybersecurity and data protection program,
to the covered entity's policies or procedures, the covered including policies, standards and procedures, at planned intervals or if
entity must promptly document and implement the revised significant changes oceur to ensure their continuing suitability, adequacy and
Implementation | policy or procedure. If the change in law materially affects the Periodic Review & Update of effectiveness.
§164.530()(3) specification: Changes [content of the notice required by § 164520, the covered entity | Functional | Subset Of Cybersecurity and Data Gov-03 10
inlaw must promptly make the appropriate revisions to the notice in Protection Program
accordance with § 164.520(b)(3). Nothing in this paragraph
may be used by a covered entity to excuse a failure to comply
with the law.
Implementation No applicable SCF control
specifications: o
§164.530()(4) Changes to privacy | [no content] Functional N/A N/A N/A
’ Relationship
practices stated in the
notice
e — A Toimplement a change as provided by paragraph ()@ of | ¢ No A wa | Noapplicable SCF control A
this section. a covered entity must:
Ensure that the policy or procedure, as revised to reflect a Mechanisms exist to facilitate the implementation and operation of data
$164520000) A changs in the covered entity's privacy practice as statedinits | o Data Privacy Program prior  |Privacy controls. 1o
notice, complies with the standards, requirements, and
i i ifications of this subpart:
£ 164.53000010®) A Document the policy or procedure, as revised, as required by | ¢ T Data Privacy Program omo1 | Mechanisms exist to facilitate the implementation and operation of data o
(i) of this section: and privacy controls.
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
withan and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
Revise the notice as required by § 164.520(b)(3) to state the expressing information about Personal Data (PD) processing n plain
changed practice and make the revised notice available as language that meets all legal obligations;
§164.530(1)(4)()(C) N/A required by § 164.520(c). The covered entity may not Functional | Subset Of Data Privacy Notice PRI-02 | (3) Define the scope of PD processing activities, including the geographic 10
implement a change to a policy or procedure prior to the locations and third-party recipients that process the PD within the scope of
effective date of the revised notice. the data privacy notice;
(4) Content of the privacy notice is periodically reviewed and updates made
as necessary; and
(5) Retain prior versions of the privacy notice, in accordance with data
retention
If covered antity has not reserved it ight under Mechanisms exis to restrict the use of Persanal Data (PD) to only the
164.520(EN(1W(C) w0 ehangs o privaey prastics that s stated authorized purpose(s) consistent with applicable laws, regulations and in
in the notice, the covered entity is bound by the privacy data privacy notices.
practices as stated in the notice with respect to protected Usage Restrictions of Sensitive
§164.530()(4)(i) N/A Functional | Subset Of PRI-05.4 10
health information created or received while such notice is in Personal Data
effect. A covered entity may change a privacy practice that is
stated in the notice, and the related policies and procedures,
without having reserved the right to do so, provided that:
I A Such change meets the mplementation specifications in Fonctional No A wa | Noapplicable SCF control A
4)()(A)-(C) of this section; and
Such change i effective only with respect to protected health Mechanisms exist to restrict the se of Personal Data (PD) to only the
§ ? Usage Restrictions of Sensitive . y ;
§164.530(1)(4)(i)(B) N/A information created or received after the effective date of the | Functional | Subset Of e oty PRI-05.4 |authorized purpose(s) consistent with applicable laws, regulations and in 10
notice. data privacy notices.
Implementation ] ) . Mechanisms exist to facilitate the implementation and operation of data
" A covered entity may change, at any time, a policy or
§164.530()(5) spec"‘f‘amni Changes | | - cedure that does not materially affect the content of the Functional Subset Of Data Privacy Program pRi.g7 |Privacy controls. 10
toother policies or | . ¢ required by § 164.520, provided that:
The policy or procedure, as revised, complies with the Mechanisms exist to facilitate the implementation and operation of data
§164.530()(5)11) N/A i and Functional | Subset Of Data Privacy Program PRI-0T [privacy controls. 10
of this subpart; and
Prior to the effective date of the change, the policy or Mechanisms exist to facilitate the implementation and operation of data
§164.530()(5)(i) N/A procedure, as revised, is documented as required by Functional | Subset Of Data Privacy Program PRI-0T [privacy controls. 10
(i) of this section.
§164.530() N/A [no content] Functional b N/A o | N/A
§164.530()(1) o SEILECH A covered entity must: Functional o N/A op  |FoerkEibEEFemicl N/A
Mechanisms exist to establish, maintain and disseminate cybersecurity and
$164.5300/(1)0) wa Maintainthe policies and procedures provided forin paragraph| p oo | o o | Publishing Oybersecurityand | o o et R 0 PR PEEECE o
(i) of this section in written or electronic form; Data Protection Documentation
If a communication is required by this subpart to be in writing, o No applicable SCF control
§164.530()(1)(i) N/A maintain such writing, or an electronic copy, as Functional e N/A N/A N/A
Relationship
and
If an action, activity, or designation is required by this subpart o No applicable SCF control
§164.530()(1) i) N/A o b documented, maintain a writtenor electronic recordof | Functional | i N/A N/A N/A
such action, activity, or
Maintain documentation sufficient to meet ts burden of proof No No applicable SCF control
§164.530()(1)(1v) N/A or 8 164 1001 Functional : N/A N/A N/A
implementation |/ COVered entity must retain the documentation required by Mechanisms exist to retain media and data in accordance with applicable
$1645200)2) apocioation: Retantion | PATAErP 0)1)ofthis section for sixyears from the date ofts | o |l Modia & Data Retention boH.1g |Stetuton, regulatory and contractual obligations. 1o
) creatin or the date when it last was in effect, whichever is
ater.
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FDE Name

Focal Document Element (FDE) Description

Rationale

HIPAA Administrative Simplification

SCF Control Secure Controls Framework (SCF)
Relationship Control Description

Strength of
Relationship

version 2025.4
12/16/2025

Notes (optional)

§164.530(k)

Standard: Group health
plans

[no content]

Functional

V.\lo ) N/A N/A No applicable SCF control

(optional)

N/A

§164.530(k)(1)

N/A

A group health plan is not subject to the standards or

in (a) through (f)
and (i) of this section. to the extent that:

Functional

N licable SCF control
- 0 applicable SCF control

N/A N/A
Relationship

N/A

§164.530(k)(1)(i)

N/A

The group health plan provides health benefits solely through
an insurance contract with a health insurance issuer or an
HMO: and

Functional

N licable SCF control
- 0 applicable SCF control

N/A N/A
Relationship

N/A

§164.530(k)(1)(ii)

N/A

The group health plan does not create or receive protected
health exceptfor:

Functional

No WA wa |Noapplicable SCF control

N/A

§164.530(Kk)(1)(1i)(A)

N/A

Summary health information as defined in § 164.504(a); or

Functional

V.\lo ) N/A N/A No applicable SCF control

N/A

§164.530(k)(1)(ii)(B)

N/A

Information on whether the individual is participating in the
group health plan, or s enrolled in or has disenrolled from a
health insurance issuer or HMO offered by the plan.

Functional

N licable SCF control
- 0 applicable SCF control

N/A N/A
Relationship

N/A

5164.530(K)(2)

N/A

Agroup health plan described in paragraph (K)(1) of this
section is subject to the standard and implementation

in paragraph (j) of this section only with respect
to plan documents amended in accordance with § 164.504().

Functional

No applicable SCF control

No

Relationship NA NA

N/A

§164.532

Transition provisions

[no content]

Functional

V.\lo ) N/A N/A No applicable SCF control

N/A

5§164.532(a)

Standard: Effect of prior
authorizations

Notwithstanding §§ 164.508 and 164.512(i), a covered entity
may use or disclose protected health information, consistent
with paragraphs (b) and (c) of this section, pursuant to an
authorization or other express legal permission obtained from
an individual permitting the use or disclosure of protected
health information, informed consent of the individual to
participate in research, a waiver of informed consent by an
IRB, or a waiver of authorization in accordance with §
164.512(i)(1)(i).

Functional

Mechanisms exist to restrict the disclosure of sensitive / regulated data to
authorized parties with a need to know.

Subset Of Disclosure of Information DCH-03.1

§164.532(a)

Standard: Effect of prior
authorizations

Notwithstanding §6 164.508 and 164.512(i), a covered entity
may use or disclose protected health information, consistent
with paragraphs (b) and (c) of this section, pursuant to an
authorization or other express legal permission obtained from
an individual permitting the use or disclosure of protected
health information, informed consent of the individual to
participate in research, a waiver of informed consent by an
IRB, or a waiver of authorization in accordance with §
164.512()(1)(i)..

Functional

Mechanisms exist to restrict the use of Personal Data (PD) to only the
authorized purpose(s) consistent with applicable laws, regulations and in
data privacy notices.

Usage Restrictions of Sensitive

Subset Of personal Data PRI-05.4

§164.532(b)

Implementation
specification: Effect of
prior authorization for
purposes other than
research

Notwithstanding any provisions in § 164.508, a covered entity
may use or disclose protected health information that it
created or received prior to the applicable compliance date of
this subpart pursuant to an authorization or other express
legal permission obtained from an individual prior to the
applicable compliance date of this subpart, provided that the
authorization o other express legal permission specifically
permits such use or disclosure and there is no agreed-to

in with § 164.522(a).

Functional

Mechanisms exist to restrict the disclosure of sensitive / regulated data to
authorized parties with a need to know.

Subset Of Disclosure of Information DCH-03.1

§164.532(b)

Implementation
specification: Effect of
prior authorization for
purposes other than
research

any provisions in § 164.508, a covered entity

may use or disclose protected health information that it
created or received prior to the applicable compliance date of
this subpart pursuant to an authorization or other express
legal permission obtained from an individual prior to the
applicable compliance date of this subpart, provided that the
authorization o other express legal permission specifically
permits such use or disclosure and there is no agreed-to

in with § 164.522(a).

Functional

Mechanisms exist to restrict the use of Personal Data (PD) to only the
authorized purpose(s) consistent with applicable laws, regulations and in
data privacy notices.

Usage Restrictions of Sensitive

Subset Of personal Data PRI-05.4

§164.532(c)

Notwithstanding any provisions in §§ 164.508 and 164.512(), a
covered entity may, to the extent allowed by one of the

specification: Effect of
prior for

following permissions, use or disclose, for research, protected
health information that it created or received either before or
after the applicabl, iance date of this subpart, provided

research

that there is no agreed-to restriction in accordance with §
164.522(a), and the covered entity has obtained, prior to the
applicable compliance date, either:

Functional

Mechanisms exist to restrict the disclosure of sensitive / regulated data to
authorized parties with a need to know.

Subset Of Disclosure of Information DCH-03.1

§164.532(c)

Notwithstanding any provisions in 88 164.508 and 164.512(1), a
covered entity may, to the extent allowed by one of the

specification: Effect of

following use or disclose, for research, protected
health information that it created or received either before or

prior for
research

after the applicabl, date of this subpart, provided
that there is no agreed-to restriction in accordance with §
164.522(a), and the covered entity has obtained, prior to the
applicable compliance date, either:

Functional

Mechanisms exist to restrict the use of Personal Data (PD) to only the
authorized purpose(s) consistent with applicable laws, regulations and in
data privacy notices.

Usage Restrictions of Sensitive

Subset Of personal Data PRI-05.4

§164.532(c)(1)

N/A

An authorization or other express legal permission from an
individual to use or disclose protected health information for
the research:

Functional

Mechanisms exist to restrict the disclosure of sensitive / regulated data to
Subset Of Disclosure of Information DCH-03.1 |authorized parties with a need to know.

§164.532(c)(2)

N/A

The informed consent of the individual to participate in the
research;

Functional

No WA wa |Noapplicable SCF control

N/A

§164.532(c)(3)

N/A

Awaiver, by an IRB, of informed consent for the research, in
accordance with 7 CFR 1c.116(d), 10 CFR 745.116(d), 14 CFR
1230.116(d), 15 CFR 27.116(c), 16 CFR 1028.116(d), 21 CFR
50.24, 22 CFR 225.116(c), 24 CFR 60.116(d), 28 CFR
46.116(d), 32 CFR 219.116(d), 34 CFR 97.116(d), 38 CFR
16.116(d), 40 CFR 26.116(d), 45 CFR 46.116(d), 45 CFR
690.116(d), or 49 CFR 11.116(d), provided that a covered entity
must obtain authorization in accordance with § 164.508 if,
after the compliance date, informed consent is sought from an
individual participating in the research; or

Functional

No applicable SCF control

No

Relationship N/A N/A

N/A

§164.532(c)(4)

N/A

Awaiver of authorization in accordance with § 164.512(i)(1)(i).

Functional

V.\lo ) N/A N/A No applicable SCF control

N/A

§164.532(d)

Standard: Effect of prior
contracts or other
arrangements with

business associates

any other provisions of this part, a covered
entity, or business associate with respect to a subcontractor,
may disclose protected health information to a business
associate and may allow a business associate to create,
receive, maintain, or transmit protected health information on
its behalf pursuant to a written contract or other written
arrangement with such business associate that does not
comply with §§ 164.308(b), 164.314(a), 164.502(¢), and
164.504(e), only in accordance with paragraph (e) of this
section.

Functional

Mechanisms exist to restrict the disclosure of sensitive / regulated data to
authorized parties with a need to know.

Subset Of Disclosure of Information DCH-03.1

§164.532(e)

Implementation
specification: Deemed

[no content]

Functional

N licable SCF control
- 0 applicable SCF control

N/A N/A
Relationship

N/A

§164.532(e)(1)

Qualification

other sections of this part, a covered entity, or|
business associate with respect to a subcontractor, is deemed
to be in compliance with the documentation and contract
requirements of 5 164.308(b), 164.314(a), 164.502(e), and
164.504(e), with respect to a particular business associate
relationship, for the time period set forth in paragraph (e)(2) of
this section, if:

Functional

No applicable SCF control

No

Relationship N/A N/A

N/A

§164.532(e)(1)(i)

N/A

Prior to January 25, 2013, such covered entity, or business
associate with respect to a subcontractor, has entered into
and is operating pursuant to a written contract or other written
arrangement with the business associate that complies with
the applicable provisions of §§ 164.314(a) or 164.504(e) that
were in effect on such date: and

Functional

No applicable SCF control

No

Relationship A A

N/A

§164.532(e)(1)(ii)

N/A

The contract or other arrangement is not renewed or modified
from March 26. 2013, until . 2013,

Functional

V.\lo ) N/A N/A No applicable SCF control

N/A

(Slolc)
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Strength of
Secure Controls Framework (SCF) &

FDE Name Focal Document Element (FDE) Description SCF Control Relationship Notes (optional)

Rationale Relationship Control Description

(optional)

A prior contract or other arrangement that meets the No applicable SCF control

Limited deemed N
§164.532(6)(2) imited deemed. 4 ification requirements in paragraph () of this section shall|  Functional o N/A N/A N/A
compliance period ; 5 Relationship
be deemed compliant until the earlier of:
. A The date such contract o other arrangement s renewed or Functional No A wa | Noapplicable SCF control A
modified on or after 23.2013:0r
N No applicable SCF control
§164.532(e)(2)(ii) N/A September 22, 2014. Functional © N/A N/A DEETAELIDEe Clie N/A
Nothing in this section shall alter the requirements of a No applicable SCF control
Coveredentity covered entity to comply with part 160, subpart C of this ; No
5164.532(6)(3) o subchapter and §§ 164.524, 164.526, 164.528, and 164.530(f) | Functional e N/A N/A N/A
responsibilities - : Relationship
with respect to protected health information held by
business associate.
If, prior to January 25, 2013, a covered entity has entered into No applicable SCF control
and is operating pursuant to a data use agreement with a
recipient of a limited data set that complies with § 164.514(),
oy Effect o pror data use [ notwithstanding & 164.502(a)(5)(i), the covered entity may Functional No A A A
agreements continue to disclose a limited data set pursuant to such Relationship
agreement in exchange for remuneration from or on behalf of
the recipient of the protected health information until the
carlier of:
e A The date such agreement is renewed or modified on or after Fonctional No A W |Noapplicable SCF control A
23,2013; or
N No applicable SCF control
§164.532(1)(2) N/A September 22, 2014. Functional o N/A N/A DA e R N/A
Compliance dates for No applicable SCF control
initial le tati N
§164.534 initialimplementation |, . tent] Functional ° N/A N/A N/A
of the privacy Relationship

standards

A covered health care provider must comply with the o No applicable SCF control

§164.534(a) Health care providers[applicable requirements ofthis subpart no later than Aprl 14, | Functional | oo o N/A N/A N/A

2003.
) ) No applicable SCF control
T Healthplana | ANealth plan must comply with the applicable requirements | No A A A
of this subpart no later than the following as applicable: Relationship
T Healthplans otherhan [~ Fonctional No A v |Noapplicable SCF control A
small health plans
§164.534(b)(2) Small health plans | April 14, 2004. Functional M N/A oS el N/A
) No applicable SCF control
§164.534(c) e s | IR EET (IEBEEIATIIED Functional e N/A N/A N/A
requirements of this subpart nolater than April 14, 2003. Relationship

(Slolc)
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