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N <oF Gontrot Secure Controls Framework (SCF) Strength of
Control Description ionshi
AC.L1-B.1.1la] N/A authorized users are identified; Functional | Intersects With Access Enforcement wow |1 e Logieal A 5
force Logial oo
AC.L1-B.1.116] N/A processes acting on behalf of authorized users are identified; Functional | Intersects With Access Enforcement wow |1 o Lotfcal Access 5
force Logial oo
T A devices (and other systerms) authorized to connect o the systemare | [ [ o o s LoglAccos 5
identified:
AC.L1-B.11(d] N/A system access is limited to authorized users; Functional | Intersects With Aocess Enforcement oz [Mecrener 1 Access 5
System access is limited to processes acting on behalf of authorized ]
AC.L1-B.1.I[e] N/A v P e Functional | Intersects With Access Enforcament 1Ac-20 oo the princinte of Aeast ol 5
Leors: and conformo theprincilo of cast rvlege:
o o fores Logiot oo
LB A system access is mited to authorized devices (including other ronctionat | mtersects witn o s Logia Ao 5
systems).
the types of transactions and functions that authorized users are
AC.L1-B.1.1a] N/A e Functional | Intersects With s " ot 5
permitted to execute are defined; and
system access is limited to the defined types of transactions and N "
AC.L1-B.1.1I[b] N/A ¥ op Functional Intersects With Ihc1s g 5
functions for authorized users.
Useof v Teohmotogy S ;
AC.L1-B.1.1lja] N/A connections to external systems are identified; Functional | Intersects With oeH13 | 5
Use of External Technology i Aud "
AC.L1-B.1.1b] N/A the use of external systems is identified; Functional | Intersects With . oeH-13 d 5
Services (TAAS) transmit data
Use of External Technology i Aud g
AC.L1-B.1.llc] N/A connestions to external systems are verified; Functional | Intersects With . oeH-13 d 5
Services (TAAS) vansmit data
Use of External Technology i Audh "
AC.L1-B.A.Id] N/A the use of external systems is verified; Functional | Intersects With . oeH-13 d 5
Services (TAAS) transmit data
Use of External Technology i Aud g
AC.L1-B.1.llfe] N/A connestions to external systems are controlled/limited; and Functional | Intersects With . oCH-13 d 5
Services (TAAS) vansmit data
Useof e Teohmotogy S -
AC.L1-B.1.1 N/A the use of external systems is controlled/limited. Functional | Intersects With oeH13 | 5
authorized to post or process information on publicl
AC.L1-B.1.IV[a] N/A post or b publiely Functional | Intersects With | Publcly Accessibie Content | DCH-15 5
svstems are identified:
ACL1-81.V[o] /A procedures to ensure [FCI)is not posted or processed on pUbliely | ¢ siionat | intorsects With | pubtetyAccessiteContent | DH15 B
systems are identified:
a review process s in place prior to posting of any content to publicl
AC.L1-B.1.IV[c] N/A P! place p posting of any Publicyl - nctionat Intersects With | Publicly Accessible Content DCHAS 5
svstems:
AC.L1-B.1IV[d] N/A content on publicly accessible systems is reviewed to ensure hatit | ¢ oiignat | intersects With | pubticlyAccessivloContent | 0CH-15 5
does not include [FCIl; and
mechanisms are in place to remove and address improper posting of
AC.L1-B.1.IV[e] N/A P! proper posting Functional Intersects With | Publicly Accessible Content DCHAS 5

[FCI.

Identfication & Authenticat
1A.L1-B.1.V[a] N/A system users are identified; Functional Intersects With | T oo &Authentieation 1 g6 5
for Organizational Users o

1A.L1-B.1.V[b] N/A processes acting on behalf of users are identified; and Functional Intersects With 1ac-20 oot privloge " 5

dontiication & Authentication
1A.L1-B.1.V[c] N/A devices accessing the system are identified. Functional Intersects With ';O';mmn‘aw‘m‘ ic-o2 of organizational 5

the identity of each user is authenticated or verified as a prerequisite entifcation & Authentication horize and
1A.L1-B.1.VI[a] N/A Y prereq Functional Intersects With | '@entification & Authenticat Inco2 of organizational 5
1o system access; for Organizationat Users e
oforganizatonal
the identity of each process acting on behalf of a user is entifcation & Authentication e
1A.L1-B.1.VI[b] N/A Y P! e Functional Intersects With | '@entification & Authenticat Ihco2 5
authenticated or verified as a prerequisite to system access; and for Organizationat Users
the identity of each device accessing or connecting to the system is entification & Authentication horize and
1AL1-B.1.VI[c] N/A Y 8 8 Vs Functional Intersects Wit | @entfication & Authenticat Inco2 of organizational 5
authenticated or verified as a prerequisite to system access. for Organiztionat Users o
system media containing [FCI] is sanitized or destroyed before o
MP.L1-B.1.VII[a) N/A 4 g [FCll ¥ Functional Intersects With | System Media Sanitization DCH-09 h 5
disposat and disposal, rlease out
system media containing [FCI]is sanitized before it is released for
MP.L1-B.1.VIl[b] N/A e slFel Functional | Intersects With | System Media Sanitization Doy |COmmene © 5
Pyl -
PE.L1-B.1.Vlllja] N/A authorized individuals allowed physical access are identified; Functional | Intersects With | prysical pesoz 5
Physica personnel
hysical access to organizational systems is limited to authorized
PE.L1-B.1.VIlI[b] N/A pny © v Functional | Intersects With | Physical Access Authorizations | PES-02 5
individuals; facility officially designated as publicly accessible).
Pyl »
hysical access to equipment is limited to authorized individuals; ’
PE.L1-B.1.VIll[c] N/A :nz auip Functional Intersects With | Physical pES02 5
Physica personnel
hysical access to operating environments is limited to authorized
PE.L1-B.1.VIII[d] N/A pny perating Functional | Intersects With | Physical Access Authorizations | PES-02 5
individuals. facility officially designated as publicly accessible).
Pyl
PE.L1-B.1.1X[a] N/A visitors are escorted; Functional | Intersects With |  prysica pesos [ 5
sublcty accossiblel.
PE.L1-B.1.IX[b] N/A visitor activity is monitored; Functional | Intersects With |  prysica pesaa |points) 5
pubicly accessibl
Physica
PE.L1-B.1.X[c] N/A audit logs of physical access are maintained; Functional | IntersectsWith |  prysica pesaa |points) 5
pubicly accessibl
Physica
PE.L1-B.1.1X[d] N/A physical access devices are identified; Functional | IntersectsWith |  rysica [ o 5
publicly accessible
P
PE.L1-B.1.1X[e] N/A physical access devices are controlled; and Functional | Intersects With |  prysica PS03 ' 5
publcty accessilel.
Py
PE.L1-B.1.IXIf] N/A physical access devices are managed. Functional | IntersectsWith |  rysica PS03 ' 5
publicly accessible
SC.L1-B.1.X(a] N/A the external system boundary s defined; Functional | Intersects With Boundary Protection NET03 5
SC.L1-B1X([b] N/A key internal system boundaries are defined; Functional | Intersects With Boundary Protsction NET-03 5
SC.L1-B.1.X(c] N/A communications are monitored at the external system boundary; Functional | Intersects With Boundary Protection NET-03 5
SC.L1-B1.X(d] N/A communications are monitored at key internal boundaries; Functional | Intersects With Boundary Protection NET-03 5
SC.L1-B.1.X(e] N/A communications are controlled at the external system boundary; Functional | Intersects With Boundary Protection NET-03 5
SC.LI1-BAX(f N/A are controlled at key internal boundaries; Functional | Intersects With Boundary Protection NET-03 5
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FDE Name Focal Document Element (FDE) Descr SCF Control Secure Controls Framework (SCF) SN
Control Desci R ionshi
SC.L1-8.1.X(g] N/A are protected at the external system boundary; and | Functional | Intersects With Boundary Protection NEr-03 ) 5
SC.L1-B1X(N] N/A communications are protected at key internal boundaries. Functional | Intersects With Boundary Protection NEr-03 ) 5

Network Segment
SC.L1-B.1.XI[a] N/A publicly accessible system components are identified; and Functional Intersects With etwork Segmentation NET06 |isolete t protect from 5
(macrosegementation)

ot
subnetworks for publicly accessible system components are Network Segmen
SC.L1-B.1.XI[b] N/A publicly 4 P Functional Intersects With etwork Segmentation NET-05  |isolate ' protectfrom 5
physically or logically separated from internal networks. (macrosegomentation) .
: - : o . ) Valnerabilty & Patch managomant controts.
SLL1-B.1.Xl[a] N/A the time within which to identify system flaws is specified; Functional | Intersects With vem.or 5

Management Program (VPMP)

Vulnerabilty & Patch
SI.L1-B.1.X1I[b] N/A system flaws are identified within the specified time frame; Functional Intersects With uineraby & Parc VPM-01 [ management controls. 5
Management Program (VPMP)

. Vulnerabilty & Patch y U
SI.L1-B.1.XIl[c] N/A the time within which to report system flaws is specified; Functional Intersects With |\ eogram (PvP) VPM-01 [ management controls. 5

. Vulnerabilty & Patch y U
SI.L1-B.1.XII[d] N/A system flaws are reported within the specified time frame; Functional Intersects With | erogram (PvP) VPM-01 [ management controls. 5

Vulnerabilty & Patch
SI.L1-B.1.Xll[e] N/A the time within which to correct system flaws is specified; and Functional Intersects With uinereby & Parc VPM-01 [ management controls. 5
Management Program (VPMP)

Vulnerabilty & Patch
SI.L1-B.1.X1I[1] N/A system flaws are corrected within the specified time frame. Functional Intersects With uineraniiy & Pare VPM-01 [ management controls. 5
Management Program (VPMP)

S XIIa] WA :::\gna(ed locations for malicious code protection are identified; cunctional | Intersects With oo v | e o R
SILL1-B.1.X1I[b] N/A protection from malicious code at designated locations is provided. |  Functional | Intersects With | " CMSWE] EEYRN i 5
malicious code protection mechanisms are updated when new ) ) Automatic Antimalware d T
L1-B.1 END-04.1
SI.L1-B.1.XIV[a] N/A [ Functional | Intersects With e amaturs dofinions. 5
SIL1-B.1.XV[a] N/A the frequency for malicious code scans is defined; Functional | Intersects With o END-04 5
SLL1-B.1.XV[b] N/A malicious code scans are performed with the defined frequency; and|  Functional Intersects Witn | "% CMSWE] END-04 | eicios sod, 5

ensure that anti-
real-time malicious code scans of files from external sources as files
SI.L1-B.1.XV[c] N/A Functional Intersects With Always On Protection END-04.7 5

are downloaded, opened, or executed are performed.

imited time period.
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