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FDE Name Focal Document Element (FDE) Description BUL SULLY SCF Control B R Ci e i el (Ee0R) Strength of
Rationale  Relationship Control Description Relationship
Privacy and security of o
155.260 personally identifiable N/A Functional N/A N/A N/A N/A No requirements to map to.
Relationship
155.260(a) C'ea;‘:;"ﬁf°l:e°f‘:”' use NA Functional No N/A N/A N/A NA No requirements to map to.
Where the Exchange creates or collects personally identifiable information
for the purposes of determining eligibility for enrollment in a qualified
health plan; determining eligibility for other insurance affordability
155.260(a)(1) WA programs, o5 defined in §155.300; or determiring elgibilty for exemptions | ¢ |y | Limiting Personal Data | o o - | Mechanisms exist to imit the disclosure of Personal Data (PD) to s
from the individual shared responsibility provisions in section 5000 of the (PD) Disclosures parties for the sole purpose for which the PD was obtained.
Code, the Exchange may only use or disclose such personally identifiable
information to the extent such information is necessary:
155.260(a)(1)(i) N/A For the Exchange to carry out the functions described in §155.200; Functional b N/A N/A N/A N/A No requirements to map to.
For the Exchange to carry out other functions not described in paragraph
- (@)(1)(i) of this section, which the Secretary determines to be in compliance Limiting Personal Data Mechanisms exist to limit the disclosure of Personal Data (PD) to
155.260(a)(1)(ii N/A with section 1411(g)(2)(A) of the Affordable Care Act and for which an Functional |Intersects With ) PRI-01.7 " ! 5
h (PD) Disclosures authorized parties for the sole purpose for which the PD was obtained.
individual provides consent for his or her information to be used or
disclosed: or
For the Exchange to carry out other functions not described in paragraphs
()(1)(0) and (i) of this section, for which an individual provides consent for
155260001} WA his or her information to be used or disclosed, and which the Secretary Functional | intersects witn| Miting PersonalData | o |Mechanisms exist to imit the disclosure of Personal Data (PD) to .
determines are in compliance with section 1411(g)(2)(A) of the Affordable (PD) Disclosures authorized parties for the sole purpose for which the PD was obtained.
Care Act under the following substantive and procedural requirements:
The Secretary may approve other uses and disclosures of personally
identifiable information created or collected as described in paragraph
(a)(1) of this section that are not described in paragraphs (a)(1)() or (i of
155 26001 Substantive this section, provided that HHS determines that the information will be Functional | intersects witn| LimitingPersonatData | o |Mechanisms exist to limit the disclosurre o Personal Data (PD) to s
requirements. used only for the purposes of and to the extent necessary in ensuring the (PD) Disclosures authorized parties for the sole purpose for which the PD was obtained.
efficient operation of the Exchange consistent with section 1411(g)(2)(4) of
the Affordable Care Act, and that the uses and disclosures are also
under relevant law and policv.
) To seek approval for a use or disclosure of personally identifiable
Procedural requirements ! )
information created or collected as described in paragraph (a)(1) of this
for approval of a use or No )
155.260(a)(1)(ii)(B) | section that is not described in paragraphs (a)(1)(i) or (i of this section, Functional N/A N/A N/A N/A No requirements to map to.
disclosure of personally g Relationship
the Exchange must submit the following information to HHS:
identifiable information.
155.260(a)(1)(iii)(B)(1) N/A Identity of the Exchange and appropriate contact persons; Functional b N/A N/A N/A N/A No requirements to map to.
Detailed description of the proposed use o disclosure, which must
[— WA include, but not necessarily be limited to, a listing or description of the Functional No WA WA WA WA R S
specific information to be used or disclosed and an identification of the Relationship
persons or entities that may access or receive the
Description of how the use or disclosure will ensure the efficient operation o
155.260(a)(1) (i) (B)(3) N/A of the Exchange consistent with section 1411(g)(2)(A) of the Affordable Functional | i ehip N/A N/A N/A N/A No requirements to map to.
Care Act; and
Description of how the information to be used or disclosed will be o
155.260(a)(1)(ii)(B)(4) N/A protected in compliance with privacy and security standards that meetthe | - Functional | o N/A N/A N/A N/A No requirements to map to.
of this section or other relevant law. as
The Exchange may not create, collect, use, or disclose personally
155.260(a)(2) N/A identifiable information unless the creation, collection, use, or disclosure | Functional | Subset Of Limitations onUse | DCH-10,1 | "echanisms existto restrict the use and distribution of 10
sensitive/regulated data.
is consistent with this section.
The Exchange must establish and implement privacy and security Cybersecurity & Data
155.260(a)(3) N/A standards that are consistent with the following principles: Functional | SubsetOf | Protection Governance | GOv-01 |Hiechanisms exist to facilitate the implementation of cybersecurity and 10
data protection governance controls.
Program
The Exchange must establish and implement privacy and security Mechanisms exist to facilitate the implementation and operation of
155.26000)3) WA standards that are consistent with the following principles: Functional | Intersects ith|  Data privacy Program | pRi.g1 |32 Protection controls throughout the data fecycte to ensure al .
forms of Personal Data (PD) are processed lawfully, fairly and
Individuals should be provided with a simple and timely means to access exist to provide data subjects the ability to:
and obtain their personally identifiable information in a readable form and (1) Access their Personal Data (PD) that is being processed, stored and
format; shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
155.260(a)(3) i) Individual access. Functional | Subset Of Data Subject pRI-0p  |disposed: 10
Empowerment (3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Individuals should be provided with a timely means to dispute the Mechanisms exist to maintain a process for data subjects to appeal an
155 260(0)3)(i) Comection. accuracy o integityof their personally identiiable information and to Functional | Intersocts With | Appeal Adverse Decision | PRI-06.3 | 2dverse decision. s
have erroneous information corrected or to have a dispute documented if
their reauests are denied:
There should be openness and transparency about policies, procedures, Mechanisms exist to:
and technologies that directly affect individuals and/or their personally (1) Make data privacy notice(s) available to individuals upon first
identifiable information; i ith an organization and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
Openness and (3) Contain all necessary notice-related criteria required by applicable
155.260(a)(3)(ii) anmareney Functional Intersects With|  Data Privacy Notice PRI02 |statutory, regulatory and contractual obligations. 8
: (4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Individuals should be provided a reasonable opportunity and capability to Mechanisms exist to enable data subjects to authorize the collection,
make informed decisions about the collection, use, and disclosure of their receiving, processing, storage, transmission, sharing, updating and/or
personally identifiable information; disposal of their Personal Data (PD), where prior to collection the data
subject is provided with:
155.260(a)(3)(iv) Individual choice. Functional Subset Of Choice & Consent pri-og |(1) Plain language toillustrate the potential data privacy risks of the 10
authorization;
(2) Ameans for users to decline the authorization; and
(3) All necessary choice and consent-related criteria required by
applicable statutory, regulatory and contractual obligations.
Personally identifiable information should be created, collected, used, Mechanisms exist to restrict collecting, receiving, processing, storing,
and/or disclosed only to the extent necessary to accomplish a specified transmitting, sharing and/or updating Personal Data (PD) to:
Golloction, use, and _|PUTPOSE(s) and never to discriminate inappropriately; Usage Rostrictions of (1) The purpose(s) originally collected, consistent with the data privacy
156.260(a)(3)(v) Functional | Intersects With PRI-05.4  |notice(s); 8
disclosure limitations. Personal Data (PD) ; )
(2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
Persons and entities should take reasonable steps to ensure that Mechanisms exist to ensure the accuracy and relevance of Personal
personally identifiable information is complete, accurate, and up-to-date Personal Data (°D) Data (PD) throughout the information lifecycle by:
165.260(a)(3)(v)  [Data quality and integrty: to the extent nacessary fo the person's or entity’s intended purposes.and |~ Functional | Inersects with| ) P2 500 L0 | PRI05.2 | (1) Keeping PD up-to-date; and 5
has not been altered or destroyed in an unauthorized manner; (2) Remediating identified inaccuracies, as necessary.
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Persons and entities should take reasonable steps to ensure that
personally identifiable information is complete, accurate, and up-to-date

Updating & Correcting

Mechanisms exist to utilize technical controls to correct Personal Data
(PD) that s inaccurate or outdated, incorrectly determined regarding

the continued effectiveness of those controls in accordance with
paragraph (a)(5) of this section:

Requirements

reflecting the organization's needs to protect its Technology Assets,
Services and/or Data (TAASD).

155.260(@)(3)v) | Data quaity and integity. o the extent necessary for the person's o entit's intended purposes and | Functional [ Intersects With| “pc% M8 RIS | DCH-22.1 |impact, o incorrectly do-identifed. 5
has not been altered or destroyed in an unauthorized manner;
Persons and entities should take reasonable steps to ensure that Mechanisms exist to ensure the accuracy and relevance of Personal
personally identifiable information is complete, accurate, and up-to-date personal Data (D) Data (PD) throughout the information lifecycle by:
165.260(a)(3)(vi) [ Data quality and integity. | o the extent necessary for the persor’s o entity’s intended purposes and | Functional | Intersects With | > % @ PRI-05.2 | (1) Keeping PD up-to-date; and 5
has not been altered or destroyed in an unauthorized manner; v & ntegrity (2) Remediating identified inaccuracies, as necessary.
Pemi'a“yL e _shf“mdbeh"‘ ; “f’ ith o Security of Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
i "
155.260(a)(3)(vii) Safeguards. operational, a '"'"'s‘ i ‘("e' e; nical, andp y:‘m sa egt‘m stoensure | ¢ ctional Subset Of d o PRI-01.6 |and physical security safeguards that are sufficient and appropriately 10
integrity, an andto prevent or scoped to protect the confidentiality and integrity of the PD.
access. use. or and,
These principles should be implemented, and adherence assured, through Operationalizing Mechanisms exist to compel data and/or process owners to
s appropriate monitoring and other means and mathods should be nplace | ¢ PRERRRERE | operationalize cybersecurity and data protection practices for each .
to report and mitigate non-adherence and breaches. ° Technology Asset, Application and/or Service (TAAS) under their
Protection Practices
control.
These principles should be implemented, and adherence assured, through Cybersecurity & Data exist to provide a and data protection
155 i and other means and methods should be n place | Functional | Intersects With|  Protection Controls CPL02  |controls oversight function that reports to the organization's executive 5
to report and mitigate non-adherence and breaches. Oversight
These principles should be implemented, and achersnce assured, through Mechanisms exist to facilitate the implementation of enterprise-wide
185 i and other means and methods should be in place | Functional | Intersects With| Continuous Monitoring | MON-01 hant P P 5
monitoring controls.
to report and mitigate non-adherence and breaches.
For the purposes of implementing the principle desoribed in paragraph Mechanisms exist to facilitate the identification and implementation of
155.2606)(8) wa (a)(@)(vi) of this section, the Exchange must establish and implement Functional. | ntersectswith| StEUOD: Regulatory& | o o relevant statutory,regulatory and contractual controls. .
technical, and physical that are Contractual Compliance
with any laws (including this section) to ensure—
For the purposes of implementing the principle desoribed in paragraph Operationlizing Mechanisms exist to compel data and/or process owners fo
155.260a)(8) wa (a)(@)(vi) of this section, the Exchange must establish and implement Functional | subsetof Cyb:rsecunly cocta | Gov.gs |operationalize cybersecurity and data protection practices for each o
technical, and physical that are ° Technology Asset, Application and/or Service (TAAS) under their
Protection Practices
with any laws (including this section) to ensure— control.
For the purposes of implementing the principle desoribed in paragraph Mechanisms exist to compel data and/or process owners to select
155.260a)(0) wa (a)(@)(vi) of this section, the Exchange must establish and implement runctional | intersects with|  Setect Gontrols Gov.1s.1 | reauired cybersecurity and data protection controts for each s
technical, and physical that are Technology Asset, Application and/or Service (TAAS) under their
with any laws (including this section) to ensure— control.
For the purposes of implementing the principle desoribed in paragraph Mechanisms exist to compel data and/or process owners to implement
155.260a)(8) wa (a)(3)(vi) of this section, the Exchange must establish and implement Functional | ntersectsWith|  Implement Controls | GOv-15.2|Feqed cybersecurity and data protection controls for sach s
technical, and physical that are Technology Asset, Application and/or Service (TAAS) under their
with any laws (including this section) to ensure— control.
For the purposes of implementing the principle desoribed in paragraph Mechanisms exist to compel data and/or process owners to assess if
155.260a)(0) wa (a)(@3)(vi) of this section, the Exchange must establish and implement Functional | intersects with|  Assess Gontrots Gov1s.g|reauired cybersecurity and data protection controts for each s
technical, and physical that are Technology Asset, Application and/or Service (TAAS) under their control
with any laws (including this section) to ensure— are correctly and are operating as intended.
For;hefur'p&ses oft\mplf:\egnlgme prvnct\ple(d:f.c:bezw.n pa{agra;:h Authorize Teshnology Mechanisms efst:hxo compel data andf/or process owneri(o o(btam
155.260(a)(4) N/A (@)(3)(vi) of this section, the Exchange must establish and implement Functional ~[Intersects With| Assets, Applications | GOV-15.4 orthe use of eac] sset 3
technical, and physical that are Application and/or Service (TAAS) under their control.
) o B e ot and/or Services (TAAS)
with any laws (including this section) to ensure—
The integrity, and of personally Operationalizing Mechanisms exist to compel data and/or process owners fo
155.26010)) wa information created, collected, used, and/or disclosed by the Exchange; | L | Cyb:rsecunly cooa | covs i and data protection practices for each o
. Technology Asset, Application and/or Service (TAAS) under their
Protection Practices
control.
Personally identifiable information is only used by or disclosed to those Defining Access Mechanisms exist to explicitly define authorizations for specific
——— A authorized to receive or view it; Functional | ntersectswits|  Authorizationsfor | - lindividuats andor roles for logical and /or physical acoess to .
Sensitive / Regulated sensitive/regulated data.
Data
Personally identifiable information is only used by or disclosed to those data & Avsot Mechanisms exist to ensure data and assets are categorized in
155.260(2)(4)(i) N/A authorized to receive or view it; Functional ~ [Intersects With s DCH-02 |accordance with applicable statutory, regulatory and contractual 8
Personally identifiable information is only used by or disclosed to those Mechanisms exist to enforce Role-Based Access Control (RBAC) for
- WA authorized to receive or view it Functional | intersects witn|  Role-Based Access IAG.os | Technology Assets, Applications, Services and/or Data (TAASD) to .
Control (RBAC) restrict access to individuals assigned specific roles with legitimate
business needs.
Return information, as such term is defined by section 6103(b)(2) of the Operationalizing Mechanisms exist to compel data and/or process owners to
155.260(a)0)) wa Code, is kept confidential under section 6103 of the Code; Functional | subsetof Cyb:rsecunly cocta | Gov.gs |operationalize cybersecurity and data protection practices for each o
. Technology Asset, Application and/or Service (TAAS) under their
Protection Practices
control.
Personally identifiable information is protected against any reasonably Mechanisms exist to facilitate the implementation of data protection
155.260(a)(4)(v) N/A anticipated threats or hazards to the confidentiality, integrity, and Functional | Subset Of Data Protection DCH-01 | controls. 10
of such
Personally identifiable information is protected against any reasonably Mechanisms exist to facilitate the implementation of data protection
155.260(a)(4)(v) N/A i uses or of such that are not permitted | Functional | Subset Of Data Protection DCH-01 | controls. 10
o required by law: and
Personally identifiable information is securely destroyed or disposed of in Mechanisms exist to securely dispose of media when it is no longer
155.260(a)(4)(vi N/A an appropriate and reasonable manner and in accordance with retention |  Functional  [Intersects With| Physical Media Disposal | DCH-08 |required, using formal procedures. 8
Personally identifiable information is securely destroyed or disposed of in exist to sanitize system media with the strength and
155260041 wa an appropriate and reasonable manner and in accordance with retention | L | Systom Media oGH0g |Mtegrity commensurate with the classification or sensitivity of the .
schedules; Sanitization information prior to disposal, release out of organizational control or
release for reuse.
Personally identifiable information is securely destroyed or disposed of in Santization of Personat Mechanisms exist to facilitate the sanitization of Personal Data (PD).
155.260(a)(4)(vi N/A an appropriate and reasonable manner and in accordance with retention |  Functional [ Intersects With Dara (D) DCH-09.3 8
ThetExlchanie Tu{slﬂmon{\(or, ;_:ekno‘a-cauy ssess, ar:d up:at; ms se.:umyf periodic Roviow & Updato le;\sl to rivlewtrle s anddua(a prto(Tcnond
155.2600)(5) wa controls and related system risks to ensure the continued effestiveness of | | g o | o SRS program, ncluding policies, standards and procedures, at plarne o
those controls. intervals or if significant changes occur to ensure their continuing
Protection Program
adeauacy and
The Exchange must develop and utilize secure electronic interfaces when Mechanisms exist to develop, document and maintain secure baseline
hari Lly identifiable information electronically. Secure Baseline fo Assets, and/or Services
155.260(a)(6) N/A sharing personally identifiable information electronically Functional | Intersects With e Basel CFG-02 ' viee 8
Configurations (TAAS) that are consistent with industry-accepted system hardening
The Exchange must develop and utilize secure electronic interfaces when vt o ensure support for secure mteroperabily
155.260(2) (6 N/A hari Lly identifiable information electronically. Functional |Intersects With| " CLD-04 8
(@)(6) sharing personally identifiable information electronically. Interface (API) Security between with App Interfaces (APIs).
The Exchange must develop and utilize secure electronic interfaces when Transmission Ci exist to protect the of data
155.260(a)(6) N/A Erehange must deve op and utiize secure electr Functional  |Intersects With " > crv-03 [V sttop 8
sharing personally identifiable c being
‘Application to non- N
155.260(b) pplication to non N/A Functional o N/A N/A N/A N/A No requirements to map to.
Exchange entities—
A nonExchange entity is any individual or entity that: " No
155.260(b)(1) Non-Exchange entities. g Y is any individu v Functional N/A N/A N/A N/A No requirements to map to.
Gai t Ly identifiable information submitted t N
155.260(b)(1)(i) N/A ains access to personally identifiable information submitted to an Functional o N/A N/A N/A N/A No requirements to map to.
Exchange: or
Collects, uses, or discloses personally identifiable information gathered
directly i licants, qualified individuals, llees while that : No
155.260(b)(1)(ii N/A irectly from applicants, qualified individuals, or enroliees while tha Functional N/A N/A N/A N/A No requirements to map to.
individual or entity is performing functions agreed to with the Exchange. Relationship
Prior to any person or entity becoming a non-Exchange entity, Exchanges Mechanisms exist to require contractual requirements for
155.26002) wa must execute with the person or entity a contract or agreement that runctional | subsetor | THi-Panty Contract | ecurity and data protection s with thirc-parties, o
includes: Requirements reflecting the organization’s needs to protect its Technology Assets,
Services and/or Data (TAASD).
‘A description of the functions to be performed by the non-Exchange entity; Mechanisms exist to require contractual requirements for
Third-Party Contract and data protection ith third- )
155.260(b)(2)() N/A Functional | Subset Of re-rary TPM-05 ) protectt e Wi P 10
Requirements reflecting the organization's needs to protect its Technology Assets,
Services and/or Data (TAASD).
A binding the entity to comply with the privacy Mechanisms exist to require contractual requirements for
155.2600)(2)) A and security standards and obligations adopted in accordance with runctional | subsetor | THi-Panty Contract | ecurity and data protection s with tirc-p o
paragraph (b)(3) of this section, and specifically listing or incorporating Requirements reflecting the organization’s needs to protect its Technology Assets,
those privacy and security standards and Services and/or Data (TAASD).
A provision requiring the entity to monitor, Mechanisms exist to require contractual requirements for
155.2600)(2)) wa assess, and update its security controls and related system risks toensure | L || Third-pany Contract | o and data protection with third-p o
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A provision requiring the non-Exchange entity to inform the Exchange of any

Mechanisms exist to require contractual requirements for

per person or entity, per use or disclosure, consistent with the bases and
process for imposing civil penalties specified at §155.285, in addition to

other penalties that mav be prescribed bv law.

Relationship

h: init: tech L, Third-Party Contract and data protection ith third- )y
155.260(b)(2)(iv) N/A changein its echnical, or Functional | Subset Of ird-Party TPM-05 8 protecti s wi P 10
defined as material within the contract; and Requirements reflecting the organization’s needs to protect its Technology Assets,
Services and/or Data (TAASD).
A zr:vls;ont:‘hat requires the no:Excna:\getenzty © bvn: o m:wnsxlream R st o ensure and data protoction
155.260(b)(2)(v) N/A entities to the same privacy and security standards and obligations to Functional Subset Of TPM-05.2 |requirements are included in contracts that flow-down to applicable 10
which the non-Exchange entity has agreed in its contract or agreement with Requirements
sub-contractors and suppliers.
the Exchange.
When collection, use or disclosure is not otherwise required by law, the o
155.260(b)(3) N/A privacy and security standards to which an Exchange binds non-Exchange | Functional | 19 N/A N/A N/A N/A No requirements to map to.
entities must: D
Be consistent with the principles and requirements listed in paragraphs
155.2600)(3)) A (a)(1)through (6) o this section,including being atleast as protectiveas | ool Statutory, Regulatory & | ) o[ Mechanisms exis tofaciliate the dentifcation and implomentation of s
the standards the Exchange has established and implemented for itselfin Contractual Compliance relevant statutory, regulatory and contractual controls.
iance with paragraph (a)(3) of this section:
‘Comply with the requirements of paragraphs (c), (d), (), and (@) of this
Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
155.260(b)(3) (i) N/A section; and Functional | Intersects With utory, Regulatory CPL-01 1sms exi ! \dentificati Imp . 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
Take into specific consideration:
Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
155.260(b)(3)(ii) N/A Functional | Intersects With utory, Regulatory CPL-O1 isms ex ! (dentificati imp i 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
The environment in which the non-Exchange entity is operating;
Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
155.260(b)(3)(ii) (A) N/A Functional ~ [Intersects With| > 0+ o Regulatory cpLO1 oms ox ! dentificatt imp ! 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
Whether the standards are relevant and applicable to the non-Exchange
Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
155.260(b)(3)1iii)(B) N/A entity's duties and activities in connection with the Exchange; and Functional | Intersects With utory, Regulatory CcPLO1 isms ex 1 Identificati Imp 4 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
Any existing legal requirements to which the non-Exchange entity is bound
155.260(E)C) A in relation to its administrative, technical, and operational controls and Functional. | ntersects wits| SUton: Regutatory& | o 1 | Mechanisms exis o faciltate theidentification and implementation of s
practices, including but not limited to, its existing data handling and Contractual Compliance relevant statutory, regulatory and contractual controls.
brocesses and protocols.
The Exchange must ensure its workforce complies with the policies and Operationalizing Mechanisms exist to compel data and/or process owners fo
155.26000) Workdorce compliance, |Proeedures developed and implemented by the Exchange to complywith |t oo | o Cybzrsecumy cocta | Gov.is |operationalize cybersecurity and data protection practices for each o
this seotion. ° Technology Asset, Application and/or Service (TAAS) under their
Protection Practices
control.
The Exchange must ensure its workforce complies with the policies and st o roqureatl o o oot
155.260(c) Workforce developed and i by the Exchange to complywith | Functional | Intersects With| Terms of Employment | HRS-05 " 4 . ees an pRly 8
cybersecurity and data protection principles in their daily work.
this seotion.
Whtton potiotes and | Polieies and procedures regarding the creation collection, use, and Publishing Cybersecurity Mechanisms exist to establish, maintain and disseminate
155.260(c) pm:edu’es of personally i must, at minimum: Functional ~[Intersects With| & Data Protection GOV-02 | cybersecurity and data protection policies, standards and procedures. 5
- D
Whtton potiotes and | Pieies and procedures regarding the creation collection, use, and Publishing Cybersecurity Mechanisms exist to establish, maintain and disseminate
155.260(c) pm:edu’es of personally identifiable must, at minimum: Functional | Subset Of & Data Protection GOV-02 | cybersecurity and data protection policies, standards and procedures. 10
- D
Be inwriting, and available to the Secretary of HHS upon request; and Publishing Cybersecurity Mechanisms exist to establish, maintain and disseminate
155.260(d)(1) N/A Functional | SubsetOf & Data Protection GOV-02 | cybersecurity and data protection policies, standards and procedures. 10
D
Identify applicable law governing collection, use, and disclosure of Publishing Cybersecurity Mechanisms exist to establish, maintain and disseminate
155.260(d)(2) N/A personally identifiable information. Functional | SubsetOf & Data Protection GOV-02  |cybersecurity and data protection policies, standards and procedures. 10
D
Data '"T'_‘;"g f_;‘_":f'a_”;‘g a"i‘_"ge:i"(smf; 'a:'”:‘“e the s:a””g of nformation Sharing With Mechanisms exist to disclose Personal Data (PD) to third-parties only
rmation Shari
155.260(e) Data sharing. personally identifiable information between the Exchange and agencies Functional | Intersects With . e PRI-07  |for the purposes identified in the data privacy notice and with the 5
administering Medicaid, CHIP or the BHP for the exchange of eligibility Third Parties forth !
+ implicit or explicit consent of the data subject.
must:
Meet any applicable requirements described in this section;
Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
155.260(e)(1) N/A Functional | Intersects With utory, Regulatory CcPLO1 1Sms ex ! \dentificats imp . 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
Meet any applicable requirements described in section 1413(c)(1) and
Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
155.260(e)(2) N/A (C)(2) of the Affordable Care Act; Functional | Intersects With utory, Regulatory CcPLO1 1Sms ex ! \dentificats imp . 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
Be equal to or more stringent than the requirements for Medicaid programs
Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
155.260(e)(3) N/A under section 1942 of the Act; and Functional | Intersects With utory, Regulatory CcPLO1 1Sms ex ! \dentificats imp . 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
For those matching agreements that meet the definition of “matching
Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
155.260(e)(4) N/A program” under 5 U.S.C. 552a(a)(8), comply with 5 U.S.C. 552a(0). Functional | Intersects With utory, Regulatory CPL-01 1Sms ex ! \dentificats imp . 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
Compliance with the | WM information, as defined in section 6103(b)(2) of the Code, must be o
155.260(f) o Kept confidential and disclosed, used, and maintained only in accordance | Functional | 19 N/A N/A N/A N/A No requirements to map to.
) with section 6103 of the Code. P
‘Any person who knowingly and willfully uses or discloses information in
violation of section 1411(g) of the Affordable Care Act will be subject to a
Improper use and No
155.260(¢) pre puf CCMP of not more than $25,000 as adjusted annually under 45 CFR part 102 Co— o A o A e e e

(Slolc)
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