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(optional)
Processes and mechanisms for installing and maintainin System Hardening Through Mechanisms exist to develop, document and maintain secure
1.1 N/A . . g g Functional Intersects With y . . g . g CFG-02 baseline configurations for technology platforms that are 5
network security controls are defined and understood. Baseline Configurations . . .
consistent with industry-accepted system hardening standards.
Processes and mechanisms for installing and maintaining . Network Security Controls Mechanisms exist to develop, govern & update procedures to
1.1 N/A . . Functional Subset Of NET-01 . . . . 10
network security controls are defined and understood. (NSC) facilitate the implementation of Network Security Controls (NSC).
. . . . Mechanisms exist to implement and govern Access Control Lists
Processes and mechanisms for installing and maintaining . . Data Flow Enforcement - . . .
1.1 N/A . . Functional Intersects With . NET-04 (ACLs) to provide data flow enforcement that explicitly restrict 5
network security controls are defined and understood. Access Control Lists (ACLs) . . .
network traffic to only what is authorized.
Mechanisms exist to assess cybersecurity & data privacy controls
in system project development to determine the extent to which
Processes and mechanisms for installing and maintaining . . Cybersecurity & Data Privacy y proj . P . .
1.1 N/A . . Functional Intersects With . PRM-04 [the controls are implemented correctly, operating as intended 5
network security controls are defined and understood. In Project Management . . ; .
and producing the desired outcome with respect to meeting the
requirements.
Mechanisms exist to identify critical system components and
Processes and mechanisms for installing and maintainin Cybersecurity & Data Privac functions by performing a criticality analysis for critical systems,
1.1 N/A ) ) g g Functional Intersects With y . y o y PRM-05 yp g . y y ) o y ) ] 5
network security controls are defined and understood. Requirements Definition system components or services at pre-defined decision points in
the Secure Development Life Cycle (SDLC).
. . . s Centralized Management of Mechanisms exist to centrally-manage the organization-wide
Processes and mechanisms for installing and maintaining . . . . . . . .
1.1 N/A . . Functional Intersects With | Cybersecurity & Data Privacy SEA-01.1 [management and implementation of cybersecurity & data privacy 5
network security controls are defined and understood.
Controls controls and related processes.
All security policies and operational procedures that are
identified in Requirement 1 are: Expectations, controls, and oversight for meeting activities within
9 Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate P . . g g
= Documented. . . . . . . Requirement 1 are defined, understood, and adhered to by
1.1.1 N/A Functional Intersects With Data Protection GOV-02 |cybersecurity & data protection policies, standards and 5 . .
= Kept up to date. . affected personnel. All supporting activities are repeatable,
Documentation procedures. ) ) ,
= |[n use. consistently applied, and conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 1 are: L . Mechanisms exist to review the cybersecurity & data privacy Expectations, controls, and oversight for meeting activities within
Periodic Review & Update of . . . . .
= Documented. . . . program, including policies, standards and procedures, at Requirement 1 are defined, understood, and adhered to by
1.1.1 N/A Functional Intersects With Cybersecurity & Data GOV-03 . L . 5 . .
= Kept up to date. Protection Program planned intervals or if significant changes occur to ensure their affected personnel. All supporting activities are repeatable,
= [n use. g continuing suitability, adequacy and effectiveness. consistently applied, and conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 1 are: Expectations, controls, and oversight for meeting activities within
= Documented. . . . Mechanisms exist to facilitate the implementation of operational Requirement 1 are defined, understood, and adhered to by
1.1.1 N/A Functional Subset Of Operations Security OPS-01 . 10 . .
= Kept up to date. security controls. affected personnel. All supporting activities are repeatable,
= |[n use. consistently applied, and conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 1 are: Expectations, controls, and oversight for meeting activities within
a . . Mechanisms exist to identify and document Standardized P . . g g
= Documented. . . Standardized Operating . L . Requirement 1 are defined, understood, and adhered to by
1.1.1 N/A Functional Intersects With OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 . .
= Kept up to date. Procedures (SOP) . . affected personnel. All supporting activities are repeatable,
the proper execution of day-to-day / assigned tasks. . . ,
= [n use. consistently applied, and conform to management’s intent.
= Known to all affected parties.
Mechanisms exist to assign one or more qualified individuals with s . .
Rol q ibilities f p . tivities in R . ; Assi dCvb itv & Dat th L. q ; trall dinat Day-to-day responsibilities for performing all the activities in
oles and responsibilities for performing activities in Requiremen ssigne ersecuri ata e mission and resources to centrally-manage, coordinate, .
1.1.2 N/A P . P g q Functional Intersects With g . y ‘y' . GOV-04 . . y 'g . 5 Requirement 1 are allocated. Personnel are accountable for
1 are documented, assighed, and understood. Protection Responsibilities develop, implement and maintain an enterprise-wide . . .
) ) successful, continuous operation of these requirements.
cybersecurity & data protection program.
Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities 4 . yresp P g
1.1.2 N/A . Functional Intersects With I HRS-03 5 Requirement 1 are allocated. Personnel are accountable for
1 are documented, assigned, and understood. Responsibilities for all personnel. . . .
successful, continuous operation of these requirements.
S . C . Mechanisms exist to communicate with users about their roles Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . o . . .
1.1.2 N/A . Functional Intersects With User Awareness HRS-03.1 |and responsibilities to maintain a safe and secure working 5 Requirement 1 are allocated. Personnel are accountable for
1 are documented, assigned, and understood. . . . .
environment. successful, continuous operation of these requirements.
Mechanisms exist to provide role-based cybersecurity & data
privacy-related training:
Roles and responsibilities for performing activities in Requirement . . Role-Based Cybersecurity & (1) Before authorizing access to the system or performing
1.1.2 N/A . Functional Intersects With . . SAT-03 . . 5
1 are documented, assigned, and understood. Data Privacy Training assigned duties;
(2) When required by system changes; and
(3) Annually thereafter.
Mechanisms exist to provide specific training for privileged users
Roles and responsibilities for performing activities in Requirement . ) L L P P ) g . P g
1.1.2 N/A . Functional Intersects With Privileged Users SAT-03.5 [to ensure privileged users understand their unique roles and 5
1 are documented, assigned, and understood. o
responsibilities
. . o . Network Security Controls Mechanisms exist to develop, govern & update procedures to
1.2 N/A Network security controls (NSCs) are configured and maintained. Functional Subset Of NET-01 . . . . 10
(NSC) facilitate the implementation of Network Security Controls (NSC).
Mechanisms exist to facilitate the implementation of industry-
recognized cybersecurity & data privacy practices in the
1.2 N/A Network security controls (NSCs) are configured and maintained. Functional Subset Of Secure Engineering Principles SEA-01 g . 4 . y P . ¥P . 10
specification, design, development, implementation and
modification of systems and services.
Mechanisms exist to develop an enterprise architecture, aligned
with industry-recognized leading practices, with consideration for
. . . . . Alignment With Enterprise ry g . .g p .
1.2 N/A Network security controls (NSCs) are configured and maintained. Functional Intersects With Architecture SEA-02 cybersecurity & data privacy principles that addresses risk to 5
i u
organizational operations, assets, individuals, other
organizations.
Configuration standards for NSC rulesets are: . . o
= Defined System Hardening Through Mechanisms existto develop, document and maintain secure The way that NSCs are configured and operate are defined and
i .
1.2.1 N/A Functional Intersects With y . . g . g CFG-02 baseline configurations for technology platforms that are 5 . y . g P
= Implemented. Baseline Configurations . . . consistently applied.
L consistent with industry-accepted system hardening standards.
= Maintained.
Configuration standards for NSC rulesets are: .
= Defined Configure Systems, Mechanisms exist to configure systems utilized in high-risk areas The way that NSCs are configured and operate are defined and
i . -
1.2.1 N/A Functional [Intersects With| Components or Services for CFG-02.5 . o g y . . g 5 . y . g P
= Implemented. . . with more restrictive baseline configurations. consistently applied.
o High-Risk Areas
= Maintained.
Configuration standards for NSC rulesets are: . . . . .
Defined Mechanisms exist to facilitate the implementation of cloud h that NSC i dand ; defined and
= Defined. e way tha s are configured and operate are defined an
1.2.1 N/A Functional Subset Of Cloud Services CLD-01 management controls to ensure cloud instances are secure and 10 . y . g P
= Implemented. . . . consistently applied.
L in-line with industry practices.
= Maintained.
Configuration standards for NSC rulesets are:
= Defined. Mechanisms exist to monitor De-Militarized Zone (DMZ) network The way that NSCs are configured and operate are defined and
1.2.1 N/A ! Functional Intersects With DMZ Networks NET-08.1 ( ) 5 . y . g P
= Implemented. segments to separate untrusted networks from trusted networks. consistently applied.
= Maintained.
Configuration standards for NSC rulesets are: Mechanisms exist to implement security functions as a layered
= Defined. Defense-In-Depth (DiD structure minimizing interactions between layers of the design The way that NSCs are configured and operate are defined and
1.2.1 N/A ! Functional | Intersects With 1-Depth (DID) SEA-03 ucture minimizing | ! weentay Sien 5 ay . g P
= Implemented. Architecture and avoiding any dependence by lower layers on the functionality consistently applied.
= Maintained. or correctness of higher layers.
Configuration standards for NSC rulesets are: . . . .
Defined Net KS tati Mechanisms exist to ensure network architecture utilizes network h that NSC i dand ; defined and
= Defined. etwork Segmentation e way tha s are configured and operate are defined an
1.2.1 N/A Functional Intersects With g . NET-06 segmentation to isolate systems, applications and services that 5 . y . g P
= Implemented. (macrosegementation) . consistently applied.
L protections from other network resources.
= Maintained.
. ] . Changes to network connections and NSCs cannot result in
All changes to network connections and to configurations of Mechani ist to facilitate the i L tati fach i i i . L tati fi i
echanisms exist to facilitate the implementation of a change misconfiguration, implementation of insecure services, or
1.2.2 N/A NSCs are approved and managed in accordance with the change Functional Subset Of Change Management Program CHG-01 P g 10 g P .
. . management program. unauthorized network connections.
control process defined at Requirement 6.5.1.
. : . Changes to network connections and NSCs cannot result in
All changes to network connections and to configurations of Mechani istt the technical i i h . i i imol tati fi .
echanisms exist to govern the technical configuration change misconfiguration, implementation of insecure services, or
1.2.2 N/A NSCs are approved and managed in accordance with the change Functional |Intersects With | Configuration Change Control| CHG-02 g g g 5 g P .
. . control processes. unauthorized network connections.
control process defined at Requirement 6.5.1.
. . . Changes to network connections and NSCs cannot resultin
All changes to network connections and to configurations of Mechani istt hibit thorized ch L i i i . L tati fi i
echanisms exist to prohibit unauthorized changes, unless misconfiguration, implementation of insecure services, or
1.2.2 N/A NSCs are approved and managed in accordance with the change Functional Intersects With Prohibition Of Changes CHG-02.1 . P g 5 g b .
. . organization-approved change requests are received. unauthorized network connections.
control process defined at Requirement 6.5.1.
Mechanisms exist to maintain network architecture diagrams
that:
An accurate network diagram(s) is maintained that shows all Network Diagrams & Data (1) Contain sufficient detail to assess the security of the A representation of the boundaries between the CDE, all trusted
1.2.3 N/A connections between the CDE and other networks, including any Functional Intersects With Flow Diagrams (DFDs) AST-04 network's architecture; 5 networks, and all untrusted networks, is maintained and
wireless networks. g (2) Reflect the current architecture of the network environment; available.
and
(8) Document all sensitive/regulated data flows.
An accurate network diagram(s) is maintained that shows all Control Applicability Boundar Mechanisms exist to ensure control applicability is appropriately- A representation of the boundaries between the CDE, all trusted
i ili u
1.2.3 N/A connections between the CDE and other networks, including any Functional Intersects With Graphi ppl R y tati y AST-04.2 |determined for systems, applications, services and third parties 5 networks, and all untrusted networks, is maintained and
raphical Representation
wireless networks. P P by graphically representing applicable boundaries. available.
An accurate network diagram(s) is maintained that shows all Network Segmentation Mechanisms exist to ensure network architecture utilizes network A representation of the boundaries between the CDE, all trusted
1.2.3 N/A connections between the CDE and other networks, including any Functional Intersects With (macrosegementation) NET-06 segmentation to isolate systems, applications and services that 5 networks, and all untrusted networks, is maintained and
wireless networks. g protections from other network resources. available.
An accurate network diagram(s) is maintained that shows all . . . A representation of the boundaries between the CDE, all trusted
. . . . . Mechanisms exist to implement and manage a secure guest . .
1.2.3 N/A connections between the CDE and other networks, including any Functional Intersects With Guest Networks NET-02.2 network 5 networks, and all untrusted networks, is maintained and
wireless networks. ' available.
An accurate network diagram(s) is maintained that shows all . . . . A representation of the boundaries between the CDE, all trusted
. ] . . . Mechanisms exist to monitor De-Militarized Zone (DMZ) network . .
1.2.3 N/A connections between the CDE and other networks, including any Functional Intersects With DMZ Networks NET-08.1 5 networks, and all untrusted networks, is maintained and
ireless networks segments to separate untrusted networks from trusted networks. available
wi W . vai .
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Mechanisms exist to protect external and internal wireless links
An accurate network diagram(s) is maintained that shows all from signal parameter attacks through monitoring for A representation of the boundaries between the CDE, all trusted
1.2.3 N/A connections between the CDE and other networks, including any Functional Intersects With Wireless Link Protection NET-12.1 |unauthorized wireless connections, including scanning for networks, and all untrusted networks, is maintained and
wireless networks. unauthorized wireless access points and taking appropriate available.
action, if an unauthorized connection is discovered.
Mechanisms exist to maintain network architecture diagrams
that:
An accurate data-flow diagram(s) is maintained that meets the . L. . . . .
. . (1) Contain sufficient detail to assess the security of the A representation of all transmissions of account data between
following: . . Network Diagrams & Data . . L
1.2.4 N/A Functional Intersects With . AST-04 network's architecture; system components and across network segments is maintained
= Shows all account data flows across systems and networks. Flow Diagrams (DFDs) . . .
. (2) Reflect the current architecture of the network environment; and available.
= Updated as needed upon changes to the environment. and
(3) Document all sensitive/regulated data flows.
An accurate data-flow diagram(s) is maintained that meets the . . . - . L
. . Mechanisms exist to ensure network architecture utilizes network A representation of all transmissions of account data between
following: . . Network Segmentation . . L . . L
1.2.4 N/A Functional Intersects With . NET-06 segmentation to isolate systems, applications and services that system components and across network segments is maintained
= Shows all account data flows across systems and networks. (macrosegementation) . .
) protections from other network resources. and available.
= Updated as needed upon changes to the environment.
An accurate data-flow diagram(s) is maintained that meets the . L
followi Mechani istt tor De-Militarized 7. (DM2) net K A representation of all transmissions of account data between
ollowing: echanisms exist to monitor De-Militarized Zone networ
1.2.4 N/A g Functional Intersects With DMZ Networks NET-08.1 system components and across network segments is maintained
= Shows all account data flows across systems and networks. segments to separate untrusted networks from trusted networks. and available
= Updated as needed upon changes to the environment. )
An accurate data-flow diagram(s) is maintained that meets the Mechanisms exist to require the developers of systems, system . L.
. . . . . . A representation of all transmissions of account data between
following: . . Ports, Protocols & Services In components or services to identify early in the Secure . L.
1.2.4 N/A Functional Intersects With TDA-02.1 ) ) system components and across network segments is maintained
= Shows all account data flows across systems and networks. Use Development Life Cycle (SDLC), the functions, ports, protocols and available
= Updated as needed upon changes to the environment. and services intended for use. )
. . e Mechanisms exist to configure systems to provide only essential . . .
All services, protocols, and ports allowed are identified, . . . . . . g ‘y_ . P o y Unauthorized network traffic (services, protocols, or packets
1.2.5 N/A . . Functional Intersects With Least Functionality CFG-03 capabilities by specifically prohibiting or restricting the use of . .
approved, and have a defined business need. . destined for specific ports) cannot enter or leave the network.
ports, protocols, and/or services.
. . . . Mechanisms exist to ensure network architecture utilizes network . ) .
All services, protocols, and ports allowed are identified, . . Network Segmentation . . o . Unauthorized network traffic (services, protocols, or packets
1.2.5 N/A . . Functional Intersects With . NET-06 segmentation to isolate systems, applications and services that . .
approved, and have a defined business need. (macrosegementation) . destined for specific ports) cannot enter or leave the network.
protections from other network resources.
All services, protocols, and ports allowed are identified, . . Mechanisms exist to monitor De-Militarized Zone (DMZ) network Unauthorized network traffic (services, protocols, or packets
1.2.5 N/A . . Functional Intersects With DMZ Networks NET-08.1 . e
approved, and have a defined business need. segments to separate untrusted networks from trusted networks. destined for specific ports) cannot enter or leave the network.
Mechanisms exist to require process owners to identify,
All services, protocols, and ports allowed are identified, . . Identification & Justification of document and justify the business need for the ports, protocols Unauthorized network traffic (services, protocols, or packets
1.2.5 N/A P 1apors ¢ Functional | Intersects With : TDA-02.5 Justiy (e ports, p : W ( P P
approved, and have a defined business need. Ports, Protocols & Services and other services necessary to operate their technology destined for specific ports) cannot enter or leave the network.
solutions.
L Mechanisms exist to require External Service Providers (ESPs) to
All i t L d ts all d identified External Connectivity identify and d tthe busi df t t L d Unauthorized net k traffic ( i t L ket
services, protocols, and ports allowed are identified, . . . e identify and document the business need for ports, protocols an nauthorized network traffic (services, protocols, or packets
1.2.5 N/A P . P . Functional Intersects With | Requirements - Identification TPM-04.2 . . . . P P . . P P
approved, and have a defined business need. . other services it requires to operate its processes and destined for specific ports) cannot enter or leave the network.
of Ports, Protocols & Services .
technologies.
Security features are defined and implemented for all services, Svst Hardening Th h Mechanisms exist to develop, document and maintain secure The specific risks associated with the use of insecure services,
. stem Hardenin rou . . .
1.2.6 N/A protocols, and ports that are in use and considered to be Functional Intersects With ); line Confi g i g CFG-02 baseline configurations for technology platforms that are protocols, and ports are understood, assessed, and
) L aseline Configurations . L . . -
insecure, such that the risk is mitigated. g consistent with industry-accepted system hardening standards. appropriately mitigated.
Security features are defined and implemented for all services, . . . . . . . The specific risks associated with the use of insecure services,
. . . . Compensating Mechanisms exist to identify and implement compensating
1.2.6 N/A protocols, and ports that are in use and considered to be Functional [Intersects With RSK-06.2 . protocols, and ports are understood, assessed, and
. L Countermeasures countermeasures to reduce risk and exposure to threats. . .
insecure, such that the risk is mitigated. appropriately mitigated.
Security features are defined and implemented for all services, Insecure Ports. Protocols & Mechanisms exist to mitigate the risk associated with the use of The specific risks associated with the use of insecure services,
1.2.6 N/A protocols, and ports that are in use and considered to be Functional Intersects With Servi;es TDA-02.6 |insecure ports, protocols and services necessary to operate protocols, and ports are understood, assessed, and
insecure, such that the risk is mitigated. technology solutions. appropriately mitigated.
Security features are defined and implemented for all services, Network Segmentation Mechanisms exist to ensure network architecture utilizes network The specific risks associated with the use of insecure services,
1.2.6 N/A protocols, and ports that are in use and considered to be Functional Intersects With (macrosegementation) NET-06 segmentation to isolate systems, applications and services that protocols, and ports are understood, assessed, and
insecure, such that the risk is mitigated. g protections from other network resources. appropriately mitigated.
Security features are defined and implemented for all services, . . . . The specific risks associated with the use of insecure services,
Y . P . . . Mechanisms exist to monitor De-Militarized Zone (DMZ) network P
1.2.6 N/A protocols, and ports that are in use and considered to be Functional [Intersects With DMZ Networks NET-08.1 protocols, and ports are understood, assessed, and
) . . segments to separate untrusted networks from trusted networks. . .
insecure, such that the risk is mitigated. appropriately mitigated.
Security features are defined and implemented for all services, Mechanisms exist to configure systems to provide only essential The specific risks associated with the use of insecure services,
1.2.6 N/A protocols, and ports that are in use and considered to be Functional Intersects With Least Functionality CFG-03 capabilities by specifically prohibiting or restricting the use of protocols, and ports are understood, assessed, and
insecure, such that the risk is mitigated. ports, protocols, and/or services. appropriately mitigated.
Configurations of NSCs are reviewed at least once ever si Mechanisms exist to periodically review system configurations to NSC configurations that allow or restrict access to trusted
igurati view % iX
1.2.7 N/A g . . y Functional [Intersects With Periodic Review CFG-03.1 [identify and disable unnecessary and/or non-secure functions, networks are verified periodically to ensure that only authorized
months to confirm they are relevant and effective. . . . . . .
ports, protocols and services. connections with a current business justification are permitted.
. . . . . Mechanisms exist to ensure network architecture utilizes network NSC configurations that allow or restrict access to trusted
Configurations of NSCs are reviewed at least once every six . . Network Segmentation . . L . . L .
1.2.7 N/A . . Functional Intersects With . NET-06 segmentation to isolate systems, applications and services that networks are verified periodically to ensure that only authorized
months to confirm they are relevant and effective. (macrosegementation) . . . . . .
protections from other network resources. connections with a current business justification are permitted.
Configurations of NSCs are reviewed at least once every si Mechanisms exist to enforce the use of human reviews for Access NSC configurations that allow or restrict access to trusted
igurati view % iX i Xi u u view
1.2.7 N/A g . . y Functional Intersects With Human Reviews NET-04.6 . o i . networks are verified periodically to ensure that only authorized
months to confirm they are relevant and effective. Control Lists (ACLs) and similar rulesets on a routine basis. . . . . .
connections with a current business justification are permitted.
Configurations of NSCs are reviewed at least once everv si Functional Review Of Mechanisms exist to regularly review technology assets for NSC configurations that allow or restrict access to trusted
igurati view % iX
1.2.7 N/A g . . y Functional Intersects With Cybersecurity & Data CPL-03.2 |adherence to the organization’s cybersecurity & data protection networks are verified periodically to ensure that only authorized
months to confirm they are relevant and effective. . . . . . . .
Protection Controls policies and standards. connections with a current business justification are permitted.
Configurations of NSCs are reviewed at least once every si Mechanisms exist to monitor De-Militarized Zone (DMZ) network NSC configurations that allow or restrict access to trusted
igurati view % iX i Xi i -Militariz W
1.2.7 N/A g . . y Functional Intersects With DMZ Networks NET-08.1 networks are verified periodically to ensure that only authorized
months to confirm they are relevant and effective. segments to separate untrusted networks from trusted networks. . . . . .
connections with a current business justification are permitted.
Configuration files for NSCs are:
g ] . . Network Device Configuration Mechanisms exist to configure network devices to synchronize NSCs cannot be defined or modified using untrusted
1.2.8 N/A = Secured from unauthorized access. Functional Intersects With . L CFG-02.6 . . . . ) . . . . .
. . . . . File Synchronization startup and running configuration files. configuration objects (including files).
= Kept consistent with active network configurations.
Configuration files for NSCs are:
g ] . . L Mechanisms exist to enforce configuration restrictions in an effort NSCs cannot be defined or modified using untrusted
1.2.8 N/A = Secured from unauthorized access. Functional Intersects With |Access Restriction For Change| CHG-04 . o . . . . . . .
. . . . . to restrict the ability of users to conduct unauthorized changes. configuration objects (including files).
= Kept consistent with active network configurations.
Configuration files for NSCs are: Mechanisms exist to ensure network architecture utilizes network
g ] . . Network Segmentation . . . ] NSCs cannot be defined or modified using untrusted
1.2.8 N/A = Secured from unauthorized access. Functional Intersects With . NET-06 segmentation to isolate systems, applications and services that . . . . . .
. . . . . (macrosegementation) . configuration objects (including files).
= Kept consistent with active network configurations. protections from other network resources.
Configuration files for NSCs are:
g ] . . Mechanisms exist to monitor De-Militarized Zone (DMZ) network NSCs cannot be defined or modified using untrusted
1.2.8 N/A = Secured from unauthorized access. Functional Intersects With DMZ Networks NET-08.1 ) . . . . .
. . . . . segments to separate untrusted networks from trusted networks. configuration objects (including files).
= Kept consistent with active network configurations.
. . Mechanisms exist to enforce a Role-Based Access Control (RBAC)
Network access to and from the cardholder data environment is . . Role-Based Access Control . .
1.3 N/A estricted Functional Intersects With (RBAC) IAC-08 policy over users and resources that applies need-to-know and
restri .
fine-grained access control for sensitive/regulated data access.
Mechanisms exist to utilize the concept of least privilege, allowing
Network access to and from the cardholder data environment is only authorized access to processes necessary to accomplish
1.3 N/A . Functional Intersects With Least Privilege IAC-21 y . P . L i ] P
restricted. assigned tasks in accordance with organizational business
functions.
Network access to and from the cardholder data enviro tis D Traffic by Default & Allo Mechanisms exist to configure firewall and router configurations
work acces nd from r er data environment i eny Traffic efau w
1.3 N/A ) Functional Intersects With y . y . NET-04.1 [to deny network traffic by default and allow network traffic by
restricted. Traffic by Exception . . .
exception (e.g., deny all, permit by exception).
Mechanisms exist to implement and govern Access Control Lists
Network access to and from the cardholder data environment is . . Data Flow Enforcement — ] P g R .
1.3 N/A . Functional Intersects With . NET-04 (ACLs) to provide data flow enforcement that explicitly restrict
restricted. Access Control Lists (ACLs) . ] .
network traffic to only what is authorized.
. . . Mechanisms exist to ensure network architecture utilizes network
Network access to and from the cardholder data environment is . . Network Segmentation . ] o ]
1.3 N/A . Functional Intersects With . NET-06 segmentation to isolate systems, applications and services that
restricted. (macrosegementation) .
protections from other network resources.
Network access to and from the cardholder data environment is . ) Mechanisms exist to monitor De-Militarized Zone (DMZ) network
1.3 N/A . Functional Intersects With DMZ Networks NET-08.1
restricted. segments to separate untrusted networks from trusted networks.
Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
Network access to and from the cardholder data environment is . . L . unauthorized access by:
1.3 N/A . Functional Intersects With| Authentication & Encryption NET-15.1 . 'y .
restricted. (1) Authenticating devices trying to connect; and
(2) Encrypting transmitted data.
Inbound traffic to the CDE is restricted as follows: Data Flow Enforcement Mechanisms exist to implement and govern Access Control Lists
1.3.1 N/A = To only traffic thatis necessary. Functional Intersects With . NET-04 (ACLs) to provide data flow enforcement that explicitly restrict Unauthorized traffic cannot enter the CDE.
o . . Access Control Lists (ACLs) ) ] .
= All other traffic is specifically denied. network traffic to only what is authorized.
Inbound traffic to the CDE is restricted as follows: . Mechanisms exist to configure firewall and router configurations
. . , .. | Deny Traffic by Default & Allow . : . .
1.3.1 N/A = To only traffic thatis necessary. Functional Intersects With Traffic by E i NET-04.1 [to deny network traffic by default and allow network traffic by Unauthorized traffic cannot enter the CDE.
raffic xception
= All other traffic is specifically denied. y P exception (e.g., deny all, permit by exception).
Inbound traffic to the CDE is restricted as follows: Network Segmentation Mechanisms exist to ensure network architecture utilizes network
1.3.1 N/A = To only traffic thatis necessary. Functional Intersects With (macrosegementation) NET-06 segmentation to isolate systems, applications and services that Unauthorized traffic cannot enter the CDE.
= All other traffic is specifically denied. protections from other network resources.
Inbound traffic to the CDE is restricted as follows:
) ) ) ) Mechanisms exist to monitor De-Militarized Zone (DMZ) network ) )
1.3.1 N/A = To only traffic that is necessary. Functional Intersects With DMZ Networks NET-08.1 Unauthorized traffic cannot enter the CDE.
o . . segments to separate untrusted networks from trusted networks.
= All other traffic is specifically denied.
Outbound traffic from the CDE is restricted as follows: Prevent Unauthorized Automated mechanisms exist to prevent the unauthorized
1.3.2 N/A = To only traffic thatis necessary. Functional Intersects With Exfiltration NET-03.5 |exfiltration of sensitive/regulated data across managed Unauthorized traffic cannot leave the CDE.
= All other traffic is specifically denied. interfaces.
Outbound traffic from the CDE is restricted as follows: Data Flow Enforcement Mechanisms exist to implement and govern Access Control Lists
1.3.2 N/A = To only traffic thatis necessary. Functional Intersects With . NET-04 (ACLs) to provide data flow enforcement that explicitly restrict Unauthorized traffic cannot leave the CDE.
. . . Access Control Lists (ACLs) . . .
= All other traffic is specifically denied. network traffic to only what is authorized.
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Outbound traffic from the CDE is restricted as follows: . Mechanisms exist to configure firewall and router configurations
. ) ) .| Deny Traffic by Default & Allow . : . .
1.3.2 N/A = To only traffic that is necessary. Functional Intersects With Traffic by E i NET-04.1 |to deny network traffic by default and allow network traffic by Unauthorized traffic cannot leave the CDE.
raffic xception
= All other traffic is specifically denied. y P exception (e.g., deny all, permit by exception).
Outbound traffic from the CDE is restricted as follows: Network Segmentation Mechanisms exist to ensure network architecture utilizes network
1.3.2 N/A = To only traffic thatis necessary. Functional Intersects With (macrosegementation) NET-06 segmentation to isolate systems, applications and services that Unauthorized traffic cannot leave the CDE.
= All other traffic is specifically denied. 8 protections from other network resources.
Outbound traffic from the CDE is restricted as follows:
- . . . Mechanisms exist to monitor De-Militarized Zone (DMZ) network . .
1.3.2 N/A = To only traffic thatis necessary. Functional Intersects With DMZ Networks NET-08.1 Unauthorized traffic cannot leave the CDE.
. . . segments to separate untrusted networks from trusted networks.
= All other traffic is specifically denied.
NSCs are installed between all wireless networks and the CDE,
regardless of whether the wireless network is a CDE, such that: . . .
. . . . . . . . . Unauthorized traffic cannot traverse network boundaries
= All wireless traffic from wireless networks into the CDE is denied . . Mechanisms exist to implement and manage a secure guest . . . .
1.3.3 N/A Functional Intersects With Guest Networks NET-02.2 between any wireless networks and wired environments in the
by default. network. CDE
= Only wireless traffic with an authorized business purpose is )
allowed into the CDE.
NSCs are installed between all wireless networks and the CDE,
regardless of whether the wireless network is a CDE, such that: . . . . . . .
. . . . . . Mechanisms exist to monitor and control communications at the Unauthorized traffic cannot traverse network boundaries
= All wireless traffic from wireless networks into the CDE is denied . . . . . o . . . .
1.3.3 N/A by default Functional Intersects With Boundary Protection NET-03 external network boundary and at key internal boundaries within between any wireless networks and wired environments in the
y - - . . . the network. CDE.
= Only wireless traffic with an authorized business purpose is
allowed into the CDE.
NSCs are installed between all wireless networks and the CDE,
regardless of whether the wireless network is a CDE, such that: . . . . . . .
. . . . . . . . Mechanisms exist to employ boundary protections to isolate Unauthorized traffic cannot traverse network boundaries
= All wireless traffic from wireless networks into the CDE is denied . . Isolation of Information . . L . . . .
1.3.3 N/A Functional Intersects With NET-03.7 |systems, services and processes that support critical missions between any wireless networks and wired environments in the
by default. System Components . .
. R . . . and/or business functions. CDE.
= Only wireless traffic with an authorized business purpose is
allowed into the CDE.
NSCs are installed between all wireless networks and the CDE,
regardless of whether the wireless network is a CDE, such that: Mechani istt i i Land ; i i U thorized traffi tt ; Kb dari
echanisms exist to configure firewall and router configurations nauthorized traffic cannot traverse network boundaries
= All wireless traffic from wireless networks into the CDE is denied . . Deny Traffic by Default & Allow . g g . . . . .
1.3.3 N/A Functional Intersects With . . NET-04.1 |to deny network traffic by default and allow network traffic by between any wireless networks and wired environments in the
by default. Traffic by Exception tion ( q " itb tion) CDE
. - . . . exception (e.g., deny all, permi exception). .
= Only wireless traffic with an authorized business purpose is P g y P 4 P
allowed into the CDE.
NSCs are installed between all wireless networks and the CDE,
regardless of whether the wireless network is a CDE, such that: . . . . .
. . . . . . Automated mechanisms exist to evaluate access requests Unauthorized traffic cannot traverse network boundaries
= All wireless traffic from wireless networks into the CDE is denied . . . L. . . . L . . . . . .
1.3.3 N/A by default Functional Intersects With | Policy Decision Point (PDP) NET-04.7 |against established criteria to dynamically and uniformly enforce between any wireless networks and wired environments in the
) access rights and permissions. CDE.
= Only wireless traffic with an authorized business purpose is g P
allowed into the CDE.
NSCs are installed between all wireless networks and the CDE,
regardless of whether the wireless network is a CDE, such that: . . . - . . .
. . . . . . . Mechanisms exist to ensure network architecture utilizes network Unauthorized traffic cannot traverse network boundaries
= All wireless traffic from wireless networks into the CDE is denied . . Network Segmentation . . . . . . . .
1.3.3 N/A Functional Intersects With . NET-06 segmentation to isolate systems, applications and services that between any wireless networks and wired environments in the
by default. (macrosegementation) .
. L. . . . protections from other network resources. CDE.
= Only wireless traffic with an authorized business purpose is
allowed into the CDE.
NSCs are installed between all wireless networks and the CDE,
regardless of whether the wireless network is a CDE, such that: U thorized traffi tt ‘ Kb dari
nauthorized traffic cannot traverse network boundaries
= All wireless traffic from wireless networks into the CDE is denied . . Mechanisms exist to monitor De-Militarized Zone (DMZ) network . . . .
1.3.3 N/A Functional Intersects With DMZ Networks NET-08.1 between any wireless networks and wired environments in the
by default. segments to separate untrusted networks from trusted networks. CDE
= Only wireless traffic with an authorized business purpose is '
allowed into the CDE.
NSCs are installed between all wireless networks and the CDE, . . . . .
. . Mechanisms exist to protect external and internal wireless links
regardless of whether the wireless network is a CDE, such that: . . . . .
. . . . . . from signal parameter attacks through monitoring for Unauthorized traffic cannot traverse network boundaries
= All wireless traffic from wireless networks into the CDE is denied . . . . . . . . . . . . . . .
1.3.3 N/A by default Functional Intersects With Wireless Link Protection NET-12.1 [unauthorized wireless connections, including scanning for between any wireless networks and wired environments in the
) unauthorized wireless access points and taking appropriate CDE.
= Only wireless traffic with an authorized business purpose is . . . P L & approp
. action, if an unauthorized connection is discovered.
allowed into the CDE.
Mechanisms exist to configure systems to provide only essential
Network connections between trusted and untrusted networks . . . . o . g .y_ ) P o y
1.4 N/A are controlled Functional Intersects With Least Functionality CFG-03 capabilities by specifically prohibiting or restricting the use of
) ports, protocols, and/or services.
Mechanisms exist to implement security functions as a layered
Network connections between trusted and untrusted networks structure that minimizes interactions between layers of the
1.4 N/A Functional Intersects With| Layered Network Defenses NET-02 ) ) y
are controlled. design and avoids any dependence by lower layers on the
functionality or correctness of higher layers.
. Mechanisms exist to monitor and control communications at the
Network connections between trusted and untrusted networks . . . . . o
1.4 N/A are controlled Functional Intersects With Boundary Protection NET-03 external network boundary and at key internal boundaries within
) the network.
. Separate Subnet for Mechanisms exist to implement separate network addresses
Network connections between trusted and untrusted networks . . . . . o .
1.4 N/A are controlled Functional Intersects With Connecting to Different NET-03.8 |[(e.g., different subnets) to connect to systems in different security
) Security Domains domains.
Network connections between trusted and untrusted networks . . Mechanisms exist to monitor De-Militarized Zone (DMZ) network
1.4 N/A Functional Intersects With DMZ Networks NET-08.1
are controlled. segments to separate untrusted networks from trusted networks.
Mechanisms exist to configure systems to provide only essential
. . . . . o . g .y' . P L y Unauthorized traffic cannot traverse network boundaries
1.4.1 N/A NSCs are implemented between trusted and untrusted networks. Functional Intersects With Least Functionality CFG-03 capabilities by specifically prohibiting or restricting the use of
. between trusted and untrusted networks.
ports, protocols, and/or services.
Mechanisms exist to implement security functions as a layered
structure that minimizes interactions between layers of the Unauthorized traffic cannot traverse network boundaries
1.4.1 N/A NSCs are implemented between trusted and untrusted networks. Functional Intersects With| Layered Network Defenses NET-02 . . 4
design and avoids any dependence by lower layers on the between trusted and untrusted networks.
functionality or correctness of higher layers.
Mechanisms exist to monitor and control communications at the . . i
. . . . . . L Unauthorized traffic cannot traverse network boundaries
1.4.1 N/A NSCs are implemented between trusted and untrusted networks. Functional Intersects With Boundary Protection NET-03 external network boundary and at key internal boundaries within
between trusted and untrusted networks.
the network.
Separate Subnet for Mechanisms exist to implement separate network addresses . . .
. . . . . . o . Unauthorized traffic cannot traverse network boundaries
1.4.1 N/A NSCs are implemented between trusted and untrusted networks. Functional Intersects With Connecting to Different NET-03.8 |(e.g., different subnets) to connect to systems in different security
. . . between trusted and untrusted networks.
Security Domains domains.
. Mechanisms exist to ensure network architecture utilizes network . . .
. . . Network Segmentation . . . . Unauthorized traffic cannot traverse network boundaries
1.4.1 N/A NSCs are implemented between trusted and untrusted networks. Functional [Intersects With . NET-06 segmentation to isolate systems, applications and services that
(macrosegementation) . between trusted and untrusted networks.
protections from other network resources.
. . . Mechanisms exist to monitor De-Militarized Zone (DMZ) network Unauthorized traffic cannot traverse network boundaries
1.4.1 N/A NSCs are implemented between trusted and untrusted networks. Functional Intersects With DMZ Networks NET-08.1
segments to separate untrusted networks from trusted networks. between trusted and untrusted networks.
Mechanisms exist to protect the authenticity and integrity of Unauthorized traffic cannot traverse network boundaries
1.4.1 N/A NSCs are implemented between trusted and untrusted networks. Functional Intersects With Session Integrity NET-09 o p. y grity
communications sessions. between trusted and untrusted networks.
Mechanisms exist to implement security functions as a layered
Defense-In-Depth (DiD structure minimizing interactions between layers of the design Unauthorized traffic cannot traverse network boundaries
1.4.1 N/A NSCs are implemented between trusted and untrusted networks. Functional Intersects With . pth ( ) SEA-03 o g y ) g )
Architecture and avoiding any dependence by lower layers on the functionality between trusted and untrusted networks.
or correctness of higher layers.
Inbound traffic from untrusted networks to trusted networks is
restricted to:
= Communications with system components that are authorized Net KS tati Mechanisms exist to ensure network architecture utilizes network Only traffic that is authorized or that is a response to a system
etwork Segmentation
1.4.2 N/A to provide publicly accessible services, protocols, and ports. Functional Intersects With (macrose egmentat'on) NET-06 segmentation to isolate systems, applications and services that componentin the trusted network can enter a trusted network
i
= Stateful responses to communications initiated by system g protections from other network resources. from an untrusted network.
components in a trusted network.
= All other traffic is denied.
Inbound traffic from untrusted networks to trusted networks is
restricted to:
= Communications with system components that are authorized . . . . Only traffic that is authorized or that is a response to a system
. . . . . . Mechanisms exist to monitor De-Militarized Zone (DMZ) network .
1.4.2 N/A to provide publicly accessible services, protocols, and ports. Functional Intersects With DMZ Networks NET-08.1 componentin the trusted network can enter a trusted network
L . segments to separate untrusted networks from trusted networks.
= Stateful responses to communications initiated by system from an untrusted network.
components in a trusted network.
= All other traffic is denied.
Inbound traffic from untrusted networks to trusted networks is
restricted to:
= Communications with system components that are authorized . . L. Only traffic that is authorized or that is a response to a system
. . . . . . . . Mechanisms exist to limit the number of concurrent external .
1.4.2 N/A to provide publicly accessible services, protocols, and ports. Functional Intersects With| Limit Network Connections NET-03.1 network connections to its svstems componentin the trusted network can enter a trusted network
W i i .
= Stateful responses to communications initiated by system y from an untrusted network.
components in a trusted network.
= All other traffic is denied.
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Inbound traffic from untrusted networks to trusted networks is
restricted to:
= Communications with system components that are authorized Data Elow Enf ; Mechanisms exist to implement and govern Access Control Lists Only traffic that is authorized or that is a response to a system
ata Flow Enforcement -
1.4.2 N/A to provide publicly accessible services, protocols, and ports. Functional Intersects With A Control Lists (ACLs) NET-04 (ACLs) to provide data flow enforcement that explicitly restrict 5 componentin the trusted network can enter a trusted network
ccess Control Lists S
= Stateful responses to communications initiated by system network traffic to only what is authorized. from an untrusted network.
components in a trusted network.
= All other traffic is denied.
Inbound traffic from untrusted networks to trusted networks is
restricted to:
= Communications with system components that are authorized Mechanisms exist to monitor and control communications at the Only traffic that is authorized or that is a response to a system
1.4.2 N/A to provide publicly accessible services, protocols, and ports. Functional Intersects With Boundary Protection NET-03 external network boundary and at key internal boundaries within 5 componentin the trusted network can enter a trusted network
= Stateful responses to communications initiated by system the network. from an untrusted network.
components in a trusted network.
= All other traffic is denied.
Inbound traffic from untrusted networks to trusted networks is
restricted to:
= Communications with system components that are authorized b Traffic by Default & All Mechanisms exist to configure firewall and router configurations Only traffic that is authorized or that is a response to a system
eny Traffic efau ow
1.4.2 N/A to provide publicly accessible services, protocols, and ports. Functional Intersects With yT i by E i NET-04.1 [to deny network traffic by default and allow network traffic by 5 componentin the trusted network can enter a trusted network
raffic xception
= Stateful responses to communications initiated by system y P exception (e.g., deny all, permit by exception). from an untrusted network.
components in a trusted network.
= All other traffic is denied.
Inbound traffic from untrusted networks to trusted networks is
restricted to:
= Communications with system components that are authorized Mechanisms exist to configure systems to provide only essential Only traffic that is authorized or that is a response to a system
1.4.2 N/A to provide publicly accessible services, protocols, and ports. Functional Intersects With Least Functionality CFG-03 capabilities by specifically prohibiting or restricting the use of 5 componentin the trusted network can enter a trusted network
= Stateful responses to communications initiated by system ports, protocols, and/or services. from an untrusted network.
components in a trusted network.
= All other traffic is denied.
Mechanisms exist to implement Intrusion Detection / Prevention
Anti-spoofing measures are implemented to detect and block . . Intrusion Detection & P . . Packets with forged IP source addresses cannot enter a trusted
1.4.3 N/A . Functional Intersects With . MON-01.1 |Systems (IDS/IPS) technologies on critical systems, key network 5
forged source IP addresses from entering the trusted network. Prevention Systems (IDS & IPS) . network.
segments and network choke points.
Mechanisms exist to implement and govern Access Control Lists
Anti-spoofing measures are implemented to detect and block . . Data Flow Enforcement — ] P g R . Packets with forged IP source addresses cannot enter a trusted
1.4.3 N/A . Functional Intersects With . NET-04 (ACLs) to provide data flow enforcement that explicitly restrict 5
forged source IP addresses from entering the trusted network. Access Control Lists (ACLs) . . . network.
network traffic to only what is authorized.
Network Intrusion Detection / Mechanisms exist to employ Network Intrusion Detection /
Anti-spoofing measures are implemented to detect and block . . . . poy Packets with forged IP source addresses cannot enter a trusted
1.4.3 N/A . Functional Intersects With| Prevention Systems (NIDS/ NET-08 Prevention Systems (NIDS/NIPS) to detect and/or prevent 5
forged source IP addresses from entering the trusted network. . . . network.
NIPS) intrusions into the network.
. ) . Wireless Intrusion Detection / Mechanisms exist to monitor wireless network segments to .
Anti-spoofing measures are implemented to detect and block . . . . . ) . - Packets with forged IP source addresses cannot enter a trusted
1.4.3 N/A . Functional Intersects With| Prevention Systems (WIDS/ NET-08.2 [implement Wireless Intrusion Detection / Prevention Systems 5
forged source IP addresses from entering the trusted network. . network.
WIPS) (WIDS/WIPS) technologies.
System components that store cardholder data are not directl . . . . . . . . Stored cardholder data cannot be accessed from untrusted
1.4.4 N/A 4 . P y Functional Intersects With| Publicly Accessible Content DCH-15 [Mechanisms exist to control publicly-accessible content. 5
accessible from untrusted networks. networks.
i Mechanisms exist to prohibit the direct connection of a sensitive
System components that store cardholder data are not directly . . . P . . Stored cardholder data cannot be accessed from untrusted
1.4.4 N/A . Functional Intersects With | External System Connections NET-05.1 |system to an external network without the use of an organization- 5
accessible from untrusted networks. . . . networks.
defined boundary protection device.
The disclosure of internal IP addresses and routing information is . . Prevent Discovery of Internal Mechanisms exist to prevent the public disclosure of internal Internal network information is protected from unauthorized
1.4.5 N/A o . ] Functional Intersects With 1 NET-03.3 . . 5 .
limited to only authorized parties. Information network information. disclosure.
. . . L . Mechanisms exist to define what information is allowed to be . L .
The disclosure of internal IP addresses and routing information is . . Acceptable Discoverable . ) . . Internal network information is protected from unauthorized
1.4.5 N/A L . . Functional Intersects With . VPM-06.8 |discoverable by adversaries and take corrective actions to 5 .
limited to only authorized parties. Information . . disclosure.
remediated non-compliant systems.
Risks to the CDE from computing devices that are able to connect . . . Mechanisms exist to facilitate the implementation of endpoint
1.5 N/A . Functional Subset Of Endpoint Security END-01 . 10
to both untrusted networks and the CDE are mitigated. security controls.
Risks to the CDE from computing devices that are able to connect . . . . Mechanisms exist to protect the confidentiality, integrity,
1.5 N/A . Functional Intersects With | Endpoint Protection Measures END-02 o . . 5
to both untrusted networks and the CDE are mitigated. availability and safety of endpoint devices.
Configure Systems, . . . - S .
Risks to the CDE from computing devices that are able to connect . . g Y . Mechanisms exist to configure systems utilized in high-risk areas
1.5 N/A . Functional Intersects With| Components or Services for CFG-02.5 . oo - . . 5
to both untrusted networks and the CDE are mitigated. ) ] with more restrictive baseline configurations.
High-Risk Areas
Security controls are implemented on any computing devices,
including company- and employee-owned devices, that connect
to both untrusted networks (including the Internet) and the CDE
as follows: .
- . . . ) Configure Systems, . . . - L . ) .
= Specific configuration settings are defined to prevent threats . . . Mechanisms exist to configure systems utilized in high-risk areas Devices that connect to untrusted environments and also
1.5.1 N/A L ) o Functional |Intersects With| Components or Services for CFG-02.5 . . - . . 5 . o
being introduced into the entity’s network. High-Risk A with more restrictive baseline configurations. connect to the CDE cannotintroduce threats to the entity’s CDE.
igh-Risk Areas
= Security controls are actively running. g
= Security controls are not alterable by users of the computing
devices unless specifically documented and authorized by
management on a case-by-case basis for a limited period.
Security controls are implemented on any computing devices,
including company- and employee-owned devices, that connect
to both untrusted networks (including the Internet) and the CDE
as follows: . . . . .
- . . . . Mechanisms exist to prevent split tunneling for remote devices . .
= Specific configuration settings are defined to prevent threats . . . . . . . . L Devices that connect to untrusted environments and also
1.5.1 N/A . . . Functional Intersects With Split Tunneling CFG-03.4 |unless the splittunnelis securely provisioned using organization- 5 . .
being introduced into the entity’s network. defined saf q connect to the CDE cannot introduce threats to the entity’s CDE.
. . . efined safeguards.
= Security controls are actively running. g
= Security controls are not alterable by users of the computing
devices unless specifically documented and authorized by
management on a case-by-case basis for a limited period.
Security controls are implemented on any computing devices,
including company- and employee-owned devices, that connect
to both untrusted networks (including the Internet) and the CDE Mechanisms exist to prohibit external parties, systems and
as follows: services from storing, processing and transmitting data unless
= Specific configuration settings are defined to prevent threats . . L . authorized individuals first: Devices that connect to untrusted environments and also
1.5.1 N/A L ) o Functional [Intersects With Limits of Authorized Use DCH-13.1 . . . ) . 5 . o
being introduced into the entity’s network. (1) Verifying the implementation of required security controls; or connect to the CDE cannotintroduce threats to the entity’s CDE.
= Security controls are actively running. (2) Retaining a processing agreement with the entity hosting the
= Security controls are not alterable by users of the computing external systems or service.
devices unless specifically documented and authorized by
management on a case-by-case basis for a limited period.
Security controls are implemented on any computing devices,
including company- and employee-owned devices, that connect
to both untrusted networks (including the Internet) and the CDE
as follows:
= Specific configuration settings are defined to prevent threats . . . Mechanisms exist to facilitate the implementation of endpoint Devices that connect to untrusted environments and also
1.5.1 N/A L . o Functional Subset Of Endpoint Security END-01 ) 10 . o
being introduced into the entity’s network. security controls. connect to the CDE cannot introduce threats to the entity’s CDE.
= Security controls are actively running.
= Security controls are not alterable by users of the computing
devices unless specifically documented and authorized by
management on a case-by-case basis for a limited period.
Security controls are implemented on any computing devices,
including company- and employee-owned devices, that connect
to both untrusted networks (including the Internet) and the CDE
as follows:
= Specific configuration settings are defined to prevent threats . . . . Mechanisms exist to protect the confidentiality, integrity, Devices that connect to untrusted environments and also
1.5.1 N/A L . o Functional |[Intersects With |Endpoint Protection Measures END-02 S ) . 5 . o
being introduced into the entity’s network. availability and safety of endpoint devices. connect to the CDE cannotintroduce threats to the entity’s CDE.
= Security controls are actively running.
= Security controls are not alterable by users of the computing
devices unless specifically documented and authorized by
management on a case-by-case basis for a limited period.
Security controls are implemented on any computing devices,
including company- and employee-owned devices, that connect
to both untrusted networks (including the Internet) and the CDE
as follows: . . . .
e . . . . Mechanisms exist to utilize host-based firewall software, or a . .
= Specific configuration settings are defined to prevent threats . . . o . . . Devices that connect to untrusted environments and also
1.5.1 N/A L . . Functional Intersects With Software Firewall END-05 |similartechnology, on all information systems, where technically 5 . o
being introduced into the entity’s network. feasibl connect to the CDE cannot introduce threats to the entity’s CDE.
. . . easible.
= Security controls are actively running.
= Security controls are not alterable by users of the computing
devices unless specifically documented and authorized by
management on a case-by-case basis for a limited period.
Processes and mechanisms for applying secure configurations to . Configuration Management Mechanisms exist to facilitate the implementation of
2.1 N/A ) Functional Subset Of CFG-01 . . 10
all system components are defined and understood. Program configuration management controls.
. . . . Mechanisms exist to implement a segregation of duties for
Processes and mechanisms for applying secure configurations to . . . o . .
2.1 N/A . Functional Intersects With | Assignment of Responsibility | CFG-01.1 |configuration management that prevents developers from 5
all system components are defined and understood. . . . . .
performing production configuration management duties.
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(optional)

All security policies and operational procedures that are
identified in Requirement 2 are: Expectations, controls, and oversight for meeting activities within
q Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate P . ) 8 &
= Documented. . . . . . o Requirement 2 are defined and adhered to by affected personnel.
2.1.1 N/A Functional [Intersects With Data Protection GOV-02 |[cybersecurity & data protection policies, standards and 5 . L . .
= Kept up to date. . All supporting activities are repeatable, consistently applied, and
Documentation procedures. ,
= |n use. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 2 are: - . Mechanisms exist to review the cybersecurity & data privacy Expectations, controls, and oversight for meeting activities within
Periodic Review & Update of . . . . .
= Documented. . . . program, including policies, standards and procedures, at Requirement 2 are defined and adhered to by affected personnel.
2.1.1 N/A Functional Intersects With Cybersecurity & Data GOV-03 . L . 5 . . . .
= Kept up to date. Protection Program planned intervals or if significant changes occur to ensure their All supporting activities are repeatable, consistently applied, and
r i rogr
= |n use. g continuing suitability, adequacy and effectiveness. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 2 are: Expectations, controls, and oversight for meeting activities within
= Documented. . . . Mechanisms exist to facilitate the implementation of operational Requirement 2 are defined and adhered to by affected personnel.
2.1.1 N/A Functional Subset Of Operations Security OPS-01 . 10 . o . .
= Kept up to date. security controls. All supporting activities are repeatable, consistently applied, and
= |n use. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 2 are: Expectations, controls, and oversight for meeting activities within
9 . . Mechanisms exist to identify and document Standardized P . . g g
= Documented. . . Standardized Operating . L . Requirement 2 are defined and adhered to by affected personnel.
2.1.1 N/A Functional Intersects With OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 . . . .
= Kept up to date. Procedures (SOP) . . All supporting activities are repeatable, consistently applied, and
the proper execution of day-to-day / assigned tasks. ,
= |n use. conform to management’s intent.
= Known to all affected parties.
Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities y . yresp P g
2.1.2 N/A . Functional Intersects With . HRS-03 5 Requirement 2 are allocated. Personnel are accountable for
2 are documented, assigned, and understood. Responsibilities for all personnel. . . .
successful, continuous operation of these requirements.
o . o . Mechanisms exist to communicate with users about their roles Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . o . . . .
2.1.2 N/A . Functional Intersects With User Awareness HRS-03.1 |and responsibilities to maintain a safe and secure working 5 Requirement 2 are allocated. Personnel are accountable for
2 are documented, assigned, and understood. . . . .
environment. successful, continuous operation of these requirements.
Mechanisms exist to assign one or more qualified individuals with . . .
Rol d ibilities f £ . tivities in R . t Assi d Cvb itv & Dat th . d ; trall dinat Day-to-day responsibilities for performing all the activities in
oles and responsibilities for performing activities in Requiremen ssigne ersecuri ata e mission and resources to centrally-manage, coordinate, .
2.1.2 N/A P . P g q Functional Intersects With g . y .y. o GOV-04 . o y .g . 5 Requirement 2 are allocated. Personnel are accountable for
2 are documented, assigned, and understood. Protection Responsibilities develop, implement and maintain an enterprise-wide . . .
. . successful, continuous operation of these requirements.
cybersecurity & data protection program.
Configuration Management Mechanisms exist to facilitate the implementation of
2.2 N/A System components are configured and managed securely. Functional Subset Of g g CFG-01 . . P 10
Program configuration management controls.
. Mechanisms exist to develop, document and maintain secure
. . . System Hardening Through . . .
2.2 N/A System components are configured and managed securely. Functional Intersects With Baseline Confi i CFG-02 baseline configurations for technology platforms that are 5
aseline Configurations
g consistent with industry-accepted system hardening standards.
Configuration standards are developed, implemented, and
maintained to:
= Cover all system components.
= Address all known security vulnerabilities.
= Be consistent with industry-accepted system hardening Svstern Hardening Through Mechanisms exist to develop, document and maintain secure All system components are configured securely and consistently
2.2.1 N/A standards or vendor hardening recommendations. Functional Intersects With yBaseline Confi irationsg CFG-02 baseline configurations for technology platforms that are 5 and in accordance with industry- accepted hardening standards
= Be updated as new vulnerability issues are identified, as defined g consistent with industry-accepted system hardening standards. orvendor recommendations.
in Requirement 6.3.1.
= Be applied when new systems are configured and verified as in
place before orimmediately after a system componentis
connected to a production environment.
Vendor default accounts are managed as follows:
= [f the vendor default account(s) will be used, the default . . s . .
. . . . . . Mechanisms exist to maintain a current list of approved System components cannot be accessed using default
2.2.2 N/A password is changed per Requirement 8.3.6. Functional |Intersects With| Asset Ownership Assignment AST-03 . 5
. . technologies (hardware and software). passwords.
= [f the vendor default account(s) will not be used, the account is
removed or disabled.
Vendor default accounts are managed as follows: Mechanisms exist to ensure vendor-supplied defaults are
= [f the vendor default account(s) will be used, the default changed as part of the installation process. .
. . . . . System components cannot be accessed using default
2.2.2 N/A password is changed per Requirement 8.3.6. Functional [Intersects With Default Authenticators IAC-10.8 5 asswords
W .
= [f the vendor default account(s) will not be used, the account is Mechanisms exist to ensure default authenticators are changed P
removed or disabled. as part of account creation or system installation.
Primary functions requiring different security levels are managed
as follows:
= Only one primary function exists on a system component,
OR
. . . . . . . . . Mechanisms exist to ensure security functions are restricted to Primary functions with lower security needs cannot affect the
= Primary functions with differing security levels that exist on the . . Restrict Access To Security . o . . . . . . .
2.2.3 N/A . Functional Intersects With . END-16 Jauthorized individuals and enforce least privilege control 5 security of primary functions with higher security needs on the
same system component are isolated from each other, Functions . . .
OR requirements for necessary job functions. same system component.
= Primary functions with differing security levels on the same
system component are all secured to the level required by the
function with the highest security need.
Primary functions requiring different security levels are managed
as follows:
= Only one primary function exists on a system component,
OR . . .
. . . e . . . . . . . . . Primary functions with lower security needs cannot affect the
= Primary functions with differing security levels that exist on the . . Host-Based Security Function Mechanisms exist to implement underlying software separation . ) ] ] . .
2.2.3 N/A . Functional Intersects With . END-16.1 . . . o . 5 security of primary functions with higher security needs on the
same system component are isolated from each other, Isolation mechanisms to facilitate security function isolation.
same system component.
OR
= Primary functions with differing security levels on the same
system component are all secured to the level required by the
function with the highest security need.
Primary functions requiring different security levels are managed
as follows:
= Only one primary function exists on a system component,
OR
. . . . . . . . . . . . . Primary functions with lower security needs cannot affect the
= Primary functions with differing security levels that exist on the . . . . . Mechanisms exist to isolate security functions from non-security . . . . . .
2.2.3 N/A . Functional Intersects With| Security Function Isolation SEA-04.1 . 5 security of primary functions with higher security needs on the
same system component are isolated from each other, functions.
same system component.
OR
= Primary functions with differing security levels on the same
system component are all secured to the level required by the
function with the highest security need.
Only necessary services, protocols, daemons, and functions are . . . . . .
. L . . . . Mechanisms exist to maintain a current list of approved System components cannot be compromised by exploiting
2.2.4 N/A enabled, and all unnecessary functionality is removed or Functional Intersects With | Asset Ownership Assignment AST-03 . 5 . . .
disabled technologies (hardware and software). unnecessary functionality present in the system component.
i .
Only necessary services, protocols, daemons, and functions are Mechanisms exist to configure systems to provide only essential . .
. L . . . . - . L . System components cannot be compromised by exploiting
2.2.4 N/A enabled, and all unnecessary functionality is removed or Functional Intersects With Least Functionality CFG-03 capabilities by specifically prohibiting or restricting the use of 5 . . .
. . unnecessary functionality present in the system component.
disabled. ports, protocols, and/or services.
Only necessary services, protocols, daemons, and functions are . . . . . . . . .
. L . . Compensating Mechanisms exist to identify and implement compensating System components cannot be compromised by exploiting
2.2.4 N/A enabled, and all unnecessary functionality is removed or Functional Intersects With RSK-06.2 . 5 . . .
disabled Countermeasures countermeasures to reduce risk and exposure to threats. unnecessary functionality present in the system component.
isabled.
If any insecure services, protocols, or daemons are present:
= Business justification is documented. . . . . . .
" . . . . . . Mechanisms exist to maintain a current list of approved System components cannot be compromised by exploiting
2.2.5 N/A = Additional security features are documented and implemented Functional Intersects With | Asset Ownership Assignment AST-03 . 5 . .
) o ) technologies (hardware and software). insecure services, protocols, or daemons.
that reduce the risk of using insecure services, protocols, or
daemons.
If any insecure services, protocols, or daemons are present:
= Business justification is documented. Mechanisms exist to mitigate the risk associated with the use of . .
" . . . . Insecure Ports, Protocols & . . System components cannot be compromised by exploiting
2.2.5 N/A = Additional security features are documented and implemented Functional Intersects With . TDA-02.6 [|insecure ports, protocols and services nhecessary to operate 5 . .
. . . Services . insecure services, protocols, or daemons.
that reduce the risk of using insecure services, protocols, or technology solutions.
daemons.
Physical Diagnostic & Test Mechanisms exist to secure physical diagnostic and test System components cannot be compromised because of
2.2.6 N/A System security parameters are configured to prevent misuse. Functional Intersects With y g TDA-05.1 . . phy g 5 i 4 P . . P .
Interfaces interfaces to prevent misuse. incorrect security parameter configuration.
. . . . Mechanisms exist to facilitate the implementation of . . .
All non-console administrative access is encrypted using strong . . . . . . Cleartext administrative authorization factors cannot be read or
2.2.7 N/A Functional Subset Of Use of Cryptographic Controls CRY-01 cryptographic protections controls using known public standards 10 . .
cryptography. . . intercepted from any network transmissions.
and trusted cryptographic technologies.
All non-console administrative access is encrypted using stron Cryptographic Module Automated mechanisms exist to enable systems to authenticate Cleartext administrative authorization factors cannot be read or
2.2.7 N/A P g g Functional Intersects With yptograp o CRY-02 ) 4 5 . o
cryptography. Authentication to a cryptographic module. intercepted from any network transmissions.
All non-console administrative access is encrypted using stron Non-Console Administrative Cryptographic mechanisms exist to protect the confidentialit Cleartext administrative authorization factors cannot be read or
2.2.7 N/A P g g Functional Intersects With CRY-06 yp. g p o P . y 5 . o
cryptography. Access and integrity of non-console administrative access. intercepted from any network transmissions.
Cryptographic mechanisms exist to protect the integrity and
All non-console administrative access is encrypted using strong . . Remote Maintenance yp. g .p . P . g y . Cleartext administrative authorization factors cannot be read or
2.2.7 N/A Functional Intersects With . . MNT-05.3 |confidentiality of remote, non-local maintenance and diagnostic 5 . L.
cryptography. Cryptographic Protection L intercepted from any network transmissions.
communications.
Mechanisms exist to implement and manage a secure guest
2.3 N/A Wireless environments are configured and managed securely. Functional [Intersects With Guest Networks NET-02.2 ‘ K P g g 5
network.
Mechanisms exist to protect external and internal wireless links
from signal parameter attacks through monitoring for
2.3 N/A Wireless environments are configured and managed securely. Functional Intersects With Wireless Link Protection NET-12.1 |unauthorized wireless connections, including scanning for 5
unauthorized wireless access points and taking appropriate
action, if an unauthorized connection is discovered.
. . . . . . . Mechanisms exist to control authorized wireless usage and
2.3 N/A Wireless environments are configured and managed securely. Functional [Intersects With Wireless Networking NET-15 . . . g 5
monitor for unauthorized wireless access.

6

Attribution-HoDerivatives 4.0
International (CC BY-HD 4.0)

Secure Controls Framework (SCF)

50f62




Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description=

STRM
Rationale

STRM
Relationship

PCI DSSv4

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of
Relationship

Version 2025.1
3/28/2025

Notes (optional)

(optional)

For wireless environments connected to the CDE or transmitting Mechanisms exist to protect the confidentiality and integrity of
account data, all wireless vendor defaults are changed at wireless networking technologies by implementing authentication
installation or are confirmed to be secure, including but not and strong encryption.
limited to: Wireless Access Wireless networks cannot be accessed using vendor default
2.3.1 N/A . . Functional Intersects With o . CRY-07 5 ) . g
= Default wireless encryption keys. Authentication & Encryption passwords or default configurations.
= Passwords on wireless access points.
= SNMP defaults.
= Any other security-related wireless vendor defaults.
For wireless environments connected to the CDE or transmitting
account data, all wireless vendor defaults are changed at . . .
. . . . . Mechanisms exist to ensure vendor-supplied defaults are
installation or are confirmed to be secure, including but not X .
limited t changed as part of the installation process. Wirel X K th 4 usi dor default
imited to: ireless networks cannot be accessed using vendor defau
2.3.1 N/A . . Functional Intersects With Default Authenticators IAC-10.8 5 . . g
= Default wireless encryption keys. . . . passwords or default configurations.
. . Mechanisms exist to ensure default authenticators are changed
= Passwords on wireless access points. . . .
as part of account creation or system installation.
= SNMP defaults.
= Any other security-related wireless vendor defaults.
For wireless environments connected to the CDE or transmitting
account data, all wireless vendor defaults are changed at . . . . .
. . . . . Mechanisms exist to protect external and internal wireless links
installation or are confirmed to be secure, including but not . .
limited t from signal parameter attacks through monitoring for Wirel " K th d usi dor default
imited to: ireless networks cannot be accessed using vendor defau
2.3.1 N/A . . Functional Intersects With Wireless Link Protection NET-12.1 [unauthorized wireless connections, including scanning for 5 ) ) g
= Default wireless encryption keys. . . . . . passwords or default configurations.
. . unauthorized wireless access points and taking appropriate
= Passwords on wireless access points. . . . .
action, if an unauthorized connection is discovered.
= SNMP defaults.
= Any other security-related wireless vendor defaults.
For wireless environments connected to the CDE or transmitting Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
account data, all wireless vendor defaults are changed at unauthorized access by:
installation or are confirmed to be secure, including but not (1) Authenticating devices trying to connect; and
limited to: i i . Wireless networks cannot be accessed using vendor default
2.3.1 N/A . . Functional Intersects With | Authentication & Encryption NET-15.1 (2) Encrypting transmitted data 5 ) . g
= Default wireless encryption keys. passwords or default configurations.
= Passwords on wireless access points.
= SNMP defaults.
= Any other security-related wireless vendor defaults.
Mechanisms exist to protect the confidentiality and integrity of
For wireless environments connected to the CDE or transmitting wireless networking technologies by implementing authentication
account data, wireless encryption keys are changed as follows: . ion. . .
. P 4 g . . Wireless Access and strong encryption Knowledge of wireless encryption keys cannot allow
2.3.2 N/A = Whenever personnel with knowledge of the key leave the Functional Intersects With . . CRY-07 5 - .
. Authentication & Encryption unauthorized access to wireless networks.
company or the role for which the knowledge was necessary.
= Whenever a key is suspected of or known to be compromised.
For wireless environments connected to the CDE or transmitting
account data, wireless encryption keys are changed as follows: . . . L . L . .
. P 4 g . . Cryptographic Key Loss or Mechanisms exist to ensure the availability of information in the Knowledge of wireless encryption keys cannot allow
2.3.2 N/A = Whenever personnel with knowledge of the key leave the Functional Intersects With CRY-09.3 . o 5 , .
. Change event of the loss of cryptographic keys by individual users. unauthorized access to wireless networks.
company or the role for which the knowledge was necessary.
= Whenever a key is suspected of or known to be compromised.
For wireless environments connected to the CDE or transmitting Mechanisms exist to protect external and internal wireless links
account data, wireless encryption keys are changed as follows: from signal parameter attacks through monitoring for . .
. . . . . . . . . - i i Knowledge of wireless encryption keys cannot allow
2.3.2 N/A = Whenever personnel with knowledge of the key leave the Functional Intersects With Wireless Link Protection NET-12.1 |unauthorized wireless connections, including scanning for 5 ;i .
. . . . . . unauthorized access to wireless networks.
company or the role for which the knowledge was necessary. unauthorized wireless access points and taking appropriate
= Whenever a key is suspected of or known to be compromised. action, if an unauthorized connection is discovered.
Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
For wireless environments connected to the CDE or transmitting unauthorized access by:
account data, wireless encryption keys are changed as follows: (1) Authenticating devices trying to connect; and . .
. . . L . ) ] Knowledge of wireless encryption keys cannot allow
2.3.2 N/A = Whenever personnel with knowledge of the key leave the Functional [Intersects With| Authentication & Encryption NET-15.1 (2) Encrypting transmitted data. 5 . .
. unauthorized access to wireless networks.
company or the role for which the knowledge was necessary.
= Whenever a key is suspected of or known to be compromised.
Processes and mechanisms for protecting stored account data Mechanisms exist to monitor deactivated accounts for attempted
3.1 N/A . P g Functional Intersects With | Deactivated Account Activity | MON-01.10 P 5
are defined and understood. usage.
. . Mechanisms exist to detect and respond to anomalous behavior
Processes and mechanisms for protecting stored account data . . . L . .
3.1 N/A . Functional Intersects With Anomalous Behavior MON-16 |that could indicate account compromise or other malicious 5
are defined and understood. L
activities.
All security policies and operational procedures that are
identified in Requirement 3 are: Expectations, controls, and oversight for meeting activities within
q Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate P . . g g
= Documented. . . . . . . Requirement 3 are defined and adhered to by affected personnel.
3.1.1 N/A Functional Intersects With Data Protection GOV-02 |cybersecurity & data protection policies, standards and 5 . . . .
= Keptup to date. . All supporting activities are repeatable, consistently applied, and
Documentation procedures. ,
= |nuse. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 3 are: L . Mechanisms exist to review the cybersecurity & data privacy Expectations, controls, and oversight for meeting activities within
Periodic Review & Update of . . . . )
= Documented. . . . program, including policies, standards and procedures, at Requirement 3 are defined and adhered to by affected personnel.
3.1.1 N/A Functional Intersects With Cybersecurity & Data GOV-03 . L . 5 . . . .
= Keptup to date. Protection Program planned intervals or if significant changes occur to ensure their All supporting activities are repeatable, consistently applied, and
= |nuse. g continuing suitability, adequacy and effectiveness. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 3 are: Expectations, controls, and oversight for meeting activities within
= Documented. . . . Mechanisms exist to facilitate the implementation of operational Requirement 3 are defined and adhered to by affected personnel.
3.1.1 N/A Functional Subset Of Operations Security OPS-01 . 10 . . . .
= Keptup to date. security controls. All supporting activities are repeatable, consistently applied, and
= |nuse. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 3 are: Expectations, controls, and oversight for meeting activities within
9 . . Mechanisms exist to identify and document Standardized P . ] 8 &
= Documented. . . Standardized Operating . L . Requirement 3 are defined and adhered to by affected personnel.
3.1.1 N/A Functional Intersects With OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 . . . .
= Keptup to date. Procedures (SOP) . ] All supporting activities are repeatable, consistently applied, and
the proper execution of day-to-day / assigned tasks. ,
= |nuse. conform to management’s intent.
= Known to all affected parties.
Mechanisms exist to assign one or more qualified individuals with . . .
Rol q ibilities f ; . tivities in R . ‘ Assi 4 Cvb itv & Dat th . q ‘ trall dinat Day-to-day responsibilities for performing all the activities in
oles and responsibilities for performing activities in Requiremen ssigne ersecuri ata e mission and resources to centrally-manage, coordinate, .
3.1.2 N/A P . P g q Functional Intersects With g . y 'y. . GOV-04 . . y 'g . 5 Requirement 3 are allocated. Personnel are accountable for
3 are documented, assigned, and understood. Protection Responsibilities develop, implement and maintain an enterprise-wide . . .
. . successful, continuous operation of these requirements.
cybersecurity & data protection program.
Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities y . 4 P P g
3.1.2 N/A . Functional Intersects With . HRS-03 5 Requirement 3 are allocated. Personnel are accountable for
3 are documented, assigned, and understood. Responsibilities for all personnel. . . .
successful, continuous operation of these requirements.
. . o . Mechanisms exist to communicate with users about their roles Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . o . . .
3.1.2 N/A . Functional Intersects With User Awareness HRS-03.1 |and responsibilities to maintain a safe and secure working 5 Requirement 3 are allocated. Personnel are accountable for
3 are documented, assigned, and understood. . . . .
environment. successful, continuous operation of these requirements.
. . . . . . Account data is retained only where necessary and for the least
. o . . . . Mechanisms exist to retain media and data in accordance with . :
3.2 N/A Storage of account data is kept to a minimum. Functional [Intersects With Media & Data Retention DCH-18 . L 5 amount of time needed and is securely deleted or rendered
applicable statutory, regulatory and contractual obligations.
unrecoverable when no longer needed.
Account data storage is kept to a minimum through
implementation of data retention and disposal policies,
procedures, and processes that include at least the following:
= Coverage for all locations of stored account data.
= Coverage for any sensitive authentication data (SAD) stored
prior to completion of authorization. This bullet is a best practice
until its effective date; refer to Applicability Notes below for
details.
= L imiting data storage amount and retention time to that which is Mechanisms exist to retain media and data in accordance with Account data is retained only where necessary and for the least
imiti u i i which i
3.2.1 N/A . g g . . Functional Intersects With Media & Data Retention DCH-18 . L 5 amount of time needed and is securely deleted or rendered
required for legal or regulatory, and/or business requirements. applicable statutory, regulatory and contractual obligations.
e . . unrecoverable when no longer needed.
= Specific retention requirements for stored account data that
defines length of retention period and includes a documented
business justification.
= Processes for secure deletion or rendering account data
unrecoverable when no longer needed per the retention policy.
= A process for verifying, at least once every three months, that
stored account data exceeding the defined retention period has
been securely deleted or rendered unrecoverable.
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Account data storage is kept to a minimum through
implementation of data retention and disposal policies,
procedures, and processes that include at least the following:
= Coverage for all locations of stored account data.
= Coverage for any sensitive authentication data (SAD) stored
prior to completion of authorization. This bullet is a best practice
until its effective date; refer to Applicability Notes below for
details.
= | imiting data storage amount and retention time to that which is Third-Party Processin Mechanisms exist to restrict the location of information Account data is retained only where necessary and for the least
imiti u i i which i ird- ing, i Xi i i i i . :
3.2.1 N/A . g g . . Functional Intersects With y . g' TPM-04.4 . . . 5 amount of time needed and is securely deleted or rendered
required for legal or regulatory, and/or business requirements. Storage and Service Locations processing/storage based on business requirements.
. . . unrecoverable when no longer needed.
= Specific retention requirements for stored account data that
defines length of retention period and includes a documented
business justification.
= Processes for secure deletion or rendering account data
unrecoverable when no longer needed per the retention policy.
= A process for verifying, at least once every three months, that
stored account data exceeding the defined retention period has
been securely deleted or rendered unrecoverable.
Sensitive authentication data (SAD) is not stored after Mechanisms exist to prohibit the storage of sensitive transaction
3.3 N/A o ( ) Functional Intersects With| Storing Authentication Data DCH-06.5 o P o g 5
authorization. authentication data after authorization.
SAD is not retained after authorization, even if encrypted. All . . . . .
o o . . ) ) . o Mechanisms exist to prohibit the storage of sensitive transaction . . . o .
3.3.1 N/A sensitive authentication data received is rendered unrecoverable Functional Intersects With | Storing Authentication Data DCH-06.5 . . 5 This requirement is not eligible for the customized approach.
) . authentication data after authorization.
upon completion of the authorization process.
The full contents of any track are not retained upon completion of Mechanisms exist to prohibit the storage of sensitive transaction
3.3.1.1 N/A . y P P Functional Intersects With| Storing Authentication Data DCH-06.5 . P . g 5 This requirement is not eligible for the customized approach.
the authorization process. authentication data after authorization.
The card verification code is not retained upon completion of the Mechanisms exist to prohibit the storage of sensitive transaction
3.3.1.2 N/A o P P Functional Intersects With| Storing Authentication Data DCH-06.5 . P o g 5 This requirement is not eligible for the customized approach.
authorization process. authentication data after authorization.
The personalidentification number (PIN) and the PIN block are . . . L Mechanisms exist to prohibit the storage of sensitive transaction . . . . .
3.3.1.3 N/A . . . Functional Intersects With | Storing Authentication Data DCH-06.5 L L 5 This requirement is not eligible for the customized approach.
not retained upon completion of the authorization process. authentication data after authorization.
. . . . Mechanisms exist to facilitate the implementation of
SAD that is stored electronically prior to completion of . . . . . . . . . . .
3.3.2 N/A . . Functional Subset Of Use of Cryptographic Controls CRY-01 cryptographic protections controls using known public standards 10 This requirement is not eligible for the customized approach.
authorization is encrypted using strong cryptography. . .
and trusted cryptographic technologies.
SAD that is stored electronically prior to completion of . . . Cryptographic mechanisms exist to prevent unauthorized . . . . .
3.3.2 N/A . . Functional Intersects With Encrypting Data At Rest CRY-05 X 5 This requirement is not eligible for the customized approach.
authorization is encrypted using strong cryptography. disclosure of data at rest.
Additional requirement for issuers and companies that support
issuing services and store sensitive authentication data: Any
storage of sensitive authentication data is: - N . . .
Limited to that which i ded f legitimate i . Mechani istt hibit the st f itive t i Sensitive authentication data is retained only as required to
= Limited to that which is needed for a legitimate issuin echanisms exist to prohibit the storage of sensitive transaction
3.3.3 N/A . . g g Functional Intersects With | Storing Authentication Data DCH-06.5 L P . g 5 support issuing functions and is secured from unauthorized
business need and is secured. authentication data after authorization. access
= Encrypted using strong cryptography. This bullet is a best ’
practice until its effective date; refer to Applicability Notes below
for details.
Mechanisms exist to utilize the concept of least privilege, allowing
Access to displays of full PAN and ability to copy PAN is only authorized access to processes necessary to accomplish
3.4 N/A , ISprays ot iu ity to copy FAT Functional | Intersects With Least Privilege IAC-21 y authorized proce: essaryto accompr 5
restricted. assigned tasks in accordance with organizational business
functions.
PAN is masked when displayed (the BIN and last four digits are
the maximum number of digits to be displayed), such that onl . . . . Mechanisms exist to apply data masking to sensitive/regulated PAN displays are restricted to the minimum number of digits
3.4.1 N/A , erordigltst played) y Functional |Intersects With|  Masking Displayed Data DCH-03.2 |. . Lo apply asking g 5 pay , ; g
personnel with a legitimate business need can see more than the information that is displayed or printed. necessary to meet a defined business need.
BIN and last four digits of the PAN.
PAN is masked when displayed (the BIN and last four digits are . . . . .
the maximum number of digits to be displayed), such that onl Restrict Access To Securit Mechanisms exist to ensure security functions are restricted to PAN displays are restricted to the minimum number of digits
xXimu u igi i , su . . i uri . .. i r i inimu u igi
3.4.1 N/A . o g . piay y Functional Intersects With i y END-16 authorized individuals and enforce least privilege control 5 piay . . g
personnel with a legitimate business need can see more than the Functions . . . necessary to meet a defined business need.
A requirements for necessary job functions.
BIN and last four digits of the PAN.
PAN is masked when displayed (the BIN and last four digits are
the maximum number of digits to be displayed), such that onl . . . Mechanisms exist to mask sensitive/regulated data through data PAN displays are restricted to the minimum number of digits
3.4.1 N/A ximum number of cigits t isplayed), su y Functional | Intersects With Data Masking PRI-05.3 1sms exi ensitive/reguia through de 5 ISprays ar et > minimum nu ‘sl
personnel with a legitimate business need can see more than the anonymization, pseudonymization, redaction or de-identification. necessary to meet a defined business need.
BIN and last four digits of the PAN.
When using remote-access technologies, technical controls Mechanisms exist to utilize the concept of least privilege, allowing
revent copy and/or relocation of PAN for all personnel, except . . . only authorized access to processes necessary to accomplish PAN cannot be copied or relocated by unauthorized personnel
3.4.2 N/A prev F,)y r ! . f . p. ' xeep Functional Intersects With Least Privilege IAC-21 y uthornz . br . . i . PH 5 . P! rr . y unauthorized p
for those with documented, explicit authorization and a assigned tasks in accordance with organizational business using remote-access technologies.
legitimate, defined business need. functions.
When using remote-access technologies, technical controls
revent copy and/or relocation of PAN for all personnel, except . . Mechanisms exist to define, control and review organization- PAN cannot be copied or relocated by unauthorized personnel
3.4.2 N/A prev F,)y r ! . f . p. ' xeep Functional Intersects With Remote Access NET-14 ! X ! review organizatl 5 . b rr . yunauthorized p
for those with documented, explicit authorization and a approved, secure remote access methods. using remote-access technologies.
legitimate, defined business need.
Cryptographic mechanisms exist to prevent unauthorized
3.5 N/A Primary account number (PAN) is secured wherever it is stored. Functional Intersects With Encrypting Data At Rest CRY-05 . yptograp P 5
disclosure of data at rest.
Sensitive / Regulated Data Mechanisms exist to protect sensitive/regulated data wherever it
3.5 N/A Primary account number (PAN) is secured wherever it is stored. Functional Intersects With g . DCH-01.2 |. P g 5
Protection is stored.
PAN is rendered unreadable anywhere it is stored by using any of
the following approaches:
= One-way hashes based on strong cryptography of the entire
PAN.
= Truncation (hashing cannot be used to replace the truncated
segment of PAN).
— If hashed and truncated versions of the same PAN, or different Sensitive / Regulated Data Mechanisms exist to protect sensitive/regulated data wherever it
3.5.1 N/A . . Functional Intersects With g . DCH-01.2 |. P g 5 Cleartext PAN cannot be read from storage media.
truncation formats of the same PAN, are presentin an Protection is stored.
environment, additional controls are in place such that the
different versions cannot be correlated to reconstruct the original
PAN.
= Index tokens.
= Strong cryptography with associated key- management
processes and procedures.
This requirement applies to PANs stored in primary storage
(databases, or flat files such as text files spreadsheets) as well as
non-primary storage (backup, audit logs, exception, or
Hashes used to render PAN unreadable (per the first bullet of Mechanisms exist to facilitate cryptographic key management tro bpleshoZt'n log s)( must Ie?ll be rotgcted i
i Xi ili i u i u .
Requirement 3.5.1) are keyed cryptographic hashes of the entire . . Cryptographic Key i Yp, g i P . y g . i . glog P .
3.5.1.1 N/A . . Functional Intersects With CRY-09 controls to protect the confidentiality, integrity and availability of 5 This requirement does not preclude the use of temporary files
PAN, with associated key-management processes and Management keys containing cleartext PAN while encrypting and decrypting PAN
procedures in accordance with Requirements 3.6 and 3.7. ys. . .g . . ypting . .yp g ’
This requirement is considered a best practice until 31 March
2025, after which it will be required and must be fully considered
during a PCI DSS assessment.
If disk-level or partition-level encryption (rather than file-, column-
, or field-level database encryption) is used to render PAN
unreadable, itis implemented only as follows:
= On removable electronic media Cryptographic mechanisms exist to prevent unauthorized This requirement is not eligible for the customized approach.
3.5.1.2 N/A Functional Intersects With Encrypting Data At Rest CRY-05 . yptograp P 5 . q g PP
OR disclosure of data at rest. (continued on next page)
= |[f used for non-removable electronic media, PAN is also
rendered unreadable via another mechanism that meets
Requirement 3.5.1.
If disk-level or partition-level encryption is used (rather than file-,
column-, or field--level database encryption) to render PAN
unreadable, itis managed as follows:
= | ogical access is managed separately and independently of . L . . .
ti ti t thenticati d trol Cryptographic mechanisms exist to prevent unauthorized Disk encryption implementations are configured to require
native operating system authentication and access contro
3.5.1.3 N/A p gsy Functional Intersects With Encrypting Data At Rest CRY-05 . P P P 5 independent authentication and logical access controls for
mechanisms. disclosure of data at rest. g i
ecryption.
= Decryption keys are not associated with user accounts. P
= Authentication factors (passwords, passphrases, or
cryptographic keys) that allow access to unencrypted data are
stored securely.
Mechanisms exist to facilitate cryptographic key management
Cryptographic keys used to protect stored account data are . . Cryptographic Key . 3‘/p' g . P . y g .
3.6 N/A Functional Intersects With CRY-09 controls to protect the confidentiality, integrity and availability of 5
secured. Management
keys.
Procedures are defined and implemented to protect
cryptographic keys used to protect stored account data against
disclosure and misuse thatinclude:
= Access to keys is restricted to the fewest number of custodians
necessary. Processes that protect cryptographic keys used to protect stored
y . . . o Resiliency mechanisms exist to ensure the availability of data in P . . yptograp . y p
3.6.1 N/A = Key-encrypting keys are at least as strong as the data- Functional [Intersects With Availability CRY-08.1 . 5 account data against disclosure and misuse are defined and
. the event of the loss of cryptographic keys. .
encrypting keys they protect. implemented.
= Key-encrypting keys are stored separately from data-encrypting
keys.
= Keys are stored securely in the fewest possible locations and
forms.
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FDE Name

Focal Document Element (FDE) Description=

STRM
Rationale

STRM
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PCI DSSv4

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of
Relationship

Version 2025.1
3/28/2025

Notes (optional)

3.6.1

N/A

Procedures are defined and implemented to protect
cryptographic keys used to protect stored account data against
disclosure and misuse that include:

= Access to keys is restricted to the fewest number of custodians
necessary.

= Key-encrypting keys are at least as strong as the data-
encrypting keys they protect.

= Key-encrypting keys are stored separately from data-encrypting
keys.

= Keys are stored securely in the fewest possible locations and
forms.

Functional

Intersects With

Cryptographic Key
Management

CRY-09

Mechanisms exist to facilitate cryptographic key management
controls to protect the confidentiality, integrity and availability of
keys.

(optional)

Processes that protect cryptographic keys used to protect stored
account data against disclosure and misuse are defined and
implemented.

3.6.1

N/A

Procedures are defined and implemented to protect
cryptographic keys used to protect stored account data against
disclosure and misuse that include:

= Access to keys is restricted to the fewest number of custodians
necessary.

= Key-encrypting keys are at least as strong as the data-
encrypting keys they protect.

= Key-encrypting keys are stored separately from data-encrypting
keys.

= Keys are stored securely in the fewest possible locations and
forms.

Functional

Intersects With

Cryptographic Key Loss or
Change

CRY-09.3

Mechanisms exist to ensure the availability of information in the
event of the loss of cryptographic keys by individual users.

Processes that protect cryptographic keys used to protect stored
account data against disclosure and misuse are defined and
implemented.

3.6.1

N/A

Procedures are defined and implemented to protect
cryptographic keys used to protect stored account data against
disclosure and misuse that include:

= Access to keys is restricted to the fewest number of custodians
necessary.

= Key-encrypting keys are at least as strong as the data-
encrypting keys they protect.

= Key-encrypting keys are stored separately from data-encrypting
keys.

= Keys are stored securely in the fewest possible locations and
forms.

Functional

Intersects With

Control & Distribution of
Cryptographic Keys

CRY-09.4

Mechanisms exist to facilitate the secure distribution of
symmetric and asymmetric cryptographic keys using industry
recognized key management technology and processes.

Processes that protect cryptographic keys used to protect stored
account data against disclosure and misuse are defined and
implemented.

3.6.1.1

N/A

Additional requirement for service providers only: A documented
description of the cryptographic architecture is maintained that
includes:

= Details of all algorithms, protocols, and keys used for the
protection of stored account data, including key strength and
expiry date.

= Preventing the use of the same cryptographic keys in production
and test environments. This bullet is a best practice until its
effective date; refer to Applicability Notes below for details.

= Description of the key usage for each key.

= [nventory of any hardware security modules (HSMs), key
management systems (KMS), and other secure cryptographic
devices (SCDs) used for key management, including type and
location of devices, as outlined in Requirement 12.3.4.

Functional

Intersects With

Cryptographic Module
Authentication

CRY-02

Automated mechanisms exist to enable systems to authenticate
to a cryptographic module.

Accurate details of the cryptographic architecture are maintained
and available.

3.6.1.1

N/A

Additional requirement for service providers only: A documented
description of the cryptographic architecture is maintained that
includes:

= Details of all algorithms, protocols, and keys used for the
protection of stored account data, including key strength and
expiry date.

= Preventing the use of the same cryptographic keys in production
and test environments. This bullet is a best practice until its
effective date; refer to Applicability Notes below for details.

= Description of the key usage for each key.

= [nventory of any hardware security modules (HSMs), key
management systems (KMS), and other secure cryptographic
devices (SCDs) used for key management, including type and
location of devices, as outlined in Requirement 12.3.4.

Functional

Intersects With

Cryptographic Key
Management

CRY-09

Mechanisms exist to facilitate cryptographic key management
controls to protect the confidentiality, integrity and availability of
keys.

Accurate details of the cryptographic architecture are maintained
and available.

3.6.1.1

N/A

Additional requirement for service providers only: A documented
description of the cryptographic architecture is maintained that
includes:

= Details of all algorithms, protocols, and keys used for the
protection of stored account data, including key strength and
expiry date.

= Preventing the use of the same cryptographic keys in production
and test environments. This bullet is a best practice until its
effective date; refer to Applicability Notes below for details.

= Description of the key usage for each key.

= [nventory of any hardware security modules (HSMs), key
management systems (KMS), and other secure cryptographic
devices (SCDs) used for key management, including type and
location of devices, as outlined in Requirement 12.3.4.

Functional

Intersects With

Cryptographic Module
Authentication

IAC-12

Mechanisms exist to ensure cryptographic modules adhere to
applicable statutory, regulatory and contractual requirements for
security strength.

Accurate details of the cryptographic architecture are maintained
and available.

3.6.1.2

N/A

Secret and private keys used to encrypt/decrypt stored account
data are stored in one (or more) of the following forms at all times:
= Encrypted with a key-encrypting key that is at least as strong as
the data-encrypting key, and that is stored separately from the
data- encrypting key.

= Within a secure cryptographic device (SCD), such as a hardware
security module (HSM) or PTS-approved point-of-interaction
device.

= As at least two full-length key components or key shares, in
accordance with an industry-accepted method.

Functional

Intersects With

Cryptographic Module
Authentication

CRY-02

Automated mechanisms exist to enable systems to authenticate
to a cryptographic module.

Secret and private keys are stored in a secure form that prevents
unauthorized retrieval or access.

3.6.1.2

N/A

Secret and private keys used to encrypt/decrypt stored account
data are stored in one (or more) of the following forms at all times:
= Encrypted with a key-encrypting key that is at least as strong as
the data-encrypting key, and that is stored separately from the
data- encrypting key.

= Within a secure cryptographic device (SCD), such as a hardware
security module (HSM) or PTS-approved point-of-interaction
device.

= As at least two full-length key components or key shares, in
accordance with an industry-accepted method.

Functional

Intersects With

Cryptographic Key
Management

CRY-09

Mechanisms exist to facilitate cryptographic key management
controls to protect the confidentiality, integrity and availability of
keys.

Secret and private keys are stored in a secure form that prevents
unauthorized retrieval or access.

3.6.1.2

N/A

Secret and private keys used to encrypt/decrypt stored account
data are stored in one (or more) of the following forms at all times:
= Encrypted with a key-encrypting key that is at least as strong as
the data-encrypting key, and that is stored separately from the
data- encrypting key.

= Within a secure cryptographic device (SCD), such as a hardware
security module (HSM) or PTS-approved point-of-interaction
device.

= As at least two full-length key components or key shares, in
accordance with an industry-accepted method.

Functional

Intersects With

Cryptographic Module
Authentication

IAC-12

Mechanisms exist to ensure cryptographic modules adhere to
applicable statutory, regulatory and contractual requirements for
security strength.

Secret and private keys are stored in a secure form that prevents
unauthorized retrieval or access.

3.6.1.3

N/A

Access to cleartext cryptographic key components is restricted to
the fewest number of custodians necessary.

Functional

Intersects With

Cryptographic Key
Management

CRY-09

Mechanisms exist to facilitate cryptographic key management
controls to protect the confidentiality, integrity and availability of
keys.

Access to cleartext cryptographic key components is restricted to
necessary personnel.

3.6.1.4

N/A

Cryptographic keys are stored in the fewest possible locations.

Functional

Intersects With

Cryptographic Key
Management

CRY-09

Mechanisms exist to facilitate cryptographic key management
controls to protect the confidentiality, integrity and availability of
keys.

Cryptographic keys are retained only where necessary.

3.7

N/A

Where cryptography is used to protect stored account data, key
management processes and procedures covering all aspects of
the key lifecycle are defined and implemented.

Functional

Intersects With

Cryptographic Key
Management

CRY-09

Mechanisms exist to facilitate cryptographic key management
controls to protect the confidentiality, integrity and availability of
keys.

3.7

N/A

Where cryptography is used to protect stored account data, key
management processes and procedures covering all aspects of
the key lifecycle are defined and implemented.

Functional

Intersects With

Standardized Operating
Procedures (SOP)

OPS-01.1

Mechanisms exist to identify and document Standardized
Operating Procedures (SOP), or similar documentation, to enable
the proper execution of day-to-day / assigned tasks.

3.7.1

N/A

Key-management policies and procedures are implemented to
include generation of strong cryptographic keys used to protect
stored account data.

Functional

Intersects With

Cryptographic Key
Management

CRY-09

Mechanisms exist to facilitate cryptographic key management
controls to protect the confidentiality, integrity and availability of
keys.

Strong cryptographic keys are generated.

3.7.1

N/A

Key-management policies and procedures are implemented to
include generation of strong cryptographic keys used to protect
stored account data.

Functional

Intersects With

Publishing Cybersecurity &
Data Protection
Documentation

GOV-02

Mechanisms exist to establish, maintain and disseminate
cybersecurity & data protection policies, standards and
procedures.

Strong cryptographic keys are generated.

3.7.1

N/A

Key-management policies and procedures are implemented to
include generation of strong cryptographic keys used to protect
stored account data.

Functional

Intersects With

Standardized Operating
Procedures (SOP)

OPS-01.1

Mechanisms exist to identify and document Standardized
Operating Procedures (SOP), or similar documentation, to enable
the proper execution of day-to-day / assigned tasks.

Strong cryptographic keys are generated.

3.7.2

N/A

Key-management policies and procedures are implemented to
include secure distribution of cryptographic keys used to protect
stored account data.

Functional

Intersects With

Cryptographic Key
Management

CRY-09

Mechanisms exist to facilitate cryptographic key management
controls to protect the confidentiality, integrity and availability of
keys.

Cryptographic keys are secured during distribution.
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FDE Name Focal Document Element (FDE) Description= . . . SCF Control ., Relationship Notes (optional)
Rationale Relationship Control Description .
(optional)
Key-management policies and procedures are implemented to Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate
3.7.2 N/A include secure distribution of cryptographic keys used to protect Functional Intersects With Data Protection GOV-02 |cybersecurity & data protection policies, standards and 5 Cryptographic keys are secured during distribution.
stored account data. Documentation procedures.
Key-management policies and procedures are implemented to Standardized Operatin Mechanisms exist to identify and document Standardized
3.7.2 N/A include secure distribution of cryptographic keys used to protect Functional Intersects With Procedures (ZOP) g OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 Cryptographic keys are secured during distribution.
stored account data. the proper execution of day-to-day / assigned tasks.
Key-management policies and procedures are implemented to Crvptosraphic Ke Mechanisms exist to facilitate cryptographic key management
3.7.3 N/A include secure storage of cryptographic keys used to protect Functional Intersects With )I:/Tani epment y CRY-09 controls to protect the confidentiality, integrity and availability of 5 Cryptographic keys are secured when stored.
stored account data. g keys.
Key-management policies and procedures are implemented to Crvptosraphic Ke Mechanisms exist to facilitate cryptographic key management
3.7.3 N/A include secure storage of cryptographic keys used to protect Functional Intersects With BI:/FI’ani epment y CRY-09 controls to protect the confidentiality, integrity and availability of 5 Cryptographic keys are secured when stored.
stored account data. g keys.
Key-management policies and procedures are implemented to Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate
3.7.3 N/A include secure storage of cryptographic keys used to protect Functional Intersects With Data Protection GOV-02 |cybersecurity & data protection policies, standards and 5 Cryptographic keys are secured when stored.
stored account data. Documentation procedures.
Key-management policies and procedures are implemented to Crvptosraphic Ke Mechanisms exist to facilitate cryptographic key management
3.7.3 N/A include secure storage of cryptographic keys used to protect Functional Intersects With SI(/FI)ani epment y CRY-09 controls to protect the confidentiality, integrity and availability of 5 Cryptographic keys are secured when stored.
stored account data. g keys.
Key-management policies and procedures are implemented to Standardized Operatin Mechanisms exist to identify and document Standardized
3.7.3 N/A include secure storage of cryptographic keys used to protect Functional Intersects With Procedures (ZOP) g OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 Cryptographic keys are secured when stored.
stored account data. the proper execution of day-to-day / assigned tasks.
Key management policies and procedures are implemented for
cryptographic key changes for keys that have reached the end of
their cryptoperiod, as defined by the associated application . . - .
vendor{)pr ke? owner, and basedyon industry best prli;ctices and Cryptographic Ke Mechanisms exist to facilitate cryptographic key management
3.7.4 N/A . .y 7 . 4 P Functional Intersects With yptograp y CRY-09 controls to protect the confidentiality, integrity and availability of 5
guidelines, including the following: Management Kevs
= A defined cryptoperiod for each key type in use. ye.
= A process for key changes at the end of the defined
cryptoperiod.
Key management policies procedures are implemented to
include the retirement, replacement, or destruction of keys used
to protect stored account data, as deemed necessary when:
= The key has reached the end of its defined cryptoperiod.
= The integrity of the key has been weakened, including when . . L . Cryptographic mechanisms exist to protect the integrity of data Keys are removed from active use when it is suspected or known
3.7.5 N/A g .y y g Functional Intersects With Transmission Integrity CRY-04 3./p grap ) P gnty 5 y . . . P
personnel with knowledge of a cleartext key component leaves being transmitted. that the integrity of the key is weakened.
the company, or the role for which the key component was
known.
= The key is suspected of or known to be compromised.
Retired or replaced keys are not used for encryption operations.
Key management policies procedures are implemented to
include the retirement, replacement, or destruction of keys used
to protect stored account data, as deemed necessary when:
= The key has reached the end of its defined cryptoperiod. . . - .
The integrity of the kev has b K 4. includi h Crvot hic K Mechanisms exist to facilitate cryptographic key management K df i hen iti ted of k
= The integrity of the key has been weakened, including when . . ographic Ke . AR . . eys are removed from active use when it is suspected or known
3.7.5 N/A g _y y g Functional Intersects With fyptograp y CRY-09 controls to protect the confidentiality, integrity and availability of 5 y . . . P
personnel with knowledge of a cleartext key component leaves Management kevs that the integrity of the key is weakened.
the company, or the role for which the key component was ve.
known.
= The key is suspected of or known to be compromised.
Retired or replaced keys are not used for encryption operations.
Key management policies procedures are implemented to
include the retirement, replacement, or destruction of keys used
to protect stored account data, as deemed necessary when:
= The key has reached the end of its defined cryptoperiod.
= The integrity of the key has been weakened, including when . . Cryptographic Key Loss or Mechanisms exist to ensure the availability of information in the Keys are removed from active use when it is suspected or known
3.7.5 N/A g 'y y g Functional Intersects With yptograp y CRY-09.3 . y . 5 y . . . P
personnel with knowledge of a cleartext key component leaves Change event of the loss of cryptographic keys by individual users. that the integrity of the key is weakened.
the company, or the role for which the key component was
known.
= The key is suspected of or known to be compromised.
Retired or replaced keys are not used for encryption operations.
Key management policies procedures are implemented to
include the retirement, replacement, or destruction of keys used
to protect stored account data, as deemed necessary when:
= The key has reached the end of its defined cryptoperiod.
Thei ty itv of the kev has b K d 'ypl Z h Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate K df i hen it ted or k
= The integrity of the key has been weakened, including when . . . . . . eys are removed from active use when it is suspected or known
3.7.5 N/A g 'y y g Functional Intersects With Data Protection GOV-02 cybersecurity & data protection policies, standards and 5 y . . . P
personnel with knowledge of a cleartext key component leaves . that the integrity of the key is weakened.
. Documentation procedures.
the company, or the role for which the key component was
known.
= The key is suspected of or known to be compromised.
Retired or replaced keys are not used for encryption operations.
Key management policies procedures are implemented to
include the retirement, replacement, or destruction of keys used
to protect stored account data, as deemed necessary when:
= The key has reached the end of its defined cryptoperiod.
= The 'nti/e rity of the key has been weakened )r/\i):l Z'n hen Standardized Operatin Mechanisms exist to identify and document Standardized Keys are removed from active use when it is suspected or known
i i w , including w . . iz i . . . \% ive usew itis su w
3.7.5 N/A g 'y y g Functional Intersects With P g OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 y . . . P
personnel with knowledge of a cleartext key component leaves Procedures (SOP) . . that the integrity of the key is weakened.
. the proper execution of day-to-day / assigned tasks.
the company, or the role for which the key component was
known.
= The key is suspected of or known to be compromised.
Retired or replaced keys are not used for encryption operations.
Where manual cleartext cryptographic key- management
. yptograp y g . Mechanisms exist to facilitate cryptographic key management Cleartext secret or private keys cannot be known by anyone.
operations are performed by personnel, key-management . . Cryptographic Key . o . L . . . .
3.7.6 N/A . . ; . Functional Intersects With CRY-09 controls to protect the confidentiality, integrity and availability of 5 Operations involving cleartext keys cannot be carried out by a
policies and procedures are implemented include managing Management Kevs sinele person
these operations using split knowledge and dual control. ye. gep )
Where manual cleartext cryptographic key- management
. yptograp y g Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate Cleartext secret or private keys cannot be known by anyone.
operations are performed by personnel, key-management . . . . . . . . . .
3.7.6 N/A o . ; . Functional Intersects With Data Protection GOV-02 |cybersecurity & data protection policies, standards and 5 Operations involving cleartext keys cannot be carried out by a
policies and procedures are implemented include managing . .
. . . Documentation procedures. single person.
these operations using split knowledge and dual control.
Where manual cleartext cryptographic key- management
ti ; g t))/p grap l ky g ) Standardized O i Mechanisms exist to identify and document Standardized Cleartext secret or private keys cannot be known by anyone.
operations are performe ersonnel, key-managemen . . andardize eratin . . . . . . .
3.7.6 N/A P o P y.p .y g . Functional Intersects With P g OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 Operations involving cleartext keys cannot be carried out by a
policies and procedures are implemented include managing Procedures (SOP) . . .
. . . the proper execution of day-to-day / assigned tasks. single person.
these operations using split knowledge and dual control.
Key management policies and procedures are implemented to Mechanisms exist to facilitate cryptographic key management
. y g p. P ] . .p . ) Cryptographic Key ) Yp, g‘ P . y g . Cryptographic keys cannot be substituted by unauthorized
3.7.7 N/A include the prevention of unauthorized substitution of Functional Intersects With CRY-09 controls to protect the confidentiality, integrity and availability of 5
. Management personnel.
cryptographic keys. keys.
Key management policies and procedures are implemented to Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate . . .
. ) ] o ) ) ) . ] o Cryptographic keys cannot be substituted by unauthorized
3.7.7 N/A include the prevention of unauthorized substitution of Functional Intersects With Data Protection GOV-02 |cybersecurity & data protection policies, standards and 5 ersonnel
cryptographic keys. Documentation procedures. P )
Key management policies and procedures are implemented to Mechanisms exist to identify and document Standardized
. y g p. P ] . ‘p ) ) Standardized Operating ) v o . Cryptographic keys cannot be substituted by unauthorized
3.7.7 N/A include the prevention of unauthorized substitution of Functional Intersects With Procedures (SOP) OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 ersonnel
cryptographic keys. the proper execution of day-to-day / assigned tasks. P )
Key management policies and procedures are implemented to
) y g P ) P ] P ) ) . ) . o Key custodians are knowledgeable about their responsibilities in
include that cryptographic key custodians formally acknowledge . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities . . . .
3.7.8 N/A ) o ] ] Functional Intersects With o HRS-03 5 relation to cryptographic operations and can access assistance
(in writing or electronically) that they understand and accept their Responsibilities for all personnel. . .
) o and guidance when required.
key-custodian responsibilities.
Key management policies and procedures are implemented to
) y g P ) P ] P Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate Key custodians are knowledgeable about their responsibilities in
include that cryptographic key custodians formally acknowledge . . . . . L . . . .
3.7.8 N/A . . . . Functional Intersects With Data Protection GOV-02 |cybersecurity & data protection policies, standards and 5 relation to cryptographic operations and can access assistance
(in writing or electronically) that they understand and accept their . . .
) o Documentation procedures. and guidance when required.
key-custodian responsibilities.
Key management policies and procedures are implemented to
) y g P ) P ] P ) ) Mechanisms exist to identify and document Standardized Key custodians are knowledgeable about their responsibilities in
include that cryptographic key custodians formally acknowledge . . Standardized Operating . . . . . . .
3.7.8 N/A ) o ] ] Functional Intersects With OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 relation to cryptographic operations and can access assistance
(in writing or electronically) that they understand and accept their Procedures (SOP) . . . .
. o the proper execution of day-to-day / assigned tasks. and guidance when required.
key-custodian responsibilities.
Additional requirement for service providers only: Where a service
provider shares cryptographic keys with its customers for Mechanisms exist to ensure customers are provided with . . .
- . . . . . . . . Customers are provided with appropriate key management
3.7.9 N/A transmission or storage of account data, guidance on secure Functional Intersects With |Third-Party Cryptographic Keys| CRY-09.6 |appropriate key management guidance whenever cryptographic 5 . . .
L . . guidance whenever they receive shared cryptographic keys.
transmission, storage and updating of such keys is documented keys are shared.
and distributed to the service provider’s customers.
Cryptographic mechanisms exist to implement stron
Processes and mechanisms for protecting cardholder data with Safesuarding Data Over Open crypto gra ph and security brotocols topsafe ard g
uardi \Y uri u
4.1 N/A strong cryptography during transmission over open, public Functional Intersects With g g P NET-12 P . .g phy y p. o g . 5
) Networks sensitive/regulated data during transmission over open, public
networks are defined and documented. networks
W .
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Notes (optional)

(optional)

All security policies and operational procedures that are
identified in Requirement 4 are: Expectations, controls, and oversight for meeting activities within
q Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate P . ) 8 &
= Documented. . . . . . o Requirement 4 are defined and adhered to by affected personnel.
4.1.1 N/A Functional [Intersects With Data Protection GOV-02 |[cybersecurity & data protection policies, standards and 5 . L . .
= Kept up to date. . All supporting activities are repeatable, consistently applied, and
Documentation procedures. ,
= |n use. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 4 are: - . Mechanisms exist to review the cybersecurity & data privacy Expectations, controls, and oversight for meeting activities within
Periodic Review & Update of . . L . )
= Documented. . . . program, including policies, standards and procedures, at Requirement 4 are defined and adhered to by affected personnel.
4.1.1 N/A Functional Intersects With Cybersecurity & Data GOV-03 . L . 5 . . . .
= Kept up to date. Protection Program planned intervals or if significant changes occur to ensure their All supporting activities are repeatable, consistently applied, and
r i rogr
= |n use. g continuing suitability, adequacy and effectiveness. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 4 are: Expectations, controls, and oversight for meeting activities within
= Documented. . . . Mechanisms exist to facilitate the implementation of operational Requirement 4 are defined and adhered to by affected personnel.
4.1.1 N/A Functional Subset Of Operations Security OPS-01 . 10 . o . .
= Kept up to date. security controls. All supporting activities are repeatable, consistently applied, and
= |n use. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 4 are: Expectations, controls, and oversight for meeting activities within
9 . . Mechanisms exist to identify and document Standardized P . . g g
= Documented. . . Standardized Operating . L . Requirement 4 are defined and adhered to by affected personnel.
4.1.1 N/A Functional Intersects With OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 . . . .
= Kept up to date. Procedures (SOP) . . All supporting activities are repeatable, consistently applied, and
the proper execution of day-to-day / assigned tasks. ,
= |n use. conform to management’s intent.
= Known to all affected parties.
Mechanisms exist to assign one or more qualified individuals with . . .
Rol d ibilities f ; . tivities in R . ; Assi dCvb ity & Dat th L. d ; trall dinat Day-to-day responsibilities for performing all the activities in
oles and responsibilities for performing activities in Requiremen ssigne ersecuri ata e mission and resources to centrally-manage, coordinate, .
4.1.2 N/A P . P g q Functional Intersects With g . y 'y. o GOV-04 . . y .g . 5 Requirement 4 are allocated. Personnel are accountable for
4 are documented, assigned, and understood. Protection Responsibilities develop, implement and maintain an enterprise-wide . . .
. . successful, continuous operation of these requirements.
cybersecurity & data protection program.
Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities y . yresp P g
4.1.2 N/A . Functional Intersects With . HRS-03 5 Requirement 4 are allocated. Personnel are accountable for
4 are documented, assighed, and understood. Responsibilities for all personnel. . . .
successful, continuous operation of these requirements.
o . o . Mechanisms exist to communicate with users about their roles Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . o . . . .
4.1.2 N/A . Functional Intersects With User Awareness HRS-03.1 |and responsibilities to maintain a safe and secure working 5 Requirement 4 are allocated. Personnel are accountable for
4 are documented, assigned, and understood. . . . .
environment. successful, continuous operation of these requirements.
. . . o . . L. . - Cryptographic mechanisms exist to protect the confidentiality of
4.2 N/A PAN is protected with strong cryptography during transmission. Functional Intersects With | Transmission Confidentiality CRY-03 > . 5
data being transmitted.
Strong cryptography and security protocols are implemented as
follows to safeguard PAN during transmission over open, public
networks:
= Only trusted keys and certificates are accepted.
= Certificates used to safeguard PAN during transmission over
open, public networks are confirmed as valid and are not expired . . . . - .
P P . . . o . P . . . . - Cryptographic mechanisms exist to protect the confidentiality of Cleartext PAN cannot be read or intercepted from any
4.2.1 N/A or revoked. This bullet is a best practice until its effective date; Functional Intersects With | Transmission Confidentiality CRY-03 . . 5 L .
. . . data being transmitted. transmissions over open, public networks.
refer to applicability notes below for details.
= The protocol in use supports only secure versions or
configurations and does not support fallback to, or use of
insecure versions, algorithms, key sizes, orimplementations.
= The encryption strength is appropriate for the encryption
methodology in use.
Strong cryptography and security protocols are implemented as
follows to safeguard PAN during transmission over open, public
networks:
= Only trusted keys and certificates are accepted.
= Certificates used to safeguard PAN during transmission over . . . .
. . ) . Cryptographic mechanisms exist to implement strong
open, public networks are confirmed as valid and are not expired . . .
. . . L . . . Safeguarding Data Over Open cryptography and security protocols to safeguard Cleartext PAN cannot be read or intercepted from any
4.2.1 N/A or revoked. This bullet is a best practice until its effective date; Functional Intersects With NET-12 o . o . 5 o ]
. . . Networks sensitive/regulated data during transmission over open, public transmissions over open, public networks.
refer to applicability notes below for details. networks
= The protocolin use supports only secure versions or ’
configurations and does not support fallback to, or use of
insecure versions, algorithms, key sizes, orimplementations.
= The encryption strength is appropriate for the encryption
methodology in use.
Strong cryptography and security protocols are implemented as Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
follows to safeguard PAN during transmission over open, public unauthorized access by:
networks: (1) Authenticating devices trying to connect; and
= Only trusted keys and certificates are accepted. (2) Encrypting transmitted data.
= Certificates used to safeguard PAN during transmission over
open, public networks are confirmed as valid and are not expired .
P P . . . . . P . . L . Cleartext PAN cannot be read or intercepted from any
4.2.1 N/A or revoked. This bullet is a best practice until its effective date; Functional Intersects With | Authentication & Encryption NET-15.1 5 o .
. . . transmissions over open, public networks.
refer to applicability notes below for details.
= The protocol in use supports only secure versions or
configurations and does not support fallback to, or use of
insecure versions, algorithms, key sizes, orimplementations.
= The encryption strength is appropriate for the encryption
methodology in use.
Mechanisms exist to facilitate cryptographic key management
An inventory of the entity’s trusted keys and certificates used to . . Cryptographic Key . Yp, g . P . y g . All keys and certificates used to protect PAN during transmission
4.2.1.1 N/A . . L Functional Intersects With CRY-09 controls to protect the confidentiality, integrity and availability of 5 . . .
protect PAN during transmission is maintained. Management Kevs are identified and confirmed as trusted.
yS.
Wireless networks transmitting PAN or connected to the CDE use
. . . g . . L . o Cryptographic mechanisms exist to protect the confidentiality of Cleartext PAN cannot be read or intercepted from wireless
4.2.1.2 N/A industry best practices to implement strong cryptography for Functional Intersects With | Transmission Confidentiality CRY-03 A . 5 .
o o data being transmitted. network transmissions.
authentication and transmission.
Wireless networks transmitting PAN or connected to the CDE use . Mechanisms exist to protect the confidentiality and integrity of . .
. . . g . . Wireless Access . . P . . y . g y . Cleartext PAN cannot be read or intercepted from wireless
4.2.1.2 N/A industry best practices to implement strong cryptography for Functional Intersects With . . CRY-07 wireless networking technologies by implementing authentication 5 L
o o Authentication & Encryption ) network transmissions.
authentication and transmission. and strong encryption.
Mechanisms exist to protect external and internal wireless links
Wireless networks transmitting PAN or connected to the CDE use from signal parameter attacks through monitoring for . .
. . . . . . . . . . . - . . Cleartext PAN cannot be read or intercepted from wireless
4.2.1.2 N/A industry best practices to implement strong cryptography for Functional Intersects With Wireless Link Protection NET-12.1 |unauthorized wireless connections, including scanning for 5 network transmissions
work tr issi .
authentication and transmission. unauthorized wireless access points and taking appropriate
action, if an unauthorized connection is discovered.
PAN is secured with strong cryptography whenever it is sent via End-User Messagin Mechanisms exist to prohibit the transmission of unprotected Cleartext PAN cannot be read or intercepted from transmissions
4.2.2 N/A . g cryptography Functional |Intersects With saging NET-12.2 @ P _ protect 5 _ , cep
end-user messaging technologies. Technologies sensitive/regulated data by end-user messaging technologies. using end-user messaging technologies.
Processes and mechanisms for protecting all systems and . . . Mechanisms exist to facilitate the implementation of endpoint
5.1 N/A . - Functional Subset Of Endpoint Security END-01 . 10
networks from malicious software are defined and understood. security controls.
All security policies and operational procedures that are
identified in Requirement 5 are: Expectations, controls, and oversight for meeting activities within
9 Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate P . . g g
= Documented. . . . . . . Requirement 5 are defined and adhered to by affected personnel.
5.1.1 N/A Functional Intersects With Data Protection GOV-02 |cybersecurity & data protection policies, standards and 5 . . . .
= Kept up to date. . All supporting activities are repeatable, consistently applied, and
Documentation procedures. ,
= |n use. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 5 are: L . Mechanisms exist to review the cybersecurity & data privacy Expectations, controls, and oversight for meeting activities within
Periodic Review & Update of . . . . .
= Documented. . . . program, including policies, standards and procedures, at Requirement 5 are defined and adhered to by affected personnel.
5.1.1 N/A Functional [Intersects With Cybersecurity & Data GOV-03 . o . 5 . o . .
= Kept up to date. Protection Program planned intervals or if significant changes occur to ensure their All supporting activities are repeatable, consistently applied, and
= [n use. g continuing suitability, adequacy and effectiveness. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 5 are: Expectations, controls, and oversight for meeting activities within
= Documented. . . . Mechanisms exist to facilitate the implementation of operational Requirement 5 are defined and adhered to by affected personnel.
5.1.1 N/A Functional Subset Of Operations Security OPS-01 . 10 . . . .
= Kept up to date. security controls. All supporting activities are repeatable, consistently applied, and
= [n use. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 5 are: Expectations, controls, and oversight for meeting activities within
a . . Mechanisms exist to identify and document Standardized P . . g g
= Documented. . . Standardized Operating . L . Requirement 5 are defined and adhered to by affected personnel.
5.1.1 N/A Functional Intersects With OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 . . . .
= Kept up to date. Procedures (SOP) . . All supporting activities are repeatable, consistently applied, and
the proper execution of day-to-day / assigned tasks. .
= |n use. conform to management’s intent.
= Known to all affected parties.
Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement ) ) Documented Protection . . ) ) ¥ ) y P P g
5.1.2 N/A . Functional Intersects With END-04.2 |Mechanisms exist to document antimalware technologies. 5 Requirement 5 are allocated. Personnel are accountable for
5 are documented, assigned, and understood. Measures . . )
successful, continuous operation of these requirements.
Mechanisms exist to assign one or more qualified individuals with e . .
Rol q ibilities f ; . tivities in R . ; Assi 4 Cvb itv & Dat th L g ; trall dinat Day-to-day responsibilities for performing all the activities in
oles and responsibilities for performing activities in Requiremen ssigne ersecuri ata e mission and resources to centrally-manage, coordinate, .
5.1.2 N/A P ) P g q Functional Intersects With g ) y _y‘ o GOV-04 ) . y _g ] 5 Requirement 5 are allocated. Personnel are accountable for
5 are documented, assigned, and understood. Protection Responsibilities develop, implement and maintain an enterprise-wide . . .
) ) successful, continuous operation of these requirements.
cybersecurity & data protection program.
Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities 4 . yresp P g
5.1.2 N/A . Functional Intersects With I HRS-03 5 Requirement 5 are allocated. Personnel are accountable for
5 are documented, assigned, and understood. Responsibilities for all personnel. ) ) )
successful, continuous operation of these requirements.
s . . . Mechanisms exist to communicate with users about their roles Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . o . . .
5.1.2 N/A . Functional Intersects With User Awareness HRS-03.1 |and responsibilities to maintain a safe and secure working 5 Requirement 5 are allocated. Personnel are accountable for
5 are documented, assigned, and understood. . . . .
environment. successful, continuous operation of these requirements.
Malicious software (malware) is prevented, or detected and Malicious Code Protection Mechanisms exist to utilize antimalware technologies to detect
5.2 N/A icious software (malware) is prev Functional |Intersects With iclous’ rotect! END-04 1SMS exist to Utifize antimatwar gl 5
addressed. (Anti-Malware) and eradicate malicious code.
An anti-malware solution(s) is deployed on all system
components, except for those system components identified in . . Malicious Code Protection Mechanisms exist to utilize antimalware technologies to detect Automated mechanisms are implemented to prevent systems
5.2.1 N/A .p. . P . y P Functional Intersects With . END-04 . . g 5 . P P 4
periodic evaluations per Requirement 5.2.3 that concludes the (Anti-Malware) and eradicate malicious code. from becoming an attack vector for malware.
system components are not at risk from malware.
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The deployed anti-malware solution(s): . . . . - . .
. . Malicious Code Protection Mechanisms exist to utilize antimalware technologies to detect .
5.2.2 N/A = Detects all known types of malware. Functional Intersects With . END-04 . . 5 Malware cannot execute or infect other system components.
. (Anti-Malware) and eradicate malicious code.
= Removes, blocks, or contains all known types of malware.
Any system components that are not at risk for malware are
evaluated periodically to include the following:
= A documented list of all system components not at risk for . . L . . . L .
l Mechanisms exist to perform periodic evaluations evolving The entity maintains awareness of evolving malware threats to
malware.
5.2.3 N/A o ) ) Functional Intersects With Evolving Malware Threats END-04.6 [malware threats to assess systems that are generally not 5 ensure that any systems not protected from malware are not at
= |dentification and evaluation of evolving malware threats for . . . . .
considered to be commonly affected by malicious software. risk of infection.
those system components.
= Confirmation whether such system components continue to
not require anti-malware protection.
The frequency of periodic evaluations of system components
. . .q yorp . . .y . P . Mechanisms exist to perform periodic evaluations evolving .
identified as not at risk for malware is defined in the entity’s . . . Systems not known to be at risk from malware are re-evaluated at
5.2.3.1 N/A . . L . Functional Intersects With Evolving Malware Threats END-04.6 |malware threats to assess systems that are generally not 5 . .
targeted risk analysis, which is performed according to all . o afrequency that addresses the entity’s risk.
R . considered to be commonly affected by malicious software.
elements specified in Requirement 12.3.1.
Anti-malware mechanisms and processes are active, maintained, . . Malicious Code Protection Mechanisms exist to utilize antimalware technologies to detect
5.3 N/A ) Functional Intersects With . END-04 . o 5
and monitored. (Anti-Malware) and eradicate malicious code.
Anti-malware mechanisms and processes are active, maintained, . . Automatic Antimalware Mechanisms exist to automaticall date antimalware
5.3 N/A ! W ! P v intal Functional Intersects With “ . ! ! W END-04.1 ! . ,XI . Y . I y up . ! W 5
and monitored. Signature Updates technologies, including signature definitions.
Mechanisms exist to ensure that anti-malware technologies are
Anti-malware mechanisms and processes are active, maintained, . . . continuously running in real-time and cannot be disabled or
5.3 N/A . P Functional Intersects With Always On Protection END-04.7 y . g . . 5
and monitored. altered by non-privileged users, unless specifically authorized by
management on a case-by-case basis for a limited time period.
The anti-malware solution(s) is kept current via automatic . . Malicious Code Protection Mechanisms exist to utilize antimalware technologies to detect Anti-malware mechanisms can detect and address the latest
5.3.1 N/A Functional Intersects With . END-04 . . 5
updates. (Anti-Malware) and eradicate malicious code. malware threats.
The anti-malware solution(s) is kept current via automatic . . Automatic Antimalware Mechanisms exist to automatically update antimalware Anti-malware mechanisms can detect and address the latest
5.3.1 N/A Functional Intersects With ] END-04.1 . ] ) ] o 5
updates. Signature Updates technologies, including signature definitions. malware threats.
The anti-malware solution(s):
= Performs periodic scans and active or real-time scans.
P . . Malicious Code Protection Mechanisms exist to utilize antimalware technologies to detect .
5.3.2 N/A OR Functional Intersects With . END-04 . . 5 Malware cannot complete execution.
) ) ) (Anti-Malware) and eradicate malicious code.
= Performs continuous behavioral analysis of systems or
processes.
The anti-malware solution(s): . . . .
o . . Mechanisms exist to ensure that anti-malware technologies are
" Performs periodic scans and active or real-time scans. continuously running in real-time and cannot be disabled or
5.3.2 N/A OR Functional Intersects With Always On Protection END-04.7 y . g . . 5 Malware cannot complete execution.
. . . altered by non-privileged users, unless specifically authorized by
= Performs continuous behavioral analysis of systems or . . . .
management on a case-by-case basis for a limited time period.
processes.
If periodic malware scans are performed to meet Requirement
5.3.2, the frequency of scans is defined in the entity’s targeted . . Malicious Code Protection Mechanisms exist to utilize antimalware technologies to detect Scans by the malware solution are performed at a frequency that
5.3.2.1 N/A . . q . y‘ . y g Functional Intersects With . END-04 . o g 5 y . . P a y
risk analysis, which is performed according to all elements (Anti-Malware) and eradicate malicious code. addresses the entity’s risk.
specified in Requirement 12.3.1.
If periodic malware scans are performed to meet Requirement Mechanisms exist to ensure that anti-malware technologies are
5.3.2, the frequency of scans is defined in the entity’s targeted . . . continuously running in real-time and cannot be disabled or Scans by the malware solution are performed at a frequency that
5.3.2.1 N/A ] ) T ) Functional Intersects With Always On Protection END-04.7 o o ) 5 ) )
risk analysis, which is performed according to all elements altered by non-privileged users, unless specifically authorized by addresses the entity’s risk.
specified in Requirement 12.3.1. management on a case-by-case basis for a limited time period.
For removable electronic media, the anti- malware solution(s):
= Performs automatic scans of when the mediais inserted,
connected, or logically mounted, Malicious Code Protection Mechanisms exist to utilize antimalware technologies to detect Malware cannot be introduced to system components via
ICIOU | | Xl utiuz | W | W | u VI
5.3.3 N/A OR Functional Intersects With . END-04 . . g 5 . y P
. . . (Anti-Malware) and eradicate malicious code. external removable media.
= Performs continuous behavioral analysis of systems or
processes when the media is inserted, connected, or logically
mounted.
For removable electronic media, the anti- malware solution(s):
= Performs automatic scans of when the media is inserted, . . . .
. Mechanisms exist to ensure that anti-malware technologies are
connected, orlogically mounted, continuously running in real-time and cannot be disabled or Malware cannot be introduced to system components via
inuou unning i -ti i w i u vi
5.3.3 N/A OR Functional Intersects With Always On Protection END-04.7 y o g » . 5 . y P
. . . altered by non-privileged users, unless specifically authorized by external removable media.
= Performs continuous behavioral analysis of systems or . - . .
L . management on a case-by-case basis for a limited time period.
processes when the media is inserted, connected, or logically
mounted.
Audit logs for the anti-malware solution(s) are enabled and . . Malicious Code Protection Mechanisms exist to utilize antimalware technologies to detect Historical records of anti-malware actions are immediately
5.3.4 N/A . . . . Functional Intersects With . END-04 . o 5 . .
retained in accordance with Requirement 10.5.1. (Anti-Malware) and eradicate malicious code. available and retained for at least 12 months.
Audit logs for the anti-malware solution(s) are enabled and Centralized Management of Historical records of anti-malware actions are immediatel
5.3.4 N/A . g. . . (s) Functional Intersects With . g . END-04.3 |Mechanisms exist to centrally-manage antimalware technologies. 5 . . y
retained in accordance with Requirement 10.5.1. Antimalware Technologies available and retained for at least 12 months.
Anti-malware mechanisms cannot be disabled or altered by . . . . . . . . . . .
. . . . Malicious Code Protection Mechanisms exist to utilize antimalware technologies to detect Anti-malware mechanisms cannot be modified by unauthorized
5.3.5 N/A users, unless specifically documented, and authorized by Functional Intersects With . END-04 . o 5
. . . . (Anti-Malware) and eradicate malicious code. personnel.
management on a case-by-case basis for a limited time period.
Mechanisms exist to ensure that anti-malware technologies are
Anti-malware mechanisms cannot be disabled or altered by continuously running in real-time and cannot be d'sablei or Anti-malware mechanisms cannot be modified by unauthorized
inuou unning i -ti i i- w i ifi unau iz
5.3.5 N/A users, unless specifically documented, and authorized by Functional Intersects With Always On Protection END-04.7 y o g . ) 5 y
. . . . altered by non-privileged users, unless specifically authorized by personnel.
management on a case-by-case basis for a limited time period. . - . .
management on a case-by-case basis for a limited time period.
. . . L Mechanisms exist to utilize anti-phishing and spam protection
Anti-phishing mechanisms protect users against phishing . . L . . . .
5.4 N/A attacks Functional Intersects With| Phishing & Spam Protection END-08 [technologies to detect and take action on unsolicited messages 5
' transported by electronic mail.
Mechanisms exist to utilize anti-phishing and spam protection
Processes and automated mechanisms are in place to detect and . . L . . P . g p. . P Mechanisms are in place to protect against and mitigate risk
5.4.1 N/A . o Functional Intersects With| Phishing & Spam Protection END-08 |technologies to detect and take action on unsolicited messages 5 .
protect personnel against phishing attacks. . . posed by phishing attacks.
transported by electronic mail.
Mechanisms exist to facilitate the implementation of industry-
Processes and mechanisms for developing and maintainin recognized cybersecurity & data privacy practices in the
6.1 N/A ) ping & Functional Subset Of Secure Engineering Principles SEA-01 g ) Y ) Y P ) yP . 10
secure systems and software are defined and understood. specification, design, development, implementation and
modification of systems and services.
All security policies and operational procedures that are
identified in Requirement 6 are: Expectations, controls, and oversight for meeting activities within
9 Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate P . ] 8 &
= Documented. . . . . . . Requirement 6 are defined and adhered to by affected personnel.
6.1.1 N/A Functional Intersects With Data Protection GOV-02 |[cybersecurity & data protection policies, standards and 5 . . . .
= Kept up to date. . All supporting activities are repeatable, consistently applied, and
Documentation procedures. .
= |n use. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 6 are: o . Mechanisms exist to review the cybersecurity & data privacy Expectations, controls, and oversight for meeting activities within
Periodic Review & Update of . . . . .
= Documented. . . . program, including policies, standards and procedures, at Requirement 6 are defined and adhered to by affected personnel.
6.1.1 N/A Functional Intersects With Cybersecurity & Data GOV-03 . L . 5 . . . .
= Kept up to date. Protection Program planned intervals or if significant changes occur to ensure their All supporting activities are repeatable, consistently applied, and
i
= |n use. g continuing suitability, adequacy and effectiveness. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 6 are: Expectations, controls, and oversight for meeting activities within
= Documented. . . . Mechanisms exist to facilitate the implementation of operational Requirement 6 are defined and adhered to by affected personnel.
6.1.1 N/A Functional Subset Of Operations Security OPS-01 . 10 . L . .
= Kept up to date. security controls. All supporting activities are repeatable, consistently applied, and
= |n use. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 6 are: Expectations, controls, and oversight for meeting activities within
4 . . Mechanisms exist to identify and document Standardized P . . g g
= Documented. . . Standardized Operating . L . Requirement 6 are defined and adhered to by affected personnel.
6.1.1 N/A Functional Intersects With OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 . . . .
= Kept up to date. Procedures (SOP) . ] All supporting activities are repeatable, consistently applied, and
the proper execution of day-to-day / assigned tasks. ,
= |n use. conform to management’s intent.
= Known to all affected parties.
Mechanisms exist to assign one or more qualified individuals with . . .
Rol d ibilities f ; . tivities in R . ‘ Assi dCvb ity & Dat th o d ; trall dinat Day-to-day responsibilities for performing all the activities in
oles and responsibilities for performing activities in Requiremen ssigne ersecuri ata e mission and resources to centrally-manage, coordinate, .
6.1.2 N/A P . P g q Functional Intersects With g . y 'y. o GOV-04 . o 4 .g . 5 Requirement 6 are allocated. Personnel are accountable for
6 are documented, assigned, and understood. Protection Responsibilities develop, implement and maintain an enterprise-wide . . .
. . successful, continuous operation of these requirements.
cybersecurity & data protection program.
Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities y . yresp P g
6.1.2 N/A . Functional Intersects With . HRS-03 5 Requirement 6 are allocated. Personnel are accountable for
6 are documented, assigned, and understood. Responsibilities for all personnel. . . .
successful, continuous operation of these requirements.
A . . . Mechanisms exist to communicate with users about their roles Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . . . . . .
6.1.2 N/A . Functional Intersects With User Awareness HRS-03.1 |and responsibilities to maintain a safe and secure working 5 Requirement 6 are allocated. Personnel are accountable for
6 are documented, assigned, and understood. . . . .
environment. successful, continuous operation of these requirements.
Mechanisms exist to facilitate the implementation of industry-
recognized cybersecurity & data privacy practices in the
6.2 N/A Bespoke and custom software are developed securely. Functional Subset Of Secure Engineering Principles SEA-01 g . y . y P . yp . 10
specification, design, development, implementation and
modification of systems and services.
Mechanisms exist to facilitate the implementation of tailored
. Technology Development & L .
6.2 N/A Bespoke and custom software are developed securely. Functional Subset Of Acquisition TDA-01 development and acquisition strategies, contract tools and 10
i procurement methods to meet unique business needs.
Mechanisms exist to require software developers to ensure that
their software development processes employ industry-
. . Development Methods, . P . P Proy . Y . .
6.2 N/A Bespoke and custom software are developed securely. Functional Intersects With Techniques & Processes TDA-02.3 |recognized secure practices for secure programming, engineering 5
a methods, quality control processes and validation techniques to
minimize flawed and/or malformed software.
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Mechanisms exist to require the developers of systems, system
components or services to produce a design specification and
security architecture that:
(1) Is consistent with and supportive of the organization's security
architecture which is established within and is an integrated part
Developer Architecture & of the organization's enterprise architecture;
6.2 N/A Bespoke and custom software are developed securely. Functional Intersects With P . TDA-05 g P . . . 5
Design (2) Accurately and completely describes the required security
functionality and the allocation of security controls among
physical and logical components; and
(3) Expresses how individual security functions, mechanisms and
services work together to provide required security capabilities
and a unified approach to protection.
Mechanisms exist to develop applications based on secure
6.2 N/A Bespoke and custom software are developed securely. Functional Intersects With Secure Coding TDA-06 . . P épp 5
coding principles.
Bespoke and custom software are developed securely, as
follows:
= Based on industry standards and/or best practices for secure Mechanisms exist to require system developers and integrators to
develobment y P Threat Analysis & Flaw create and execute a Seqc it Yl'est'n and Epal ation (STiE) lan Bespoke and custom software is developed in accordance with
v . xecu uri i valuati ,
6.2.1 N/A P . L Functional Intersects With Remediation During IAO-04 o . . y g . . P 5 PCI DSS and secure development processes throughout the
= [n accordance with PCI DSS (for example, secure authentication or similar process, to identify and remediate flaws during .
. Development software lifecycle.
and logging). development.
® [ncorporating consideration of information security issues
during each stage of the software development lifecycle.
Bespoke and custom software are developed securely, as
follows:
= Based on industry standards and/or best practices for secure Mechanisms exist to facilitate the implementation of industry- . . .
develobment recognized cvbersecurity & data privacy practices in the Bespoke and custom software is developed in accordance with
v . iz uri iV i i
6.2.1 N/A P . L Functional Subset Of Secure Engineering Principles SEA-01 g o y . y P . yp . 10 PCI DSS and secure development processes throughout the
= [n accordance with PCI DSS (for example, secure authentication specification, design, development, implementation and software lifecvcle
and logging). modification of systems and services. vete.
® Incorporating consideration of information security issues
during each stage of the software development lifecycle.
Bespoke and custom software are developed securely, as
follows:
= Based on industry standards and/or best practices for secure
develobment y P Technology Development & Mechanisms exist to facilitate the implementation of tailored Bespoke and custom software is developed in accordance with
v . \
6.2.1 N/A b . L Functional Subset Of gy . P TDA-01 development and acquisition strategies, contract tools and 10 PCI DSS and secure development processes throughout the
= [n accordance with PCI DSS (for example, secure authentication Acquisition . . .
. procurement methods to meet unique business needs. software lifecycle.
and logging).
® Incorporating consideration of information security issues
during each stage of the software development lifecycle.
Bespoke and custom software are developed securely, as
follows: . . .
. . Mechanisms exist to require software developers to ensure that
= Based on industry standards and/or best practices for secure . . . . .
develobment Develobment Methods their software development processes employ industry- Bespoke and custom software is developed in accordance with
v . v ) . . . . .
6.2.1 N/A b . L Functional Intersects With . P TDA-02.3 |recognized secure practices for secure programming, engineering 5 PCI DSS and secure development processes throughout the
= [n accordance with PCI DSS (for example, secure authentication Techniques & Processes . L . .
and logging) methods, quality control processes and validation techniques to software lifecycle.
geing ; . . . . . minimize flawed and/or malformed software.
® Incorporating consideration of information security issues
during each stage of the software development lifecycle.
Mechanisms exist to require the developers of systems, system
components or services to produce a design specification and
Bespoke and custom software are developed securely, as security architecture that:
follows: (1) Is consistent with and supportive of the organization's security
= Based on industry standards and/or best practices for secure architecture which is established within and is an integrated part . . .
q l ) b l Architect & fth i ation’ t . hitect Bespoke and custom software is developed in accordance with
evelopment. eveloper Architecture of the organization's enterprise architecture;
6.2.1 N/A P . o Functional Intersects With P ) TDA-05 g P ) . . 5 PCI DSS and secure development processes throughout the
= |n accordance with PCI DSS (for example, secure authentication Design (2) Accurately and completely describes the required security software lifecvele
and logging). functionality and the allocation of security controls among yete.
= |ncorporating consideration of information security issues physical and logical components; and
during each stage of the software development lifecycle. (8) Expresses how individual security functions, mechanisms and
services work together to provide required security capabilities
and a unified approach to protection.
Bespoke and custom software are developed securely, as
follows:
= Based on industry standards and/or best practices for secure
develobment y P Mechanisms exist to develon applications based on secure Bespoke and custom software is developed in accordance with
V . | XI V | | u
6.2.1 N/A b . L Functional [Intersects With Secure Coding TDA-06 . o Papp 5 PCI DSS and secure development processes throughout the
= [n accordance with PCI DSS (for example, secure authentication coding principles. .
; software lifecycle.
and logging).
» Incorporating consideration of information security issues
during each stage of the software development lifecycle.
Bespoke and custom software are developed securely, as
follows:
= Based on industry standards and/or best practices for secure . . . . . . .
. Mechanisms exist to require system developers and integrators to Bespoke and custom software is developed in accordance with
development. . . Developer Threat Analysis & . . .
6.2.1 N/A . L Functional Intersects With Lo TDA-15 create a Security Test and Evaluation (ST&E) plan and implement 5 PCI DSS and secure development processes throughout the
= [n accordance with PCI DSS (for example, secure authentication Flaw Remediation . . .
. the plan under the witness of an independent party. software lifecycle.
and logging).
® [ncorporating consideration of information security issues
during each stage of the software development lifecycle.
Software development personnel working on bespoke and
custom software are trained at least once every 12 months as
follows: Software development personnel remain knowledgeable about
= On software security relevant to their job function and . . . . w secure development practices; software security; and attacks
. . |Competency Requirements for Mechanisms exist to ensure that all security-related positions are . L
6.2.2 N/A development languages. Functional Intersects With . . HRS-03.2 . . 5 against the languages, frameworks, or applications they develop.
. . . Security-Related Positions staffed by qualified individuals who have the necessary skill set. . .
® Including secure software design and secure coding Personnel are able to access assistance and guidance when
techniques. required.
® Including, if security testing tools are used, how to use the tools
for detecting vulnerabilities in software.
Software development personnel working on bespoke and
custom software are trained at least once every 12 months as
follows: . . . . Software development personnel remain knowledgeable about
. . . . Mechanisms exist to require system developers and integrators to . .
= On software security relevant to their job function and Threat Analysis & Flaw . . . secure development practices; software security; and attacks
. . L . create and execute a Security Testing and Evaluation (ST&E) plan, . L
6.2.2 N/A development languages. Functional Intersects With Remediation During IAO-04 L . . . . 5 against the languages, frameworks, or applications they develop.
. ) . or similar process, to identify and remediate flaws during . .
= Including secure software design and secure coding Development development Personnel are able to access assistance and guidance when
% ment.
techniques. P required.
= Including, if security testing tools are used, how to use the tools
for detecting vulnerabilities in software.
Software development personnel working on bespoke and
custom software are trained at least once every 12 months as
y Mechanisms exist to provide role-based cybersecurity & data .
follows: fivacy-related trainin Software development personnel remain knowledgeable about
\" - ni .
= On software security relevant to their job function and . P y . g . secure development practices; software security; and attacks
. . Role-Based Cybersecurity & (1) Before authorizing access to the system or performing . L
6.2.2 N/A development languages. Functional Intersects With Data Privacy Trainin SAT-03 assiened duties: 5 against the languages, frameworks, or applications they develop.
= Including secure software design and secure coding y g g = Personnel are able to access assistance and guidance when
. (2) When required by system changes; and .
techniques. required.
. . . . (3) Annually thereafter.
» Including, if security testing tools are used, how to use the tools
for detecting vulnerabilities in software.
Software development personnel working on bespoke and
custom software are trained at least once every 12 months as
follows: . . L Software development personnel remain knowledgeable about
. . . L. . Mechanisms exist to ensure application development and . .
= On software security relevant to their job function and Continuing Professional . . . . secure development practices; software security; and attacks
. . . operations (DevOps) personnel receive Continuing Professional . L
6.2.2 N/A development languages. Functional Intersects With Education (CPE) - DevOps SAT-03.8 . o 5 against the languages, frameworks, or applications they develop.
. . . Education (CPE) training on Secure Software Development . .
= Including secure software design and secure coding Personnel . . . Personnel are able to access assistance and guidance when
. Practices (SSDP) to appropriately address evolving threats. .
techniques. required.
= Including, if security testing tools are used, how to use the tools
for detecting vulnerabilities in software.
Software development personnel working on bespoke and
custom software are trained at least once every 12 months as
follows: Software development personnel remain knowledgeable about
= On software security relevant to their job function and Software Assurance Maturit Mechanisms exist to utilize a Software Assurance Maturity Model secure development practices; software security; and attacks
W u uri
6.2.2 N/A development languages. Functional [Intersects With Model (SAMM) y TDA-06.3 |(SAMM) to govern a secure development lifecycle for the 5 against the languages, frameworks, or applications they develop.
= Including secure software design and secure coding development of systems, applications and services. Personnel are able to access assistance and guidance when
techniques. required.
= Including, if security testing tools are used, how to use the tools
for detecting vulnerabilities in software.
Software development personnel working on bespoke and
custom software are trained at least once every 12 months as
follows: Software development personnel remain knowledgeable about
= On software security relevant to their job function and Mechanisms exist to ensure that the developers of systems, secure development practices; software security; and attacks
6.2.2 N/A development languages. Functional Intersects With Developer Screening TDA-13 applications and/or services have the requisite skillset and 5 against the languages, frameworks, or applications they develop.
® Including secure software design and secure coding appropriate access authorizations. Personnel are able to access assistance and guidance when
techniques. required.
» Including, if security testing tools are used, how to use the tools
for detecting vulnerabilities in software.
Software development personnel working on bespoke and
custom software are trained at least once every 12 months as
follows: Software development personnel remain knowledgeable about
= On software security relevant to their job function and Developer Threat Analvsis & Mechanisms exist to require system developers and integrators to secure development practices; software security; and attacks
% i
6.2.2 N/A development languages. Functional Intersects With Fl: Remed'at'o: TDA-15 create a Security Test and Evaluation (ST&E) plan and implement 5 against the languages, frameworks, or applications they develop.
w iati
= Including secure software design and secure coding the plan under the witness of an independent party. Personnel are able to access assistance and guidance when
techniques. required.
= Including, if security testing tools are used, how to use the tools
for detecting vulnerabilities in software.
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6.2.3

N/A

Bespoke and custom software is reviewed prior to being released
into production or to customers, to identify and correct potential
coding vulnerabilities, as follows:

= Code reviews ensure code is developed according to secure
coding guidelines.

= Code reviews look for both existing and emerging software
vulnerabilities.

= Appropriate corrections are implemented prior to release.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

IAO-04

Mechanisms exist to require system developers and integrators to
create and execute a Security Testing and Evaluation (ST&E) plan,
or similar process, to identify and remediate flaws during
development.

(optional)

Bespoke and custom software cannot be exploited via coding
vulnerabilities.

6.2.3

N/A

Bespoke and custom software is reviewed prior to being released
into production or to customers, to identify and correct potential
coding vulnerabilities, as follows:

= Code reviews ensure code is developed according to secure
coding guidelines.

= Code reviews look for both existing and emerging software
vulnerabilities.

= Appropriate corrections are implemented prior to release.

Functional

Intersects With

Software Design Review

TDA-06.5

Mechanisms exist to have an independent review of the software
design to confirm that all cybersecurity & data privacy
requirements are met and that any identified risks are
satisfactorily addressed.

Bespoke and custom software cannot be exploited via coding
vulnerabilities.

6.2.3

N/A

Bespoke and custom software is reviewed prior to being released
into production or to customers, to identify and correct potential
coding vulnerabilities, as follows:

= Code reviews ensure code is developed according to secure
coding guidelines.

= Code reviews look for both existing and emerging software
vulnerabilities.

= Appropriate corrections are implemented prior to release.

Functional

Intersects With

Cybersecurity & Data Privacy
Testing Throughout
Development

TDA-09

Mechanisms exist to require system developers/integrators
consult with cybersecurity & data privacy personnel to:

(1) Create and implement a Security Testing and Evaluation
(ST&E) plan, or similar capability;

(2) Implement a verifiable flaw remediation process to correct
weaknesses and deficiencies identified during the security testing
and evaluation process; and

(8) Document the results of the security testing/evaluation and
flaw remediation processes.

Bespoke and custom software cannot be exploited via coding
vulnerabilities.

6.2.3

N/A

Bespoke and custom software is reviewed prior to being released
into production or to customers, to identify and correct potential
coding vulnerabilities, as follows:

= Code reviews ensure code is developed according to secure
coding guidelines.

= Code reviews look for both existing and emerging software
vulnerabilities.

= Appropriate corrections are implemented prior to release.

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

TDA-15

Mechanisms exist to require system developers and integrators to
develop and implement an ongoing Security Testing and
Evaluation (ST&E) plan, or similar process, to objectively identify
and remediate vulnerabilities prior to release to production.

Bespoke and custom software cannot be exploited via coding
vulnerabilities.

6.2.3.1

N/A

If manual code reviews are performed for bespoke and custom
software prior to release to production, code changes are:

= Reviewed by individuals other than the originating code author,
and who are knowledgeable about code-review techniques and
secure coding practices.

= Reviewed and approved by management prior to release.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

IAO-04

Mechanisms exist to require system developers and integrators to
create and execute a Security Testing and Evaluation (ST&E) plan,
or similar process, to identify and remediate flaws during
development.

The manual code review process cannot be bypassed and is
effective at discovering security vulnerabilities.

6.2.3.1

N/A

If manual code reviews are performed for bespoke and custom
software prior to release to production, code changes are:

= Reviewed by individuals other than the originating code author,
and who are knowledgeable about code-review techniques and
secure coding practices.

= Reviewed and approved by management prior to release.

Functional

Intersects With

Cybersecurity & Data Privacy
Testing Throughout
Development

TDA-09

Mechanisms exist to require system developers/integrators
consult with cybersecurity & data privacy personnel to:

(1) Create and implement a Security Testing and Evaluation
(ST&E) plan, or similar capability;

(2) Implement a verifiable flaw remediation process to correct
weaknesses and deficiencies identified during the security testing
and evaluation process; and

(3) Document the results of the security testing/evaluation and
flaw remediation processes.

The manual code review process cannot be bypassed and is
effective at discovering security vulnerabilities.

6.2.3.1

N/A

If manual code reviews are performed for bespoke and custom
software prior to release to production, code changes are:

= Reviewed by individuals other than the originating code author,
and who are knowledgeable about code-review techniques and
secure coding practices.

= Reviewed and approved by management prior to release.

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

TDA-15

Mechanisms exist to require system developers and integrators to
develop and implement an ongoing Security Testing and
Evaluation (ST&E) plan, or similar process, to objectively identify
and remediate vulnerabilities prior to release to production.

The manual code review process cannot be bypassed and is
effective at discovering security vulnerabilities.

6.2.4

N/A

Software engineering techniques or other methods are defined
and in use by software development personnel to prevent or
mitigate common software attacks and related vulnerabilities in
bespoke and custom software, including but not limited to the
following:

= |Injection attacks, including SQL, LDAP, XPath, or other
command, parameter, object, fault, or injection-type flaws.

= Attacks on data and data structures, including attempts to
manipulate buffers, pointers, input data, or shared data.

= Attacks on cryptography usage, including attempts to exploit
weak, insecure, or inappropriate cryptographic implementations,
algorithms, cipher suites, or modes of operation.

= Attacks on business logic, including attempts to abuse or
bypass application features and functionalities through the
manipulation of APls, communication protocols and channels,
client- side functionality, or other system/application functions
and resources. This includes cross-site scripting (XSS) and cross-
site request forgery (CSRF).

= Attacks on access control mechanisms, including attempts to
bypass or abuse identification, authentication, or authorization
mechanisms, or attempts to exploit weaknesses in the
implementation of such mechanisms.

= Attacks via any “high-risk” vulnerabilities identified in the
vulnerability identification process, as defined in Requirement
6.3.1.

Functional

Intersects With

Cybersecurity & Data Privacy
Testing Throughout
Development

TDA-09

Mechanisms exist to require system developers/integrators
consult with cybersecurity & data privacy personnel to:

(1) Create and implement a Security Testing and Evaluation
(ST&E) plan, or similar capability;

(2) Implement a verifiable flaw remediation process to correct
weaknesses and deficiencies identified during the security testing
and evaluation process; and

(8) Document the results of the security testing/evaluation and
flaw remediation processes.

Bespoke and custom software cannot be exploited via common
attacks and related vulnerabilities.

6.2.4

N/A

Software engineering techniques or other methods are defined
and in use by software development personnel to prevent or
mitigate common software attacks and related vulnerabilities in
bespoke and custom software, including but not limited to the
following:

= |[njection attacks, including SQL, LDAP, XPath, or other
command, parameter, object, fault, or injection-type flaws.

= Attacks on data and data structures, including attempts to
manipulate buffers, pointers, input data, or shared data.

= Attacks on cryptography usage, including attempts to exploit
weak, insecure, or inappropriate cryptographic implementations,
algorithms, cipher suites, or modes of operation.

= Attacks on business logic, including attempts to abuse or
bypass application features and functionalities through the
manipulation of APls, communication protocols and channels,
client- side functionality, or other system/application functions
and resources. This includes cross-site scripting (XSS) and cross-
site request forgery (CSRF).

= Attacks on access control mechanisms, including attempts to
bypass or abuse identification, authentication, or authorization
mechanisms, or attempts to exploit weaknesses in the
implementation of such mechanisms.

= Attacks via any “high-risk” vulnerabilities identified in the
vulnerability identification process, as defined in Requirement
6.3.1.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

IAO-04

Mechanisms exist to require system developers and integrators to
create and execute a Security Testing and Evaluation (ST&E) plan,
or similar process, to identify and remediate flaws during
development.

Bespoke and custom software cannot be exploited via common
attacks and related vulnerabilities.

6.2.4

N/A

Software engineering techniques or other methods are defined
and in use by software development personnel to prevent or
mitigate common software attacks and related vulnerabilities in
bespoke and custom software, including but not limited to the
following:

= |Injection attacks, including SQL, LDAP, XPath, or other
command, parameter, object, fault, or injection-type flaws.

= Attacks on data and data structures, including attempts to
manipulate buffers, pointers, input data, or shared data.

= Attacks on cryptography usage, including attempts to exploit
weak, insecure, or inappropriate cryptographic implementations,
algorithms, cipher suites, or modes of operation.

= Attacks on business logic, including attempts to abuse or
bypass application features and functionalities through the
manipulation of APls, communication protocols and channels,
client- side functionality, or other system/application functions
and resources. This includes cross-site scripting (XSS) and cross-
site request forgery (CSRF).

= Attacks on access control mechanisms, including attempts to
bypass or abuse identification, authentication, or authorization
mechanisms, or attempts to exploit weaknesses in the
implementation of such mechanisms.

= Attacks via any “high-risk” vulnerabilities identified in the
vulnerability identification process, as defined in Requirement
6.3.1.

Functional

Intersects With

Secure Coding

TDA-06

Mechanisms exist to develop applications based on secure
coding principles.

Bespoke and custom software cannot be exploited via common
attacks and related vulnerabilities.
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6.2.4

N/A

Software engineering techniques or other methods are defined
and in use by software development personnel to prevent or
mitigate common software attacks and related vulnerabilities in
bespoke and custom software, including but not limited to the
following:

= |njection attacks, including SQL, LDAP, XPath, or other
command, parameter, object, fault, or injection-type flaws.

= Attacks on data and data structures, including attempts to
manipulate buffers, pointers, input data, or shared data.

= Attacks on cryptography usage, including attempts to exploit
weak, insecure, or inappropriate cryptographic implementations,
algorithms, cipher suites, or modes of operation.

= Attacks on business logic, including attempts to abuse or
bypass application features and functionalities through the
manipulation of APls, communication protocols and channels,
client- side functionality, or other system/application functions
and resources. This includes cross-site scripting (XSS) and cross-
site request forgery (CSRF).

= Attacks on access control mechanisms, including attempts to
bypass or abuse identification, authentication, or authorization
mechanisms, or attempts to exploit weaknesses in the
implementation of such mechanisms.

= Attacks via any “high-risk” vulnerabilities identified in the
vulnerability identification process, as defined in Requirement
6.3.1.

Functional

Intersects With

Static Code Analysis

TDA-09.2

Mechanisms exist to require the developers of systems, system

components or services to employ static code analysis tools to

identify and remediate common flaws and document the results
of the analysis.

(optional)

Bespoke and custom software cannot be exploited via common
attacks and related vulnerabilities.

6.2.4

N/A

Software engineering techniques or other methods are defined
and in use by software development personnel to prevent or
mitigate common software attacks and related vulnerabilities in
bespoke and custom software, including but not limited to the
following:

= [njection attacks, including SQL, LDAP, XPath, or other
command, parameter, object, fault, or injection-type flaws.

= Attacks on data and data structures, including attempts to
manipulate buffers, pointers, input data, or shared data.

= Attacks on cryptography usage, including attempts to exploit
weak, insecure, or inappropriate cryptographic implementations,
algorithms, cipher suites, or modes of operation.

= Attacks on business logic, including attempts to abuse or
bypass application features and functionalities through the
manipulation of APls, communication protocols and channels,
client- side functionality, or other system/application functions
and resources. This includes cross-site scripting (XSS) and cross-
site request forgery (CSRF).

= Attacks on access control mechanisms, including attempts to
bypass or abuse identification, authentication, or authorization
mechanisms, or attempts to exploit weaknesses in the
implementation of such mechanisms.

= Attacks via any “high-risk” vulnerabilities identified in the
vulnerability identification process, as defined in Requirement
6.3.1.

Functional

Intersects With

Dynamic Code Analysis

TDA-09.3

Mechanisms exist to require the developers of systems, system
components or services to employ dynamic code analysis tools
to identify and remediate common flaws and document the
results of the analysis.

Bespoke and custom software cannot be exploited via common
attacks and related vulnerabilities.

6.2.4

N/A

Software engineering techniques or other methods are defined
and in use by software development personnel to prevent or
mitigate common software attacks and related vulnerabilities in
bespoke and custom software, including but not limited to the
following:

= |njection attacks, including SQL, LDAP, XPath, or other
command, parameter, object, fault, orinjection-type flaws.

= Attacks on data and data structures, including attempts to
manipulate buffers, pointers, input data, or shared data.

= Attacks on cryptography usage, including attempts to exploit
weak, insecure, or inappropriate cryptographic implementations,
algorithms, cipher suites, or modes of operation.

= Attacks on business logic, including attempts to abuse or
bypass application features and functionalities through the
manipulation of APls, communication protocols and channels,
client- side functionality, or other system/application functions
and resources. This includes cross-site scripting (XSS) and cross-
site request forgery (CSRF).

= Attacks on access control mechanisms, including attempts to
bypass or abuse identification, authentication, or authorization
mechanisms, or attempts to exploit weaknesses in the
implementation of such mechanisms.

= Attacks via any “high-risk” vulnerabilities identified in the
vulnerability identification process, as defined in Requirement
6.3.1.

Functional

Intersects With

Malformed Input Testing

TDA-09.4

Mechanisms exist to utilize testing methods to ensure systems,
services and products continue to operate as intended when
subject to invalid or unexpected inputs on its interfaces.

Bespoke and custom software cannot be exploited via common
attacks and related vulnerabilities.

6.2.4

N/A

Software engineering techniques or other methods are defined
and in use by software development personnel to prevent or
mitigate common software attacks and related vulnerabilities in
bespoke and custom software, including but not limited to the
following:

= |[njection attacks, including SQL, LDAP, XPath, or other
command, parameter, object, fault, or injection-type flaws.

= Attacks on data and data structures, including attempts to
manipulate buffers, pointers, input data, or shared data.

= Attacks on cryptography usage, including attempts to exploit
weak, insecure, or inappropriate cryptographic implementations,
algorithms, cipher suites, or modes of operation.

= Attacks on business logic, including attempts to abuse or
bypass application features and functionalities through the
manipulation of APls, communication protocols and channels,
client- side functionality, or other system/application functions
and resources. This includes cross-site scripting (XSS) and cross-
site request forgery (CSRF).

= Attacks on access control mechanisms, including attempts to
bypass or abuse identification, authentication, or authorization
mechanisms, or attempts to exploit weaknesses in the
implementation of such mechanisms.

= Attacks via any “high-risk” vulnerabilities identified in the
vulnerability identification process, as defined in Requirement
6.3.1.

Functional

Intersects With

Application Penetration
Testing

TDA-09.5

Mechanisms exist to perform application-level penetration testing
of custom-made applications and services.

Bespoke and custom software cannot be exploited via common
attacks and related vulnerabilities.

6.2.4

N/A

Software engineering techniques or other methods are defined
and in use by software development personnel to prevent or
mitigate common software attacks and related vulnerabilities in
bespoke and custom software, including but not limited to the
following:

= |Injection attacks, including SQL, LDAP, XPath, or other
command, parameter, object, fault, or injection-type flaws.

= Attacks on data and data structures, including attempts to
manipulate buffers, pointers, input data, or shared data.

= Attacks on cryptography usage, including attempts to exploit
weak, insecure, or inappropriate cryptographic implementations,
algorithms, cipher suites, or modes of operation.

= Attacks on business logic, including attempts to abuse or
bypass application features and functionalities through the
manipulation of APls, communication protocols and channels,
client- side functionality, or other system/application functions
and resources. This includes cross-site scripting (XSS) and cross-
site request forgery (CSRF).

= Attacks on access control mechanisms, including attempts to
bypass or abuse identification, authentication, or authorization
mechanisms, or attempts to exploit weaknesses in the
implementation of such mechanisms.

= Attacks via any “high-risk” vulnerabilities identified in the
vulnerability identification process, as defined in Requirement
6.3.1.

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

TDA-15

Mechanisms exist to require system developers and integrators to
develop and implement an ongoing Security Testing and
Evaluation (ST&E) plan, or similar process, to objectively identify
and remediate vulnerabilities prior to release to production.

Bespoke and custom software cannot be exploited via common
attacks and related vulnerabilities.
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6.3

N/A

Security vulnerabilities are identified and addressed.

Functional

Subset Of

Threat Intelligence Program

THR-01

Mechanisms exist to implement a threat intelligence program that
includes a cross-organization information-sharing capability that
can influence the development of the system and security
architectures, selection of security solutions, monitoring, threat
hunting, response and recovery activities.

(optional)

10

6.3

N/A

Security vulnerabilities are identified and addressed.

Functional

Subset Of

Vulnerability & Patch
Management Program (VPMP)

VPM-01

Mechanisms exist to facilitate the implementation and monitoring
of vulnerability management controls.

10

6.3

N/A

Security vulnerabilities are identified and addressed.

Functional

Intersects With

Centralized Management of
Flaw Remediation Processes

VPM-05.1

Mechanisms exist to centrally-manage the flaw remediation
process.

6.3.1

N/A

Security vulnerabilities are identified and managed as follows:
= New security vulnerabilities are identified using industry-
recognized sources for security vulnerability information,
including alerts from international and national computer
emergency response teams (CERTSs).

= Vulnerabilities are assigned a risk ranking based on industry
best practices and consideration of potential impact.

= Risk rankings identify, at a minimum, all vulnerabilities
considered to be a high-risk or critical to the environment.

= Vulnerabilities for bespoke and custom, and third-party
software (for example operating systems and databases) are
covered.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

IAO-04

Mechanisms exist to require system developers and integrators to
create and execute a Security Testing and Evaluation (ST&E) plan,
or similar process, to identify and remediate flaws during
development.

New system and software vulnerabilities that may impact the
security of account data or the CDE are monitored, cataloged,
and risk assessed.

6.3.1

N/A

Security vulnerabilities are identified and managed as follows:
= New security vulnerabilities are identified using industry-
recognized sources for security vulnerability information,
including alerts from international and national computer
emergency response teams (CERTSs).

= Vulnerabilities are assigned a risk ranking based on industry
best practices and consideration of potential impact.

= Risk rankings identify, at a minimum, all vulnerabilities
considered to be a high-risk or critical to the environment.

= Vulnerabilities for bespoke and custom, and third-party
software (for example operating systems and databases) are
covered.

Functional

Intersects With

Contacts With Groups &
Associations

GOV-07

Mechanisms exist to establish contact with selected groups and
associations within the cybersecurity & data privacy communities
to:

(1) Facilitate ongoing cybersecurity & data privacy education and
training for organizational personnel;

(2) Maintain currency with recommended cybersecurity & data
privacy practices, techniques and technologies; and

(8) Share current cybersecurity and/or data privacy-related
information including threats, vulnerabilities and incidents.

New system and software vulnerabilities that may impact the
security of account data or the CDE are monitored, cataloged,
and risk assessed.

6.3.1

N/A

Security vulnerabilities are identified and managed as follows:
= New security vulnerabilities are identified using industry-
recognized sources for security vulnerability information,
including alerts from international and national computer
emergency response teams (CERTSs).

= Vulnerabilities are assigned a risk ranking based on industry
best practices and consideration of potential impact.

= Risk rankings identify, at a minimum, all vulnerabilities
considered to be a high-risk or critical to the environment.

= Vulnerabilities for bespoke and custom, and third-party
software (for example operating systems and databases) are
covered.

Functional

Intersects With

Threat Intelligence Feeds

THR-03

Mechanisms exist to maintain situational awareness of
vulnerabilities and evolving threats by leveraging the knowledge of
attacker tactics, techniques and procedures to facilitate the
implementation of preventative and compensating controls.

New system and software vulnerabilities that may impact the
security of account data or the CDE are monitored, cataloged,
and risk assessed.

6.3.1

N/A

Security vulnerabilities are identified and managed as follows:
= New security vulnerabilities are identified using industry-
recognized sources for security vulnerability information,
including alerts from international and national computer
emergency response teams (CERTSs).

= Vulnerabilities are assigned a risk ranking based on industry
best practices and consideration of potential impact.

= Risk rankings identify, at a minimum, all vulnerabilities
considered to be a high-risk or critical to the environment.

= Vulnerabilities for bespoke and custom, and third-party
software (for example operating systems and databases) are
covered.

Functional

Intersects With

Vulnerability Disclosure
Program (VDP)

THR-06

Mechanisms exist to establish a Vulnerability Disclosure Program
(VDP) to assist with the secure development and maintenance of
products and services that receives unsolicited input from the
public about vulnerabilities in organizational systems, services
and processes.

New system and software vulnerabilities that may impact the
security of account data or the CDE are monitored, cataloged,
and risk assessed.

6.3.1

N/A

Security vulnerabilities are identified and managed as follows:
= New security vulnerabilities are identified using industry-
recognized sources for security vulnerability information,
including alerts from international and national computer
emergency response teams (CERTSs).

= Vulnerabilities are assigned a risk ranking based on industry
best practices and consideration of potential impact.

= Risk rankings identify, at a minimum, all vulnerabilities
considered to be a high-risk or critical to the environment.

= Vulnerabilities for bespoke and custom, and third-party
software (for example operating systems and databases) are
covered.

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

TDA-15

Mechanisms exist to require system developers and integrators to
develop and implement an ongoing Security Testing and
Evaluation (ST&E) plan, or similar process, to objectively identify
and remediate vulnerabilities prior to release to production.

New system and software vulnerabilities that may impact the
security of account data or the CDE are monitored, cataloged,
and risk assessed.

6.3.1

N/A

Security vulnerabilities are identified and managed as follows:
= New security vulnerabilities are identified using industry-
recognized sources for security vulnerability information,
including alerts from international and national computer
emergency response teams (CERTSs).

= Vulnerabilities are assigned a risk ranking based on industry
best practices and consideration of potential impact.

= Risk rankings identify, at a minimum, all vulnerabilities
considered to be a high-risk or critical to the environment.

= Vulnerabilities for bespoke and custom, and third-party
software (for example operating systems and databases) are
covered.

Functional

Subset Of

Vulnerability & Patch
Management Program (VPMP)

VPM-01

Mechanisms exist to facilitate the implementation and monitoring
of vulnerability management controls.

10

New system and software vulnerabilities that may impact the
security of account data or the CDE are monitored, cataloged,
and risk assessed.

6.3.1

N/A

Security vulnerabilities are identified and managed as follows:
= New security vulnerabilities are identified using industry-
recognized sources for security vulnerability information,
including alerts from international and national computer
emergency response teams (CERTSs).

= Vulnerabilities are assigned a risk ranking based on industry
best practices and consideration of potential impact.

= Risk rankings identify, at a minimum, all vulnerabilities
considered to be a high-risk or critical to the environment.

= Vulnerabilities for bespoke and custom, and third-party
software (for example operating systems and databases) are
covered.

Functional

Intersects With

Attack Surface Scope

VPM-01.1

Mechanisms exist to define and manage the scope for its attack
surface management activities.

New system and software vulnerabilities that may impact the
security of account data or the CDE are monitored, cataloged,
and risk assessed.

6.3.1

N/A

Security vulnerabilities are identified and managed as follows:
= New security vulnerabilities are identified using industry-
recognized sources for security vulnerability information,
including alerts from international and national computer
emergency response teams (CERTSs).

= Vulnerabilities are assigned a risk ranking based on industry
best practices and consideration of potential impact.

= Risk rankings identify, at a minimum, all vulnerabilities
considered to be a high-risk or critical to the environment.

= Vulnerabilities for bespoke and custom, and third-party
software (for example operating systems and databases) are
covered.

Functional

Intersects With

Vulnerability Ranking

VPM-03

Mechanisms exist to identify and assign a risk ranking to newly
discovered security vulnerabilities using reputable outside
sources for security vulnerability information.

New system and software vulnerabilities that may impact the
security of account data or the CDE are monitored, cataloged,
and risk assessed.

6.3.1

N/A

Security vulnerabilities are identified and managed as follows:
= New security vulnerabilities are identified using industry-
recognized sources for security vulnerability information,
including alerts from international and national computer
emergency response teams (CERTSs).

= Vulnerabilities are assigned a risk ranking based on industry
best practices and consideration of potential impact.

= Risk rankings identify, at a minimum, all vulnerabilities
considered to be a high-risk or critical to the environment.

= Vulnerabilities for bespoke and custom, and third-party
software (for example operating systems and databases) are
covered.

Functional

Intersects With

Centralized Management of
Flaw Remediation Processes

VPM-05.1

Mechanisms exist to centrally-manage the flaw remediation
process.

New system and software vulnerabilities that may impact the
security of account data or the CDE are monitored, cataloged,
and risk assessed.

6.3.2

N/A

An inventory of bespoke and custom software, and third-party
software components incorporated into bespoke and custom
software is maintained to facilitate vulnerability and patch
management.

Functional

Subset Of

Asset Governance

AST-01

Mechanisms exist to facilitate an IT Asset Management (ITAM)
program to implement and manage asset management controls.

10

Known vulnerabilities in third-party software components cannot
be exploited in bespoke and custom software.

6.3.2

N/A

An inventory of bespoke and custom software, and third-party
software components incorporated into bespoke and custom
software is maintained to facilitate vulnerability and patch
management.

Functional

Intersects With

Asset Inventories

AST-02

Mechanisms exist to maintain a current list of approved
technologies (hardware and software).

Known vulnerabilities in third-party software components cannot
be exploited in bespoke and custom software.
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6.3.2

N/A

An inventory of bespoke and custom software, and third-party
software components incorporated into bespoke and custom
software is maintained to facilitate vulnerability and patch
management.

Functional

Intersects With

Compliance-Specific Asset
Identification

AST-04.3

Mechanisms exist to create and maintain a current inventory of
systems, applications and services that are in scope for statutory,
regulatory and/or contractual compliance obligations that
provides sufficient detail to determine control applicability, based
on asset scope categorization.

(optional)

Known vulnerabilities in third-party software components cannot
be exploited in bespoke and custom software.

6.3.2

N/A

An inventory of bespoke and custom software, and third-party
software components incorporated into bespoke and custom
software is maintained to facilitate vulnerability and patch
management.

Functional

Intersects With

Software Bill of Materials
(SBOM)

TDA-04.2

Mechanisms exist to generate, or obtain, a Software Bill of
Materials (SBOM) for systems, applications and services that lists
software packages in use, including versions and applicable
licenses.

Known vulnerabilities in third-party software components cannot
be exploited in bespoke and custom software.

6.3.2

N/A

An inventory of bespoke and custom software, and third-party
software components incorporated into bespoke and custom
software is maintained to facilitate vulnerability and patch
management.

Functional

Intersects With

Attack Surface Scope

VPM-01.1

Mechanisms exist to define and manage the scope for its attack
surface management activities.

Known vulnerabilities in third-party software components cannot
be exploited in bespoke and custom software.

6.3.2

N/A

An inventory of bespoke and custom software, and third-party
software components incorporated into bespoke and custom
software is maintained to facilitate vulnerability and patch
management.

Functional

Intersects With

Centralized Management of
Flaw Remediation Processes

VPM-05.1

Mechanisms exist to centrally-manage the flaw remediation
process.

Known vulnerabilities in third-party software components cannot
be exploited in bespoke and custom software.

6.3.3

N/A

All system components are protected from known vulnerabilities
by installing applicable security patches/updates as follows:

= Critical or high-security patches/updates (identified according
to the risk ranking process at Requirement 6.3.1) are installed
within one month of release.

= All other applicable security patches/updates are installed
within an appropriate time frame as determined by the entity (for
example, within three months of release).

Functional

Subset Of

Vulnerability & Patch
Management Program (VPMP)

VPM-01

Mechanisms exist to facilitate the implementation and monitoring
of vulnerability management controls.

10

System components cannot be compromised via the exploitation
of a known vulnerability.

6.3.3

N/A

All system components are protected from known vulnerabilities
by installing applicable security patches/updates as follows:

= Critical or high-security patches/updates (identified according
to the risk ranking process at Requirement 6.3.1) are installed
within one month of release.

= All other applicable security patches/updates are installed
within an appropriate time frame as determined by the entity (for
example, within three months of release).

Functional

Intersects With

Continuous Vulnerability
Remediation Activities

VPM-04

Mechanisms exist to address new threats and vulnerabilities on
an ongoing basis and ensure assets are protected against known
attacks.

System components cannot be compromised via the exploitation
of a known vulnerability.

6.3.3

N/A

All system components are protected from known vulnerabilities
by installing applicable security patches/updates as follows:

= Critical or high-security patches/updates (identified according
to the risk ranking process at Requirement 6.3.1) are installed
within one month of release.

= All other applicable security patches/updates are installed
within an appropriate time frame as determined by the entity (for
example, within three months of release).

Functional

Intersects With

Software & Firmware Patching

VPM-05

Mechanisms exist to conduct software patching for all deployed
operating systems, applications and firmware.

System components cannot be compromised via the exploitation
of a known vulnerability.

6.3.3

N/A

All system components are protected from known vulnerabilities
by installing applicable security patches/updates as follows:

= Critical or high-security patches/updates (identified according
to the risk ranking process at Requirement 6.3.1) are installed
within one month of release.

= All other applicable security patches/updates are installed
within an appropriate time frame as determined by the entity (for
example, within three months of release).

Functional

Intersects With

Centralized Management of
Flaw Remediation Processes

VPM-05.1

Mechanisms exist to centrally-manage the flaw remediation
process.

System components cannot be compromised via the exploitation
of a known vulnerability.

6.4

N/A

Public-facing web applications are protected against attacks.

Functional

Intersects With

Centralized Management of
Flaw Remediation Processes

VPM-05.1

Mechanisms exist to centrally-manage the flaw remediation
process.

6.4

N/A

Public-facing web applications are protected against attacks.

Functional

Subset Of

Web Security

WEB-01

Mechanisms exist to facilitate the implementation of an
enterprise-wide web management policy, as well as associated
standards, controls and procedures.

10

6.4

N/A

Public-facing web applications are protected against attacks.

Functional

Intersects With

Web Application Firewall
(WAF)

WEB-03

Mechanisms exist to deploy Web Application Firewalls (WAFs) to
provide defense-in-depth protection for application-specific
threats.

6.4.1

N/A

For public-facing web applications, new threats and
vulnerabilities are addressed on an ongoing basis and these
applications are protected against known attacks as follows:

= Reviewing public-facing web applications via manual or
automated application vulnerability security assessment tools or
methods as follows:

— Atleastonce every 12 months and after significant changes.
— By an entity that specializes in application security.

— Including, at a minimum, all common software attacks in
Requirement 6.2.4.

— Allvulnerabilities are ranked in accordance with requirement
6.3.1.

— Allvulnerabilities are corrected.

— The application is re-evaluated after the corrections

OR

= [nstalling an automated technical solution(s) that continually
detects and prevents web-based attacks as follows:

— Installed in front of public-facing web applications to detect
and prevent web- based attacks.

— Actively running and up to date as applicable.

— Generating audit logs.

— Configured to either block web-based attacks or generate an
alert that is immediately investigated.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

IAO-04

Mechanisms exist to require system developers and integrators to
create and execute a Security Testing and Evaluation (ST&E) plan,
or similar process, to identify and remediate flaws during
development.

Public-facing web applications are protected against malicious
attacks.

6.4.1

N/A

For public-facing web applications, new threats and
vulnerabilities are addressed on an ongoing basis and these
applications are protected against known attacks as follows:

= Reviewing public-facing web applications via manual or
automated application vulnerability security assessment tools or
methods as follows:

— Atleastonce every 12 months and after significant changes.
— By an entity that specializes in application security.

— Including, at a minimum, all common software attacks in
Requirement 6.2.4.

— Allvulnerabilities are ranked in accordance with requirement
6.3.1.

— Allvulnerabilities are corrected.

— The application is re-evaluated after the corrections

OR

= |nstalling an automated technical solution(s) that continually
detects and prevents web-based attacks as follows:

— Installed in front of public-facing web applications to detect
and prevent web- based attacks.

— Actively running and up to date as applicable.

— Generating audit logs.

— Configured to either block web-based attacks or generate an
alert that is immediately investigated.

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

TDA-15

Mechanisms exist to require system developers and integrators to
develop and implement an ongoing Security Testing and
Evaluation (ST&E) plan, or similar process, to objectively identify
and remediate vulnerabilities prior to release to production.

Public-facing web applications are protected against malicious
attacks.

6.4.1

N/A

For public-facing web applications, new threats and
vulnerabilities are addressed on an ongoing basis and these
applications are protected against known attacks as follows:

= Reviewing public-facing web applications via manual or
automated application vulnerability security assessment tools or
methods as follows:

— Atleastonce every 12 months and after significant changes.
— By an entity that specializes in application security.

— Including, at a minimum, all common software attacks in
Requirement 6.2.4.

— Allvulnerabilities are ranked in accordance with requirement
6.3.1.

— Allvulnerabilities are corrected.

— The application is re-evaluated after the corrections

OR

= |[nstalling an automated technical solution(s) that continually
detects and prevents web-based attacks as follows:

— Installed in front of public-facing web applications to detect
and prevent web- based attacks.

— Actively running and up to date as applicable.

— Generating audit logs.

— Configured to either block web-based attacks or generate an
alert that is immediately investigated.

Functional

Intersects With

Centralized Management of
Flaw Remediation Processes

VPM-05.1

Mechanisms exist to centrally-manage the flaw remediation
process.

Public-facing web applications are protected against malicious
attacks.
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6.4.1

N/A

For public-facing web applications, new threats and
vulnerabilities are addressed on an ongoing basis and these
applications are protected against known attacks as follows:

= Reviewing public-facing web applications via manual or
automated application vulnerability security assessment tools or
methods as follows:

— Atleastonce every 12 months and after significant changes.
— By an entity that specializes in application security.

— Including, at a minimum, all common software attacks in
Requirement 6.2.4.

— Allvulnerabilities are ranked in accordance with requirement
6.3.1.

— Allvulnerabilities are corrected.

— The application is re-evaluated after the corrections

OR

= [nstalling an automated technical solution(s) that continually
detects and prevents web-based attacks as follows:

— Installed in front of public-facing web applications to detect
and prevent web- based attacks.

— Actively running and up to date as applicable.

— Generating audit logs.

— Configured to either block web-based attacks or generate an
alert that is immediately investigated.

Functional

Intersects With

Vulnerability Scanning

VPM-06

Mechanisms exist to detect vulnerabilities and configuration
errors by routine vulnerability scanning of systems and
applications.

(optional)

Public-facing web applications are protected against malicious
attacks.

6.4.1

N/A

For public-facing web applications, new threats and
vulnerabilities are addressed on an ongoing basis and these
applications are protected against known attacks as follows:

= Reviewing public-facing web applications via manual or
automated application vulnerability security assessment tools or
methods as follows:

— Atleastonce every 12 months and after significant changes.
— By an entity that specializes in application security.

— Including, at a minimum, all common software attacks in
Requirement 6.2.4.

— Allvulnerabilities are ranked in accordance with requirement
6.3.1.

— Allvulnerabilities are corrected.

— The application is re-evaluated after the corrections

OR

= |nstalling an automated technical solution(s) that continually
detects and prevents web-based attacks as follows:

— Installed in front of public-facing web applications to detect
and prevent web- based attacks.

— Actively running and up to date as applicable.

— Generating audit logs.

— Configured to either block web-based attacks or generate an
alert that is immediately investigated.

Functional

Intersects With

External Vulnerability
Assessment Scans

VPM-06.6

Mechanisms exist to perform quarterly external vulnerability
scans (outside the organization's network looking inward) via a
reputable vulnerability service provider, which include rescans
until passing results are obtained or all “high” vulnerabilities are
resolved, as defined by the Common Vulnerability Scoring System
(CVSS).

Public-facing web applications are protected against malicious
attacks.

6.4.1

N/A

For public-facing web applications, new threats and
vulnerabilities are addressed on an ongoing basis and these
applications are protected against known attacks as follows:

= Reviewing public-facing web applications via manual or
automated application vulnerability security assessment tools or
methods as follows:

— Atleastonce every 12 months and after significant changes.
— By an entity that specializes in application security.

— Including, at a minimum, all common software attacks in
Requirement 6.2.4.

— Allvulnerabilities are ranked in accordance with requirement
6.3.1.

— Allvulnerabilities are corrected.

— The application is re-evaluated after the corrections

OR

= |[nstalling an automated technical solution(s) that continually
detects and prevents web-based attacks as follows:

— Installed in front of public-facing web applications to detect
and prevent web- based attacks.

— Actively running and up to date as applicable.

— Generating audit logs.

— Configured to either block web-based attacks or generate an
alert that is immediately investigated.

Functional

Subset Of

Web Security

WEB-01

Mechanisms exist to facilitate the implementation of an
enterprise-wide web management policy, as well as associated
standards, controls and procedures.

10

Public-facing web applications are protected against malicious
attacks.

6.4.1

N/A

For public-facing web applications, new threats and
vulnerabilities are addressed on an ongoing basis and these
applications are protected against known attacks as follows:

= Reviewing public-facing web applications via manual or
automated application vulnerability security assessment tools or
methods as follows:

— Atleastonce every 12 months and after significant changes.
— By an entity that specializes in application security.

— Including, at a minimum, all common software attacks in
Requirement 6.2.4.

— Allvulnerabilities are ranked in accordance with requirement
6.3.1.

— Allvulnerabilities are corrected.

— The application is re-evaluated after the corrections

OR

= [nstalling an automated technical solution(s) that continually
detects and prevents web-based attacks as follows:

— Installed in front of public-facing web applications to detect
and prevent web- based attacks.

— Actively running and up to date as applicable.

— Generating audit logs.

— Configured to either block web-based attacks or generate an
alert that is immediately investigated.

Functional

Intersects With

Web Application Firewall
(WAF)

WEB-03

Mechanisms exist to deploy Web Application Firewalls (WAFs) to
provide defense-in-depth protection for application-specific
threats.

Public-facing web applications are protected against malicious
attacks.

6.4.2

N/A

For public-facing web applications, an automated technical
solution is deployed that continually detects and prevents web-
based attacks, with at least the following:

= |s installed in front of public-facing web applications and is
configured to detect and prevent web-based attacks.

= Actively running and up to date as applicable.

= Generating audit logs.

= Configured to either block web-based attacks or generate an
alert that is immediately investigated.

Functional

Intersects With

Threat Analysis & Flaw
Remediation During
Development

IAO-04

Mechanisms exist to require system developers and integrators to
create and execute a Security Testing and Evaluation (ST&E) plan,
or similar process, to identify and remediate flaws during
development.

Public-facing web applications are protected in real time against
malicious attacks.

6.4.2

N/A

For public-facing web applications, an automated technical
solution is deployed that continually detects and prevents web-
based attacks, with at least the following:

= |s installed in front of public-facing web applications and is
configured to detect and prevent web-based attacks.

= Actively running and up to date as applicable.

= Generating audit logs.

= Configured to either block web-based attacks or generate an
alert that is immediately investigated.

Functional

Intersects With

Content of Event Logs

MON-03

Mechanisms exist to configure systems to produce event logs
that contain sufficient information to, at a minimum:

(1) Establish what type of event occurred;

(2) When (date and time) the event occurred;

(8) Where the event occurred;

(4) The source of the event;

(5) The outcome (success or failure) of the event; and

(6) The identity of any user/subject associated with the event.

Public-facing web applications are protected in real time against
malicious attacks.

6.4.2

N/A

For public-facing web applications, an automated technical
solution is deployed that continually detects and prevents web-
based attacks, with at least the following:

= |[s installed in front of public-facing web applications and is
configured to detect and prevent web-based attacks.

= Actively running and up to date as applicable.

= Generating audit logs.

= Configured to either block web-based attacks or generate an
alert that is immediately investigated.

Functional

Intersects With

Developer Threat Analysis &
Flaw Remediation

TDA-15

Mechanisms exist to require system developers and integrators to
develop and implement an ongoing Security Testing and
Evaluation (ST&E) plan, or similar process, to objectively identify
and remediate vulnerabilities prior to release to production.

Public-facing web applications are protected in real time against
malicious attacks.

6.4.2

N/A

For public-facing web applications, an automated technical
solution is deployed that continually detects and prevents web-
based attacks, with at least the following:

= |s installed in front of public-facing web applications and is
configured to detect and prevent web-based attacks.

= Actively running and up to date as applicable.

= Generating audit logs.

= Configured to either block web-based attacks or generate an
alert thatis immediately investigated.

Functional

Intersects With

Centralized Management of
Flaw Remediation Processes

VPM-05.1

Mechanisms exist to centrally-manage the flaw remediation
process.

Public-facing web applications are protected in real time against
malicious attacks.
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6.4.2

N/A

For public-facing web applications, an automated technical
solution is deployed that continually detects and prevents web-
based attacks, with at least the following:

= |s installed in front of public-facing web applications and is
configured to detect and prevent web-based attacks.

= Actively running and up to date as applicable.

= Generating audit logs.

= Configured to either block web-based attacks or generate an
alert thatis immediately investigated.

Functional

Subset Of

Web Security

WEB-01

Mechanisms exist to facilitate the implementation of an
enterprise-wide web management policy, as well as associated
standards, controls and procedures.

(optional)

10

Public-facing web applications are protected in real time against
malicious attacks.

6.4.2

N/A

For public-facing web applications, an automated technical
solution is deployed that continually detects and prevents web-
based attacks, with at least the following:

= [s installed in front of public-facing web applications and is
configured to detect and prevent web-based attacks.

= Actively running and up to date as applicable.

= Generating audit logs.

= Configured to either block web-based attacks or generate an
alert that is immediately investigated.

Functional

Intersects With

Web Application Firewall
(WAF)

WEB-03

Mechanisms exist to deploy Web Application Firewalls (WAFs) to
provide defense-in-depth protection for application-specific
threats.

Public-facing web applications are protected in real time against
malicious attacks.

6.4.3

N/A

All payment page scripts that are loaded and executed in the
consumer’s browser are managed as follows:

= Amethod is implemented to confirm that each scriptis
authorized.

= Amethod is implemented to assure the integrity of each script.
= An inventory of all scripts is maintained with written justification
as to why each is necessary.

Functional

Intersects With

Centralized Management of
Flaw Remediation Processes

VPM-05.1

Mechanisms exist to centrally-manage the flaw remediation
process.

Unauthorized code cannot be present in the payment page as it is
rendered in the consumer’s browser.

6.4.3

N/A

All payment page scripts that are loaded and executed in the
consumer’s browser are managed as follows:

= Amethod is implemented to confirm that each scriptis
authorized.

= Amethod is implemented to assure the integrity of each script.
= An inventory of all scripts is maintained with written justification
as to why each is necessary.

Functional

Intersects With

Unauthorized Code

WEB-01.1

Mechanisms exist to prevent unauthorized code from being
presentin a secure page as it is rendered in a client’s browser.

Unauthorized code cannot be present in the payment page as it is
rendered in the consumer’s browser.

6.5

N/A

Changes to all system components are managed securely.

Functional

Subset Of

Change Management Program

CHG-01

Mechanisms exist to facilitate the implementation of a change
management program.

10

6.5

N/A

Changes to all system components are managed securely.

Functional

Intersects With

Configuration Change Control

CHG-02

Mechanisms exist to govern the technical configuration change
control processes.

6.5

N/A

Changes to all system components are managed securely.

Functional

Intersects With

Prohibition Of Changes

CHG-02.1

Mechanisms exist to prohibit unauthorized changes, unless
organization-approved change requests are received.

6.5

N/A

Changes to all system components are managed securely.

Functional

Intersects With

Test, Validate & Document
Changes

CHG-02.2

Mechanisms exist to appropriately test and document proposed
changes in a non-production environment before changes are
implemented in a production environment.

6.5.1

N/A

Changes to all system components in the production
environment are made according to established procedures that
include:

= Reason for, and description of, the change.

= Documentation of security impact.

= Documented change approval by authorized parties.

= Testing to verify that the change does not adversely impact
system security.

= For bespoke and custom software changes, all updates are
tested for compliance with Requirement 6.2.4 before being
deployed into production.

= Procedures to address failures and return to a secure state.

Functional

Subset Of

Change Management Program

CHG-01

Mechanisms exist to facilitate the implementation of a change
management program.

10

All changes are tracked, authorized, and evaluated for impact and
security, and changes are managed to avoid unintended effects
to the security of system components.

6.5.1

N/A

Changes to all system components in the production
environment are made according to established procedures that
include:

= Reason for, and description of, the change.

= Documentation of security impact.

= Documented change approval by authorized parties.

= Testing to verify that the change does not adversely impact
system security.

= For bespoke and custom software changes, all updates are
tested for compliance with Requirement 6.2.4 before being
deployed into production.

= Procedures to address failures and return to a secure state.

Functional

Intersects With

Configuration Change Control

CHG-02

Mechanisms exist to govern the technical configuration change
control processes.

All changes are tracked, authorized, and evaluated for impact and
security, and changes are managed to avoid unintended effects
to the security of system components.

6.5.1

N/A

Changes to all system components in the production
environment are made according to established procedures that
include:

= Reason for, and description of, the change.

= Documentation of security impact.

= Documented change approval by authorized parties.

= Testing to verify that the change does not adversely impact
system security.

= For bespoke and custom software changes, all updates are
tested for compliance with Requirement 6.2.4 before being
deployed into production.

= Procedures to address failures and return to a secure state.

Functional

Intersects With

Prohibition Of Changes

CHG-02.1

Mechanisms exist to prohibit unauthorized changes, unless
organization-approved change requests are received.

All changes are tracked, authorized, and evaluated for impact and
security, and changes are managed to avoid unintended effects
to the security of system components.

6.5.1

N/A

Changes to all system components in the production
environment are made according to established procedures that
include:

= Reason for, and description of, the change.

= Documentation of security impact.

= Documented change approval by authorized parties.

= Testing to verify that the change does not adversely impact
system security.

= For bespoke and custom software changes, all updates are
tested for compliance with Requirement 6.2.4 before being
deployed into production.

= Procedures to address failures and return to a secure state.

Functional

Intersects With

Test, Validate & Document
Changes

CHG-02.2

Mechanisms exist to appropriately test and document proposed
changes in a non-production environment before changes are
implemented in a production environment.

All changes are tracked, authorized, and evaluated for impact and
security, and changes are managed to avoid unintended effects
to the security of system components.

6.5.1

N/A

Changes to all system components in the production
environment are made according to established procedures that
include:

= Reason for, and description of, the change.

= Documentation of security impact.

= Documented change approval by authorized parties.

= Testing to verify that the change does not adversely impact
system security.

= For bespoke and custom software changes, all updates are
tested for compliance with Requirement 6.2.4 before being
deployed into production.

= Procedures to address failures and return to a secure state.

Functional

Intersects With

Standardized Operating
Procedures (SOP)

OPS-01.1

Mechanisms exist to identify and document Standardized
Operating Procedures (SOP), or similar documentation, to enable
the proper execution of day-to-day / assigned tasks.

All changes are tracked, authorized, and evaluated for impact and
security, and changes are managed to avoid unintended effects
to the security of system components.

6.5.2

N/A

Upon completion of a significant change, all applicable PCI DSS
requirements are confirmed to be in place on all new or changed
systems and networks, and documentation is updated as
applicable.

Functional

Intersects With

Asset Ownership Assignment

AST-03

Mechanisms exist to maintain a current list of approved
technologies (hardware and software).

All system components are verified after a significant change to
be compliant with the applicable PCI DSS requirements.

6.5.2

N/A

Upon completion of a significant change, all applicable PCI DSS
requirements are confirmed to be in place on all new or changed
systems and networks, and documentation is updated as
applicable.

Functional

Subset Of

Change Management Program

CHG-01

Mechanisms exist to facilitate the implementation of a change
management program.

10

All system components are verified after a significant change to
be compliant with the applicable PCI DSS requirements.

6.5.2

N/A

Upon completion of a significant change, all applicable PCI DSS
requirements are confirmed to be in place on all new or changed
systems and networks, and documentation is updated as
applicable.

Functional

Intersects With

Test, Validate & Document
Changes

CHG-02.2

Mechanisms exist to appropriately test and document proposed
changes in a non-production environment before changes are
implemented in a production environment.

All system components are verified after a significant change to
be compliant with the applicable PCI DSS requirements.

6.5.2

N/A

Upon completion of a significant change, all applicable PCI DSS
requirements are confirmed to be in place on all new or changed
systems and networks, and documentation is updated as
applicable.

Functional

Intersects With

Security Impact Analysis for
Changes

CHG-03

Mechanisms exist to analyze proposed changes for potential
security impacts, prior to the implementation of the change.

All system components are verified after a significant change to
be compliant with the applicable PCI DSS requirements.

6.5.2

N/A

Upon completion of a significant change, all applicable PCI DSS
requirements are confirmed to be in place on all new or changed
systems and networks, and documentation is updated as
applicable.

Functional

Intersects With

Control Functionality
Verification

CHG-06

Mechanisms exist to verify the functionality of cybersecurity
and/or data privacy controls following implemented changes to
ensure applicable controls operate as designed.

All system components are verified after a significant change to
be compliant with the applicable PCI DSS requirements.

6.5.2

N/A

Upon completion of a significant change, all applicable PCI DSS
requirements are confirmed to be in place on all new or changed
systems and networks, and documentation is updated as
applicable.

Functional

Intersects With

Report Verification Results

CHG-06.1

Mechanisms exist to report the results of cybersecurity & data
privacy function verification to appropriate organizational
management.

All system components are verified after a significant change to
be compliant with the applicable PCI DSS requirements.

6.5.2

N/A

Upon completion of a significant change, all applicable PCI DSS
requirements are confirmed to be in place on all new or changed
systems and networks, and documentation is updated as
applicable.

Functional

Intersects With

Default Authenticators

IAC-10.8

Mechanisms exist to ensure vendor-supplied defaults are
changed as part of the installation process.

Mechanisms exist to ensure default authenticators are changed
as part of account creation or system installation.

All system components are verified after a significant change to
be compliant with the applicable PCI DSS requirements.

6.5.3

N/A

Pre-production environments are separated from production
environments and the separation is enforced with access
controls.

Functional

Subset Of

Change Management Program

CHG-01

Mechanisms exist to facilitate the implementation of a change
management program.

10

Pre-production environments cannot introduce risks and
vulnerabilities into production environments.

6
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Pre-production environments are separated from production . . . . . . .
i . . . . Secure Development Mechanisms exist to maintain a segmented development network Pre-production environments cannot introduce risks and
6.5.3 N/A environments and the separation is enforced with access Functional Intersects With . TDA-07 . 5 . . .
trol Environments to ensure a secure development environment. vulnerabilities into production environments.
controls.
. . . . Mechanisms exist to manage separate development, testing and
Pre-production environments are separated from production Separation of Development, . . . . . . . .
. L . . . . . operational environments to reduce the risks of unauthorized Pre-production environments cannot introduce risks and
6.5.3 N/A environments and the separation is enforced with access Functional Intersects With Testing and Operational TDA-08 . . 5 o . .
. access or changes to the operational environment and to ensure vulnerabilities into production environments.
controls. Environments . .
no impact to production systems.
Job roles and accountability that differentiate between pre-
Roles and functions are separated between production and pre- Mechanisms exist to implement and maintain Separation of . ] y o ) P
. . . o . . . . . L . . . production and production activities are defined and managed to
6.5.4 N/A production environments to provide accountability such that only| Functional Intersects With| Separation of Duties (SoD) HRS-11 Duties (SoD) to prevent potential inappropriate activity without 5 L . . . . . .
. . minimize the risk of unauthorized, unintentional, or inappropriate
reviewed and approved changes are deployed. collusion. .
actions.
Mechanisms exist to address the use of Personal Data (PD) for
int L testing, traini d h that:
Live PANs are not used in pre-production environments, except Internal Use of Personal Data |n1 e;ni esting ralrlln{lg.ar.lt reseja.rc . fh t of PD df Live PANS cannot be bresent in pre-production environments
6.5.5 N/A where those environments are included in the CDE and protected Functional Intersects With | (PD) For Testing, Training and PRI-05.1 _( ) Takes mgasureé ,0 IMitorminimize the amount o usedator 5 . P pre-p
. . . . internal testing, training and research purposes; and outside the CDE.
in accordance with all applicable PCI DSS requirements. Research ) ) o )
(2) Authorizes the use of PD when such information is required for
internal testing, training and research.
Mechanisms exist to restrict collecting, receiving, processing,
storing, transmitting, updating and/or sharing Personal Data (PD)
to:
Live PANs are not used in pre-production environments, except igi i i
_ P p. ) P _ . |Usage Restrictions of Personal (1) The purpose(s) originally collected, consistent with the data Live PANs cannot be present in pre-production environments
6.5.5 N/A where those environments are included in the CDE and protected Functional Intersects With Data (PD) PRI-05.4 privacy notice(s); 5 tside the CDE
. . . . ata outside the .
in accordance with all applicable PCI DSS requirements. (2) What is authorized by the data subject, or authorized agent;
and
(8) What is consistent with applicable laws, regulations and
contractual obligations.
Live PANs are not used in pre-production environments, except Mechani istt d tand trolth f Live PAN tb ti ducti . t
echanisms exist to approve, document and control the use o ive s cannot be present in pre-production environments
6.5.5 N/A where those environments are included in the CDE and protected Functional Intersects With Use of Live Data TDA-10 . . bP . 5 . P pre-p
. . . . live data in development and test environments. outside the CDE.
in accordance with all applicable PCI DSS requirements.
Mechanisms exist to manage baseline configurations for
Test data and test accounts are removed from system Development & Test development and test environments separately from operational
6.5.6 N/A Y V Y . Functional Intersects With . velop . . CFG-02.4 v . P . ] v L p. y . p ! 5
components before the system goes into production. Environment Configurations baseline configurations to minimize the risk of unintentional
changes.
Test data and test accounts are removed from system Mechanisms exist to govern the technical configuration change
6.5.6 N/A . Y ] Functional Intersects With | Configuration Change Control CHG-02 g g g 5
components before the system goes into production. control processes.
Test data and test accounts are removed from system Security Impact Analysis for Mechanisms exist to analyze proposed changes for potential
6.5.6 N/A Y V y . Functional Intersects With urity imp ys! CHG-03 . I, X ] ¥z p P ] g P ! 5
components before the system goes into production. Changes security impacts, prior to the implementation of the change.
. Mechanisms exist to manage separate development, testing and
Test data and test accounts are removed from system Separation of Development, operational environments to reduce the risks of unauthorized
u \% i vi u i unau iz
6.5.6 N/A . 4 . Functional Intersects With Testing and Operational TDA-08 P . . 5
components before the system goes into production. Environments access or changes to the operational environment and to ensure
no impact to production systems.
Mechanisms exist to ensure secure migration practices purge
Test data and test accounts are removed from system systems, applications and services of test/development/stagin
6.5.6 N/A . y . Functional Intersects With| Secure Migration Practices TDA-08.1 y PP . ] ] P ] ging 5
components before the system goes into production. data and accounts before it is migrated into a production
environment.
Mechanisms exist to require system developers/integrators
consult with cybersecurity & data privacy personnel to:
(1) Create and implement a Security Testing and Evaluation
Cybersecurity & Data Privacy (ST&E) plan, or similar capability;
Test data and test accounts are removed from system . . . . o
6.5.6 N/A . . Functional Intersects With Testing Throughout TDA-09 (2) Implement a verifiable flaw remediation process to correct 5
components before the system goes into production. o o . . ) .
Development weaknesses and deficiencies identified during the security testing
and evaluation process; and
(3) Document the results of the security testing/evaluation and
flaw remediation processes.
Processes and mechanisms for restricting access to system . . . . -
. . . . . Mechanisms exist to restrict the disclosure of sensitive /
7.1 N/A components and cardholder data by business need to know are Functional Intersects With Disclosure of Information DCH-03.1 . . . 5
. regulated data to authorized parties with a need to know.
defined and understood.
Processes and mechanisms for restricting access to system
'g y . Identity & Access Mechanisms exist to facilitate the implementation of
7.1 N/A components and cardholder data by business need to know are Functional Subset Of IAC-01 . L 10
. Management (IAM) identification and access management controls.
defined and understood.
Processes and mechanisms for restricting access to system L L Mechanisms exist to uniquely identify and centrally Authenticate,
. . _|ldentification & Authentication . . .
7.1 N/A components and cardholder data by business need to know are Functional Intersects With for Organizational Users IAC-02 Authorize and Audit (AAA) organizational users and processes 5
defined and understood. acting on behalf of organizational users.
Processes and mechanisms for restricting access to system Mechanisms exist to enforce a Role-Based Access Control (RBAC)
. . ) Role-Based Access Control . )
7.1 N/A components and cardholder data by business need to know are Functional Intersects With (RBAC) IAC-08 policy over users and resources that applies need-to-know and 5
defined and understood. fine-grained access control for sensitive/regulated data access.
. L Mechanisms exist to utilize the concept of least privilege, allowing
Processes and mechanisms for restricting access to system L thorized ‘ ; lish
only authorized access to processes necessary to accomplis
7.1 N/A components and cardholder data by business need to know are Functional Intersects With Least Privilege IAC-21 y . P . . y . P 5
. assignhed tasks in accordance with organizational business
defined and understood. .
functions.
All security policies and operational procedures that are
identified in Requirement 7 are: Expectations, controls, and oversight for meeting activities within
9 Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate P . . g g
= Documented. . . . . . . Requirement 7 are defined and adhered to by affected personnel.
7.1.1 N/A Functional Intersects With Data Protection GOV-02 cybersecurity & data protection policies, standards and 5 . . . .
= Kept up to date. . All supporting activities are repeatable, consistently applied, and
Documentation procedures. L.
= [n use. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 7 are: Lo . Mechanisms exist to review the cybersecurity & data privacy Expectations, controls, and oversight for meeting activities within
Periodic Review & Update of . . o . )
= Documented. . . . program, including policies, standards and procedures, at Requirement 7 are defined and adhered to by affected personnel.
7.1.1 N/A Functional Intersects With Cybersecurity & Data GOV-03 . L . 5 . . . .
= Kept up to date. Protection Program planned intervals or if significant changes occur to ensure their All supporting activities are repeatable, consistently applied, and
i
= |n use. g continuing suitability, adequacy and effectiveness. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 7 are: Expectations, controls, and oversight for meeting activities within
= Documented. . . . Mechanisms exist to facilitate the implementation of operational Requirement 7 are defined and adhered to by affected personnel.
7.1.1 N/A Functional Subset Of Operations Security OPS-01 . 10 . . . .
= Kept up to date. security controls. All supporting activities are repeatable, consistently applied, and
= [n use. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 7 are: Expectations, controls, and oversight for meeting activities within
d . . Mechanisms exist to identify and document Standardized P . . g g
= Documented. . . Standardized Operating . o . Requirement 7 are defined and adhered to by affected personnel.
7.1.1 N/A Functional Intersects With OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 . . . .
= Kept up to date. Procedures (SOP) . ] All supporting activities are repeatable, consistently applied, and
the proper execution of day-to-day / assigned tasks. ,
= |n use. conform to management’s intent.
= Known to all affected parties.
Mechanisms exist to assign one or more qualified individuals with . . .
Rol d ibilities f ; . tivities in R . ; Assi dCvb ity & Dat th Lo d ; trall dinat Day-to-day responsibilities for performing all the activities in
oles and responsibilities for performing activities in Requiremen ssigne ersecuri ata e mission and resources to centrally-manage, coordinate, .
7.1.2 N/A P . P g q Functional Intersects With g . y 'y. . GOV-04 . . y 'g . 5 Requirement 7 are allocated. Personnel are accountable for
7 are documented, assigned, and understood. Protection Responsibilities develop, implement and maintain an enterprise-wide . . .
. . successful, continuous operation of these requirements.
cybersecurity & data protection program.
Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities y . y P P g
7.1.2 N/A . Functional Intersects With . HRS-03 5 Requirement 7 are allocated. Personnel are accountable for
7 are documented, assigned, and understood. Responsibilities for all personnel. . . .
successful, continuous operation of these requirements.
. . o . Mechanisms exist to communicate with users about their roles Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . . . . . .
7.1.2 N/A . Functional Intersects With User Awareness HRS-03.1 |and responsibilities to maintain a safe and secure working 5 Requirement 7 are allocated. Personnel are accountable for
7 are documented, assigned, and understood. . . . .
environment. successful, continuous operation of these requirements.
Mechanisms exist to uniquely identify and centrally Authenticate,
Access to system components and data is appropriately defined . . |ldentification & Authentication . . quety . y y
7.2 N/A . Functional Intersects With . IAC-02 Authorize and Audit (AAA) organizational users and processes 5
and assigned. for Organizational Users . T
acting on behalf of organizational users.
Access to system components and data is appropriately defined Role-Based Access Control Mechanisms exist to enforce a Role-Based Access Control (REAC)
i i i -
7.2 N/A and assi neyd b bProp y Functional Intersects With (RBAC) IAC-08 policy over users and resources that applies need-to-know and 5
i .
g fine-grained access control for sensitive/regulated data access.
Access to system components and data is appropriately defined Identity & Access Mechanisms exist to facilitate the implementation of
7.2 N/A oSy P ppropriately Functional Subset Of y IAC-01 | conamst P 10
and assigned. Management (IAM) identification and access management controls.
Mechanisms exist to utilize the concept of least privilege, allowing
Access to system components and data is appropriately defined only authorized access to processes necessary to accomplish
7.2 N/A o8y P ppropriately Functional | Intersects With Least Privilege IAC-21 y _ Proces essary omp 5
and assigned. assigned tasks in accordance with organizational business
functions.
An access control model is defined and includes granting access
as follows:
= Appropriate access depending on the entity’s business and
access needs. Identity & Access Mechanisms exist to facilitate the implementation of Access requirements are established according to job functions
7.2.1 N/A , Functional Subset Of Y IAC-01 | conansr P 10 S red 9 g to)
= Access to system components and data resources that is based Management (IAM) identification and access management controls. following least-privilege and need-to- know principles.
on users’ job classification and functions.
= The least privileges required (for example, user, administrator)
to perform a job function.
An access control model is defined and includes granting access
as follows:
= Appropriate access depending on the entity’s business and
pProp d b g y Identification & Authenticati Mechanisms exist to uniquely identify and centrally Authenticate, A . ‘ tablished ding to iob f i
access needs. entification uthentication ccess requirements are established according to job functions
7.2.1 N/A . Functional Intersects With L IAC-02 Authorize and Audit (AAA) organizational users and processes 5 . 9 o .g . J
= Access to system components and data resources that is based for Organizational Users . L following least-privilege and need-to- know principles.
. L . acting on behalf of organizational users.
on users’ job classification and functions.
= The least privileges required (for example, user, administrator)
to perform a job function.
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An access control modelis defined and includes granting access
as follows:
= Appropriate access depending on the entity’s business and
pprop q P g y Identification & Authenticati Mechanisms exist to uniquely identify and centrally Authenticate, A . ; tablished ding to iob f i
access needs. entification uthentication ccess requirements are established according to job functions
7.2.1 N/A . Functional Intersects With o IAC-03 Authorize and Audit (AAA) third-party users and processes that 5 ) q o . g ) J
= Access to system components and data resources that is based for Non-Organizational Users . . . following least-privilege and need-to- know principles.
) o . provide services to the organization.
on users’ job classification and functions.
= The least privileges required (for example, user, administrator)
to perform ajob function.
An access control modelis defined and includes granting access
as follows:
= Appropriate access depending on the entity’s business and
pprop P g y Mechanisms exist to enforce a Role-Based Access Control (RBAC) . ) . . )
access needs. . . Role-Based Access Control . . Access requirements are established according to job functions
7.2.1 N/A . Functional Intersects With IAC-08 policy over users and resources that applies need-to-know and 5 ) o T
= Access to system components and data resources that is based (RBAC) ) . . following least-privilege and need-to- know principles.
) o . fine-grained access control for sensitive/regulated data access.
on users’ job classification and functions.
= The least privileges required (for example, user, administrator)
to perform ajob function.
An access control modelis defined and includes granting access
as follows:
= Appropriate access depending on the entity’s business and
access needs. Mechanisms exist to enforce Logical Access Control (LAC Access requirements are established according to job functions
7.2.1 N/A . Functional Intersects With Access Enforcement IAC-20 o g o ( ) ) 5 ) q o . g ) J
= Access to system components and data resources that is based permissions that conform to the principle of "least privilege." following least-privilege and need-to- know principles.
on users’ job classification and functions.
= The least privileges required (for example, user, administrator)
to perform ajob function.
An access control model is defined and includes granting access
as follows:
= Appropriate access depending on the entity’s business and
access needs. . . Access To Sensitive / Mechanisms exist to limit access to sensitive/regulated data to Access requirements are established according to job functions
7.2.1 N/A . Functional Intersects With IAC-20.1 o . ] 5 ) o o
= Access to system components and data resources that is based Regulated Data only those individuals whose job requires such access. following least-privilege and need-to- know principles.
on users’ job classification and functions.
= The least privileges required (for example, user, administrator)
to perform ajob function.
An access control modelis defined and includes granting access
as follows:
= Appropriate access depending on the entity’s business and Mechanisms exist to utilize the concept of least privilege, allowing
access needs. only authorized access to processes necessary to accomplish Access requirements are established according to job functions
7.2.1 N/A . Functional Intersects With Least Privilege IAC-21 y . P ) . Y ] P 5 ) q o . g ) J
= Access to system components and data resources that is based assigned tasks in accordance with organizational business following least-privilege and need-to- know principles.
on users’ job classification and functions. functions.
= The least privileges required (for example, user, administrator)
to perform ajob function.
Access is assigned to users, including privileged users, based on: Mechanisms exist to enforce a Role-Based Access Control (RBAC) o
. . . . Role-Based Access Control . . Access to systems and data is limited to only the access needed
7.2.2 N/A = Job classification and function. Functional Intersects With IAC-08 policy over users and resources that applies need-to-know and 5 . . . .
. . N (RBAC) . . . to perform job functions, as defined in the related access roles.
= | east privileges necessary to perform job responsibilities. fine-grained access control for sensitive/regulated data access.
Access is assigned to users, including privileged users, based on: Mechanisms exist to enforce Logical Access Control (LAC) Access to systems and data is limited to only the access needed
i Xi i is limi
7.2.2 N/A = Job classification and function. Functional Intersects With Access Enforcement IAC-20 L. g oo . 5 .y . . . y
. . . permissions that conform to the principle of "least privilege." to perform job functions, as defined in the related access roles.
= L east privileges necessary to perform job responsibilities.
Access is assigned to users, including privileged users, based on: . . . - . e
. . . . Access To Sensitive / Mechanisms exist to limit access to sensitive/regulated data to Access to systems and data is limited to only the access needed
7.2.2 N/A = Job classification and function. Functional Intersects With IAC-20.1 . . . 5 | . . i
. . . Regulated Data only those individuals whose job requires such access. to perform job functions, as defined in the related access roles.
= L east privileges necessary to perform job responsibilities.
Mechanisms exist to utilize the concept of least privilege, allowin
Access is assigned to users, including privileged users, based on: only authorized access to processes :ecessar fo accim lish ¢ Access to systems and data is limited to only the access needed
u iz i is limi
7.2.2 N/A = Job classification and function. Functional Intersects With Least Privilege IAC-21 y . P . . y . P 5 .y . . . y
. . . assigned tasks in accordance with organizational business to perform job functions, as defined in the related access roles.
= L east privileges necessary to perform job responsibilities. )
functions.
. . . . . User Provisioning & De- Mechanisms exist to utilize a formal user registration and de- Access privileges cannot be granted to users without appropriate,
7.2.3 N/A Required privileges are approved by authorized personnel. Functional Intersects With L IAC-07 . . . . 5 L
Provisioning registration process that governs the assighnment of access rights. documented authorization.
. . . . . . Mechanisms exist to revoke user access rights following changes Access privileges cannot be granted to users without appropriate,
7.2.3 N/A Required privileges are approved by authorized personnel. Functional Intersects With Change of Roles & Duties IAC-07.1 |. L . 5 .
in personnelroles and duties, if no longer necessary or permitted. documented authorization.
Privileged Account Mechanisms exist to restrict and control privileged access rights Access privileges cannot be granted to users without appropriate,
7.2.3 N/A Required privileges are approved by authorized personnel. Functional Intersects With g IAC-16 . P g g 5 P g . g pprop
Management (PAM) for users and services. documented authorization.
Mechanisms exist to restrict the assignment of privileged Access privileges cannot be granted to users without appropriate,
7.2.3 N/A Required privileges are approved by authorized personnel. Functional Intersects With Privileged Accounts IAC-21.3 g b g 5 P g L g bProp
accounts to management-approved personnel and/or roles. documented authorization.
All user accounts and related access privileges, including third-
party/vendor accounts, are reviewed as follows:
= At least once every six months. Mechanisms exist to inventory all privileged accounts and A  orivil . ; ified iodically b
ccount privilege assignments are verified periodica
7.2.4 N/A = To ensure user accounts and access remain appropriate based Functional Intersects With | Privileged Account Inventories| [AC-16.1 |validate that each person with elevated privileges is authorized by 5 P g g . p ¥ y
. . . L management as correct, and nonconformities are remediated.
on job function. the appropriate level of organizational management.
= Any inappropriate access is addressed.
= Management acknowledges that access remains appropriate.
All user accounts and related access privileges, including third-
party/vendor accounts, are reviewed as follows: . . L . . .
. Mechanisms exist to periodically-review the privileges assigned to
= At least once every six months. L . o . . . . . L
. . . . Periodic Review of Account individuals and service accounts to validate the need for such Account privilege assignments are verified periodically by
7.2.4 N/A = To ensure user accounts and access remain appropriate based Functional Intersects With . IAC-17 o . o 5 o ;
on job function Privileges privileges and reassign or remove unnecessary privileges, as management as correct, and nonconformities are remediated.
) necessary.
= Any inappropriate access is addressed. y
= Management acknowledges that access remains appropriate.
All application and system accounts and related access
rivileges are assigned and managed as follows:
P g g . g - Mechanisms exist to enforce a Role-Based Access Control (RBAC) Access rights granted to application and system accounts are
= Based on the least privileges necessary for the operability of the . . Role-Based Access Control . . L .
7.2.5 N/A svstem or application Functional Intersects With (RBAC) IAC-08 policy over users and resources that applies need-to-know and 5 limited to only the access needed for the operability of that
ication.
¥ . Pp . . fine-grained access control for sensitive/regulated data access. application or system.
= Access is limited to the systems, applications, or processes
that specifically require their use.
All application and system accounts and related access
privileges are assigned and managed as follows: . L
o . . . . Access rights granted to application and system accounts are
= Based on the least privileges necessary for the operability of the . . Mechanisms exist to enforce Logical Access Control (LAC) L. .
7.2.5 N/A L Functional [Intersects With Access Enforcement IAC-20 . o N - .\ 5 limited to only the access needed for the operability of that
system or application. permissions that conform to the principle of "least privilege. L.
L L application or system.
= Access is limited to the systems, applications, or processes
that specifically require their use.
All application and system accounts and related access
privileges are assigned and managed as follows: . .
= Based on the least privileges necessary for the operability of the Mechanisms exist to define, control and review organization- Access rights granted to application and system accounts are
7.2.5 N/A L y y Functional [Intersects With Remote Access NET-14 ’ 5 limited to only the access needed for the operability of that
system or application. approved, secure remote access methods. L
S S application or system.
= Access is limited to the systems, applications, or processes
that specifically require their use.
All application and system accounts and related access
privileges are assigned and managed as follows: . L
o . . . . . . . Access rights granted to application and system accounts are
= Based on the least privileges necessary for the operability of the . . Privileged Account Mechanisms exist to restrict and control privileged access rights L. .
7.2.5 N/A L Functional Intersects With IAC-16 . 5 limited to only the access needed for the operability of that
system or application. Management (PAM) for users and services. L.
S S application or system.
= Access is limited to the systems, applications, or processes
that specifically require their use.
All application and system accounts and related access
privileges are assigned and managed as follows: . .
. - . . . - . Access rights granted to application and system accounts are
= Based on the least privileges necessary for the operability of the . . Access To Sensitive / Mechanisms exist to limit access to sensitive/regulated data to L .
7.2.5 N/A L Functional [Intersects With IAC-20.1 . . . 5 limited to only the access needed for the operability of that
system or application. Regulated Data only those individuals whose job requires such access. L
S S application or system.
= Access is limited to the systems, applications, or processes
that specifically require their use.
All access by application and system accounts and related
access privileges are reviewed as follows:
= Periodically (at the frequency defined in the entity’s targeted risk
analysis whxi/c(h is erfo?med :ccordin to all elemi:nts sg ecified Mechanisms exist to periodically-review the privileges assigned to Application and system account privilege assignments are
. y ,’ P g P . . Periodic Review of Account individuals and service accounts to validate the need for such p['). L y P g g
7.2.5.1 N/A in Requirement 12.3.1). Functional Intersects With . IAC-17 L . . 5 verified periodically by management as correct, and
. . . Privileges privileges and reassign or remove unnecessary privileges, as . .
= The application/system access remains appropriate for the necessar nonconformities are remediated.
function being performed. v
= Any inappropriate access is addressed.
= Management acknowledges that access remains appropriate.
All user access to query repositories of stored cardholder data is
restricted as follows: Direct unfiltered (ad hoc) ‘ dholder dat
irect unfiltered (ad hoc) query access to cardholder data
= Via applications or other programmatic methods, with access . . Mechanisms exist to enforce Logical Access Control (LAC) L . query .
7.2.6 N/A . L Functional |Intersects With Access Enforcement IAC-20 o . \ . .\ 5 repositories is prohibited, unless performed by an authorized
and allowed actions based on user roles and least privileges. permissions that conform to the principle of "least privilege. dministrat
administrator.
= Only the responsible administrator(s) can directly access or
query repositories of stored CHD.
All user access to query repositories of stored cardholder data is
restricted as follows: Direct unfiltered (ad hoc) query access to cardholder data
= Via applications or other programmatic methods, with access . . Access To Sensitive / Mechanisms exist to limit access to sensitive/regulated data to . . query .
7.2.6 N/A . . Functional Intersects With IAC-20.1 o . . 5 repositories is prohibited, unless performed by an authorized
and allowed actions based on user roles and least privileges. Regulated Data only those individuals whose job requires such access. dministrat
administrator.
= Only the responsible administrator(s) can directly access or
query repositories of stored CHD.
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All user access to query repositories of stored cardholder data is
restricted as follows: . . . . . .
. L . . Mechanisms exist to restrict access to databases containing Direct unfiltered (ad hoc) query access to cardholder data
= Via applications or other programmatic methods, with access ) . . . . . ]
7.2.6 N/A . . Functional Intersects With Database Access IAC-20.2 [sensitive/regulated data to only necessary services or those 5 repositories is prohibited, unless performed by an authorized
and allowed actions based on user roles and least privileges. o ] . o
. . . individuals whose job requires such access. administrator.
= Only the responsible administrator(s) can directly access or
query repositories of stored CHD.
Alluser access to query repositories of stored cardholder data is
restricted as follows: Mechanisms exist to utilize the concept of least privilege, allowing . .
. L . . . . Direct unfiltered (ad hoc) query access to cardholder data
= Via applications or other programmatic methods, with access . . . only authorized access to processes necessary to accomplish L o .
7.2.6 N/A . . Functional Intersects With Least Privilege IAC-21 . . . L . 5 repositories is prohibited, unless performed by an authorized
and allowed actions based on user roles and least privileges. assigned tasks in accordance with organizational business dministrat
administrator.
= Only the responsible administrator(s) can directly access or functions.
query repositories of stored CHD.
All user access to query repositories of stored cardholder data is
restricted as follows: . .
. L . . . . . Direct unfiltered (ad hoc) query access to cardholder data
= Via applications or other programmatic methods, with access . . . Mechanisms exist to ensure databases produce audit records . . .
7.2.6 N/A . . Functional [Intersects With Database Logging MON-03.7 . - . . . _— 5 repositories is prohibited, unless performed by an authorized
and allowed actions based on user roles and least privileges. that contain sufficient information to monitor database activities. dministrat
administrator.
= Only the responsible administrator(s) can directly access or
query repositories of stored CHD.
Access to system components and data is managed via an Identity & Access Mechanisms exist to facilitate the implementation of
7.3 N/A y P & Functional | SubsetOf y IAC-01 | cenanist P 10
access control system(s). Management (IAM) identification and access management controls.
. . . L Mechanisms exist to uniquely identify and centrally Authenticate,
Access to system components and data is managed via an . . |ldentification & Authentication . . .
7.3 N/A Functional Intersects With L IAC-02 Authorize and Audit (AAA) organizational users and processes 5
access control system(s). for Organizational Users . T
acting on behalf of organizational users.
A ) ; ) ddatai dvi Role-Based A Control Mechanisms exist to enforce a Role-Based Access Control (RBAC)
ccess to system components and data is managed via an ole-Based Access Contro
7.3 N/A y b g Functional Intersects With IAC-08 policy over users and resources that applies need-to-know and 5
access control system(s). (RBAC) . . .
fine-grained access control for sensitive/regulated data access.
Mechanisms exist to utilize the concept of least privilege, allowing
Access to system components and data is managed via an only authorized access to processes necessary to accomplish
7.3 N/A y b g Functional Intersects With Least Privilege IAC-21 y . P . . y . P 5
access control system(s). assigned tasks in accordance with organizational business
functions.
An access control system(s) is in place that restricts access . . . - . . . - . .
. Identity & Access Mechanisms exist to facilitate the implementation of Access rights and privileges are managed via mechanisms
7.3.1 N/A based on a user’s need to know and covers all system Functional Subset Of IAC-01 . L 10 .
Management (IAM) identification and access management controls. intended for that purpose.
components.
An access control system(s) is in place that restricts access Mechanisms exist to uniquely identify and centrally Authenticate, . . . .
y (s) P . _|ldentification & Authentication . . quely . y y Access rights and privileges are managed via mechanisms
7.3.1 N/A based on a user’s need to know and covers all system Functional Intersects With L IAC-02 Authorize and Audit (AAA) organizational users and processes 5 .
for Organizational Users . o intended for that purpose.
components. acting on behalf of organizational users.
An access control system(s) is in place that restricts access Mechanisms exist to enforce a Role-Based Access Control (RBAC) . . . .
, . . Role-Based Access Control . . Access rights and privileges are managed via mechanisms
7.3.1 N/A based on a user’s need to know and covers all system Functional Intersects With IAC-08 policy over users and resources that applies need-to-know and 5 .
(RBAC) . . - intended for that purpose.
components. fine-grained access control for sensitive/regulated data access.
. . Mechanisms exist to utilize the concept of least privilege, allowing
An access control system(s) is in place that restricts access L thorized ¢ N lish A ioht d orivil dvi hani
only authorized access to processes necessary to accomplis ccess rights and privileges are managed via mechanisms
7.3.1 N/A based on a user’s need to know and covers all system Functional Intersects With Least Privilege IAC-21 y . P . . y . P 5 . & P g g
assigned tasks in accordance with organizational business intended for that purpose.
components. .
functions.
The access control system(s) is configured to enforce . . . . . . . . L
L. . o . . Identity & Access Mechanisms exist to facilitate the implementation of Individual account access rights and privileges to systems,
7.3.2 N/A permissions assigned to individuals, applications, and systems Functional Subset Of IAC-01 . L 10 L . . .
. . . Management (IAM) identification and access management controls. applications, and data are only inherited from group membership.
based on job classification and function.
The access control system(s) is configured to enforce Mechanisms exist to uniquely identify and centrally Authenticate, . . .
L . y . ( ,)_ g . . . |ldentification & Authentication . . quety . y y Individual account access rights and privileges to systems,
7.3.2 N/A permissions assigned to individuals, applications, and systems Functional [Intersects With L IAC-02 Authorize and Audit (AAA) organizational users and processes 5 L . . .
. . . for Organizational Users . o applications, and data are only inherited from group membership.
based on job classification and function. acting on behalf of organizational users.
The access control system(s) is configured to enforce Mechanisms exist to enforce a Role-Based Access Control (RBAC) . . -
L. . o L . . Role-Based Access Control . . Individual account access rights and privileges to systems,
7.3.2 N/A permissions assigned to individuals, applications, and systems Functional [Intersects With IAC-08 policy over users and resources that applies need-to-know and 5 L . . .
. . . (RBAC) . . . applications, and data are only inherited from group membership.
based on job classification and function. fine-grained access control for sensitive/regulated data access.
Mechanisms exist to utilize the concept of least privilege, allowin
The access control system(s) is configured to enforce only authorized access to processes :ecessar fo accim lish ¢ Individual account access rights and privileges to systems
u iz i ,
7.3.2 N/A permissions assigned to individuals, applications, and systems Functional Intersects With Least Privilege IAC-21 y . P . o y . P 5 . g i .p g y .
. L . assigned tasks in accordance with organizational business applications, and data are only inherited from group membership.
based on job classification and function. .
functions.
Identity & Access Mechanisms exist to facilitate the implementation of Access rights and privileges are prohibited unless expressl
7.3.3 N/A The access control system(s) is set to “deny all” by default. Functional Subset Of Y IAC-01 . o P 10 . g P g P P y
Management (IAM) identification and access management controls. permitted.
Mechanisms exist to uniquely identify and centrally Authenticate, . . .
. " ) _[|ldentification & Authentication . . quety . 4 y Access rights and privileges are prohibited unless expressly
7.3.3 N/A The access control system(s) is set to “deny all” by default. Functional Intersects With . IAC-02 Authorize and Audit (AAA) organizational users and processes 5 .
for Organizational Users ) C permitted.
acting on behalf of organizational users.
Role-Based A Control Mechanisms exist to enforce a Role-Based Access Control (RBAC) A isht d privil hibited unl l
ole-Based Access Contro ccess rights and privileges are prohibited unless express
7.3.3 N/A The access control system(s) is set to “deny all” by default. Functional Intersects With (RBAC) IAC-08 policy over users and resources that applies need-to-know and 5 itt dg P g P b ¥
ermitted.
fine-grained access control for sensitive/regulated data access. P
Mechanisms exist to utilize the concept of least privilege, allowing
only authorized access to processes necessary to accomplish Access rights and privileges are prohibited unless expressl
7.3.3 N/A The access control system(s) is set to “deny all” by default. Functional Intersects With Least Privilege IAC-21 y . P ) . Y ] P 5 . g P g P P y
assigned tasks in accordance with organizational business permitted.
functions.
Processes and mechanisms for identifying users and
o fying ) ) Identity & Access Mechanisms exist to facilitate the implementation of
8.1 N/A authenticating access to system components are defined and Functional Subset Of IAC-01 . L 10
Management (IAM) identification and access management controls.
understood.
Processes and mechanisms for identifying users and . L Mechanisms exist to uniquely identify and centrally Authenticate,
o ) ) _|ldentification & Authentication ) ) o
8.1 N/A authenticating access to system components are defined and Functional Intersects With L IAC-02 Authorize and Audit (AAA) organizational users and processes 5
for Organizational Users ) Co
understood. acting on behalf of organizational users.
All security policies and operational procedures that are
identified in Requirement 8 are: Expectations, controls, and oversight for meeting activities within
9 Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate P . . g g
= Documented. . . . . . . Requirement 8 are defined and adhered to by affected personnel.
8.1.1 N/A Functional Intersects With Data Protection GOV-02 |cybersecurity & data protection policies, standards and 5 . . . .
= Kept up to date. . All supporting activities are repeatable, consistently applied, and
Documentation procedures. ,
= |n use. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 8 are: L . Mechanisms exist to review the cybersecurity & data privacy Expectations, controls, and oversight for meeting activities within
Periodic Review & Update of . . . . .
= Documented. . . . program, including policies, standards and procedures, at Requirement 8 are defined and adhered to by affected personnel.
8.1.1 N/A Functional [Intersects With Cybersecurity & Data GOV-03 . o . 5 . L . .
= Kept up to date. Protection Program planned intervals or if significant changes occur to ensure their All supporting activities are repeatable, consistently applied, and
= |n use. g continuing suitability, adequacy and effectiveness. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 8 are: Expectations, controls, and oversight for meeting activities within
= Documented. . . . Mechanisms exist to facilitate the implementation of operational Requirement 8 are defined and adhered to by affected personnel.
8.1.1 N/A Functional Subset Of Operations Security OPS-01 . 10 . . . .
= Kept up to date. security controls. All supporting activities are repeatable, consistently applied, and
= [n use. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 8 are: Expectations, controls, and oversight for meeting activities within
q . . Mechanisms exist to identify and document Standardized P . ] g g
= Documented. . . Standardized Operating . L . Requirement 8 are defined and adhered to by affected personnel.
8.1.1 N/A Functional [Intersects With OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 . L . .
= Kept up to date. Procedures (SOP) . . All supporting activities are repeatable, consistently applied, and
the proper execution of day-to-day / assigned tasks. L.
= [n use. conform to management’s intent.
= Known to all affected parties.
Mechanisms exist to assign one or more qualified individuals with e . .
Rol q ibilities f ; . tivities in R . ; Assi 4 Cvb itv & Dat th L g ; trall dinat Day-to-day responsibilities for performing all the activities in
oles and responsibilities for performing activities in Requiremen ssigne ersecuri ata e mission and resources to centrally-manage, coordinate, .
8.1.2 N/A P ) P g q Functional Intersects With g ) y _y‘ o GOV-04 ) . y _g ] 5 Requirement 8 are allocated. Personnel are accountable for
8 are documented, assigned, and understood. Protection Responsibilities develop, implement and maintain an enterprise-wide . . .
) ) successful, continuous operation of these requirements.
cybersecurity & data protection program.
Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities 4 . yresp P g
8.1.2 N/A . Functional Intersects With o HRS-03 5 Requirement 8 are allocated. Personnel are accountable for
8 are documented, assigned, and understood. Responsibilities for all personnel. ) ) )
successful, continuous operation of these requirements.
S . C . Mechanisms exist to communicate with users about their roles Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . o . . .
8.1.2 N/A . Functional Intersects With User Awareness HRS-03.1 |and responsibilities to maintain a safe and secure working 5 Requirement 8 are allocated. Personnel are accountable for
8 are documented, assigned, and understood. . . . .
environment. successful, continuous operation of these requirements.
User identification and related accounts for users and . . . - . .
o . . Identity & Access Mechanisms exist to facilitate the implementation of
8.2 N/A administrators are strictly managed throughout an account’s Functional Subset Of IAC-01 . L 10
. Management (IAM) identification and access management controls.
lifecycle.
User identification and related accounts for users and L L Mechanisms exist to uniquely identify and centrally Authenticate,
. . . . |ldentification & Authentication . . .
8.2 N/A administrators are strictly managed throughout an account’s Functional Intersects With L IAC-02 Authorize and Audit (AAA) organizational users and processes 5
. for Organizational Users . o
lifecycle. acting on behalf of organizational users.
User identification and related accounts for users and . . . .
. . . . Identifier Management (User Mechanisms exist to govern naming standards for usernames and
8.2 N/A administrators are strictly managed throughout an account’s Functional [Intersects With IAC-09 5
. Names) systems.
lifecycle.
User identification and related accounts for users and . . . .
. . . . . Mechanisms exist to ensure proper user identification
8.2 N/A administrators are strictly managed throughout an account’s Functional Intersects With | User Identity (ID) Management| [AC-09.1 . 5
. management for non-consumer users and administrators.
lifecycle.
All users are assigned a unique ID before access to system Identifier Management (User Mechanisms exist to govern naming standards for usernames and
8.2.1 N/A g q ] Y Functional Intersects With g ( IAC-09 g g 5 All actions by all users are attributable to an individual.
components or cardholder data is allowed. Names) systems.
All users are assigned a unique ID before access to system . . . Mechanisms exist to ensure proper user identification . . o
8.2.1 N/A . Functional Intersects With | User Identity (ID) Management| [AC-09.1 . 5 All actions by all users are attributable to an individual.
components or cardholder data is allowed. management for non-consumer users and administrators.

@O

Attribution-HoDerivatives 4.0
International (CC BY-HD 4.0)

Secure Controls Framework (SCF)

21 0f62




Set Theory Relationship Mapping (STRM)

PCI DSSv4

Strength of

Version 2025.1
3/28/2025

.. STRM STRM Secure Controls Framework (SCF) . . .
FDE Name Focal Document Element (FDE) Description= . . . SCF Control ., Relationship Notes (optional)
Rationale Relationship Control Description .
(optional)
Group, shared, or generic accounts, or other shared
authentication credentials are only used when necessary on an
exception basis, and are managed as follows:
= Account use is prevented unless needed for an exceptional
circumstance.
= Use is limited to the time needed for the exceptional Mechanisms exist to require individuals to be authenticated with All actions performed by users with generic, system, or shared
8.2.2 N/A . P Functional Intersects With Group Authentication IAC-02.1 o . q . . - 5 p Y L g 4
circumstance. an individual authenticator when a group authenticator is utilized. IDs are attributable to an individual person.
= Business justification for use is documented.
= Use is explicitly approved by management.
= Individual user identity is confirmed before access to an
accountis granted.
= Every action taken is attributable to an individual user.
Group, shared, or generic accounts, or other shared
authentication credentials are only used when necessary on an
exception basis, and are managed as follows:
= Account use is prevented unless needed for an exceptional
circumstance.
= Use is limited to the time needed for the exceptional Restrictions on Shared Groups Mechanisms exist to authorize the use of shared/group accounts All actions performed by users with generic, system, or shared
8.2.2 N/A \ P Functional | Intersects With Pl 1ac-15.5 , nort : rec/group 5 P yuserswith g y
circumstance. / Accounts only under certain organization-defined conditions. IDs are attributable to an individual person.
= Business justification for use is documented.
= Use is explicitly approved by management.
» Individual user identity is confirmed before access to an
accountis granted.
= Every action taken is attributable to an individual user.
Group, shared, or generic accounts, or other shared
authentication credentials are only used when necessary on an
exception basis, and are managed as follows:
= Account use is prevented unless needed for an exceptional
circumstance.
= Use is limited to the time needed for the exceptional Mechanisms exist to prevent the sharing of generic IDs, All actions performed by users with generic, system, or shared
8.2.2 N/A . P Functional | Intersects With Credential Sharing IAC-19 preve aring ot & 5 P y users with g y
circumstance. passwords or other generic authentication methods. IDs are attributable to an individual person.
= Business justification for use is documented.
= Use is explicitly approved by management.
= Individual user identity is confirmed before access to an
accountis granted.
= Every action taken is attributable to an individual user.
Additional requirement for service providers only: Service . Automated mechanisms exist to accept Federal Identity, . o .
. . . . . . Acceptance of Third-Party . . A service provider’s credential used for one customer cannot be
8.2.3 N/A providers with remote access to customer premises use unique Functional Intersects With . IAC-03.2 |[Credential and Access Management (FICAM)-approved third- 5
. . Credentials . used for any other customer.
authentication factors for each customer premises. party credentials.
Additional requirement for service providers only: Service . . Mechanisms exist to ensure external service providers provide . o .
. . . . . . Sharing ldentification & . . . . A service provider’s credential used for one customer cannot be
8.2.3 N/A providers with remote access to customer premises use unique Functional Intersects With o . IAC-05.1 |current and accurate information for any third-party user with 5
. . Authentication Information . used for any other customer.
authentication factors for each customer premises. access to the organization's data or assets.
Additional requirement for service providers only: Service Identification & Authentication . . . . . . . . .
. .q P y . . . . Mechanisms exist to identify and authenticate third-party A service provider’s credential used for one customer cannot be
8.2.3 N/A providers with remote access to customer premises use unique Functional Intersects With for Third Party Systems & IAC-05 . 5
o . : systems and services. used for any other customer.
authentication factors for each customer premises. Services
Automated mechanisms exist to enforce Multi-Factor
Authentication (MFA) for:
Additional requirement for service providers only: Service . L ( ) . S, .
. . . . . . Multi-Factor Authentication (1) Remote network access; A service provider’s credential used for one customer cannot be
8.2.3 N/A providers with remote access to customer premises use unique Functional Intersects With IAC-06 . L . 5
L . (MFA) (2) Third-party systems, applications and/or services; and/ or used for any other customer.
authentication factors for each customer premises. .
(8) Non-console access to critical systems or systems that store,
transmit and/or process sensitive/regulated data.
Additional requirement for service providers only: Service . . . . - . . .
. . 9 P y . . . Mechanisms exist to define, control and review organization- A service provider’s credential used for one customer cannot be
8.2.3 N/A providers with remote access to customer premises use unique Functional Intersects With Remote Access NET-14 5
L . approved, secure remote access methods. used for any other customer.
authentication factors for each customer premises.
Additional requirement for service providers only: Service . . - . . . . . .
. 'q P y . . . Mechanisms exist to facilitate the implementation of third-party A service provider’s credential used for one customer cannot be
8.2.3 N/A providers with remote access to customer premises use unique Functional Subset Of Third-Party Management TPM-01 10
. . management controls. used for any other customer.
authentication factors for each customer premises.
Additional requirement for service providers only: Service
. . q P y . . . . . Mechanisms exist to mitigate the risks associated with third-party A service provider’s credential used for one customer cannot be
8.2.3 N/A providers with remote access to customer premises use unique Functional Intersects With Third-Party Services TPM-04 o 5
. . access to the organization’s systems and data. used for any other customer.
authentication factors for each customer premises.
o . . . . Mechanisms exist to require contractual requirements for
Additional requirement for service providers only: Service . . . . . . . . L, .
. . . . . . Third-Party Contract cybersecurity & data privacy requirements with third-parties, A service provider’s credential used for one customer cannot be
8.2.3 N/A providers with remote access to customer premises use unique Functional Intersects With . TPM-05 . o . 5
L . Requirements reflecting the organization’s needs to protect its systems, used for any other customer.
authentication factors for each customer premises.
processes and data.
Additional requirement for service providers only: Service . L . . . . . S, .
. . . . . . Third-Party Authentication Mechanisms exist to ensure External Service Providers (ESPs) use A service provider’s credential used for one customer cannot be
8.2.3 N/A providers with remote access to customer premises use unique Functional Intersects With . TPM-05.3 . L. . 5
. . Practices unique authentication factors for each of its customers. used for any other customer.
authentication factors for each customer premises.
Addition, deletion, and modification of user IDs, authentication
factors, and other identifier objects are managed as follows: . . . - . . . -
. . _J g . . User Provisioning & De- Mechanisms exist to utilize a formal user registration and de- Lifecycle events for user IDs and authentication factors cannot
8.2.4 N/A = Authorized with the appropriate approval. Functional Intersects With . IAC-07 . . . . 5 . . L
. . » Provisioning registration process that governs the assignment of access rights. occur without appropriate authorization.
= Implemented with only the privileges specified on the
documented approval.
Addition, deletion, and modification of user IDs, authentication
factors, and other identifier objects are managed as follows: . . . . . L
. . . . . . Mechanisms exist to revoke user access rights following changes Lifecycle events for user IDs and authentication factors cannot
8.2.4 N/A = Authorized with the appropriate approval. Functional Intersects With Change of Roles & Duties IAC-07.1 |. L . 5 . . .
. . . in personnelroles and duties, if no longer necessary or permitted. occur without appropriate authorization.
= Implemented with only the privileges specified on the
documented approval.
Addition, deletion, and modification of user IDs, authentication
factors, and other identifier objects are managed as follows: . . . . . . L
. . . . . L Mechanisms exist to revoke user access rights in a timely Lifecycle events for user IDs and authentication factors cannot
8.2.4 N/A = Authorized with the appropriate approval. Functional Intersects With| Termination of Employment IAC-07.2 L 5 . . .
. . » manner, upon termination of employment or contract. occur without appropriate authorization.
= Implemented with only the privileges specified on the
documented approval.
Addition, deletion, and modification of user IDs, authentication
factors, and other identifier objects are managed as follows: . . . . L
) . ) . ) . Mechanisms exist to securely manage authenticators for users Lifecycle events for user IDs and authentication factors cannot
8.2.4 N/A = Authorized with the appropriate approval. Functional Intersects With | Authenticator Management IAC-10 . 5 . . .
. o . and devices. occur without appropriate authorization.
= Implemented with only the privileges specified on the
documented approval.
Addition, deletion, and modification of user IDs, authentication
factors, and other identifier objects are managed as follows: Mechanisms exist to proactively govern account management of . L
. . . . . . . . Lifecycle events for user IDs and authentication factors cannot
8.2.4 N/A = Authorized with the appropriate approval. Functional Intersects With Account Management IAC-15 individual, group, system, service, application, guest and 5 . . .
. . . occur without appropriate authorization.
= Implemented with only the privileges specified on the temporary accounts.
documented approval.
Mechanisms exist to govern the termination of individual
8.2.5 N/A Access for terminated users is immediately revoked. Functional Intersects With Personnel Termination HRS-09 l ‘ g 5 The accounts of terminated users cannot be used.
employment.
Mechanisms exist to expedite the process of removing "high risk"
8.2.5 N/A Access for terminated users is immediately revoked. Functional Intersects With High-Risk Terminations HRS-09.2 [individual’s access to systems and applications upon 5 The accounts of terminated users cannot be used.
termination, as determined by management.
. L . . . . Mechanisms exist to revoke user access rights following changes .
8.2.5 N/A Access for terminated users is immediately revoked. Functional [Intersects With Change of Roles & Duties IAC-07.1 |. L . 5 The accounts of terminated users cannot be used.
in personnelroles and duties, if no longer necessary or permitted.
. . . . . L Mechanisms exist to revoke user access rights in a timel .
8.2.5 N/A Access for terminated users is immediately revoked. Functional Intersects With| Termination of Employment IAC-07.2 . g y 5 The accounts of terminated users cannot be used.
manner, upon termination of employment or contract.
. . . . . Revocation of Access Mechanisms exist to revoke logical and physical access .
8.2.5 N/A Access for terminated users is immediately revoked. Functional Intersects With . IAC-20.6 . g phy 5 The accounts of terminated users cannot be used.
Authorizations authorizations.
Inactive user accounts are removed or disabled within 90 days of . . . . Automated mechanisms exist to disable inactive accounts after .
8.2.6 N/A . o Functional Intersects With Disable Inactive Accounts IAC-15.3 . ) . . 5 Inactive user accounts cannot be used.
inactivity. an organization-defined time period.
Accounts used by third parties to access, support, or maintain
system components via remote access are managed as follows: . . . . .
. . ] ] . . . Mechanisms exist to authorize, monitor and control remote, non- Third party remote access cannot be used except where
8.2.7 N/A = Enabled only during the time period needed and disabled when Functional Intersects With Remote Maintenance MNT-05 . . . . 5 o . .
i local maintenance and diagnostic activities. specifically authorized and use is overseen by management.
notin use.
= Use is monitored for unexpected activity.
Accounts used by third parties to access, support, or maintain
system components via remote access are managed as follows: Mechanisms exist to audit remote, non-local maintenance and .
. . . . . . " . . . . . . . Third party remote access cannot be used except where
8.2.7 N/A = Enabled only during the time period needed and disabled when Functional Intersects With | Auditing Remote Maintenance| MNT-05.1 |diagnostic sessions, as well as review the maintenance action 5 o . .
. . . . specifically authorized and use is overseen by management.
notin use. performed during remote maintenance sessions.
= Use is monitored for unexpected activity.
Accounts used by third parties to access, support, or maintain
system components via remote access are managed as follows: . Mechanisms exist to provide remote disconnect verification to .
) . ] ] . ) Remote Maintenance ) ] ) . Third party remote access cannot be used except where
8.2.7 N/A = Enabled only during the time period needed and disabled when Functional [Intersects With . . MNT-05.4 |ensure remote, non-local maintenance and diagnostic sessions 5 . . .
. Disconnect Verification . specifically authorized and use is overseen by management.
notin use. are properly terminated.
= Use is monitored for unexpected activity.
Accounts used by third parties to access, support, or maintain
system components via remote access are managed as follows: . . . . . .
. . . ] . . Mechanisms exist to define, control and review organization- Third party remote access cannot be used except where
8.2.7 N/A = Enabled only during the time period needed and disabled when Functional Intersects With Remote Access NET-14 5 . . .
ti approved, secure remote access methods. specifically authorized and use is overseen by management.
notin use.
= Use is monitored for unexpected activity.
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Accounts used by third parties to access, support, or maintain
system components via remote access are managed as follows: Mechanisms exist to proactively control and monitor third-part
y P . . . g . . . Third-Party Remote Access P ¥ . party Third party remote access cannot be used except where
8.2.7 N/A = Enabled only during the time period needed and disabled when Functional [Intersects With NET-14.6 |accounts used to access, support, or maintain system 5 . . .
. Governance . specifically authorized and use is overseen by management.
notin use. components via remote access.
= Use is monitored for unexpected activity.
If a user session has been idle for more than 15 minutes, the user Mechanisms exist to force users and devices to re-authenticate
8.2.8 N/A is required to re-authenticate to re-activate the terminal or Functional Intersects With Re-Authentication IAC-14 according to organization-defined circumstances that 5 A user session cannot be used except by the authorized user.
session. necessitate re-authentication.
Mechanisms exist to initiate a session lock after an organization-
If a user session has been idle for more than 15 minutes, the user defined time period of inactivity, or upon receiving a request from
8.2.8 N/A is required to re-authenticate to re-activate the terminal or Functional Intersects With Session Lock IAC-24 a user and retain the session lock until the user reestablishes 5 A user session cannot be used except by the authorized user.
session. access using established identification and authentication
methods.
If a user session has been idle for more than 15 minutes, the user Automated mechanisms exist to log out users, both locally on the
8.2.8 N/A is required to re-authenticate to re-activate the terminal or Functional Intersects With Session Termination IAC-25 network and for remote sessions, at the end of the session or 5 A user session cannot be used except by the authorized user.
session. after an organization-defined period of inactivity.
If a user session has been idle for more than 15 minutes, the user . . . . .
. . . ] ) . . Network Connection Mechanisms exist to terminate network connections at the end of . .
8.2.8 N/A is required to re-authenticate to re-activate the terminal or Functional Intersects With L NET-07 . . . . . . . 5 A user session cannot be used except by the authorized user.
. Termination a session or after an organization-defined time period of inactivity.
session.
Mechanisms exist to uniquely identify and centrally Authenticate,
Strong authentication for users and administrators is established . _|ldentification & Authentication . . quely . y y
8.3 N/A Functional Intersects With . IAC-02 Authorize and Audit (AAA) organizational users and processes 5
and managed. for Organizational Users ) o
acting on behalf of organizational users.
Strong authentication for users and administrators is established . ] . Mechanisms exist to securely manage authenticators for users
8.3 N/A g Functional [Intersects With| Authenticator Management IAC-10 . y g 5
and managed. and devices.
Mechanisms exist to enforce complexity, length and lifespan
Strong authentication for users and administrators is established . . Password-Based . . p . y g P
8.3 N/A Functional Intersects With . IAC-10.1 |considerations to ensure strong criteria for password-based 5
and managed. Authentication .
authentication.
All user access to system components for users and
administrators is authenticated via at least one of the following
authentication factors: . . . Mechanisms exist to securely manage authenticators for users An account cannot be accessed except with a combination of
8.3.1 N/A . Functional Intersects With | Authenticator Management IAC-10 . 5 . . L
= Something you know, such as a password or passphrase. and devices. user identity and an authentication factor.
= Something you have, such as a token device or smart card.
= Something you are, such as a biometric element.
All user access to system components for users and
administrators is authenticated via at least one of the following . . . .
L. Mechanisms exist to enforce complexity, length and lifespan . L
authentication factors: . . Password-Based . . o An account cannot be accessed except with a combination of
8.3.1 N/A . Functional Intersects With . IAC-10.1 [considerations to ensure strong criteria for password-based 5 . . .
= Something you know, such as a password or passphrase. Authentication authentication user identity and an authentication factor.
u ication.
= Something you have, such as a token device or smart card.
= Something you are, such as a biometric element.
All user access to system components for users and
administrators is authenticated via at least one of the following Automated mechanisms exist to validate certificates by
authentication factors: . . . constructing and verifying a certification path to an accepted trust An account cannot be accessed except with a combination of
8.3.1 N/A . Functional Intersects With PKI-Based Authentication IAC-10.2 . . . . . . 5 . . L.
= Something you know, such as a password or passphrase. anchorincluding checking certificate status information for PKI- user identity and an authentication factor.
= Something you have, such as a token device or smart card. based authentication.
= Something you are, such as a biometric element.
Strong cryptography is used to render all authentication factors Mechanisms exist to facilitate the implementation of Cleartext authentication factors cannot be obtained, derived, or
8.3.2 N/A unreadable during transmission and storage on all system Functional Subset Of Use of Cryptographic Controls CRY-01 cryptographic protections controls using known public standards 10 reused from the interception of communications or from stored
components. and trusted cryptographic technologies. data.
Strong cryptography is used to render all authentication factors Svst Hardening Th h Mechanisms exist to develop, document and maintain secure Cleartext authentication factors cannot be obtained, derived, or
stem Hardenin rou
8.3.2 N/A unreadable during transmission and storage on all system Functional Intersects With yB line Confi g i g CFG-02 baseline configurations for technology platforms that are 5 reused from the interception of communications or from stored
aseline Configurations
components. g consistent with industry-accepted system hardening standards. data.
Strong cryptography is used to render all authentication factors . . . . . Cleartext authentication factors cannot be obtained, derived, or
. o . ) o . o Cryptographic mechanisms exist to protect the confidentiality of ) . o
8.3.2 N/A unreadable during transmission and storage on all system Functional Intersects With | Transmission Confidentiality CRY-03 data being transmitted 5 reused from the interception of communications or from stored
components. ) data.
Strong cryptography is used to render all authentication factors . . . . Cleartext authentication factors cannot be obtained, derived, or
. .. . . . Cryptographic mechanisms exist to prevent unauthorized ) ) o
8.3.2 N/A unreadable during transmission and storage on all system Functional Intersects With Encrypting Data At Rest CRY-05 . 5 reused from the interception of communications or from stored
disclosure of data at rest.
components. data.
User identity is verified before modifying any authentication Identity & Access Mechanisms exist to facilitate the implementation of
8.3.3 N/A y ying any Functional | SubsetOf y IAC-01 | conanst P 10
factor. Management (IAM) identification and access management controls.
Mechanisms exist to uniquely identify and centrally Authenticate,
User identity is verified before modifying any authentication . i Identification & Authentication . . quely . y y
8.3.3 N/A Functional Intersects With . IAC-02 Authorize and Audit (AAA) organizational users and processes 5
factor. for Organizational Users . L
acting on behalf of organizational users.
User identity is verified before modifying any authentication Mechanisms exist to securely manage authenticators for users
8.3.3 N/A y ying any Functional Intersects With| Authenticator Management IAC-10 ) y g 5
factor. and devices.
Mechanisms exist to enforce complexity, length and lifespan
User identity is verified before modifying any authentication ) ) Password-Based ) ] p ) y g P
8.3.3 N/A Functional Intersects With L IAC-10.1 |considerations to ensure strong criteria for password-based 5
factor. Authentication o
authentication.
User identity is verified before modifying any authentication Identity Proofing (Identit Mechanisms exist to verify the identity of a user before issuin
8.3.3 N/A ¥ yingany Functional Intersects With y . .g( y IAC-28 . . .y y oo g 5
factor. Verification) authenticators or modifying access permissions.
Invalid authentication attempts are limited by: Mechanisms exist to enforce a limit for consecutive invalid login
= L ocking out the user ID after not more than 10 attempts. attempts by a user during an organization-defined time period and An authentication factor cannot be guessed in a brute force,
8.3.4 N/A . g . o . P . Functional Intersects With Account Lockout IAC-22 P R y g g . P 5 . g
= Setting the lockout duration to a minimum of 30 minutes or until automatically locks the account when the maximum number of online attack.
the user’s identity is confirmed. unsuccessful attempts is exceeded.
If passwords/passphrases are used as authentication factors to
meet Requirement 8.3.1, they are set and reset for each user as . . . L .
. . . Mechanisms exist to securely manage authenticators for users An initial or reset password/passphrase assigned to a user
8.3.5 N/A follows: Functional Intersects With| Authenticator Management IAC-10 . 5 .
. . . and devices. cannot be used by an unauthorized user.
= Set to a unique value for first-time use and upon reset.
= Forced to be changed immediately after the first use.
If passwords/passphrases are used as authentication factors to
meet Requirement 8.3.1, they are set and reset for each user as L . . - . . s .
. . User Provisioning & De- Mechanisms exist to utilize a formal user registration and de- An initial or reset password/passphrase assigned to a user
8.3.5 N/A follows: Functional Intersects With L IAC-07 ) . . . 5 ]
. . . Provisioning registration process that governs the assignment of access rights. cannot be used by an unauthorized user.
= Set to a unique value for first-time use and upon reset.
= Forced to be changed immediately after the first use.
If passwords/passphrases are used as authentication factors to
meet Requirement 8.3.1, they are set and reset for each user as Mechanisms exist to enforce complexity, length and lifespan L .
. . Password-Based . . . An initial or reset password/passphrase assigned to a user
8.3.5 N/A follows: Functional Intersects With . IAC-10.1 considerations to ensure strong criteria for password-based 5 .
. . . Authentication . cannot be used by an unauthorized user.
= Set to a unique value for first-time use and upon reset. authentication.
= Forced to be changed immediately after the first use.
If passwords/passphrases are used as authentication factors to
meet Requirement 8.3.1, they meet the following minimum level . . . .
. Mechanisms exist to enforce complexity, length and lifespan . .
of complexity: . . Password-Based . . . A guessed password/passphrase cannot be verified by either an
8.3.6 N/A L Functional [Intersects With L IAC-10.1 |considerations to ensure strong criteria for password-based 5 . .
= Aminimum length of 12 characters (or IF the system does not Authentication thenticati online or offline brute force attack.
authentication.
support 12 characters, a minimum length of eight characters).
= Contain both numeric and alphabetic characters.
Individuals are not allowed to submit a new . . . . .
. . . . Mechanisms exist to securely manage authenticators for users A previously used password cannot be used to gain access to an
8.3.7 N/A password/passphrase that is the same as any of the last four Functional Intersects With| Authenticator Management IAC-10 . 5
and devices. account for at least 12 months.
passwords/passphrases used.
Individuals are not allowed to submit a new Mechanisms exist to enforce complexity, length and lifespan . .
. . . Password-Based . . . A previously used password cannot be used to gain access to an
8.3.7 N/A password/passphrase that is the same as any of the last four Functional Intersects With . IAC-10.1 [considerations to ensure strong criteria for password-based 5
Authentication L. account for at least 12 months.
passwords/passphrases used. authentication.
Authentication policies and procedures are documented and
communicated to all users including:
= Guidance on selecting strong authentication factors.
= Guidance for how users should protect their authentication
P Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate .
factors. . . . . . . Users are knowledgeable about the correct use of authentication
8.3.8 N/A . . Functional Intersects With Data Protection GOV-02 |cybersecurity & data protection policies, standards and 5 . . .
= [nstructions not to reuse previously used . factors and can access assistance and guidance when required.
Documentation procedures.
passwords/passphrases.
= [nstructions to change passwords/passphrases if there is any
suspicion or knowledge that the password/passphrases have
been compromised and how to report the incident.
Authentication policies and procedures are documented and
communicated to all users including:
= Guidance on selecting strong authentication factors.
= Guidance for how users should protect their authentication
factors. . Identity & Access Mechanisms exist to facilitate the implementation of Users are knowledgeable about the correct use of authentication
8.3.8 N/A . . Functional Subset Of IAC-01 . . 10 . . .
® |nstructions not to reuse previously used Management (IAM) identification and access management controls. factors and can access assistance and guidance when required.
passwords/passphrases.
= [nstructions to change passwords/passphrases if there is any
suspicion or knowledge that the password/passphrases have
been compromised and how to report the incident.
Authentication policies and procedures are documented and
communicated to all users including:
= Guidance on selecting strong authentication factors.
= Guidance for how users should protect their authentication
factors. . . . Mechanisms exist to facilitate the implementation of operational Users are knowledgeable about the correct use of authentication
8.3.8 N/A . . Functional Subset Of Operations Security OPS-01 . 10 . . .
= [nstructions not to reuse previously used security controls. factors and can access assistance and guidance when required.
passwords/passphrases.
= [nstructions to change passwords/passphrases if there is any
suspicion or knowledge that the password/passphrases have
been compromised and how to report the incident.
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8.3.8

N/A

Authentication policies and procedures are documented and
communicated to all users including:

= Guidance on selecting strong authentication factors.

= Guidance for how users should protect their authentication
factors.

= [nstructions not to reuse previously used
passwords/passphrases.

= |Instructions to change passwords/passphrases if there is any
suspicion or knowledge that the password/passphrases have
been compromised and how to report the incident.

Functional

Intersects With

Standardized Operating
Procedures (SOP)

OPS-01.1

Mechanisms exist to identify and document Standardized

Operating Procedures (SOP), or similar documentation, to enable

the proper execution of day-to-day / assigned tasks.

(optional)

Users are knowledgeable about the correct use of authentication
factors and can access assistance and guidance when required.

8.3.8

N/A

Authentication policies and procedures are documented and
communicated to all users including:

= Guidance on selecting strong authentication factors.

= Guidance for how users should protect their authentication
factors.

= [nstructions not to reuse previously used
passwords/passphrases.

= [nstructions to change passwords/passphrases if there is any
suspicion or knowledge that the password/passphrases have
been compromised and how to report the incident.

Functional

Subset Of

Cybersecurity & Data Privacy-
Minded Workforce

SAT-01

Mechanisms exist to facilitate the implementation of security
workforce development and awareness controls.

10

Users are knowledgeable about the correct use of authentication
factors and can access assistance and guidance when required.

8.3.8

N/A

Authentication policies and procedures are documented and
communicated to all users including:

= Guidance on selecting strong authentication factors.

= Guidance for how users should protect their authentication
factors.

= [nstructions not to reuse previously used
passwords/passphrases.

= |Instructions to change passwords/passphrases if there is any
suspicion or knowledge that the password/passphrases have
been compromised and how to report the incident.

Functional

Intersects With

Cybersecurity & Data Privacy
Awareness Training

SAT-02

Mechanisms exist to provide all employees and contractors
appropriate awareness education and training that is relevant for
their job function.

Users are knowledgeable about the correct use of authentication
factors and can access assistance and guidance when required.

8.3.8

N/A

Authentication policies and procedures are documented and
communicated to all users including:

= Guidance on selecting strong authentication factors.

= Guidance for how users should protect their authentication
factors.

= [nstructions not to reuse previously used
passwords/passphrases.

= [nstructions to change passwords/passphrases if there is any
suspicion or knowledge that the password/passphrases have
been compromised and how to report the incident.

Functional

Intersects With

Role-Based Cybersecurity &
Data Privacy Training

SAT-03

Mechanisms exist to provide role-based cybersecurity & data
privacy-related training:

(1) Before authorizing access to the system or performing
assigned duties;

(2) When required by system changes; and

(3) Annually thereafter.

Users are knowledgeable about the correct use of authentication
factors and can access assistance and guidance when required.

8.3.9

N/A

If passwords/passphrases are used as the only authentication
factor for user access (i.e., in any single-factor authentication
implementation) then either:

= Passwords/passphrases are changed at least once every 90
days,

OR

= The security posture of accounts is dynamically analyzed, and
real-time access to resources is automatically determined
accordingly.

Functional

Intersects With

Identification & Authentication
for Organizational Users

IAC-02

Mechanisms exist to uniquely identify and centrally Authenticate,

Authorize and Audit (AAA) organizational users and processes
acting on behalf of organizational users.

An undetected compromised password/passphrase cannot be
used indefinitely.

8.3.9

N/A

If passwords/passphrases are used as the only authentication
factor for user access (i.e., in any single-factor authentication
implementation) then either:

= Passwords/passphrases are changed at least once every 90
days,

OR

= The security posture of accounts is dynamically analyzed, and
real-time access to resources is automatically determined
accordingly.

Functional

Intersects With

Authenticator Management

IAC-10

Mechanisms exist to securely manage authenticators for users
and devices.

An undetected compromised password/passphrase cannot be
used indefinitely.

8.3.9

N/A

If passwords/passphrases are used as the only authentication
factor for user access (i.e., in any single-factor authentication
implementation) then either:

= Passwords/passphrases are changed at least once every 90
days,

OR

= The security posture of accounts is dynamically analyzed, and
real-time access to resources is automatically determined
accordingly.

Functional

Intersects With

Password-Based
Authentication

IAC-10.1

Mechanisms exist to enforce complexity, length and lifespan
considerations to ensure strong criteria for password-based
authentication.

An undetected compromised password/passphrase cannot be
used indefinitely.

8.3.10

N/A

Additional requirement for service providers only: If
passwords/passphrases are used as the only authentication
factor for customer user access to cardholder data (i.e., in any
single- factor authentication implementation), then guidance is
provided to customer users including:

= Guidance for customers to change their user
passwords/passphrases periodically.

= Guidance as to when, and under what circumstances,
passwords/passphrases are to be changed.

Functional

Intersects With

Account Management

IAC-15

Mechanisms exist to proactively govern account management of
individual, group, system, service, application, guest and
temporary accounts.

Passwords/passphrases for service providers’ customers cannot
be used indefinitely.

8.3.10

N/A

Additional requirement for service providers only: If
passwords/passphrases are used as the only authentication
factor for customer user access to cardholder data (i.e., in any
single- factor authentication implementation), then guidance is
provided to customer users including:

= Guidance for customers to change their user
passwords/passphrases periodically.

= Guidance as to when, and under what circumstances,
passwords/passphrases are to be changed.

Functional

Intersects With

Strong Customer
Authentication (SCA)

WEB-06

Mechanisms exist to implement Strong Customer Authentication
(SCA) for consumers to reasonably prove their identity.

Passwords/passphrases for service providers’ customers cannot
be used indefinitely.

8.3.10.1

N/A

Additional requirement for service providers only: If
passwords/passphrases are used as the only authentication
factor for customer user access (i.e., in any single-factor
authentication implementation) then either:

= Passwords/passphrases are changed at least once every 90
days,

OR

= The security posture of accounts is dynamically analyzed, and
real-time access to resources is automatically determined
accordingly.

Functional

Intersects With

Authenticator Management

IAC-10

Mechanisms exist to securely manage authenticators for users
and devices.

Passwords/passphrases for service providers’ customers cannot
be used indefinitely.

8.3.10.1

N/A

Additional requirement for service providers only: If
passwords/passphrases are used as the only authentication
factor for customer user access (i.e., in any single-factor
authentication implementation) then either:

= Passwords/passphrases are changed at least once every 90
days,

OR

= The security posture of accounts is dynamically analyzed, and
real-time access to resources is automatically determined
accordingly.

Functional

Intersects With

Password-Based
Authentication

IAC-10.1

Mechanisms exist to enforce complexity, length and lifespan
considerations to ensure strong criteria for password-based
authentication.

Passwords/passphrases for service providers’ customers cannot
be used indefinitely.

8.3.11

N/A

Where authentication factors such as physical or logical security
tokens, smart cards, or certificates are used:

= Factors are assigned to an individual user and not shared
among multiple users.

= Physical and/or logical controls ensure only the intended user
can use that factor to gain access.

Functional

Intersects With

Authenticator Management

IAC-10

Mechanisms exist to securely manage authenticators for users
and devices.

An authentication factor cannot be used by anyone other than the
user to which itis assigned.

8.3.11

N/A

Where authentication factors such as physical or logical security
tokens, smart cards, or certificates are used:

= Factors are assigned to an individual user and not shared
among multiple users.

= Physical and/or logical controls ensure only the intended user
can use that factor to gain access.

Functional

Intersects With

PKI-Based Authentication

IAC-10.2

Automated mechanisms exist to validate certificates by

constructing and verifying a certification path to an accepted trust

anchorincluding checking certificate status information for PKI-
based authentication.

An authentication factor cannot be used by anyone other than the
user to which itis assigned.

8.3.11

N/A

Where authentication factors such as physical or logical security
tokens, smart cards, or certificates are used:

= Factors are assigned to an individual user and not shared
among multiple users.

= Physical and/or logical controls ensure only the intended user
can use that factor to gain access.

Functional

Intersects With

Protection of Authenticators

IAC-10.5

Mechanisms exist to protect authenticators commensurate with

the sensitivity of the information to which use of the authenticator

permits access.

An authentication factor cannot be used by anyone other than the
user to which itis assigned.

8.3.11

N/A

Where authentication factors such as physical or logical security
tokens, smart cards, or certificates are used:

= Factors are assigned to an individual user and not shared
among multiple users.

= Physical and/or logical controls ensure only the intended user
can use that factor to gain access.

Functional

Intersects With

Hardware Token-Based
Authentication

IAC-10.7

Automated mechanisms exist to ensure organization-defined
token quality requirements are satisfied for hardware token-
based authentication.

An authentication factor cannot be used by anyone other than the
user to which itis assigned.

8.3.11

N/A

Where authentication factors such as physical or logical security
tokens, smart cards, or certificates are used:

= Factors are assighed to an individual user and not shared
among multiple users.

= Physical and/or logical controls ensure only the intended user
can use that factor to gain access.

Functional

Intersects With

User Responsibilities for
Account Management

IAC-18

Mechanisms exist to compel users to follow accepted practices
in the use of authentication mechanisms (e.g., passwords,
passphrases, physical or logical security tokens, smart cards,
certificates, etc.).

An authentication factor cannot be used by anyone other than the
user to which itis assigned.
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(optional)

Where authentication factors such as physical or logical security
tokens, smart cards, or certificates are used: Physical access control mechanisms exist to maintain a current
= Factors are assigned to an individual user and not shared . . Physical Access list of personnel with authorized access to organizational facilities An authentication factor cannot be used by anyone other than the
8.3.11 N/A . Functional Intersects With . PES-02 - - .. . 5 . .
among multiple users. Authorizations (except for those areas within the facility officially designated as user to which it is assigned.
= Physical and/or logical controls ensure only the intended user publicly accessible).
can use that factor to gain access.
Where authentication factors such as physical or logical security
tokens, smart cards, or certificates are used:
= Factors are assigned to an individual user and not shared Physical access control mechanisms exist to authorize physical An authentication factor cannot be used by anyone other than the
8.3.11 N/A > assig Functional |Intersects With | Role-Based Physical Access | PES-02.1 | S8 > > PIYS 5 neation fac yany
among multiple users. access to facilities based on the position or role of the individual. userto which itis assigned.
= Physical and/or logical controls ensure only the intended user
can use that factor to gain access.
Automated mechanisms exist to enforce Multi-Factor
Authentication (MFA) for:
Multi-factor authentication (MFA) is implemented to secure Multi-Factor Authentication 1) Remote network access;
8.4 N/A . ( ) P Functional Intersects With IAC-06 (1) . W L . 5
access into the CDE. (MFA) (2) Third-party systems, applications and/or services; and/ or
(8) Non-console access to critical systems or systems that store,
transmit and/or process sensitive/regulated data.
MFA is implemented for all non-console access into the CDE for . . Network Access to Privileged Mechanisms exist to utilize Multi-Factor Authentication (MFA) to Administrative access to the CDE cannot be obtained by the use
8.4.1 N/A . o . Functional Intersects With IAC-06.1 . . 5 . .
personnel with administrative access. Accounts authenticate network access for privileged accounts. of a single authentication factor.
Automated mechanisms exist to enforce Multi-Factor
Authentication (MFA) for:
o . . . Multi-Factor Authentication (1) Remote network access; Access into the CDE cannot be obtained by the use of a single
8.4.2 N/A MFA is implemented for all access into the CDE. Functional Intersects With IAC-06 . . . 5 L
(MFA) (2) Third-party systems, applications and/or services; and/ or authentication factor.
(8) Non-console access to critical systems or systems that store,
transmit and/or process sensitive/regulated data.
Network Access to Privileged Mechanisms exist to utilize Multi-Factor Authentication (MFA) to Access into the CDE cannot be obtained by the use of a single
8.4.2 N/A MFA is implemented for all access into the CDE. Functional Intersects With g IAC-06.1 . S ( ) 5 . y g
Accounts authenticate network access for privileged accounts. authentication factor.
Network Access to Non- Mechanisms exist to utilize Multi-Factor Authentication (MFA) to Access into the CDE cannot be obtained by the use of a single
8.4.2 N/A MFA is implemented for all access into the CDE. Functional Intersects With o IAC-06.2 . o ( ) 5 o y g
Privileged Accounts authenticate network access for non-privileged accounts. authentication factor.
Local Access to Privileged Mechanisms exist to utilize Multi-Factor Authentication (MFA) to Access into the CDE cannot be obtained by the use of a single
8.4.2 N/A MFA is implemented for all access into the CDE. Functional Intersects With g IAC-06.3 . . ( ) 5 . y g
Accounts authenticate local access for privileged accounts. authentication factor.
Mechanisms exist to implement Multi-Factor Authentication
Out-of-Band Multi-Factor MFA) for access to privileged and non-privileged accounts such Access into the CDE cannot be obtained by the use of a single
8.4.2 N/A MFA is implemented for all access into the CDE. Functional Intersects With . IAC-06.4 ( ) P o g P 'g . 5 . y g
Authentication that one of the factors is independently provided by a device authentication factor.
separate from the system being accessed.
MFA is implemented for all remote network access originating Automated mechanisms exist to enforce Multi-Factor
from outside the entity’s network that could access orimpact the Authentication (MFA) for:
CDE as follows: Multi-Factor Authentication 1) Remote network access; Remote access to the entity’s network cannot be obtained b
8.4.3 N/A W Functional Intersects With IAC-06 (1) . W L . 5 . . L y y
= All remote access by all personnel, both users and (MFA) (2) Third-party systems, applications and/or services; and/ or using a single authentication factor.
administrators, originating from outside the entity’s network. (8) Non-console access to critical systems or systems that store,
= All remote access by third parties and vendors. transmit and/or process sensitive/regulated data.
MFA is implemented for all remote network access originating
from outside the entity’s network that could access orimpact the
CDE as follows: . . Network Access to Privileged Mechanisms exist to utilize Multi-Factor Authentication (MFA) to Remote access to the entity’s network cannot be obtained by
8.4.3 N/A Functional Intersects With IAC-06.1 . . 5 . . L
= All remote access by all personnel, both users and Accounts authenticate network access for privileged accounts. using a single authentication factor.
administrators, originating from outside the entity’s network.
= All remote access by third parties and vendors.
MFA is implemented for all remote network access originating
from outside the entity’s network that could access orimpact the
CDE as follows: . . Network Access to Non- Mechanisms exist to utilize Multi-Factor Authentication (MFA) to Remote access to the entity’s network cannot be obtained by
8.4.3 N/A Functional Intersects With . IAC-06.2 . . 5 . . L
= All remote access by all personnel, both users and Privileged Accounts authenticate network access for non-privileged accounts. using a single authentication factor.
administrators, originating from outside the entity’s network.
= All remote access by third parties and vendors.
Multi-factor authentication (MFA) systems are configured to Configuration Management Mechanisms exist to facilitate the implementation of
8.5 N/A : (MFA) sy 8 Functional | SubsetOf 8 & CFG-01 nanisn P 10
prevent misuse. Program configuration management controls.
Multi-factor authentication (MFA) systems are configured to System Hardening Through Mechanisms exist to develop, document and maintain secure
ulti- u icati igu i u
8.5 N/A . y g Functional Intersects With y . . g . g CFG-02 baseline configurations for technology platforms that are 5
prevent misuse. Baseline Configurations . . .
consistent with industry-accepted system hardening standards.
Configure Systems, . . . . S .
Multi-factor authentication (MFA) systems are configured to . . g y . Mechanisms exist to configure systems utilized in high-risk areas
8.5 N/A . Functional Intersects With| Components or Services for CFG-02.5 . . - . . 5
prevent misuse. . . with more restrictive baseline configurations.
High-Risk Areas
Mechanisms exist to facilitate the implementation of industry-
Multi-factor authentication (MFA) systems are configured to recognized cybersecurity & data privacy practices in the
8.5 N/A . ( ) sy g Functional Subset Of Secure Engineering Principles SEA-01 g . y . ¥ P . yp . 10
prevent misuse. specification, design, development, implementation and
modification of systems and services.
MFA systems are implemented as follows:
= The MFA system is not susceptible to replay attacks.
= MFA systems cannot be bypassed by any users, including
administrative users unless specifically documented, and . . . . . . . .
. P y ) ] o . Identity & Access Mechanisms exist to facilitate the implementation of MFA systems are resistant to attack and strictly control any
8.5.1 N/A authorized by management on an exception basis, for a limited Functional Subset Of IAC-01 . . 10 L . .
. . Management (I1AM) identification and access management controls. administrative overrides.
time period.
= At least two different types of authentication factors are used.
= Success of all authentication factors is required before access
is granted.
MFA systems are implemented as follows:
= The MFA system is not susceptible to replay attacks.
= MFA systems cannot be bypassed by any users, including
administrative users unless specifically documented, and . . . . . .
. . . . . . Replay-Resistant Automated mechanisms exist to employ replay-resistant MFA systems are resistant to attack and strictly control any
8.5.1 N/A authorized by management on an exception basis, for a limited Functional Intersects With L IAC-02.2 L 5 o . .
. . Authentication authentication. administrative overrides.
time period.
= At least two different types of authentication factors are used.
= Success of all authentication factors is required before access
is granted.
MFA systems are implemented as follows:
= The MFA system is not susceptible to replay attacks.
MEA X y tbe b P db pay includi Automated mechanisms exist to enforce Multi-Factor
= systems cannot be asse any users, includin L
dmini 3; i l yp i :{ dy ted dg Authentication (MFA) for:
administrative users unless specifica ocumented, an . L . .
. P y ) ] o ) ) Multi-Factor Authentication (1) Remote network access; MFA systems are resistant to attack and strictly control any
8.5.1 N/A authorized by management on an exception basis, for a limited Functional Intersects With IAC-06 . . . 5 L . .
i iod (MFA) (2) Third-party systems, applications and/or services; and/ or administrative overrides.
ime period.
P . o (8) Non-console access to critical systems or systems that store,
= At least two different types of authentication factors are used. . .
R ) . transmit and/or process sensitive/regulated data.
= Success of all authentication factors is required before access
is granted.
MFA systems are implemented as follows:
= The MFA system is not susceptible to replay attacks.
= MFA systems cannot be bypassed by any users, includin . . . . . .
. .y . yp . yany g Mechanisms exist to facilitate the implementation of industry-
administrative users unless specifically documented, and . . . . . . .
. ) ] o . . . o recognized cybersecurity & data privacy practices in the MFA systems are resistant to attack and strictly control any
8.5.1 N/A authorized by management on an exception basis, for a limited Functional Subset Of Secure Engineering Principles SEA-01 . . . . 10 L . .
time period specification, design, development, implementation and administrative overrides.
i iod.
P . . modification of systems and services.
= At least two different types of authentication factors are used.
= Success of all authentication factors is required before access
is granted.
L . Mechanisms exist to proactively govern account management of
Use of application and system accounts and associated ) . o . .
8.6 N/A L . . Functional Intersects With Account Management IAC-15 individual, group, system, service, application, guest and 5
authentication factors is strictly managed.
temporary accounts.
L . Mechanisms exist to review all system accounts and disable any
Use of application and system accounts and associated . . . . . .
8.6 N/A L . . Functional Intersects With System Account Reviews IAC-15.7 |accountthat cannot be associated with a business process and 5
authentication factors is strictly managed.
owner.
Use of application and system accounts and associated . . Use of Privileged Utility Mechanisms exist to restrict and tightly control utility programs
8.6 N/A L . . Functional Intersects With IAC-20.3 L L 5
authentication factors is strictly managed. Programs that are capable of overriding system and application controls.
Mechanisms exist to utilize the concept of least privilege, allowing
Use of application and system accounts and associated only authorized access to processes necessary to accomplish
8.6 N/A PR Syste Functional | Intersects With Least Privilege IAC-21 y _ proce: essary -omp 5
authentication factors is strictly managed. assigned tasks in accordance with organizational business
functions.
If accounts used by systems or applications can be used for
interactive login, they are managed as follows:
= [nteractive use is prevented unless needed for an exceptional
circumstance.
= [nteractive use is limited to the time needed for the exceptional . . . . . . When used interactively, all actions with accounts designated as
. . Identity & Access Mechanisms exist to facilitate the implementation of o . .
8.6.1 N/A circumstance. Functional Subset Of IAC-01 . . 10 system or application accounts are authorized and attributable to
. L . . . Management (IAM) identification and access management controls. .
= Business justification for interactive use is documented. an individual person.
= [nteractive use is explicitly approved by management.
= Individual user identity is confirmed before access to account is
granted.
= Every action taken is attributable to an individual user.
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If accounts used by systems or applications can be used for
interactive login, they are managed as follows:
= [nteractive use is prevented unless needed for an exceptional
circumstance.
= [nteractive use is limited to the time needed for the exceptional Sharing Identification & Mechanisms exist to ensure external service providers provide When used interactively, all actions with accounts designated as
8.6.1 N/A circumstance. Functional Intersects With Authentication Information IAC-05.1 |current and accurate information for any third-party user with 5 system or application accounts are authorized and attributable to
= Business justification for interactive use is documented. access to the organization's data or assets. an individual person.
= [nteractive use is explicitly approved by management.
= Individual user identity is confirmed before access to account is
granted.
= Every action taken is attributable to an individual user.
If accounts used by systems or applications can be used for
interactive login, they are managed as follows:
= [nteractive use is prevented unless needed for an exceptional
circumstance.
= [nteractive use is limited to the time needed for the exceptional Mechanisms exist to proactively govern account management of When used interactively, all actions with accounts designated as
8.6.1 N/A circumstance. Functional Intersects With Account Management IAC-15 individual, group, system, service, application, guest and 5 system or application accounts are authorized and attributable to
= Business justification for interactive use is documented. temporary accounts. an individual person.
= [nteractive use is explicitly approved by management.
= Individual user identity is confirmed before access to account is
granted.
= Every action taken is attributable to an individual user.
If accounts used by systems or applications can be used for
interactive login, they are managed as follows:
= [nteractive use is prevented unless needed for an exceptional
circumstance.
= [nteractive use is limited to the time needed for the exceptional Mechanisms exist to review all system accounts and disable any When used interactively, all actions with accounts designated as
8.6.1 N/A circumstance. Functional Intersects With System Account Reviews IAC-15.7 |accountthat cannot be associated with a business process and 5 system or application accounts are authorized and attributable to
= Business justification for interactive use is documented. owner. an individual person.
= [nteractive use is explicitly approved by management.
= Individual user identity is confirmed before access to account is
granted.
= Every action taken is attributable to an individual user.
If accounts used by systems or applications can be used for
interactive login, they are managed as follows:
= [nteractive use is prevented unless needed for an exceptional
circumstance.
= [nteractive use is limited to the time needed for the exceptional . . . . When used interactively, all actions with accounts designated as
. . . . . Mechanisms exist to prevent the sharing of generic IDs, o . .
8.6.1 N/A circumstance. Functional Intersects With Credential Sharing IAC-19 . . 5 system or application accounts are authorized and attributable to
. S . . . passwords or other generic authentication methods. .
= Business justification for interactive use is documented. an individual person.
= [nteractive use is explicitly approved by management.
= Individual user identity is confirmed before access to account is
granted.
= Every action taken is attributable to an individual user.
If accounts used by systems or applications can be used for
interactive login, they are managed as follows:
= [nteractive use is prevented unless needed for an exceptional
circumstance.
= [nteractive use is limited to the time needed for the exceptional . . . . . . . When used interactively, all actions with accounts designated as
. . . Use of Privileged Utility Mechanisms exist to restrict and tightly control utility programs o . .
8.6.1 N/A circumstance. Functional Intersects With IAC-20.3 n L 5 system or application accounts are authorized and attributable to
. L . . . Programs that are capable of overriding system and application controls. .
= Business justification for interactive use is documented. an individual person.
= [nteractive use is explicitly approved by management.
= Individual user identity is confirmed before access to account is
granted.
= Every action taken is attributable to an individual user.
If accounts used by systems or applications can be used for
interactive login, they are managed as follows:
= [nteractive use is prevented unless needed for an exceptional
circumstance. . . - . .
] o . . Mechanisms exist to utilize the concept of least privilege, allowing . . . . .
= [nteractive use is limited to the time needed for the exceptional . . When used interactively, all actions with accounts designated as
. . ) L only authorized access to processes necessary to accomplish o . .
8.6.1 N/A circumstance. Functional Intersects With Least Privilege IAC-21 . . . . . 5 system or application accounts are authorized and attributable to
. L . . . assigned tasks in accordance with organizational business .
= Business justification for interactive use is documented. functions an individual person.
= [nteractive use is explicitly approved by management. )
= Individual user identity is confirmed before access to account is
granted.
= Every action taken is attributable to an individual user.
Passwords/passphrases for any application and system
P P .y PP ] . y Mechanisms exist to ensure that unencrypted, static o
accounts that can be used for interactive login are not hard coded . . No Embedded Unencrypted . . L . Passwords/passphrases used by application and system
8.6.2 N/A . ] ] ] . Functional Intersects With ] . IAC-10.6 [|authenticators are not embedded in applications, scripts or 5 )
in scripts, configuration/property files, or bespoke and custom Static Authenticators . accounts cannot be used by unauthorized personnel.
stored on function keys.
source code.
Passwords/passphrases for any application and system
accounts are protected against misuse as follows:
= Passwords/passphrases are changed periodically (at the
frequency defined in the entity’s targeted risk analysis, which is . . . Passwords/passphrases used by application and system
. . . . . . Mechanisms exist to securely manage authenticators for users . . .
8.6.3 N/A performed according to all elements specified in Requirement Functional Intersects With| Authenticator Management IAC-10 and devices 5 accounts cannot be used indefinitely and are structured to resist
12.3.1) and upon suspicion or confirmation of compromise. ) brute-force and guessing attacks.
= Passwords/passphrases are constructed with sufficient
complexity appropriate for how frequently the entity changes the
passwords/passphrases.
Passwords/passphrases for any application and system
accounts are protected against misuse as follows:
= Passwords/passphrases are changed periodically (at the
frequency defined in the entity’s targeted risk analysis, which is Password-Based Mechanisms exist to enforce complexity, length and lifespan Passwords/passphrases used by application and system
8.6.3 N/A performed according to all elements specified in Requirement Functional Intersects With Authentication IAC-10.1 [considerations to ensure strong criteria for password-based 5 accounts cannot be used indefinitely and are structured to resist
12.3.1) and upon suspicion or confirmation of compromise. authentication. brute-force and guessing attacks.
= Passwords/passphrases are constructed with sufficient
complexity appropriate for how frequently the entity changes the
passwords/passphrases.
Mechanisms exist to:
(1) Physically control and securely store digital and non-digital
Processes and mechanisms for restricting physical access to . . . media within controlled areas using organization-defined security
9.1 N/A . Functional Intersects With Media Storage DCH-06 5
cardholder data are defined and understood. measures; and
(2) Protect system media until the media are destroyed or
sanitized using approved equipment, techniques and procedures.
Processes and mechanisms for restricting physical access to Mechanisms exist to physically secure all media that contains
9.1 N/A _ gpny Functional |Intersects With | Physically Secure AllMedia | DCH-06.1 anis ‘o physically 5
cardholder data are defined and understood. sensitive information.
Processes and mechanisms for restricting physical access to Physical & Environmental Mechanisms exist to facilitate the operation of physical and
9.1 N/A _ &phy Functional Subset Of y ) PES-01 : ) P Py 10
cardholder data are defined and understood. Protections environmental protection controls.
Physical access control mechanisms exist to maintain a current
Processes and mechanisms for restricting physical access to Physical Access list of personnel with authorized access to organizational facilities
9.1 N/A _ &phy Functional |Intersects With ysieatac PES-02 P o Ss 1o org : 5
cardholder data are defined and understood. Authorizations (except for those areas within the facility officially designated as
publicly accessible).
Processes and mechanisms for restricting physical access to . . . Physical access control mechanisms exist to authorize physical
9.1 N/A . Functional Intersects With| Role-Based Physical Access PES-02.1 e . T 5
cardholder data are defined and understood. access to facilities based on the position or role of the individual.
Physical access control mechanisms exist to enforce physical
Processes and mechanisms for restricting physical access to access authorizations for all physical access points (includin
9.1 N/A . gpPhy Functional Intersects With Physical Access Control PES-03 . . . phy o P . ( g 5
cardholder data are defined and understood. designated entry/exit points) to facilities (excluding those areas
within the facility officially designated as publicly accessible).
All security policies and operational procedures that are
identified in Requirement 9 are: Expectations, controls, and oversight for meeting activities within
q Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate P . ) 8 &
= Documented. . . . . . . Requirement 9 are defined and adhered to by affected personnel.
9.1.1 N/A Functional [Intersects With Data Protection GOV-02 |[cybersecurity & data protection policies, standards and 5 . L . .
= Kept up to date. . All supporting activities are repeatable, consistently applied, and
Documentation procedures. .
= [n use. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 9 are: Periodic Review & Update of Mechanisms exist to review the cybersecurity & data privacy Expectations, controls, and oversight for meeting activities within
riodic Review
= Documented. . . . P program, including policies, standards and procedures, at Requirement 9 are defined and adhered to by affected personnel.
9.1.1 N/A Functional Intersects With Cybersecurity & Data GOV-03 . L . 5 . . . .
= Kept up to date. Protection Program planned intervals or if significant changes occur to ensure their All supporting activities are repeatable, consistently applied, and
r i rogr
= |n use. g continuing suitability, adequacy and effectiveness. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 9 are: Expectations, controls, and oversight for meeting activities within
= Documented. . . . Mechanisms exist to facilitate the implementation of operational Requirement 9 are defined and adhered to by affected personnel.
9.1.1 N/A Functional Subset Of Operations Security OPS-01 . 10 . L . .
= Kept up to date. security controls. All supporting activities are repeatable, consistently applied, and
= |n use. conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 9 are: Expectations, controls, and oversight for meeting activities within
q . . Mechanisms exist to identify and document Standardized P . . g g
= Documented. . . Standardized Operating . L . Requirement 9 are defined and adhered to by affected personnel.
9.1.1 N/A Functional Intersects With OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 . . . .
= Kept up to date. Procedures (SOP) . . All supporting activities are repeatable, consistently applied, and
the proper execution of day-to-day / assigned tasks. ,
= |n use. conform to management’s intent.
= Known to all affected parties.
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All security policies and operational procedures that are
identified in Requirement 9 are: Expectations, controls, and oversight for meeting activities within
= Documented. Physical & Environmental Mechanisms exist to facilitate the operation of physical and Requirement 9 are defined and adhered to by affected personnel.
9.1.1 N/A ! Functional Subset Of y _ PES-01 _ _ P phy 10 a e arE et Y per
= Kept up to date. Protections environmental protection controls. All supporting activities are repeatable, consistently applied, and
= |n use. conform to management’s intent.
= Known to all affected parties.
Mechanisms exist to assign one or more qualified individuals with o . o
Rol q ibilities f p . tivities in R . ‘ Assi dCvb itv & Dat th o g ; trall dinat Day-to-day responsibilities for performing all the activities in
oles and responsibilities for performing activities in Requiremen ssigne ersecuri ata e mission and resources to centrally-manage, coordinate, .
9.1.2 N/A P ) P g 9 Functional Intersects With g . y .yA o GOV-04 ) . ¥ .g . 5 Requirement 9 are allocated. Personnel are accountable for
9 are documented, assigned, and understood. Protection Responsibilities develop, implement and maintain an enterprise-wide . . .
. . successful, continuous operation of these requirements.
cybersecurity & data protection program.
Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities 4 . yresp P g
9.1.2 N/A . Functional Intersects With N HRS-03 5 Requirement 9 are allocated. Personnel are accountable for
9 are documented, assigned, and understood. Responsibilities for all personnel. . . )
successful, continuous operation of these requirements.
o . . . Mechanisms exist to communicate with users about their roles Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement ) ) o o ) )
9.1.2 N/A . Functional Intersects With User Awareness HRS-03.1 |and responsibilities to maintain a safe and secure working 5 Requirement 9 are allocated. Personnel are accountable for
9 are documented, assigned, and understood. ) . . )
environment. successful, continuous operation of these requirements.
Physical access control mechanisms exist to enforce physical
Rol d ibilities f . . tivities in R . t y thorizati ‘ lLphvsical ints (i P lyd' Day-to-day responsibilities for performing all the activities in
oles and responsibilities for performing activities in Requiremen access authorizations for a sical access points (includin
9.1.2 N/A P . P g 9 Functional Intersects With Physical Access Control PES-03 . . ] PRy o P . g 5 Requirement 9 are allocated. Personnel are accountable for
9 are documented, assigned, and understood. designated entry/exit points) to facilities (excluding those areas . . .
o o o . . ] successful, continuous operation of these requirements.
within the facility officially designated as publicly accessible).
Physical access controls manage entry into facilities and systems Physical & Environmental Mechanisms exist to facilitate the operation of physical and
9.2 N/A ysiea geentry y Functional Subset Of y _ PES-01 : ) P Py 10
containing cardholder data. Protections environmental protection controls.
Physical access control mechanisms exist to maintain a current
9.2 N/A Physic‘:a'l access controls manage entry into facilities and systems Functional Intersects With Physica.l Ac'cess PES-02 list of personnel with author'ized acce‘s‘s to grganizatiqnal facilities 5
containing cardholder data. Authorizations (except for those areas within the facility officially designated as
publicly accessible).
Physical access controls manage entry into facilities and systems . . . Physical access control mechanisms exist to authorize physical
9.2 N/A . Functional Intersects With | Role-Based Physical Access PES-02.1 o . o 5
containing cardholder data. access to facilities based on the position or role of the individual.
Physical access control mechanisms exist to enforce physical
Physical access controls manage entry into facilities and systems access authorizations for all physical access points (includin
9.2 N/A y o g y y Functional Intersects With Physical Access Control PES-03 . . ] PRy o P ) ( g 5
containing cardholder data. designated entry/exit points) to facilities (excluding those areas
within the facility officially designated as publicly accessible).
Physical access controls manage entry into facilities and systems . . Controlled Ingress & Egress Physical access control mechanisms exist to limit and monitor
9.2 N/A . Functional Intersects With ) PES-03.1 . . . 5
containing cardholder data. Points physical access through controlled ingress and egress points.
Physical access control mechanisms exist to maintain a current
9.2.1 N/A Appropriate facility.entry controls are in place to restrict physical Functional Intersects With Physica.l Ac.cess PES-02 list of personnel with auti.wor.ized acc§§s to grganizatio.nal facilities 5 System com.ponents in the CDE cannot be physically accessed
access to systems in the CDE. Authorizations (except for those areas within the facility officially designated as by unauthorized personnel.
publicly accessible).
Appropriate facility entry controls are in place to restrict physical . . . Physical access control mechanisms exist to authorize physical System components in the CDE cannot be physically accessed
9.2.1 N/A . Functional Intersects With| Role-Based Physical Access PES-02.1 I . T 5 .
access to systems in the CDE. access to facilities based on the position or role of the individual. by unauthorized personnel.
Physical access control mechanisms exist to enforce physical
Appropriate facility entry controls are in place to restrict physical access authorizations for all physical access points (includin System components in the CDE cannot be physically accessed
9.2.1 N/A ppropr Y ety np restrict physt Functional |Intersects With|  Physical Access Control PES-03 ess authorizations for atphysicar points (including 5 y P n physicaty
access to systems in the CDE. designated entry/exit points) to facilities (excluding those areas by unauthorized personnel.
within the facility officially designated as publicly accessible).
Appropriate facility entry controls are in place to restrict physical . . Controlled Ingress & Egress Physical access control mechanisms exist to limit and monitor System components in the CDE cannot be physically accessed
9.2.1 N/A . Functional Intersects With . PES-03.1 . . . 5 .
access to systems in the CDE. Points physical access through controlled ingress and egress points. by unauthorized personnel.
Physical access control mechanisms generate a log entry for
Appropriate facility entry controls are in place to restrict physical . . . y g . g y System components in the CDE cannot be physically accessed
9.2.1 N/A . Functional Intersects With Physical Access Logs PES-03.3 |each access attempt through controlled ingress and egress 5 .
access to systems in the CDE. points by unauthorized personnel.
ints.
Individual physical access to sensitive areas within the CDE is
monitored with either video cameras or physical access control
mechanisms (or both) as follows:
= Entry and exit points to/from sensitive areas within the CDE are . .
. Physical access control mechanisms generate a log entry for . . . .
monitored. . . . . Trusted, verifiable records are maintained of individual physical
9.2.1.1 N/A L . . Functional Intersects With Physical Access Logs PES-03.3 |each access attempt through controlled ingress and egress 5 . .
= Monitoring devices or mechanisms are protected from oints entry to, and exit from, sensitive areas.
ints.
tampering or disabling. P
= Collected data is reviewed and correlated with other entries.
= Collected data is stored for at least three months, unless
otherwise restricted by law.
Individual physical access to sensitive areas within the CDE is
monitored with either video cameras or physical access control
mechanisms (or both) as follows:
= Entry and exit points to/from sensitive areas within the CDE are
monitored. . ) o . Physical access control mechanisms exist to monitor for, detect Trusted, verifiable records are maintained of individual physical
9.2.1.1 N/A . . . Functional [Intersects With| Monitoring Physical Access PES-05 . . 5 . .
= Monitoring devices or mechanisms are protected from and respond to physical security incidents. entry to, and exit from, sensitive areas.
tampering or disabling.
= Collected data is reviewed and correlated with other entries.
= Collected data is stored for at least three months, unless
otherwise restricted by law.
Individual physical access to sensitive areas within the CDE is
monitored with either video cameras or physical access control
mechanisms (or both) as follows:
= Entry and exit points to/from sensitive areas within the CDE are
monitored. . . |Intrusion Alarms / Surveillance Physical access control mechanisms exist to monitor physical Trusted, verifiable records are maintained of individual physical
9.2.1.1 N/A o . . Functional Intersects With . PES-05.1 |, . . . 5 . .
= Monitoring devices or mechanisms are protected from Equipment intrusion alarms and surveillance equipment. entry to, and exit from, sensitive areas.
tampering or disabling.
= Collected data is reviewed and correlated with other entries.
= Collected data is stored for at least three months, unless
otherwise restricted by law.
Individual physical access to sensitive areas within the CDE is
monitored with either video cameras or physical access control
mechanisms (or both) as follows:
= Entry and exit points to/from sensitive areas within the CDE are Eacility securit echanisms exist to monitor phvsical access to
ility security m nisms exis monitor i
monitored. . ) Monitoring Physical Access To o y. y. . phy ] Trusted, verifiable records are maintained of individual physical
9.2.1.1 N/A o . . Functional Intersects With . PES-05.2 [critical information systems or sensitive/regulated data, in 5 . .
= Monitoring devices or mechanisms are protected from Information Systems o . o . entry to, and exit from, sensitive areas.
. . . addition to the physical access monitoring of the facility.
tampering or disabling.
= Collected data is reviewed and correlated with other entries.
= Collected data is stored for at least three months, unless
otherwise restricted by law.
. . . . Physical security mechanisms exist to restrict access to printers . . o
Physical and/or logical controls are implemented to restrict use . . Access Control for Output . . Unauthorized devices cannot connect to the entity’s network
9.2.2 N/A . ) . . . Functional Intersects With . PES-12.2 |and other system output devices to prevent unauthorized 5 . L o
of publicly accessible network jacks within the facility. Devices . . from public areas within the facility.
individuals from obtaining the output.
Physical security mechanisms exist to locate system
Physical and/or logical controls are implemented to restrict use components within the facility to minimize potential damage from Unauthorized devices cannot connect to the entity’s network
9.2.2 N/A y . g . p . o Functional |[Intersects With [ Equipment Siting & Protection PES-12 p . Y P N é 5 . s L y
of publicly accessible network jacks within the facility. physical and environmental hazards and to minimize the from public areas within the facility.
opportunity for unauthorized access.
. . . . Physical security mechanisms exist to protect power and . . .
Physical and/or logical controls are implemented to restrict use . . . . . o . . . Unauthorized devices cannot connect to the entity’s network
9.2.2 N/A ] - ] o o Functional Intersects With |Transmission Medium Security|] PES-12.1 |telecommunications cabling carrying data or supporting 5 . o -
of publicly accessible network jacks within the facility. . . . . . . from public areas within the facility.
information services from interception, interference or damage.
. . . Physical security mechanisms exist to locate system
Physical access to wireless access points, gateways, ts within the facility t L tential d £ Phvsical net Ki . t tbh db
components within the facility to minimize potential damage from sical networking equipment cannot be accesse
9.2.3 N/A networking/communications hardware, and telecommunication Functional Intersects With | Equipment Siting & Protection PES-12 p . y P L g 5 y . gequip y
. o o . physical and environmental hazards and to minimize the unauthorized personnel.
lines within the facility is restricted. ] .
opportunity for unauthorized access.
Physical access to wireless access points, gateways, Physical security mechanisms exist to protect power and . . .
. L L . . L . . L . . . Physical networking equipment cannot be accessed by
9.2.3 N/A networking/communications hardware, and telecommunication Functional Intersects With [Transmission Medium Security] PES-12.1 |telecommunications cabling carrying data or supporting 5 thorized o l
unauthorized personnel.
lines within the facility is restricted. information services from interception, interference or damage. P
Physical access to wireless access points, gateways, Physical security mechanisms exist to restrict access to printers . . .
y . L P g y L . . Access Control for Output y y . . P Physical networking equipment cannot be accessed by
9.2.3 N/A networking/communications hardware, and telecommunication Functional Intersects With . PES-12.2 |and other system output devices to prevent unauthorized 5 .
. . e . Devices . . unauthorized personnel.
lines within the facility is restricted. individuals from obtaining the output.
Physical security mechanisms exist to locate system
Access to consoles in sensitive areas is restricted via lockin components within the facility to minimize potential damage from Physical consoles within sensitive areas cannot be used b
9.2.4 N/A . g Functional Intersects With | Equipment Siting & Protection PES-12 p . y P L g 5 y ] y
when notin use. physical and environmental hazards and to minimize the unauthorized personnel.
opportunity for unauthorized access.
. . . . . . Physical access control mechanisms exist to protect system . o .
Access to consoles in sensitive areas is restricted via locking . . . . . . Physical consoles within sensitive areas cannot be used by
9.2.4 N/A . Functional Intersects With| Lockable Physical Casings PES-03.2 |components from unauthorized physical access (e.g., lockable 5 .
when not in use. ] . unauthorized personnel.
physical casings).
Physical access for personnel and visitors is authorized and . . Controlled Ingress & Egress Physical access control mechanisms exist to limit and monitor
9.3 N/A Functional Intersects With . PES-03.1 . . . 5
managed. Points physical access through controlled ingress and egress points.
Physical access for personnel and visitors is authorized and . . . Physical access control mechanisms exist to authorize physical
9.3 N/A Functional Intersects With| Role-Based Physical Access PES-02.1 o . o 5
managed. access to facilities based on the position or role of the individual.
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Physical access control mechanisms exist to maintain a current
Physical access for personnel and visitors is authorized and Physical Access list of personnel with authorized access to organizational facilities
9.3 N/A ys! P visttors is authoriz Functional | Intersects With ysicatAac PES-02 | O'P With authoriz >SS to organizatio ! 5
managed. Authorizations (except for those areas within the facility officially designated as
publicly accessible).
Procedures are implemented for authorizing and managing
physical access of personnel to the CDE, including:
= |dentifying personnel.
= Managing changes to an individual’s physical access Physical access control mechanisms exist to authorize physical Requirements for access to the physical CDE are defined and
9.3.1 N/A ) ging g phy Functional Intersects With| Role-Based Physical Access PES-02.1 y o . .p .y. 5 9 . . ‘p y
requirements. access to facilities based on the position or role of the individual. enforced to identify and authorize personnel.
= Revoking or terminating personnel identification.
= | imiting access to the identification process or system to
authorized personnel.
Procedures are implemented for authorizing and managing
physical access of personnel to the CDE, including:
= |dentifying personnel. Physical access control mechanisms exist to maintain a current
= Managing changes to an individual’s physical access Physical Access list of personnel with authorized access to organizational facilities Requirements for access to the physical CDE are defined and
9.3.1 N/A naging chang phy Functional |Intersects With ysicat Ac PES-02 P o Ss 1o org : 5 g tstor phy
requirements. Authorizations (except for those areas within the facility officially designated as enforced to identify and authorize personnel.
= Revoking or terminating personnel identification. publicly accessible).
= | imiting access to the identification process or system to
authorized personnel.
Procedures are implemented for authorizing and managing
physical access of personnel to the CDE, including:
= |dentifying personnel.
= Managing changes to an individual’s physical access Controlled Ingress & Egress Physical access control mechanisms exist to limit and monitor Requirements for access to the physical CDE are defined and
9.3.1 N/A naging chang phy Functional |Intersects With g g PES-03.1 | V¥ . _ 5 g tstor phy
requirements. Points physical access through controlled ingress and egress points. enforced to identify and authorize personnel.
= Revoking or terminating personnel identification.
= | imiting access to the identification process or system to
authorized personnel.
Physical access to sensitive areas within the CDE for personnelis
controlled as follows:
= Access is authorized and based on individual job function. Physical access control mechanisms exist to authorize physical
9.3.1.1 N/A . . . . J_ Functional Intersects With | Role-Based Physical Access PES-02.1 ¥ L L . P .y‘ 5 Sensitive areas cannot be accessed by unauthorized personnel.
= Access is revoked immediately upon termination. access to facilities based on the position or role of the individual.
= All physical access mechanisms, such as keys, access cards,
etc., are returned or disabled upon termination.
Physical access to sensitive areas within the CDE for personnel is
controlled as follows:
= Access is authorized and based on individual job function. Physical security mechanisms exist to allow only authorized
9.3.1.1 N/A ) ] ) ) J_ Functional Intersects With Working in Secure Areas PES-04.1 Y y y 5 Sensitive areas cannot be accessed by unauthorized personnel.
= Access is revoked immediately upon termination. personnel access to secure areas.
= All physical access mechanisms, such as keys, access cards,
etc., are returned or disabled upon termination.
Physical access to sensitive areas within the CDE for personnelis
controlled as follows: Mechanisms exist to identify systems, equipment and respective
= Access is authorized and based on individual job function. Physical Security of Offices, operating environments that require limited physical access so . .
9.3.1.1 N/A . . . . J_ Functional Intersects With ¥ y L PES-04 P g . . q phy . 5 Sensitive areas cannot be accessed by unauthorized personnel.
= Access is revoked immediately upon termination. Rooms & Facilities that appropriate physical access controls are designed and
= All physical access mechanisms, such as keys, access cards, implemented for offices, rooms and facilities.
etc., are returned or disabled upon termination.
Procedures are implemented for authorizing and managing visitor
access to the CDE, including:
= Visitors are authorized before entering.
= Visitors are escorted at all times. Mechanisms exist to facilitate the implementation of operational
9.3.2 N/A . ] . . Functional Subset Of Operations Security OPS-01 . P P 10
= Visitors are clearly identified and given a badge or other security controls.
identification that expires.
= Visitor badges or other identification visibly distinguishes
visitors from personnel.
Procedures are implemented for authorizing and managing visitor
access to the CDE, including:
= Visitors are authorized before entering.
« Visitors are escorted at all times g Standardized Operatin Mechanisms exist to identify and document Standardized
isi i . iz i
9.3.2 N/A . . o . Functional Intersects With P g OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5
= Visitors are clearly identified and given a badge or other Procedures (SOP) . .
. L . the proper execution of day-to-day / assigned tasks.
identification that expires.
= Visitor badges or other identification visibly distinguishes
visitors from personnel.
Procedures are implemented for authorizing and managing visitor
access to the CDE, including:
= Visitors are authorized before entering.
« Visitors are escorted at all times g Physical access control mechanisms exist to identify, authorize Requirements for visitor access to the CDE are defined and
isi i .
9.3.2 N/A . . . . Functional Intersects With Visitor Control PES-06 and monitor visitors before allowing access to the facility (other 5 enforced. Visitors cannot exceed any authorized physical access
= Visitors are clearly identified and given a badge or other . . . S
. o . than areas designated as publicly accessible). allowed while in the CDE.
identification that expires.
= Visitor badges or other identification visibly distinguishes
visitors from personnel.
Procedures are implemented for authorizing and managing visitor
access to the CDE, including:
= Visitors are authorized before entering.
. . g . . . Physical access control mechanisms exist to easily distinguish Requirements for visitor access to the CDE are defined and
= Visitors are escorted at all times. . . Distinguish Visitors from On- . . . . . . .
9.3.2 N/A . . o . Functional Intersects With . PES-06.1 |between onsite personnel and visitors, especially in areas where 5 enforced. Visitors cannot exceed any authorized physical access
= Visitors are clearly identified and given a badge or other Site Personnel . . . .
. L . sensitive/regulated data is accessible. allowed while in the CDE.
identification that expires.
= Visitor badges or other identification visibly distinguishes
visitors from personnel.
Procedures are implemented for authorizing and managing visitor
access to the CDE, including:
= Visitors are authorized before entering. Physical access control mechanisms exist to requires at least one
= Visitors are escorted at all times ¢ (1)3;orm of government-issued or organization 'sqs ed photo Requirements for visitor access to the CDE are defined and
isi i . \% -issu ization-issu
9.3.2 N/A o . . . Functional Intersects With| Identification Requirement PES-06.2 |’ . .g . o .g P . 5 enforced. Visitors cannot exceed any authorized physical access
= Visitors are clearly identified and given a badge or other identification to authenticate individuals before they can gain .
. e L . . allowed while in the CDE.
identification that expires. access to the facility.
= Visitor badges or other identification visibly distinguishes
visitors from personnel.
Procedures are implemented for authorizing and managing visitor
access to the CDE, including:
= Visitors are authorized before entering. Physical access control mechanisms exist to restrict unescorted . . .
= Visitors are escorted at all times access to facilities to personnel with required security Requirements forvisitor access to the CDE are defined and
9.3.2 N/A . . o o Functional Intersects With| Restrict Unescorted Access PES-06.3 L . 5 enforced. Visitors cannot exceed any authorized physical access
= Visitors are clearly identified and given a badge or other clearances, formal access authorizations and validate the need o
. e L . allowed while in the CDE.
identification that expires. foraccess.
= Visitor badges or other identification visibly distinguishes
visitors from personnel.
. . . . Physical access control mechanisms exist to identify, authorize
Visitor badges or identification are surrendered or deactivated . . . . . . . L . N
9.3.3 N/A . . o Functional Intersects With Visitor Control PES-06 and monitor visitors before allowing access to the facility (other 5 Visitor identification or badges cannot be reused after expiration.
before visitors leave the facility or at the date of expiration. ] ) .
than areas designated as publicly accessible).
Visitor bad dentificati dered or d tivated Mechanisms exist to ensure visitor badges, or other issued
isitor badges or identification are surrendered or deactivate
9.3.3 N/A o g o o Functional Intersects With Visitor Access Revocation PES-06.6 |[identification, are surrendered before visitors leave the facility or 5 Visitor identification or badges cannot be reused after expiration.
before visitors leave the facility or at the date of expiration. . . . .
are deactivated at a pre-determined time/date of expiration.
A visitor log is used to maintain a physical record of visitor activity
within the facility and within sensitive areas, including:
= The visitor’'s name and the organization represented. Physical access control mechanisms exist to identify, authorize R ds of visit that ble the identificati ¢
ecords of visitor access that enable the identification o
9.3.4 N/A = The date and time of the visit. Functional Intersects With Visitor Control PES-06 and monitor visitors before allowing access to the facility (other 5 individual intained
individuals are maintained.
= The name of the personnel authorizing physical access. than areas designated as publicly accessible).
= Retaining the log for at least three months, unless otherwise
restricted by law.
A visitor log is used to maintain a physical record of visitor activity
within the facility and within sensitive areas, including:
= The visitor’'s name and the organization represented. . . . . o . L
. L . . Automated Records Automated mechanisms exist to facilitate the maintenance and Records of visitor access that enable the identification of
9.3.4 N/A = The date and time of the visit. Functional Intersects With . PES-06.4 . . 5 o L
. . Management & Review review of visitor access records. individuals are maintained.
= The name of the personnel authorizing physical access.
= Retaining the log for at least three months, unless otherwise
restricted by law.
Avisitor log is used to maintain a physical record of visitor activity
within the facility and within sensitive areas, including:
= The visitor’'s name and the organization represented. . . . . . . . . e L
. L . . |Minimize Visitor Personal Data Mechanisms exist to minimize the collection of Personal Data Records of visitor access that enable the identification of
9.3.4 N/A = The date and time of the visit. Functional Intersects With PES-06.5 . . 5 . o
. . (PD) (PD) contained in visitor access records. individuals are maintained.
= The name of the personnel authorizing physical access.
= Retaining the log for at least three months, unless otherwise
restricted by law.
Media with cardholder data is securely stored, accessed, . . Mechanisms exist to facilitate the implementation of data
9.4 N/A . I Wi ! urety Functional Subset Of Data Protection DCH-01 ,I X II 'mp ! 10
distributed, and destroyed. protection controls.
Mechanisms exist to:
(1) Physically control and securely store digital and non-digital
Media with cardholder data is securely stored, accessed, . . . media within controlled areas using organization-defined security
9.4 N/A . Functional [Intersects With Media Storage DCH-06 5
distributed, and destroyed. measures; and
(2) Protect system media until the media are destroyed or
sanitized using approved equipment, techniques and procedures.
Media with cardholder data is securely stored, accessed, . . . . Mechanisms exist to maintain strict control over the internal or
9.4 N/A o Functional Intersects With| Security of Assets & Media AST-05 o . » . 5
distributed, and destroyed. external distribution of any kind of sensitive/regulated media.
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Media with cardholder data is securely stored, accessed, Cryptographic mechanisms exist to prevent unauthorized

9.4 N/A o Functional Intersects With Encrypting Data At Rest CRY-05 . 5
distributed, and destroyed. disclosure of data at rest.
Cryptographic mechanisms exist to protect the confidentialit
Media with cardholder data is securely stored, accessed, ) ) ) yp, g p o P o ¥
9.4 N/A . Functional [Intersects With Storage Media CRY-05.1 |and integrity of sensitive/regulated data residing on storage 5
distributed, and destroyed. )
media.
Mechanisms exist to:
(1) Physically control and securely store digital and non-digital
Media with cardholder data is securely stored, accessed, . . . media within controlled areas using organization-defined security
9.4 N/A o Functional Intersects With Media Storage DCH-06 5
distributed, and destroyed. measures; and
(2) Protect system media until the media are destroyed or
sanitized using approved equipment, techniques and procedures.
Media with cardholder data is securely stored, accessed, . . . . Mechanisms exist to physically secure all media that contains
9.4 N/A . I W I urey Functional Intersects With | Physically Secure All Media DCH-06.1 w ! . X . physicaty . I I 5
distributed, and destroyed. sensitive information.
Media with cardholder data is securely stored, accessed, . . Making Sensitive Data Mechanisms exist to ensure sensitive/regulated data is rendered
9.4 N/A . Functional Intersects With DCH-06.4 » . 5
distributed, and destroyed. Unreadable In Storage human unreadable anywhere sensitive/regulated data is stored.

L . Mechanisms exist to protect and control digital and non-digital
Media with cardholder data is securely stored, accessed, . . . . . . . )
9.4 N/A o Functional Intersects With Media Transportation DCH-07 |media during transport outside of controlled areas using 5
distributed, and destroyed. . .
appropriate security measures.
Mechanisms exist to securely dispose of media when itis no

Media with cardholder data is securely stored, accessed,

9.4 N/A L Functional Intersects With Physical Media Disposal DCH-08 . . 5
distributed, and destroyed. longer required, using formal procedures.
Mechanisms exist to facilitate the implementation of data Media with cardholder data cannot be accessed by unauthorized
9.4.1 N/A All media with cardholder data is physically secured. Functional Subset Of Data Protection DCH-01 " X . 'mp ! 10 '8 With car f y unauthoriz
protection controls. personnel.
Mechanisms exist to ensure data stewardship is assigned, Media with cardholder data cannot be accessed by unauthorized
9.4.1 N/A All media with cardholder data is physically secured. Functional Intersects With Data Stewardship DCH-01.1 . P g 5 4
documented and communicated. personnel.
Mechanisms exist to:
(1) Physically control and securely store digital and non-digital
o . . . . . media within controlled areas using organization-defined security Media with cardholder data cannot be accessed by unauthorized
9.4.1 N/A All media with cardholder data is physically secured. Functional Intersects With Media Storage DCH-06 5
measures; and personnel.
(2) Protect system media until the media are destroyed or
sanitized using approved equipment, techniques and procedures.
Mechanisms exist to physically secure all media that contains Media with cardholder data cannot be accessed by unauthorized
9.4.1 N/A All media with cardholder data is physically secured. Functional Intersects With| Physically Secure All Media DCH-06.1 o . phy y 5 y
sensitive information. personnel.
Mechanisms exist to create recurring backups of data, software
and/or system images, as well as verify the integrity of these
Offline media backups with cardholder data are stored in a secure . . y g o y g y. . . .
9.4.1.1 N/A location Functional [Intersects With Data Backups BCD-11 backups, to ensure the availability of the data to satisfying 5 Offline backups cannot be accessed by unauthorized personnel.
ion.
Recovery Time Objectives (RTOs) and Recovery Point Objectives
(RPOs).
Mechanisms exist to store backup copies of critical software and
Offline media backups with cardholder data are stored in a secure Separate Storage for Critical other security-related information in a separate facility or in a fire-
9.4.1.1 N/A . P Functional Intersects With P g . BCD-11.2 . y . . P y . 5 Offline backups cannot be accessed by unauthorized personnel.
location. Information rated container that is not collocated with the system being
backed up.
9.4.1.2 N/A The security ofthe offl.ine media backup location(s) with Functional Intersects With Data Storage Location BCD-02.4 Mechanisms exist tq perforl.'n. periodic security reviews of storage 5 The.se.curity co.ntrols p.rotecting offline backups are verified
cardholder data is reviewed at least once every 12 months. Reviews locations that contain sensitive / regulated data. periodically by inspection.
Mechanisms exist to create recurring backups of data, software
. . . . . and/or system images, as well as verify the integrity of these . . . .
The security of the offline media backup location(s) with . . L L The security controls protecting offline backups are verified
9.4.1.2 N/A . . Functional Intersects With Data Backups BCD-11 backups, to ensure the availability of the data to satisfying 5 L. . .
cardholder data is reviewed at least once every 12 months. . L . L periodically by inspection.
Recovery Time Objectives (RTOs) and Recovery Point Objectives
(RPOs).
Mechanisms exist to:
(1) Physically control and securely store digital and non-digital
The security of the offline media backup location(s) with . . . media within controlled areas using organization-defined security The security controls protecting offline backups are verified
9.4.1.2 N/A . . Functional [Intersects With Media Storage DCH-06 5 o . .
cardholder data is reviewed at least once every 12 months. measures; and periodically by inspection.
(2) Protect system media until the media are destroyed or
sanitized using approved equipment, techniques and procedures.
The security of the offline media backup location(s) with Mechanisms exist to physically secure all media that contains The security controls protecting offline backups are verified
9.4.1.2 N/A LAt P (s) Functional |Intersects With| Physically Secure AllMedia | DCH-06.1 ants O PAYSICATY 5  securtty cof P g P
cardholder data is reviewed at least once every 12 months. sensitive information. periodically by inspection.
The security of the offline media backup location(s) with . . . . Mechanisms exist to maintain inventory logs of all sensitive media The security controls protecting offline backups are verified
9.4.1.2 N/A . . Functional Intersects With| Sensitive Data Inventories DCH-06.2 N . . 5 L . .
cardholder data is reviewed at least once every 12 months. and conduct sensitive media inventories at least annually. periodically by inspection.

L. . e . Mechanisms exist to ensure data and assets are categorized in
All media with cardholder data is classified in accordance with ) ) o ] ] . . .
9.4.2 N/A L Functional Intersects With| Data & Asset Classification DCH-02 [accordance with applicable statutory, regulatory and contractual 5 Media are classified and protected appropriately.
the sensitivity of the data. )
requirements.
Mechanisms exist to categorize systems and data in accordance
with applicable laws, regulations and contractual obligations
that:
All media with cardholder data is classified in accordance with . . Risk-Based Security . L . . . . .
9.4.2 N/A . Functional Intersects With . RSK-02 (1) Document the security categorization results (including 5 Media are classified and protected appropriately.
the sensitivity of the data. Categorization . . . ]
supporting rationale) in the security plan for systems; and
(2) Ensure the security categorization decision is reviewed and
approved by the asset owner.

Media with cardholder data sent outside the facility is secured as

follows:
. . o Mechanisms exist to protect and control digital and non-digital Lo .
= Media sent outside the facility is logged. . . . . . . . . Media is secured and tracked when transported outside the
9.4.3 N/A o ) ) Functional Intersects With Media Transportation DCH-07 media during transport outside of controlled areas using 5 .
= Media is sent by secured courier or other delivery method that . . facility.
appropriate security measures.
can be accurately tracked.
= Offsite tracking logs include details about media location.
Media with cardholder data sent outside the facility is secured as
follows:
= Media sent outside the facility is logged. Mechanisms exist to identify custodians throughout the transport Media is secured and tracked when transported outside the
9.4.3 N/A I . uts! H y_l g8 . Functional Intersects With Custodians DCH-07.1 . . fy g P 5 . P
= Media is sent by secured courier or other delivery method that of digital or non-digital media. facility.
can be accurately tracked.
= Offsite tracking logs include details about media location.
Management approves all media with cardholder data that is
g . PP L . . . . . . Mechanisms exist to maintain strict control over the internal or Media cannot leave a facility without the approval of accountable
9.4.4 N/A moved outside the facility (including when media is distributed to Functional Intersects With| Security of Assets & Media AST-05 o . . . 5
. external distribution of any kind of sensitive/regulated media. personnel.
individuals).
Management approves all media with cardholder data that is Mechanisms exist to obtain management approval for an
g . PP . . L . . Management Approval For . . . g PP . y Media cannot leave a facility without the approval of accountable
9.4.4 N/A moved outside the facility (including when media is distributed to Functional Intersects With . AST-05.1 |[sensitive / regulated media that is transferred outside of the 5
o External Media Transfer L . personnel.
individuals). organization's facilities.
Inventory logs of all electronic media with cardholder data are . . . . Mechanisms exist to maintain inventory logs of all sensitive media . . . . o
9.4.5 N/A . Functional Intersects With | Sensitive Data Inventories DCH-06.2 N . . 5 Accurate inventories of stored electronic media are maintained.
maintained. and conduct sensitive media inventories at least annually.
Inventories of electronic media with cardholder data are . . . . Mechanisms exist to maintain inventory logs of all sensitive media o . . L
9.4.5.1 N/A Functional Intersects With| Sensitive Data Inventories DCH-06.2 . . . 5 Media inventories are verified periodically.
conducted at least once every 12 months. and conduct sensitive media inventories at least annually.
Mechanisms exist to:
Hard-copy materials with cardholder data are destroyed when no (1) Re.talr? Persor\alDaTta (PD)’. '”Cl“d'”g metadata,forarT N
. organization-defined time period to fulfill the purpose(s) identified
longer needed for business or legal reasons, as follows: o th i red by |
= Materials are cross-cut shredded, incinerated, or pulped so that . . Personal Data (PD) Retention n e, notice oras required by faw; ) Cardholder data cannot be recovered from media that has been
9.4.6 N/A Functional |[Intersects With ) PRI-05 (2) Dispose of, destroys, erases, and/or anonymizes the PD, 5 L . )
cardholder data cannot be reconstructed. & Disposal destroyed or which is pending destruction.
. . . . regardless of the method of storage; and
= Materials are stored in secure storage containers prior to o ] ]
destruction (8) Use organization-defined techniques or methods to ensure
' secure deletion or destruction of PD (including originals, copies
and archived records).
Hard-copy materials with cardholder data are destroyed when no
longer needed for business or legal reasons, as follows:
= Materials are cross-cut shredded, incinerated, or pulped so that . . . o Mechanisms exist to securely dispose of media when itis no Cardholder data cannot be recovered from media that has been
9.4.6 N/A Functional Intersects With Physical Media Disposal DCH-08 . . 5 L . .
cardholder data cannot be reconstructed. longer required, using formal procedures. destroyed or which is pending destruction.
= Materials are stored in secure storage containers prior to
destruction.
Hard-copy materials with cardholder data are destroyed when no
longer needed for business or legal reasons, as follows:
= Materials are cross-cut shredded, incinerated, or pulped so that . . . . Mechanisms exist to retain media and data in accordance with Cardholder data cannot be recovered from media that has been
9.4.6 N/A Functional Intersects With Media & Data Retention DCH-18 . L 5 L . .
cardholder data cannot be reconstructed. applicable statutory, regulatory and contractual obligations. destroyed or which is pending destruction.
= Materials are stored in secure storage containers prior to
destruction.
Electronic media with cardholder data is destroyed when no
longer needed for business or legal reasons via one of the Mechanisms exist to securely dispose of, destroy or repurpose
following: . . Secure Disposal, Destruction system components using organization-defined techniques and Cardholder data cannot be recovered from media that has been
9.4.7 N/A . o Functional Intersects With . AST-09 . . . 5
= The electronic media is destroyed. or Re-Use of Equipment methods to prevent information being recovered from these erased or destroyed.
= The cardholder data is rendered unrecoverable so that it cannot components.
be reconstructed.
Mechanisms exist to:
Electronic media with cardholder data is destroyed when no (1) Re.taer Persor.ml Da.ta (PD)i '”Cl“d'”g metadata, for an. »
. . organization-defined time period to fulfill the purpose(s) identified
longer needed for business or legal reasons via one of the o th " red by |
following: . . Personal Data (PD) Retention n e. notice oras required by taw; . Cardholder data cannot be recovered from media that has been
9.4.7 N/A Functional |[Intersects With PRI-05 (2) Dispose of, destroys, erases, and/or anonymizes the PD, 5

= The electronic media is destroyed. & Disposal
= The cardholder data is rendered unrecoverable so that it cannot
be reconstructed.

erased or destroyed.
regardless of the method of storage; and

(8) Use organization-defined techniques or methods to ensure
secure deletion or destruction of PD (including originals, copies
and archived records).
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Electronic media with cardholder data is destroyed when no
longer needed for business or legal reasons via one of the
following: . . . . Mechanisms exist to retain media and data in accordance with Cardholder data cannot be recovered from media that has been
9.4.7 N/A . L Functional Intersects With Media & Data Retention DCH-18 . . 5
= The electronic media is destroyed. applicable statutory, regulatory and contractual obligations. erased or destroyed.
= The cardholder data is rendered unrecoverable so that it cannot
be reconstructed.
Electronic media with cardholder data is destroyed when no
longer needed for business or legal reasons via one of the Mechanisms exist to sanitize system media with the strength and
following: . . . L integrity commensurate with the classification or sensitivity of the Cardholder data cannot be recovered from media that has been
9.4.7 N/A . o Functional Intersects With| System Media Sanitization DCH-09 . . . . L. 5
= The electronic media is destroyed. information prior to disposal, release out of organizational control erased or destroyed.
= The cardholder data is rendered unrecoverable so that it cannot or release for reuse.
be reconstructed.
Electronic media with cardholder data is destroyed when no
longer needed for business or legal reasons via one of the
following: . . System Media Sanitization Mechanisms exist to supervise, track, document and verify Cardholder data cannot be recovered from media that has been
9.4.7 N/A . o Functional Intersects With . DCH-09.1 . . . . 5
= The electronic media is destroyed. Documentation system media sanitization and disposal actions. erased or destroyed.
= The cardholder data is rendered unrecoverable so that it cannot
be reconstructed.
. . . . . Mechanisms exist to implement enhanced protection measures
Point-of-interaction (POI) devices are protected from tampering . ) Unattended End-User ) )
9.5 N/A . oo Functional Intersects With . AST-06 for unattended systems to protect against tampering and 5
and unauthorized substitution. Equipment .
unauthorized access.
Mechanisms exist to appropriately protect devices that capture
Point-of-interaction (POI) devices are protected from tampering ) ) Kiosks & Point of Interaction o PP ) P ) yp ) ] ) P
9.5 N/A . oo Functional Intersects With . AST-07 sensitive/regulated data via direct physical interaction from 5
and unauthorized substitution. (Pol) Devices ] o
tampering and substitution.
POl devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
tampering and unauthorized substitution, including the following: The entity has defined procedures to protect and manage point of
= Maintaining a list of POl devices. Mechanisms exist to facilitate an IT Asset Management (ITAM interaction devices. Expectations, controls, and oversight for the
9.5.1 N/A L g. . . . Functional Subset Of Asset Governance AST-01 . g ( ) 10 P . . . g
= Periodically inspecting POl devices to look for tampering or program to implement and manage asset management controls. management and protection of POl devices are defined and
unauthorized substitution. adhered to by affected personnel.
= Training personnel to be aware of suspicious behavior and to
report tampering or unauthorized substitution of devices.
POl devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
tampering and unauthorized substitution, including the following: The entity has defined procedures to protect and manage point of
= Maintaining a list of POl devices. Mechanisms exist to maintain a current list of approved interaction devices. Expectations, controls, and oversight for the
9.5.1 N/A L g’ . . . Functional Intersects With Asset Inventories AST-02 . PP 5 P . . . g
= Periodically inspecting POl devices to look for tampering or technologies (hardware and software). management and protection of POl devices are defined and
unauthorized substitution. adhered to by affected personnel.
= Training personnel to be aware of suspicious behavior and to
report tampering or unauthorized substitution of devices.
POl devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
tampering and unauthorized substitution, including the following: . . . . The entity has defined procedures to protect and manage point of
R . . Mechanisms exist to implement enhanced protection measures . . ) ) ]
= Maintaining a list of POl devices. . . Unattended End-User . . interaction devices. Expectations, controls, and oversight for the
9.5.1 N/A o ) . . . Functional Intersects With . AST-06 for unattended systems to protect against tampering and 5 ] ) )
= Periodically inspecting POl devices to look for tampering or Equipment unauthorized access management and protection of POl devices are defined and
unauthorized substitution. ) adhered to by affected personnel.
= Training personnel to be aware of suspicious behavior and to
report tampering or unauthorized substitution of devices.
POl devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
tampering and unauthorized substitution, including the following: . . . . The entity has defined procedures to protect and manage point of
L . . . . . Mechanisms exist to appropriately protect devices that capture . . . . ]
= Maintaining a list of POl devices. . . Kiosks & Point of Interaction . o . . interaction devices. Expectations, controls, and oversight for the
9.5.1 N/A L . . . . Functional Intersects With . AST-07 sensitive/regulated data via direct physical interaction from 5 . . .
= Periodically inspecting POl devices to look for tampering or (Pol) Devices . o management and protection of POl devices are defined and
. o tampering and substitution.
unauthorized substitution. adhered to by affected personnel.
= Training personnel to be aware of suspicious behavior and to
report tampering or unauthorized substitution of devices.
POl devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
tampering and unauthorized substitution, including the following: . . . . . . . The entity has defined procedures to protect and manage point of
Maintaini list of POl devi Mechanisms exist to verify logical configuration settings and the int tion devi E tati trol d isht for th
= Maintaining a listo evices. interaction devices. Expectations, controls, and oversi or the
9.5.1 N/A o g . . . . Functional Intersects With | Logical Tampering Protection AST-15 physical integrity of critical technology assets throughout their 5 P . . . g
= Periodically inspecting POl devices to look for tampering or lifecvele management and protection of POl devices are defined and
unauthorized substitution. yete. adhered to by affected personnel.
= Training personnel to be aware of suspicious behavior and to
report tampering or unauthorized substitution of devices.
POl devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
tampering and unauthorized substitution, including the following: The entity has defined procedures to protect and manage point of
= Maintaining a list of POl devices. Inspection of Systems, Mechanisms exist to physically and logically inspect critical interaction devices. Expectations, controls, and oversight for the
9.5.1 N/A o g ) . . . Functional Intersects With P y . AST-15.1 Phy y g y p 5 P ] ) ) g
= Periodically inspecting POl devices to look for tampering or Components & Devices technology assets to detect evidence of tampering. management and protection of POl devices are defined and
unauthorized substitution. adhered to by affected personnel.
= Training personnel to be aware of suspicious behavior and to
report tampering or unauthorized substitution of devices.
POl devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
tampering and unauthorized substitution, including the following: The entity has defined procedures to protect and manage point of
= Maintaining a list of POl devices. Cybersecurity & Data Privacy- Mechanisms exist to facilitate the implementation of securit interaction devices. Expectations, controls, and oversight for the
9.5.1 N/A ntaining ¢ ) : . Functional Subsetof | ~YPersecuny | saT-01 P y 10 pec , orsig
= Periodically inspecting POl devices to look for tampering or Minded Workforce workforce development and awareness controls. management and protection of POl devices are defined and
unauthorized substitution. adhered to by affected personnel.
= Training personnel to be aware of suspicious behavior and to
report tampering or unauthorized substitution of devices.
POl devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
tampering and unauthorized substitution, including the following: . . . The entity has defined procedures to protect and manage point of
= Maintaining a list of POl devices Cybersecurity & Data Privac Mechanisms exist to provide all employees and contractors interaction devices. Expectations, controls, and oversight for the
9.5.1 N/A L . . - . Functional Intersects With y y . y SAT-02 appropriate awareness education and training that is relevant for 5 ’ . ’ R .
= Periodically inspecting POl devices to look for tampering or Awareness Training their iob function management and protection of POl devices are defined and
unauthorized substitution. : ' adhered to by affected personnel.
= Training personnel to be aware of suspicious behavior and to
report tampering or unauthorized substitution of devices.
POl devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from Mechanisms exist to provide role-based cybersecurity & data
tampering and unauthorized substitution, including the following: privacy-related training: The entity has defined procedures to protect and manage point of
= Maintaining a list of POl devices. Role-Based Cybersecurity & 1) Before authorizing access to the system or performin interaction devices. Expectations, controls, and oversight for the
9.5.1 N/A L g . . . . Functional Intersects With . y e y SAT-03 (1) . . g y P g 5 P . . . g
= Periodically inspecting POl devices to look for tampering or Data Privacy Training assigned duties; management and protection of POl devices are defined and
unauthorized substitution. (2) When required by system changes; and adhered to by affected personnel.
= Training personnel to be aware of suspicious behavior and to (3) Annually thereafter.
report tampering or unauthorized substitution of devices.
. - . Mechanisms exist to ensure that every user accessing a system
POl devices that capture payment card data via direct physical I XI. Y o very u. . Ing asy .
. . . processing, storing or transmitting sensitive / regulated data is
interaction with the payment card form factor are protected from ‘ lly trained in data handl ) ;
. . N . . . ormally trained in data handling requirements. . . .
tampering and unauthorized substitution, including the following: ” ytral ! ing requi The entity has defined procedures to protect and manage point of
Maintaini list of POl devi Sensitive / Regulated Data interaction devices. Expectations, controls, and oversight for the
n . ’ I
9.5.1 N/A al.n élnlng? ISto . eV|ce§. ) Functional Intersects With Storage, Handling & SAT-03.3 5 P . . . g
= Periodically inspecting POl devices to look for tampering or Processing management and protection of POl devices are defined and
unauthorized substitution. adhered to by affected personnel.
= Training personnel to be aware of suspicious behavior and to
report tampering or unauthorized substitution of devices.
POl devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
tampering and unauthorized substitution, including the following: Mechanisms exist to provide role-based cybersecurity & data The entity has defined procedures to protect and manage point of
= Maintaining a list of POl devices. rivacy awareness training that is current and relevant to the interaction devices. Expectations, controls, and oversight for the
9.5.1 N/A o g. . ] ) Functional Intersects With Cyber Threat Environment SAT-03.6 P y g . . 5 P . . . g
= Periodically inspecting POl devices to look for tampering or cyber threats that users might encounter in day-to-day business management and protection of POl devices are defined and
unauthorized substitution. operations. adhered to by affected personnel.
= Training personnel to be aware of suspicious behavior and to
report tampering or unauthorized substitution of devices.
An up-to-date list of POl devices is maintained, including:
= Make and model of the device. Mechanisms exist to facilitate an IT Asset Management (ITAM The identity and location of POl devices is recorded and known at
9.5.1.1 N/A . . Functional Subset Of Asset Governance AST-01 . g ( ) 10 . y
= | ocation of device. program to implement and manage asset management controls. all times.
= Device serial number or other methods of unique identification.
An up-to-date list of POl devices is maintained, including:
= Make and model of the device. . . . Mechanisms exist to maintain a current list of approved The identity and location of POl devices is recorded and known at
9.5.1.1 N/A . ] Functional Intersects With Asset Inventories AST-02 . 5 .
= Location of device. technologies (hardware and software). all times.
= Device serial number or other methods of unique identification.

6

Attribution-HoDerivatives 4.0
International (CC BY-HD 4.0)

Secure Controls Framework (SCF)

30 of 62




Set Theory Relationship Mapping (STRM)

PCI DSSv4

Strength of

Version 2025.1
3/28/2025

.. STRM STRM Secure Controls Framework (SCF) . . .
FDE Name Focal Document Element (FDE) Description= . . . SCF Control ., Relationship Notes (optional)
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(optional)
An up-to-date list of POl devices is maintained, including: . . . .
. . . . Mechanisms exist to appropriately protect devices that capture . . . . .
= Make and model of the device. . . Kiosks & Point of Interaction " o L . The identity and location of POl devices is recorded and known at
9.5.1.1 N/A . . Functional Intersects With . AST-07 sensitive/regulated data via direct physical interaction from 5 .
= | ocation of device. (Pol) Devices . . alltimes.
. . . . L tampering and substitution.
= Device serial number or other methods of unique identification.
. o . . . . Mechanisms exist to appropriately protect devices that capture Point of Interaction Devices cannot be tampered with,
POl device surfaces are periodically inspected to detect . . Kiosks & Point of Interaction o o ) ] ) . ) . . .
9.5.1.2 N/A . . s Functional Intersects With . AST-07 sensitive/regulated data via direct physical interaction from 5 substituted without authorization, or have skimming attachments
tampering and unauthorized substitution. (Pol) Devices ] o ) ] ] )
tampering and substitution. installed without timely detection.
. - . . . . . Point of Interaction Devices cannot be tampered with,
POl device surfaces are periodically inspected to detect . . . . . Mechanisms exist to periodically inspect systems and system . . . . .
9.5.1.2 N/A . . S Functional Intersects With | Physical Tampering Detection AST-08 . . 5 substituted without authorization, or have skimming attachments
tampering and unauthorized substitution. components for Indicators of Compromise (IoC). . . . .
installed without timely detection.
Point of Interaction Devices cannot be tampered with,
POl device surfaces are periodically inspected to detect . . Inspection of Systems, Mechanisms exist to physically and logically inspect critical . . L. P . .
9.5.1.2 N/A . . o Functional Intersects With . AST-15.1 . . 5 substituted without authorization, or have skimming attachments
tampering and unauthorized substitution. Components & Devices technology assets to detect evidence of tampering. . . . .
installed without timely detection.
The frequency of periodic POI device inspections and the type of
inspections performed is defined in the entity’s targeted risk Mechanisms exist to periodically inspect systems and system POl devices are inspected at a frequency that addresses the
9.5.1.2.1 N/A P . p . . y g . Functional Intersects With | Physical Tampering Detection AST-08 . P yinsp . y y 5 L P a y
analysis, which is performed according to all elements specified components for Indicators of Compromise (I1oC). entity’s risk.
in Requirement 12.3.1.
Training is provided for personnel in POl environments to be
aware of attempted tampering or replacement of POl devices,
and includes:
= Verifying the identity of any third-party persons claiming to be
. ying . y y party p . g Personnel are knowledgeable about the types of attacks against
repair or maintenance personnel, before granting them access to . . . . - . . . . s .
. . . Cybersecurity & Data Privacy- Mechanisms exist to facilitate the implementation of security POl devices, the entity’s technical and procedural
9.5.1.3 N/A modify or troubleshoot devices. Functional Subset Of . SAT-01 10 . .
. . Minded Workforce workforce development and awareness controls. countermeasures, and can access assistance and guidance
= Procedures to ensure devices are not installed, replaced, or .
. e when required.
returned without verification.
= Being aware of suspicious behavior around devices.
= Reporting suspicious behavior and indications of device
tampering or substitution to appropriate personnel.
Training is provided for personnel in POl environments to be
aware of attempted tampering or replacement of POl devices,
and includes:
= Verifying the identity of any third-party persons claiming to be
. ying . Y y party’p . & . . . Personnel are knowledgeable about the types of attacks against
repair or maintenance personnel, before granting them access to . . Mechanisms exist to provide all employees and contractors . o .
. . . . Cybersecurity & Data Privacy . . . . POl devices, the entity’s technical and procedural
9.5.1.3 N/A modify or troubleshoot devices. Functional Intersects With . SAT-02 appropriate awareness education and training that is relevant for 5 . .
. . Awareness Training . . countermeasures, and can access assistance and guidance
= Procedures to ensure devices are not installed, replaced, or their job function. .
. L when required.
returned without verification.
= Being aware of suspicious behavior around devices.
= Reporting suspicious behavior and indications of device
tampering or substitution to appropriate personnel.
Training is provided for personnel in POl environments to be
aware of attempted tampering or replacement of POl devices,
and includes:
L . . . L Mechanisms exist to provide role-based cybersecurity & data
= Verifying the identity of any third-party persons claiming to be . - :
. . . privacy-related training: Personnel are knowledgeable about the types of attacks against
repair or maintenance personnel, before granting them access to . . . . - .
. . . . Role-Based Cybersecurity & (1) Before authorizing access to the system or performing POl devices, the entity’s technical and procedural
9.5.1.3 N/A modify or troubleshoot devices. Functional Intersects With . . SAT-03 . . 5 . .
. . Data Privacy Training assigned duties; countermeasures, and can access assistance and guidance
= Procedures to ensure devices are not installed, replaced, or . .
. . (2) When required by system changes; and when required.
returned without verification.
. o . . (3) Annually thereafter.
= Being aware of suspicious behavior around devices.
= Reporting suspicious behavior and indications of device
tampering or substitution to appropriate personnel.
Training is provided for personnel in POl environments to be Mechanisms exist to ensure that every user accessing a system
aware of attempted tampering or replacement of POl devices, processing, storing or transmitting sensitive / regulated data is
and includes: formally trained in data handling requirements.
= Verifying the identity of any third-party persons claiming to be
. ying . Y Y paryp . 8 . Personnel are knowledgeable about the types of attacks against
repair or maintenance personnel, before granting them access to Sensitive / Regulated Data . o .
. . . . . POl devices, the entity’s technical and procedural
9.5.1.3 N/A modify or troubleshoot devices. Functional Intersects With Storage, Handling & SAT-03.3 5 . .
. . . countermeasures, and can access assistance and guidance
= Procedures to ensure devices are not installed, replaced, or Processing .
. e when required.
returned without verification.
= Being aware of suspicious behavior around devices.
= Reporting suspicious behavior and indications of device
tampering or substitution to appropriate personnel.
Training is provided for personnel in POl environments to be
aware of attempted tampering or replacement of POl devices,
and includes:
= Verifying the identity of any third-party persons claiming to be
. ying . y y partyp . g Mechanisms exist to provide role-based cybersecurity & data Personnel are knowledgeable about the types of attacks against
repair or maintenance personnel, before granting them access to . . . . o, .
. . . . . privacy awareness training that is current and relevant to the POl devices, the entity’s technical and procedural
9.5.1.3 N/A modify or troubleshoot devices. Functional Intersects With| Cyber Threat Environment SAT-03.6 A . . 5 . .
. . cyber threats that users might encounter in day-to-day business countermeasures, and can access assistance and guidance
= Procedures to ensure devices are not installed, replaced, or . .
. L operations. when required.
returned without verification.
= Being aware of suspicious behavior around devices.
= Reporting suspicious behavior and indications of device
tampering or substitution to appropriate personnel.
Processes and mechanisms for logging and monitoring all access . . . . . .
. . . . Mechanisms exist to facilitate the implementation of enterprise-
10.1 N/A to system components and cardholder data are defined and Functional Subset Of Continuous Monitoring MON-01 . L 10
wide monitoring controls.
documented.
All security policies and operational procedures that are
identified in Requirement 10 are: Expectations, controls, and oversight for meeting activities within
q Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate P . . g g
= Documented. . . . . . o Requirement 10 are defined and adhered to by affected
10.1.1 N/A Functional [Intersects With Data Protection GOV-02 |[cybersecurity & data protection policies, standards and 5 . o .
= Kept up to date. . personnel. All supporting activities are repeatable, consistently
Documentation procedures. . ,
= [n use. applied, and conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 10 are: - . Mechanisms exist to review the cybersecurity & data privacy Expectations, controls, and oversight for meeting activities within
Periodic Review & Update of . . - . .
= Documented. . . . program, including policies, standards and procedures, at Requirement 10 are defined and adhered to by affected
10.1.1 N/A Functional Intersects With Cybersecurity & Data GOV-03 . L . 5 . . .
= Kept up to date. Protection Progra planned intervals or if significant changes occur to ensure their personnel. All supporting activities are repeatable, consistently
r ion Program
= [n use. g continuing suitability, adequacy and effectiveness. applied, and conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 10 are: Expectations, controls, and oversight for meeting activities within
= Documented. . . . Mechanisms exist to facilitate the implementation of operational Requirement 10 are defined and adhered to by affected
10.1.1 N/A Functional Subset Of Operations Security OPS-01 . 10 . o .
= Kept up to date. security controls. personnel. All supporting activities are repeatable, consistently
= [n use. applied, and conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 10 are: Expectations, controls, and oversight for meeting activities within
q . . Mechanisms exist to identify and document Standardized P . . g g
= Documented. . . Standardized Operating . L . Requirement 10 are defined and adhered to by affected
10.1.1 N/A Functional Intersects With OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 . . .
= Kept up to date. Procedures (SOP) . . personnel. All supporting activities are repeatable, consistently
the proper execution of day-to-day / assigned tasks. . ,
= [n use. applied, and conform to management’s intent.
= Known to all affected parties.
Mechanisms exist to assign one or more qualified individuals with Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement Assigned Cybersecurity & Data the mission and resources to centrally-manage, coordinate, Requirement 10 are allocated.
10.1.2 N/A ponsibiities for b g activities In Requ Functional |Intersects With | oo 0" cc =Y a0 GOV-04 198K urees to centraty-manage, coord 5 ad! , .
10 are documented, assigned, and understood. Protection Responsibilities develop, implement and maintain an enterprise-wide Personnel are accountable for successful, continuous operation
cybersecurity & data protection program. of these requirements.
Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities Requirement 10 are allocated.
10.1.2 N/A ponsibiities for b g activities In Requ Functional |Intersects With nea ot HRS-03 1SS &X1 neey Hry ponSIbI 5 ad! , .
10 are documented, assigned, and understood. Responsibilities for all personnel. Personnel are accountable for successful, continuous operation
of these requirements.
Day-to-day responsibilities for performing all the activities in
Rol q ibilities f ; . tivities in R . ; Mechanisms exist to communicate with users about their roles R y . y ) 18 llocated P g
oles and responsibilities for performing activities in Requiremen equiremen are allocated.
10.1.2 N/A P . P g q Functional Intersects With User Awareness HRS-03.1 |and responsibilities to maintain a safe and secure working 5 q . .
10 are documented, assigned, and understood. environment Personnel are accountable for successful, continuous operation
) of these requirements.
Audit logs are implemented to s ort the detection of anomalies System Hardening Through Mechanisms exist to develop, document and maintain secure
udi i u i i i u
10.2 N/A g. . P . PP . . Functional Intersects With y . . g . g CFG-02 baseline configurations for technology platforms that are 5
and suspicious activity, and the forensic analysis of events. Baseline Configurations . . .
consistent with industry-accepted system hardening standards.
Configure Systems, . . . - . .
Audit logs are implemented to support the detection of anomalies . . g y . Mechanisms exist to configure systems utilized in high-risk areas
10.2 N/A . . . . Functional Intersects With| Components or Services for CFG-02.5 . . - . . 5
and suspicious activity, and the forensic analysis of events. . . with more restrictive baseline configurations.
High-Risk Areas
Audit logs are implemented to s ort the detection of anomalies Mechanisms exist to generate, monitor, correlate and respond to
udi i u i i
10.2 N/A g. . b . bP . . Functional Intersects With System Generated Alerts MON-01.4 |alerts from physical, cybersecurity, data privacy and supply chain 5
and suspicious activity, and the forensic analysis of events. . . . . .
activities to achieve integrated situational awareness.
Mechanisms exist to configure systems to produce event logs
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
Audit logs are implemented to support the detection of anomalies 2) When (date and time) the event occurred;
10.2 N/A g. ] P . PP . ) Functional Intersects With Content of Event Logs MON-03 (2) ( ) 5
and suspicious activity, and the forensic analysis of events. (8) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
Audit logs are implemented to support the detection of anomalies . . . . Mechanisms exist to link system access to individual users or
10.2 N/A . . . . Functional Intersects With Audit Trails MON-03.2 . 5
and suspicious activity, and the forensic analysis of events. service accounts.
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Audit logs are implemented to support the detection of anomalies . . . Mechanisms exist to configure systems to use an authoritative
10.2 N/A . . . . Functional Intersects With Time Stamps MON-07 . . 5
and suspicious activity, and the forensic analysis of events. time source to generate time stamps for event logs.
. . Configure Systems, . . . - L . - .
Audit logs are enabled and active for all system components and . . . Mechanisms exist to configure systems utilized in high-risk areas Records of all activities affecting system components and
10.2.1 N/A Functional Intersects With| Components or Services for CFG-02.5 . . - . . 5
cardholder data. . . with more restrictive baseline configurations. cardholder data are captured.
High-Risk Areas
Audit logs are enabled and active for all system components and System Hardening Through Mechanisms existto develop, document and maintain secure Records of all activities affecting system components and
udi iv i u iviti i
10.2.1 N/A g y b Functional Intersects With y . . g . g CFG-02 baseline configurations for technology platforms that are 5 gsy b
cardholder data. Baseline Configurations . o . cardholder data are captured.
consistent with industry-accepted system hardening standards.
Mechanisms exist to configure systems to produce event logs
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
Audit logs are enabled and active for all system components and 2) When (date and time) the event occurred; Records of all activities affecting system components and
10.2.1 N/A g y P Functional Intersects With Content of Event Logs MON-03 @) ( ) 5 gsy P
cardholder data. (8) Where the event occurred; cardholder data are captured.
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
Audit logs are enabled and active for all system components and Mechanisms exist to link system access to individual users or Records of all activities affecting system components and
10.2.1 N/A ucitog v y P Functional | Intersects With Audit Trails MON-03.2 nanisms exist to tink sy indviduaty 5 Vit ing 8y P
cardholder data. service accounts. cardholder data are captured.
System Hardening Through Mechanisms exist to develop, document and maintain secure Records of all individual user access to cardholder data are
i u r individual u r r
10.2.11 N/A Audit logs capture all individual user access to cardholder data. Functional [Intersects With y . . g . g CFG-02 baseline configurations for technology platforms that are 5
Baseline Configurations . L . captured.
consistent with industry-accepted system hardening standards.
Configure Systems, . . . - L . R
. o . . g Y . Mechanisms exist to configure systems utilized in high-risk areas Records of all individual user access to cardholder data are
10.2.1.1 N/A Audit logs capture all individual user access to cardholder data. Functional Intersects With| Components or Services for CFG-02.5 . . , . . 5
. . with more restrictive baseline configurations. captured.
High-Risk Areas
Mechanisms exist to configure systems to produce event logs
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
2) When (date and time) the event occurred; Records of all individual user access to cardholder data are
10.2.1.1 N/A Audit logs capture all individual user access to cardholder data. Functional Intersects With Content of Event Logs MON-03 ) ( ) 5
(8) Where the event occurred; captured.
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
Mechanisms exist to link system access to individual users or Records of all individual user access to cardholder data are
10.2.1.1 N/A Audit logs capture all individual user access to cardholder data. Functional Intersects With Audit Trails MON-03.2 . y 5
service accounts. captured.
Mechanisms exist to log and review the actions of users and/or Records of all individual user access to cardholder data are
10.2.1.1 N/A Audit logs capture all individual user access to cardholder data. Functional [Intersects With| Privileged Functions Logging | MON-03.3 . . 8 . 5
services with elevated privileges. captured.
Audit logs capture all actions taken by any individual with Svst Hardening Th h Mechanisms exist to develop, document and maintain secure R ds of all acti ; d by individuals with elevated
stem Hardenin rou ecords of all actions performe individuals with elevate
10.2.1.2 N/A administrative access, including any interactive use of Functional Intersects With y . . g . g CFG-02 baseline configurations for technology platforms that are 5 . P y
. Baseline Configurations . . . privileges are captured.
application or system accounts. consistent with industry-accepted system hardening standards.
Audit logs capture all actions taken by any individual with Configure Systems,
. g . P . . y y . . . g y . Mechanisms exist to configure systems utilized in high-risk areas Records of all actions performed by individuals with elevated
10.2.1.2 N/A administrative access, including any interactive use of Functional [Intersects With| Components or Services for CFG-02.5 . . , . . 5 .
. . . with more restrictive baseline configurations. privileges are captured.
application or system accounts. High-Risk Areas
Audit logs capture all actions taken by any individual with . . . T .
. . . . : . . . Auditing Use of Privileged . . . . . . Records of all actions performed by individuals with elevated
10.2.1.2 N/A administrative access, including any interactive use of Functional Intersects With . IAC-21.4 |Mechanisms exist to audit the execution of privileged functions. 5 .
. Functions privileges are captured.
application or system accounts.
Mechanisms exist to configure systems to produce event logs
that contain sufficient information to, at a minimum:
1) Establish what type of event occurred;
Auditlogs capture all actions taken by any individual with E2; When (date a dip e) the event occurred Records of all actions performed by individuals with elevated
n nd tim ven urred; r ion rform individuals wi \%
10.2.1.2 N/A administrative access, including any interactive use of Functional Intersects With Content of Event Logs MON-03 5 . P y
. (8) Where the event occurred; privileges are captured.
application or system accounts.
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
Audit logs capture all actions taken by any individual with
o g . P ] . y y ] ) ) . . Mechanisms exist to link system access to individual users or Records of all actions performed by individuals with elevated
10.2.1.2 N/A administrative access, including any interactive use of Functional Intersects With Audit Trails MON-03.2 . 5 .
L service accounts. privileges are captured.
application or system accounts.
Audit logs capture all actions taken by any individual with
o g ) P ] . y y ] ) ) L . . Mechanisms exist to log and review the actions of users and/or Records of all actions performed by individuals with elevated
10.2.1.2 N/A administrative access, including any interactive use of Functional [Intersects With| Privileged Functions Logging | MON-03.3 . . . 5 .
L. services with elevated privileges. privileges are captured.
application or system accounts.
) Mechanisms exist to develop, document and maintain secure
) ) . . System Hardening Through . . . ;
10.2.1.3 N/A Audit logs capture all access to audit logs. Functional [Intersects With Baseline Confi i CFG-02 baseline configurations for technology platforms that are 5 Records of all access to audit logs are captured.
aseline Configurations
g consistent with industry-accepted system hardening standards.
Configure Systems, . . . - S .
. . ) ) g Y . Mechanisms exist to configure systems utilized in high-risk areas .
10.2.1.3 N/A Audit logs capture all access to audit logs. Functional Intersects With| Components or Services for CFG-02.5 . . , . . 5 Records of all access to audit logs are captured.
) ] with more restrictive baseline configurations.
High-Risk Areas
Mechanisms exist to configure systems to produce event logs
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
2) When (date and time) the event occurred; .
10.2.1.3 N/A Audit logs capture all access to audit logs. Functional Intersects With Content of Event Logs MON-03 ) ( ) 5 Records of all access to audit logs are captured.
(8) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
. . . . . . Mechanisms exist to link system access to individual users or .
10.2.1.3 N/A Audit logs capture all access to audit logs. Functional [Intersects With Audit Trails MON-03.2 . 5 Records of all access to audit logs are captured.
service accounts.
Mechanisms exist to log and review the actions of users and/or
10.2.1.3 N/A Audit logs capture all access to audit logs. Functional Intersects With | Privileged Functions Logging | MON-03.3 . . g . 5 Records of all access to audit logs are captured.
services with elevated privileges.
. Mechanisms exist to develop, document and maintain secure
. . . . . . System Hardening Through . . ) ) )
10.2.1.4 N/A Audit logs capture all invalid logical access attempts. Functional Intersects With Baseline Confisurations CFG-02 baseline configurations for technology platforms that are 5 Records of all invalid access attempts are captured.
i igurati
g consistent with industry-accepted system hardening standards.
Configure Systems, . . . - S .
. . . . . . g Y . Mechanisms exist to configure systems utilized in high-risk areas . .
10.2.1.4 N/A Audit logs capture all invalid logical access attempts. Functional Intersects With| Components or Services for CFG-02.5 . . , . . 5 Records of all invalid access attempts are captured.
. . with more restrictive baseline configurations.
High-Risk Areas
Mechanisms exist to configure systems to produce event logs
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
2) When (date and time) the event occurred; X X
10.2.1.4 N/A Audit logs capture all invalid logical access attempts. Functional Intersects With Content of Event Logs MON-03 ) ( ) 5 Records of all invalid access attempts are captured.
(8) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
. . . . . . . . Mechanisms exist to link system access to individual users or . .
10.2.1.4 N/A Audit logs capture all invalid logical access attempts. Functional Intersects With Audit Trails MON-03.2 service accounts 5 Records of all invalid access attempts are captured.
rvi unts.
. . . . . . . . . Mechanisms exist to log and review the actions of users and/or . .
10.2.1.4 N/A Audit logs capture all invalid logical access attempts. Functional [Intersects With| Privileged Functions Logging | MON-03.3 . . . 5 Records of all invalid access attempts are captured.
services with elevated privileges.
Mechanisms exist to configure systems to produce event logs
Audit logs capture all changes to identification and that contain sufficient information to, at a minimum:
authentication credentials including, but not limited to: (1) Establish what type of event occurred;
= Creation of new accounts. 2) When (date and time) the event occurred; Records of all changes to identification and authenticatio
10.2.1.5 N/A I. W Y Functional Intersects With Content of Event Logs MON-03 () ( ime) v urr 5 ' . ng iaentification and authentication
= Elevation of privileges. (8) Where the event occurred; credentials are captured.
= All changes, additions, or deletions to accounts with (4) The source of the event;
administrative access. (5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
Audit logs capture all changes to identification and
authentication credentials including, but not limited to:
= Creation of ounts. Mechanisms exist to link system access to individual users or Records of all changes to identification and authentication
10.2.1.5 N/A reation oTnew accounts Functional |Intersects With Audit Trails MON-03.2 ) y 5 _ &
= Elevation of privileges. service accounts. credentials are captured.
= All changes, additions, or deletions to accounts with
administrative access.
Audit logs capture all changes to identification and
authentication credentials including, but not limited to:
= Creation of new accounts. . . . . . Mechanisms exist to log and review the actions of users and/or Records of all changes to identification and authentication
10.2.1.5 N/A . . Functional Intersects With | Privileged Functions Logging MON-03.3 . . . 5 .
= Elevation of privileges. services with elevated privileges. credentials are captured.
= All changes, additions, or deletions to accounts with
administrative access.
Audit logs capture all changes to identification and
authentication credentials including, but not limited to: . . o
. . Mechanisms exist to develop, document and maintain secure . L L
= Creation of new accounts. . . System Hardening Through . . . Records of all changes to identification and authentication
10.2.1.5 N/A . . Functional Intersects With . . . CFG-02 baseline configurations for technology platforms that are 5 .
= Elevation of privileges. Baseline Configurations . T . credentials are captured.
o . . consistent with industry-accepted system hardening standards.
= All changes, additions, or deletions to accounts with
administrative access.
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Audit logs capture all changes to identification and
authentication credentials including, but not limited to: .
. Configure Systems, . . . - N . . e S
= Creation of new accounts. . . . Mechanisms exist to configure systems utilized in high-risk areas Records of all changes to identification and authentication
10.2.1.5 N/A . o Functional Intersects With| Components or Services for CFG-02.5 . L . . . 5 .
= Elevation of privileges. High-Risk A with more restrictive baseline configurations. credentials are captured.
igh-Risk Areas
= All changes, additions, or deletions to accounts with g
administrative access.
Audit logs capture the following: . Mechanisms exist to develop, document and maintain secure
L . . . System Hardening Through . . . . .
10.2.1.6 N/A = Allinitialization of new audit logs, and Functional Intersects With Baseline Confi i CFG-02 baseline configurations for technology platforms that are 5 Records of all changes to audit log activity status are captured.
aseline Configurations
= All starting, stopping, or pausing of the existing audit logs. g consistent with industry-accepted system hardening standards.
Audit logs capture the following: Configure Systems, . . . . L .
o g . p ) g ) ) g ¥ . Mechanisms exist to configure systems utilized in high-risk areas . o
10.2.1.6 N/A = Allinitialization of new audit logs, and Functional [Intersects With| Components or Services for CFG-02.5 . . , . . 5 Records of all changes to audit log activity status are captured.
. ) . o ) . ] with more restrictive baseline configurations.
= All starting, stopping, or pausing of the existing audit logs. High-Risk Areas
Mechanisms exist to configure systems to produce event logs
that contain sufficient information to, at a minimum:
1) Establish what type of event occurred;
Audit logs capture the following: ) yP
o . . . (2) When (date and time) the event occurred; . .
10.2.1.6 N/A = Allinitialization of new audit logs, and Functional Intersects With Content of Event Logs MON-03 (3) Wh th ; d 5 Records of all changes to audit log activity status are captured.
ere the event occurred;
= All starting, stopping, or pausing of the existing audit logs.
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
Audit logs capture the following:
o g . p . g . . . . Mechanisms exist to link system access to individual users or . .
10.2.1.6 N/A = Allinitialization of new audit logs, and Functional Intersects With Audit Trails MON-03.2 service accounts 5 Records of all changes to audit log activity status are captured.
= All starting, stopping, or pausing of the existing audit logs. )
Audit logs capture the following:
. g . p . g . . L . . Mechanisms exist to log and review the actions of users and/or . L
10.2.1.6 N/A = Allinitialization of new audit logs, and Functional Intersects With | Privileged Functions Logging | MON-03.3 . . . 5 Records of all changes to audit log activity status are captured.
. . . - . services with elevated privileges.
= All starting, stopping, or pausing of the existing audit logs.
. . . Configure Systems, . . . - L . . - -
Audit logs capture all creation and deletion of system-level . . . Mechanisms exist to configure systems utilized in high-risk areas Records of alterations that indicate a system has been modified
10.2.1.7 N/A . Functional Intersects With| Components or Services for CFG-02.5 . . , . . 5 . . .
objects. . . with more restrictive baseline configurations. from its intended functionality are captured.
High-Risk Areas
. . . . Mechanisms exist to develop, document and maintain secure . o .
Audit logs capture all creation and deletion of system-level . . System Hardening Through . . . Records of alterations that indicate a system has been modified
10.2.1.7 N/A . Functional Intersects With . ) . CFG-02 baseline configurations for technology platforms that are 5 L ) )
objects. Baseline Configurations . e . from its intended functionality are captured.
consistent with industry-accepted system hardening standards.
Mechanisms exist to configure systems to produce event logs
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
Audit logs capture all creation and deletion of system-level 2) When (date and time) the event occurred; Records of alterations that indicate a system has been modified
10.2.1.7 N/A . g P y Functional Intersects With Content of Event Logs MON-03 (2) ( ) 5 L . . y
objects. (8) Where the event occurred; from its intended functionality are captured.
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
Audit logs capture all creation and deletion of system-level Mechanisms exist to link system access to individual users or Records of alterations that indicate a system has been modified
10.2.1.7 N/A cltlogs cap y Functional |Intersects With Audit Trails MON-03.2 . y 5 res att y
objects. service accounts. from its intended functionality are captured.
Audit logs capture all creation and deletion of system-level Mechanisms exist to log and review the actions of users and/or Records of alterations that indicate a system has been modified
10.2.1.7 N/A ditfogs cap y Functional |Intersects With | Privileged Functions Logging | MON-03.3 hanisn gan 5 ras nair y
objects. services with elevated privileges. from its intended functionality are captured.
Audit logs record the following details for each auditable event:
= User identification.
= Type of event.
. Dya?ce and time Svstern Hardening Through Mechanisms exist to develop, document and maintain secure Sufficient data to be able to identify successful and failed
ime. i u
10.2.2 N/A . o Functional Intersects With ¥ i . g . g CFG-02 baseline configurations for technology platforms that are 5 attempts and who, what, when, where, and how for each event
= Success and failure indication. Baseline Configurations . . . . . .
. consistent with industry-accepted system hardening standards. listed in requirement 10.2.1 are captured.
= Origination of event.
= [dentity or name of affected data, system component, resource,
or service (for example, name and protocol).
Audit logs record the following details for each auditable event:
= User identification.
= Type of event.
Dyric dti Configure Systems, Mechani istt i ; tilized in high-risk Sufficient data to be able to identify successful and failed
= Date and time. echanisms exist to configure systems utilized in high-risk areas
10.2.2 N/A . o Functional Intersects With| Components or Services for CFG-02.5 . o g y . . g 5 attempts and who, what, when, where, and how for each event
= Success and failure indication. . . with more restrictive baseline configurations. . . .
. High-Risk Areas listed in requirement 10.2.1 are captured.
= Origination of event.
= |dentity or name of affected data, system component, resource,
or service (for example, name and protocol).
Audit logs record the following details for each auditable event: Mechanisms exist to configure systems to produce event logs
= User identification. that contain sufficient information to, at a minimum:
= Type of event. 1) Establish what type of event occurred; L. . . .
. Dy:(e d time 52; When (date a dip ¢) the event occurred Sufficient data to be able to identify successful and failed
and time. n nd tim ven urred;
10.2.2 N/A . o Functional Intersects With Content of Event Logs MON-03 5 attempts and who, what, when, where, and how for each event
= Success and failure indication. (8) Where the event occurred; . . .
. listed in requirement 10.2.1 are captured.
= Origination of event. (4) The source of the event;
= |dentity or name of affected data, system component, resource, (5) The outcome (success or failure) of the event; and
or service (for example, name and protocol). (6) The identity of any user/subject associated with the event.
Audit logs record the following details for each auditable event:
= User identification.
= Type of event.
Dypt dti Mechani ist to link ‘ to individual Sufficient data to be able to identify successful and failed
= Date and time. echanisms exist to link system access to individual users or
10.2.2 N/A . o Functional Intersects With Audit Trails MON-03.2 . y 5 attempts and who, what, when, where, and how for each event
= Success and failure indication. service accounts. . . .
. listed in requirement 10.2.1 are captured.
= Origination of event.
= |[dentity or name of affected data, system component, resource,
or service (for example, name and protocol).
Audit logs are protected from destruction and unauthorized Mechanisms exist to protect event logs and audit tools from
10.3 N/A » g ] P Functional Intersects With Protection of Event Logs MON-08 ] P o g ) 5
modifications. unauthorized access, modification and deletion.
10.3 N/A AudiF Fogs. are protected from destruction and unauthorized Functional Intersects With Access by Subset of Privileged MON-08.2 Mechanis.njs exist to restrict acces.s.to the'management of event 5
modifications. Users logs to privileged users with a specific business need.
Read access to audit logs files is limited to those with a job- Mechanisms exist to protect event logs and audit tools from Stored activity records cannot be accessed by unauthorized
10.3.1 N/A g J Functional Intersects With Protection of Event Logs MON-08 ] P o g ) 5 y Y
related need. unauthorized access, modification and deletion. personnel.
10.3.1 N/A Read access to audit logs files is limited to those with a job- Functional Intersects With Access by Subset of Privileged MON-08.2 Mechanis.njs exist to restrict acces.s.to the'management of event 5 Stored activity records cannot be accessed by unauthorized
related need. Users logs to privileged users with a specific business need. personnel.
Audit log files are protected to prevent modifications b Mechanisms exist to protect event logs and audit tools from
10.3.2 N/A . g P P y Functional Intersects With Protection of Event Logs MON-08 ] P o g ) 5 Stored activity records cannot be modified by personnel.
individuals. unauthorized access, modification and deletion.
Audit log files are protected to prevent modifications b Access by Subset of Privileged Mechanisms exist to restrict access to the management of event
10.3.2 N/A . Y ,I. gn P prev eatt y Functional Intersects With ysu iteg MON-08.2 ! o X .I . . g v 5 Stored activity records cannot be modified by personnel.
individuals. Users logs to privileged users with a specific business need.
Audit log files, including those for external- facing technologies, . . Mechanisms exist to utilize a Security Incident Event Manager . .
g g . g g . . Centralized Collection of o y . g Stored activity records are secured and preserved in a central
10.3.3 N/A are promptly backed up to a secure, central, internal log server(s) Functional Intersects With . MON-02 [(SIEM), or similar automated tool, to support the centralized 5 . . .
. o . Security Event Logs . . location to prevent unauthorized modification.
or other media that is difficult to modify. collection of security-related event logs.
Audit log files, including those for external- facing technologies, . . . . .
g g . g g . . . . Automated mechanisms exist to centrally collect, review and Stored activity records are secured and preserved in a central
10.3.3 N/A are promptly backed up to a secure, central, internal log server(s) Functional Intersects With Central Review & Analysis MON-02.2 . . 5 . . .
. o ] analyze audit records from multiple sources. location to prevent unauthorized modification.
or other media that is difficult to modify.
Audit log files, including those for external- facing technologies, Event Log Backup on Separate Mechanisms exist to back up event logs onto a physicall . .
g g . g g . . g ] P P . P g phy ] y . Stored activity records are secured and preserved in a central
10.3.3 N/A are promptly backed up to a secure, central, internal log server(s) Functional Intersects With Physical Systems / MON-08.1 |different system or system component than the Security Incident 5 . . .
. o . oo location to prevent unauthorized modification.
or other media that is difficult to modify. Components Event Manager (SIEM) or similar automated tool.
File integrity monitoring or change-detection mechanisms is used Mechanisms exist to utilize File Integrity Monitor (FIM), or similar . . . .
. grity g . g . . Endpoint File Integrity . gty . ( ) Stored activity records cannot be modified without an alert being
10.3.4 N/A on audit logs to ensure that existing log data cannot be changed Functional Intersects With Monitoring (FIM) END-06 |technologies, to detect and report on unauthorized changes to 5 enerated
without generating alerts. g selected files and configuration settings. g '
File integrity monitoring or change-detection mechanisms is used Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar L. . . .
. o . ) . . o . o Stored activity records cannot be modified without an alert being
10.3.4 N/A on audit logs to ensure that existing log data cannot be changed Functional Intersects With | File Integrity Monitoring (FIM) | MON-01.7 |change-detection technology, on critical assets to generate alerts 5 enerated
without generating alerts. for unauthorized modifications. g )
Mechanisms exist to utilize a Security Incident Event Manager
Audit logs are reviewed to identify anomalies or suspicious . . |Automated Tools for Real-Time o y ) g
10.4 N/A . Functional Intersects With . MON-01.2 |[(SIEM), or similar automated tool, to support near real-time 5
activity. Analysis ] o )
analysis and incident escalation.
Audit | . d to identify l o Mechanisms exist to generate, monitor, correlate and respond to
udit logs are reviewed to identify anomalies or suspicious
10.4 N/A tivit g P Functional Intersects With System Generated Alerts MON-01.4 |alerts from physical, cybersecurity, data privacy and supply chain 5
activity.
y activities to achieve integrated situational awareness.
. . . . . . Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar
Audit logs are reviewed to identify anomalies or suspicious . ) . . o ] o
10.4 N/A activit Functional [Intersects With| File Integrity Monitoring (FIM) | MON-01.7 |change-detection technology, on critical assets to generate alerts 5
v for unauthorized modifications.
. . . . . - Mechanisms exist to review event logs on an ongoing basis and
Audit logs are reviewed to identify anomalies or suspicious . . . o o ) . ) ) )
10.4 N/A activit Functional Intersects With Security Event Monitoring MON-01.8 [escalate incidents in accordance with established timelines and 5
v procedures.
Mechanisms exist to utilize a Security Incident Event Manager
Audit logs are reviewed to identify anomalies or suspicious . . Centralized Collection of L. y . g
10.4 N/A L Functional Intersects With . MON-02 |[(SIEM), or similar automated tool, to support the centralized 5
activity. Security Event Logs . .
collection of security-related event logs.
Audit logs are reviewed to identify anomalies or suspicious Automated mechanisms exist to centrally collect, review and
10.4 N/A Y ,I, g view ! ify ! uspiciou Functional Intersects With Central Review & Analysis MON-02.2 “ . I X . y view 5
activity. analyze audit records from multiple sources.
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The following audit logs are reviewed at least once daily:
= All security events.
= L ogs of all system components that store, process, or transmit
CHD and/or SAD. . Mechanisms exist to utilize a Security Incident Event Manager . L L .
. . .. |Automated Tools for Real-Time . . Potentially suspicious or anomalous activities are quickly
10.4.1 N/A = | ogs of all critical system components. Functional Intersects With . MON-01.2 |[(SIEM), or similar automated tool, to support near real-time 5 . . S
Analysis . o . identified to minimize impact.
= | ogs of all servers and system components that perform analysis and incident escalation.
security functions (for example, network security controls,
intrusion-detection systems/intrusion-prevention systems
(IDS/IPS), authentication servers).
The following audit logs are reviewed at least once daily:
= All security events.
= | ogs of all system components that store, process, or transmit
CHD and/or SAD. Mechanisms exist to generate, monitor, correlate and respond to Potentiall . l tiviti ekl
otentially suspicious or anomalous activities are quic
10.4.1 N/A = L ogs of all critical system components. Functional Intersects With System Generated Alerts MON-01.4 |alerts from physical, cybersecurity, data privacy and supply chain 5 identifi d>t/ ‘p' L t 9 y
identified to minimize impact.
= Logs of all servers and system components that perform activities to achieve integrated situational awareness. P
security functions (for example, network security controls,
intrusion-detection systems/intrusion-prevention systems
(IDS/IPS), authentication servers).
The following audit logs are reviewed at least once daily:
= All security events.
= | ogs of all system components that store, process, or transmit
CHD and/or SAD. . . Mechanisms exist to utilize a Security Incident Event Manager . L o .
. . . Centralized Collection of . . Potentially suspicious or anomalous activities are quickly
10.4.1 N/A = | ogs of all critical system components. Functional Intersects With . MON-02 [(SIEM), or similar automated tool, to support the centralized 5 ) o A
Security Event Logs . . identified to minimize impact.
= | ogs of all servers and system components that perform collection of security-related event logs.
security functions (for example, network security controls,
intrusion-detection systems/intrusion-prevention systems
(IDS/IPS), authentication servers).
The following audit logs are reviewed at least once daily: Mechanisms exist to review event logs on an ongoing basis and
= All security events. escalate incidents in accordance with established timelines and
= | ogs of all system components that store, process, or transmit procedures.
CHD and/or SAD. Potentially suspicious or anomalous activities are quickl
10.4.1 N/A = | ogs of all critical system components. Functional Intersects With Security Event Monitoring MON-01.8 5 . . y .p' o a y
identified to minimize impact.
= L ogs of all servers and system components that perform
security functions (for example, network security controls,
intrusion-detection systems/intrusion-prevention systems
(IDS/IPS), authentication servers).
The following audit logs are reviewed at least once daily:
= All security events.
= | ogs of all system components that store, process, or transmit
CHD and/or SAD. . . . . - R .
o . . . . Automated mechanisms exist to centrally collect, review and Potentially suspicious or anomalous activities are quickly
10.4.1 N/A = Logs of all critical system components. Functional Intersects With Central Review & Analysis MON-02.2 ) ] 5 . N S
analyze audit records from multiple sources. identified to minimize impact.
= Logs of all servers and system components that perform
security functions (for example, network security controls,
intrusion-detection systems/intrusion-prevention systems
(IDS/IPS), authentication servers).
Mechanisms exist to utilize a Security Incident Event Manager
. . . . . |Automated Tools for Real-Time L y . g Potentially suspicious or anomalous activities are identified via a
10.4.1.1 N/A Automated mechanisms are used to perform audit log reviews. Functional Intersects With . MON-01.2 |(SIEM), or similar automated tool, to support near real-time 5 . .
Analysis ] L . repeatable and consistent mechanism.
analysis and incident escalation.
Mechanisms exist to generate, monitor, correlate and respond to Potentiall . L iviti identified vi
otentially suspicious or anomalous activities are identified via a
10.4.1.1 N/A Automated mechanisms are used to perform audit log reviews. Functional Intersects With System Generated Alerts MON-01.4 |alerts from physical, cybersecurity, data privacy and supply chain 5 y P . .
o . . . . repeatable and consistent mechanism.
activities to achieve integrated situational awareness.
Mechanisms exist to review event logs on an ongoing basis and . . - . - .
. . . . . . L . . . . . . Potentially suspicious or anomalous activities are identified via a
10.4.1.1 N/A Automated mechanisms are used to perform audit log reviews. Functional Intersects With Security Event Monitoring MON-01.8 [|escalate incidents in accordance with established timelines and 5 . .
repeatable and consistent mechanism.
procedures.
. . Mechanisms exist to utilize a Security Incident Event Manager . . L . . .
. . . . . Centralized Collection of L . Potentially suspicious or anomalous activities are identified via a
10.4.1.1 N/A Automated mechanisms are used to perform audit log reviews. Functional Intersects With . MON-02 [(SIEM), or similar automated tool, to support the centralized 5 . .
Security Event Logs . . repeatable and consistent mechanism.
collection of security-related event logs.
Automated mechanisms exist to correlate both technical and non-
Correlate Monitorin technical information from across the enterprise by a Securit Potentially suspicious or anomalous activities are identified via a
10.4.1.1 N/A Automated mechanisms are used to perform audit log reviews. Functional Intersects With . g MON-02.1 . L P y ¥ 5 y P . i
Information Incident Event Manager (SIEM) or similar automated tool, to repeatable and consistent mechanism.
enhance organization-wide situational awareness.
Automated mechanisms exist to centrally collect, review and Potentially suspicious or anomalous activities are identified via a
10.4.1.1 N/A Automated mechanisms are used to perform audit log reviews. Functional Intersects With Central Review & Analysis MON-02.2 . ] y 5 y P ) .
analyze audit records from multiple sources. repeatable and consistent mechanism.
e Mechanisms exist to review event logs on an ongoing basis and Potentially suspicious or anomalous activities for other system
Logs of all other system components (those not specified in . . . o o ) ] ) ) ) . . . .
10.4.2 N/A . . o Functional Intersects With Security Event Monitoring MON-01.8 [escalate incidents in accordance with established timelines and 5 components (notincluded in 10.4.1) are reviewed in accordance
Requirement 10.4.1) are reviewed periodically. ] o . .
procedures. with the entity’s identified risk.
The frequency of periodic log reviews for all other system Mechanisms exist to review event logs on an ongoing basis and
components (not defined in Requirement 10.4.1) is defined in the . . . L escalate incidents in accordance with established timelines and Log reviews for lower-risk system components are performed at a
10.4.2.1 N/A . p’ ( . ) q o ) ] Functional Intersects With Security Event Monitoring MON-01.8 5 g y o p P
entity’s targeted risk analysis, which is performed according to all procedures. frequency that addresses the entity’s risk.
elements specified in Requirement 12.3.1
Exceptions and anomalies identified during the review process Mechanisms exist to facilitate the implementation of enterprise-
10.4.3 N/A P g P Functional Subset Of Continuous Monitoring MON-01 . . P P 10 Suspicious or anomalous activities are addressed.
are addressed. wide monitoring controls.
Excentions and anomalies identified during the review brocess Mechanisms exist to generate, monitor, correlate and respond to
X i iesi ifi uri view
10.4.3 N/A are aZdressed g P Functional Intersects With System Generated Alerts MON-01.4 |alerts from physical, cybersecurity, data privacy and supply chain 5 Suspicious or anomalous activities are addressed.
) activities to achieve integrated situational awareness.
. L . . . Mechanisms exist to review event logs on an ongoing basis and
Exceptions and anomalies identified during the review process . . . L . . . . . . - _—
10.4.3 N/A are addressed Functional Intersects With Security Event Monitoring MON-01.8 |escalate incidents in accordance with established timelines and 5 Suspicious or anomalous activities are addressed.
) procedures.
. . . . . . . . . . Mechanisms exist to retain media and data in accordance with Historical records of activity are available immediately to support
10.5 N/A Audit log history is retained and available for analysis. Functional Intersects With Media & Data Retention DCH-18 . . 5 L .
applicable statutory, regulatory and contractual obligations. incident response and are retained for at least 12 months.
Mechanisms exist to retain event logs for a time period consistent
with records retention requirements to provide support for after- Historical records of activity are available immediately to support
10.5 N/A Audit log history is retained and available for analysis. Functional Intersects With Event Log Retention MON-10 . L q L P PP 5 L y . y PP
the-fact investigations of security incidents and to meet statutory, incident response and are retained for at least 12 months.
regulatory and contractual retention requirements.
Retain audit log history for at least 12 months, with at least the . . . . Mechanisms exist to retain media and data in accordance with Historical records of activity are available immediately to support
10.5.1 N/A . . . . Functional Intersects With Media & Data Retention DCH-18 . N 5 L .
most recent three months immediately available for analysis. applicable statutory, regulatory and contractual obligations. incident response and are retained for at least 12 months.
Mechanisms exist to retain event logs for a time period consistent
Retain audit log history for at least 12 months, with at least the . . . with records retention requirements to provide support for after- Historical records of activity are available immediately to support
10.5.1 N/A g i . ) . . Functional Intersects With Event Log Retention MON-10 ] o q o P PP 5 o y . y PP
most recent three months immediately available for analysis. the-fact investigations of security incidents and to meet statutory, incident response and are retained for at least 12 months.
regulatory and contractual retention requirements.
Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an
organization-defined time period to fulfill the purpose(s) identified
Retain audit log history for at least 12 months, with at least the . . Personal Data (PD) Retention n the- notice or as required by law; ) Historical records of activity are available immediately to support
10.5.1 N/A . . . . Functional |[lIntersects With . PRI-05 (2) Dispose of, destroys, erases, and/or anonymizes the PD, 5 . )
most recent three months immediately available for analysis. & Disposal incident response and are retained for at least 12 months.
regardless of the method of storage; and
(3) Use organization-defined techniques or methods to ensure
secure deletion or destruction of PD (including originals, copies
and archived records).
Ti h ati hani " istent ti Svst Hardening Th h Mechanisms exist to develop, document and maintain secure
ime-synchronization mechanisms support consistent time stem Hardenin rou
10.6 N/A . y PP Functional Intersects With y . . g . g CFG-02 baseline configurations for technology platforms that are 5
settings across all systems. Baseline Configurations . L .
consistent with industry-accepted system hardening standards.
. N . . . Configure Systems, . . . I,
Time-synchronization mechanisms support consistent time . . . Mechanisms exist to configure systems utilized in high-risk areas
10.6 N/A . Functional [Intersects With| Components or Services for CFG-02.5 . . , . . 5
settings across all systems. . . with more restrictive baseline configurations.
High-Risk Areas
Time-synchronization mechanisms support consistent time System-Wide / Time- Automated mechanisms exist to compile audit records into an
10.6 N/A oSy PP Functional |Intersects With Y ime MON-02.7 natedme NS existto comp 5
settings across all systems. Correlated Audit Trail organization-wide audit trail that is time-correlated.
Time-synchronization mechanisms support consistent time . . . Mechanisms exist to configure systems to use an authoritative
10.6 N/A . Functional Intersects With Time Stamps MON-07 . . 5
settings across all systems. time source to generate time stamps for event logs.
Time-synchronization mechanisms support consistent time Synchronization With Mechanisms exist to synchronize internal system clocks with an
10.6 N/A i PP Functional |Intersects With ynenroniza MON-07.1 nisms e Y y 5
settings across all systems. Authoritative Time Source authoritative time source.
Time-synchronization mechanisms support consistent time Mechanisms exist to utilize time-synchronization technology to
10.6 N/A . y PP Functional Intersects With Clock Synchronization SEA-20 ] o Y gy 5
settings across all systems. synchronize all critical system clocks.
Svst lock dti h 7ed Using ti Svst Hardening Th h Mechanisms exist to develop, document and maintain secure
stem clocks and time are synchronized using time- stem Hardenin rou
10.6.1 N/A ¥ . y g Functional Intersects With y ) ) g . g CFG-02 baseline configurations for technology platforms that are 5 Common time is established across all systems.
synchronization technology. Baseline Configurations . o .
consistent with industry-accepted system hardening standards.
Configure Systems, . . . . o .
System clocks and time are synchronized using time- . ) g Y . Mechanisms exist to configure systems utilized in high-risk areas . . .
10.6.1 N/A . Functional Intersects With| Components or Services for CFG-02.5 . oo - . . 5 Common time is established across all systems.
synchronization technology. . . with more restrictive baseline configurations.
High-Risk Areas
System clocks and time are synchronized using time- System-Wide / Time- Automated mechanisms exist to compile audit records into an
10.6.1 N/A ¥ . y g Functional Intersects With y . . MON-02.7 o . . . oo P 5 Common time is established across all systems.
synchronization technology. Correlated Audit Trail organization-wide audit trail that is time-correlated.
System clocks and time are synchronized using time- . . . Mechanisms exist to configure systems to use an authoritative . . .
10.6.1 N/A L Functional Intersects With Time Stamps MON-07 . . 5 Common time is established across all systems.
synchronization technology. time source to generate time stamps for event logs.
System clocks and time are synchronized using time- Synchronization With Mechanisms exist to synchronize internal system clocks with an
10.6.1 N/A ¥ o y g Functional Intersects With Y o ) MON-07.1 o ] y y 5 Common time is established across all systems.
synchronization technology. Authoritative Time Source authoritative time source.
System clocks and time are synchronized using time- Mechanisms exist to utilize time-synchronization technology to
10.6.1 N/A ¥ . y g Functional Intersects With Clock Synchronization SEA-20 . . y gy 5 Common time is established across all systems.
synchronization technology. synchronize all critical system clocks.
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Systems are configured to the correct and consistent time as
follows:
= One or more designated time servers are in use.
= Only the designated central time server(s) receives time from
external sources.
= Time received from external sources is based on International . Mechanisms exist to develop, document and maintain secure
Lo . . . . . System Hardening Through . . . . . .
10.6.2 N/A Atomic Time or Coordinated Universal Time (UTC). Functional Intersects With Baseline Configurations CFG-02 baseline configurations for technology platforms that are 5 The time on all systems is accurate and consistent.
= The designated time server(s) accept time updates only from 8 consistent with industry-accepted system hardening standards.
specific industry-accepted external sources.
= Where there is more than one desighated time server, the time
servers peer with one another to keep accurate time.
= Internal systems receive time information only from designated
central time server(s).
Systems are configured to the correct and consistent time as
follows:
= One or more designated time servers are in use.
= Only the designated central time server(s) receives time from
external sources.
= Time received from external sources is based on International Configure Systems, . . . . L .
oo ] ] ; ) ) . Mechanisms exist to configure systems utilized in high-risk areas ) . .
10.6.2 N/A Atomic Time or Coordinated Universal Time (UTC). Functional Intersects With| Components or Services for CFG-02.5 . oo - . . 5 The time on all systems is accurate and consistent.
) ) . ) ] with more restrictive baseline configurations.
= The designated time server(s) accept time updates only from High-Risk Areas
specific industry-accepted external sources.
= Where there is more than one designated time server, the time
servers peer with one another to keep accurate time.
= [nternal systems receive time information only from designated
central time server(s).
Systems are configured to the correct and consistent time as
follows:
= One or more designated time servers are in use.
= Only the designated central time server(s) receives time from
external sources.
= Time received from external sources is based on International . . . . . . .
o ] ] ] . . System-Wide / Time- Automated mechanisms exist to compile audit records into an . . .
10.6.2 N/A Atomic Time or Coordinated Universal Time (UTC). Functional Intersects With . . MON-02.7 . . . . e 5 The time on all systems is accurate and consistent.
. . . Correlated Audit Trail organization-wide audit trail that is time-correlated.
= The designated time server(s) accept time updates only from
specific industry-accepted external sources.
= Where there is more than one designated time server, the time
servers peer with one another to keep accurate time.
= [nternal systems receive time information only from designated
central time server(s).
Systems are configured to the correct and consistent time as
follows:
= One or more designated time servers are in use.
= Only the designated central time server(s) receives time from
external sources.
= Time received from external sources is based on International . . . L
L . . . . . . Mechanisms exist to configure systems to use an authoritative . . .
10.6.2 N/A Atomic Time or Coordinated Universal Time (UTC). Functional [Intersects With Time Stamps MON-07 . . 5 The time on all systems is accurate and consistent.
. . . time source to generate time stamps for event logs.
= The designated time server(s) accept time updates only from
specific industry-accepted external sources.
= Where there is more than one designated time server, the time
servers peer with one another to keep accurate time.
= [nternal systems receive time information only from designated
central time server(s).
Systems are configured to the correct and consistent time as
follows:
= One or more designated time servers are in use.
= Only the designated central time server(s) receives time from
external sources.
= Time received from external sources is based on International L . . . L .
o ] ] ] ) . Synchronization With Mechanisms exist to synchronize internal system clocks with an . . )
10.6.2 N/A Atomic Time or Coordinated Universal Time (UTC). Functional Intersects With . . MON-07.1 o 5 The time on all systems is accurate and consistent.
) ) . Authoritative Time Source authoritative time source.
= The designated time server(s) accept time updates only from
specific industry-accepted external sources.
= Where there is more than one designated time server, the time
servers peer with one another to keep accurate time.
= [nternal systems receive time information only from designated
central time server(s).
Systems are configured to the correct and consistent time as
follows:
= One or more designated time servers are in use.
= Only the designated central time server(s) receives time from
external sources.
= Time received from external sources is based on International . . e L
o ] ] ] . . . Mechanisms exist to utilize time-synchronization technology to . . .
10.6.2 N/A Atomic Time or Coordinated Universal Time (UTC). Functional Intersects With Clock Synchronization SEA-20 . . 5 The time on all systems is accurate and consistent.
. . . synchronize all critical system clocks.
= The designated time server(s) accept time updates only from
specific industry-accepted external sources.
= Where there is more than one designated time server, the time
servers peer with one another to keep accurate time.
= [nternal systems receive time information only from designated
central time server(s).
Time synchronization settings and data are protected as follows:
= Access to time data is restricted to only personnel with a Mechanisms exist to develop, document and maintain secure . . . .
. yp . . System Hardening Through . . . P System time settings cannot be modified by unauthorized
10.6.3 N/A business need. Functional Intersects With . . . CFG-02 baseline configurations for technology platforms that are 5
. . . Baseline Configurations . T . personnel.
= Any changes to time settings on critical systems are logged, consistent with industry-accepted system hardening standards.
monitored, and reviewed.
Time synchronization settings and data are protected as follows:
= Access to time data is restricted to only personnel with a Configure Systems, . . . . L . . . . .
. ¥P . . g y . Mechanisms exist to configure systems utilized in high-risk areas System time settings cannot be modified by unauthorized
10.6.3 N/A business need. Functional Intersects With| Components or Services for CFG-02.5 . o - . . 5
. . . . ] with more restrictive baseline configurations. personnel.
= Any changes to time settings on critical systems are logged, High-Risk Areas
monitored, and reviewed.
Time synchronization settings and data are protected as follows:
= Access to time data is restricted to only personnel with a
. yp . . System-Wide / Time- Automated mechanisms exist to compile audit records into an System time settings cannot be modified by unauthorized
10.6.3 N/A business need. Functional Intersects With . . MON-02.7 L . . . . 5
. . . Correlated Audit Trail organization-wide audit trail that is time-correlated. personnel.
= Any changes to time settings on critical systems are logged,
monitored, and reviewed.
Time synchronization settings and data are protected as follows:
= Access to time data is restricted to only personnel with a . . . N . . - .
. . . . Mechanisms exist to configure systems to use an authoritative System time settings cannot be modified by unauthorized
10.6.3 N/A business need. Functional Intersects With Time Stamps MON-07 . . 5
. . " time source to generate time stamps for event logs. personnel.
= Any changes to time settings on critical systems are logged,
monitored, and reviewed.
Time synchronization settings and data are protected as follows:
= Access to time data is restricted to only personnel with a L . . . L . . . . .
. . . Synchronization With Mechanisms exist to synchronize internal system clocks with an System time settings cannot be modified by unauthorized
10.6.3 N/A business need. Functional Intersects With . . MON-07.1 o 5
. . . Authoritative Time Source authoritative time source. personnel.
= Any changes to time settings on critical systems are logged,
monitored, and reviewed.
Time synchronization settings and data are protected as follows:
= Access to time data is restricted to only personnel with a . . o . . . . .
. . . . Mechanisms exist to utilize time-synchronization technology to System time settings cannot be modified by unauthorized
10.6.3 N/A business need. Functional Intersects With Clock Synchronization SEA-20 . . 5
. . o synchronize all critical system clocks. personnel.
= Any changes to time settings on critical systems are logged,
monitored, and reviewed.
Failures of critical security control systems are detected, . . Respond To Unauthorized Mechanisms exist to respond to unauthorized changes to
10.7 N/A y Y Functional |Intersects With P CFG-02.8 ranish o respond o nay g 5
reported, and responded to promptly. Changes configuration settings as security incidents.
. . . Automated mechanisms exist to implement remediation actions
Failures of critical security control systems are detected, ) ) . ) . ] ) .
10.7 N/A Functional Intersects With | Automated Security Response| CHG-02.4 |upon the detection of unauthorized baseline configurations 5
reported, and responded to promptly.
change(s).
Mechanisms exist to provide a cybersecurity & data protection
Failures of critical security control systems are detected, ) ) Cybersecurity & Data ) P ] y y p )
10.7 N/A Functional Intersects With . . CPL-02 controls oversight function that reports to the organization's 5
reported, and responded to promptly. Protection Controls Oversight . .
executive leadership.
Mechanisms exist to ensure managers regularly review the
Failures of critical security control systems are detected, . . Cybersecurity & Data rocesses and documented procedures within their area of
10.7 N/A y y Functional Intersects With y . y CPL-03 P . P . . 5
reported, and responded to promptly. Protection Assessments responsibility to adhere to appropriate cybersecurity & data
protection policies, standards and other applicable requirements.
. - . Functional Review Of Mechanisms exist to regularly review technology assets for
Failures of critical security control systems are detected, . . . o . .
10.7 N/A Functional Intersects With Cybersecurity & Data CPL-03.2 [adherence to the organization’s cybersecurity & data protection 5
reported, and responded to promptly. . .
Protection Controls policies and standards.
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Failures of critical security control systems are detected, . . Endpoint Detection & Mechanisms exist to detect and respond to unauthorized
Functional [Intersects With END-06.2 5

reported, and responded to promptly. Response (EDR) configuration changes as cybersecurity incidents.

. . . Mechanisms exist to implement and govern processes and
Failures of critical security control systems are detected,

10.7 N/A Functional Subset Of Incident Response Operations IRO-01 documentation to facilitate an organization-wide response 10
reported, and responded to promptly.

10.7 N/A

capability for cybersecurity & data privacy-related incidents.

Failures of critical security control systems are detected, ) ) ) ) Mechanisms exist to obtain maintenance support and/or spare
10.7 N/A Functional Intersects With Timely Maintenance MNT-03 . . . L 5
reported, and responded to promptly. parts for systems within a defined Recovery Time Objective (RTO).

Failures of critical security control systems are detected, . . L Mechanisms exist to facilitate the implementation of enterprise-
Functional Subset Of Continuous Monitoring MON-01 . o
reported, and responded to promptly. wide monitoring controls.

10.7 N/A 10

Mechanisms exist to generate, monitor, correlate and respond to
Functional Intersects With System Generated Alerts MON-01.4 |alerts from physical, cybersecurity, data privacy and supply chain 5
activities to achieve integrated situational awareness.

Failures of critical security control systems are detected,
reported, and responded to promptly.

10.7 N/A

Failures of critical security control systems are detected,
reported, and responded to promptly.

10.7 N/A Functional Intersects With Risk Remediation RSK-06 Mechanisms exist to remediate risks to an acceptable level. 5

. . . Mechanisms exist to respond to findings from cybersecurity &
Failures of critical security control systems are detected, . . . . L .
10.7 N/A Functional Intersects With Risk Response RSK-06.1 |data privacy assessments, incidents and audits to ensure proper 5
reported, and responded to promptly. Lo
remediation has been performed.
. - . Centralized Management of Mechanisms exist to centrally-manage the organization-wide
Failures of critical security control systems are detected,

10.7 N/A Functional Intersects With | Cybersecurity & Data Privacy SEA-01.1 [management and implementation of cybersecurity & data privacy 5
reported, and responded to promptly.

Controls controls and related processes.

Failures of critical security control systems are detected, . .| Third-Party Incident Response Mechanisms exist to ensure response/recovery planning and
10.7 N/A Functional [Intersects With o TPM-11 . . . . . 5
reported, and responded to promptly. & Recovery Capabilities testing are conducted with critical suppliers/providers.

Additional requirement for service providers only: Failures of
critical security control systems are detected, alerted, and
addressed promptly, including but not limited to failure of the
following critical security control systems:

= Network security controls.

10.7.1 N/A = |IDS/IPS. Functional Intersects With Respond To Unauthorized CEG-02.8 Mecljlanisr'ns exist'to respond t(? u'nalfthorized changes to Failure's in critical security control systems are promptly
= FIM. Changes configuration settings as security incidents. identified and addressed.

= Anti-malware solutions.

= Physical access controls.

= | ogical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).
Additional requirement for service providers only: Failures of
critical security control systems are detected, alerted, and
addressed promptly, including but not limited to failure of the
following critical security control systems:
= Network security controls.
10.7.1 N/A " IDS/IPS. Functional Intersects With Cyk')ersecurlty &Data . CPL-02 controls oversight function that reports to the organization's 5 Fallure's In critical security control systems are promptly
= FIM. Protection Controls Oversight . . identified and addressed.

. . executive leadership.
= Anti-malware solutions.
= Physical access controls.
= | ogical access controls.
= Audit logging mechanisms.

= Segmentation controls (if used).
Additional requirement for service providers only: Failures of

critical security control systems are detected, alerted, and
addressed promptly, including but not limited to failure of the
following critical security control systems:

Mechanisms exist to provide a cybersecurity & data protection

= Network security controls. Mechanisms exist to ensure managers regularly review the
10.7.1 N/A = |IDS/IPS. Eunctional | Intersects With Cyber'security & Data CPL-03 processgs' énd documented proceleures within the'ir area of Failure's in critical security control systems are promptly
= FIM. Protection Assessments responsibility to adhere to appropriate cybersecurity & data identified and addressed.

= Anti-malware solutions. protection policies, standards and other applicable requirements.
= Physical access controls.

= | ogical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).

Additional requirement for service providers only: Failures of
critical security control systems are detected, alerted, and
addressed promptly, including but not limited to failure of the
following critical security control systems:

= Network security controls.

= |IDS/IPS. . ] . - . . Failures in critical security control systems are promptly
10.7.1 N/A Functional Intersects With Cybersecurity & Data CPL-03.2 |adherence to the organization’s cybersecurity & data protection 5

= FIM. identified and addressed.
Protection Controls policies and standards.

Functional Review Of Mechanisms exist to regularly review technology assets for

= Anti-malware solutions.

= Physical access controls.
= | ogical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).

Additional requirement for service providers only: Failures of
critical security control systems are detected, alerted, and
addressed promptly, including but not limited to failure of the
following critical security control systems:

= Network security controls.

10.7.1 N/A = |IDS/IPS. Functional Intersects With Endpoint Detection & END-06.2 Mechanisms exist to detect and resp(')nc'j to. unauthorized Failure's in critical security control systems are promptly
= FIM. Response (EDR) configuration changes as cybersecurity incidents. identified and addressed.

= Anti-malware solutions.

= Physical access controls.

= | ogical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).
Additional requirement for service providers only: Failures of
critical security control systems are detected, alerted, and
addressed promptly, including but not limited to failure of the
following critical security control systems:
= Network security controls.
10.7.1 N/A " IDS/IPS. Functional Intersects With Restrict Acces;s To Security END-16 authorized individuals and enforce least privilege control 5 Fallure's In critical security control systems are promptly
= FIM. Functions . . . identified and addressed.

. . requirements for necessary job functions.
= Anti-malware solutions.
= Physical access controls.
= | ogical access controls.
= Audit logging mechanisms.

= Segmentation controls (if used).
Additional requirement for service providers only: Failures of

critical security control systems are detected, alerted, and
addressed promptly, including but not limited to failure of the
following critical security control systems:

= Network security controls. . . .
IDS/IPS y Mechanisms exist to implement and govern processes and
n

Failures in critical security control systems are promptl
10.7.1 N/A Functional Subset Of Incident Response Operations IRO-01 documentation to facilitate an organization-wide response 10 . . y y P Py
= FIM. . . . L identified and addressed.

. . capability for cybersecurity & data privacy-related incidents.
= Anti-malware solutions.
= Physical access controls.
= | ogical access controls.
= Audit logging mechanisms.

= Segmentation controls (if used).
Additional requirement for service providers only: Failures of

critical security control systems are detected, alerted, and
addressed promptly, including but not limited to failure of the
following critical security control systems:

= Network security controls.

Mechanisms exist to ensure security functions are restricted to

10.7.1 N/A = |IDS/IPS. Functional Subset Of Continuous Monitoring MON-01 M.echanis!'ns 'exist to facilitate the implementation of enterprise- 10 Failure's in critical security control systems are promptly
= FIM. wide monitoring controls. identified and addressed.

= Anti-malware solutions.

= Physical access controls.

= | ogical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).
Additional requirement for service providers only: Failures of
critical security control systems are detected, alerted, and
addressed promptly, including but not limited to failure of the
following critical security control systems:
= Network security controls.
= |DS/IPS. . ] . . . . Failures in critical security control systems are promptly
10.7.1 N/A Functional Intersects With System Generated Alerts MON-01.4 |alerts from physical, cybersecurity, data privacy and supply chain 5 . .
= FIM. . . . . . identified and addressed.

. . activities to achieve integrated situational awareness.
= Anti-malware solutions.
= Physical access controls.
= | ogical access controls.
= Audit logging mechanisms.
= Segmentation controls (if used).

Mechanisms exist to generate, monitor, correlate and respond to
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Additional requirement for service providers only: Failures of
critical security control systems are detected, alerted, and
addressed promptly, including but not limited to failure of the
following critical security control systems:
= Network security controls.
= IDS/IPS. . . . o . . . . Failures in critical security control systems are promptly

10.7.1 N/A Functional Intersects With Risk Remediation RSK-06 Mechanisms exist to remediate risks to an acceptable level. 5 . .
= FIM. identified and addressed.
= Anti-malware solutions.
= Physical access controls.
= | ogical access controls.
= Audit logging mechanisms.
= Segmentation controls (if used).

Additional requirement for service providers only: Failures of

critical security control systems are detected, alerted, and

addressed promptly, including but not limited to failure of the

following critical security control systems:

= Network security controls.

= |DS/IPS. ’ Mechanisms exist to respond to findings from cybersecurity & Failures in critical security control systems are promptly

10.7.1 N/A Functional Intersects With Risk Response RSK-06.1 |data privacy assessments, incidents and audits to ensure proper 5 . .

= FIM. o identified and addressed.
. . remediation has been performed.

= Anti-malware solutions.

= Physical access controls.

= | ogical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).

Additional requirement for service providers only: Failures of

critical security control systems are detected, alerted, and

addressed promptly, including but not limited to failure of the

following critical security control systems:

: rée;;rs;k security controls. Centralized Management of Mechanisms exist to centrally-manage the organization-wide Failures in critical security control systems are promptly

10.7.1 N/A Functional Intersects With | Cybersecurity & Data Privacy SEA-01.1 [management and implementation of cybersecurity & data privacy 5 . .
= FIM. identified and addressed.

. . Controls controls and related processes.
= Anti-malware solutions.
= Physical access controls.
= | ogical access controls.
= Audit logging mechanisms.
= Segmentation controls (if used).
Additional requirement for service providers only: Failures of
critical security control systems are detected, alerted, and
addressed promptly, including but not limited to failure of the
following critical security control systems:
= Network security controls.

10.7.1 N/A = IDS/IPS. Functional Intersects With | Security Function Isolation SEA-04.1 Mech.anisms exist to isolate security functions from non-security 5 !:ailure.s in critical security control systems are promptly
= FIM. functions. identified and addressed.
= Anti-malware solutions.
= Physical access controls.
= | ogical access controls.
= Audit logging mechanisms.
= Segmentation controls (if used).

Additional requirement for service providers only: Failures of
critical security control systems are detected, alerted, and
addressed promptly, including but not limited to failure of the
following critical security control systems:

= Network security controls.

10.7.1 N/A = IDS/IPS. Functional Intersects With Third-Party Incident Rfa.s[oonse TPM-11 Mec.hanisms exist to ensfure r'e.sponse/re'covery p.lanning and 5 !:ailure.s in critical security control systems are promptly
= FIM. & Recovery Capabilities testing are conducted with critical suppliers/providers. identified and addressed.
= Anti-malware solutions.
= Physical access controls.
= | ogical access controls.
= Audit logging mechanisms.
= Segmentation controls (if used).

Failures of critical security control systems are detected, alerted,

and addressed promptly, including but not limited to failure of the

following critical security control systems:

= Network security controls.

= |DS/IPS.

i Chaynge-detechon rpechamsms. . . Respond To Unauthorized Mechanisms exist to respond to unauthorized changes to Failures in critical security control systems are promptly

10.7.2 N/A = Anti-malware solutions. Functional Intersects With CFG-02.8 . . . L 5 . .

. Changes configuration settings as security incidents. identified and addressed.

= Physical access controls.

= | ogical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).

= Audit log review mechanisms.

= Automated security testing tools (if used).

Failures of critical security control systems are detected, alerted,

and addressed promptly, including but not limited to failure of the

following critical security control systems:

= Network security controls.

= |IDS/IPS.

= Change-detection mechanisms. . Mechanisms exist to provide a cybersecurity & data protection . . o .

10.7.2 N/A = Anti-malware solutions. Functional Intersects With Cy?ersecurlty &Data . CPL-02 controls oversight function that reports to the organization's 5 Fallure.s In critical security control systems are promptly

) Protection Controls Oversight . . identified and addressed.

= Physical access controls. executive leadership.

= | ogical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).

= Audit log review mechanisms.

= Automated security testing tools (if used).

Failures of critical security control systems are detected, alerted,

and addressed promptly, including but not limited to failure of the

following critical security control systems:

= Network security controls.

= |IDS/IPS. . . .

« Change-detection mechanisms. . Mechanisms exist to ensure managers reg%llalrly reYlew the ' . N .

10.7.2 N/A = Anti-malware solutions. Functional Intersects With Cyber'securlty & Data CPL-03 processgs' énd documented procef:Iures within the'lr area of 5 Fallure.s in critical security control systems are promptly

. Protection Assessments responsibility to adhere to appropriate cybersecurity & data identified and addressed.

= Physical access controls. . . . .

. protection policies, standards and other applicable requirements.
= | ogical access controls.
= Audit logging mechanisms.
= Segmentation controls (if used).
= Audit log review mechanisms.
= Automated security testing tools (if used).
Failures of critical security control systems are detected, alerted,
and addressed promptly, including but not limited to failure of the
following critical security control systems:
= Network security controls.
= |IDS/IPS.
= Change-detection mechanisms. Functional Review Of Mechanisms exist to regularly review technology assets for . . " .

10.7.2 N/A = Anti-malware solutions. Functional Intersects With Cybersecurity & Data CPL-03.2 |adherence to the organization’s cybersecurity & data protection 5 fallure.s in critical security control systems are promptly
= Physical access controls. Protection Controls policies and standards. identified and addressed.
= Logical access controls.
= Audit logging mechanisms.
= Segmentation controls (if used).
= Audit log review mechanisms.
= Automated security testing tools (if used).

Failures of critical security control systems are detected, alerted,

and addressed promptly, including but not limited to failure of the

following critical security control systems:

= Network security controls.

= |IDS/IPS.

. Ch?nge-detectlon rnechamsms. . . Endpoint Detection & Mechanisms exist to detect and respond to unauthorized Failures in critical security control systems are promptly

10.7.2 N/A = Anti-malware solutions. Functional Intersects With END-06.2 . . o 5 . .

. Response (EDR) configuration changes as cybersecurity incidents. identified and addressed.
= Physical access controls.
= L ogical access controls.
= Audit logging mechanisms.
= Segmentation controls (if used).
= Audit log review mechanisms.
= Automated security testing tools (if used).
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(optional)
Failures of critical security control systems are detected, alerted,
and addressed promptly, including but not limited to failure of the
following critical security control systems:
= Network security controls.

= |DS/IPS.
= Change-detection mechanisms. Mechanisms exist to implement and govern processes and Fail . tical it trol ‘ fl
ailures in critical security control systems are prom
10.7.2 N/A = Anti-malware solutions. Functional Subset Of Incident Response Operations IRO-01 documentation to facilitate an organization-wide response 10 identified and add dy y P Py
identified and addressed.
= Physical access controls. capability for cybersecurity & data privacy-related incidents.

= | ogical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).
= Audit log review mechanisms.

= Automated security testing tools (if used).
Failures of critical security control systems are detected, alerted,

and addressed promptly, including but not limited to failure of the
following critical security control systems:
= Network security controls.
= |IDS/IPS.
= Change-detection mechanisms. . . - . . . . . " -
Mechanisms exist to facilitate the implementation of enterprise- Failures in critical security control systems are promptly

10.7.2 N/A = Anti-malware solutions. Functional Subset Of Continuous Monitoring MON-01 . o 10 ) .
wide monitoring controls. identified and addressed.

= Physical access controls.

= | ogical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).
= Audit log review mechanisms.

= Automated security testing tools (if used).
Failures of critical security control systems are detected, alerted,

and addressed promptly, including but not limited to failure of the
following critical security control systems:

= Network security controls.

= |DS/IPS.

= Change-detection mechanisms. Mechanisms exist to generate, monitor, correlate and respond to
10.7.2 N/A = Anti-malware solutions. Functional Intersects With System Generated Alerts MON-01.4 |alerts from physical, cybersecurity, data privacy and supply chain 5

Failures in critical security control systems are promptly

: _— . . . . identified and addressed.
= Physical access controls. activities to achieve integrated situational awareness.

= | ogical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).
= Audit log review mechanisms.

= Automated security testing tools (if used).
Failures of critical security control systems are detected, alerted,

and addressed promptly, including but not limited to failure of the
following critical security control systems:

= Network security controls.

= |IDS/IPS.

= Change-detection mechanisms.

10.7.2 N/A = Anti-malware solutions. Functional Intersects With Risk Remediation RSK-06 Mechanisms exist to remediate risks to an acceptable level. 5
= Physical access controls.

= Logical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).
= Audit log review mechanisms.

= Automated security testing tools (if used).
Failures of critical security control systems are detected, alerted,

and addressed promptly, including but not limited to failure of the
following critical security control systems:
= Network security controls.

Failures in critical security control systems are promptly
identified and addressed.

= |DS/IPS.
= Change-detection mechanisms. Mechanisms exist to respond to findings from cybersecurity & . . . .
. . . . . . L . Failures in critical security control systems are promptly
10.7.2 N/A = Anti-malware solutions. Functional Intersects With Risk Response RSK-06.1 |data privacy assessments, incidents and audits to ensure proper 5 identified and addressed
| IT1 .
= Physical access controls. remediation has been performed.

= L ogical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).
= Audit log review mechanisms.

= Automated security testing tools (if used).
Failures of critical security control systems are detected, alerted,

and addressed promptly, including but not limited to failure of the
following critical security control systems:
= Network security controls.

= |IDS/IPS.
= Change-detection mechanisms. Centralized Management of Mechanisms exist to centrally-manage the organization-wide . . . .
. . . . . . . . . ] Failures in critical security control systems are promptly
10.7.2 N/A = Anti-malware solutions. Functional |Intersects With| Cybersecurity & Data Privacy SEA-01.1 [management and implementation of cybersecurity & data privacy 5 identified and add q
identified and addressed.
= Physical access controls. Controls controls and related processes.

= Logical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).
= Audit log review mechanisms.

= Automated security testing tools (if used).
Failures of critical security control systems are detected, alerted,

and addressed promptly, including but not limited to failure of the
following critical security control systems:
= Network security controls.

= |IDS/IPS.
= Change-detection mechanisms. . . . . . . . - -
. . . .. | Third-Party Incident Response Mechanisms exist to ensure response/recovery planning and Failures in critical security control systems are promptly
10.7.2 N/A = Anti-malware solutions. Functional Intersects With o TPM-11 . ] . . . 5 . .
. & Recovery Capabilities testing are conducted with critical suppliers/providers. identified and addressed.

= Physical access controls.

= L ogical access controls.

= Audit logging mechanisms.

= Segmentation controls (if used).

= Audit log review mechanisms.

= Automated security testing tools (if used).

Failures of any critical security controls systems are responded to

promptly, including but not limited to:

= Restoring security functions.

= |dentifying and documenting the duration (date and time from

start to end) of the security failure.

= |dentifying and documenting the cause(s) of failure and Failures of critical security control systems are analyzed,

documenting required remediation. Respond To Unauthorized Mechanisms exist to respond to unauthorized changes to contained, and resolved, and security controls restored to
10.7.3 N/A . greq . o . Functional Intersects With P CFG-02.8 . . . P L g 5 . . . .y

= |dentifying and addressing any security issues that arose during Changes configuration settings as security incidents. minimize impact. Resulting security issues are addressed, and

the failure. measures taken to prevent reoccurrence.

= Determining whether further actions are required as a result of

the security failure.

= Implementing controls to prevent the cause of failure from

reoccurring.

= Resuming monitoring of security controls.

Failures of any critical security controls systems are responded to

promptly, including but not limited to:

= Restoring security functions.

= |dentifying and documenting the duration (date and time from

start to end) of the security failure.

= |dentifying and documenting the cause(s) of failure and . . . . . . Failures of critical security control systems are analyzed,

. ] oo . . Mechanisms exist to verify the functionality of cybersecurity . ;

documenting required remediation. . . Control Functionality ] . contained, and resolved, and security controls restored to
10.7.3 N/A o ) o . Functional Intersects With . CHG-06 and/or data privacy controls following implemented changes to 5 oL . o

= |dentifying and addressing any security issues that arose during Verification . . minimize impact. Resulting security issues are addressed, and

. ensure applicable controls operate as designed.

the failure. measures taken to prevent reoccurrence.

= Determining whether further actions are required as a result of

the security failure.

= Implementing controls to prevent the cause of failure from

reoccurring.

= Resuming monitoring of security controls.

Failures of any critical security controls systems are responded to

promptly, including but not limited to:

= Restoring security functions.

= |dentifying and documenting the duration (date and time from

start to end) of the security failure.

= |dentifying and documenting the cause(s) of failure and . . . . . Failures of critical security control systems are analyzed,

. . o . Mechanisms exist to provide a cybersecurity & data protection . .

documenting required remediation. . . Cybersecurity & Data . . L contained, and resolved, and security controls restored to
10.7.3 N/A L . o . Functional Intersects With . . CPL-02 controls oversight function that reports to the organization's 5 L . o

= |dentifying and addressing any security issues that arose during Protection Controls Oversight tive leadershi minimize impact. Resulting security issues are addressed, and

executive leadership.
the failure. P measures taken to prevent reoccurrence.

= Determining whether further actions are required as a result of
the security failure.

= Implementing controls to prevent the cause of failure from
reoccurring.

= Resuming monitoring of security controls.
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10.7.3

N/A

Failures of any critical security controls systems are responded to
promptly, including but not limited to:

= Restoring security functions.

= |dentifying and documenting the duration (date and time from
start to end) of the security failure.

= |dentifying and documenting the cause(s) of failure and
documenting required remediation.

= |dentifying and addressing any security issues that arose during
the failure.

= Determining whether further actions are required as a result of
the security failure.

= Implementing controls to prevent the cause of failure from
reoccurring.

= Resuming monitoring of security controls.

Functional

Intersects With

Cybersecurity & Data
Protection Assessments

CPL-03

Mechanisms exist to ensure managers regularly review the
processes and documented procedures within their area of
responsibility to adhere to appropriate cybersecurity & data
protection policies, standards and other applicable requirements.

(optional)

Failures of critical security control systems are analyzed,
contained, and resolved, and security controls restored to
minimize impact. Resulting security issues are addressed, and
measures taken to prevent reoccurrence.

10.7.3

N/A

Failures of any critical security controls systems are responded to
promptly, including but not limited to:

= Restoring security functions.

= |dentifying and documenting the duration (date and time from
start to end) of the security failure.

= |dentifying and documenting the cause(s) of failure and
documenting required remediation.

= |dentifying and addressing any security issues that arose during
the failure.

= Determining whether further actions are required as a result of
the security failure.

= Implementing controls to prevent the cause of failure from
reoccurring.

= Resuming monitoring of security controls.

Functional

Intersects With

Functional Review Of
Cybersecurity & Data
Protection Controls

CPL-03.2

Mechanisms exist to regularly review technology assets for
adherence to the organization’s cybersecurity & data protection
policies and standards.

Failures of critical security control systems are analyzed,
contained, and resolved, and security controls restored to
minimize impact. Resulting security issues are addressed, and
measures taken to prevent reoccurrence.

10.7.3

N/A

Failures of any critical security controls systems are responded to
promptly, including but not limited to:

= Restoring security functions.

= |dentifying and documenting the duration (date and time from
start to end) of the security failure.

= |dentifying and documenting the cause(s) of failure and
documenting required remediation.

= |dentifying and addressing any security issues that arose during
the failure.

= Determining whether further actions are required as a result of
the security failure.

= Implementing controls to prevent the cause of failure from
reoccurring.

= Resuming monitoring of security controls.

Functional

Intersects With

Endpoint Detection &
Response (EDR)

END-06.2

Mechanisms exist to detect and respond to unauthorized
configuration changes as cybersecurity incidents.

Failures of critical security control systems are analyzed,
contained, and resolved, and security controls restored to
minimize impact. Resulting security issues are addressed, and
measures taken to prevent reoccurrence.

10.7.3

N/A

Failures of any critical security controls systems are responded to
promptly, including but not limited to:

= Restoring security functions.

= |dentifying and documenting the duration (date and time from
start to end) of the security failure.

= |dentifying and documenting the cause(s) of failure and
documenting required remediation.

= |dentifying and addressing any security issues that arose during
the failure.

= Determining whether further actions are required as a result of
the security failure.

= Implementing controls to prevent the cause of failure from
reoccurring.

= Resuming monitoring of security controls.

Functional

Subset Of

Incident Response Operations

IRO-01

Mechanisms exist to implement and govern processes and
documentation to facilitate an organization-wide response
capability for cybersecurity & data privacy-related incidents.

10

Failures of critical security control systems are analyzed,
contained, and resolved, and security controls restored to
minimize impact. Resulting security issues are addressed, and
measures taken to prevent reoccurrence.

10.7.3

N/A

Failures of any critical security controls systems are responded to
promptly, including but not limited to:

= Restoring security functions.

= |dentifying and documenting the duration (date and time from
start to end) of the security failure.

= |dentifying and documenting the cause(s) of failure and
documenting required remediation.

= |dentifying and addressing any security issues that arose during
the failure.

= Determining whether further actions are required as a result of
the security failure.

= Implementing controls to prevent the cause of failure from
reoccurring.

= Resuming monitoring of security controls.

Functional

Subset Of

Continuous Monitoring

MON-01

Mechanisms exist to facilitate the implementation of enterprise-
wide monitoring controls.

10

Failures of critical security control systems are analyzed,
contained, and resolved, and security controls restored to
minimize impact. Resulting security issues are addressed, and
measures taken to prevent reoccurrence.

10.7.3

N/A

Failures of any critical security controls systems are responded to
promptly, including but not limited to:

= Restoring security functions.

= |dentifying and documenting the duration (date and time from
start to end) of the security failure.

= |dentifying and documenting the cause(s) of failure and
documenting required remediation.

= |dentifying and addressing any security issues that arose during
the failure.

= Determining whether further actions are required as a result of
the security failure.

= Implementing controls to prevent the cause of failure from
reoccurring.

= Resuming monitoring of security controls.

Functional

Intersects With

System Generated Alerts

MON-01.4

Mechanisms exist to generate, monitor, correlate and respond to
alerts from physical, cybersecurity, data privacy and supply chain
activities to achieve integrated situational awareness.

Failures of critical security control systems are analyzed,
contained, and resolved, and security controls restored to
minimize impact. Resulting security issues are addressed, and
measures taken to prevent reoccurrence.

10.7.3

N/A

Failures of any critical security controls systems are responded to
promptly, including but not limited to:

= Restoring security functions.

= |dentifying and documenting the duration (date and time from
start to end) of the security failure.

= |dentifying and documenting the cause(s) of failure and
documenting required remediation.

= |dentifying and addressing any security issues that arose during
the failure.

= Determining whether further actions are required as a result of
the security failure.

= Implementing controls to prevent the cause of failure from
reoccurring.

= Resuming monitoring of security controls.

Functional

Intersects With

Risk Remediation

RSK-06

Mechanisms exist to remediate risks to an acceptable level.

Failures of critical security control systems are analyzed,
contained, and resolved, and security controls restored to
minimize impact. Resulting security issues are addressed, and
measures taken to prevent reoccurrence.

10.7.3

N/A

Failures of any critical security controls systems are responded to
promptly, including but not limited to:

= Restoring security functions.

= |dentifying and documenting the duration (date and time from
start to end) of the security failure.

= |dentifying and documenting the cause(s) of failure and
documenting required remediation.

= |dentifying and addressing any security issues that arose during
the failure.

= Determining whether further actions are required as a result of
the security failure.

= Implementing controls to prevent the cause of failure from
reoccurring.

= Resuming monitoring of security controls.

Functional

Intersects With

Risk Response

RSK-06.1

Mechanisms exist to respond to findings from cybersecurity &
data privacy assessments, incidents and audits to ensure proper
remediation has been performed.

Failures of critical security control systems are analyzed,
contained, and resolved, and security controls restored to
minimize impact. Resulting security issues are addressed, and
measures taken to prevent reoccurrence.

10.7.3

N/A

Failures of any critical security controls systems are responded to
promptly, including but not limited to:

= Restoring security functions.

= |dentifying and documenting the duration (date and time from
start to end) of the security failure.

= |dentifying and documenting the cause(s) of failure and
documenting required remediation.

= |dentifying and addressing any security issues that arose during
the failure.

= Determining whether further actions are required as a result of
the security failure.

= Implementing controls to prevent the cause of failure from
reoccurring.

= Resuming monitoring of security controls.

Functional

Intersects With

Centralized Management of
Cybersecurity & Data Privacy
Controls

SEA-01.1

Mechanisms exist to centrally-manage the organization-wide
management and implementation of cybersecurity & data privacy
controls and related processes.

Failures of critical security control systems are analyzed,
contained, and resolved, and security controls restored to
minimize impact. Resulting security issues are addressed, and
measures taken to prevent reoccurrence.
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(optional)

Failures of any critical security controls systems are responded to
promptly, including but not limited to:
= Restoring security functions.
= |dentifying and documenting the duration (date and time from
start to end) of the security failure.
= |dentifying and documenting the cause(s) of failure and Failures of critical security control systems are analyzed,
documenting required remediation. Third-Party Incident Response Mechanisms exist to ensure response/recovery planning and contained, and resolved, and security controls restored to
10.7.3 N/A umenting requi mediation. . Functional | Intersects With y °sP TPM-11 : oure resp covery pranning 5 o s oy
= |dentifying and addressing any security issues that arose during & Recovery Capabilities testing are conducted with critical suppliers/providers. minimize impact. Resulting security issues are addressed, and
the failure. measures taken to prevent reoccurrence.
= Determining whether further actions are required as a result of
the security failure.
= Implementing controls to prevent the cause of failure from
reoccurring.
= Resuming monitoring of security controls.
Mechanisms exist to ensure managers regularly review the
Processes and mechanisms for regularly testing security of Cybersecurity & Data rocesses and documented procedures within their area of
11.1 N/A Orreguiary testing y Functional |Intersects With yber y cpL-03 |° o8 € proce _ 5
systems and networks are defined and understood. Protection Assessments responsibility to adhere to appropriate cybersecurity & data
protection policies, standards and other applicable requirements.
. . . Functional Review Of Mechanisms exist to regularly review technology assets for
Processes and mechanisms for regularly testing security of . . . o . .
11.1 N/A . Functional Intersects With Cybersecurity & Data CPL-03.2 [adherence to the organization’s cybersecurity & data protection 5
systems and networks are defined and understood. . -
Protection Controls policies and standards.
All security policies and operational procedures that are
identified in Requirement 11 are: Expectations, controls, and oversight for meeting activities within
= Documented. Mechanisms exist to facilitate the implementation of operational Requirement 11 are defined and adhered to by affected
11.1.1 N/A Functional Subset Of Operations Security OPS-01 . P P 10 a . o y .
= Kept up to date. security controls. personnel. All supporting activities are repeatable, consistently
= [n use. applied, and conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 11 are: Expectations, controls, and oversight for meeting activities within
9 . . Mechanisms exist to identify and document Standardized P . . g g
= Documented. . . Standardized Operating . . . Requirement 11 are defined and adhered to by affected
11.1.1 N/A Functional Intersects With OPS-01.1 |Operating Procedures (SOP), or similar documentation, to enable 5 . . .
= Kept up to date. Procedures (SOP) . . personnel. All supporting activities are repeatable, consistently
the proper execution of day-to-day / assigned tasks. . ,
= [n use. applied, and conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 11 are: Expectations, controls, and oversight for meeting activities within
q Publishing Cybersecurity & Mechanisms exist to establish, maintain and disseminate P . . 8 &
= Documented. . . . . . o Requirement 11 are defined and adhered to by affected
11.1.1 N/A Functional [Intersects With Data Protection GOV-02 |[cybersecurity & data protection policies, standards and 5 . o .
= Kept up to date. . personnel. All supporting activities are repeatable, consistently
Documentation procedures. . L.
= [n use. applied, and conform to management’s intent.
= Known to all affected parties.
All security policies and operational procedures that are
identified in Requirement 11 are: - . Mechanisms exist to review the cybersecurity & data privacy Expectations, controls, and oversight for meeting activities within
Periodic Review & Update of . . - . .
= Documented. . . . program, including policies, standards and procedures, at Requirement 11 are defined and adhered to by affected
11.1.1 N/A Functional Intersects With Cybersecurity & Data GOV-03 . L . 5 . . .
= Kept up to date. Protection Pro planned intervals or if significant changes occur to ensure their personnel. All supporting activities are repeatable, consistently
rotection Program
= [n use. g continuing suitability, adequacy and effectiveness. applied, and conform to management’s intent.
= Known to all affected parties.
Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities Requirement 11 are allocated.
11.1.2 N/A P ot ] P ng ities | qu! Functional Intersects With I o HRS-03 ! X! ! y urty P 1ot 5 qul . .
11 are documented, assigned, and understood. Responsibilities for all personnel. Personnel are accountable for successful, continuous operation
of these requirements.
Day-to-day responsibilities for performing all the activities in
Rol q ibilities f ; . tivities in R . ‘ Mechanisms exist to communicate with users about their roles R y . y t1$ llocated P g
oles and responsibilities for performing activities in Requiremen equiremen are allocated.
11.1.2 N/A P . P g q Functional Intersects With User Awareness HRS-03.1 |and responsibilities to maintain a safe and secure working 5 q . .
11 are documented, assigned, and understood. environment Personnel are accountable for successful, continuous operation
' of these requirements.
Mechanisms exist to assign one or more qualified individuals with Day-to-day responsibilities for performing all the activities in
Roles and responsibilities for performing activities in Requirement Assigned Cybersecurity & Data the mission and resources to centrally-manage, coordinate, Requirement 11 are allocated.
11.1.2 N/A P ot ] P ng ities | qu! Functional Intersects With '8 . y Y |.y. o GOV-04 ! I, Y S y .g . ! 5 qul . .
11 are documented, assigned, and understood. Protection Responsibilities develop, implement and maintain an enterprise-wide Personnel are accountable for successful, continuous operation
cybersecurity & data protection program. of these requirements.
Wireless access points are identified and monitored, and . Mechanisms exist to facilitate an IT Asset Management (ITAM)
11.2 N/A . . . Functional Subset Of Asset Governance AST-01 . 10
unauthorized wireless access points are addressed. program to implement and manage asset management controls.
Wireless access points are identified and monitored, and . i . Mechanisms exist to maintain a current list of approved
11.2 N/A ) ] P ) Functional Intersects With Asset Inventories AST-02 ) PP 5
unauthorized wireless access points are addressed. technologies (hardware and software).
Wirel int identified and tored q Svst Hardening Th h Mechanisms exist to develop, document and maintain secure
ireless access points are identified and monitored, an . . stem Hardenin rou . . .
11.2 N/A . . P . Functional Intersects With y . . g . g CFG-02 baseline configurations for technology platforms that are 5
unauthorized wireless access points are addressed. Baseline Configurations . . .
consistent with industry-accepted system hardening standards.
Mechanisms exist to utilize Wireless Intrusion Detection /
Wireless access points are identified and monitored, and . . Wireless Intrusion Detection . . . .
11.2 N/A . . . Functional Intersects With MON-01.5 |Protection Systems (WIDS / WIPS) to identify rogue wireless 5
unauthorized wireless access points are addressed. System (WIDS) . o
devices and to detect attack attempts via wireless networks.
Wireless access points are identified and monitored, and Mechanisms exist to implement and manage a secure guest
11.2 N/A I1e7ess access points are identit ot Functional | Intersects With Guest Networks NET-02.2 1SS existtoimp 8 ure gu 5
unauthorized wireless access points are addressed. network.
. . . . . Wireless Intrusion Detection / Mechanisms exist to monitor wireless network segments to
Wireless access points are identified and monitored, and . ) . . . ) . -
11.2 N/A . . . Functional Intersects With| Prevention Systems (WIDS/ NET-08.2 [implement Wireless Intrusion Detection / Prevention Systems 5
unauthorized wireless access points are addressed. .
WIPS) (WIDS/WIPS) technologies.
Cryptographic mechanisms exist to implement strong
Wireless access points are identified and monitored, and . . Safeguarding Data Over Open cryptography and security protocols to safeguard
11.2 N/A . . P . Functional Intersects With g g P NET-12 yp. .g phy yp. o g . 5
unauthorized wireless access points are addressed. Networks sensitive/regulated data during transmission over open, public
networks.
Mechanisms exist to protect external and internal wireless links
from signal parameter attacks through monitoring for
Wireless access points are identified and monitored, and . . . . . g . P ] ) g . g .
11.2 N/A . . . Functional Intersects With Wireless Link Protection NET-12.1 |unauthorized wireless connections, including scanning for 5
unauthorized wireless access points are addressed. . . . ) )
unauthorized wireless access points and taking appropriate
action, if an unauthorized connection is discovered.
Wireless access points are identified and monitored, and . . . . Mechanisms exist to control authorized wireless usage and
11.2 N/A ) . P . Functional Intersects With Wireless Networking NET-15 . . ] g 5
unauthorized wireless access points are addressed. monitor for unauthorized wireless access.
. . . . . Mechanisms exist to test for the presence of Wireless Access
Wireless access points are identified and monitored, and . ) . . ] ) ) ] .
11.2 N/A . . . Functional Intersects With Rogue Wireless Detection NET-15.5 [Points (WAPs) and identify all authorized and unauthorized WAPs 5
unauthorized wireless access points are addressed. o T
within the facility(ies).
Authorized and unauthorized wireless access points are managed
as follows:
= The presence of wireless (Wi-Fi) access points is tested for,
= All authorized and unauthorized wireless access points are
. . P . Network Security Controls Mechanisms exist to develop, govern & update procedures to Unauthorized wireless access points are identified and addressed
11.2.1 N/A detected and identified, Functional Subset Of NET-01 . . . . 10 o
. . . . (NSC) facilitate the implementation of Network Security Controls (NSC). periodically.
= Testing, detection, and identification occurs at least once every
three months.
= |f automated monitoring is used, personnel are notified via
generated alerts.
Authorized and unauthorized wireless access points are managed
as follows:
= The presence of wireless (Wi-Fi) access points is tested for,
= All authorized and unauthorized wireless access points are . . . . . . . .
. o . . Mechanisms exist to implement and manage a secure guest Unauthorized wireless access points are identified and addressed
11.2.1 N/A detected and identified, Functional Intersects With Guest Networks NET-02.2 5 o
. . . e network. periodically.
= Testing, detection, and identification occurs at least once every
three months.
= [f automated monitoring is used, personnel are notified via
generated alerts.
Authorized and unauthorized wireless access points are managed
as follows:
= The presence of wireless (Wi-Fi) access points is tested for,
= All authorized and unauthorized wireless access points are
. . P . . L . Mechanisms exist to limit the number of concurrent external Unauthorized wireless access points are identified and addressed
11.2.1 N/A detected and identified, Functional Intersects With| Limit Network Connections NET-03.1 . . 5 o
. . . . network connections to its systems. periodically.
= Testing, detection, and identification occurs at least once every
three months.
= [f automated monitoring is used, personnel are notified via
generated alerts.
Authorized and unauthorized wireless access points are managed
as follows:
= The presence of wireless (Wi-Fi) access points is tested for, Mechanisms exist to protect external and internal wireless links
= All authorized and unauthorized wireless access points are from signal parameter attacks through monitoring for . . . . .
) . . . . . . . . . , . . Unauthorized wireless access points are identified and addressed
11.2.1 N/A detected and identified, Functional Intersects With Wireless Link Protection NET-12.1 [unauthorized wireless connections, including scanning for 5 iodicall
eriodically.
= Testing, detection, and identification occurs at least once every unauthorized wireless access points and taking appropriate P y
three months. action, if an unauthorized connection is discovered.
= |f automated monitoring is used, personnel are notified via
generated alerts.
Authorized and unauthorized wireless access points are managed
as follows:
= The presence of wireless (Wi-Fi) access points is tested for,
= All authorized and unauthorized wireless access points are
. . P . . . . Mechanisms exist to control authorized wireless usage and Unauthorized wireless access points are identified and addressed
11.2.1 N/A detected and identified, Functional Intersects With Wireless Networking NET-15 . . . 5 o
. ] . L monitor for unauthorized wireless access. periodically.
= Testing, detection, and identification occurs at least once every
three months.
= [f automated monitoring is used, personnel are notified via
generated alerts.
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(optional)
Authorized and unauthorized wireless access points are managed
as follows:
= The presence of wireless (Wi-Fi) access points is tested for,
= All authorized and unauthorized wireless access points are Mechanisms exist to test for the presence of Wireless Access Unauthorized wireless access boints are identified and addressed
11.2.1 N/A detected and identified, Functional Intersects With Rogue Wireless Detection NET-15.5 [Points (WAPs) and identify all authorized and unauthorized WAPs 5 eriodicall P
riodi .
= Testing, detection, and identification occurs at least once every within the facility(ies). b y
three months.
= |f automated monitoring is used, personnel are notified via
generated alerts.
An inventory of authorized wireless access points is maintained, . Mechanisms exist to facilitate an IT Asset Management (ITAM) Unauthorized wireless access points are not mistaken for
11.2.2 N/A . . . . Functional Subset Of Asset Governance AST-01 . 10 . . .
including a documented business justification. program to implement and manage asset management controls. authorized wireless access points.
An inventory of authorized wireless access points is maintained, Mechanisms exist to maintain a current list of approved Unauthorized wireless access points are not mistaken for
11.2.2 N/A . I V, y ) 'z WI, L p I ! ntal Functional Intersects With Asset Inventories AST-02 ! . X intal . ! pprov 5 3 . 'z . W 'p ! !
including a documented business justification. technologies (hardware and software). authorized wireless access points.
An inventory of authorized wireless access points is maintained, . . Mechanisms exist to implement and manage a secure guest Unauthorized wireless access points are not mistaken for
11.2.2 N/A ) ) Y ) L p Functional Intersects With Guest Networks NET-02.2 P g g 5 . ] ‘p
including a documented business justification. network. authorized wireless access points.
Mechanisms exist to protect external and internal wireless links
from signal parameter attacks through monitoring for
An inventory of authorized wireless access points is maintained, . . . . . g . P . . g . g . Unauthorized wireless access points are not mistaken for
11.2.2 N/A . . . . Functional |Intersects With Wireless Link Protection NET-12.1 |unauthorized wireless connections, including scanning for 5 . . .
including a documented business justification. ) ) ) ) ) authorized wireless access points.
unauthorized wireless access points and taking appropriate
action, if an unauthorized connection is discovered.
An inventory of authorized wireless access points is maintained, . i . . Mechanisms exist to control authorized wireless usage and Unauthorized wireless access points are not mistaken for
11.2.2 N/A . ) Y . o p Functional Intersects With Wireless Networking NET-15 ) ) . g 5 . ] _p
including a documented business justification. monitor for unauthorized wireless access. authorized wireless access points.
External and internal vulnerabilities are regularly identified, . Vulnerability & Patch Mechanisms exist to facilitate the implementation and monitoring
11.3 N/A . Functional Subset Of VPM-01 . 10
prioritized, and addressed. Management Program (VPMP) of vulnerability management controls.
113 N/A Ex.ter.n.al and internal vulnerabilities are regularly identified, Functional Intersects With Vulnerability Remediation VPM-02 Mech.a.nisms exist to ensure that vulnerabilities are properly 5
prioritized, and addressed. Process identified, tracked and remediated.
Mechanisms exist to identify and assign a risk ranking to newl
External and internal vulnerabilities are regularly identified, . ) . . . . fy, o g g ] y
11.3 N/A o Functional Intersects With Vulnerability Ranking VPM-03 discovered security vulnerabilities using reputable outside 5
prioritized, and addressed. . o .
sources for security vulnerability information.
Mechanisms exist to address new threats and vulnerabilities on
External and internal vulnerabilities are regularly identified, . . Continuous Vulnerability . . .
11.3 N/A . Functional Intersects With o . VPM-04 |an ongoing basis and ensure assets are protected against known 5
prioritized, and addressed. Remediation Activities
attacks.
. I . . Mechanisms exist to detect vulnerabilities and configuration
External and internal vulnerabilities are regularly identified, . . . . ) . ]
11.3 N/A o Functional Intersects With Vulnerability Scanning VPM-06 |errors by routine vulnerability scanning of systems and 5
prioritized, and addressed. o
applications.
External and internal vulnerabilities are regularly identified, . . . . Mechanisms exist to obtain maintenance support and/or spare
11.3 N/A . Functional Intersects With Timely Maintenance MNT-03 o . ] . 5
prioritized, and addressed. parts for systems within a defined Recovery Time Objective (RTO).
Internal vulnerability scans are performed as follows:
= At least once every three months.
= High-risk and critical vulnerabilities (per the entity’s vulnerability The security posture of all system components is verified
risk rankings defined at Requirement 6.3.1) are resolved. . . . . periodically using automated tools designed to detect
) ) ] o ) ) Mechanisms exist to define and manage the scope for its attack o L
11.3.1 N/A = Rescans are performed that confirm all high- risk and critical Functional Intersects With Attack Surface Scope VPM-01.1 surface management activities 5 vulnerabilities operating inside the network. Detected
vulnerabilities (as noted above) have been resolved. g ’ vulnerabilities are assessed and rectified based on a formal risk
= Scan tool is kept up to date with latest vulnerability information. assessment framework.(continued on next page)
= Scans are performed by qualified personnel and organizational
independence of the tester exists.
Internal vulnerability scans are performed as follows:
= At least once every three months.
= High-risk and critical vulnerabilities (per the entity’s vulnerability The security posture of all system components is verified
risk rankings defined at Requirement 6.3.1) are resolved. eriodically using automated tools designed to detect
g 9 ) ) ) ] o ) ) Vulnerability Remediation Mechanisms exist to ensure that vulnerabilities are properly P ] y g L g
11.3.1 N/A = Rescans are performed that confirm all high- risk and critical Functional [Intersects With VPM-02 |, . . 5 vulnerabilities operating inside the network. Detected
o Process identified, tracked and remediated. o o .
vulnerabilities (as noted above) have been resolved. vulnerabilities are assessed and rectified based on a formal risk
= Scan tool is kept up to date with latest vulnerability information. assessment framework.(continued on next page)
= Scans are performed by qualified personnel and organizational
independence of the tester exists.
Internal vulnerability scans are performed as follows:
= At least once every three months.
= High-risk and critical vulnerabilities (per the entity’s vulnerability The security posture of all system components is verified
risk rankings defined at Requirement 6.3.1) are resolved. Mechanisms exist to detect vulnerabilities and configuration periodically using automated tools designed to detect
11.3.1 N/A = Rescans are performed that confirm all high- risk and critical Functional Intersects With Vulnerability Scanning VPM-06 errors by routine vulnerability scanning of systems and 5 vulnerabilities operating inside the network. Detected
vulnerabilities (as noted above) have been resolved. applications. vulnerabilities are assessed and rectified based on a formal risk
= Scan tool is kept up to date with latest vulnerability information. assessment framework.(continued on next page)
= Scans are performed by qualified personnel and organizational
independence of the tester exists.
Internal vulnerability scans are performed as follows:
= At least once every three months.
= High-risk and critical vulnerabilities (per the entity’s vulnerability The security posture of all system components is verified
risk rankings defined at Requirement 6.3.1) are resolved. periodically using automated tools designed to detect
11.3.1 N/A = Rescans are performed that confirm all high- risk and critical Functional Intersects With Update Tool Capability VPM-06.1 |Mechanisms exist to update vulnerability scanning tools. 5 vulnerabilities operating inside the network. Detected
vulnerabilities (as noted above) have been resolved. vulnerabilities are assessed and rectified based on a formal risk
= Scan tool is kept up to date with latest vulnerability information. assessment framework.(continued on next page)
= Scans are performed by qualified personnel and organizational
independence of the tester exists.
Internal vulnerability scans are performed as follows:
= At least once every three months.
= High-risk and critical vulnerabilities (per the entity’s vulnerability The security posture of all system components is verified
risk rankings defined at Requirement 6.3.1) are resolved. Mechanisms exist to identify the breadth and depth of coverage periodically using automated tools designed to detect
11.3.1 N/A = Rescans are performed that confirm all high- risk and critical Functional Intersects With | Breadth / Depth of Coverage VPM-06.2 |forvulnerability scanning that define the system components 5 vulnerabilities operating inside the network. Detected
vulnerabilities (as noted above) have been resolved. scanned and types of vulnerabilities that are checked for. vulnerabilities are assessed and rectified based on a formal risk
= Scan tool is kept up to date with latest vulnerability information. assessment framework.(continued on next page)
= Scans are performed by qualified personnel and organizational
independence of the tester exists.
Internal vulnerability scans are performed as follows:
= At least once every three months.
= High-risk and critical vulnerabilities (per the entity’s vulnerability Mechanisms exist to perform quarterly internal vulnerability The security posture of all system components is verified
risk rankings defined at Requirement 6.3.1) are resolved. Internal Vulnerabilit scans, which includes all segments of the organization's internal periodically using automated tools designed to detect
11.3.1 N/A = Rescans are performed that confirm all high- risk and critical Functional Intersects With Assessment Scansy VPM-06.7 |network, as well as rescans until passing results are obtained or 5 vulnerabilities operating inside the network. Detected
vulnerabilities (as noted above) have been resolved. all “high” vulnerabilities are resolved, as defined by the Common vulnerabilities are assessed and rectified based on a formal risk
= Scan tool is kept up to date with latest vulnerability information. Vulnerability Scoring System (CVSS). assessment framework.(continued on next page)
= Scans are performed by qualified personnel and organizational
independence of the tester exists.
All other applicable vulnerabilities (those not ranked as high-risk
or critical per the entity’s vulnerability risk rankings defined at
Requirement
6.3.1) are managed as follows: Mechanisms exist to define and manage the scope for its attack Lower ranked vulnerabilities (lower than high or critical) are
11.3.1.1 N/A ) g . . . . . Functional Intersects With Attack Surface Scope VPM-01.1 o g P 5 . ( g . ) .
= Addressed based on the risk defined in the entity’s targeted risk surface management activities. addressed at afrequency in accordance with the entity’s risk.
analysis, which is performed according to all elements specified
in Requirement 12.3.1.
= Rescans are conducted as needed.
All other applicable vulnerabilities (those not ranked as high-risk
or critical per the entity’s vulnerability risk rankings defined at
Requirement
6.3.1) are managed as follows: Vulnerability Remediation Mechanisms exist to ensure that vulnerabilities are properl Lower ranked vulnerabilities (lower than high or critical) are
11.3.1.1 N/A ) € oo . | Functional [Intersects With Y VPM-02 | @ . propery 5 es ( & al) ar
= Addressed based on the risk defined in the entity’s targeted risk Process identified, tracked and remediated. addressed at afrequency in accordance with the entity’s risk.
analysis, which is performed according to all elements specified
in Requirement 12.3.1.
= Rescans are conducted as needed.
All other applicable vulnerabilities (those not ranked as high-risk
or critical per the entity’s vulnerability risk rankings defined at
Requirement
6 3q1) d as follo Mechanisms exist to detect vulnerabilities and configuration Lower ranked vulnerabilities (1o than high or critical) a
.3.1) are managed as follows: wer ran vulnerabilities (lower n hi r criti re
11.3.1.1 N/A g . . . _ . Functional Intersects With Vulnerability Scanning VPM-06 errors by routine vulnerability scanning of systems and 5 . g o
= Addressed based on the risk defined in the entity’s targeted risk apolications addressed at a frequency in accordance with the entity’s risk.
analysis, which is performed according to all elements specified PP '
in Requirement 12.3.1.
= Rescans are conducted as needed.
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11.3.1.2

N/A

Internal vulnerability scans are performed via authenticated
scanning as follows:

= Systems that are unable to accept credentials for authenticated
scanning are documented.

= Sufficient privileges are used for those systems that accept
credentials for scanning.

= |f accounts used for authenticated scanning can be used for
interactive login, they are managed in accordance with
Requirement 8.2.2.

Functional

Intersects With

Attack Surface Scope

VPM-01.1

Mechanisms exist to define and manage the scope for its attack
surface management activities.

(optional)

Automated tools used to detect vulnerabilities can detect
vulnerabilities local to each system, which are not visible
remotely.

11.3.1.2

N/A

Internal vulnerability scans are performed via authenticated
scanning as follows:

= Systems that are unable to accept credentials for authenticated
scanning are documented.

= Sufficient privileges are used for those systems that accept
credentials for scanning.

= [f accounts used for authenticated scanning can be used for
interactive login, they are managed in accordance with
Requirement 8.2.2.

Functional

Intersects With

Vulnerability Remediation
Process

VPM-02

Mechanisms exist to ensure that vulnerabilities are properly
identified, tracked and remediated.

Automated tools used to detect vulnerabilities can detect
vulnerabilities local to each system, which are not visible
remotely.

11.3.1.2

N/A

Internal vulnerability scans are performed via authenticated
scanning as follows:

= Systems that are unable to accept credentials for authenticated
scanning are documented.

= Sufficient privileges are used for those systems that accept
credentials for scanning.

= |f accounts used for authenticated scanning can be used for
interactive login, they are managed in accordance with
Requirement 8.2.2.

Functional

Intersects With

Vulnerability Scanning

VPM-06

Mechanisms exist to detect vulnerabilities and configuration
errors by routine vulnerability scanning of systems and
applications.

Automated tools used to detect vulnerabilities can detect
vulnerabilities local to each system, which are not visible
remotely.

11.3.1.2

N/A

Internal vulnerability scans are performed via authenticated
scanning as follows:

= Systems that are unable to accept credentials for authenticated
scanning are documented.

= Sufficient privileges are used for those systems that accept
credentials for scanning.

= [f accounts used for authenticated scanning can be used for
interactive login, they are managed in accordance with
Requirement 8.2.2.

Functional

Intersects With

Internal Vulnerability
Assessment Scans

VPM-06.7

Mechanisms exist to perform quarterly internal vulnerability
scans, which includes all segments of the organization's internal
network, as well as rescans until passing results are obtained or
all “high” vulnerabilities are resolved, as defined by the Common
Vulnerability Scoring System (CVSS).

Automated tools used to detect vulnerabilities can detect
vulnerabilities local to each system, which are not visible
remotely.

11.3.1.3

N/A

Internal vulnerability scans are performed after any significant
change as follows:

= High-risk and critical vulnerabilities (per the entity’s vulnerability
risk rankings defined at Requirement 6.3.1) are resolved.

= Rescans are conducted as needed.

= Scans are performed by qualified personnel and organizational
independence of the tester exists (not required to be a QSA or
ASV).

Functional

Intersects With

Attack Surface Scope

VPM-01.1

Mechanisms exist to define and manage the scope for its attack
surface management activities.

The security posture of all system components is verified
following significant changes to the network or systems, by using
automated tools designed to detect vulnerabilities operating
inside the network. Detected vulnerabilities are assessed and
rectified based on a formal risk assessment framework.

11.3.1.3

N/A

Internal vulnerability scans are performed after any significant
change as follows:

= High-risk and critical vulnerabilities (per the entity’s vulnerability
risk rankings defined at Requirement 6.3.1) are resolved.

= Rescans are conducted as needed.

= Scans are performed by qualified personnel and organizational
independence of the tester exists (not required to be a QSA or
ASV).

Functional

Intersects With

Vulnerability Remediation
Process

VPM-02

Mechanisms exist to ensure that vulnerabilities are properly
identified, tracked and remediated.

The security posture of all system components is verified
following significant changes to the network or systems, by using
automated tools designed to detect vulnerabilities operating
inside the network. Detected vulnerabilities are assessed and
rectified based on a formal risk assessment framework.

11.3.1.3

N/A

Internal vulnerability scans are performed after any significant
change as follows:

= High-risk and critical vulnerabilities (per the entity’s vulnerability
risk rankings defined at Requirement 6.3.1) are resolved.

= Rescans are conducted as needed.

= Scans are performed by qualified personnel and organizational
independence of the tester exists (not required to be a QSA or
ASV).

Functional

Intersects With

Vulnerability Scanning

VPM-06

Mechanisms exist to detect vulnerabilities and configuration
errors by routine vulnerability scanning of systems and
applications.

The security posture of all system components is verified
following significant changes to the network or systems, by using
automated tools designed to detect vulnerabilities operating
inside the network. Detected vulnerabilities are assessed and
rectified based on a formal risk assessment framework.

11.3.1.3

N/A

Internal vulnerability scans are performed after any significant
change as follows:

= High-risk and critical vulnerabilities (per the entity’s vulnerability
risk rankings defined at Requirement 6.3.1) are resolved.

= Rescans are conducted as needed.

= Scans are performed by qualified personnel and organizational
independence of the tester exists (not required to be a QSA or
ASV).

Functional

Intersects With

Internal Vulnerability
Assessment Scans

VPM-06.7

Mechanisms exist to perform quarterly internal vulnerability
scans, which includes all segments of the organization's internal
network, as well as rescans until passing results are obtained or
all “high” vulnerabilities are resolved, as defined by the Common
Vulnerability Scoring System (CVSS).

The security posture of all system components is verified
following significant changes to the network or systems, by using
automated tools designed to detect vulnerabilities operating
inside the network. Detected vulnerabilities are assessed and
rectified based on a formal risk assessment framework.

11.3.2

N/A

External vulnerability scans are performed as follows:
= At least once every three months.

= By a PCI SSC Approved Scanning Vendor (ASV).

= Vulnerabilities are resolved and ASV Program Guide
requirements for a passing scan are met.

= Rescans are performed as needed to confirm that
vulnerabilities are resolved per the ASV Program Guide
requirements for a passing scan.

Functional

Intersects With

Attack Surface Scope

VPM-01.1

Mechanisms exist to define and manage the scope for its attack
surface management activities.

This requirement is not eligible for the customized approach.

11.3.2

N/A

External vulnerability scans are performed as follows:
= At least once every three months.

= By a PCI SSC Approved Scanning Vendor (ASV).

= Vulnerabilities are resolved and ASV Program Guide
requirements for a passing scan are met.

= Rescans are performed as needed to confirm that
vulnerabilities are resolved per the ASV Program Guide
requirements for a passing scan.

Functional

Intersects With

Vulnerability Remediation
Process

VPM-02

Mechanisms exist to ensure that vulnerabilities are properly
identified, tracked and remediated.

This requirement is not eligible for the customized approach.

11.3.2

N/A

External vulnerability scans are performed as follows:
= At least once every three months.

= By a PCI SSC Approved Scanning Vendor (ASV).

= Vulnerabilities are resolved and ASV Program Guide
requirements for a passing scan are met.

= Rescans are performed as needed to confirm that
vulnerabilities are resolved per the ASV Program Guide
requirements for a passing scan.

Functional

Intersects With

Vulnerability Scanning

VPM-06

Mechanisms exist to detect vulnerabilities and configuration
errors by routine vulnerability scanning of systems and
applications.

This requirement is not eligible for the customized approach.

11.3.2

N/A

External vulnerability scans are performed as follows:
= At least once every three months.

= By a PCI SSC Approved Scanning Vendor (ASV).

= Vulnerabilities are resolved and ASV Program Guide
requirements for a passing scan are met.

= Rescans are performed as needed to confirm that
vulnerabilities are resolved per the ASV Program Guide
requirements for a passing scan.

Functional

Intersects With

External Vulnerability
Assessment Scans

VPM-06.6

Mechanisms exist to perform quarterly external vulnerability
scans (outside the organization's network looking inward) via a
reputable vulnerability service provider, which include rescans
until passing results are obtained or all “high” vulnerabilities are
resolved, as defined by the Common Vulnerability Scoring System
(CVSS).

This requirement is not eligible for the customized approach.

11.3.2.1

N/A

External vulnerability scans are performed after any significant
change as follows:

= Vulnerabilities that are scored 4.0 or higher by the CVSS are
resolved.

= Rescans are conducted as needed.

= Scans are performed by qualified personnel and organizational
independence of the tester exists (not required to be a QSA or
ASV).

Functional

Intersects With

Vulnerability Scanning

VPM-06

Mechanisms exist to detect vulnerabilities and configuration
errors by routine vulnerability scanning of systems and
applications.

The security posture of all system components is verified
following significant changes to the network or systems, by using
tools designed to detect vulnerabilities operating from outside
the network. Detected vulnerabilities are assessed and rectified
based on a formal risk assessment framework.

11.3.2.1

N/A

External vulnerability scans are performed after any significant
change as follows:

= Vulnerabilities that are scored 4.0 or higher by the CVSS are
resolved.

= Rescans are conducted as needed.

= Scans are performed by qualified personnel and organizational
independence of the tester exists (not required to be a QSA or
ASV).

Functional

Intersects With

Attack Surface Scope

VPM-01.1

Mechanisms exist to define and manage the scope for its attack
surface management activities.

The security posture of all system components is verified
following significant changes to the network or systems, by using
tools designed to detect vulnerabilities operating from outside
the network. Detected vulnerabilities are assessed and rectified
based on a formal risk assessment framework.

11.3.2.1

N/A

External vulnerability scans are performed after any significant
change as follows:

= Vulnerabilities that are scored 4.0 or higher by the CVSS are
resolved.

= Rescans are conducted as needed.

= Scans are performed by qualified personnel and organizational
independence of the tester exists (not required to be a QSA or
ASV).

Functional

Intersects With

Breadth / Depth of Coverage

VPM-06.2

Mechanisms exist to identify the breadth and depth of coverage
for vulnerability scanning that define the system components
scanned and types of vulnerabilities that are checked for.

The security posture of all system components is verified
following significant changes to the network or systems, by using
tools designed to detect vulnerabilities operating from outside
the network. Detected vulnerabilities are assessed and rectified
based on a formal risk assessment framework.

11.3.2.1

N/A

External vulnerability scans are performed after any significant
change as follows:

= Vulnerabilities that are scored 4.0 or higher by the CVSS are
resolved.

= Rescans are conducted as needed.

= Scans are performed by qualified personnel and organizational
independence of the tester exists (not required to be a QSA or
ASV).

Functional

Intersects With

External Vulnerability
Assessment Scans

VPM-06.6

Mechanisms exist to perform quarterly external vulnerability
scans (outside the organization's network looking inward) via a
reputable vulnerability service provider, which include rescans
until passing results are obtained or all “high” vulnerabilities are
resolved, as defined by the Common Vulnerability Scoring System
(CVSS).

The security posture of all system components is verified
following significant changes to the network or systems, by using
tools designed to detect vulnerabilities operating from outside
the network. Detected vulnerabilities are assessed and rectified
based on a formal risk assessment framework.
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(optional)

External vulnerability scans are performed after any significant
change as follows: . . .
. . The security posture of all system components is verified
= Vulnerabilities that are scored 4.0 or higher by the CVSS are . L .
. o . . o following significant changes to the network or systems, by using
resolved. . . Vulnerability Remediation Mechanisms exist to ensure that vulnerabilities are properly . o . .
11.3.2.1 N/A Functional Intersects With VPM-02 ) o ) 5 tools designed to detect vulnerabilities operating from outside
= Rescans are conducted as needed. Process identified, tracked and remediated. L .
. o the network. Detected vulnerabilities are assessed and rectified
= Scans are performed by qualified personnel and organizational .
. ) ) based on a formal risk assessment framework.
independence of the tester exists (not required to be a QSA or
ASV).
External and internal penetration testing is regularly performed, . . . .
. o . . . . . Mechanisms exist to conduct penetration testing on systems and
11.4 N/A and exploitable vulnerabilities and security weaknesses are Functional Intersects With Penetration Testing VPM-07 . 5
web applications.
corrected.
A penetration testing methodology is defined, documented, and
implemented by the entity, and includes:
= Industry-accepted penetration testing approaches.
= Coverage for the entire CDE perimeter and critical systems.
= Testing from both inside and outside the network.
= Testing to validate any segmentation and scope- reduction
controls.
= Application-layer penetration testing to identify, at a minimum,
the vulnerabilities listed in Requirement 6.2.4. . . . . . . A formal methodology is defined for thorough technical testing
. . . . . Mechanisms exist to retain media and data in accordance with . o .
11.4.1 N/A = Network-layer penetration tests that encompass all Functional Intersects With Media & Data Retention DCH-18 . . 5 that attempts to exploit vulnerabilities and security weaknesses
. . applicable statutory, regulatory and contractual obligations. L
components that support network functions as well as operating via simulated attack methods by a competent manual attacker.
systems.
= Review and consideration of threats and vulnerabilities
experienced in the last 12 months.
= Documented approach to assessing and addressing the risk
posed by exploitable vulnerabilities and security weaknesses
found during penetration testing.
= Retention of penetration testing results and remediation
activities results for at least 12 months.
A penetration testing methodology is defined, documented, and
implemented by the entity, and includes:
= Industry-accepted penetration testing approaches.
= Coverage for the entire CDE perimeter and critical systems.
= Testing from both inside and outside the network.
= Testing to validate any segmentation and scope- reduction
controls.
= Application-layer penetration testing to identify, at a minimum, . . . .
PP . .y .p . ) g y . Mechanisms exist to require system developers and integrators to . . . .
the vulnerabilities listed in Requirement 6.2.4. Threat Analysis & Flaw . . . Aformal methodology is defined for thorough technical testing
. . . . . create and execute a Security Testing and Evaluation (ST&E) plan, . e .
11.4.1 N/A = Network-layer penetration tests that encompass all Functional Intersects With Remediation During IAO-04 L . . . . 5 that attempts to exploit vulnerabilities and security weaknesses
. . or similar process, to identify and remediate flaws during L
components that support network functions as well as operating Development development via simulated attack methods by a competent manual attacker.
systems. P ’
= Review and consideration of threats and vulnerabilities
experienced in the last 12 months.
= Documented approach to assessing and addressing the risk
posed by exploitable vulnerabilities and security weaknesses
found during penetration testing.
= Retention of penetration testing results and remediation
activities results for at least 12 months.
A penetration testing methodology is defined, documented, and
implemented by the entity, and includes:
= Industry-accepted penetration testing approaches.
= Coverage for the entire CDE perimeter and critical systems.
= Testing from both inside and outside the network.
= Testing to validate any segmentation and scope- reduction
controls.
= Application-layer penetration testing to identify, at a minimum, . . . .
PP . .y .p . ) g y Mechanisms exist to require system developers and integrators to . . . .
the vulnerabilities listed in Requirement 6.2.4. . . . . . Aformal methodology is defined for thorough technical testing
. . . Developer Threat Analysis & develop and implement an ongoing Security Testing and . o ]
11.4.1 N/A = Network-layer penetration tests that encompass all Functional Intersects With . TDA-15 . . o . . 5 that attempts to exploit vulnerabilities and security weaknesses
. . Flaw Remediation Evaluation (ST&E) plan, or similar process, to objectively identify L
components that support network functions as well as operating . —_— . . via simulated attack methods by a competent manual attacker.
and remediate vulnerabilities prior to release to production.
systems.
= Review and consideration of threats and vulnerabilities
experienced in the last 12 months.
= Documented approach to assessing and addressing the risk
posed by exploitable vulnerabilities and security weaknesses
found during penetration testing.
= Retention of penetration testing results and remediation
activities results for at least 12 months.
A penetration testing methodology is defined, documented, and
implemented by the entity, and includes:
= Industry-accepted penetration testing approaches.
= Coverage for the entire CDE perimeter and critical systems.
= Testing from both inside and outside the network.
= Testing to validate any segmentation and scope- reduction
controls.
= Application-layer penetration testing to identify, at a minimum,
the vulnerabilities listed in Requirement 6.2.4. . . . . Aformal methodology is defined for thorough technical testing
) . . . . Mechanisms exist to conduct penetration testing on systems and . o ]
11.4.1 N/A = Network-layer penetration tests that encompass all Functional Intersects With Penetration Testing VPM-07 . 5 that attempts to exploit vulnerabilities and security weaknesses
. . web applications. o
components that support network functions as well as operating via simulated attack methods by a competent manual attacker.
systems.
= Review and consideration of threats and vulnerabilities
experienced in the last 12 months.
= Documented approach to assessing and addressing the risk
p