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a. Develop, and disseminate to |
organization-defined personnemr roles:1. [Setection (one or
more): Organi ! level;

System-level] access control policy thatia. Addresses purpose,
scope, roles,

among izational entities, and
andb. Is consistent with applicable laws, executive orders,
directives, ions, policies, ,and

AC-01 Policy and and2. to facilitate the ion of the access Functional Intersects With
control policy and the associated access controls;b. Designate

g exist to establish,

Cybersecurity & Data maintain and disseminate
yber: y GOv-02 " 5 Low

Protection cybersecurity and data protection

Documentation policies, standards and procedures.

an [Assignment: organization-defined official] to manage the
and dissemination of the access

control policy and procedures; andc. Review and update the
current access control:1. Policy [Assignment: orgamzanon-
defined freq| ] and following [
defined events]; and2. Procedures [Assignment: orgamzatmn-
defined and following I
a. Develop, and di: i to [Assi Mechanisms exist to review the
organization-defined personnemr roles] 1. [Selection (one or cybersecurity and data protection
more): Of i { level; program, including policies, standards
System-level] access comrol policy that:a. Addresses purpose, and procedures, at planned intervals
scope, roles, or if significant changes occur to

ination among izati entities, and i ensure their continuing suitability,
andb. Is consistent with applicable laws, executive orders,
di ' ions, policies, ,and
AC-01 Policy and and2. to facilitate the ion of the access Functional Intersects With
control policy and the associated access controls;b. Designate

Periodic Review & adequacy and effectiveness.

Update of
Cybersecurity & Data
Protection Program

GOV-03 5 Low

an [Assignment; organization-defined offcial] to manage the
and dissemination of the access

control policy and procedures; andc. Review and update the

current access control:1. Policy [Assignment: orgamzanon-

defined frequency] and following [

defined events}; and2. Procedures [Assignment; organization-
defined and following I

a. Develop, and disseminate to |
organization-defined personnel o roles}:1. [Selection (one or
more): Organi: level; level;

System-level] access control policy that:a. Addresses purpose,

scope, roles,

among organizational entities, and
andb. Is consistent with applicabl laws, executive orders,
di , ions, policies, , and ) Mechanisms exist to facilitate the
) ‘ ) Identity & Access ! exist to factitate
AC-01 Policy and and2. to facilitate the of the access Functional Subset Of IAC-01 |implementation of identification and 10 Low
control policy and the associated access controls;b. Designate Management (IAM) access management controls.
an [Assignment: organization-defined official] to manage the
and dissemination of the access
control policy and procedures; andc. Review and update the
current access control:1. Policy [Assignment: orgamzanon-

defined frequency] and following [

defined events] and2. Procedures [Assignment; organization-
defi and following I

Do and document the types of accounts allowed and

specifically prohibited for use within the systerm;b. Assign
account Require [Assij g ion-defined
prerequisites and criteria] for group and role membership;d.
Specify:1. Authorized users of the system;2. Group and role
and3. Access izations (i.e., privi and
[Assignment: organization-defined attributes (as required)] for
each account;e. Require approvals by [Assignment: organization,
defined personnel or roles] for requests to create accounts;f.

Create, enable, modify, disable, and remove accounts in
with [Assi ion-defined policy,

procedures, prerequisites, and cmena] g. Monitor the use of

accounts;h. Notify account managers and [Assignment: Mechanisms exist to revoke user

organization-defined personnel or roles] withini1. [Assignment: | (oL Terminationof |\ o, [access rights ina timely manner, upon s Lo

organization-defined time period] when accounts are no longer Employment termination of employment or
. [Assi ion-defined time period] when contract.

users are terminated or transferred; and3. [Assignment:

AC-02 Account Management

organization-defined time period] when system usage or need-to,
know changes for an individual;i. Authorize access to the system
based on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined attributes (as

required)];j. Rewewaccoums for compliance with account
defined

frequency]ik. Establish and implemem a processfcrcnangmg

shared or group account authenticators (if deployed) when

individuals are removed from the group; andL. Align account
with personnel termination and transfer

. Define and document the types of accounts allowed and
specifically prohibited for use within the system;b. Assign

account Require | defined
prerequisites and criteria] for group and role membership:d.
Specify:1. Authorized users of the system;2. Group and role
and3. Access izations (i.e., privileges) and
[Assignment: organization-defined attributes (as required)] for
each account;e. Require approvals by [Assignment: organization,

defined personnel or roles] for requests to create accounts;f.

Create, enable, modify, disable, and remove accounts in
with [ defined policy,

procedures, prerequisites, and criterial;g. Monitor the use of

) Mechanisms exist to proactively
accounts;h. Notify account managers and [Assignment:

- - . . jovern account management of
organization-defined personnel or roles] within:1. [Assignment: & #

AC-02 Account Management . > Functional | Intersects With | Account Management | IAC-15 |individual, group, system, service, 5 Low
organization-defined time period] when accounts are no longer o
. 5 T o N application, guest and temporary
required;2. [Assignment: organization-defined time period] when ecounts

users are terminated or transferred; and3. [Assignment:
organization-defined time period] when system usage or need-to,
know changes for an individual;i. Authorize access to the system
based on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined attributes (as
required)];j. Review accounts for compliance with account

frequencylik. Establish and implement a process for changing

shared or group account authenticators (if deployed) when

individuals are removed from the group; andL. Align account
with personnel termination and transfer
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a. Define and document the types of accounts allowed and
specifically prohibited for use within the system;b. Assign
account Require [Assi ganization-defined
prerequisites and criteria] for group and role membership;d.
Specify:1. Authorized users of the system;2. Group and role

and3. Access izations (i.e., privi and
[Assignment: organization-defined attributes (as required)] for
each account;e. Require approvals by [Assignment: organization,
defined personnel or roles] for requests to create accounts;f.
Create, enable, modify, disable, and remove accounts in

with [Assi ganization-defined policy,
procedures, prerequisites, and criterial;g. Monitor the use of
accounts;h. Notify account managers and [Assignment:
organization-defined personnel or roles] within:1. [Assignment:

Control Desci

Mechanisms exist to check the validity

Relationsh

AC-02 Account Management \zation-defined b ¢ Functional | Intersects With | Input Data Validation | TDA-18 " 5 Low
organization-defined time period] when accounts are no longer of information inputs.
" . [Assi on-defined time period] when
users are terminated or transferred; and3. [Assignment:
organization-defined time period] when system usage or need-to-
know changes for an individual;i. Authorize access to the system
based on:1. A valid acoess authorization;2. Intended system
usage; and3. [Assignment: organization-defined attributes (as
required)];j. Review accounts for compliance with account
i v ” defined
frequencyl;k. Establish and implement a process for changing
shared or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align account
with personnel and transfer
a. Define and document the types of accounts allowed and
specifically prohibited for use within the system;b. Assign
account Require [ ization-defined
prerequisites and criteria] for group and role membership;d.
Specify:1. Authorized users of the system;2. Group and role
and3. Access izations (i.e., privileges) and
[Assignment: organization-defined attributes (as required)] for
each accountie. Require approvals by [Assignment: organization;
defined personnel or roles] for requests to create accounts;f.
Create, enable, modify, disable, and remove accounts in
with [ ization-defined policy,
procedures, prerequisites, and criterial;g. Monitor the use of Cryptographic mechanisms exist to
accounts;h. Notify account managers and [Assignment: implement strong cryptography and
organization-defined personnel or roles] within:1. [Assignment: Safeguarding Data security protocols to safeguard
AC-02 Account Management | °82M22 P r roles] within:1. [Assig Functional | Intersects With 8 e NET-12 ity pi 8 5 Low
organization-defined time period] when accounts are no longer Over Open Networks sensitive/regulated data during
required;2. [Assignment: organization-defined time period] when transmission over open, public
users are terminated or transferred; and3. [Assignment: networks.
organization-defined time period] when system usage or need-to-
know changes for an individual;i. Authorize access to the system
based on:1. Avalid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined attributes (as
required)];i. Review accounts for compliance with account
frequencyl:k. Establish and implement a process for changing
shared or group account authenticators (if deployed) when
individuals are removed from the group; andL. Align account
with personnel and transfer
‘Account Management | Automated System ‘Automated mechanisms exist to
Support the management of system accounts using ) 3
AC-02(01) Automated System > Syster Functional | Intersects With | Account Management |IAC-15.1 |support the management of system 5 Moderate
Account (Directory Services) ints (e.g., directory services).
Account Management Automated mechanisms exist to
Eomentl|, i omatically [Setection (one): remove; disable] temporary and "
Automated Temporary ' o empore! Removal of Temporary disable of remove temporary and
AC-02(02) emergency accounts after [ g def Equal IAC-15.2 10 Moderate
and Emergency | ° / Emergency Accounts emergency accounts after an
time period for each type of account]. unts atteran
Account -defined time period for
Disable accounts within [Assignment: organization-defined time
period] when the accounts:a. Have expired;b. Are no longer ) ) Automated mechanisms exist to
Account Management | ¢ ib: Arer ) Disable Inactive wtomated m
AC-02(03) o o pog e |associated with a user or individualic. Are n violation of Functional Equal PO IAC-15.3 | disable inactive accounts after an 10 Moderate
isable Accounts ccounts
organizational policy; ord. Have been inactive for [Assignment: organization-defined time period.
defined time period].
‘Automated mechanisms exist to audit
Account Management | ) ' . ' account creation, modification,
~" | Automatically audit account creation, enabling, Automated Audit N
AC-02(04) Automated Audit " " Equal N IAC-15.4 | enabling, disabling and removal 10 Moderate
disabling, and removal actions. Actions ! ! rem
Actions actions and notify organization-
defined personnel or roles.
Mechanisms exist to initiate a session
lock after an organization-defined time
nccount Management | 20U hat users log out when [Assignment: organization- period of inactivity, or upon receiving a
AC-02(05) oty Cgormen|defined time period of expected inactiviy or description of when | - Functional Equal Session Lock IAC-24 |request from a user and retain the 10 Moderate
& to log out]. session lock until the user
reestablishes access using
identification and
Account Management
1anag I L ” defined dynamic privilege ) v
AC-02(06) Dynamic Priviege | 1 ea) Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
a. Establish and administer privileged user accounts in exist to enforce Role-
nccount Management ]| 222C742Ge With [Selestion (one):  role-based access scheme; Based Access Control (RBAC) for
an attribute-based access schemel;b. Monitor privileged role or Role-Based Access Technology Assets, Applications,
AC-02(07) Privileged User ? ) privileg Functional Equal 1AC-08 inatogy pplicati 10 Not Selected
e attribute assignments;c. Monitor changes to roles or attributes; Control (RBAC) Services and/or Data (TAASD) to
andd. Revoke access when privileged role o attribute restrict access to individuals assigned
are no longer appropriate. soecific roles with legitimate business
Account Management
1anag | create, activate, manage, and ivate [ ) v
AC-02(08) Dynamic Account ‘ Functional | notrelated to N/A N/A |No applicable SCF control 0 Not Selected
organization-defined system accounts] dynamically.
‘Account Management | ! Mechanisms exist to authorize the use
e Only permit the use of shared and group accounts that meet .
AC-0209) Restrictions on Use of | . e o mee ol Restictions on Shared | |~ _of shared/group accounts only under N Not Selectad
- L T ~19.. . . .
Shared and Group d Groups / Accounts certain organization-defined
shared and group accounts]. "
Accounts conditions.
AC-02(10) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
ncoount Management]| MO ization-defined ci Automated mechanisms exist to
AC-02(11) e el andror usage conditions] for [Assi ganization-defined Equal Usage Conditions | IAC-15.8 |enforce usage conditions for users 10 High
i
& system accounts]. and/or roles.
Mechanisms exist to utilize User &
a. Monitor system accounts for [Assignment: organization- Entity Behavior Analytics (UEBA)
ccount Management| 1 0 ol T ert aypicnl wano of yetem and/or User Activity Monitoring (UAM)
AC-02(12) Account Monitoring for N m" usagel; andb. Feport atypioal o somelyor Functional Equal Anomalous Behavior | MON-16 |solutions to detect and respond to 10 High
un & 8¢ T
AtypicalUsage | 7% anomalous behavior that could
i indicate account compromise or other
activities.
Mechanisms exist to expedite the
Account Management || Disable accounts of individuals within [Assiy & i Rk RS F":,C,ejs °l' ’e"'"‘"”‘i hT‘ghhHSKL
igh- - |individuat's access to Technoloy
AC-02(13) Disable Accounts for |defined time period] of discovery of [ Functional | Intersects With en- ! cee nnology 5 Moderate
Terminations 092 |Assets, Applications, Services and/or

High-risk Individuals

defined significant risks].

Data (TAASD) upon termination, as

determined bv
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) o o Mechanisms exist to disable accounts
Account Management || Disable accounts of within [/ & Account Disabling e, e
ccount Disabling for immediately upon notification for
AC-02(13) Disable Accounts for |defined time period] of discovery of [ Functional | Intersects With | 00U PISabingfor |, o g ¢ el upon notfieat 5 Moderate
isable Avcour ined time period] High Risk Individuals users posing a significant risk to the
High-risk Individuals |defined significant risks]. |
- ) Mechanisms exist to enforce Logical
Enforce approved authorizations for logical access to rocoss Comral (LAY oot
ccess Contro ermissions tha
AC-03 Access Enforcement |information and system resources in accordance with Functional | Intersects With | Access Enforcement | 1AC-20 A®) pormi 5 Low
N conform to the principle of "least
applicable access control policies. nform
privilege.
Cryptographic mechanisms exist to
implement strong cryptography and
Enforce approved authorizations for logical access to Sateguarding Data se:u”, mmmig:ﬂff uz ;
r
AC-03 Access Enforcement |information and system resources in accordance with Functional | Intersects With € e NET-12 ty p g 5 Low
e Over Open Networks sensitive/regulated data during
applicable access control policies. e "
transmission over open, public
network
Enforce approved authorizations for logical access to
Mechanisms exist to check the validi
AC-03 Access Enforcement |information and system resources in accordance with Functional | Intersects With | Input Data Validation | TDA-18 | " v 5 Low
e of information inputs.
access control policies.
AC-03(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
o ) o Mechanisms exist to enforce a two-
ocess Enf 1) |Enforee dual authorizaton or Assignment: organization- e e
(ccess Enforcemen - | person rute for implementing changes
AC-03(02) cementl | yofined privileged and/or other organi defined |  Functional | Intersects With |  Two-Person Rule person rule for imp! ing chang 5 Not Selected
Dual Authorization |0 12,1 [to sensitive Technology Assets,
- and/or Services (TAAS).
Enforce dual authorization for [Assignment: organization- - ‘Automated mechanisms exist to
Access Enforcement | |1 o0 94 " ) ) | Duat Authorization for )
AC-03(02) ’ defined privileged and/or other defined | Functional | Intersects With 1AC-20.5 | enforce dual authorization for 5 Not Selected
Dual Authorization | Privileged Commands o
actions].
Enforce [Assi ganization-defined yaccess
control policy] over the set of covered subjects and objects
specified in the policy, and where the policy:a. Is uniformly
enforced across the covered subjects and objects within the
system;b. Specifies that a subject that has been granted access
to information is constrained from doing any of the following; 1.
Passing the information to unauthorized subjects or objects;2.
Access Enforcement | | Granting its privileges to other subjects;3. Changing one or more
AC-03(03) Mandatory Access |security attributes (specified by the policy) on subjects, objects, |  Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Control the system, or system components;4. Choosing the security
attributes and attribute values (specified by the policy) to be
associated with newly created or modified objects; ands.
Changing the rules governing access control; ande. Specifies
that [Assignment: organization-defined subjects] may explicitly
be granted [Assignment: organization-defined privileges] such
that they are not limited by any defined subset (or all) of the
above
Enforce [Assi ganization-defined discretionary access
control policy] over the set of covered subjects and objects
specified in the policy, and where the policy specifies that a
subject that has been granted access to information can do one
Access Enforcement | ¢ of the following:a. Pass the information to any other
r mor a. i
AC-03(04) Discretionary Access | ! g:a. Pa v Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
o subjects or objects;b. Grant ts privileges to other subjects;c.
Change security attributes on subjects, objects, the system, or
the system’s components;d. Choose the security attributes to
be associated with newly created o revised objects; ore.
Change the rules governing access control.
‘Access Enforcement| | Prevent access to [Assignment: organization-defined security-
AC-03(05) Security-relevant | relevant information] except during secure, non-operable Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Information system states.
AC-03(06) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Enforce a role-based access control policy over defined subjects
Access Enforcement| | | /' iects and control access based upon [Assignment
r i :
AC-03(07) Role-based Access Jec P! g Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
organization-defined roles and users authorized to assume such
Control
roles].
Enforce the revocation of acoess authorizations resulting from
Access Enforcement| | . s to the security attributes of subjects and objects based Revocation of Access Mechanisms exist to revoke logical
ri i
AC-03(08) Revocation of Access " Y > i °bl Functional Equal " IAC-20.6 logl 10 Not Selected
ne on [Assignment: organization-defined rules governing the timing Authorizations and physical access authorizations.
Authorizations )
of of access
Release information outside of the system only if:a. The receiving| ‘Automated mechanisms exist to
[Assignment: organization-defined system or system validate cybersecurity and data
Access rovides [ ization-defined DCH- | protection attributes prior to releasin
AC-03(09) ! P! > orea ' Functional Equal Controlled Release pr pri ing 10 Not Selected
Controlied Release Is]; andb. [ defined controls] are 03.3 |information to external Technology
used to validate the appropriateness of the information Assets, Applications and/or Services
i for release. TAAS).
‘Access Enforcement
P i e I | Employ an audited override of automated access control
udited Override o
AC-03(10) under [Assi on-defined Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Access Control ' oreana o
‘ by [ defined roles].
‘Access Enforcement | " Mechanisms exist to configure
Restrict Access to | Restrict to dat i Sensitive./ Regulated Technology Assets, Applicati
estrict Access to estrictaccess todatar itori [ ‘echnolo; \ssets, ications
AC-03(11) o ! ota © data reposit Y Functional Equal Data Access. CFG-08 ey pplicati 10 Not Selected
Specific Information | organization-defined information types]. PR and/or Services (TAAS) to restrict
Types access to sensitive/regulated data.
a. Require applications to assert, as part of the installation
rocess, the access needed to the following system applications
Access Enforcement | :nd functions: [Assignment: organization dgeﬁ)rl\ed s sfe':n
: [Assi : or ion-
AC-03(12) Assertand Enforce o p v Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
an rovide an
Application Access
PP mechanism to prevent unauthorized access; andc. Approve
access changes after initial i ion of the
‘Access Enforcement | | Enforce attribute-based access control policy over defined
AC-03(13) Attribute-based | subjects and objects and control access based upon Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Access Control__|[Assij ion-defined attributes to assume access
Mechanisms exist to provide
authenticated data subjects the ability
to:
(1) Access their Personal Data (PD)
thatis being processed, stored and
shared, except where the burden, risk
or expense of providing access would
be disproportionate to the benefit
offered to the data subject through
granting access;
Provide [Assi S smslto (2) Obtain answers on the specifics of
0318 Access Enforcement | |enable individuals to have access tothe following elements of | (= ol Data Subject o0 how their PD s collected, received, o Not Selocted
" i - :
Individual Access  |their i ion: [Assi a Empowerment processed, stored, transm}lt!ed‘
organization-defined elements]. shared, updated and/or disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD
being collected, received, processed,
stored and shared;
(5) Request correction to their PD due
to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting,
receiving, processing, storing,
transmitting, updated and/or sharing
o shair o1
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AC-03(15)

Access Enforcement |
Discretionary and

a. Enforce [Assignment: organization-defined mandatory access
control policy] over the set of covered subjects and objects

specified in the policy; andb. Enforce [Assi &

not related to

N/A

N/A

Control Desci

No applicable SCF control

Relationsh

Not Selected

Mandatory Access | Poo o0 " the! )
o defined discretionary access control policy] over the set of
covered subiects and obiects specified in the policy.
Mechanisms exist to design,
Enforce approved authorizations for controlling the flow of ! isms exi slg
) approve Data Flow implement and review firewall and
Information Flow |information within the system and between connected systems ) andre
AC-04 ' on e Functional Equal Enforcement - Access | NET-04 |router configurations to restrict 10 Moderate
Enforcement  |based on | defined flow °
Control Lists (ACLs) connections between untrusted
control policies].
networks and internal systems.
) Use [Assignment: organization-defined security and privacy Mechanisms exist to assoclate
Information Flow ’ . P ty attributes with informati
with [ security attributes with information,
Enforcement | Object Object Securi
AC-04(01) ement| Object | ation, source, and destination objects] to enforce Functional Equal ) Y |NET-04.2]source and destination objects to 10 Not Selected
Security and Privacy " S Attributes i
et [ defined flow control enforce defined information flow
policies] as a basis for flow control decision control con as a basis for
Information Flow | Use protected processing domains to enforce [Assignment:
AC-04(02) | defined on flow control policies] as a Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Processing Domains_|basis for flow control decisions.
Information Flow
Enforcement| | Enforce [Assignment: organization-defined information flo
AC-04(03) 3 I ree [Assig rganizati ined information flow Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Dynamic Information |control policies].
Flow Control
Prevent encrypted from bypassing [
Flow ization-defined i on flow control isms] by
Enforcement | Flow | [Selection (s ): decrypting the information; block Content Check for Mechanisms exist to prevent
nforcement | Flow | [Selection (one or more): decrypting the information; blockin ) nten . )
AC-04(04) vping e Functional Equal NET-04.3encrypted data from bypassing 10 High
Control of Encrypted | the flow of the encrypted information; terminating Encrypted Data ? °
° ) ° content-checking mechanisms.
Information communications sessions attempting to pass encrypted
i ! ization-defined procedure or
Information Flow ) ) . Mechanisms exist to enforce
Enforce [/ & defined on ) ! )
AC-04(05) Enforcement | o Functiona Equal  |Embedded Data Types [NET-04.4|limitations on embedding data within 10 Not Selected
embedding data types within other data types.
Data Types other data types.
Information Flow 1 .\ e information flow control based on [Assignment: Mechanisms exist to enforce
AC-04(06) Enforcement | ce informart gnment: Functional Equal Metadata NET-04.5 information flow controls based on 10 Not Selected
organization-defined metadatal.
Metadata
Information Flo
rmat " | Enforce one-way i flows through hardware-based i
AC-04(07) Enforcement | One- Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
flow control mechanisms.
way Flow
a. Enforce information flow control using [Assignment:
Iformation Flow | CTEaNIZation-defined securityor privacy policy fitters] as a basis Automated mechanisms exist to
for flow control decisions for [Assignment: organization-defined o evaluate access requests against
Enforcement | Security ° > " ) Policy Decision Point ) ¢
AC-04(08) o oty |Information flovs]; andb. [Setestion (one or more): Block; Strip; | Functional Equal o NET-04.7 | established criteria to dynamically and| 10 Not Selected
F,“eys Y | Modify; Quarantine] data after a filter processing failure in uniformly enforce access rights and
ilter
with [ ization-defined security or permissions.
privacy polieyl.
Mechanisms exist to enforce the use
Information Flow | Enforce the use of human reviews for [Assignment: organization- o 1Sms ext o " e L: .
of human reviews for Access Control
AC-04(09) Enforcement | Human |defined information flows] under the following conditions: Functional Equal Human Reviews  |NET-04.6(°" or 10 Not Selected
' ! ‘ Lists (ACLs) and similar rulesets on a
Reviews ! defined > (ACLS)
routine basis.
Information Flow | Provide the capability for privileged administrators to enable and
Enforcement | Enable |disable [Assignment: organization-defined security or privacy
AC-04(10) ement| able [Assig & ! "y or privacy Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
and Disable Security |policy filters] under the following conditions: [Assignment:
or Privacy Policy Filt ion-defined conditionsl.
Information Flow
Enforcement| | Provide the capability for privileged administrators to configure
AC-04(11) Confi of |Assi on-defined security or privacy policy Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Security or Privacy | filters] to support different security or privacy policies.
Policy Filters
Automated mechanisms exist to utilize
) When transferring information between different security amec °
information Flow | erganvation-dotied dot tyne data type identifiers to validate data
AC-04(12) Enforcement [ Data |00 Ssignment: org P Functional Equal Data Type Identifiers |NET-04.8essential for information flow 10 Not Selected
o identifiers] to validate data essential for information flow ° !
Type Identifiers ! decisions when transferring
decisions. °
information between different securit
Automated mechanisms exist to
Information Flow "  existio
When transferring information between different security ! decompose information into policy-
Enforcement| | i, into Pecomposition into elevant subcomponents fol
) rmation into | relevant su v
AC-04(13) Decomposition into ns, decomi " Functional Equal Policy-Related  |NET-04.9 P 10 Not Selected
defined policy-rel for submission to policy enforcement
Policy-relevant " Subcomponents ! "
to policy mechanisms, when transferring
Subcomponents ! ! )
information between different security
Flow |When i ion between different security
Enforcement | Security |domains, [Assi defined securi )
AC-04(14) " | Security ! s U1 Eunctional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
or Privacy Policy Filter |or privacy policy filters] requiring fully enumerated formats that
Ce restrict data structure and content.
) When transferring information between different security ‘Automated mechanisms exist to
Information Flow ) "
domains, examine the information for the presence of ) implement security policy filters
Enforcement | rmation " Detection of e B o
[ . y - [requiring fully enumerated formats
AC-04(15) Detection of Functional Equal Unsanctioned quiring fully 10 Not Selected
° and prohibit the transfer of such information in accordance with ! 04.10 |that restrict data structure and
Unsanctioned ’ ! Information ¢
> the [ defined security or privacy content, when transferring information
ronmaen policyl. between different securitv domains.
AC-04(16) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Automated mechanisms exist to
Information Flow | Uniquely identify and authenticate source and destination Gross Domai - Y by dontty C‘i " x“ ’
ross Domain - |uniquely identify and authenticate
AC-04(17) Enforcement | Domain | points by [Selection (one or more): organization; system; Functional Equal quely ° 10 Not Selected
R N 3 Authentication 04.12 |source and destination points for
service; for transfer. )
information transfer.
AC-04(18) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Information Flow | When transferring information between different security Ner. | Automated mechanisms existto apply
AC-04(19) Enforcement| | domains, i [ ization-defined security | Functional Equal Metadata Validation | " " |eybersecurity and/or data protection 10 Not Selected
Validation of Metadata |or privacy policy fiters] on metadata 13 fitters on metadata
Automated mechanisms exist to
examine information for the presence
Information Flow  |Employ [Assignment: organization-defined solutions in approved xamine Information for the pre
! ‘ ) NET- [of unsanctioned information and
AC-04(20) Enforcement| | configurations] to control the flow of Functiona Equal Approved Solutions 10 Not Selected
° ) 04.11 | prohibits the transfer of such
Approved Solutions | defined information] across security domains. f
information, when transferring
information between different securit
Mechanisms exist to ensure network
Information Flow | Separate information flows logically or physically using architecture utilizes network
Physical |[Assi on-defined isms and/or Network isolate T
AC-04(21) | Phy: § Functional Equal NET-06 n toisolate > 10 Not Selected
or Logical to ! defined (macrosegementation) Assets, Applications and/or Services
of Information Flows | required separations by types of information]. (TAAS) to protect from other network
) Provide access from a single device to computing platforms,
Information Flow | ations, or data residing in multiple different secur
ications, or data residing in multiple differ uri '
AC-04(22) Enforcement | Access | 2°P : siding in multip! y Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
o domains, while preventing information flow between the
v different security domains.
Information Flow
Enformement | Modity |/en Fansterting nformation between diferent security
e i
AC-04(23) e |domains, modify non-releasable nformation by implementing | Functional | notrelated to N/A N/A |No applicable SCF control 0 Not Selected
on-releasable
defined modi action].
When transferring information between different security
InformationFlow |+ ains, parse incoming data into an internal normalized
ins, parse incomi into an internal normaliz '
AC-04(24) Enforcement | Internal P . Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected

Normalized Format

format and regenerate the data to be consistent with its intended
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Control Desci Relationshi Baseline
Mechanisms exist to:
(1) Retain Personal Data (PD),
including metadata, for an
organization-defined time period to
When transferring information between different security fulfill the purpose(s) identified in the
domains, sanitize data to minimize [Selection (one or more): notice or as required by law;
Information Flow | e S50 - oot porsonal Dt
elivery of malicious content, command and control o ) ersonal Data
AC-04(25) Enforcement | Data very > N Functional Equal : PRI-05 | (2) Disposeof, destroys, erases, 10 Not Selected
ot 121 | malicious code, malicious code augmentation, and Retention & Disposal and/or anonymizes the PD, regardless
i
steganography encoded data; spillage of sensitive information] of the method of storage; and
in with [Assiy ganization-defined policy]. (3) Use organization-defined
techniques or methods to ensure
secure deletion or destruction of PD
(including originals, copies and
archived recards)
Information Flow | When transferring information between different security
AC-04(26) Enforcement | Audit |domains, record and audit content filtering actions and results | Functional | not related to N/A N/A  |No applicable SCF control 0 Not Selected
Filtering Actions __|for the i ion being filtered.
Information Flow | When transferring information between different security
Enforcement domains, implement content filtering solutions that provide
AC-04(27) ! imp| g solutl provi Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
and filtering for each data
nt Filtering type.
ion Flow | When i ion between different security
AC-04(28) Enforcement | Linear |domains, implement a linear content filter pipeline thatis Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Filter Pipelines | enforced with discretionary and mandatory access controls.
When transferring information between different security
Information Flow | domains, employ content filter orchestration engines to ensure
AC-04(29) Enforcement | Filter |that:a. Content filtering mechanisms successfully complete Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Orchestration Engines |execution without errors; andb. Content filtering actions ocour in
the correct order and comply with izati
Information Flow
o {Fier. |/hen transferringinformation between diferent security
nforcement | Filter
AC-04(30) e ainy_|domains, implement content fittering mechanisms using Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
i i
% | multiple processes.
Multiple Processes
Information Flow
o ot |Vhen ransferringnformation between diferent security
nforcement | Faile
AC-04(31) domains, prevent the transfer of failed content to the receiving | Functional | not related to N/A N/A  |No applicable SCF control 0 Not Selected
Content Transfer !
¢ domain.
Prevention
When transferring information between different security
Information Flow | domains, the process that transfers information between filter
Enforcement | Process |pipelines:a. Does ot filter message content;b. Validates flterin ) '
AC-04(32) ment| pipeli iter g \dates fitering| ¢ ctional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Requirements for | metadatasc. Ensures the content associated with the filtering
Information Transfer | metadata has successfully completed filtering; andd. Transfers
the content to the filter pipeline.
a. Identify and [Assi ion-defined
Mechanisms exist to check the validi
AC-05 Separation of Duties |duties ofindividuals requiring separationl; andb. Define system | Functional | Intersects With | Input Data Validation | TDA-1g || 5" o8 €45 10 v 5 Moderate
rmati .
access authorizations to support separation of duties. P
o Identify and 0 o ot | o Mechams:ﬂ: ex\sttf enfc:ceah!wc-
ual Authorization for - |person rute for implementing changes
AC-05 Separation of Duties |duties of individuals requiring separation]; andb. Define system | Functional | Intersects With person rule for imp! ing chang 5 Moderate
dua y Change 043 |to critical Technology Assets,
access authorizations to support separation of duties. N
and/or Services (TAAS).
Cryptographic mechanisms exist to
implement strong cryptography and
2. dentify and [hssi fon-defined Safeguarding Data se:ur\’ romcotgs(vray:af: ugj
r
AC-05 Separation of Duties |duties of individuals requiring separation; andb. Define system | Functional | Intersects With guarding NET-12 P 8 5 Moderate
! ¢ Over Open Networks sensitive/regulated data during
access authorizations to support separation of duties. el "
transmission over open, public
network
) ) ) Mechanisms exist to implement and
a. Identity and ! defined Separation of Duties maintain Separation of Duties (SoD) to
rati i i
AC-05 Separation of Duties |duties of individuals requiring separation]; andb. Define system |  Functional | Intersects With | > HRS-11 parati )t 5 Moderate
! ¢ (SoD) prevent potential inappropriate activity
access authorizations to support separation of duties. " !
without collusion.
Mechanisms exist to utilize the
concept of least privilege, allowin
Employ the principle of least privilege, allowing only authorized . p!h . privi g‘ ng
only authorized access to processes
AC-06 LeastPrivilege | accesses for users (or processes acting on behalf of users) that | Functional | Intersects With | LeastPrivilege | 1AC-21 |°". s to pro 5 Moderate
0o85eS ehat necessary to accomplish assigned
are necessary to accomplish assigned organizational tasks. ) !
tasks in accordance with
i business functions.
— » ) ) Mechanisms exist to enforce Logical
Employ the principle of least privilege, allowing only authorized ocoss Comral LAY oot
ccess Contro ermissions tha
AC-06 LeastPrivilege  |accesses for users (or processes acting on behalf of users) that |  Functional | Intersects With | Access Enforcement | IAC-20 A®) pormi 5 Moderate
5 ; e conform to the principle of "least
are necessary to accomplish assigned organizational tasks. nform
privilege.
Authorize access for [Assignment: organization-defined
Least Privilege | . ]‘[ e ganization-defined Authorive Accoss Mechanisms exist to limit access to
or roles] to:a. [ defined 5 uthorize Access to 5
AC-06(01) Authorize Access to ‘ ! > Functiona Equal ! IAC-21.1 | security functions to explicitly- 10 Moderate
security functions (deployed in hardware, software, and Security Functions >
Security Functions | ’ : authorized privileged users.
andb. defined security-
Require that users of system accounts (or roles) with access to Mechanisms exist to prohibit
Least Privilege | Non- [Aq_" . !y v © " )‘ ‘ Non-Privileged Access B ; prof -
ssignment: organization-defined security functions or security- rivileged users from using privileges
AC-06(02) privileged Access for gnment: orea od seaurity Y Functional Equal for Non-Security | 1AC-21.2| PV 88 use! ng priviieg 10 Moderate
! 1" | retevant information] use non-privileged accounts or roles, when > accounts, while performing non-
Nonsecurity Functions " 3 Functions 3
accessing nonsecurity functions. security functions.
Mechanisms exist to authorize remote
Authorize network access to [Assignment: organization-defined access to perform privileged
Least Privilege | ’ commands on critical Technology
AC-06(03) Network Access to | P71128%4 ontyfor, Equal NetworkAceess to |\ 1 ¢ | sets, Applicati d/or Servi 10 High
. " 21, i
Ne defined needs] and the a Privileged Commands ssets, Applications and/or Services g
Privileged Commands ) ) (TAAS) or where sensitive/regulated
rationale for such access in the security plan for the system. °
data is stored, transmitted and/or
only for
Least Privilege | ) ) )
Provide separate processing domains to enable finer-grained
AC-06(04) Separate Processing > separate procossing @ Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
° allocation of user privileges.
Domains
Mechanisms exist to restrict the
Least Privilege| | Restrict privileged accounts on the system to [Assignment: Managament Anproval assignment of privileged accounts to
AC-06(05) e et privileges : Functional Equal ForPrivileged  |1AC-21.3 10 Moderate
Privileged Accounts | organization-defined personnel or roles]. FS, management-approved personnel
and/or roles.
Least Privilege | - -
o e Pronibit prvicged tothesystom vational Privileged Access by Mechanisms exist to prohibit
rivileged Access by | Prohibit privileged access to the system by non-organizational
AC-06(06) ged Access by privileg ¥ Y & Functional Equal Non-Organizational | IAC-05.2 | privileged access by non- 10 Not Selected
Non-organizational ~|users. eed
Users organizational users.
Users
o Rovien . efined frequency] he Mef:ha:;sms e)iw’s(m perfodic::ly-
review the privileges assigned to
» ~privileges assigned to [Assignment: organization-defined roles or ) review the privileges assig
Least Privilege | Review ’ o ) Periodic Review of individuals and service accounts to
AC-06(07) ° classes of users] to validate the need for such privileges; andb. | Functional Equal " iac17 M un 10 Moderate
of User Privileges idate the Account Privileges validate the need for such privileges
Reassign or remove privileges, if necessary, to correatly reflect "
YN orremove ' and reassign o remove unnecessary
organizational mission and business needs.
as necessary.
Automated mechanisms exist to
Least Privilege| | Prevent the following software from executing at higher privilege privitege Lovels for e oting at
rivilege Lev reve r i
AC-06(08) Privilege Levels for | levels than users executing the software: [Assignment: Functional Equal & ‘ 1ac-21.7|P PP 2 10 Not Selected
! Code Execution higher privilege levels than the user's
Code Execution |organization-defined software]. en
Least Privilege | Lo Auditing Use of Mechanisms exist to audit the
AC-06(09) lege |LOg || - the execution of privileged functions. Functional Equal ting Use 0 IAC-21.4 " xis tehe 10 Moderate
Use of Privileged Privileged Functions execution of privileged functions.
» Mechanisms exist to prevent non-
Least Privilege | . o -
Prohibit Non-privileged | Prevent non-privileged users from executing privileged Prohibt Non Prhitaged privileged users from executing
AC-06(10) privileg ! privileg privileg Functional Equal Users from Executing | IAC-21.5 |privileged functions to include 10 Moderate
Users from Executing |functions. er ' ! > )
v Privileged Functions disabling, circumventing or altering
Privileged Functions ¢
security.
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a. Enforce a limit of [Assignment: organization-defined number]
consecutive invalid logon attempts by a user during a
[Assignment: organization-defined time period]; andb.
Automatically [Selection (one or more): lock the account or node

Control Desci

Mechanisms exist to enforce a limit for
consecutive invalid login attempts by a
user during an organization-defined

Relationsh

L Logon |for an [Assi on-defined time period]; lock the ) h :
AC-07 & ° time period] Functional Equal AccountLockout | IAC-22 |time period and automatically locks 10 Low
Attempts account or node unti released by an administrator; delay next )
; tper [Assi . ton-defined de the account when the maximum
ogon prompt per [Assignment: organization-defined dela
£on prompt p e & Y number of unsuccessful attempts is
algorithm]; notify system administrator; take other [Assignment: exceeded
organization-defined action]] when the maximum number of :
attempts is exceeded
AC-07(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Purge or wipe ion from [
Unsuccessful Logon | defined mobile devices] based on [Assignment: organization- Mechanisms exist to remotely purge
AC-07(02) Attempts | Purge or | defined purging or wiping requi and techniques] after Equal Remote Purging | MDM-05 [selected information from mobile 10 Not Selected
Wipe Mobile Device | [Assi ization-defined number] i devices.
device logon attempts.
UnsuccessfulLogon | ;i o niimber of unsuccessful biometric logon attempts to
AC-07(03) Attempts | Biometric |- unsuccess & P Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
o [Assignment: organization-defined number].
Attempt Limiting
a. Allow the use of [Assignment: organization-defined
authentication factors] that are different from the primary
Unsuccessful Logon |authentication factors after the number of organization-defined
Attempts | Use of | consecutive invalid logon attempts have been exceeded; andb. ) '
AC-07(04) pts | ! g pts have * Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Alternate Enforce a limit of [Assignment: organization-defined number]
Authentication Factor |consecutive invalid logon attempts through use of the alternative
factors by a user during a [Assignment: organization-defined
time period.
a. Display [Assignment: organization-defined system se
notification message o banner] to users before granting access
to the system that provides privacy and security notices
consistent with applicable laws, executive orders, directives,
policies, standards, and guidelines and state that:1.
Users are accessing a U.S. Government system;2. System usage
may be monitored, recorded, and subject to audit;3. Mechanisms exist to utilize system use
Unauthorized use of the system is prohibited and subject to notification / logon banners that
SystemUse |criminaland civil penalties; andd. Use of the system indicates System Use display an approved system use
AC-08 ntow | consent to monitoring and . Retain the Functiona Equal Notification (Logon | SEA-18 [notification message or banner before 10 Low
message or banner on the screen until users acknowledge the Banner) granting access to the system that
usage conditions and take explicit actions to log on to or further provides cybersecurity and data
access the system; andc. For publicly accessible systems:1. protection notices.
Display system use information [Assignment: organization-
defined conditions], before granting further access to the
publicly accessible system;2. Display references, f any, to
monitoring, recording, or auditing that are consistent with
privacy accommodations for such systems that generally
brohibit those activities: and3. Include a of the
Mechanisms exist to configure
systems that process, store or
Previous Logon | Notify the user, upon successful logon to the system, of the date Previous Logon transmit sensitive/regulated data to
AC-09 ous Log Y P ¢ v Functional Equal o Log sea-19 | 2" e 10 Not Selected
Notification ~|and time of the last logon. Notification notify the user, upon successful logon,
of the number of unsuccessful logon
attempts since the last
Previous Logon
revious Log Notify the user, upon successful logon, of the number of )
AC-08(01) Notification | Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
unsuccessful logon attempts since the last successful logon.
! Logons
Previous Logon | Notify the user, upon successful logon, of the number of
Notification Selection (one): successful logons; unsuccessful logon ) '
AC-09(02) eation | L (one) & ¢ & Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
and  |attempts; both] during [ defined time
L Logons |period].
Previous Logon | Notify the user, upon successful logon, of changes to
o o i Suceess D8O, O Fhanees
AC-09(03) ok Y Functional | notrelated to N/A N/A  |No applicable SCF control o Not Selected
of Account istios or of the user’s account] during
Changes [Assi ization-defined time period].
Previous Logon | Notify the user, upon successful logon, of the following
AC-09(04) ification | dditionalinformation: [Assi ganization-defined not related to N/A N/A  |No applicable SCF control o Not Selected
Additional Logon __|additional informationl.
——[Limitthe number of concurrent sessions for each [Assignment: ) exist to imit the number
Concurrent Session " ) c ession )
AC-10 i organization-defined account and/or account type] to Functional Equal o IAC-23  |of concurrent sessions for each 10 High
! i defined number]. system account.
Mechanisms exist to initiate a session
a. Prevent further access to the system by [Selection (one or ! ‘
" ¢ ) ‘ lock after an organization-defined time
more): initiating a device lock after [Assignment: organization- kafter an ores a!
o . o o - period of inactivity, or upon receiving a
defined time period] of inactivity; requiring the user to initiate a ) 3 .
AC-11 Device Lock Functional | Intersects With Session Lock IAC-24 |request from a user and retain the 5 Moderate
device lock before leaving the system unattended]; andb. Retain ¢ !
session lock until the user
the device lock until the user reestablishes access using ) °
) o S reestablishes access using
P identification and
Mechanisms exist to implement
Device Lock| Pattern- | Conceal, via the device lock, information previously visible on ) Pattern-Hidin attern-hiding displays to conceal
AC-11(01) ce Lock| ) ‘ > lock ation p; Y Functional Equal ° % |iac24.1|" hiding displaysto 10 Moderate
hiding Displays | the display with a publicly viewable image. Displays information previously visible on the
display during the session lock.
‘Automated mechanisms exist to log
Automatically terminate a user session after [Assignment: out users, both locally on the network
AC-12 Session Termination | organization-defined conditions or trigger events requiring Functional Equal Session Termination | IAC-25 |and for remote sessions, at the end of 10 Moderate
session disconnect]. the session or after an organization-
defined period of inactivity.
Mechanisms exist to provide a logout
s . 1ion| | Provide 2 ogout capabity for user-initated commurications Usor Intioted Logout. A provi . !g
ession Termination ser-Initiated Logouts capability and display an explici
AC-12(01) lon | sessions whenever authentication is used to gain access to Functional Equal Logouts |, ¢ 5,1 | CAPADILtY playan exp 10 Not Selected
User-initiated Logouts | o authentication i ° /Message Displays logout message to users indicating the
- = reliable termination of the session.
Session Termination | | Display an explicit logout message to users indicating the
AC-12(02) I/ Disptay an explicit log & s Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Message of sessions.
Session Termination | | Display an explicit message to users indicating that the session
AC-12(03) TimeoutWarning ~ |will end in [Assignment: organization-defined time untilend of | Functional | not relatedto N/A N/A  |No applicable SCF control 0 Not Selected
Message session].
AC-13 Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
a. Identify [Assignment: organization-defined user actions] that
ify [Assig gank ined u ons] Mechanisms exist to identify and
) can be performed on the system without identification or ' )
Permitted Actions s Permitted Actions document the supporting rationale for
AC-14 Without Identification ! o " i Functional Equal Without Identification | IAC-26 |specific user actions that can be 10 Low
business functions; andb. Document and provide supporting °
or Authentication > X N or Authorization performed on a system without
rationale in the security plan for the system, user actions not \dentification or .
requiring identification or i
AC-14(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
AC-15 Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
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Control Desci

Relationsh

a. Provide the means to associate [Assignment: organization-
defined types of security and privacy attributes] with
[Assignment: organization-defined security and privacy attribute
values] for information in storage, in process, and/or in
transmission;b. Ensure that the attribute associations are made
and retained with the information;c. Establish the following R
e sasutty ant brivacy st utes from the st Mechanisms exist to bind
) permitted security and privacy attributes from the attributes
Security and Privac Cybersecurity & Data cybersecurity and data protection
AC-16 v Y| defined in AC-16a for [Assi ganization-defined Equal V! vy peH-0s |V v P! 10 Not Selected
Attributes N - Protection Attributes attributes to information as it is stored,
systems]: [Assignment: organization-defined security and )
N transmitted and processed.
privacy attributes];d. Determine the following permitted
attribute values or ranges for each of the established attributes:
[Assignment: organization-defined attribute values or ranges for
established attributeslie. Audit changes to attributes; andf.
Review [Assignment: organization-defined security and privacy
utes] for anpticabil e
Mechanisms exist to dynamically
Dynamically associate security and privacy attributes with associate cybersecurity and data
Security and Pri Assignment: organization-defined subjects and objects] i tributes with
ecurity and Privacy | [Assignment: rganization-defincd subjects and objects] in ‘ oynamicattibute | DCH- fion attrbutes with in
AC-16(01) Attributes | Dynamic  |accordance with the following security and privacy policiesas | Functional Equal et oe1|and obiects as information s created, 10 Not Selected
Attribute Associ i ionis created and combined: [Assi ganizati "1 | combined, or transformed, in
defined security and privacy policies]. accordance with organization-defined
ity and data privacy
Mechanisms exist to provide
Security and Privac authorized individuals (or processes
Y Y| Provide authorized individuals (or processes acting on behalf of Attribute Value ! als for
Attributes | Attribute | o ,, ) | DCH-  [acting on behalf of individuals) the
AC-16(02) individuals) the capability to define or change the value of Functional Equal |Changes By Authorized , 10 Not Selected
Value Changesby | o - ted security and privacy attributes. Individuals 052 |capability to define or change the
Authorized Individuals privacy g value of associated cybersecurity and
data attributes.
Security and Pri
wendPrvacy | ) Mechanisms exist to maintain the
Attributes | Maintain the and integrity of [ Maintenance of s sttom
) o e ) ’ ) DCH-  |association and integrity of
AC-16(03) of defined security and privacy attributes] to Functional Equal Attribute Associations 10 Not Selected
' y ! 053 |cybersecurity and data protection
Attribute [ defined subjects and objects]. By System ¢
attributes to individuals and objects.
by System
) Mechanisms exist to provide the
Security and Privacy | ’ ) ) ) " )
Arones | Provide the capability to associate [Assignment: organization- Assoiation of capability to associate cybersecurity
ribu fati
defined security and privacy attributes] with [Assignment: ) DCH- |and data protection attributes with
AC-16(04) Association of ¢ ) Functional Equal Attributes By ane e ! ! 10 Not Selected
PR organization-defined subjects and objects] by authorized At | 084 |individuals and objects by authorized
ibu
! 'Y individuals (or processes acting on behalf of individuals). individuals (or processes acting on
Authorized Individuals )
behalf of
Mechanisms exist to display
Display security and privacy attributes in human-readable form cybersecurity and data protection
Security and Privacy |on each object that the system transmits to output devices to attributes in human-readable form on
Attributes | Attribute | identify [Assignment: organization-defined special Attribute Displays for | DCH-  [each object that the system transmits
AC-16(05) ! v [Assig reanization-defined spect ) Functional Equal rioute Bisplay ) syster ' 10 Not Selected
Displays on Objeots to handling, or instructions] using Output Devices 055 |to output devices to identify special
Be Output [Assi ization-defined h dable, standard dissemination, handling or distribution
naming conventions]. instructions using human-readable,
standard naming
) ) ,, ) Mechanisms exist to require personnel
) . Require personnel to associate and maintain the association of .
Security and Privacy |1, ignment: organization-defined security and privac 1o associate and maintain the
Attributes | e : org privacy ) Data Subject Attribute | DCH- | association of cybersecurity and data
AC-16(06) " with defined subjectsand | Functional Equal o . 10 Not Selected
Maintenance of ' ‘ ° 05.6 attributes with
objects]in with [ defined Hon at
Attribute Association : ’ " and objects in accordance with
security and privacy policies]. °
ity and data privacy
Mechanisms exist to provide a
i agreed
Security and Privac upon interpretation of cybersecur
ity Y |Provide a consistent interpretation of security and privacy ) Consistent Attribute | DCH- | P pretation of cybersecurity
AC-16(07) Attributes | Consistent | "o Functional Equal and data protection attributes 10 Not Selected
) tribut between system Interpretation 05.7
Attribute Interpretation employed in access enforcement and
flow enforcement decisions between
system
Security and Privac
A:!y_b . ';" Y L g defined iques and Identity Association | | |Mechanisms existto associate
ributes X
AC-16(08) el ltechnologies i associating security and privacy attrbutes to Functional Equal Techniques & oas |cvbersecurity and data protection 10 Not Selected
information. Technologies - attributes to information.
T and
Security and Privacy ) ) o )
! ! Change security and privacy attributes associated with Mechanisms exist to reclassify data as
Attributes | Attribute Y ) " ) ) Attribute DCH- "
AC-16(09) ° information only via regrading mechanisms validated using Functional Equal ! required, due to changing 10 Not Selected
Reassignment — ! ' e8! § ! Reassignment 05.9 !
[ defined orpi 1. business/technical requirements.
Regrading
Mechanisms exist to provide
Security and Privac authorized individuals the capability to
Y Y| Provide authorized individuals the capability to define or change Attribute Configuration ! pability
Attributes | Attribute ) ! DCH- | define or change the type and value of
AC-16(10) res [A the type and value of security and privacy attributes available for|  Functional Equal By Authorized 10 Not Selected
Configuration by ! U 05.10 |oybersecurity and data protection
’ " association with subjects and objects. Individuals ¢
Authorized Individuals attributes available for association
with sublects and obiects.
a. Establish and document usage restrictions,
igurati i andi Mechanisms exist to define, control
AC-17 Remote Access | guidance for each type of remote access allowed; andb. Functional | IntersectsWith |  Remote Access | NET-14 |and review organization-approved, 5 Low
Authorize each type of remote access to the system prior to secure remote access methods.
allowing such i
) ) - ‘Automated mechanisms exist to
Remote Access| | Employ automated mechanisms to monitor and control remote ) Automated Monitoring !
AC-17(01) ome Functional Equal NET-14.1 | monitor and control remote access 10 Moderate
Monitoring and Control | access methods. & Control
ession:
Remote Access | )
Protection of Ny N -
Protectionof [ eraohio meoh ‘o brotect th s Cryptographic mechanisms exist to
mplement cryptographic mechanisms to protect the onfidentiali
AC-17(02) Confidentiality and | P \cment eryptograp P! Functional Equal lontiality /' \ £7.14.2 | protect the confidentiality and integrity 10 Moderate
Y confidentiality and integrity of remote access sessions. Integrity Using 8
Integrity Using of remote access sessions (e.g., VPN).
! Encryption
Encryption
Mechanisms exist to route all remote
RemoteAcoess| g\ e remot through authorized and d Managed A through d network
oute remote accesses through authorized and manage anaged Access accesses through managed networ
AC-17(03) Managed Access roug & Functional Equal ged Ao NET-14.3 8h manag 10 Moderate
! network access control points. Control Points access control points (e.g., VPN
Control Points
).
a. Authorize the execution of privileged commands and access Mechanisms exist to restrict the
Remote Access| | to security-relevant information via remote access only in a Remote Privileged exeoution of privileged commands and
AC-17(04) Privileged Commands |format that provides assessable evidence and for the following | Functional Equal Commands&  |NET-14.4|access to security-relevant 10 Moderate
andAccess | needs: [Assignment: organization-defined needs]; andb. Sensitive Data Access information via remote access only for
D the rationale for remote access in the security plan i needs.
AC-17(05) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Remote Access | ) Mechanisms exist to define, control
Protect information about remote access mechanisms from ) 3 !
AC-17(06) Protection of ' Functional | IntersectsWith |  Remote Access | NET-14 |and review organization-approved, 5 Not Selected
" unauthorized use and disclosure.
secure remote access methods.
AC17(07) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
AC-17(08) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Remote Access| | Provide the capability to disconnect or disable remote access to i exist to provide the
AC-17(09) Disconnect or Disable |the system within | defined time Equal Disconnect / Disable [NET-14. to exped 10 Not Selected
Access periodl. Capability or disable a user's remote access
Remote Access | [ ” defined ©
AC-17(10) icate Remote [Assi ion-defined remote Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
c
a. Establish configuration requirements, connection
requirements, and implementation guidance for each type of Mechanisms exist to control
, and i v ) ) ) e ’
AC-18 Wireless Access |0 P! ation & i VP! Functional | Intersects With | Wireless Networking | NET-15 |authorized wireless usage and monitor| 5 Low
wireless access; andb. Authorize each type of wireless access to '
for unauthorized wireless access.
the system prior to allowing such
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NIST SP 800-53B

a. Establish configuration requirements, connection
requirements, and implementation guidance for each type of

Wireless Access

Control Desc:
Mechanisms exist to protect wireless
access via secure authentication and

Relationsh

and Retrieval

restrictions].

data search and retrieval functions
that properly enforce data /

AC-18 Wireless Access ° j Functional | Intersects With |  Authentication& | CRY-07 ) 5 Low
wireless access; andb. Authorize each type of wireless access to PN encryption.
i
the system prior to allowing such i e
Wireless Access | Mechanisms exist to protect wireless
Protect wireless access to the system using authentication of ) Authentication &
AC-18(01) Authentication and ! Functional Equal NET-15.1|access through authentication and 10 Moderate
[Selection (one or more): users; devices] and encryption. Encryption "
Encryption strong encryption.
AC-18(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to disable
Wireless Access | | Disable, when not intended for se, wireless networking Disable Wircless unnecessary wireless networking
i i
AC-18(03) Disable Wireless it within system prior to Functional Equal - NET-15.2 capabilities that are internally 10 Moderate
etworkin
Networking ~ |issuance and deployment. s embedded within system components
prior to issuance to end users.
Mechanisms exist to identify and
WirelessAccess| 1, ity and explicitly authorize users allowed toindependentl Restrict Configuration explictly authorize users who are
i xplicitly authorize users allowed toi i igurati xplicitly authorize users who ar
AC-18(04) Restrict Configurations| ¥ plicitly autho P Y| Functional Equal e NET-15.3| P ° 10 High
oy e figure wireless networking By Users allowed to independently configure
Y wireless networking capabilities.
Wireless Access | | Select radio antennas and calibrate transmission power levels )
Antennasand |to reduce the probability that signals from wireless access Mechanisms existto confine wireless
redu robabili ignals from wir
AC-18(05) nne ' probability that sigi > Functional Equal Wireless NET-15.4 to i 10 High
Transmission Power | points can be received outside of organization-controlled )
controlled boundaries.
Levels
a. Establish configuration requirements, connection Mechanisms exist to enforce access
q , and idance f i
Access ControLfor an taton guidance for orga Aceoss Gontrol For control requirements for the
AC-19 s Contr controlled mobile devices, to include when such devices are Functional Equal s Gontr MDM-02 | connection of mobile devices to 10 Low
Mobile Devices ) Mobile Devices >
outside of controlled areas; andb. Authorize the connection of organizational Technology Assets,
mobile devices to i tem: and/or Services (TAAS).
AC-19(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
AC-19(02) Withdrawn Functional | notrelated to N/A N/A N/A o Withdrawn
AC-19(03) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
a. Prohibit the use of unclassified mobile devices in facilities
systems storing, or
lassified on unless permitted by the
authorizing official; andb. Enforce the following restrictions on
individuals permitted by the authorizing official to use
unclassified mobile devices in facilities containing systems
I , storing, or classified information:1.
Access Controlfor | Connection of unclassified mobile devices to classified systems
Mobile Devices | |is prohibited;2. Connection of unclassified mobile devices to ’
AC-19(04) ° I |is prohibit " ° Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Restrictions for | unclassified systems requires approval from the authorizing
Classified Information |official;3. Use of internal or external modems or wireless
interfaces within the unclassified mobile devices is prohibited;
and4. Unclassified mobile devices and the information stored on
those devices are subject to random reviews and inspections by
[Assignment: organization-defined security officials], and if
classified information is found, the incident handling policy is
followed.c. Restrict the connection of classified mobile devices
to classified svstems in with
Cryptographic mechanisms exist to
Access Controlfor |Employ full-d ncryption; container-based ) Typtograp
088 o ! Full Device & protect the confidentiality and integrity
Mobile Devices | Full_[encryption] to protect the and integrity of )
AC-19(05) ! ° X ! Functional Equal Container-Based | MDM-03 |of information on mobile devices 10 Moderate
Device or Container- on| defined mobile "
! ' Encryption through full-device or container
based Encryption | devices]. )
encryption.
a. [Selection (one or more): Establish [Assignment: organization- Mechanisms exist to govern how
defined terms and conditions]; Identify [Assignment: external parties, including Technology
organization-defined controls asserted to be implemented on Assets, Applications and/or Services
external systems]], ith the trust i (TAAS), are used to securely store,
Useof External  [established with other organizations owning, operating, and/o Use of External it data.
AC-20 ablished wi r organizati wning, operating, r Functional Equal DGH.13 |Process and transmit data 0 Low
Systems maintaining external systems, allowing authorized individuals Information Systems
tor1. Access the system from external systems; and2. Process,
store, or transmit organization-controlled information using
external systems; orb. Prohibit the use of [Assignment:
ionally-defined tvpes of external svstemsl.
Mechanisms exist to prohibit external
Permit authorized individuals to use an external system to parties, including Technology Assets,
Applications and/or Services (TAAS),
access the system or to process, store, or transmit organization-
: o from storing, processing and
Vs of External lled information only after:a. Verification of the e rorized
xten
tert implementation of controls on the external system as specified ) Limits of Authorized | DCH- [NSMiting data uniess authorize
AC-20(01) Systems | Limits on on ol . " ) Functional Equal individuals first: 10 Moderate
! in the organization’s security and privacy policies and security Use 134 ! )
Authorized Use (1) Verifying the implementation of
and privacy plans; orb. Retention of approved system
required security controls; or
or with the B ‘
entity hosting the external system. ¢ ) etaining a processing agreement
with the entity hosting the external
TAAS.
Use of External
Restrict the use of organization-controlled portable storage Mechanisms exist to restrict or
Systems | Portable | Portable Storage | DCH- el
AC-20(02) ° devices by authorized individuals on external systems using Functional | Intersects With prohibit the use of portable storage 5 Moderate
Storage Devices — c " " Devices 13.2 )
e defined restrictions]. devices by users on external systems.
Use of External ) ) Mechanisms exist to restrict the use of
Restrict the use of non-organizationally owned systems or
Systems | Non- Non-0 owned
! system components to process, store, or transmit organizational| DCH-
AC-20(03) organizationally e e fransmitor Functional Equal Owned Systems/ | " | Technology Assets, Applications 10 Not Selected
Owned Systems — &l Components /Devices| ' |and/or Services (TAAS) to process,
restrictions].
Restricted Use store or transmit
Use of External
Systems | Network | Prohibit the se of [Assignment: organization-defined network
AC-20(04) ¥ | rk | Prohibit the use of [Assignment: organizati ! worl Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Accessible Storage |accessible storage devices] in external systems.
Devices — Prohibited
Use of External Mechanisms exist to restrict or
Systems | Portable |Prohibit the use of organization-controlled portable storage Portable Storage | DCH- el
AC-20(05) ° orga Functional Equal prohibit the use of portable storage 10 Not Selected
Storage Devices — | devices by authorized individuals on external systems. Devices 13.2 )
°P devices by users on external systems.
Prohibited Use
a. Enable authorized sers to determine whether access
ithe i d t haril rt itch th
authorizations assigned to.a sharing partner mateh the Mechanisms exist to disclose Personal
access and use for
defined ion sharing where Information Sharing Data (PD) to third-parties only for the
AC-21 Information Sharing cation-cemnec I " Functional | Intersects With ormation Shar PRI-07 |purposes identified in the data privacy 5 Moderate
user discretion s required]; andb. Employ [Assignment: With Third Parties ! pnified in the vac
) Y notice and with the implicit or explicit
defined or manual
" matedmeo ° ) consent of the data subject.
processes] to assist users in making information sharing and
decisions.
a. Enable authorized sers to determine whether access
authorizations assigned to a sharing partner match the
i access and use for Mechanisms exist to utilize a process
defined on sharin where to assist users in making information
AC-21 Information Sharing zation-defined n 8 clroun Functional | Intersects With | Information Sharing | DCH-14 |10 2SSt USers s ' 5 Moderate
user discretion s required]; andb. Employ [Assignment: sharing decisions to ensure data is
on-defined isms or manual appropriately protected.
processes] to assist users in making information sharing and
decisions.
Employ [Assi ion-defined
Information Sharing| me:hayn sms] to enforce information-sharing decisions b
i rce information-sharing decisi
AC-21(01) Automated Decision ing Y Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
e authorized users based on access authorizations of sharing
PP partners and access restrictions on to be shared.
Mechanisms exist to ensure
Information Shariny information search and retrieval services that jcati
0 8| i o . Information Search & | DCH- || eCnology Assets, Applications
AC-21(02) Information Search |enforce defined sharing Equal Retrioval 14 |and/or Services (TAAS) implement 10 Not Selected
etrieva .
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Publicly Accessible

a. Designate individuals authorized to make information publicly

Train i ividuals to ensure that publicly
accessible information does not contain nonpublic
information;c. Review the proposed content of information prior

Publicly Accessible

Mechanisms exist to control publicly-

AC-22 to posting onto the publicly accessible system to ensure that Functional Equal DCH-15 10 Low
Content . L N " Content content.
nonpublic information s not included; andd. Review the content
on the publicly accessible system for nonpublicinformation
[ ion-defined frequency] and remove such
if discovered.
Employ [Assignment: organization-defined data mining Mechanisms exist to protect data
and detection for[ ’ ) ) storage objects against unauthorized
AC-23 Data Mining Protection | Functional | Intersects With | Data Mining Protection | DCH-16 [30r26° oPlects a8 ! 5 Not Selected
organization-defined data storage objects] to detect and protect data mining and data harvesting
against unauthorized data mining.
. P . . Mechanisms exist to restrict the use of
Employ [Assignment: organization-defined data mining .
ot . Usage Restrictions of Personal Data (PD) to only the
AC-23 Data Mining Protection | ! Functional | Intersects With | Sensitive Personal | PRI-05.4 |authorized purpose(s) consistent with 5 Not Selected
organization-defined data storage objects] to detect and protect © ° A
Data applicable laws, regulations and in
against unauthorized data mining. !
data privacv notices.
[Selection (one or more): Establish procedures; Implement Mechanisms exist to ensure
Access Gontral : ) : Management Approval . . .
ceess Control 0 ensure | defined ) ) management approvals are requires
AC-24 S Functional | Intersects With | For New or Changed |IAC-28.1 & PP °d 5 Not Selected
Decisions access control decisions] are applied to each access request e for new accounts or changes in
prior to access enforcement. to existing accounts.
Access Control | Transmit [Assignment: organization-defined access
Decisions | Transmit |authorization on] using [ ) )
AC-24(01) I Transm ' nlusing "ment: orga Functional | notrelated to N/A N/A |No applicable SCF control 0 Not Selected
Access Authorization |defined controls] to [Assignment: organization-defined systems]
i that enforce access control decisions.
Enforce access control decisions based on [Assignment:
Access Control o daimed soauniyor prvacy aturoa] it 4o not
organization-defined security or privacy attributes] that do not
AC-24(02) Decisions | No User or | °'® et "y or privacy Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
*€7O linclude the identity of the user or process acting on behalt of the
Process Identity
user.
) ) . Mechanisms exist to implement a
Implement a reference monitor for [Assignment: organization-
defined access control policies] that is tamperproof, always reference monitor that s tamperproof,
AC-25 Reference Monitor  |" P 1S tamperprool, aways Functional Equal Reference Monitor | 1AC-27 |always-invoked, small enough to be 10 Not Selected
invoked, and small enough to be subject to analysis and testing,
! subject to analysis / testing and the
the completeness of which can be assured.
of which can be
aDevelop, and disseminate to Mechanisms exist to review the
organization-defined personnel or roles}-1. [Selection (one or cybersecurity and data protection
more): Organization-level; P level; program, including policies, standards
System-level] awareness and training policy that:a. Addresses and procedures, at planned intervals
purpose, scope, roles, responsibilities, management or if significant changes occur to
among onal entities, and ensure their contining suitability,
andb. Is i with laws, executive adequacy and effectiveness.
orders, directives, regulations, policies, standards, and Periodic Review &
and2. tofacilitate the i of Update of
AT-01 Policy and Procedures ! Functional | Intersects With P Gov-03 5 Low
the awareness and training policy and the associated awareness Cybersecurity & Data
and training . Designate an [Assi Protection Program
dofined offcial to manage the development, documentation,
and dissemination of the awareness and training policy and
procedures; andc. Review and update the current awareness
anditraining:1. Policy [Assignment: organization-defined
and following [ defined
events]; and2. [Assi ganization-defined
and following IF defined
a. Develop, and disseminate to | Mecharisms eist to faciltate the
organization-defined personnel or roles}-1. [Selection (one or of security workforce
more): Org: level; level; development and awareness controls.
System-level] awareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
among i entities, and
andb. s consistent with laws, executive
orders, directives, regulations, policies, standards, and
o € potee ) Cybersecurity & Data
' and2. to facilitate the of ) )
AT-01 Policy and Procedures Functional SubsetOf | Protection-Minded | SAT-01 10 Low
the awareness and training policy and the associated awareness
Workforce
and training . Designate an [
dofined offcial to manage the development, documentation,
and dissemination of the awareness and training policy and
procedures; andc. Review and update the current awareness
anditraining:1. Policy [Assignment: organization-defined
and following [ defined
events]; and2. [Assi ganization-defined
and following i defined
a. Develop, and disseminate to |
organization-defined personnel or roles}-1. [Selection (one or
more): Organization-level; level;
System-level] awareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
among ional entities, and
andb. s consistent with laws, executive
orders, directives, regulations, policies, standards, and g exist to establish,
and2. tofacilitate the i of Cybersecurity & Data maintain and disseminate
AT-01 Policy and Procedures ! Functional | Intersects With | /0" y GOv-02 " 5 Low
the awareness and training policy and the associated awareness Protection cybersecurity and data protection
and training . Designate an [Assi & Documentation policies, standards and procedures.
defined official] to manage the development, documentation,
and dissemination of the awareness and training policy and
procedures; andc. Review and update the current awareness
anditraining:1. Policy [Assignment: organization-defined
and following [ defined
events]; and2. [Assi ganization-defined
and following IF defined
a. Provide security and privacy literacy training to system users Mechanisms exist to provide all
(including managers, senior executives, and contractors):1. As employees and contractors
part of initial training for new users and [Assignment: appropriate awareness education and
on-defined hereafter; and2. When training that is relevant for their job
required by system changes or following [Assignment: function.
) organization-defined events];b. Employ the following techniques Cybersecurity & Data
Literacy Training and |°'® )
AT-02 e toincrease the security and privacy awareness of system users | ~Functional Equal Protection Awareness | SAT-02 10 Low
defined Training
Upda(e l\teracy(rammgand awareness content [Assignment:
and following [
organization-defined events]; andd. Incorporate lessons learned
from internal or external security ncidents or breaches nto
literacv training and
Mechanisms exist to include
Literacy Trainingand | i ltoracy training that simutot Simulated Cyber e ok
rovide practical exercises in literacy training that simulate simulated actual cyber-attacks
AT-02(01) Awareness | Practical practc 4 s Functional | Intersects With |  Attack Scenario  |SAT-02.1 ual eyber 5 Not Selected
! events and incidents. o through practical exercises that are
Exercises Training " " "
aligned with current threat scenari
) — Mechanisms exist to utilize security
Literacy Trainingand || i e and reporting motential neider Threat o Y
rovide literacy training on recognizing and reporting potential nsider Threat awareness training on recognizing an
AT-02(02) Awareness | Insider | o oy training gnizing porting p Functional Equal THR-05 ! ing on recognizing a 10 Low
NN indicators of insider threat. Awareness reporting potential indicators of insider
threat.
) . Mechanisms exist to include
Literacy Trainingand || e i and remorting motential social - o gand
rovide literacy training on recognizing and reporting potential ocial raining on an
AT-02(03) Awareness | Social racy € on recognizing and reporting poter Functional Equal '8l SAT-02.2 s 10 Moderate
e "°"|and actual instances of social engineering and social mining. Mining reportmg potential and actual
Engineering and Mining e .
of socia an
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Secure Controls Framework (SCF)  Strength of NIST SP 800-53B

FDE Name Focal Document Element (FDE) Description SCF Control SCF#
D Control Desc: Relationsh Baseline
Literacy Training and o . . N . Mechanisms exist to provide training
Provide literacy training on recognizing suspicious Suspicious ’ :
Awareness | and behavior in : Communications & to personnel on organization-defined
AT-02(04) Suspicious ’ " . oreame Functional | Intersects With SAT-03.2|indicators of malware to recognize 5 Not Selected
piere systems using [Assignment: organization-defined indicators of Anomalous System o
Communications and suspicious communications and
malicious code]. Behavior -
Svstem behavior.
. Mechanisms existto provide training
Suspicious

Literacy Training and to personnel on organization-defined

Communications &

AT-02(05) Awareness | Advanced | Provide literacy training on the advanced persistent threat. Functional | ItersectsWwith | /°"™ "*190% * 15AT-03.2 indicators of malware to recognize 5 Not Selected
Persistent Threat Y suspicious communications and
Behavior :
behavior.

Mechanisms exist to provide role-
based cybersecurity and data

Literacy Trainingand |a. Provide literacy training on the cyber threat environment; 5 o
protection awareness training that is

Cyber Threat

AT-02(06) Awareness | Cyber |andb. Reflect current cyber threat information in system Functional Equal ; SAT-03.6 10 Not Selected
s F Environment current and relevant to the cyber
Threat Environment | operations.
threats that users might encounter in
day-to-day business
a. Provide role-based security and privacy training to personnel
with the following roles and responsibilities: [Assignment: isms exist to provide role-
ization-defined roles and ibilities]:1. Before based cybersecurity and data
authorizing access to the system, information, or performing Rolo-Based protection-related training:
assigned duties, and [Assignment: organization-defined ) ) ? 1) Before authorizing access to the
AT-03 Role-based Training |2>>'® ! (Assig rganizati Functional | Intersects With | Cybersecurity &Data | saT-03 | ") Fing ace ° 5 Low
frequency] thereafter; and2. When required by system e system or performing assigned duties;
Update role-based training content [ e (2) When required by system changes;
defined and following [Assis and
organization-defined events]; andc. Incorporate lessons learned (3) Annually thereafter.
from internal or external security incidents or breaches into role-
Role-based Training | | Provide [Assignment: organization-defined personnel or roles]
AT-03(01) Environmental  |with initial and [Assiy ion-defined Functional | not related to N/A N/A | No applicable SCF control o Not Selected
Controls training in the and operation of
Mechanisms exist to provide role-
based cybersecurity and data
Provide [Assignment: organization-defined personnel or roles; otection-related training:
Role-based Training | _‘:' _‘[ ) 'gd 'tz arganizati fined p rroles] Role-Based T;iB B training ot
with initial and [ defined ) ) cfore authorizing access to the
AT-03(02) Physical Security |\ ! > Functional | Intersects With | Cybersecurity &Data | SAT-03 ing ace ° 5 Not Selected
training in the employment and operation of physical security - system or performing assigned duties;
Controls Protection Training
controls. (2) When required by system changes;
and
(3) Annualy thereater.
Mechanisms exist to include practical
Role-based Training| |Provide practical exercises in security and privacy training that exercises in cybersecurity and data
AT-03(03) : ining | | Provide practical exe ! ty and privacy training Functional Equal Practical Exercises | SAT-03.1 ineybersecurity 10 Not Selected
Practical Exercises | reinforce training objectives. protection training that reinforce
training obiecti
AT-03(04) Withdrawn Functional | _notrelated to N/A N/A N/A o Withdrawn
Mechanisms exist to ensure that ever
Role-based Training| |Provide [Assignment: organization-defined personnel or roles] ) > every
) rovide ! defined per Sensitive Information user accessing a system processing,
Processing Personally |with initial and [ defined frequency] ) " , :
AT-03(05) ’ ! Functional Equal Storage, Handling & |SAT-03.3| storing or transmitting sensitive 10 Not Selected
Identifiable  [training n the and operation of ) : ) itive
enme n ’ ’ Processing information is formally trained in data
Information o g and transparency controls. " 4
handling reauirements.
) ) ) Mechanisms exist to document, retain
a. Document and monitor information security and privacy oms exist i
_ocumen andmonte ’ ! ) and monitor individual training
training activities, including security and privacy awareness Cybersecurity & Data RGO
activities, including basic
AT-04 Training Records  |training and specific role-based security and privacy training; Functional Equal Protection Training | SAT-04 otuding 10 Low
P o 3 cybersecurity and data protection
andb. Retain individual training records for [Assignment: Records

awareness training, ongoing

awareness training and specific-
AT-05 Withdrawn Functional not related to N/A N/A N/A 0 Withdrawn
Mechanisms exist to include

organization-defined time period].

Provide feedback on organizational training results to the Simulated Cyber
AT-06 Training Feedback | following personnel | ization-defined Functional | IntersectsWith |  Attack Scenario | SAT-02.1 | S/ utated actual cyber-attacks 5 Not Selected
N e > through practical exercises that are
quencyl: [ & Training " " "
aligned with current threat scenari
a. Develop, and disseminate to [Assi Mechanisms exist to review the
organization-defined personnel or roles]:1. [Selection (one or cybersecurity and data protection
more): Organization-level; Missit i pi level; program, including policies, standards
level] auditand ity policy that:a. and procedures, at planned intervals
purpose, scope, roles, responsibilities, management or i significant changes ocour to
i ination among onal entities, and ensure their contining suitability,
andb. Is consistent with applicable laws, executive adequacy and effectiveness.
orders, dirctives, regulations, policies, standards, and Periodic Review &
and2. to facilitate the of Update of
AU-01 Policy and P the auditand ity policy and the auditand |  Functional | Intersects With GOV-03 5 Low
ne o Destgnate Cybersecurlty & Data
3 o Protection Program
organization-defined official] to manage the development,
documentation, and dissemination of the audit and
accountability policy and procedures; andc. Review and update
the current audit and accountability:1. Policy [Assignment:
defined and following [
organization-defined events]; and2. Procedures [Assignment:
defined and following [
defined eventsl.
a. Develop, and di tol
organization-defined personnel or roles]:1. [Selection (one or
more): Organization-level; Missi iness p level;
ystem-level] audit and ity policy that:a.
purpose, scope, roles, responsibilities, management
i ination among organizational entities, and
andb. s consis ith applicable laws, executive
orders,directives, regulations, polises, standards, and Publishing Mechanisms exist to sstablish,
and2. to facilitate the of Cybersecurity & Data maintain and disseminate
AU-01 Policy and Procedures |the audit and ilty policy and the auditand i Intersects With Gov-02 " 5 Low
; {50, Designatasn Pro(ectmn‘ cyb‘ersecur\tyand data protection
organization-defined official] to manage the development, Documentation policies, standards and procedures.
documentation, and dissemination of the audit and
accountability policy and procedures; andc. Review and update
the current audit and accountability:1. Policy [Assignment:
ion-defined frequency] and following [Assiy
organization-defined events; and2. Procedures [Assignment:
ization-defined frequency] and following [
defined events].
a. Develop, and disseminate to |
organization-defined personnel or roles]:1. [Selection (one or
more): Organization-level; Missi iness p level;
level] auditand ity policy that:a.
purpose, scope, roles, responsibilities, management
i among onal entities, and
andb. Is consistent with applicable laws, executive
orders, directives, regulations, policies, standards, and
and2. tofacilitate the i of Mechanisms exist to facilitate the
AU-01 Policy and P the auditand ity policy and the auditand | Functiona SubsetOf | Conti itoring | MON-01 | of enterprise-wide 10 Low
il s;b. Designate an [Assij monitoring controls.

organization-defined official] to manage the development,
documentation, and dissemination of the audit and
accountability policy and procedures; andc. Review and update
the current audit and accountability:1. Policy [Assignment:

defined and following |
organization-defined events]; and2. Procedures [Assignment:

defined and following [
defined eventsl.
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Control Desci

Relationsh

a. Identify the types of events that the system is capable of Mechanisms exist to review event logs
logging in support of the audit function: [Assignment: on an ongoing basis and escalate
organization-defined event types that the system is capable of incidents in accordance with
loggingl;b. Coordinate the event logging function with other established timelines and procedures.
entities requiring audit-related onto
guide and inform the selection criteria for events to be logged;c.
Specify the following event types for logging within the system: MON-
AU-02 Event Logging pecify 8 ovent type eging ¥ Functional | Intersects With | Reviews & Updates 5 Low
[Assignment: organization-defined event types (subset of the 018
event types defined in AU-02a.) along with the frequency of (or
situation requiring) logging for each identified event typel;d.
Provide a rationale for why the event types selected for logging
are deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update the event
tvoes selected for logeing [Assi tion-defined
a. Identify the types of events that the system is capable of
logging in support of the audit function: [Assignment:
organization-defined event types that the system is capable of
loggingl;b. Coordinate the event logging function with other
i A ont
e onal entities requiring a © Mechanisms exist to utilize a Security
guide and inform the selection criteria for events to be logged;c. ¢
Seoty o rotont e Gontralized Golloct Incident Event Manager (SIEM) or
ecify the following event types for logging within the system: entralized Collection
AU-02 Event Logging pec 8 ovent type eging Y Functional | Intersects With - MON-02 | similar automated tool, to support the 5 Low
[Assignment: organization-defined event types (subset of the of Security Event Logs ¥
rganz " centralized collection of security-
event types defined in AU-02a.) along with the frequency of (or
" ) B wih | related event logs.
situation requiring) logging for each identified event typel;d.
Provide a rationale for why the event types selected for logging
are deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update the event
tvoes selected for logeing [Assi tion-defined
AU-02(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
AU-02(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
AU-02(03) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
AU-02(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to configure
Technology Assets, Applications
and/or Services (TAAS) to produce
event logs that contain sufficient
information to, at a minimum:
Ensure that audit records contain information that establishes (1) Establish what type of event
Contentof At |hefollowing:a. What type of event occurredsb. When the ovent ocourred;
AU-03 o Where the event occurred;d. Source of the eventie. | ~ Functional Equal Content of Event Logs | MON-03 | (2) When (date and time) the event 10 Low
Outcome of the event; andf. Identity of any individuals, subjects, ocourred;
or objects/entities associated with the event. (3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of
the event; and
(6) The identity of any user/subject
with the avent.
Contentof Audit | Generate audit records containing the following additional semsitverudt | mon. | Mechanisms existo protect
AU-03(01) Records | Additional [Assi ization-defined additional Functional | Intersects With sensitive/regulated data contained in 5 Moderate
Information 03.1
Audit Information log files.
AU-03(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Contentof Audit | o ) o Mechanisms exist to limit Personal
Rosorts Lot |Imitpersonalyidentiiable nformation containe in audit LimitprsonaiData | MON-  |Dota (PD) contamed in auet resorce
ecords | Limi imit Personal Data - | Data (PD) contained in audit records to|
AU-03(03) records to the following elements identified in the privacy risk Functional Equal ° 10 Not Selected
Personally Identifiable ° e braey (PD)In Audit Records | 03.5 |the elements identified in the data
Elements - privacy risk
Mechanisms exist to allocate and
Allocate audit log storage capacity to accommodate roactively manage sufficient event
Audit Log Storage ° 8 starage capacity to ac ) Event Log Storage P! v manag
AU-04 e [Assignment: organization-defined audit log retention Functional Equal Conacty MON-04 | og storage capacity to reduce the 10 Low
i
pacity requirements]. P likelihood of such capacity being
Mechanisms exist to back up event
) Transfer audit logs [Assignment: organization-defined Event Log Backup on stto backup
Audit Log Storage ) logs onto a physically different system
frequency] to a different system, system component, or media ) | separate Physical | MON-
AU-04(01) Capacity | Transfer to Functional | Intersects With or system component than the 5 Not Selected
other than the system or system component conducting the Systems / 08.1 5 N
Alternate Storage | P Security Incident Event Manager
sene: P (SIEM) or similar tool.
a. Alert [Assignment: organization-defined personnel or roles] -
. e ) > e Mechanisms exist to alert appropriate
Response to Audit | within [Assignment: organization-defined time period] in the ResponseTo Event Lo e
AU-05 Logging Process | event of an audit logging process failure; andb. Take the Functional Equal ponse To BventLog | \yon.o5 etintt s 10 Low
! ! ] Processing Failures processing failure and take actions to
Failures following additional actions: [Assignment: organization-defined urea
> remedy the disruption.
additional actionsl.
| Provide a warning to [Assignment: organization-defined ‘Automated mechanisms exist to alert
Response to Audit L, roles, and/or locations] within [A t fat Lwhen th
ersonnel, roles, and/or locations] within [Assignment: appropriate personnel when the
Logging Process  [Peroe 10 5% A1 . enment ' EventLogStorage | MON- [2PProPrate P! _
AU-05(01) ’ organization-defined time period] when allocated audit log Functional Equal ‘ ? allocated volume reaches an 10 High
Failures | Storage ° ) Capacity Alerting | 05.2 ! e
Capoty Worning | #1078 volume reaches [Assignment: organization-defined organization-defined percentage of
P ® | bercentage] of repository maximum audit log storage capacity. event log storage capacity.
Provide an alert within [Assignment: organization-defined real-
Response to Audit N N N N N N
> time period] to | defined personnel, Mechanisms exist to provide 24x7x365
Logging Process ° n-defined ) | RealTimeAertsof | MON- " ‘ ‘ )
AU-05(02) roles, and/or locations] when the following audit failure events | Functional | Intersects With > Alerts near real-time alerting capability when 5 High
Failures | Real-time ° ‘ it fail Event Logging Failure | 05.1
o ocour: [Assignment: organization-defined audit logging failure an event log processing failure ocours.
events requiring real-time alerts].
Response to Audit
Logging Process | Enforce configurable network communications traffic volume
AU-05(03) Failures | Configurable |thresholds reflecting limits on audit log storage capacity and Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Traffic Volume  |[Selection: reject; delay] network traffic above those thresholds.
Thresholds
Invoke a [Selection (one): full system shutdown; partial system
Response to Audit [Setection (one): full sy dlown; partia’ sy
o ohooars |shutdown; dograded operational mode with limited mission or
AU-05(04) ot | e on | PUsiness functionality available]n the event of [Assignmen; Functional | notrelated to N/A N/A |No applicable SCF control 0 Not Selected
e
e organization-defined audit logging failures], unless an alternate
audit logging capability exists.
Response to Audit | Provide an alternate audit logging capability in the event of a Mechanisms exist to provide an
Logging Process | failure in primary audit logging capability that implements Alternate Event alternate event logging capability in
AU-05(05) oeging e in primary audit logging capability plemer Functional Equal ° " | MoN-13 88ing capability 10 Not Selected
Failures| Alternate | [Assignment: organization-defined alternate audit logging Logging Capability the event of a failure in primary audit
Audit Logging, ionalityl. capability.
a. Review and analyze system audit records [Assignment:
ization-defined frequency] for indications of
organization-defined inappropriate or unusual activity] and the Mechanisms exist to utilize a Security
Audit Record Review, |potentialimpact of th t Lactivity:b. ' ) Incident Event M SIEM
uditRecord Review, [potential mpact o the inappropriate r unusual actvy | contratized Cotition ncident Event Manager (SIEM) or
AU-06 Analysis, and Report findings to [/ defined personnel Intersects With £S5 ity Event L MON-02 |similar automated tool, to support the 5 Low
of Security Event Logs
Reporting or roles]; ande. Adjust the level of audit record review, analysis, v & centralized collection of security-
and reporting within the system when there is a change in risk related event logs.
based on law enforcement information, intelligence information,
or other credible sources of information,
a. Review and analyze system audit records [Assignment:
i defined freq ] for indications of [ . N "
! i A Mechanisms exist to adjust the level of
organization-defined inappropriate or unusual activity] and the ’
’ audit review, analysis and reporting
Audit Record Review, |potential impact of the inappropriate or unusual activity;b. ) " "
! ! ° ) ) Audit Level MON-  |based on evolving threat information
AU-06 Analysis, and Report findings to [/ defined personnel Intersects With 5 Low
' v " ) ) Adjustments 026 |from law enforcement, industry
Reporting or roles]; ande. Adjust the level of audit record review, analysis, aw !
nde. Adi > nat associations or other credible sources
and reporting within the system when there is a change in risk ons o
! ntherels | of threat ntelligence.
based on law enforcement information, intelligence information,
or other credible sources of information,
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Audit Record Review,

Integrate audit record review, analysis, and reporting processes

Control Desci

exist to protect

Relationsh

Identities

determine the identity of the producer of the

information generated.

Analysis, and ) ) g ) ) Sensitive Audit | MON- .
AU-06(01) v using defined Functional | Intersects With sensitive/regulated data contained in 5 Moderate
Reporting | Automated ° Information 03.1 '
mechanisms]. logfiles.
Process
AU-06(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Automated mechanisms exist to
Audit Record Review, correlate both technical and non-
Analysis, and ) ) technical information from across the
v Analyze and correlate audit records across different repositories Correlate Monitoring | MON-
AU-06(03) Reporting | Correlate elate auditreco Functional | Intersects With " enterprise by a Security Incident Event 5 Moderate
to gain orgy d Information 02.1
Audit Record Manager (SIEM) or similar automated
Repositories tool, to enhance organization-wide
AuditRecord Review, | ) )
! Provide and implement the capability to centrally review and Automated mechanisms exist to
Analysis, and ! ) CentralReview& | MON- )
AU-06(04) ; analyze audit records from multiple components within the Functional Equal centrally collect, review and analyze 10 Not Selected
Reporting | Central Analysis 022
system. audit records from multiple sources.
Review and Analysis
Automated mechanisms exist to
Integrate analysis of audit records with analysis of [Selection ! ! °
Audit Record Review, . ’ integrate the analysis of audit records
N (one or more): scanning performan 5 N N B
Analysis, and Integration of Scanning with analysis of vulnerability scanners,
data; system monitoring information; [Assignment: organization- ) boan MON- )
AU-06(05) Reporting| Integrated |- " Functional Equal & Other Monitoring network performance, system 10 High
g " | defined datainformation collected from other sources]] to ! 023
Analysis of Audit Information monitoring and other sources to
further enhance the ability to identify inappropriate or unusual ‘
Records further enhance the ability to identify
activity. N o
iate or unusual activity.
Automated mechanisms exist to
Audit Record Review, correlate information from audit
! Correlate information from audit records with information " ! ‘
Analysis, and ) ’ records with information obtained
) obtained from monitoring physical access to further enhance Correlationwith | MON- i
AU-06(06) Reporting| Correlation Functional Equal ' o from monitoring physical access to 10 High
" the ability to identify suspicious, inappropriate, unusual, or Physical Monitoring | 02.4 !
with Physical e further enhance the ability to identify
L malevolent activity. L N N
Monitoring suspicious, inappropriate, unusual or
activity.
Mechanisms exist to specify the
Audit Record Review, ) i
Specify the permitted actions for each [Selection (one or more): permitted actions for both users and
Analysis, and cach [Se " ) ) ’ MON-  [Technology Assets, Applications
AU-06(07) ° system process; role; user] associated with the review, analysis, |  Functional Equal Permitted Actions / ° 10 Not Selected
Reporting| Permitted " ° 025 |and/or Services (TAAS) associated
and reporting of audit record information. " ! ] )
Actions with the review, analysis and reporting
of audit information.
‘Audit Record Review, — ) - )
e rAREVIBW, | perform a full text analysis of logged privileged commands in a i Mechanisms exist to log and review
Analysis, and ) Privileged Functions | MON- !
AU-06(08) physically distinct component or subsystem of the system, or Functional Equal ) the actions of users and/or services 10 Not Selected
Reporting| Full Text Logging 033 | >c!
b other system that is dedicated to that analysis. with elevated privileges.
Analysis of Privileged
Automated mechanisms exist to
Audit Record Review, correlate both technical and non-
Analysis,and | Correlate information from nontechnical sources with audit technical information from across the
) ) ! ! ° Correlate Monitoring | MON-
AU-06(09) Reporting | Correlation |record to enhance d Intersects With P ooy |enterprise by a Securiy Incident Event 5 Not Selected
nformation !
with Information from |awareness. Manager (SIEM) or similar automated
Nontechnical Sources too, to enhance organization-wide
AU-06(10) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Provide and implement an audit record reduction and report )
) " Mechanisms exist to provide an event
AuditRecord |generation capability that:a. Supports on-demand audit record o e
report generati ity to ai
AU-07 Reduction and Report | review, analysis, and reporting requi and after-the-fact Intersects With | Monitoring Reporting | MON-06 | 08 "P" & pability 5 Moderate
‘ ! ‘ in detecting and assessing anomalous
Generation investigations of incidents; andb. Does not alter the original s
ivities.
content or time ordering of audit records.
AuditRecord | Provide and implement the capability to process, sort, and Mechanisms exist to provide an event
Reduction and Report |search audit records for events of interest based on the log report generation capability to aid
AU-07(01) uctionand Rep reh audit records for ev nters ) Functional | Intersects With | Monitoring Reporting | MON-06 | \°8 "ePrt generation capability to ai 5 Moderate
Generation| | following content: [Assignment: organization-defined fields in detecting and assessing anomalous
Automatic Processing | within audit records]. activitie
AU-07(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
a. Use internal system clocks to generate time stamps for audit
records; andb. Record time stamps for audit records that meet - )
oo Rl ity of ime Mechanisms exist to utilize time-
AU-08 Time Stamps | Functional | Intersects With | Clock SEA-20 i to 5 Low
]and that use C Universal Time, have a i °
J ° ‘ ! synchronize all critical system clocks.
fixed local time offset from Coordinated Universal Time, or that
include the local time offset s part of the time stamp.
a. Use internal system clocks to generate time stamps for audit Mechanisms exist to configure
records; andb. Record time stamps for audit records that meet Technology Assets, Applications
[ ization-defined of time ) /or Servi
AU-08 Time Stamps ime Functional | Intersects With Time Stamps MON-07 |2nd/er Services (TAAS) to use an 5 Low
]and that use O Universal Time, have a authoritative time source to generate
fixed local time offset from Coordinated Universal Time, or that time stamps for event logs.
include the local time offset as part of the time stamp.
AU-08(01) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
AU-08(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
a. Protect audit information and audit logging tools from
) access, modifi and deletion; andb. Alert Mechanisms exist to protect event logs
of Audit “ " Protection of Event
AU-09 o [Assignment: organization-defined personnel or roles] upon Functional Equal ) MON-08 |and audit tools from unauthorized 10 Low
nformation d of access, modi or deletion of 08° access, modification and deletion.
audit information.
Protection of Audit
AU-09(01) Information | | Wite audit trails to hardware-enforced, write-once media. Functional | notrelated to N/A N/A |No applicable SCF control 0 Not Selected
Hardware Write-once
Protection of Audit Mechanisms exist to back up event
rotectl U9 1 Store audit records [Assignment: organization-defined Event Log Backup on 1SMS €IS chup ev
Information | Store on |\ o1 1in a repository thatis part of a physically different Separate Physical | MON- | (08 onto a physically different system
AU-09(02) Separate Physical quency pository P physically Functional | Intersects With P ¥ or system component than the 5 High
system or system component than the system or component Systems / 08.1 5 N
Systems or e ot P Security Incident Event Manager
c e - P (SIEM) or similar tool.
Protection of Audit )
| to protect the integrity of cr MON- existto
AU-08(03) | P Functional Equal |Protection of Event Log protect the integity of event logs and 10 High
Cryptographic  |audit information and audit tools. 08.3 )
Information audit tools.
Protection
Protection of Audit ) ) Mechanisms exist to restrict access to
I tion | A Authorize access to management of audit logging functionality A bySubsetof | MON- |th fof event logs
nformation | Access ccess by Subset o - |the management of event logs to
AU-08(04) to only [Assignment: organization-defined subset of privileged | Functional Equal ess by & ° e 10 Moderate
by Subset of Privileged Privileged Users | 08.2  |[privileged users with a specific
users o roles].
Users business need.
Protection of Audit | Enforce dual authorization for [Selection (one or more): ) ‘Automated mechanisms exist to
° ! ) ) Dual Authorization for | MON- )
AU-09(05) | Dual deletion] of [ defined audit | Functional Equal enforce dual authorization for the 10 Not Selected
‘ EventLogMovement | 08.4
Authorization or deletion of event logs.
Protection of Audit 1, ;¢ read-only access to audit information to [Assignment:
AU-09(06) Information | Read- rize reac-onty o ENMENt | Functional | notrelated to N/A N/A |No applicable SCF control 0 Not Selected
organization-defined subset of privileged users or roles].
only Access
Protection of Audit
Information | Store on |, o it information on a component running a different
AU-08(07) Component with P s Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
N operating system than the system or component being audited.
Different Operating
Svstem
Mechanisms exist to utilize a non-
Provide irrefutable evidence that an individual (or process acting . l‘ X o “" 2 -
repudiation capability to protect
AU-10 Non-repudiation |on behalf of an has performed [ Functional Equal Non-Repudiation | MON-09 |"*P" n capability to pi , 10 High
e ) - against an individual falsely denying
organization-defined actions to be covered by non-repudiation]. ! °
having performed a particular action.
a. Bind the identity of the information producer with the
Non-repudiation | ! identity information producerwi Mechanisms exist to bind the identity
AU-10(01) Association of tol defined strength of Functional | IntersectsWith | Identity Bindin MON- | ¢ the information producer to the 5 Not Selected
binding]; andb. Provide the means for authorized individuals to s 09.1 P
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Relationsh

Non-repudiation | |a. Validate the binding of the information producer identity to the o
Validate Bindi " t N - MON. exist to bind the identity
‘alidate Binding of at[s defined el i y . - " - -
AU-10(02) ° 8 ) zation-aefl uency Functional | Intersects With | Identity Binding of the information producer to the 5 Not Selected
Information Producer |andb. Perform [Assignment: organization-defined actions] in the 091 | ‘
N information generated.
Identity event of a validation error.
Mechanisms exist to perform digital
- ! . forensics and maintain the integrity of
Non-repudiation | | Maintain reviewer or releaser within the Chain of Custody &
AU-10(03) rep ! " ! creden Functional | Intersects With S0 ] 1r0-08 |the chain of custody, in accordance 5 Not Selected
Chain of Custody |chain of custody for information reviewed or released. Forensics ) "
with applicable laws, regulations and
industry-recognized secure practices.
. a. Validate the binding of the information reviewer identity o the
Non-repudiation | ! nreviey
Volidate Bindingof | MorMation at the transfer or release points prior to release or
AU-10(04) oBINANEOT |, nser between ) defined security Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Information Reviewer ! !
dontity domains; andb. Perform [Assignment: organization-defined
actions] in the event of a validation error.
AU-10(05) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to retain event logs
Retain audit records for [Assignment: organization-defined time for a time period consistent with
period consistent with records retention policy] to provide records retention requirements to
AU-11 Audit Record tfor after-the-f of incidents and to meet | Functional Equal Event Log Retention | MON-10 | provide support for after-the-fact 10 Low
regulatory and organizational information retention investigations of security incidents and
requirements. to meet statutory, regulatory and
retention
‘Audit Record Employ [Assi ion-defined Jto ensure
AU-11(01) | Long-term Retrieval [that long-term audit records generated by the system can be Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Capability retrieved.
a. Provide audit record generation capability for the event types
the system is capable of auditing as defined in AU-2a on - )
B " Mechanisms exist to provide an event
[ defined system .
Audit Record log report generation capability to aid
AU-12 ° Allow [Assignment: organization-defined personnelor roles]to |  Functional | Intersects With | Monitoring Reporting | MON-06 | 28 PO & pability 5 Low
Generation } in detecting and assessing anomalous
select the event types that are to be logged by specific e
components of the system; andc. Generate audit records for the B
event types defined in AU-2c that include the audit record
Audit Record :"s':‘e'::ec:;d‘:LZ:"[SSX:TS[A:(::"C::(; 'E:ZLI:'i°: ':ig:')ed Automated mechanisms exist to
Generation | System- | Y3t components]i ystem-wide (loglcal or phys System-Wide /Time- | MON- |compile audit records into an ,
AU-12(01) > audit trail that is time-correlated to within [ Equal Time- e audit records Into & 10 High
wide and Time- el that st o Correlated Audit Trail |  02.7 ~ [organization-wide audit trail that is
"% |organization-defined level of tolerance for the relationship !
correlated Audit Trail ‘ " r e time-correlated.
between time stamps of individual records in the audit trail.
Audit Record
Produce a system-wide (logical or physical) audit trail
AU-12(02) Generation | ystem-wide (logical or physical) Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
° composed of audit records in a standardized format.
Standardized Formats
Provide and i the capability for Mechanisms exist to provide privileged
AuditRecord |organization-defined individuals ot roles] to change the logging users or roles the capability to change
Changes [to be performed on [Assi ization-defined system ) Changes by Authorized| MON- i
AU-12(03) | Chang P ; hsy: Functional Equal ges by the auditing to be performed on 10 High
by Authorized based on| defined Individuals 028 |specified system components, based
Individuals selectable event criteria] within [Assignment: organization- on specific event criteria within
defined time specified time thresholds.
Audit Record Mechanisms exist to provide and
Generation| Query |Provide and implement the capability for auditing the QueryParameter | [implement the capabily for auditing
AU-12(0) Parameter Audits of |parameters of user query events for data sets containing Functional Equal Audits of Personal | ' "1 the parameters of user query events 10 Not Selected
y Identif i information. Data (PD) """ Ifor data sets containing Personal Data
(PD).
a. Monitor [Assi ganization-defined op:
and/or on sites] [
> Mechanisms exist to monitor for
- defined frequency] for evidence of unauthorized disclosure of - )
Monitoring for ) v ° ) Monitoring For evidence of unauthorized exiltration
AU-13 ! andb. If an information disclosure s |  Functional Equal ' MON-11 £ ) 10 Not Selected
Information Disclosure ormator ormaton D or of non-publ
1. Notify [ & defined °
) ) ) information.
personnel or roles]; and2. Take the following additional actions:
TAssi ization-defined additional actionsl.
Monitoring for ) ) ) ) N
t Monitor open-source information and information sites using )
AU-13(01) Information Disclosure| o~ rormation @ ! Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
| Use of !
Monitoring for
Information Di Review the list of op sites bein ) )
AU-13(02) vie X < ! g Functional | notrelatedto N/A N/A  |No applicable SCF control 0 Not Selected
| Review of [ defined
Sites
Monitoring for
Information Di Employ discovery I , and tools to determin
AU-13(03) |Unauthorized  |if external entities are replicating organizationalinformationinan|  Functional | not related to N/A N/A |No applicable SCF control 0 Not Selected
Replicationof |unauthorized manner.
Provide and i bility for [
a. Provide an the capability for Mechanisms exist to provide session
organization-defined users or roles] to [Selection (one or more): ‘
" ! audit capabilities that can:
record; view; hear; log] the content of a user session under
' ' T (1) Capture and log all content related
[ defined andb. . . . .
AU-14 Session Audit ° ¢ crermstaness s ot Functional Equal SessionAudit | MON-12 [to a user session; and 10 Not Selected
Develop, integrate, and use session auditing activities in N
Inteer : ) (2) Remotely view all content related
consultation with legal counsel and in accordance with ’ nre
' ’ to an established user session in real
applicable laws, executive orders, directives, regulations, bl
policies. standards, and -
Session Audit | System | ) )
AU-14(01) - Initiate session audits automatically at system start-up. Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
art-up
AU-14(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to enable
authorized personnel the ability to
Provide and implement the capability for authorized users to remotely view and hear content
Session Audit | Remote P pability ) Real-Time Session | MON- Y
AU-14(03) - | ROMOTe o otely view and hear content related to an established user | Functional Equal 1056 related to an established user session 10 Not Selected
Viewing and Listening | Monitoring 0147 |oared! !
sessionin real time. inreal time, in accordance with
organizational standards, as well as
statutory, regulatory and
AU-15 Withdrawn Functional | _notrelated to N/A N/A 0 Withdrawn
Mechanisms exist to coordinate
sanitized event logs among external
Employ [Assignment: organization-defined methods] for zed eventlogs among
o 5 . N g o organizations to identify anomalous
c [ defined audit ) | Cross-Organizational
AU-16 o ' Functional | Intersects With MON-14 |events when event logs are shared 5 Not Selected
Audit Logging among external when audit Monitoring ever !
) " across organizational boundaries,
is across - "
without giving away sensitive or critical
business data.
Mechanisms exist to coordinate
sanitized event logs among external
Cross-organizational o o ) ) ! organizations to identify anomalous
Preserve the identity of in audit Cross-Organizational
AU-16(01) Audit Logging | dentity | 1" v Intersects With Mong\’mr\’n MON-14 |events when event logs are shared 5 Not Selected
rails.
Preservation € across organizational boundaries,
without giving away sensitive or critical
business data.
o provide iatonal audt nformation ol MON. it oy orgamatons sases
AU-16(02) Audit Logging | Sharing ization-defined izations] based on [/ Equal Sharing of Event Logs - ird-party org; or 10 Not Selected
! 14.1 | on specific cross-organizational
of Audit Information defined sharing P
sharing
c [ defined to
AU-16(03) AuditLogging| | disassociate individuals from audit information transmitted Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
DI jlity__|across organi undari
@00
el Secure Controls Framework (SCF) 130f84




version 2025.4
12/16/2025

NIST P 800-53 R 5.2
Crosswalk Mapping

Set Theory Relationship Mapping (STRM)

SCF Control SCF# Secure Controls Framework (SCF)  Strength of

FDE Name Focal Document Element (FDE) Description

Control Desci

CA-01 Policy and Procedures

a. Develop, and to[
organization-defined personnel or roles]:1. [Selection (one or
more): Organization-level; Missi iness p level;

level] i and monitoring policy
that:a. Addresses purpose, scope, roles, responsibilities,
among
entities, and iance; andb. Is consistent with
laws, executive orders, directives, regulations, policies,

tandards, and guidelines; and2. to facilitate the
of the authorization, and
monitoring policy and the associated assessment,
authorization, and i Is;b. Designate an
[Assignment: organization-defined official] to manage the
and ion of the

assessment, authorization, and monitoring policy and
procedures; andc. Review and update the current assessment,
authorization, and monitoring:1. Policy [Assignment:

defined and following |
organization-defined events]; and2. Procedures [Assignment:

Functional

Subset Of

Mechanisms exist to facilitate the
i ion of ity and

(1A) Operations

1AO-01

data protection assessment and
authorization controls.

defined and following
a. Develop, and disseminate to |
organization-defined personnel or roles]:1. [Selection (one or

more): Organi ; o level;

ystem-level] ization, and monitoring policy
that:a. Addresses purpose, scope, roles, responsibilities,
; ination among organizati
entities, and andb. Is ith
laws, executive orders, directives, regulations, policies,

tandards, and gui and2. to facilitate the
it of the authorization, and

CA-01 Policy and

monitoring policy and the associated assessment,

authorization, and monitoring controls;b. Designate an

[Assignment: organization-defined official] to manage the
and dissemination of the

authorization, and monitoring policy and
procedures; ande. Review and update the current assessment,
authorization, and monitoring:1. Policy [

defined frequency] and following [
organization-defined events]; and2. Procedures [Assignment:
i defined and following

Functional

Intersects With

Periodic Review &
Update of
Cybersecurity & Data
Protection Program

GOV-03

Mechanisms exist to review the

ity and data
program, including policies, standards
and procedures, at planned intervals
orif significant changes occur to
ensure their continuing suitability,
adequacy and effectiveness.

CA-01 Policy and Procedures

a. Develop, and to[
organization-defined personnel or roles]:1. [Selection (one or
more): Organization-level; Missi iness p level;

level] i and monitoring policy
that:a. Addresses purpose, scope, roles, responsibilities,
among
entities, and iance; andb. Is consistent with
laws, executive orders, directives, regulations, policies,

tandards, and guidelines; and2. to facilitate the
of the authorization, and
monitoring policy and the associated assessment,
authorization, and i Is;b. Designate an
[Assignment: organization-defined official] to manage the
and ion of the

assessment, authorization, and monitoring policy and
procedures; andc. Review and update the current assessment,
authorization, and monitoring:1. Policy [Assignment:

defined and following |
organization-defined events]; and2. Procedures [Assignment:
defined and following

Functional

Intersects With

g
Cybersecurity & Data
Protection
Documentation

GOV-02

exist to establish,
maintain and disseminate
cybersecurity and data protection
policies, standards and procedures.

CA-02 Control Assessments

a. Select the appropriate assessor or assessment team for the
type of assessment to be conducted;b. Develop a control
assessment plan that describes the scope of the assessment
including:1. Controls and control enhancements under

P to be used to determine
control effect and3. i )
team, and roles and

Ensure the control assessment plan is reviewed and approved
by the authorizing official or desi p ive prior to

conducting the assessment;d. Assess the controls in the system
and its envi of operation | i
defined frequency] to determine the extent to which the controls
are implemented correctly, operating as intended, and
producing the desired outcome with respect to meeting
established security and privacy requirements;e. Produce a
control assessment report that document the results of the
assessment; andf. Provide the results of the control assessment
i ization-defined individuals or rolesl.

Intersects With

Functional Review Of
Cybersecurity & Data
Protection Controls

CPL-03.2

Mechanisms exist to regularly review
Technology Assets, Applications
and/or Services (TAAS) for adherence
to the organization's cybersecurity and
data protection policies and
standards.

CA-02 Control Assessments

to
a. Select the appropriate assessor or assessment team for the
type of assessment to be conducted;b. Develop a control
assessment plan that describes the scope of the assessment
including:1. Controls and control enhancements under

P to be used to determine
control effect and3. i )
team, and roles and

Ensure the control assessment plan is reviewed and approved
by the authorizing official or desi p ive prior to

conducting the assessment;d. Assess the controls in the system
and its envi of operation | i

defined frequency] to determine the extent to which the controls
are implemented correctly, operating as intended, and
producing the desired outcome with respect to meeting
established security and privacy requirements;e. Produce a
control assessment report that document the results of the
assessment; andf. Provide the results of the control assessment
to i izati defined indivi orrolesl.

Intersects With

Technical Verification

1AO-06

Mechanisms exist to perform
Information Assurance Program (1AP)
activities to evaluate the design,

i and i of

technical cybersecurity and data
protection controls.

CA-02 Control Assessments

a. Select the appropriate assessor or assessment team for the
type of assessment to be conducted;b. Develop a control
assessment plan that describes the scope of the assessment
including:1. Controls and control enhancements under

P to be used to determine
control effect and3. i )
team, and roles and

Ensure the control assessment plan is reviewed and approved
by the authorizing official or desi p ive prior to

conducting the assessment;d. Assess the controls in the system
and its envi of operation | i

defined frequency] to determine the extent to which the controls
are implemented correctly, operating as intended, and
producing the desired outcome with respect to meeting
established security and privacy requirements;e. Produce a
control assessment report that document the results of the
assessment; andf. Provide the results of the control assessment

to ization-defined indivi orroles.

Intersects With

Cybersecurity & Data
Protection In Project
Management

PRM-04

Mechanisms exist to assess
cybersecurity and data protection
controls in system project
development to determine the extent
to which the controls are implemented
correctly, operating as intended and
producing the desired outcome with
respect to meeting the requirements.
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a. Select the appropriate assessor or assessment team for the
type of assessment to be conducted;b. Develop a control
assessment plan that describes the scope of the assessment
including:1. Controls and control enhancements under

Control Desc:
Mechanisms exist to formally assess
the cybersecurity and data protection
controls in Technology Assets,
Applications and/or Services (TAAS)
through Information Assurance

Relationsh

i to be used to
control effecti ; anda. i ) Program (IAP) activities to determine
team, and roles and the extent to which the controls are
Ensure the control assessment plan is reviewed and approved implemented correctly, operating as
by the authorizing official o desi o rior to I I
CA-02 Control Assessments | Y e authorizing official or tive prior Intersects With Assessments 1A0-02 |intended and producing the desired 5 Low
conducting the assessment;d. Assess the controls in the system outcome with respect to meeting
andits of operation [Assi g expected requirements.
defined frequency] to determine the extent to which the controls
are implemented correctly, operating as intended, and
producing the desired outcome with respect to meeting
established security and privacy requirements;e. Produce a
control assessment report that document the results of the
assessment; andf. Provide the results of the control assessment
to i defined i or rolesl.
a. Select the appropriate assessor or assessment team for the Mechanisms exist to ensure managers
type of assessment to be conducted;b. Develop a control regularly review the processes and
assessment plan that describes the scope of the assessment documented procedures within their
including:1. Controls and control enhancements under area of responsibility to adhere to
p tobe used to appropriate cybersecurity and data
control effecti ; anda. i 3 protection policies, standards and
team, and roles and other applicable requirements.
Ensure the control assessment plan is reviewed and approved
by the authorizing official o ' ppm to Cyberseourity &Data
ing official or o v )
CA-02 Control Assessments | ¢ 24 2 tve p Intersects With Protection CPL-03 5 Low
conducting the assessment;d. Assess the controls in the system
) ) ) ’ Assessments
andits of operation [/ o
defined frequency] to determine the extent to which the controls
are implemented correctly, operating as intended, and
producing the desired outcome with respect to meeting
established security and privacy requirements;e. Produce a
control assessment report that document the results of the
assessment; andf. Provide the results of the control assessment
to IF defined i orrolesl.
Mechanisms exist to ensure assessors
Control Assessments ||\ independent assessors or assessment teams to Assessor or assessment teams have the
CA-02(01) Independent ployindep Functional Equal 1A0-02.1 |appropriate independence to conduct 10 Moderate
conduct control assessments. Independence
Assessors cybersecurity and data protection
control
Mechanisms exist to conduct
specialized assessments for:
(1) Statutory, regulatory and
contractual compliance obligations;
Include as part of control assessments, [Assignment: (2) Monitoring capabilities;
organization-defined frequency], [Selection (one): announced; (3) Mobile devices;
unannounced], [Selection (one or more): in-depth monitoring; (4) Databases;
ControlAssessments || . ity instrumentation; automated security test cases; Specialized (5) Application security;
CA-02(02) Specialized ns tation; aut rity test g Functional | Intersects With P 1n0-02.2| P APP ;o 5 High
A \  [vatnerabitty scanning; maicious user testing; nsider threat Assessments (6) Embedded technologies (e.g., loT,
ssessments
assessment; performance and load testing; data leakage or data o, etc);
loss [Assi ganization-defined other forms (7) Vutnerability management;
of assessment]]. (8) Malicious code;
(9) Insider threats;
(10) Performance/load testing; and/or
(1) Artificial Intelligence and
(AATL.
Control Assessments || Leverage the results of control assessments performed by Mechanisms exist to accept and
Leveraging Results | [Assiy ization-defined external organization(s)] on Third-Part espond to the results of external
CA-02(03) veraging ! ! Equal M 1A0-02.3| "% i i 10 Not Selected
from External | [Assignment: organization-defined system] when the that are performed by
o] meets -defined impartial, external i
a. A d the exchange of information bet
pprove and manage the exchange of information between Mechanisms exist to authorize
the system and other systems using [Selection (one or more):
! connections from systems to other
security exchange N 3
¢ systems using Interconnection
security of or
Security Agreements (ISAs), or similar
service level user System methods, that document, for each
cA-03 Exchange @ ; [Assi ization-defined Intersects With V' NET-05 ' ' 5 Low
" Ilb. D N tof h h the interface
e of agreement]];b. Document, as part of each exchange -
type of ag P & characteristics, cybersecurity and
g , the interface security and privacy
data protection requirements and the
a , controls, and for each system, °
) nature of the information
and the impact level of the information communicated; andc.
Review and undate the agreements [ i
CA-03(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
CA-03(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
CA-03(03) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
CA-03(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
CA-03(05) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to verify that
individuals or Technology Assets,
- oo
Information Exchange | Verify that individuals or systems transferring data between Applications and/or Services (TAAS)
) ‘ ) Transfer DCH-  |transferring data between
CA-03(06) Transfer interconnecting systems have the requisite authorizations (i.e., | Functional Equal 4 ! d 10 High
! ) e s ! Authorizations 14.2 [interconnecting TAAS have the
uthorization: write or pi prior to accepting such data. o i
requisite authorizations (e.g., write
or privileges) prior to
transferring said data.
a. Identify transitive (downstream) information exchanges with
Information Exchange | |other systems through the systems identified in CA-3a; andb.
CA-03(07) Transitive Information | Take measures to ensure that transitive (downstream) Functional | notrelated to N/A N/A |No applicable SCF control 0 Not Selected
i cease when the controls on identified
transitive svstems cannot be verified or validated.
CcA-04 Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
a. Develop a plan of action and milestones for the system to Mechanisms exist to generate a Plan
document the planned remediation actions of the organization of Action and Milestones (POA&M), or
to correct weaknesses or deficiencies noted during the similar risk register, to document
Plan of Action and |assessment of the controls and to reduce or eliminate known ) ) Plan of Action & planned remedial actions to correct
CcA-05 ent of i Functional | Intersects With | 1A0-05 ° 5 Low
Milestones vulnerabilities in the system; andb. Update existing plan of Milestones (POA&M) weaknesses or deficiencies noted
action and mil [Assi ganization-defined during the assessment of the security
frequency] based on the findings from control assessments, controls and to reduce or eliminate
i audits or reviews. and monitoring known vulnerabilities.
Plan of Action and ‘Automated mechanisms exist to help
Milestones|  |Ensure the accuracy, currency, and availability of the plan of Plan of Action & ensure the Plan of Action and
CA-05(01) Automation Support|action and milestones for the system using [Assignment: Functional Equal Milestones (POA&M) |1A0-05.1 |Milestones (POA&M), or similar risk 10 Not Selected
for Accuracy and defined i Automation register, is accurate, up-to-date and
Currency readily-available.
a. Assign a senior official as the authorizing official for the Mechanisms exist to ensure
systemib. Assign a senior official as the authorizing official for Technology Assets, Applications
common controls available for inheritance by organizational and/or Services (TAAS) are officially
Ensure that the authorizing official for the system, authorized prior to "go live" ina
i 1. Accepts the use of common on envi .
CA-06 uthorization o Functional Equal Security Authorization | 1A0-07 |Preduction environment. 10 Low

controls inherited by the system; and2. Authorizes the system to
operate;d. Ensure that the authorizing official for common
controls authorizes the use of those controls for inheritance by
organizational systems;e. Update the authorizations

e A

defined frequencyvl.
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Control Desci

Relationsh

Authorization | Joint | Employ a joint authorization process for the system that
CA-06(01) Authorization — Intra- |includes multiple authorizing officials from the same Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
o o o, e
Employ a joint authorization process for the system that
Authorization | Joint \'ncl’fjd:s rlnum le authorizin poff‘c‘ats with at)tleas( one
ing offici
CA-06(02) Authorization — Inter- > multel & S Functional | notrelated to N/A N/A  |No applicable SCF control o Not Selected
) authorizing official from an organization external to the
organization . . o
the
Develop a system-level continuous monitoring strategy and
i in with the
level conti itoring strategy that
the following level metrics to be
v ganization-defined system-level
tricsL:b ; defined
for ing and Mechanisms exist to provide a
defined ies] for of control Cybersecurity & Data cybersecurity and data protection
cA-07 Continuous Monitoring | Ongoing control assessments in accordance with the Functional | Intersects With | Protection Controls | CPL-02 |controls oversight function that 5 Low
continuous monitoring strategy;d. Ongoing monitoring of system Oversight reports to the organization's executive
and organization-defined metrics in with the teadership.
continuous monitoring strategy:e. Correlation and analysis of
information generated by control assessments and monitoring:f.
Response actions to address results of the analysis of control
and monitoring i ion; andg. Reporting the
security and privacy status of the system to [Assignment:
ization-defined personnel or roles] [ i
Mechanisms exist to utilize
) - independent assessors to evaluate
Continuous Monitoring . . !
Employ or teams to monitor ) ) ity and data
CA-07(01) Independent ° Functional | Intersects With CPL-03.1 5 Moderate
oo™ |the controls inthe system on an ongoing basis. Assessors controls at planned intervals or when
the Technology Asset, Application
and/or Service (TAAS)
Mechanisms exist to provide a
Continuous Monitoring| . tteams to monit Cybersecurity & Data cybersecurity and data protection
mploy independent assessors or assessment teams to monitor
CA-07(01) | Types of ploy indep S ! Functional | Intersects With | Protection Controls | CPL-02 |controls oversight function that 5 Moderate
the controls in the system on an ongoing basis. b . )
Assessments Oversight reports to the organization's executive
CA-07(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to employ trend
o . analyses to determine if security
Employ trend analyses to determine if control implementations, )
o control implementations, the
Continuous Monitoring|the frequency of continuous monitoring activities, and the types ) Trend Analysis | MON- " -
CA-07(03) o ’ ‘ Functional Equal ) frequency of continuous monitoring 10 Not Selected
|Trend Analyses | of activities used in the continuous monitoring process need to Reporting 062 e n
N activities, and/or the types of activities
be modified based on empirical data. " ' rac
used in the continuous monitoring
process need to be modified based on
Mechanisms exist to ensure risk
monitoring as an integral part of the
)  |Ensure risk monitoring is an integral part of the continuous continuous monitoring strategy that
Continuous Monitoring > ) 5 b o
CA-07(04) Rk Monitaring | |rertering strategy that ncludes the Functiona Equal Risk Monitoring | RSK-11 [includes monitoring the effectiveness 10 Low
% | monitoring;b. Compliance monitoring; andc. Change monitoring. of eybersecurity and data protection
controls, compliance and change
) — |Employ the following actions to validate that policies are
Continuous Monitoring ° ) .
CA-07(05) "€ | established and implemented controls are operatingin a Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
| Consistency Analysis ‘ ore opers
manner: defined actions].
Continuous Monitoring| Ensure the accuracy, currency, and availability of monitoring
CA-07(06) | Automation Support | results for the system using [Assig & defi not related to N/A N/A  |No applicable SCF control 0 Not Selected
for Monitoring i
Conduct fon tosting [ . o Mech[an[\‘smi ex[\st to c:nd:c!l
enetration testing on Technolo
CA-08 Testing on [Assi fon-defined systems o Functional Equal Penetration Testing | VPM-07 [Penetration testing ol 10 High
Assets, Applications and/or Services
system components].
(TAAS).
Penetration Testing | ) ) ’
Ind dent Employ an independent penetration testing agent or team to VPM exist to utilize an
ndependen X
CA-08(01) Pt g |Perform penetration testing on the system or system Functional Equal Pentration Agentor | " |independent assessoror penetration 10 High
g components. Team : team to perform penetration testing.
Agentor Team
Mechanisms exist to utilize "red team”
Employ the following red-team exercises to simulate attempts exercises to simulate attempts by
Testing| |by adversaries to compromi systems in § : i
CA-08(02) ing| by > ! Y Functional Equal Red Team Exercises | VPM-10 |2dVersaries to compromise 10 Not Selected
Red Team Exercises with rules of v Technology Assets, Applications
defined red team exercises]. and/or Services (TAAS) in accordance
with organization-defined rules of
Employ a penetration testing process that includes [Assignment:
Penetration Testing | | :m’:at‘:n defined fre ueiz ] [Selection (one or rEmre)g
" on- e i :
CA-08(03) Facility Penetration |°'& quency] Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Testin announced; unannounced] attempts to bypass or circumvent
¢ controls i with physical access points to the facility.
a. Authorize internal ions of [Assiy ganizati Mechanisms exist to control internal
defined system components or classes of components] to the system connections through
system;b. Document, for each internal connection, the interface authorizing internal connections of
Internal System | characteristics, security and privacy requirements, and the ) Internal System systems and documenting, for each
CA-09 v ’ ity and privacy req ) Functional Equal Y NET-05.2| > ° ne 10 Low
Connections. nature of the information communicated;c. Terminate internal Connections internal connection, the interface
system after [Assi ion-defined characteristics, security requirements
andd. Review [Assi ganization-defined and the nature of the information
frequenoy] the continued need for each internal i
‘Automated mechanisms exist to
validate the security posture of the
Internal System  |Perform security and privacy compliance checks on constituent Endboint Securit endpoint devices (e.g., software
ri
CA-09(01) Connections| | system components prior to the establishment of the internal Functional Equal T INET-14.7 versions, patch evels, etc,) pror to 10 Not Selected
Compliance Checks |connection. allowing devices to connect to
i T Assets,
and/or Services (TAAS).
a. Develop, and disseminate to [
organization-defined personnel or roles]:1. [Selection (one or
more): Organization-level; Missi iness p level;
level] i policy that:a.
Addresses purpose, scope, roles, responsibilties, management
i among onal entities, and
andb. s consistent with laws, executive
orders, directives, regulations, policies, standards, and
and2. tofacilitate the i of Mechanisms exist to facilitate the
‘ ¢ ) Configuration ! ¢
cM-01 Policy and P the policy and the Functiona Subset Of CFG-01 |implementation of configuration 10 Low
one ’ Management Program
configuration management controls;b. Designate an management controls.
[Assignment: organization-defined official] to manage the
and dissemination of the
policy and p andc. Review
and update the current configuration management:1. Policy
[Assi on-defined and following
[Assignment: organization-defined events]; and2. Procedures
[Assi on-defined and following
i defined eventsl.
@00
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a. Develop, and disseminate to |
organization-defined personnetcr roles}:1. [Selection (one or
more): Org level; level;

Control Desc
Mechanisms exist to review the
cybersecurity and data protection
program, including policies, standards

Relationsh

level] i policy thatia. and procedures, at planned intervals
Addresses purpose, scope, roles, responsibilties, management or i significant changes ocour to
among onal entities, and ensure their contining suitability,
andb. Is i with laws, executive adequacy and effectiveness.
ders, directives, regulations, policies, standards, and N
orders, directives, regulations, policies, standards, an, Periodic Review &
and2. to facilitate the of Update of
cM-01 Policy and P the i policy and the Functional | Intersects With P GOv-03 5 Low
onmeu " Cybersecurity & Data
configuration management controls;b. Designate an 5
. . - Protection Program
[Assignment: organization-defined official] to manage the
and dissemination of the
policy and p andc. Review
and update the current configuration management:1. Polcy
defined and following
[A55|gnment orgenizaton-defined svents} and2. Procedures
[ d and following
i defined eventsl.
a. Develop, and disseminate to |
orgenizaton-defined personneLor olss]1.[Seection (oneor
more): O level;
ystem-level] configurati policy thatia.
Addresses purpose, scope, foles, responsibiliies, management
among izational entities, and
andb. s consis ith laws, exeoutive
orders, directives, regulations, policies, standards, and - —— '
reers, dire 8 polici far Publishing Mechanisms exist to establish,
and2. tofacilitate the of Cybersecurity & Data maintain and disseminate
cM-01 Policy and the configurati policy and the Intersects With | Gov-02 " 5 Low
5 Protection cybersecurity and data protection
configuration management controls;b. Designate an ' e
! gement controtsib. Documentation policies, standards and procedures.
[Assignment: organization-defined official] to manage the
and on of the
policy and p ; andc. Review
and update the current configuration management:1. Polcy
! ion-defined frequency] and following
[Assignment: organization-defined events}; and2. Procedures
[ defined frequency] and following
I i i defined eventsl.
a. Develop, document, and maintain under configuration Mechanisms exist to review and
control, a current baseline configuration of the system; andb. update baseline configurations:
Review and update the baseline configuration of the system:1. CFG- | (1) Atleastannually;
cM-02 Baseline Configuration| - P ! gurati Vs Functional | Intersects With | Reviews & Updates m v 5 Low
defined When required 02.1 | (2) When required due to so; or
due toAssi ization-defined ci anda. (3)As part of system companent
When system are installed or upgraded and upgrades.
a. Develop, document, and maintain under configuration Mechanisms exist to develop,
control, a current baseline configuration of the system; andb. ) document and maintain secure
R d update the baseline configuration of the system:1. Systam Hardening baseline configurations for Technol
eview and update the baseline configuration of the system: aseline configurations for Technolo
cM-02 Baseline Configuration P e Y Functional | IntersectsWith | Through Baseline | CFG-02 figur nology 5 Low
! defined frequency];2. When required gh Bas Assets, Applications and/or Services
. ; Configurations ,
dueto defined anda. (TAAS) that are consistent with
When system are installed or upgraded industry-accented svstem hardening
CM-02(01) Withdrawn Functional | _notrelated to N/A N/A 0 Withdrawn
Automated mechanisms exist to
Baseline Configuration jovern and report on baseline
Atomation Sgu ot | Maintain the currency, accuracy, and Automated Central | g "" - P I ! nosat
CM-02(02) PPOM | ¢ the baseline configuration of the system using [Assignment: Functional Equal Management & configurations of Technology Assets, 10 Moderate
for Accuracy and 16 confle A 022 |Applications and/or Services (TAAS)
Currency through Continuous Diagnostics and
Mitigation (CDM). or similar
Baseline C stion Retain : nization-defined number of previous ] Retontion Of revious | Gra. | Mechanisms exist o retain previous
CM-02(03) | Retention of Previous [versions of baseline configurations of the system to support Functional Equal AV aps|Versions of baseline configuration to 10 Moderate
i .
c i rollback. ¢ support roll back.
CM-02(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
CM-02(05) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to manage baseline
configurations for development and
Baseline Configuration |Maintain a baseline configuration for system development and Development & Test Bur P
) P CFG- |test environments separately from
CM-02(06) IDevelopment and | test environments that is managed separately from the Functional Equal Environment ) 10 Not Selected
! 024 |operational baseline configurations to
Test basaline Configurations Perat " onfieur
minimize the risk of unintentional
changes.
- ssue Assignment; ogarizaton-defined systems orsystem Mechanisms exist to configure
Baseline Configuration [ OTTP o or o] Wt IASSK 9 8 Configure Technology Technology Assets, Applications
‘ configurations] to individuals traveling to locations that the ohno and/or Services (TAAS) utilized in high-
| Configure Systems ! eing to ) Assets, Applications | CFG-
CM-02(07) organization deems to be of significant risk; andb. Apply the Functional Equal ! tisk areas with more restrictive 10 Moderate
and Components for - and/or Services (TAAS) | 02.5 " hmore
comi following controls to the systems o components when the Sen baseline configurations.
High-risk Areas o " ) for High-Risk Areas
individuals return from travel: [Assignment: organization-defined
controlsl.
a. Determine and document the types of changes to the system
that are configuration-controlled;b. Review proposed
configuration-controlled changes to the system and approve o
disapprove such changes with explicit consideration for security
and privacy impact analyses;c. Document configuration change
decisions associated with the system;d. Implement approved
) configuration-controlled changes to the system;e. Retain Mechanisms exist to facilitate the
Configuration Change ontrot ) Change Management ! )
cM-03 P records of configuration-controlled changes to the system for Functional Subset Of oo CHG-01 |implementation of a change 10 Moderate
r rogr
[Assignment: organization-defined time periodf. Monitor and . program.
review activities associated with lled
changes to the system; andg. Coordinate and provide oversight
forconfiguraton change conrol ectiviestrough [Assignment
change control element] that
convenes [Setection (one of morel Assignmentsorganization-
defined when ion-defined
a. Determine and documentthe(ypes of changes to the system
that are configuration-controlled;b. Review proposed
configuration-controlled changes to the system and approve or
disapprove such changes with explicit consideration for security
and privacy impact analyses;c. Document configuration change
decisions associated with the system;d. Implement approved
configuration-controlled changes to the system;e. Retain — Mechanisms exist to govern the
Configuration Change | "8 ontr & v ) | Configuration Change &
cM-03 A records of configuration-controlled changes to the system for Functional | Intersects With o CHG-02 |technical configuration change control 5 Moderate
[Assignment: organization-defined time period;f. Monitor and processes.
review activities associated with confi lled
changes to the system; andg. Coordinate and provide oversight
for configuration change control activities through [Assignment:
organization-defined configuration change control element] that
convenes [Selection (one or more): [Assignment: oganization-
defined freauencvl: when [Assi defined
Use [Assi defined i
toza. Document proposed changes to the system;b. Notify
) on-defined approval ities] of
Configuration Change
el | Aummati proposed changes to the system and request change Mechanisms exist to prohibit
e
approvalic. Highlight proposed changes to the system that have CHG- |unauthorized changes, untess
CM-03(01) Documentation, | *P Ehlight prop« s to the sy: Functional Equal Prohibition Of Changes hort B 10 High
not been approved or disapproved within [Assignment: 02.1 |organization-approved change

Notification, and
Prohibition of Changes

organization-defined time periodJ;d. Prohibit changes to the
system until designated approvals are received;e. Document all
changes to the system; and. Notify [Assignment: organization-
defined when approved changes to the system are

requests are received.
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o Mechanisms exist to verify the
Configuration Change
Contol | Testing functionality of cybersecurity and/or
" |Test, validate, and document changes to the system before Control Functionali data privacy controls followin
CM-03(02) Validation,and | o0V > ‘ e ¥ Functional | Intersects With Functionality | - ¢ |data Privacy g 5 Moderate
finalizing the implementation of the changes. Verification implemented changes to ensure
Documentation of applicable controls operate as
i r
Changes PP P
designed
Configuration Change Mechanisms exist to appropriately test
Control | Testing, ) ) and document proposed changes in a
trol | Testing, |+ validate, and document changes to the system before ) ) Test, Validate & CHG- prop .
CM-03(02) Validation, and N N N Functional Intersects With non-production environment before 5 Moderate
finalizing the implementation of the changes. Document Changes | 02.2
Documentation of changes are implemented ina
Changes o envi
Configuration Change |Implement changes to the current system baseline and deploy
CM-03(03) Control | Automated [the updated baseline across the installed base using Functional | notrelated to N/A N/A  |No applicable SCF control o Not Selected
Change TAssi ion-defined
— Cyberseourity & Data Mechanisms exist to include a
Configuration Change | R ) , ’ )
Controt Somurty g | FEUire[Assignment: organization-deined securit and privacy Protection oHG. |e¥persscurity and/or data protection
CM-03(04) o representatives] to be members of the | i Functiona Equal for | 000 inthe 10 Moderate
Y defined configuration change control element]. Asset Lifecycle " |change control review process.
Representatives
Changes
‘Automated mechanisms exist to
Configuration Change the following security resp. if Avtomated s OHG. [ o
utomated Securi - |implement remediation actions upon
CM-03(05) Control | Automated | baseline configurations are changed in an unauthorized manner:| ~ Functional Equal v P por 10 Not Selected
° ons are ohe " Response 02.4 |the detection of unauthorized baseline
Security Response |1 defined security onof unauther
Mechanisms exist to govern assets
Configuration Change |Ensure that cryptographic mechanisms used to provide the I OHo. | votved n providing cryptographic
ryptographic -
CM-03(06) Control | Cryptography |following controls are under Functional Equal Miia gempem na |protections according tothe 10 High
[Assi jzation-defined controls). & ) organization's configuration
esses.
Mechanisms exist to appropriately test
) Review changes to the system [Assignment: organization- ppropriately
Configuration Change | . anization- ) and document proposed changes in a
! defined frequency] or when [ defined ) ) Test, Validate & | CHG- ' prop
CM-03(07) Control | Review | Functional | Intersects With non-production environment before 5 Not Selected
circumstances] to determine whether unauthorized changes Document Changes | 022 ! !
System Changes changes are implemented ina
have occurred. >are i
Configuration Change ) Automated mechanisms exist to
Control [P . Prevent or restrict changes to the configuration of the system Configurat . " Y X
ontrol | Prevent or onfiguration monitor, enforce and report on
CM-03(08) . ° under the following 1 i Functional Equal e CFG-06 ttor, entor rop . 10 Not Selected
Restrict Configuration |« for endpoint devices.
defined circumstances].
Changes
) ‘Automated mechanisms exist to
Configuration Change ) Auton
Prevent or restrict changes to the configuration of the system identify unauthorized deviations from
Control | Prevent or ° ! " ) | Integrity Assurance & | CFG-
CM-03(08) under the following [ Functional | Intersects With an approved baseline and implement 5 Not Selected
Restrict Configuration | "< Enforcement (IAE) | 06.1 ° ¢
defined circumstances]. automated resiliency actions to
Changes
the unauthorized change.
exist to analyze props
Analyze changes to the system to determine potential securi Security Impact changes for potential secur
CcM-04 Impact Analyses yze chang e ! P v Functional Equal urity Imp CHG-03 |Changes for p y 10 Low
and privacy impacts prior to change implementation. Analysis for Changes impacts, prior to the implementation
of the change.
Mechanisms exist to manage separate
development, testing and operational
Impact Analyses| _|/A"8Z6 changes tothe system ina separate test environment Separation of environments to reduce the risks of
before onin an i lookin Development, Testin i
CM-04(01) Separate Test ation i g Functional Equal P! € | 1pa-gg |Unauthorized access or changes to the 10 High
e o |for security and privacy impacts dus to flaws, weaknesses, and 0 andto
incompatibility, or intentional malice. Environments ensure no impact to production
Technology Assets, Applications
and/or Services (TAAS).
Mechanisms exist to perform
After system changes, verify that the impacted controls are Information Assurance Program (IAP)
ImpactAnalyses|  |implemented correctly, operating as intended, and producin ) I activities to evaluate the design,
CM-04(02) mpact Analyses | plem ¥, operating P J Functional Equal Technical Verification | 140-06 | 2™ V- esigl 10 Moderate
Verification of Controls | the desired outcome with regard to meeting the security and implementation and effectiveness of
privacy requirements for the system. technical cybersecurity and data
controls.
Mechanisms exist to define,
Access Restrictions for | Define, document, approve, and enforce physical and logical § § GoverningAccess | END- |9ocument, approve and enforce
CM-05 ) ) ) Functional Intersects With ) access restrictions associated with 5 Low
Change access restrictions associated with changes to the system. Restriction for Change | 03.2
changes to Technology Assets,
and/or Services (TAAS).
Mechanisms exist to enforce
omos Access Restictions for Define, document, approve, and enforce physical and logical Functional | Intersects witn | AcCes3 RestrictionFor | | configuration restrctions n aneffort 5 Low
Change access restrictions associated with changes to the system. Change to restrict the ability of users to
conduct unauthorized changes.
Access Restrictions for| o ons using Mechanisms exist to perform after-the-
Change | Automated | 1o usingl Automated Access | CHG- |fact reviews of configuration change
CM-05(01) defined andb. generate Equal S ° 10 High
Access Enforcement |0- Enforcement/ Auditing|  04.1  [logs to discover any unauthorized
" audit records of the enforcement actions.
and Audit Records changes.
CM-05(02) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
CM-05(03) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to enforce a two-
Access Restrictions for | Enforce dual authorization for implementing changes to DualAuthorizationfor | cH e
i .
CM-05(04) Change|Dual  |[Assi ization-defined system and Equal person rule for implementing changes 10 Not Selected
! nem Change 043 |to critical Technology Assets,
Ik ’ and/or Services (TAAS).
Access Restrictions for|
Change | Priviloge | Uit Privileges to chango systom components and systorm-
rivi
el Privilege | o ated i ion within a or : Permissions To CHG- |Mechanisms exist to limit operational
CM-05(05) Limitation for ! Functional Equal oc " 10 Not Selected
! andb. Review and privileges Implement Changes | 04.4 |privileges for implementing changes.
Productionand |1 oW ane e
Operation ! aueneyl
N Mechanisms exist to restrict software
Access Restrictions for|, . ileges to change software resident within saftware CHG- | library privileges to those individuals
imit privi re resident withis e - ivi
CM-05(06) Change | Limit Library | PrVIteg g Functional Equal Library Privileges "y privileges to 10 Not Selected
- libraries. 045 |with a pertinent business need for
Privileges
access.
CM-05(07) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
a. Establish and document configuration settings for Mechanisms exist to develop,
components employed within the system that reflect the most document and maintain secure
restrictive mode consi ith q using baseline configurations for Technology
[Assignment: organization-defined common secure ) Assets, Applications and/or Services
enmer e System Hardening s A
CM-06 Configuration Settings é the Functional | Intersects With | Through Baseline | CFG-02 |(TAAS) thatare consistent wi 5 Low
Identify, document, and approve any deviations from e industry-accepted system hardening
” ! Configurations
settings for [ standards.
defined system components] based on [Assignment:
ization-defined ional requi 1 andd. Monitor
and control changes to the settings in
a. Establish and document configuration settings for
components employed within the system that reflect the most
restrictive mode consistent with ional req using
[Assignment: organization-defined common secure Aooroved Mechanisms exist to document,
r
) i the confi ttings: ) § PP CFG- |assess risk and approve or deny
cM-06 Configuration Settings | > et Functional | IntersectsWith | Configuration ese ’ 5 Low
Identify, document, and approve any deviations from P 027 |deviations to standardized
settings for [ configurations.
defined system components] based on [Assignment:
defined ional req 1 andd. Monitor
and control changes to the settings in
- ‘Automated mechanisms exist to
Configuration Settings I
| Automated Manage, apply, and verify configuration settings for Automated Central governand report on baseline
‘ j ) ) CFG- |configurations of Technology Assets, )
CM-06(01) [ defined system using | Functional | IntersectsWith |  Management & 1eure ) 5 High
! ation-ce > gome 022 |Applications and/or Services (TAAS)
and |0 defined Verification ? orvices (
cation through Continuous Diagnostics and
Verification hond o
Mitigation (CDM). or similar
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Configuration Settings | Take the following actions in response to unauthorized changes Respond To orG. |Mechanisms existto respond to
CM-06(02 Respondto  [tof ization-defined settings]: Functional Equal unauthorized changes to configuration| 10 High
02) | Resp , aniz ! i e} a Unauthorized Changes| 02.8 ' nges t e e
L Changes | [/ defined actions]. settings as security incidents.
CM-06(03) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
CM-06(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
a. Configure the system to provide only [A t
nfigure the system to provide only [Assignmen Mechanisms exist to configure
organization-defined mission essential capabilities]; andb. ) )
Prohibit or restrict the use of the following functions, ports systems to provide only essential
cM-07 Least Functionality ! ! ports: Functional Equal Least F CFG-03 ilties by specifically prohibiti 10 Low
protocols, software, and/or services: [Assignment: organization- e
) o > or restricting the use of ports,
defined prohibited or restricted functions, system ports, ,
) protocols, and/or services.
brotocols. software. and/or servicesl.
a. Review the system [Assignment: organization-defined
Vi ystem [Assig rganizatl Mechanisms exist to periodically
toidentify y and/or functions, review system configurations to
Least Functionality | |ports, protocols, software, and services; andb. Disable or ) ) cre- |!
CM-07(01) Functionality | | ports, protoc re, and ! Functional Equal Periodic Review identify and disable unnecessary 10 Moderate
Periodic Review | remove [Assignment: organization-defined functions, ports, 03.1 y
ation-cet and/or non-secure functions, ports,
protocols, software, and services within the system deemed to A
protocols and services.
be and/or
Prevent program execution in accordance with [Selection (one or
LeastF | |more): fassi ization-defined policies, rules of prevent Program Automated mechanisms exist to
rogr
CcM-07(02) Prevent Program | behavior, and/or access agreements regarding software Functional | Intersects With . 8 SEA-06 | prevent the execution of unauthorized 5 Moderate
xecution
Execution program usage and restrictions]; rules authorizing the terms and software programs.
conditions of software program usagel.
Prevent program execution in accordance with [Selection (one or
LeastF : [Assi ization-defined policies, rules of ) Mech tto confi
cas L poteies, rufes of ) | Prevent Unauthorized | CFG- | oonanisms existto configure
CM-07(02) Prevent Program behavior, and/or access agreements regarding software Functional Intersects With Soft E t 03.2 systems to prevent the execution of 5 Moderate
oftware Execution .
Execution program usage and restrictions]; rules authorizing the terms and unauthorized software programs.
conditions of software program usagel.
LeastF | [Ensure with [ ization-defined
CM-07(03) i i qui for functions, ports, protocols, and Functional | notrelated to N/A N/A  |No applicable SCF control o Not Selected
c servicesl.
a. Identify [Assignment: organization-defined software programs
Least Functionaliy| | Ot 2utherized o execute on the system}o. Employ an allow-all Mechanisms exist to explicitly allow
! deny-by-exception policy to prohibit the execution of ) Explicitly Allow / Deny | CFG- | (allowlist / whitelist) and/or block
CM-07(04) Unauthorized Software ° ) Functional Equal Allos 10 Not Selected
B e unauthorized software programs on the system; ande. Review Applications 033 |(denylist/blacklist) applications that
'¥-by-exCePtioN | 2nd update the list of unauthorized software programs are authorized to execute on systems.
TAssi defined freauencyl.
a. Identify [Assignment: organization-defined software programs
Loast Functionaliy| | 4thorize6 0 execute on the system:b. Employ a deny-all, Mechanisms exist to explicitly allow
ionali
Y1 | permit-by-exception policy to allow the execution of authorized ) Explicitly Allow / Deny | CFG- | (allowtist / whitelist) and/or block
CM-07(05) Authorized Software — ! Functional Equal Ao , ) 10 Moderate
oo |sofware programs on the system; ande. Review and update the Applications 033 (denylist/blacklist) applications that
-by-excepti
V-excep list of authorized software programs [Assignment: organization- are authorized to execute on systems.
defined frequencyl.
Least Functionality | |Require that the following user-installed software execute in a Configure Technology Mechanisms exist to configure
3 : ) A e Technology Assets, Applications
Confined confined physical or virtual machine environment with limited ) | Assets, Applications | CFG- / ation:
CM-07(06) X § . Functional | Intersects With N and/or Services (TAAS) utilized in high- 5 Not Selected
Environments with | privileges: [ defined led and/or Services (TaAs)| 025 [°1 . o
sk areas with more restrictive
Limited Privileges  |software]. for High-Risk Areas risicareas with mor "
baseline
Allow execution of binary or machine-executable code only in ) Mechanisms exist to configure
Least Functionality | " i ° ' Configure Technology figur
" confined physical or virtual machine environments and with the onno Technology Assets, Applications
CM-07(07) Code Exeoutionin | it approval of [Assi ization-defined personnel i Intersects With | ASSCtS:Applications | CFG- | | o ices (TAAS) utilized in high 5 Not Selected
- e [ Functiona ' -
Protected plicitapp ] P and/or Services (TAAS)| 025 |2nd/or Services ( utilized in hig!
) or roles] when such code is:a. Obtained from sources with ) risk areas with more restrictive
Environments | ) ) for High-Risk Areas
limited or no warranty: and/orb. Without the provision of source baseline
a. Prohibit the use of binary or machine-executable code from Mechanisms exist to prohibit the use
Least Functionality | |sources with limited or no warranty or without the provision of Binary or Mechine. | END. | o7 binary or machine-executable code
CM-07(08) Binary or Machine | source code; andb. Allow ons only for Functiona Equal e cone | o6 |from sources with limited orno 10 Not Selected
Executable Code  |mission or operational requirements and with the approval of ) warranty and without access to source
the ing official. code.
a. Identify [Assignment: organization-defined hardware i
Least Functionality | ify [Assigl e gani: i rdware Configure Technology Mechanisms exist to ccn‘ﬂgu‘re
) components authorized for system usel;b. Prohibit the use or onno Technology Assets, Applications
CM-07(09) Prohibiting The Use of ion of ized hardware Review i Intersects With | ASSCtS:Applications | CFG- | | o ices (TAAS) utilized in high 5 Not Selected
- rdwar Functiona -
Unauthorized and/or Services (TAAS)| 025 | 2nd/or Services ( utilized in hig!
and update the list of authorized hardware components . risk areas with more restrictive
Hardware ana o Ao for High-Risk Areas
freauencyl. baseline
Mechanisms exist to perform
inventories of Technology Assets,
Applications, Services and/or Data
a. Develop and document an inventory of system components (TAASD) that:
that:1. Accurately reflects the system;2. Includes all (1) Accurately reflects the current
components within the system;3. Does not include duplicate TAASD in use;
ing of or assigned to any other (2) dentifies authorized software
System Gomponent | $¥Stei4- 18 atthe lovel of granularity deemed necessary for products, Including business
cM-08 - P tracking and reporting; ands. Includes the following information | ~Functional | IntersectsWith |  Assetinventories | AST-02 [justification details; 5 Low
nventor " ’ .
Y to achieve system 7 (3)Is atthe level of granularity deemed
ization-defined deemed ytoachieve necessary for tracking and reporting;
effective system component accountability]; andb. Review and (@) Includes organization-defined
update the system component inventory [Assignment: information deemed necessary to
organization-defined frequency]. achieve effective property
accountability; and
(5)1s available for review and audit by
! nersannel
a- Develop and document an inventory of system components
that:1. Accurately reflects the system;2. Includes all
components within the system;3. Does not include duplicate Mechanisms exist to establish and
of or assigned to any other maintain an authoritative source and
system;d. Is at the level of granularity deemed necessary for repository to provide a trusted source
System Component ! * > ) 3 Component b
cM-08 tracking and reporting; and. Includes the following information | Functional | Intersects With " AST-02.3|and accountability for approved and 5 Low
Inventory " ) Duplication Avoidance é
to achieve system [ implemented system components that
defined ion deemed ytoachieve prevents assets from being duplicated
effective system component accountability]; andb. Review and in other asset inventories.
update the system component inventory [Assignment:
ization-defined freauencyl.
System Component Mechanisms exist to update asset
|ny entory | Updates Update the inventory of system components as part of Updates During inventories as part of c:m onent
v v inventori
CM-08(01) v1Up P v of sy: P P Functional Equal Installations/  |AST-02.1|' lesasp P 10 Moderate
During and removals, and system updates. installations, removals and asset
Removals
Removal
Mechanisms exist to implement and
System Component | Maintain the currency, accuracy, and Configuration manage a Configuration Management
CM-08(02) Inventory | Automated [of the inventory of system using [ Equal Management | AST-02.9| Database (CMDB), or similar 10 High
on-defined i Database (CMDE) technology, to monitor and govern
a. Detect the presence of unauthorized hardware, software, and
firmware components within the system using [Assignment:
System C defined isms] [Assi Automated mechanisms exist to
Inventory | db. Take the follow Automated detect and alert upon the detection of
nventor defined andb. Take the followin, letect and alert upon the detection of
CM-08(03) V1At ° 8 Functional | IntersectsWith | Unauthorized  |AST-02.2 ‘ P 5 Moderate
Unauthorized | actions when are detected: ) unauthorized hardware, software and
b Component Detection
Component Detection | (one or more): disable network access by such components; firmware components.
isolate the notify [Assi &
defined personnel or roles1l.
a. Detect the presence of unauthorized hardware, software, and
firmware components within the system using [Assignment:
System C: defined i [Assi
Inventon defined andb. Take the followin Software Installation | END- |Mechanisms exist to generate an alert
CM-08(03) v Aut ° 8 Functional | Intersects With 8 5 Moderate
Unauthorized | actions when are detected: Alerts 03.1 | when new software is detected.
Component Detection | (one or more): disable network access by such components;
isolate the notify [Assi &
defined personnel or roles1l.
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a. Detect the presence of unauthorized hardware, software, and
firmware components within the system using [Assignment:

System C

Control Desci

Mechanisms exist to configure

Relationsh

the system and system components where the information is
processed and stored; andc. Document changes to the location

(i.e.. system or system where the is.

and the specific system components
onwhich the information resides.

Inventory | defined frequency]; andb. Take the following ) ) Unauthorized CFG- [systems to generate an alert when the
CM-08(03) " Functional | Intersects With " 5 Moderate
Unauthorized  |actions when are detected: Installation Alerts | 05.1 |unauthorized installation of software
Component Detection | (one or more): disable network access by such components; is detected.
isolate the notify [ i
defined personnel or roles1l.
) Mechanisms exist to include capturing
System Component |Include in the system component inventory information, a ”
Inventory | means for identifying by [Selection (one or more): name; Accountability the name, position and/or role of
CM-08(04) VI N 1ifying by , : ; Functional Equal ° AST-03.1individuals responsible/accountable 10 High
Accountability | position; role], and for Information ¢
' for administering assets as part of the
Information |administering those components. é
asset inventorv process.
CM-08(05) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
System Component o Mechanisms exist to document and
Iontony | Aeacssed_ | nelude assessed companent configurations and any approved Aporoved Basel - : d
nventory | Assesse roved Baseline jovern instances of approve
CM-08(06) tory1A deviations to current deployed configurations in the system Functional Equal PP ° AST-02.4| 8V PP 10 Not Selected
Configurations and ° Deviations deviations from established baseline
©a component inventory. ;
Approved Deviations
Mechanisms exist to implement and
System Component | L ed vapositony for the imvantory of systom Configuration manage a Configuration Management
CM-08(07) Inventory | Centralized | %% °°F posttory 1Y Of Sy Functional | Intersects With Management  |AST-02.9 | Database (CMDB), or similar 5 Not Selected
Repository P - Database (CMDB) technology, to monitor and govern
o )
System C | Support the tracking of syst tsb x Mechanisms exist to track th
oronn Sysem ‘omponen Supperthe wackingof system componerts b gograpic ‘ o Avometed Locatin | s [Mechenisme st vack e . ot
- nventon ocation using [ defined Functiona ual b seographic location of system ot Selecte
v " using a Tracking 02.10 |Be08@P! Y
Location Tracking
System Component
" yenm ‘Ass? e |- Assien system components to a system; andb. Receive an . ast wistobind
v 3
CM-08(09) V| Assigr from [Assi " defined Equal ° 10 Not Selected
of Components to ; Assignment 0211 |to a specific system.
personnel or roles] of this assignment.
Systems
Develop, and a
management plan for the system thata. Addresses roles,
ties, and i and
o ishes a process for identifying i
) items throughout the system development life cycle and for ) Mechanisms exist to facilitate the
Configuration " ne sy ! g ) Configuration
cM-09 managing the configuration of the configuration items;c. Defines | Functional Subset Of CFG-01 |implementation of configuration 10 Moderate
Management Plan ‘ Management Program
the configuration items for the system and places the management controls.
i items under confi Is
reviewed and approved by [Assignment: organization-defined
personnel or roles]; ande. Protects the configuration
blan from ized di and
Develop, andi a i
management plan for the system that:a. Addresses roles,
ibilities, and configurati and
P o @ process fori i Mechanisms exist to ensure
) items throughout the system development lfe cycle and for Stakeholder
Configuration ' " ) ) ool stakeholders are made aware of and
cM-09 managing the configuration of the configuration items;c. Defines | Functional | Intersects With | Notificationof | CHG-05 5 Moderate
Management Plan ! " understand the impact of proposed
the configuration items for the system and places the Changes
! ° changes.
items under Is
reviewed and approved by [Assignment: organization-defined
personnel or roles]; ande. Protects the configuration
blan from ized di and
- Mechanisms exist to implement a
Configuration ) ) ° ) e
Assign for the ) segregation of duties for configuration
Management Plan | e ) Assignment of cFG-
CM-09(01) oy |management process to organizational personnel thatare ot | Functional Equal o that prevents 10 Not Selected
ssignment o .
snment directly involved in system development. from performing production
Responsibility !
duties.
a. Use software and associ in
ith contract ts and ht laws;b. Track the use of
with contract agreerfven 's and copyright laws; racl € use Of Mechanisms exist to enforce software.
software and associated documentation protected by quantity o ,
Software Usage | “ ent ) Software Usage usage restrictions to comply with
cM-10 ) licenses to control copying and distribution; andc. Controland | Functional Equal ) CFG-04 10 Low
Restrictions contract and
the use of peer-to-peer file sharing to °
ort copyright laws.
ensure that this capability is not used for the unauthorized
distribution. displav. performance. or ion of
Software Usage Mechanisms exist to establish
tware US| rablish the following restrictions on the use of open-source ) cFG-
CcM-10(01) Restrctions | Open- | °*"'* Hons on fhe use of op Functional Equal  [OpenSource Software| o =" |parameters for the secure use of open 10 Not Selected
source Software . 1| source software.
a. Establish [Assignment: organization-defined policies]
User-installed | Eoverning the installation of software by users;b. Enforce Prohibit existto
i
cM-11 o software installation policies through the following methods: Functional | Intersects With | Without Privileged | END-03 |prohibit software installations without 5 Low
oftware
[Assignment: organization-defined methods]; andc. Monitor Status explicitly assigned privileged status.
polioy compliance [Assi ion-defined
a. Establish [Assignment: organization-defined policies]
) governing the installation of software by users;b. Enforce Mechanisms exist to restrict the ability
User-installed : ‘ " ) ) User-Installed o ‘
cM-11 o software installation policies through the following methods: Functional | Intersects With iy CFG-05 |of non-privileged users to install 5 Low
oftware oftware
[Assignment: organization-defined methods]; andc. Monitor unauthorized software.
polioy compliance [Assi ion-defined
CM-11(01) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
User-installed Mechanisms exist to restrict the ability
Allow user installation of software only with explicit privileged User-Installed
CM-11(02) Software | Software Y plicit priviteg Functional | Intersects With CFG-05 | of non-privileged users to install 5 Not Selected
tatus. Software
with unauthorized software.
User-installed ) Mechanisms exist to configure
Software | Software [ Al tallation of softy Ly with explicit privileged Restrict Roles cFG tems t t the installation of
oftware | Software | Allow user installation of software only with explicit privilege - |systems to prevent the installation o
CM-11(02) Y plicit priviteg Functional | Intersects With | Permitted To Install Y P! 5 Not Selected
Installation with status. Software 05.2 software, unless the action is
r
Privileged Status performed by a privileged user or
User-installed ) ) o Prohibit existto
Allow user installation of software only with explicit privileged ) ) > e ]
CM-11(02) Software [ Software |~ " Functional | Intersects With | Without Privileged | END-03 |prohibit software installations without 5 Not Selected
with : Status explicitly assigned privileged status.
User-installed ) ) ) ) ‘Automated mechanisms exist to
Softvre | Atomated | EMTO7o@ and monitor compliance with software nstallation Confieuration g R
i
CM-11(03) policies using [Assi ization-defined Intersects With g CFG-0g |MON!tO enforce and reporton. 5 Not Selected
Enforcement and ) for endpoint devices.
mer mechanisms].
Monitoring
N Automated mechanisms exist to
User-installed ) ) ) ) e ’ :
Enforce and monitor compliance with software installation ) identify unauthorized deviations from
Software | Automated | co o ° with softway | Integrity Assurance & | CFG- ?
CM-11(03) policies using defined Intersects With an approved baseline and implement 5 Not Selected
Enforcement and ) Enforcement (IAE) | 06.1 ?
mechanisms]. automated resiliency actions to
Monitoring
the unauthorized change.
User-installed ) ) ) )
Enforce and monitor compliance with software installation
Software | Automated |1 co o ° with softway | software Installation | END- |Mechanisms exist to generate an alert
CM-11(03) policies using defined Intersects With ° 5 Not Selected
Enforcement and ) Alerts 03.1 | when new software s detected.
mer mechanisms].
Monitoring
User-installed ) ) ) ) Mechanisms exist to configure
Enforce and monitor compliance with software installation )
Software | Automated |1 co o ° with softway ) Unauthorized CFG- [systems to generate an alert when the
CM-11(03) policies using defined Intersects With 5 Not Selected
Enforcement and ) Installation Alerts | 05.1 |unauthorized installation of software
mer mechanisms]. .
Monitoring is detected.
a. Identify and document the location of [Assignment:
organization-defined information] and the specific system
& ) mation] and the sp: Y Mechanisms exist to identify and
components on which the information is processed and ©tdent )
) " ) ) document the location of information
cM-12 Information Location |stored;b. Identify and document the users who have accessto |  Functional Equal Information Location | DCH-24 10 Moderate
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Automated mechanisms exist to
Information Location | |25 tools to dentify [ identify by data classification type to
dofined information by information type] on [Assignment: Automated Tools to
Automated Tools to ) 1 | DCH-  [ensure adequate cybersecurity and
CM-12(01) ] defined system to ensure controls Functional Equal Support Information 10 Moderate
Support Information " ° > ° 241 |data protection controls are in place to
ot are nplace to rotect organizational iformation and individual Location prtectrganatonat formatonana
privacy.
data privacy.
Mechanisms exist to create and
maintain a map of Technology Assets,
cM-13 Data Action Mapping | Develop and document a map of system data actions. Functional Equal Data Action Mapping |AST-02.8 | Applications and/or Services (TAAS) 10 Not Selected
where sensitive/regulated datas
stored. or d.
Mechanisms exist to prevent the
Prevent the of [ defined installation of software and firmware
oM Signed Compononta_ | 012" and firmuiare components] without vei thatthe | vat | nterseotsWith | Signed Components | CMC" |comPenents vithoutverificaton that s Not Satected
component has been digitally signed using a certificate that is 042 |the component has been digitally
recognized and approved by the organization. signed using an organization-approved
certificate authority.
a. Develop, and disseminate to | Mechanisms exist to review the
organization-defined personnel or roles}-1. [Selection (one or cybersecurity and data protection
more): Organization-level; level; program, including policies, standards
System-level] contingency plannin policy that:a. Addresses and procedures, at planned intervals
purpose, scope, roles, responsibilities, management or if significant changes occur to
among onal entities, and ensure their contining suitability,
andb. s consistent with laws, executive adequacy and effectiveness.
orders, directives, regulations, policies, standards, and Periodic Review &
cp-01 Policy and Procedures and2. Procedures to facilitate the in ationof | ¢ ional | Intersects With Update of GOV-03 5 Low
the contingency planning policy and the associated contingency Cybersecurity & Data
planning controls;b. Designate an [Assignment: organization- Protection Program
defined official] to manage the development, documentation,
and dissemination of the contingency planning policy and
procedures; andc. Review and update the current contingency
planning:1. Policy [Assi ization-defined v
and following [Assignment: organization-defined events}; and2.
[Assi " defined frequency] and
following i defined events].
a. Develop, and disseminate to | Mechanisms exist to facilitate the
organization-defined personnel or roles}-1. [Selection (one or implementation of contingency
more): Organization-level; 2 level; planning controls to help ensure
System-level] contingency planning policy that:a. Addresses resilient Technology Assets,
purpose, scope, roles, responsibilities, management Applications and/or Services (TAAS)
among onal entities, and (e-g. Continuity of Operations Plan
andb. s consistent with laws, executive (COOP) or Business Continuity &
orders, dlre::;ezs, regulat\cnS; ::&:‘:l‘l\etsat ::;rSards, and B Business Continuity E:::t;rk:covery (BC/DR)
cp-o1 Policy and Procedures Functional SubsetOf | Management System | BCD-01 - 10 Low
the contingency planning policy and the associated contngency ons)
planning . Designate an [Assi
dofined offcial to manage the development, documentation,
and dissemination of the contingency planning policy and
procedures; andc. Review and update the current contingency
planning:1. Policy [Assi ization-defined frequency]
and following [Assignment: organization-defined ovents; and2.
& defined frequency] and
following defined eventsl.
a. Develop, and disseminate to [Assiy
organization-defined personnel or roles}-1. [Selection (one or
more): Org level; lovel:
System-level] contingency plannin policy that:a. Addresses
purpose, scope, roles, responsibilities, management
among ional entities, and
andb. s consistent with laws, executive
orders, directives, regulations, policies, standards, and g exist to establish,
ohot policy and Procedures and2. tofacilitate the i of | functional | Intersects witn | CYPCTSeCUry&Data | 1 o |maintain and disseminate 5 Low
the contingency planning policy and the associated contingency Protection cybersecurity and data protection
planning . Designate an | Documentation policies, standards and procedures.
dofined offcial] to manage the development, documentation,
and dissemination of the contingency planning policy and
procedures; ande. Review and update the current contingency
planning:1. Policy [Assi defined v
and following [Assignment: organization-defined events}; and2.
" defined frequency] and
following defined events.
a. Develop a contingency plan for the system that:1. Identifies Mechanisms exist to facilitate the
essential mission and business functions and associated implementation of contingency
contingency requirements;2. Provides recovery objectives, planning controls to help ensure
restoration priorities, and metrics;3. Addresses contingency resilient Technology Assets,
roles, responsibilities, assigned individuals with contact Applications and/or Services (TAAS)
information;4. Addresses maintaining essential mission and (e-g., Continuity of Operations Plan
business functions despite a system disruption, compromise, or (COOP) or Business Continuity &
failure;5. Addresses eventual, full system restoration without Disaster Recovery (BC/DR)
deterioration of the controls originally planned and playbooks).
the sharing of
information; and7. Is reviewed and approved by [Assignment:
organization-deined personnel or roles}b. Distribute copies of )
) oot olan to ss] tonedefined key ) Business Continuity
cp-02 Contingency Plan Functional SubsetOf | Management System | BCD-01 10 Low
contingency personnel (dentified by name and/or by fole) and ons)
Coordinate conti planning
activities with incident handling activities;d. Review the
contingency plan for the system [Assignment: organization-
defined frequencyl;e. Update the contingency plan to address
changes to the organization, system, or environment of
peration and problems during conti plan
implementation, execution, or testing;f. Communicate
plan changes to ) defined
key contingency personnel (identified by name and/or by role)
and organizational elementsJ;g. Incorporate lessons learned
from contingency plan testing, training, or actual contingency
Activities into and training: andh_Protect the.

(Sl0C]

Attibution NeDerati
International (CC BVHD .

Secure Controls Framework (SCF)

210f84



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

NIST P 800-53 R 5.2
Crosswalk Mapping

SCF Control

SCF#

)

Strength of

version 2025.4
12/16/2025

NIST SP 800-53B

Control Desci

Relationsh

a. Develop a contingency plan for the system that:1. Identifies Mechanisms exist to keep contingency
essential mission and business functions and associated plans current with business needs,
contingency requirements;2. Provides recovery objectives, technology changes and feedback
restoration priorities, and metrics;3. Addresses contingency from contingency plan testing
roles, responsibilities, assigned individuals with contact activities.
information;4. Addresses maintaining essential mission and
business functions despite  system disruption, compromise, or
failure;5. Addresses eventual, full system restoration without
deterioration of the controls originally planned and
the sharing of
information; and7. Is reviewed and approved by [Assignment:
organization-defined personnel or roles];b. Distribute copies of
the cont lan to [Assi " defined key ) | ongoing Contingenc
cp-02 Contingency Plan A planto [Assig Y Functional | Intersects With | O E°"8 8% | BCp-06 5 Low
contingency personnel (identified by name and/or by role) and Planning
izati Coordinate conti planning
activities with incident handling activities;d. Review the
contingency plan for the system [Assignment: organization-
defined frequencyl;e. Update the contingency plan to address
changes to the organization, system, or environment of
peration and problems during plan
implementation, execution, or testing:f. Communicate
plan changes to [Assi ization-defined
key contingency personnel (identified by name and/or by role)
and organizational elementsJ;g. Incorporate lessons learned
from contingency plan testing, training, or actual contingency
Activities into and training: andh_Protect the.
) Mechanisms exist to coordinate
Contingency Plan| |, ate conti ! ith Coordinatewith | BCD. i lan development with
oordinate an wi oordinate wi - |contingency plan development wi
CP-02(01) Coordinate with P Functional Equal contingency pl P! 10 Moderate
elements responsible for related plans. Related Plans 011 internal and external elements
Related Plans
for related plans.
Mechanisms exist to conduct capacity
lanning so that necessary capacil
Conduct capacity planning so that necessary capacity for planning sot ary capacity
Contingency Plan| | N N L " N N for information processing,
CP-02(02) 8 ’ o g and Functional Equal Capacity Planning | CAP-03 on e 10 High
Capacity Planning " >ecomn ! telecommunications and
environmental support exists during contingency operations. ¢ o
environmental support will exist during
Mechanisms exist to resume all
Contingency Plan| |Plan for the resumption of [Selection (one): all; essential] - ecn , )
f - : N | Resume Al Missions &| BCD- | missions and business functions
CP-02(03) Resume Mission and | mission and business functions within [ Intersects With " ‘ “ 5 Moderate
Business Functions |organization-defined time period] of contingency plan activation. Business Functions | 021 |within Recovery Time Objectives
¢ s goney P . (RTOs) of the conti plan's
Mechanisms exist to resume essential
Contingency Plan| | Plan for the resumption of [Selection (one): all; essential] Resume Essential | | M1oCTON ST XS 10 fesume oo
- | missi i
CP-02(03) Resume Mission and | mission and business functions within [ Intersects With | Missions & Business . " 5 Moderate
! ) ; 023 |within an organization-defined time
Business Functions | organization-defined time period] of contingency plan activation. Functions " ' i
period of plan activation,
CP-02(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to continue
) Plan for the continuance of [Selection (one): all; essential] ) ) essential missions and business
Contingency Plan | L N N N - Continue Essential o
mission and business functions with minimal or no loss of ) ° BCD-  [functions with little or no loss of )
CP-02(05) Continue Mission and ' ! ' nofoss Functional Equal Mission & Business ! He 10 High
! " 2" | operational continuity and sustains that continuity until full - 022 |operational continuity and sustain that
Business Functions Functions onatco
system restoration at primary processing and/or storage sites. continuity until full system restoration
at primary or and/or storage
Plan for the transfer of [Selection (one): al; essential] mission
' Mechanisms exist to redeploy
Contingency Plan| |and business functions to alternate processing and/or storage Transferto Alternate | | e
CP-02(06) Alternate Processing |sites with minimal or no loss of operational continuity and Functional Equal Processing / Storage Pe s 10 Not Selected
; 01.3 |disruptive event or in the execution of
and Storage Sites [ sustain that continuity through system restoration to primary Site .
i ! a continuity plan.
Dre and/or storage sites.
) Mechanisms exist to coordinate
Contingency Plan| , ) ) ) ) ) )
et || coordinate the contingency plan withthe contingency plans of CoordinateWith | - |internal contingency plans with the
oordinate wi -
CP-02(07) o aiee | externat service providers to ensure that contingency Functional Equal External Service o1 |contingency plans of externat service 10 Not Selected
requirements can be satisfied. Providers N providers to ensure that contingency
Providers )
can be satisfied.
Mechanisms exist to identify and
document the critical Technology
Contingency Plan| |Identify critical system assets supporting [Selection (one): all ) )
CP-02(08) ) © . Y ! y o v N PP ) 8L (one) Functional Equal Identify Critical Assets | BCD-02 |Assets, Applications, Services and/or 10 Moderate
Identify Critical Assets | essential] mission and business functions.
Data (TAASD) that support essential
missions and business functions.
a. Provide contingency training to system users consistent with
assigned roles and responsibilties: 1. Within [Assignment:
organization-defined time period] of assuming a contingency Mechanisms exist to adequately train
ole or responsibility;2. When required by system changes; ) ) - contingency personnel and applicable
cp-03 Contingency Training responsibility; ' required by sy & Functional Equal Contingency Training | BCD-03 gency b PPl 10 Low
and3. [ defined hereafter; stakeholders in their contingency roles
andb. Review and update contingency training content and responsibilities.
[Assi on-defined and following
! i izati defined events].
Mechanisms exist to incorporate
Contingency Training| |Incorporate simulated events into contingency training to BCD-  [simulated events into contingenc
CP-03(01) tingency gl |Incorp gency e Functional Equal Simulated Events nut " gency 10 High
Simulated Events | facilitate effective response by personnelin crisis situations. 031 |training to facilitate effective response
by personnet in crisis situation:
Contingency Trainin; ‘Automated mechanisms exist to
ingency Training | ¢\ - mechanisms used in operations to provide a more ) Automated Training | BCD- .
CP-03(02) Mechanisms Used in > to prov Functional Equal provide a more thorough and realistic 10 Not Selected
enanism: thorough and realistic contingency training environment. Environments 03.2 ! i
Training Environments training
a. Test the contingency plan for the system [Assignment:
organization-defined frequency] using the following tests to ) Mechanisms exist to conduct a Root
Conti Plan ine th i  the plan and the readiness t Contingency Plan Root Cause Analysis (RCA) and “lessons
o of the plan and the readiness to i
cp-04 P Functional | Intersects With | Cause Analysis (RCA) | BCD-05 naw 5 Low
Testing execute the plan: [Assignment: organization-defined tests].b. e learned" activity every time the
n
Review the contingency plan test results; and. Initiate contingency plan s activated.
corrective actions, if needed.
a. Test the contingency plan for th te A it
N gency plan for the system ssignmen Mechanisms exist to conduct tests
organization-defined frequency] using the following tests to
) and/or exercises to evaluate the
c Plan the of the plan and the readiness to ) | contingency Plan - ' ¢
cp-04 e " Functional | Intersects With ) BCD-04 |contingency plan's effectiveness and 5 Low
Testing execute the plan: [Assignment: organization-defined tests].b. Testing & Exercises o N
© the organization’s readiness to
Review the contingency plan test results; andc. Initiate
ee execute the plan.
corrective actions, if needed.
) Mechanisms exist to coordinate
Contingency Plan | inate contingency plan testing with organizational Coordinated Testing | BCD- | contingency plan testing with internal
i i i - ing wi
CP-04(01) Testing | Coordinate 'gency p! g e Functional Equal 2 gency pl 2 " 10 Moderate
. elements responsible for related plans. with Related Plans | 04.1 |and external elements responsible for
with Related Plans
related plans.
Mechanisms exist to test contingency
plans at alternate storage &
X Test the contingency plan at the alternate processing site:a. To ater o
Contingency Plan e - " ™ ° processing sites to both familiarize
" familiarize contingency personnel with the facility and available ) Alternate Storage & | BCD- ‘ : )
CP-04(02) Testing| Alternate ‘ Functional Equal ’ contingency personnel with the facility 10 High
% |resources; andb. To evaluate the capabilities of the alternate ProcessingSites | 04.2
Processing Site es: an and evaluate the capabilities of the
g site to support SEbar
alternate processing site to support
Contingency Plan
Testthe plan using )
CP-04(03) Testing| Automated | oo Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
! defined automated mechanisms].
Testing
Contingency Plan o
Include a full recovery and reconstitution of the system to a
CP-04(04) Testing| Full Recovery v 4 Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
" e known state as part of contingency plan testing.
an
) Employ [Assi ization-defined isms]to
Contingency Plan ’ 4 '
CP-04(05) [Assignment: organization-defined system or system Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Testing| Self-challenge 4
to disrupt and adversely affect the system or
cP-05 Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
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) I Mechanisms exist to establish an
a. Establish an alternate storage site, including necessary ‘
agreements to permit the storage and retrieval of system backu atternate storage site that includes
CP-06 Alternate Storage Site | 2&/°ements top & Y P Functional Equal Alternate Storage Site | BCD-08 |both the assets and necessary 10 Moderate
information; andb. Ensure that the alternate storage site
! : agreements to permit the storage and
provides controls equivalent to that of the primary site.
recovery of system backup
Mechanisms exist to separate the
Alternate Storage Site || Identify an alternate storage site that is sufficiently separated to sep °
d ) ) Separationfrom | BCD- |alternate storage site from the primary
CP-06(01) Separation from | from the primary storage site to reduce susceptibility to the Functional Equal aration ™ ) 10 Moderate
) . Primary Site 08.1 |storage site to reduce susceptibility to
Primary Site same threats.
similar threats.
Alternate Storage Site || ____ Mechanisms exist to facilitate recovery
) Configure the alternate storage site to facilitate recovery )
CP-06(02) RecoveryTimeand | tions in accordance with recovery time and recovery point | Functional | Intersects ith | Focovery Time/Point | BCD-  joperations in accordance with 5 High
Recovery Point oz‘ecn’ves i P Objectives (RTO/RPO)| 01.4 |Recovery Time Objectives (RTOs) and e
Obiective: . i Recovery Point Obiectives (RPOs).
Mechanisms exist to identify and
Identify potential accessibility problems to the alternate storage mitigate potential accessibill
Alternate Storage Site || o P 'y problems B ) _ BCD- gate p 1ty
CP-06(03) ascessilty . |siteinthe event of an area-wide disruption ordisaster and Functional Equal Accessibility va |Proptemstothe attemate storage site 10 Moderate
ibil !
outline explicit mitigation actions. inthe event of an area-wide disruption
or disaster.
a. Establish an alternate processing site, including necessary
agreements to permit the transfer and resumption of
[Assi ization-defined system ions] for
essential mission and business functions within [Assignment:
ization-defined time period consis ith recovery time Mechanisms exist to establish an
Alternate Processing |and recovery point objectives] when the primary processin Alternate Processin alternate processing site that provides
cP-07 : 8 covery o ! primary p! 8 Functional Equal ' ¢ | Bcp-09 ate p 8 P 10 Moderate
site capabilities are unavailable;b. Make available at the alternate site security measures equivalent to that
processing site, the equipment and supplies required to transfer of the primary site.
and resume operations or put contracts in place to support
delivery to the site within the organization-defined time period for
transfer and resumption; andc. Provide controls at the alternate
Dre i ite that are to those at the primarv site.
) Mechanisms exist to separate the
Alternate Processing |Identify an alternate site thatis s ton't 0. |atterat g site from th
eparation from - |atternate processing site from the
CcP-07(01) Site | Separation from |from the primary pi site to reduce itytothe | Functional Equal paration ternate processing s 10 Moderate
N " Primary Site 09.1 |primary processing site to reduce
Primary Site same threats. 53
to similar threats.
Mechanisms exist to identify and
mitigate potential accessibill
|identify potential accessibility problems to alternate processing gate p v
Alternate Processing | .~ " - BCD- |problems to the alternate processing
CP-07(02) ; S8 | Sites in the event of an area-wide disruption or disaster and Functional Equal Accessibility nate processing 10 Moderate
Site | Accessibility S ¢ ) 09.2 |site and possible mitigation actions, in
outlines explicit mitigation actions. g
the event of an area-wide disruption or
disaster.
Mechanisms exist to address priority-
oy of-service provisions in alternate
Develop alternate processing site agreements that contain . )
Alternate Processing B N - 8 N 5 Alternate Site Priority [ BCD- [processing and storage sites that
CP-07(03) ; riority-of o in with Functiona Equal e and storage 10 Moderate
site| Priority of Service |7 O of Service 093 |support availability requirements,
requirements (including recovery time objectives). suppor "
including Recovery Time Objectives
(RTOS).
Mechanisms exist to prepare the
alternate processing alternate to
Alternate Processing | Prepare the alternate processing site so that the site can serve processing alt
) ) ) BCD-  [support essential missions and
CP-07(04) Site | Preparation for |as the operational site supporting essential mission and Functional Equal Preparation for Use ! 10 High
" 094 |business functions so that the
Use business functions.
alternate site is capable of being used
as the primary site.
CP-07(05) Withdrawn Functional | _notrelated to N/A N/A 0 Withdrawn
Mechanisms exist to plan and prepare,
Alternate Processing ) - P! prep
! > Plan and prepare for circumstances that preclude returning to ) Inability to Returnto | BCD- | for both natural and manmade
CP-07(06) Site | Inability to Return ! Functional Equal tytoRet ° 10 Not Selected
o e ™ the primary processing site. Primary Site 095 |circumstances that preclude returning
i to the primary ing site.
Establish alternate telecommunications services, including
n ar to permit the ion of
) P g W Mechanisms exist to reduce the
- defined system for essential mission - N X .
Telecommunications ) el ) ) of a single point of failure
cp-08 : and business functions within [ Functional | Intersects With - oatons 1 gep-10 " o 5 Moderate
Services - Services Availability with primary telecommunications
defined time period] when the primary telecommunications P
capabilities are unavailable at either the primary or alternate B
processing or storage sites.
a. Develop primary and alternate telecommunications service
Mechanisms exist to formalize primary
agreements that contain priority-of-service provisions in
! . and alternate telecommunications
with a (including recovery Telecommonications | o ol arioriy-of
CP-08(01) Services | Priority of ~[time obj andb. Request Service Equal Priority of Service oc agreen P 10 Moderate
- o ) ! > o 10.1 |service provisions that support
Service Provisions | Priority for all telecommunications services sed for national Provisions e’ " )
security emergency preparedness if the primary and/or alternate avaitability requirements, including
rity emery e i r alten
Y emergency prepal primary ‘ Recovery Time Objectives (RTOs).
services are provided by a common carrier.
Telecommunications |Obtain alternate telecommunications services to reduce the Teleommunications Mechanisms exist to reduce the
CP-08(02) Services | Single Points | likelihood of sharing a single point of failure with primary Functional | Intersects with | ¢ 22T TOREE | BCD-10 [ ikelinood of  singlepoint of failure 5 Moderate
i ilabi
of Failure services. with primary icati
o Mechanisms exist to obtain alternate
Telecommunications N e
° Obtain alternate telecommunications services from providers telecommunications services from
Services | Separation " ) Separation of Primary /| BCD- * )
CP-08(03) > that are separated from primary service providers to reduce Functional Equal providers that are separated from 10 High
of Primary and sep Alternate Providers | 10.2 |P'
" susceptibility to the same threats. primary service providers to reduce
Alternate Providers
to the same threats.
a. Require primary and alternate telecommunications service ) )
> 3 Mechanisms exist to contractually-
providers to have contingency plans;b. Review provider " ) !
Telecommunications | require external service providers to
contingency plans to ensure that the plans meet organizational ) Provider Contingency | BCD- ) )
CP-08(04) Services | Provider ! S Functional Equal have contingency plans that meet 10 High
° contingency requirements; andc. Obtain evidence of Plan 10.3 °
Contingency Plan ! ! an " ° organizational contingency
contingency testing and training by providers [Assignment: )
! requirements.
defined freauencyl.
Telecommunications
Services | Alternate | Test alternate services [ 5
CP-08(05) e [Alterna rnate te eco! e not related to N/A N/A  |No applicable SCF control 0 Not Selected
Service Testing
. Conduct backups of user-level information contained in Mechanisms exist to create recurring
[Assi ization-defined system backups of data, software and/or
[Assi on-defined frequency ith system images, as well as verify the
recovery time and recovery point objectivesl;b. Conduct integrity of these backups, to ensure
backups of system-level information contained in the system the availability of the data to satisfy
) oton et oy consi ’ ) !
cP-09 System Backup ° requency with Intersects With Data Backups BCD-11 |Recovery Time Objectives (RTOs) and 5 Low
recovery time and recovery point objectivesJ;c. Conduct Recovery Point Objectives (RPOS).
backups of system documentation, including security- and
privacy-related [ i
defined frequency consistent with recovery time and recovery
point objectives]; andd. Protect the confidentiality, integrity, and
of backup information.
Mechanisms exist to routinely test
SystemBackup| | kup information [Assignment: organization-defined Testing for Reliability & | BCD- | backups thatverify the reliability of the
i : organization-defi r Reliabi - reliabil
CP-09(01) Testing for Reliability P lgnm & on-defined Functional Equal g for Reliability P ty 10 Moderate
anciimtogrty | TeaUency]toverity media reiablity and information ntegrty. Intgrity 1.1 |backup process, as well as the
® integrity and availability of the data.
Mechanisms exist to utilize samplin
System Backup | Test ) . ) | oe
Use a sample of backup information in the restoration of ) Test Restoration Using | BCD- |of available backups to test recovery
CP-09(02) Restoration Using ! ¢ Functional Equal ap S 10 High
o selected system functions as part of contingency plan testing. Sampling 1.5 |capabilities as part of business
pling inuity plan testing.
Mechanisms exist to store backup
System Backup| | 5107 0aCKUP Gopies of [Assignment: organization-defined copies of critical software and other
y Pl | critical system software and other security-related information] ) Separate Storagefor | BCD- |security-related information in a )
CP-09(03) Separate Storage for ° . - Functional Equal ’ ted informa 10 High
oG " |ina separate iy or ina ire ated container thatis not CriticalInformation | 11.2 |separate facility or in a fire-rated
ri rmati
collocated with the operational system. container that s not collocated with
the sstem being backed up.

(Sl0C]

Attibution NeDerivatives 3.0
International (CC BVHD .

Secure Controls Framework (SCF)

230f84



Set Theory Relationship Mapping (STRM) NIST P 800-53 R 5.2 version 2025.4
Crosswalk Mapping 12/16/2025

Secure Controls F K(SCF) _Strength of NISTSP B
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CP-09(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to transfer backup
System Backup | | Transfer system backup information to the alternate storage site data to the alternate storage site ata
) y . ) Transfer to Alternate | BCD- )
CP-09(05) Transfer to Alternate | [Assignment: organization-defined time period and transfer rate | ~ Functional Equal s Y15 |ratethatis capable of meeting botn 10 High
i .
StorageSite | consistent with the recovery time and recovery point objectives]. ¢ Recovery Time Objectives (RTOs) and
Recovery Point Obiectives (RPOs).
Mechanisms exist to maintain a
Syetom Backup| | CONAUEtSystem backup by maintaining a edundant secondary fa"°ve’capa_f:':z' whichis not
stem Backu
Y Pl | system thatis not collocated with the primary system and that ) v| BCD- with the primary
CP-09(06) Redundant Secondary ! ° Functional Equal Technology Asset, Application and/or 10 Not Selected
can be activated without loss of information or disruption to System 1.7 "
System ) Service (TAAS), which can be activated
operations. ervie 8
with lttle-to-no loss of information or
distuption to
System Backup | Dual o ] ] ual Authorization For Mechanisms eistto mplement and
Authorization for  |Enforce dual authorization for the deletion or destruction of ) BCD- [enforce dual authorization for the
CP-09(07) ¢ ! ‘ ° Functional Equal Backup Media ) ! " 10 Not Selected
Deletion or [ defined backup information]. 1.8 |deletion or destruction of sensitive
Destruction "
Destruction backup media and data.
Cryptographic mechanisms exist to
System Backup| | Implement cryptographic mechanisms to prevent unauthorized ) Typtograp S
! " aphie i nav ) Cryptographic BCD-  |prevent the unauthorized disclosure
CP-09(08) c and of [ Equal ’ naut 10 Moderate
° ! Protection 1.4 |and/or modification of backup
Protection defined backup information]. é !
information.
) o Mechanisms exist to ensure the
Provide for the recovery and reconstitution of the system to a
! S Information System secure recovery and reconstitution of
System Recovery and | known state within [Assignment: organization-defined time ) ) onst
cp-10 ’ / ) Functional | Intersects With Recovery & BCD-12 [Technology Assets, Applications 5 Low
period with recovery time and recovery point o e /
" ) i Reconstitution and/or Services (TAAS) to a known
afterad o , or failure.
state after a di compromise
Mechanisms exist to facilitate the
implementation of contingency
Provide for the recovery and reconstitution of the system to a , - planning controls to help ensure
System R d |known state within [Assignment: tion-defined ti Business Continuity lient Technology Asset
stem Recovery and |known state within [Assignment: organization-defined time
cP-10 Y Y N 8 Assie & ° Functional | Intersects With | Management System | BCD-01 |/®Siient Technology Assets, 5 Low
period ith recovery time and recovery point eoms) Applications and/or Services (TAAS)
afterad promise, or failure. (e.g., Continuity of Operations Plan
(COOP) or Business Continuity &
Disaster Recoverv (BC/DR)
Provide for the recovery and reconstitution of the system to a Mechanisms exist to facilitate recovery
oh1o System Rocovery and | known state within [Assignment: rganization-dofined time Functional | Interseots witn | FecoveryTme/ Point || BOD- | operations n accordance with 5 Low
period with recovery time and recovery point Objectives (RTO/RPO)|  01.4  [Recovery Time Objectives (RTOs) and
after a di compromise, o failure. Recovery Point Obiectives (RPOs).
CP-10(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to utilize specialized
backup mechanisms that will allow
System Recovery and
Implement transaction recovery for systems that are transaction| 5 BCD- |transaction recovery for transaction-
CP-10(02) Reconstitution | Functional Equal Transaction Recovery 10 Moderate
) based. 121 |based Technology Assets,
Transaction Recovery dTe > )
Applications and/or Services (TAAS) in
with Recoverv Point
CP-10(03) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to restore
Provide the capability to restore system components within i i
Syotem Recovery and |77 pability to re ¥ mp " o ] ';echnology :\/sse';s,!Ap:xZ;ons;h
[ defined ime periods; . i
cP-1008) Reconstitution| |9 E AN O o o . caual Restore Within Time | BCD- e“"‘,es:" ;’f, 2 : ( . ‘),W‘( n 1o High
- restorwithintme | i y integity-p q period 124 |oreanization-defined restoration time- ig
period b aknown, state for the periods from configuration-controlled
components. and integrity-protected information;
a known.
CP-10(05) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
System Recovery and Mechanisms exist to protect backup
Protect system components used for recovery and Backup & Restoration
CP-10(06) Reconstitution | Y P! i Functional Equal P 1N | BCD-13 |and restoration hardware and 10 Not Selected
|reconstitution. Hardware Protection
c tion software.
Alternate Provide the capabilty to employ [Assignment: organization- - Mechanisms exist to reduce the
" ? " ) | Telecommunications ) °
cp-11 c defined alternati o Jin support of Functional | Intersects With - 19819NS 1 BCD-10 | likelihood of a single point of failure 5 Not Selected
ecs oo Services Availability etinof
Protocols continuity of with primary
] ) ) Mechanisms exist to enable systems
Whenl defined are to fail to an organization-defined
" on-
cp12 Safe Mode detected, enter a safe mode of operation with [Assignment: Functional | Intersects With Fail Secure SEA-07.2 © 5 Not Selected
] ) known-state for types of failures,
organization-defined restrictions of safe mode of operation]. s
preserving system state in
) ) Mechanisms exist to implement
Employ [ defined or
N 3 e alternative or compensating controls
Alternative Security security for satisfying [ Alternative Security to satisfy security functions when the
cp-13 ) organization-defined security functions] when the primary Functional Equal BCD-07 | ) 10 Not Selected
Mechanisms ‘ ) ° Measures primary means of implementing the
means of implementing the security function is unavailable or ) ‘
security function s unavailable or
compromised. !
compromised.
a. Develop, and disseminate to [Assi Mechanisms exist to review the
organization-defined personnel or roles]:1. [Selection (one or cybersecurity and data protection
more): Organization-level; Missi iness p level; program, including policies, standards
evel]identi and ication policy that:a. and procedures, at planned intervals
Addresses purpose, scope, roles, responsibilties, management or i significant changes ocour to
i among onal entities, and ensure their continuing suitability,
andb. Is i with i laws, executive adequacy and effectiveness.
ders, directives, regulations, policies, standards, and N
orders, directives, regulations, policies, standards, an, Periodic Review &
and2. to facilitate the of Update of
1A-01 Policy and P the identif and ication policy and the associ Functional | Intersects With P GOV-03 5 Low
fheide Cybersecurity & Data
and :b. Designate an ‘
. N - Protection Program
[Assignment: organization-defined official] to manage the
and dissemination of the
and policy and p ande.
Review and update the current identification and
1. Policy [Assi on-defined
quency] and following [Assi ganization-defined
events]; and2. P [ i defined
and following [Assi ization-defined
a. Develop, and disseminate to |
organization-defined personnel or roles]:1. [Selection (one or
more): Organi level; Missi iness p level;
ystem-level] identification and policy that:a.
Addresses purpose, scope, roles, responsibilties, management
i ination among izational entities, and
andb. s consis ith applicable laws, executive
orders, directives, regulations, policies, standards, and
and2. to facilitate the i of Mechanisms exist to facilitate the
! ) Identity & Access ! )
1A-01 Policy and the and policy and the Subset Of IAC-01  |implementation of identification and 10 Low
oni " Management (IAM)
and . Designate an access management controls.
[Assignment: organization-defined official] to manage the
and on of the
and policy and p ; ande.
Review and update the current identification and
1. Policy [ defined
and following [ i defined
events]; and2. [Assi ganization-defined
and following i defined
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Secure Controls F K(SCF) _Strength of NISTSP B
FDE Name Focal Document Element (FDE) Description SCF Control SCF#)| || ecure Controts Framework (SCRIH [SHEDEIHE) LS
p Control Desci Relationshi Baseline
a. Develop, and disseminate to |
organization-defined personnel or roles]:1. [Selection (one or
more): Organization-level; Missi iness p level;
level] identi and ication policy that:a.
Addresses purpose, scope, roles, responsibilties, management
i among onal entities, and
andb. Is consistent with applicable laws, executive
orders, directives, regulations, policies, standards, and )
e . " exist to establish,
and2. to facilitate the of N N . " "
teline: tofa ! ) | cybersecurity & Data maintain and disseminate
1A-01 Policy and P the and policy and the Functional | Intersects With > Gov-02 5 Low
Snetaentit " i Protection cybersecurity and data protection
and . Designate an e
' ° i Documentation policies, standards and procedures.
[Assignment: organization-defined official] to manage the
and dissemination of the
and policy and p ande.
Review and update the current identification and
1. Policy [ on-defined
quency] and following [Assi ganization-defined
events]; and2. P [ defined
and following [Assi ization-defined
Mechanisms exist to uniquely identify
Identification and | Uniquely identify and authenticate organizational users and Identification & and centrally Authenticate, Authorize
1A-02 iate that unique identification with actingon Functional Equal Authentication for | 1AC-02 |and Audit (AAA) organizational users 10 Low
(organizational Users) | behal of those users. Organizational Users and processes acting on behalf of
I users.
‘Automated mechanisms exist to
enforce Multi-Factor Authentication
Identification and (MFA)for:
Authentication (1) Remote network access;
Users) Li-f ication for access to privileged Multi-Factor ird-
1A-02(01) ! d privileg Functional | Intersects With - 1ac-0g | (?) Third-party Technology Assets, 5 Low
Multi-factor accounts. Authentication (MFA) Applications and/or Services (TAAS);
Authentication to and/ or
Privileged Accounts (3) Non-console access to critical
TAAS that store, transmit and/or
Drocess i data.
|dentification and
Authentication Mechanisms exist to utilize Multi-
izational Users) Li-f ication for access to privileged Local Access to Factor Authentication (MFA) to
1A-02(01) ) )l privites Functional | Intersects With | _ - 1AC-06.3 ) (MFA) 5 Low
Multi-factor  |accounts. Privileged Accounts authenticate local access for
Authentication to privileged accounts.
Privileged Accounts
Mechanisms exist to imit the use of
. commercially-provided Information
Identification and
ton Assurance (1A) and IA-enabled IT
Authentication ducts to th ducts that h
roducts to those products that have
Users) | Iti-f ication for access to privileged ! | information Assurance| TDA- [P P!
1A-02(01) ! Functional | Intersects With been successfully evaluated against a 5 Low
Multi-factor  |accounts. Enabled Products | 02.2 '
National Information Assurance
Authentication to artnership (NIAP)-approved
-appr
Privileged Accounts P P (NIAP)-app )
Protection Profile or the cryptographic
module is FIPS-validated or NSA-
o Mechanisms exist to implement Multi-
Identification and
Hon Factor Authentication (MFA) for
Authentication access to privileged and non
Users) | Lti-f for access to privileged ) ) Out-of-Band Multi- Foass to privileg
1A-02(01) ! Functional | Intersects With IAC-06.4 | privileged accounts such that one of 5 Low
Multi-factor accounts. Factor Authentication . N
fact the factors is independently provided
Authentication to b 4 tefi th N
a device separate from the system
Privileged Accounts Y P ¥
being acce: d.
|dentification and
Authentication Mechanisms exist to utilize Multi-
izational Users) Li-f ication for access to privileged Network Access to Factor Authentication (MFA) to
1A-02(01) ) )l priviteg Functional | Intersects With | o 1AC-06.1 ) (MFA) 5 Low
Multi-factor  |accounts. Privileged Accounts authenticate network access for
Authentication to privileged accounts.
Privileged Accounts
|dentification and
Authentication Mechanisms exist to utilize Multi-
) Network Access to )
Users)| (i-f for access to privileged ) ) Factor Authentication (MFA) to
1A-02(01) ! Functional | IntersectsWith |  Non-Privileged  |IAC-06.2 5 Low
Multi-factor accounts. Accounts authenticate network access for non-
Authentication to privileged accounts.
Privileged Accounts
|dentification and
Authentication Automated mechanisms exist to
izational Users) Li-f ication for access to privileged Hardware Token- ensure organization-defined token
1A-02(01) ) )l priviteg Functional | Intersects With O jacoqg.7 |SnSuTe orean 5 Low
Multi-factor  |accounts. Based Authentication quality requirements are satisfied for
Authentication to hardware token-based authentication.
Privileged Accounts
Mechanisms exist to imit the use of
. commercially-provided Information
Identification and
ton Assurance (1A) and IA-enabled IT
Authentication ducts to th ducts that h
roducts to those products that have
Users) | Iti-f ication for access to non- ! | information Assurance| TDA- |” P!
1A-02(02) ! P Functional | Intersects With been successfully evaluated against a 5 Low
Multi-factor | privileged accounts. Enabled Products | 02.2 '
o National Information Assurance
Authentication to Non- artnership (NIAP)-ai oved
-appr
privileged Accounts P P (NIAP)-app )
Protection Profile or the cryptographic
module is FIPS-validated or NSA-
Identification and
Authentication Mechanisms exist to utilize Multi-
) Network Access to )
Users)| (i-f for access to non- ) ) Factor Authentication (MFA) to
1A-02(02) ! Functional | IntersectsWith |  Non-Privileged  |IAC-06.2 5 Low
Multi-factor | privileged accounts. P authenticate network access for non-
Authentication to Non- ivileged accounts.
privileged Accounts
L Mechanisms exist to implement Multi-
Identification and o
ton Factor Authentication (MFA) for
Authentication toprivileged and non.
acoess -
Users) | Iti-f ication for access to non- ) , Out-of-Band Multi- cess toprivileg
1A-02(02) ' e Functional | Intersects With MU 1AC-06.4 |privileged accounts such that one of 5 Low
Multi-factor privileged accounts. Factor Authentication _
s the factors is independently provided
Authentication to Non- N
ne by a device separate from the system
privileged Accounts )
being d.
Identification and
Authentication Automated mechanisms exist to
Users)| (i-f for access to non- ) ) Hardware Token- ensure organization-defined token
1A-02(02) ! Functional | Intersects With NE 1 ac-0.7 | SSUTe OrEar 5 Low
Multi-factor | privileged accounts. Based Authentication quality requirements are satisfied for
Authentication to Non- hardware token-based authentication.
privileged Accounts
|dentification and
Authentication Mechanisms exist to utilize Multi-
izational Users) Li-f ication for access to non- Network Access to Factor Authentication (MFA) to
1A-02(02) ) )| Ime! Functional | Intersects With | o 1AC-06.1 ) (MFA) 5 Low
Multi-factor | privileged accounts. Privileged Accounts authenticate network access for
Authentication to Non- privileged accounts.
privileged Accounts
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SCF Control

SCF#

)
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version 2025.4
12/16/2025

NIST SP 800-53B

Identification and
Authentication

Control Desc:
Automated mechanisms exist to
enforce Multi-Factor Authentication
(MFA)for:

(1) Remote network access;

Relationsh

Users) (i-f for access to non- Multi-Factol ird-
1A-02(02) ! )| " Functional | Intersects With ui-ractor 1ac-0g | (?) Third-party Technology Assets, 5 Low
Multi-factor | privileged accounts. Authentication (MFA) Applications and/or Services (TAAS);
Authentication to Non- and/ or
privileged Accounts (3) Non-console access to critical
TAAS that store, transmit and/or
orocess data.
Identification and
Authentication Mechanisms exist to utilize Multi-
Users)| (i-f for access to non- ) ) Local Access to Factor Authentication (MFA) to
1A-02(02) Functional | Intersects With | _ - 1AC-06.3 5 Low
Multi-factor | privileged accounts. Privileged Accounts authenticate local access for
Authentication to Non- privileged accounts.
privileged Accounts
1A-02(03) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
1A-02(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
|dentification and
Authentication ) ) Mechanisms exist to require
ner When shared accounts or authenticators are employed, require ) y )
(organizational Users) o individuals to be authenticated with an
1A-02(05) et users to be individually authenticated before granting accessto | Functional Equal Group Authentication |IAC-02.1|"o . 10 High
ndividual hen a grou
the shared accounts or resources. : Eroup
Authentication with authenticator s utilized.
Group
Implement multi-factor authentication for [Selection (one or Mechanisms exist to implement Multi-
Identification and | more): local; network; remote] access to [Selection (one or Factor Authentication (MFA) for
Authentication | more): privileged accounts; non-privileged accounts] such Outof Band Ml access to privileged and non-
ut-of-Band Multi-
1A-02(06) (organizational Users)| | hat:a. One of the factors is provided by a device separatefrom | Functional | IntersectsWith | >0 "8 /M ™ | 1AC-06.4 | privileged accounts suchthat on of 5 Not Selected
Access to Accounts | the system gaining access; andb. The device meets the factors is independently provided
parate Device | [Assif on-defined strength of by a device separate from the system
requirements]. being acc d.
1A-02(07) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
|dentification and
icati play-resi: for Automated mechanisms exist to
) 4 o ) Replay-Resistant !
1A-02(08) (organizational Users) || access to [Selection (one or more): privileged accounts; non- Functional Equal et | nc-02.2 | employ reptay-resistant 10 Low
uthenticati
Access to Accounts — | privileged accounts]. authentication.
Replay Resistant
1A-02(09) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
. Mechanisms exist to provide a
Identification and S
ton o ’ Single Sign-On (SS0) transparent authentication (e.g.,
Authentication  |Provide a single sign-on capability for ) anspar )
1A-02(10) ner Functiona Equal Transparent  |IAC-13.1|Single Sign-On (SSO)) capability to the 10 Not Selected
(organizational Users) || defined system accounts and services]. ! o
gy Assets,
Single Sign-on e Y
and/or Services (TAAS).
1A-02(11) Withdrawn Functional | _notrelated to N/A N/A 0 Withdrawn
|dentification and
on Mechanisms exist to accept and
Authentication |+ and electronically verify Personal Identity Verification Acceptance of PIV electronically verify organizational
1A-02(12) (organizational Users) | Pt Y Functional | Intersects With P! 1AC-02.3 y verify org 5 Low
compliant credentials. Credentials Personalldentity Verification (PIV)
Acceptance of PIV '
credentials.
Ci
|dentification and
entification an the following out-of-band
Authentication ot nmeation Outof-Band Mechanisms exist to implement Out-
1A-02(13) (organizational Users) ! Functional Equal -or IAC-02.4 | of-Band Authentication (OOBA) under 10 Not Selected
(13) (organizati rs) | [Assi ” defined out-of-band a Authentication (OOBA) . (008A)
Out-of-band nek specific conditions.
authentication].
Mechanisms exist to uniquely identify
and centrally Authenticate, Authorize
bevice ldentification|UMauely identity and authenticate [Assignment: organization- Identification & and Audit (AAA) devices before
1A-03 S trantication,|efined devices andor types of devices] before establishinga | - Functional | Intersects With for | 1aC-04 a on using 5 Moderate
uthenticati
[Selection (one or more): local; remote; network] connection. Devices bidirectional authentication that is
cryptographically- based and replay
resistant.
Mechanisms exist to uniquely identify
Device Identification ) ) and centrally Authenticate, Authorize
[ defined devices and/or .
and Authentication | ° Identification & and Audit (AAA) devices before
types of devices] before establishing [Selection (one or more): ) ) Loat it
1A-03(01) Cryptographic e Functional | Intersects With for | 1AC-04 a using 5 Not Selected
N local; remote; network] connection using bidirectional 5
Bidirectional Devices bidirectional authentication that is
o authentication that is cryptographically based.
Authentication cryptographically- based and replay
resistant.
1A-03(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Automated mechanisms exist to
|a. Where addresses are allocated dynamically, standardize Y 1sms ext
Device Identification ’ ¢ employ Network Access Control
dynamic address allocation lease information and the lease o )
and Authentication | meade ' Network Access (NAC), or a similar technology, which
1A-03(03) " duration assigned to devices in with [ Intersects With ast-02.5' 5 Not Selected
Dynamic Address ¢ > " Control (NAC) is capable of detecting unauthorized
‘ organization-defined lease information and lease duration];
Allocation ° devices and disable network access to
andb. Audit lease information when assigned to a device. ! "
those devices.
Mechanisms exist to uniquely identify
and centrally Authenticate, Authorize
Device Identification |Handle device identification and authentication based on Identification & and Audit (AAA) devices before
1A-03(04) and | by [ ization-defined Functional | Intersects With ication for | 1AC-04 ishing a using 5 Not Selected
Device Attestation | management process]. Devices bidirectional authentication that is
cryptographically- based and replay
resistant.
Mechanisms exist to ensure device
. " o
Device Identification |Handle device identification and authentication based on o
ur rally-managi
1A-03(04) and | by [ " defined Intersects With | Device Attestation | IAC-04.1 |2°°* Y v ging 5 Not Selected
joining of systems to the domain as
Device Attestation | management process].
part of the initial asset configuration
process.
Manage system identifiers by:a. Receiving authorization from
[Assignment: organization-defined personnel or roles] to assign Mechanisms exist to strictly govern the
anindividual, group, role, service, or device identifier;b. Authenticate, use of Authenticate, Authorize and
1A-04 Identifier Management |Selecting an identifier that identifies an individual, group, role, | Functional | Intersects With | Authorize and Audit | IAC-01.2 |Audit (AAA) solutions, both on- 5 Low
service, or device;c. Assigning the identifier to the intended (AAR) premises and those hosted by an
individual, group, role, service, or device; andd. Preventing reuse External Service Provider (ESP).
of identifiers for -defined time period].
Manage system identifiers by:a. Receiving authorization from Mechanisms exist to govern naming
[Assignment: organization-defined personnel or roles] to assign standards for usernames and
anindividual, group, role, service, or device identifier;b. ' Technology Assets, Applications
enal 819 b, 19 Servies, or fonies Identifier Management
1A-04 Identifer Management | Selecting an identifier that dentifos an individual,group,role, | Functional | IntersectsWith | 1" /89 | 14C.09.[and/or Services (TAAS). 5 Low
v
service, or device;c. Assigning the identifier to the intended
individual, group, role, service, or device; andd. Preventing reuse
of identifiers for defined time period].
Identifier Management
Prohibit Account | Prohibit the use of system account identifiers that are the same
1A-04(01) | Prohibi unt | Pronibitthe use of system account identitier: " Functional | notrelatedto N/A N/A  |No applicable SCF control 0 Not Selected
Identifiers as Public |as public identifiers for individual accounts.
Identifiers
1A-04(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
1A-04(03) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to strictly govern the
Manage individual identifiers by uniquely identifying each Authenticate, use of Authenticate, Authorize and
Identifier Management || ) umauey e ) ) ;
|1A-04(04) individual as [/ g defi Intersects With | Authorize and Audit |IAC-01.2 |Audit (AAA) solutions, both on- 5 Moderate

1dentify User Status

identifying individual status].

(AAR)

premises and those hosted by an
External Service Provider (ESP).
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NIST SP 800-53B

1A-04(04)

Identifier Management
1dentify User Status

Manage individual dentifiers by uniquely identifying each

mdlvldualasl i defined
individual status].

Intersects With

User Identity (ID)
Management

IAC-09.1

Control Desc:
Mechanisms exist to ensure proper
user identification management for
non-consumer users and

Relationsh

Moderate

1A-04(04)

Identifier Management
| Identify User Status

Manage individual dentifiers by uniquely identifying each

individual as [Assi ion-defined
identifying individual status].

Intersects With

Identity User Status

IAC-09.2

Mechanisms exist to identify
contractors and other third-party
users through unique username

Moderate

1A-04(05)

Identifier Management
| Dynamic

Manage individual identifiers dynamically in accordance with
[Assignment: organization-defined dynamic identifier policy).

Functional

Intersects With

Dynamic Management

IAC-09.3

Mechanisms exist to dynamically
manage usernames and system
identifiers.

Not Selected

I1A-04(06)

Identifier Management

Coordinate with the following external organizations for cross-

Ic

of iers: [
defined external

Equal

Cross-Organization

IAC-09.4

Mechanisms exist to coordinate
username identifiers with external

for
of identifiers.

Not Selected

1A-04(07)

Withdrawn

Functional

not related to

N/A

N/A

N/A

Withdrawn

I1A-04(08)

Identifier Management
| Pairwise
Pseudonymous
Identifiers

Generate pairwise pseudonymous identifiers.

Functional

Equal

Pairwise

Mechanisms exist to generate pairwise
pseudonymous identifiers with no

Identifiers (PPID)

IAC-09.6 i

ifying information about a data
subject to discourage activity tracking
and profiling of the data subiect.

Not Selected

I1A-04(09)

Identifier Management
| Attribute
i and

Maintain the attributes for each uniquely identified individual,

device, or service in [ defined
protected central storagel.

not related to

N/A

N/A

No applicable SCF control

Not Selected

1A-05

Authenticator
Management

Manage system authenticators by:a. Verifying, as part of the
initial authenticator distribution, the identity of the individual,
group, role, service, or device receiving the authenticator;b.
Establishing initial authenticator content for any authenticators
issued by the organization;c. Ensuring that have
sufficient strength of mechanism for their intended use;d.

andi i for
iitial authenticator istribution, for lcs!crccmprom\sed or

d i and for revoking
Changing default authenticators prior tofirst use;f. Changing or
refreshing i 7 defined
time period by type] or when [
organization-defined events] occur;g. Protecting authenticator
content from unauthorized disclosure and modification;h.
Requiring individuals to take, and having devices implement,
specmc controls to protect authenticators; andi. Changmg

for group or role accounts when

Intersects With

Authenticator
Management

IAC-10

Mechanisms exist to securely manage
authenticators for users and devices.

1A-05

Authenticator
Management

Manage system authenticators by:a. Verifying, as part of the
initial authenticator distribution, the identity of the individual,
group, role, service, or device receiving the authenticator;b.
Establishing initial authenticator content for any authenticators
issued by the Ensuring that have
sufficient strength of mechanism for their intended use;d.

andi i p for
initial authenticator distribution, for lost or compromised or

d d and for revoking
Changing default authenticators prior tofirst use;f. Changing or
refreshing i 7 ion-defined
time period by type] or when [
organization-defined events] occur;g. Protecting authenticator
content from unauthorized disclosure and modification;h.
Requiring individuals to take, and having devices implement,
specific controls to protect authenticators; andi. Changing

for group or role accounts when iD to

Intersects With

Default Authenticators

IAC-10.8

Mechanisms exist to ensure default
authenticators are changed as part of
account creation or system
installation.

I1A-05(01)

Authenticator
Management |
Password-based
Authentication

For password-based authentication:a. Maintain a list of

d, expected, or compi p and
update the list [Assi ion-defined frequency]
and when i are to have been
compromised directly or mmrecuy b. Verify, when users create
or update passwords, that the passwords are not found on the
list of d, expected, or in
1A-5(1)(a);c. Transmit passwords only over cryptographically-
protected channels;d. Store passwords using an approved
salted key derivation function, preferably using a keyed hash;e.
Require immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable characters;g.
Employ automated tools to assist the user in selecting strong
password authenticators; andh. Enforce the following

and ity rules: [
defined ition and ity rulesl.

Functional

Intersects With

Automated Support
For Password Strength

IAC-10.4

Automated mechanisms exist to
determine if password authenticators
are sufficiently strong enough to
satisfy organization-defined password
length and complexity requirements.

I1A-05(01)

Authenticator
Management |
Password-based
Authentication

For password-based authentication:a. Maintain a list of

d, expected, or compi p and
update the list [Assi ion-defined frequency]
and when i are to have been
compromised directly or md\rectly b. Verify, when users create
or update passwords, that the passwords are not found on the
list of d, expected, or in
1A-5(1)(a);c. Transmit passwords only over cryptographically-
protected channels;d. Store passwords using an approved
salted key derivation function, preferably using a keyed hash;e.
Require immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable characters;g.
Employ automated tools to assist the user in selecting strong
password authenticators; andh. Enforce the following

and ¢ iy rutes: [
defined

Functional

Intersects With

Password-Based
Authentication

IAC-10.1

Mechanisms exist to enforce
complexity, length and lifespan
considerations to ensure strong
criteria for password-based
authentication.

IA-05(01)

Authenticator
Management |
Password-based
Authentication

1.
For password-based au(hentlcatlon a. Mam(am alist of

d, expected, or comp P and
update the list [Assi fon-defined .

and when i are !0 have been
compromised directly or mmrect Verify, when users create
or update passwords, that the passwords are not found on the
list of d, expected, or in
1A-5(1)(a);c. Transmit passwords only over cryptographically-
protected channels;d. Store passwords using an approved
salted key derivation function, preferably using a keyed hash;e.
Require immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable characters;g.
Employ automated tools to assist the user in selecting strong
password authenticators; andh. Enforce the following

and ity rules: [

defined ition and itv rulesl.

Functional

Intersects With

Authenticator
Management

IAC-10

Mechanisms exist to securely manage
authenticators for users and devices.
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Control Desci

Relationsh

a. For public key-based authentication: 1. Enforce authorized
access to the corresponding private key; and2. Map the Automated mechanisms exist to
Authenticator  |authenticated identity to the account of the individual or group; validate certificates by constructing
Management | Public |andb. When public key infrastructure (PKI) s used:1. Validate PKI-Based and verifying a certification path to an
1A-05(02) & | Publi - public key infrastructure (PKI)is us ! Functional Equal |AC-10.2 | 2d verifying a certification pa 10 Moderate
Key-based certificates by constructing and verifying a certification path to Authentication accepted trust anchor including
Authentication |an accepted trust anchor, including checking certificate status checking certificate status information
and2. a local cache of on data for PKI-based authentication.
to support path discovery and validation.
1A-05(03) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
1A-05(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Authenticator Mechanisms exist to ensure default
M ) Chango | eaUire developers and installers of system components to e AN
anagement | Change authenticators are changed as part o
1A-05(05) # 5° | provide unique authenticators or change default authenticators | Functional | Intersects With |Default Authenticators | IAC-10.8 gecasp 5 Not Selected
Authenticators Priorto |~ N N account creation or system
) prior to delivery and installation. ° 3
Delivery
Mechanisms exist to compel users to
Authenticator ) ) ) follow accepted practices in the use of
Management| | Otectauthenticators commensurate with the security category User Responsibilities authontisstion mechoniams (o
uthenticati isms (e.g.,
1A-05(06) ger of the information to which use of the authenticator permits Functional | Intersects With for Account 1AC-18 & 5 Moderate
Protection of passwords, passphrases, physical or
access. Management > .
Authenticators logical security tokens, smart cards,
certificates. etc.).
i Mechanisms exist to protect
Authenticator " -
Management| | FOteCtauthenticators commensurate with the securit category protection of with
rotecti
I1A-05(06) g of the information to which use of the authenticator permits Functional Intersects With 5 IAC-10.5 [the sensitivity of the information to 5 Moderate
Protection of Authenticators
N access. which use of the authenticator permits
Authenticators
access.
Authenticator
Mechanisms exist to ensure that
Management | No No Embedded
Ensure that unencrypted static authenticators are not . unencrypted, static authenticators are
1A-05(07) Embedded unencryp Functional Equal Unencrypted Static | IAC-10.6 ’ 10 Not Selected
embedded in applications or other forms of static storage. ) not embedded in applications, scripts
Unencrypted Static Authenticators
or stored on function keys.
Mechanisms exist to implement
hssi . defined security controls] S s:cumy safgguzrds:c anage tLhe risk
ultiple Information of compromise due to individuals
1A-05(08) Management | Multiple [to manage the risk of compromise due to i having Functional | Intersects With p IAC-10.9 | ©f GomPromise duetoindividu 5 Not Selected
System Accounts having accounts on multiple
System Accounts  |accounts on multiple systems.
Technology Assets, Applications
and/or Services (TAAS).
[l defined security controls - Mechanisms exist to uniquely manage
) ! gani ! urity controls] ) | Priviteged Account echanisms exist fo uniquely manags
1A-05(08) Management | Multiple [to manage the risk of comp dueto having Functional | Intersects With e IAC-09.5 | privileged accounts to identify the 5 Not Selected
System Accounts its on multiple systems. account as a privileged user or
Authenticator Mechanisms exist to federate
Management|  |Use the following external organizations to federate credentials: Federated Credential to allow cross-
1A-05(09) & | ! wing external organizati rate credenty Functional Equal " redential | c13.2 W ero 10 Not Selected
Federated Credential [ defined external of and
devices.
Authenticator | Bind identities and authenticators dynamically using the Mechanisms exist to dynamically
1A-05(10) Management| |following rules: [Assignment: organization-defined binding Functional | Intersects With | Dynamic Management |IAC-09.3 | manage userames and system 5 Not Selected
Dynamic Credential_|rulesl. identifiers.
1A-05(11) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Authenticatot exist to ensure bi
uthenticator ¢\ biometric-based authentication, employ mechanisms that xisttoensure
Management| | ity the following biometric quality requirements Biometric |ac. | Pased authentication satisfies
1A-05(12) Biometric s quality requi Functional Equal organization-defined biometric quality 10 Not Selected
erie [Assignment: organization-defined biometric quality Authentication 10.12 ¢
Authentication for false positives and
requirements].
Performance false negatives.
Authenticator Automated mechanisms exist to
Management|  [Prohibit the use of cached after | ) Expiration of Cached | IAC- |prohibit the use of cached
1A-05(13) Manag ! P ° ! Functional Equal P! ° P! 10 Not Selected
Expiration of Cached |organization-defined time period]. 10.10 after org;
defined time period.
Authenticator | For PKI-based employ an organi id
Management| | methodology for managing the content of PKI trust stores
1A-05(14) goment | |r sy eing Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Managing Content of |installed across all platforms, including networks, operating
PKITrust Stores __|systems, browsers, and i
Authenticator
Management| GSA- | Use only General Services Administration-approved products
1A-05(15) & ! Y pprovedp Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
approved Products | and services for identity, credential, and access management.
and Services
Authenticator | Require that the issuance of [Assignment: organization-defined
Management| In-  [types of and/or specific authenticators] be conducted [Selection
1A-05(16) personor Trusted | (one): in person; by a trusted external party] before [Assignment: |  Functional | not related to N/A N/A  |No applicable SCF control 0 Not Selected
ExternalParty | organization-defined registration authority] with authorization by
! ization-defined personnel or roles].
Authenticator
Management| oy presentation attack detection mechanisms for biometric
1A-05(17) Presentation Attack | ") P! Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
3 based authentication.
Detection for Biometric
Authenticator | a. Employ [Assignment: organization-defined password 1ac. | Mechanisms exist to protect and store
1A-05(18) Management| | managers] to generate and manage passwords; andb. Protect |  Functional Equal Password Managers | | " |passwords via a password manager 10 Not Selected
Password Managers |the passwords using . ization-defined " Jtool.
Mechanisms exist to obscure the
feedback of authentication
Obscure feedback of authentication information during the ! '
Authentication o ~ . Authenticator information during the authentication
1A-06 authentication process to protect the information from possible | Functional Equal 1AC-11 10 Low
Feedback : Feedback process to protect the information
exploitation and use by unauthorized individuals. f "
from possible exploitation/use by
unauthorized i
Mechanisms exist to ensure
for toa tographic modules adhere to
) ) cryp
Cryptographic Module | module that meet the requirements of applicable laws, ’ | cryptographic Module
1A-07 yptograp| : nered onts of applice Functional | Intersects With | P °8"P! IAC-12 |applicable statutory, regulatory and 5 Low
Authentication |executive orders, directives, policies, regulations, standards, Authentication ) !
0 oes contractual requirements for security
and guidelines for such authentication.
strength.
for toa N -
Crypt hic Modul dule that tth B ts of licable L Crypt hic Modul Automated mechanisms exist to
ryptographic Module | module that meet the requirements of applicable laws, ’ ) ographic Module
1A-07 yptograp : nered onts of applice Functional | Intersects With | P °8"P! CRY-02 |enable systems to authenticate to a 5 Low
Authentication |executive orders, directives, policies, regulations, standards, Authentication !
° S cryptographic module.
and for such
Mechanisms exist to uniquely identify
dentiicationand [ L ) ) seorsor Identification & and centrally Authenticate, Authorize
1A-08 Authentication (non- | dUeY Y rear Functional Equal Authentication for Non| 1AC-03 |and Audit (AAA) third-party users and 10 Low
° processes acting on behalf of non-organizational users. !
organizational Users) Organizational Users processes that provide services to the
|dentification and
Authentication (non- Mechanisms exist to accept and
organizational Users) | | Accept and electronically verify Personal Identity Verification Acceptance of PIV electronically verify Personal Identity
rganizati r: -
1A-08(01) & Pt v Functional Equal Credentials from Other| IAC-03.1 onically verify Perso v 10 Low
of PIV p from other federal agencies. > Verification (PIV) credentials from third
Organizations .
Credentials from Other parties.
Agencies
Identification and
" Automated mechanisms exist to
Authentication (non- |a. Accept only external authenticators that are NIST-compliant;
¢ Acceptance of Third- accept Federal Identity, Credential
1A-08(02) organizational Users) | |andb. Document and maintain a list of accepted external Functional Equal 1AC-03.2 10 Low
o ) Party Credentials and Access Management (FICAM)-
xten
approved third-party credentials.
1A-08(03) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
|dentification and ) Mechanisms exist to conform systems
Conform to the following profiles for identity management
Authentication (non- ° e forden Use of FICAM-Issued to Federal Identity, Credential and
1A-08(04) ¢ [ defined identity Equal 1AC-03.3 10 Low
organizational Users) | 2% Profiles Access Management (FICAM)-issued
Use of Defined Profiles | g profiles.
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|dentification and )
Authentication (non- existto accept and
Accept and verify federated or PKI credentials that meet Acceptance of PIV electronically verify organizational
1A-08(05) organizational Users) | |/ 0P fy feder: ) ! Functional Equal P! 1AC-02.3 y verify org 10 Not Selected
[Assignment: organization-defined policy]. Credentials PersonalIdentity Verification (PIV)
Acceptance of PVI-| '
credentials.
Ci
. ) ) ) Mechanisms exist to disassociate user
Identificationand | Implement the following measures to disassociate user )
Authentication (non- | attributes or identifier assertion amongi attributes or credential assartion
1A-08(06) enti ° s Functiona Equal D 1AC-03.4 amongi 10 Not Selected
organizational Users) | | credential service providers, and relying parties: [Assignment: ships ar ‘
o ' . serviee pre credential service providers and
- relving parties.
Uniquely identify and authenticate [Assignment: organization- & exist to identify and
nos Service ldentiication defined system services and applications| before o Function Eauat . for | Lacos third-party : o Not Stected
and Authentication | communications with devices, users, or other services or Third-Party Assets, Assets, Applications and/or Services
& (TAAS).
1A-09(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
1A-09(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Require individuals accessing the system to employ Mechanisms exist to allow individuals
1A-10 AdaP‘!ive‘ [Assi .‘ defined te Functional Equal Adaptive Identification AC-13 to utilize alternative methog‘s of 10 Not Selected
or under specific [ & under specific
defined or si or situation:
) Mechanisms exist to force users and
Require users to re-authenticate when [Assignment: devices thentioat a
evices to re-authenticate accordin
A1 R defined or situations requiringre- | Functional Equal Re-Authentication | 1AC-14 o re-authenticate ® 10 Low
to organization-defined circumstances
authentication].
that
a. Identity proof users that require accounts for logical access to
systems based on appropriate identity assurance level dontiy Procfin Mechanisms exist to verify the identity
1A12 Identity Proofing | req as specified in and Functional Equal (dentity v ,ﬁcaﬂ,gon) IAC-28 |of a user before issuing authenticators | 10 Moderate
ity Veri
guidelines;b. Resolve user identities to a unique individual; v or modifying access permissions.
ande. Collect, validate, and verify identity evidence.
Mechanisms exist to ensure
entityProofing| | reistat oracei » Management Approval . . .
equire that the registration process to receive an account for management approvals are requires
1A-12(01) Supervisor 5 © reg Pre oour Functional | Intersects With | For New or Changed |IAC-28.1 & PP °d 5 Not Selected
vise logical access includes supervisor or sponsor authorization. for new accounts or changes in
Authorization Accounts o
to existing accounts.
Mechanisms exist to require evidence
\dentity Proofing| | Require evidence of individual identification be presented to the i § an o require evi
1A-12(02) ° utre Functional Equal Identity Evidence | IAC-28.2 | of individual identification to be 10 Moderate
Identity Evidence | registration authority.
to the. authority.
i Mechanisms exist to require that the
Identity Proofing| ) ) '
o euraem ! |Reauire that the presented identityevidence be validated and Identity Evidence presented identity evidence be
vi
1A-12(03) . l'd[yt' 5% |verifed through [Assignment: organizational defined methods of | Functional Equal Validation& |1AC-28.3 |validated and verified through 10 Moderate
alidation an
ation validation and verification]. Verification organizational-defined methods of
Verification paniz !
validation and
Mechanisms exist to utilize a formal
Identity Proofing| In- [Require that the validation and verification of identity evidence . oms ¢ )
oo | User Provisioning & De user registration and de-registration )
1A-12(04) person Validation and |be in person before a Intersects With on! 1AC-07 ° 5 High
: Provisioning process that governs the assignment
Verification authority. )
of access rights.
Mechanisms exist to conduct in-
Identity Proofing| In- |Require that the validation and verification of identity evidence In-Person or Trusted ereom o1 rustes thrd-part dentty
r: ird-
1A-12(04) person Validation and |be in person before a Intersects With Third-Party 1Ac-10.3|P" party 5 High
) verification before user accounts for
Verification authority. Registration ! !
third-parties are created.
Mechanisms exist to require that the
Identity Proofing| In- |Require that the validation and verification of identity evid dation and verification of identi
entity Proo |!1g| n- |Require that the validation and verification of identity evidence | 1n-person Validation & . an of identity !
1A-12(04) person Validation and |be in person before a Intersects With P 1AC-28.4 | evidence be conducted in person 5 High
erification
Verification authority. before a designated registration
authority
Mechanisms exist to require that a
dentity Proofing| _|ReUIre thata [Selection (ono):registration code; noticeof T bed::\'vered(h ?
i i r
1A-12(05) ty Bl | roofing] be delivered through an out-of-band channeltoverify | Functional Equal Address Confirmation |IAC-28.5 proofing e 10 Moderate
Address Confirmation " an out-of-band channel to verify the
the users address (physical or digital) of record. " "
user's address (physical or digital).
Identity Proofing| -
Accept ! fed identities at [ § .
1A-12(06) Accept Externally- A oty e Functional | notrelated to N/A N/A  |No applicable SCF control o Not Selected
vell.
proofed Identities
Employ identity providers and authorization servers to manage
user, device, and non-person entity (NPE) identities, attributes,
Identity Providers and |and access rights supportin and
1A-13 v ccess rights supporting authe i not related to N/A N/A  |Noapplicable SCF control 0 Not Selected
Authorization Servers |d in with defined
i and policy] using [
Protection of Cryptographic keys that protect access tokens are generated, . .
1A-13(01) i " vptographic keys that p : e & Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
cr Kevs | managed. and protected from disclosure and misuse.
o —[The source and integrity of identity assertions and access tokens
Verification of Identity " ) ‘ )
1A-13(02) are verified before granting access to system and information Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
and Access Tokens
resources.
in with [Assi ion-defined
identification and olicy], assertions and access ) '
1A-13(03) Token Management cation policy], Functional | notrelatedto N/A N/A  |No applicable SCF control 0 Not Selected
tokens are:a. generated;b. issued; c. refreshed;d. revoked;e.
i and. audience- d
a. Develop, and disseminate to |
organization-defined personnel or roles]:1. [Selection (one or
more): Organi level; Missi iness p level;
System-level] incident response policy that:a. Addresses
purpose, scope, roles, responsibilities, management
i ination among izational entities, and
andb. s consis ith laws, exeoutive
orders, directives, regulations, policies, standards, and Publishing Mechanisms exist to establish,
and2. to facilitate the i of Cybersecurity & Data maintain and disseminate
IR-01 Policy and Procedures |50 ) " Functional | Intersects With | " M Gov-02 " 5 Low
the incident response policy and the associated incident Protection cybersecurity and data protection
response . Designate an | i Documentation policies, standards and procedures.
defined official] to manage the development, documentation,
and dissemination of the incident response policy and
procedures; andc. Review and update the current incident
response:1. Policy ization-defined frequency]
and following [Assignment: organization-defined events]; and2.
P i ization-defined frequency] and
following [Assi ization-defined eventsl.
a. Develop, and disseminate to [Assi
organization-defined personnel or roles]:1. [Selection (one or
more): Organization-level; Missi iness p level;
System-level] incident response policy that:a. Addresses
purpose, scope, roles, responsibilities, management
i i among izational entities, and
andb. s consis ith laws, exeoutive
0ei 8 ° o Mechanisms exist to implement and
orders, directives, regulations, policies, standards, and
2 o facilitace the . Incident R govern processes and documentation
and2. o facilitate the o ncident Response
IR-01 Policy and Procedures |50 ) " Functional Subset Of P IRO-01 |to facilitate an organization-wide 10 Low
the incident response policy and the associated incident Operations
! ' response capability for cybersecurity
response - Designate an and data protection-related incidents.
defined official] to manage the development, documentation, P .
and dissemination of the incident response policy and
procedures; andc. Review and update the current incident
response:1. Policy [ ization-defined frequency]
and following [Assignment: organization-defined events]; and2.
P i ization-defined frequency] and
following [Assi ization-defined eventsl.
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a. Develop, and tol
organization-defined personnel o oles}:1. Selection (one or
more): Org; level; lovel;
System-tovel] incident response policy thatia. Addresses
purpose, scope, roles, responsibilities, management
among ional entities, and
andb. Is consistent with laws, executive Mechanisms exist to regularly review
orders, directives, regulations, policies, standards, and and modify incident response
IR-01 Policy and Procedures and2. tofacilitate the of | Functional | Intersects With IRP Update |RO-04.2 | Practices toincorporate lessons 5 Low
the incident response policy an the associated incident learned, business process changes
response . Designate an [ i and industry developments, as
dofined offcial to manage the development, documentation, necessary.
and dissemination of the incident response policy and
procedures; ande. Review and update the current ncident
response:1. Policy [Assi defined v
andfollowing [Assignment: crgamzauon defined ovents; and2.
B ganization-defined frequency] and
following i defined events].
a. Develop, and disseminate to [Assig
organization-defined personnel o oles}:1. Selection (one or
more): Organization-level; lovel
System-lovel] incident response policy thatia. Addresses
purpose, scope, roles, responsibilities, management
among ional entities, and
andb. Is consistent with laws, executive Mechanisms exist to incorporate
orders, directives, regulations, policies, standards, and lessons learned from analyzing and
and2. to facilitate the of Root Cause Analysis resolving cybersecurity and data
1R-01 Policy and Procedures Functional | Intersects With | (RCA) & Lessons | IRO-13 Y 5 Low
the incident respnse policy and the associated incident A protection incidents to reduce the
response . Designate an [ i likelihood or impact of future
dofined offcial to manage the development, documentation, incidents.
and dissemination of the incident response policy and
procedures; andc. Review and update the current ncident
response:1. Policy [Assi fon-defined v
andfollowing [Assignment: crgamzauon -defined ovents; and2.
b ganization-defined frequency] and
following i defined events].
a. Develop, and disseminate to Mechanisms exist to review the
organization-defined personnel o oles}:1. Selection (on or cybersecurity and data protection
more): Organization-level; P level; program, including policies, standards
System-level] incident response policy that:a. Addresses and procedures, at planned intervals
purpose, scope, roles, responsibilities, management or if significant changes occur to
among onal entities, and ensure their continuing suitability,
andb. Is consistent with aws, executive adequacy and effectiveness.
orders, directives, regulations, policies, standards, and Periodic Review &
IR-01 Policy and Procedures and2. tofacilitate the of | Functional | Intersects With Update of GOV-03 5 Low
the incident response policy an the associated incident Cybersecurity & Data
response . Designate an [ i Protection Program
dofined offcial to manage the development, documentation,
and dissemination of the incident response policy and
procedures; andc. Review and update the current ncident
response:1. Policy [Assi on-defined frequency]
andfollowing [Assignment: crgamzauon -defined events]; and2.
h o defined frequency] and
following IF defined events].
a. Provide incident response training to system users consistent
with assigned roles and responsibilities: 1. Within [Assignment:
organization-defined time period] of assuming an incident
ncident Response _|SPTSe ol o responsibilty or acauiring system acces: ‘ | ncidentResponse Mechanisms exist totrain personnelin
1R-02 Trainng When reqired by system changes; ands. [Assignment: Functional | Intersects With Trainme IRO-05 |their incident response roles and 5 Low
defined frequency] thereafter; andb. Review and responsibilites.
update incident response training content [Assignmen:
defined frequency] and following
defined eventsL.
) Mechanisms exist to incorporate
Incident Response ) ) "
R02001) Training | Simulated|!1COTPOTate Simulated events into incident response trining to Functional Equal Simulated Incidents | IRO-0s.1 [STHted events into incident 10 High
Events facilitate the required response by personnel in crisis situations. response training to facilitate effective
response by personnel in crisis
Incident Response o ,,, ) Automated Incident ‘Automated mechanisms exist to
N Provide an incident response training environment using ) } o 5
1R-02(02) Training | Automated | ponse train! ; Functional Equal Response Training | IR0-05.2  provide a more thorough and realistic 10 High
Training Environments | Environments
] Provide incident response training on how to identify and Mechanisms exist to train personnelin
Incident Response onse s wto ) | IncidentResponse chant
1R-02(03) raimg | oaen|esPond to  breach, inluding the organization's process for Functional | Intersects With Traine IRO-05 [their incident response roles and 5 Not Selected
reporting a breach. responsibilities.
Mechanisms exist to formally test
) Test the effectiveness of the incident response capability for the incident response capabilites through
Incident Response ) ° ) | Incident Response dent respor
IR-03 Tostng system [ defined usingthe | Functional | Intersects With Tastins IRO-06 | realistic exercises to determine the 5 Moderate
following tests: [Assignment: organization-defined tests]. operational effectiveness of those
capabiliies.
Incident Response
Test the incident esponise capabilty using [Assignmen: ) )
1R-03(01) Testing | Automated neldent rest Functional | not related to N/A N/A | No applicable SCF control o Not Selected
Testing
) Mechanisms exist to coordinate
Incident Response | .- ve incident response testing with organizational Coordination with incident response testing with
1R-03(02) Testing | Coordination " Functional Equal IR0-06.1 10 Moderate
) elements responsible for related plans. Related Plans clements
with Related Plans
for related plans.
Mechanisms exist o Use qualitative
and quantitative data from incident
response testing to:
Use qualitative and quantitative data from testing to:a. (1) Determine the effectiveness of
Incident Response | Determine the effectiveness of incident response processes;b. Continuous Incident incident response processes;
1R-03(03) Testing | Continuous | Continuously improve incident response processes; andc. Functional Equal Response 1R0-04.3 | (2) Continuously improve incident 10 Not Selected
Improvement |Provide incident response measures and metrics that are Improvements response processes; and
accurate, consistent, and in a reproducible format. (3) Provide incident response
measures and metrics that are
accurate, consistent, and in a
format.
a Implement an incident handling capabilty for incidents that is
consistent with the incident response plan and includes Mechanisms exist to cover:
preparation, detection and analysis, containment, eradication, (1) Preparation;
and recoverysb. Coordinate incident handling activities with (2) Automated event detection or
IR-04 Incident Handling cy planning ies;c. Incorporate lessons learned Functional Equal Incident Handling | IR0-02 |Manuatincidentreportintake; 10 Low
from ongoing incident handling activities into incident response (3) Analysis;
procedures, training, and testing, and implement the resulting (4) Containment;
changes accordingly; andd. Ensure the rigor, intensity, scope, (5) Eradication; and
and resuls o incident handling activiies re comparable and (6) Recovery.
bredictable across the
Incident Handling| 1o 0+ the incident handling process using [Assignment: ) Automated Incident Automated mechanisms exist to
1R-04(01) Automated Incident ort the ineident ! Functional Equal " 1R0-02.1 mec 4 10 Moderate
" Handling Processes support the incident handling process.
Handling
Inident Handiing|_| 72109 e Tollowing 505 of dynamic reconiguraionfor ‘ Automated mechanisms exist o
0402 Dynarmie system aspart | Cauat Dynarmic. RO-02,3 |ymemically reconfigure system o Not Selectad
Rocortinarion of the incident response capabillty: [Assignment: organization- as part of the incident
defined types of dynamic response capabi
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Mechanisms exist to facilitate the
Identify [Assignment: organization-defined classes of incidents] 'Tple_’“e"‘a“’"”fic"h”‘l'”ge”cy
Incident Handling|  |and take the following actions in response to those incidents to Business Continuity P aq,"'”f:"'; '°L5 © Ae pf”sure
IR-04(03) Continuity of ensure continuation of organizational mission and business Functional | Intersects With | Management System | BCD-01 |/©S1ent Technology Assets, 5 Not Selected
) ; y ) Applications and/or Services (TAAS)
Operations | functions: [Assignment: organization-defined actions to take in (BCMS) nsa >
oo (e-g. Continuity of Operations Plan
response to classes of incidents]. !
(COOP) or Business Continuity &
Disaster Recoverv (BC/DR)
Identify [Assignment: organization-defined classes of incidents] Mechanisms exist to identify classes
Incident Handling | |and take the following actions in response to those incidents to ncident Glassification of incidents and actions to take to
IR-04(03) Continuityof  |ensure continuation of organizational mission and business Functional | Intersects With | "' °0" " 4% 71" |1R0-02.4  ensure the continuation of 5 Not Selected
ritizati
Operations | functions: [Assignment: organization-defined actions to take in organizational missions and business
response to classes of incidents]. functions.
Mechanisms exist to utilize a Security
Incident Handling| | Correlate incident information and individual incident responses Centratized Golect Incident Event Manager (SIEM) or
entralized Collection
1R-04(04) Information to achieve an organization-wide perspective on incident Functional | Intersects With | 1 #2979 @707 | MON.02 | similar automated tool,to support the 5 High
ri
Correlation |awareness and response. v € centralized collection of security-
related event logs.
Automated mechanisms exist to
correlate both technical and non-
Incident Handling| | Correlate incident information and individual incident responses technical information from across the
' ) ormate e nees ) | corretate Monitoring | MON- ‘
1R-04(04) Information to achieve an organization-wide perspective on incident Functional | Intersects With PN oot by a Security Incident Event 5 High
Correlation  |awareness and response. “1 | Manager (SIEM) or similar automated
tool, to enhance organization-wide
Automated mechanisms exist to
Incident Handling | a capability to disable the utomatod Response | MON- | et
IR-04(05) Automatic Disabling of | system if [Assi ization-defined security vi Intersects With P! Implement pre-determined corrective 5 Not Selected
to Suspicious Events | 01.11 |actions in response to detected events
System are detected. °
that have security incident
Mechanisms exist to automatically
Incident Handling | a confi capability to disable the Automatic Disabling of z'sa?le:”"”"l;’/gy Asssefs’ .
i i cations and/or Services )
IR-04(05) Automatic Disabling of | system if [Assi ion-defined securit i Functional | Intersects With 891 |Ro-02.6 | APPUCAM rvices | 5 Not Selected
System upon detection of a possible incident
System are detected. N
that meets organizational criteria,
which allows for forensic analvsis to
Incident Handling | | Implement an incident handling capability for incidents involvin Insider Threat Mechanisms exist to implement and
IR-04(06) ¢ gl |im 8 capability | Functional | Intersects With 1R0-02.2 ms ¢ P 5 Not Selected
Insider Threats insider threats. Response Capability govern an insider threat program.
Incident Handlin
" &l | Goordinate an incident handling capabiliy for insider threats ) o
Insider Threats — Intra-| - - ) o ! ) Insider Threat Mechanisms exist to implement and
1R-04(07) Y that includes the following entities [ Intersects With  |IR0-02.2 5 Not Selected
organization ) y Response Capability govern an insider threat program.
rzats organization-defined entities].
Coordination
Coordinate with [Assignment: organization-defined external Mechanisms exist to coordinate with
Incident Handling| |organizations] to correlate and share [Assignment: organization- Comatationwith approved third-parties to achieve a
o wi
IR-04(08) Correlationwith | defined incident information] to achieve a cross-organization Functional Equal oo Oranations | IR0-02:5  cross-organization perspective on 10 Not Selected
External O ive on incident and more effective incident © incident awareness and more effective
" incident
Incident Handling | ) )
Employ [Assignment: organization-defined dynamic response
1R-04(09) Dynamic Response ploy [Assig ganiza v P Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
° capabilities] to respond to incidents.
Capability
Mechanisms exist to ensure
Incident Handiing| | @ andling sctivitis involi oo Third-Party Incident e and
oordinate incident handling activities involving supply chain anning an:
IR-04(10) Supply Chain i ndling ac olving supply ch Functional | Intersects With | Response & Recovery | TPM-11 | °°P planning 5 Not Selected
o events with other organizations involved in the supply chain. . testing are conducted with critical
Coordination Capabilities ¢ ‘
s.
Mechanisms exist to provide
ity and data
Incident Handlin i i
Wng| | Goordinate incident handling activities involving supply chain . § Supply Chain incident information to the provider of
1R-04(10) Supply Chain N nene A " ! Functional | Intersects With Y IRO-10.4 |the Technology Assets, Applications 5 Not Selected
‘ events with other organizations involved in the supply chain. Coordination ‘
Coordination and/or Services (TAAS) and other
organizations involved in the supply
chain for TAAS related to the incident.
Mechanisms exist to establish an
integrated team of cybersecurity, IT
Incident Handling| |Establish and maintain an integrated incident response team Integrated Security ! dgb s yber: “" |
and business function representatives
IR-04(11) Integrated Incident ~ [that can be deployed to any location identified by the Functional Equal Incident Response | IRO-07 pres 10 High
oploye o1 idendtied by th ) that are capable of addressing
Response Team il defined time period]. Team (ISIRT)
cybersecurity and data protection
incident response
Mechanisms exist to incorporate
ncidentHandiing] [, o ode andlor othorresiduatartifacts Root Cause Analysis lessons learned from analyzing and
IR-04(12) Malicious Code and vze ma her Functional | IntersectsWith |  (RCA)&Lessons | IRO-13 |resolving cybersecurity and data 5 Not Selected
} """ |remaining in the system after the incident. Y
Forensic Analysis Learned protection incidents to reduce the
|liketihood or impact of future
Mechanisms exist to perform digital
Incident Handling | forensics and maintain the integrity of
Analyze malicious code and/or other residual artifacts Chain of Custody &
IR-04(12) Malicious Code and vze ma her Functional | Intersects With S0/ ] 1r0-08 |the chain of custody, in accordance 5 Not Selected
3 """ |remaining in the system after the incident. Forensics ) )
Forensic Analysis with applicable laws, regulations and
industry-recognized secure practices.
Mechanisms exist to utilize honeypots
Incident Handing | | A1202 anomalous orsuspected adversaria behavir nor that are specifically designed to be the
ncident Handlin
IR-04(13) S si related to | ization-defined or Functional | Intersects With Honeypots SEA-11 |target of malicious attacks for the 5 Not Selected
vi
v resources]. purpose of detecting, deflecting and
such attacks.
Mechanisms exist to utilize User &
Entity Behavior Analytics (UEBA)
Incident Handling| | A102e anomalous o suspected adversarial behavior i or and/or User Activity Monitoring (UAM)
1R-04(13) S si related to [Assi ganization-defined envi or Intersects With | Anomalous Behavior | MON-16 |solutions to detect and respond to 5 Not Selected
vi
Y resources). anomalous behavior that could
indicate account compromise or other
activities.
) Mechanisms exist to utilize
Incident Handling| | A1%02@ anomalous o suspected adversarial behavior i or s e soek o
i i v
1R-04(13) " 2l | related to [Assi ganization-defined envi o Intersects With Honeyclients SEA-12 | Oneyelients that proactively 5 Not Selected
Behavior Analysis identify malicious websites and/or
resources]. us
web-based malicious code.
) Mechanisms exist to establish and
ncident Handling| Security Operations maintain a Security Operations Cente
i rity Operati v
1R-04(14) Security Operations |Establish and maintain a security operations center. Functional Equal 1ty Ope 0PS-04 curity Op 10 Not Selected
Center (SOC) (SOC) that facilitates a 24x7 response
Center -
capability.
Mechanisms exist to proactively
manage public relations associated
Incident Handlin with incidents and employ appropriate
‘ NdNg| | \anage public relations associated with an incident; andb. ) Public Relations & ! ploy approp:
IR-04(15) Public Relations and ! ) Functional Equal * | IRO-16 |measures to prevent further 10 Not Selected
§ "% | Employ measures to repair the reputation of the organization. Reputation Repair !
Reputation Repair reputational damage and develop
plans to repair any damage to the
Mechanisms exist to document,
monitor and report the status of
) . . ) ity and data
IR-05 Incident Monitoring | Track and document incidents. Functional Equal ’ 1R0-09 |¢ " 10 Low
For Incidents incidents to internal stakeholders all
the way through the resolution of the
incident.
- Automated mechanisms exist to assist|
Incident Monitoring | ) ) ) : ) ) .
e [Trackincidents and collect and analyze incident information Automated Tracking, in the tracking, collection and analysis
racking, | ° cancana . )
1R-05(01) A gd using defined Equal Data Collection &  |IR0-09.1 |of information from actual and 10 High
ata Collection, an ° : )
) mechanisms]. Analysis potential cybersecurity and data
Analysis Y
incidents.
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NIST SP 800-53B

Control Desci

Relationsh

) - Mechanisms exist to timely-report
a. Require personnel to report suspected incidents to the. . >
organizational incident response capability within [Assignment: Incident Stakeholder incidents to applicable:
IR-06 Incident Reporting | &2"231onal incident response cap N [AsSIgNment: | ¢ notional | Intersects With IRO-10 | (1) Internal stakeholders; 5 Low
organization-defined time period]; andb. Report incident Reporting
. andb. Report I ’ (2) Affected clients & third-parties;
! and
a. Require personnel to report suspected incidents to the Mechanisms exist to maintain incident
organizational incident response capability within [Assignment: Regulatory & Law response contacts with applicable
IR-06 Incident Reporting | 2"82M 24t cident response capability within [Assig Functional | Intersects With gulatory 1RO-14 |V PP 5 Low
organization-defined time period]; andb. Report incident Enforcement Contacts regulatory and law enforcement
onto o ation-dofined : agenci
a. Require personnel to report suspected incidents to the Mechanisms exist to identify and
organizational incident response capability within [Assignment: Contacts With document appropriate contacts with
IR-06 Incident Reporting | 2"E2M 28t cident response capability within [Assig Functional | Intersects With 5V GOV-06 PProp! 5 Low
organization-defined time period]; andb. Report incident Authorities relevant law enforcement and
ion to ization-defined i regulatory bodies.
) ) - ) ) ) ) ‘Automated mechanisms exist to assist
Incident Reporting| | Report incidents using [Assignment: organization-defined ) ! '
IR-06(01) e " Functional Equal Automated Reporting |IRO-10.1 [in the reporting of cybersecurity and 10 Moderate
porting data ion incidents.
Mechanisms exist to incorporate,
Incident Reporting| N Root Cause Analysis lessons learned from analyzing and
Report system vulnerabilities associated with reported incidents . )
1R-06(02) Vulnerabilities Related ? > Functional | IntersectsWith |  (RCA)&Lessons | IRO-13 |resolving cybersecurity and data 5 Not Selected
to [Assignment: organization-defined personnel or roles]. '8 oyoer
tolncidents Learned protection incidents to reduce the
|uiketihood or impact of future
Mechanisms exist to report system
Incident Reportin ulnerabilities associated with
tRePOTtINg| | ot system vulnerabilities associated with reported incidents . | Vulnerabiities Related vuinerabil !
IR-06(02) Vulnerabilities Related B N Functional Intersects With IRO-10.3 |reported cybersecurity and data 5 Not Selected
to [Assignment: organization-defined personnel or roles]. ToIncidents d eyber )
to Incidents protection incidents to organization-
defined personnel or roles.
Mechanisms exist to provide
. i Provide incident information to the provider of the product or eybersecurity and data protection
Incident Reporting| ) oo . , , incident information to the provider of
service and other organizations involved in the supply chain or ) ) Supply Chain
IR-06(03) Supply Chain . Functional | Intersects With / IRO-10.4 the Technology Assets, Applications 5 Moderate
y o supply chain governance for systems or system components Coordination ¢
Coordination B0V and/or Services (TAAS) and other
related to the incident.
organizations involved in the supply
chain for TAAS related to the incident.
Mechanisms exist to provide incident
N ) response advice and assistance to
Provide an incident response support resource, integral to the fTechnol A N
Incident Response |organizational incident response capability, that offers advice . Incident Reporting users of Technology Assets,
1R-07 ' ! Functional Equal ' IRO-11 | Applications and/or Services (TAAS) 10 Low
Assistance and assistance to users of the system for the handling and Assistance 4 e
! for the handling and reporting of
reporting of incidents. " )
actual and potential cybersecurity and
data incidents.
Incident Response
N " . N . Automated mechanisms exist to
Assistance| |Increase the availability of incident response information and Automation Support of o ot
i vailabili i
1R-07(01) Automation Support |support using [Assi ization-defined Equal Availability of | IRO-11.1 abitity 10 Moderate
lon st ! response-related information and
for Availability of | mechanisms]. Information / Support
support.
Information and
Mechanisms exist to establish a direct,
Incident Response  |a. Establish a direct, cooperative relationship between its >
b o o cooperative relationship between the
Assistance|  |incident response capability and external providers of system ) Coordination With ° !
1R-07(02) " " N © " 8 Functional Equal IRO-11.2 |organization's incident response 10 Not Selected
c with [ andb. Identify organizational incident External Providers za ‘
. capability and external service
External Providers | response team members to the external providers.
. Dovelop an incident response plan that:1. Provides the
organization with a roadmap for implementing its incident
response capability;2. Describes the structure and organization
of the incident response capability;3. Provides a high-level
approach for how the incident response capability fits into the
overall organization;4. Meets the unique requirements of the
organization, which relate to mission, size, structure, and
ions;5. Defines reportable inci Provides metrics for
measuring the incident response capability within the
organization;7. Defines the resources and management support
needed to effectively maintain and mature an incident response
capability;8. Addresses the sharing of incident information;9. Is Mechanisms exist to maintain and
Incident Response | reviewed and approved by ization-defined ) Incident Response make available a current and viable
1R-08 s pproved by - organER Functiona Equal P IRO-04 10 Low
Plan personnel or roles] [Assignment: organization-defined Plan (IRP) Incident Response Plan (IRP) to all
frequency]; and10. Explicitly designates responsibility for stakeholders.
incident response to [Assignment: organization-defined entities,
personnel, or roles].b. Distribute copies of the incident response
plan to [Assignment: organization-defined incident response
personnel (identified by name and/or by role) and organizational
elements];c. Update the incident response plan to address
system and organizational changes or problems encountered
during plan implementation, execution, or testing;d.
Communicate incident response plan changes to [Assignment:
organization-defined incident response personnel (identified by
name and/or by role) and organizational elements]; ande.
Protect the incident resnonse blan from unauth ad di
Include the following in the Incident Response Plan for breaches
involving personally identifiable information:a. A process to Mechanisms exist to address data
ine if notice to individuals o other organizati breaches, or other incidents involving
Incident Response | including oversight organizations, is needed;b. An assessment ) the unauthorized disclosure of
IR-08(01) P 8 OversIgt ore Functional Equal DataBreach  |IRO-04.1|"< ™ ) 10 Not Selected
Plan | Breaches | process to determine the extent of the harm, embarrassment, sensitive or regulated data, according
or unfaimess to affected individuals and any to applicable laws, regulations and
mechanisms to mitigate such harms; andc. Identification of contractual obligations.
privacy
Respond to information spills by:a. Assigning [Assignment: Mechanisms exist to respond to
organization-defined personnel or roles] with responsibility for sensitive information spills.
responding to information spills;b. Identifying the specific
information involved in the system contamination;c. Alerting
[Assignment: organization-defined personnel o roles] of the
oo Information Spilage information spllusing 2 method of commurication not runctional | intersects win | Infermation Spitage | 5 Not Setocted
Response associated with the spill;d. Isolating the contaminated system or Response
system icating the from the
system or other systems
or system components that may have been subsequently
contaminated; andg. Performing the following additional
actions: [Assi ization-defined actionsl.
Respond to information spills by:a. Assigning [Assignment: Mechanisms exist to formally assign
organization-defined personnel or roles] with responsibility for personnel or roles with responsibility
responding to information spills;b. Identifying the specific for responding to sensitive information
information involved in the system contamination;c. Alerting spills.
[Assignment: organization-defined personnel o roles] of the
Information Spillage information spill using a method of communication not
1R-09 rmation Spillag rmation spill using : cati Functional | Intersects With |Responsible Personnet |IRO-12.1 5 Not Selected
Response associated with the spill;d. Isolating the contaminated system or
system icating the from the
system or other systems
or system components that may have been subsequently
contaminated; andg. Performing the following additional
actions: [Assi ization-defined actionsl.
1R-09(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to ensure incident
Information Spillage |Provide information spillage response training [Assignment: i
1R-09(02) rmation Spillag vide Information spillage resp ining [Assig Functional Equal Training |RO-12.2|eSPOnse training material provides 10 Not Selected
Response | Training | organization-defined frequency]. coverage for sensitive information
spillage response.
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Mechanisms exist to ensure that
Implement the following procedures to ensure that organizational personnel impacted by
Information Spillage |organizational personnel impacted by information spills can P ve / data spills can
1R-09(03) Response | Post-spill |continue to carry out assigned tasks while contaminated Functional Equal Regulated Data Spill_[IR0-12.3 | continue to carry out assigned tasks 10 Not Selected
Operations | systems are undergoing corrective actions: [Assignment: Operations while contaminated Technology
organization-defined procedures]. Assets, Applications and/or Services
TAAS) are corrective
;’g:;::;z";’s::g; Employ the following controls for personnel exposed to Exposure to :4:':;:Z’:::r’lse‘r:3::['Z§:§:::$y
1R-09(04) information not within assigned access authorizations: Functional Equal Unauthorized  [IRO-12.4 |52708u2rd " ° 10 Not Selected
to Unauthorized ! ) sensitive information that is not within
[Assignment: organization-defined controls]. Personnel sitve "
Personnel their assigned access authorizations.
IR-10 Withdrawn Functional | not related to N/A N/A N/A o Withdrawn
a Develop, and disseminate to
organizaion deined personnal o rolos1. Selecion (ons o
more): Org: level; o lovel
0 policy that:a. purpose,
scope, roles, i i
among organi entities, and
andb. Is consistent with applicable laws, executive orders, Mechanisms exist to develop,
d policies, , and Maintenance disseminate, review & update
MA-01 Policy and Procedures | and2. Procedures to faciltate the implementation of the Functional Subset Of S, MNT-01 | procedures to facilitate the 10 Low
policy and the isib. of
Designate an [Assignment: organization-defined official] to controls across the enterprise.
manage the and of
the maintenance policy and procedures; andc. Review and
update the current maintenance:1. Policy Assignment:
defined frequency] and following
organization-defined eventa; and?2. Procedures [Assignment:
defined and following
a. Develop, and di to [Assi
organizaion deined personnal o rolos1. Selecion (ons o
more}:Organization-lovel; o level;
0 policy that:a. purpose,
scope, roles, i i
among organi entities, and
andb. Is consistent with applicable laws, executive orders, Mechanisms exist to require
policies, , and maintenance personnel to notify
’ | Remote Maintenance | MNT-
MA-01 Policy and Procedures | and2. Procedures to faciltate the implementation of the Functional | Intersects With e oy |affected stakenolders when remote, 5 Low
policy and the isib. non-local maintenance is planned
Designate an [Assignment: organization-defined official] to (e.&., datertime).
manage the and of
the maintenance policy and procedures; andc. Review and
update the current maintenance:1. Policy Assignment:
defined frequency] and following
organization-defined eventa; and?2. Procedures [Assignment:
defined and following
a. Develop, and disseminate to
organization-defined personnel o oles}:1. Selection (one or
more): Organization-level; o lovel
level] policy that:a. purpose,
scope, roles, ibilt i
among organi entities, and
andb. Is consistent with applicable laws, executive orders, Mechanisms exist to audit remote, non
policies, , and ‘ ‘ Auditing Remote | . |06 maintenance and diagrostic
MA-01 Policy and Procedures | and2. Procedures to faciltate the implementation of the Functional | Intersects With e oy |sessions, s weltas review the 5 Low
policy and the isib. maintenance action performed during
Designate an [Assignment: organization-defined official] to remote maintenance sessions.
manage the and of
the maintenance policy and procedures; andc. Review and
update the current maintenance:1. Policy Assignment:
defined frequency] and following
organization-defined eventa; and?2. Procedures [Assignmen:
defined and followine
a. Develop, and di to [Assi Mechanisms exist to review the
organizaion deined personnal o rolos1. Selecion (ons o cybersecurity and data protection
more): Org level; b level; program, including policies, standards
0 policy that:a. purpose, and procedures, at planned intervals
scope, roles, i i or if significant changes occur to
among organi entities, and ensure their continuing suitability,
andb.ls consisten‘t with applicable laws, executive orders, Periodic Review & adequacy and effectiveness.
d policies, , and omaatoor
MA-01 Policy and Procedures | and2. Procedures to faciltate the implementation of the Functional | Intersects With ) Gov-03 5 Low
Cybersecurity & Data
policy and the isib. ‘
Protection Program
Designate an [Assignment: organization-defined official] to
manage the and of
the maintenance policy and procedures; andc. Review and
update the current maintenance:1. Policy Assignment:
defined frequency] and following
organization-defined eventa; and?2. Procedures [Assignmen:
defined and following
a. Develop, and di to [Assi
organizaion deined personnal o rolos1. Selecion (ons o
more}:Organization-lovel; o lovel
0 policy that:a. purpose,
scope, roles, i i
among organi entities, and
andb. Is consistent with applicable laws, executive orders, publishing Mechanisms exit to sstablish,
policies, » and Cybersecurity & Data maintain and disseminate
MA-01 Policy and Procedures | and2. Procedures to faciltate the implementation of the Functional | Intersects With ; Gov-02 " 5 Low
Protection cybersecurity and data protection
policy and the Documentation policies, standards and procedures.
Designate an [Assignment: organization-defined official] to
manage the and of
the maintenance policy and procedures; andc. Review and
update the current maintenance:1. Policy Assignment:
defined frequency] and following
organization-defined eventa; and?2. Procedures [Assignment:
defined and following
a. Schedule, document, and review records of maintenance, Mechanisms exist to conduct
repair, and onsystem in controlled maintenance activities
with manufacturer or vendor specifications and/or throughout the lifecycle of the
organizational requirements;b. Approve and monitor all Technology Asset, Application and/or
maintenance activities, whether performed on site or remotely Service (TAAS).
and whether the system or system components are serviced on
site or removed to another location;c. Require that [Assignment:
organization-defined personnel or roles] explicitly approve the
A2 Controlled removalofthe system or system components from Functionatl Cauat Controlled NT02 o Low
Maintenance | organizational facilities for off-site maintenance, repar, or Maintenance
replacement;d. Sanitize equipment to remove the following
information from associated media prior to removal from
organizational faciles fo off-site maintenance, repair,or
defined information];e.
Checkall potentially impacted controls o verify hat the controls
are still functioning properly following maintenance, repar, or
replacement actions; and. Incude the following information in
records: 1
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MA-02(01) Withdrawn Functional | _notrelated to N/A N/A 0 Withdrawn
a. Schedule, conduct, and document maintenance, repair, and
Controlled replacement actions for the system using [Assignment:
N . N Automated mechanisms exist to
| defined andb. Produce ) Automated MNT- )
MA-02(02) Functional Equal ) - schedule, conduct and document 10 High
Automated up-to date, accurate, and complete records of all maintenance, Maintenance Activities | 02.1 P
Maintenance Activities | repair, and replacement actions requested, scheduled, in pairs.
process. and
a. Approve, control, and monitor the Use of system maintenance Mechanisms exist to controland
MA-03 Maintenance Tools ~ [tools; andb. Review previously approved system maintenance | Functional | Intersects With | Maintenance Tools | MNT-04 |monitor the use of system 5 Moderate
tools [Assi ion-defined frequencyl. tools.
Mechanisms exist to inspect
Maintenance Tools | [Inspect the tools used by ersonnel MNT- | maintenance tools carried into a
MA-03(01) I |Insp A >d by T P Functional Equal Inspect Tools " , 10 Moderate
InspectTools |for improper or unauthorized modifications. 041 |facility by maintenance personnel for
improper or unauthorized
Mechanisms exist to check media
Maintenance Tools | |Check media containing diagnostic and test programs for MNT- | containing diagnostic and test
MA-03(02) pols| | Check 8 ciog prog Functional Equal Inspect Media 8 ciagnost 10 Moderate
InspectMedia | malicious code before the media are used in the system. 042 |programs for malicious code before
the media are used.
Prevent the removal of maintenance equipment containing Mechanisms exist to prevent or control
organizational information by:a. Verifying that there is no the removal of equipment undergoing
Tools i contained on the i
o i i ; ) Prevent Unauthorized | MNT- | M2intenance that contains
MA-03(03) Prevent Unauthorized or the Retaining the Functional Equal Removal 043 organizational information. 10 Moderate
Removal equipment within the facility; ord. Obtaining an exemption from -
[Assignment: organization-defined personnel or roles] explicitly
authorizing removal of the from the facility.
Automated mechanisms exist to
Maintenance Tools | | Restrict the use of maintenance tools to authorized personnel ) ) MNT-  |restrict the use of maintenance tools
MA-03(04) Functional Equal Restrict Tool Usage ' 10 Not Selected
Restricted ToolUse [only. 044 |to authorized maintenance personnel
and/or roles.
Maintenance Tools | Monitor the use of maintenance tools that execute with Mechanisms exist to control and
MA-03(05) Executionwith | » Functional | Intersects With | Maintenance Tools | MNT-04 |monitor the use of system 5 Not Selected
o increased privilege.
Privilese tools.
Maintenance Tools | ) Mechanisms exist to control and
Inspect maintenance tools to ensure the latest software updates ) 3 )
MA-03(06) Software Updates and Functional | Intersects With | Maintenance Tools | MNT-04 | monitor the use of system 5 Not Selected
and patches are installed. "
Patches tools.
a. Approve and monitor nonlocal maintenance and diagnostic
activities;b. Allow the use of nonlocal maintenance and
jagnostic tools only as consistent with organi olicy and
p S 4 o :In . ‘l’ f Mechanisms exist to authorize,
locumented in the security plan for the system;c. Employ stron ) ) :
MA-04 Nonlocal Maintenance e ol o m:mcal PIOYSIONE| £ notional | Intersects With | Remote Maintenance | MNT-05 [monitor and control remote, non-local 5 Low
nicationin the " maintenance and diagnostic activities.
and diagnostic sessions;d. Maintain records for nonlocal
maintenance and diagnostic activities; ande. Terminate session
and network when nonlocal mai is
a. Approve and monitor nonlocal maintenance and diagnostic
activities;b. Allow the use of nonlocal maintenance and
" " ) ) Mechanisms exist to require
tools only as with policy and ° )
a tedin th an for the syt Employ st Remote Maint M. |maintenance personnet to notify
locumented in the security plan for the system;c. Employ stron ) | Remote Maintenance 3
MA-04 Nonlocal Maintenance e N y MPLOYSTONE | £nctional | Intersects With o affected stakeholders when remote, 5 Low
inthe of nonlocal Notifications 05.2 ° ’
nicationin the " non-local maintenance is planned
and diagnostic sessions;d. Maintain records for nonlocal
- Toneie, T e y ) (e.g., date/time).
maintenance and diagnostic activities; ande. Terminate session
and network when nonlocal mai is
a. Approve and monitor nonlocal maintenance and diagnostic
activities;b. Allow the use of nonlocal maintenance and )
’ " ) ' Mechanisms exist to audit remote, non
tools only as with policy and * Ve romot
p S e e o Auditing Romot. \T. | ocat maintenance and diagnostio
locumented in the security plan for the system;c. Employ stron ) ) uditing Remote - ’ h
MA-04 Nonlocal Maintenance ) P y PIOYSIONE| £ notional | Intersects With g sessions, as well as review the 5 Low
inthe of nonlocal Maintenance 05.1 ) ) )
nicationin the " maintenance action performed during
and diagnostic sessions;d. Maintain records for nonlocal ‘
N N . . " . remote maintenance sessions.
maintenance and diagnostic activities; ande. Terminate session
and network when nonlocal mai is
) ) ) Mechanisms exist to audit remote, non
a. Log [Assignment: organization-defined audit events] for * Ve romot
" Hon-defined au ) . local maintenance and diagnostic
Nonlocal nonlocal and sessions; andb. Review ) ) AuditingRemote | MNT- y ‘
MA-04(01) N N N 5 Functional Intersects With sessions, as well as review the 5 Not Selected
| Logging and Review |the audit records of the maintenance and diagnostic sessions to Maintenance 05.1 ) ) )
" maintenance action performed during
detect anomalous behavior. ¢
remote sessions.
MA-04(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
a. Require that nonlocal maintenance and diagnostic services be Mechanisms exist to require
performed from a system that implements a security capability Technology Assets, Applications
to the capability i onthe system being and/or Services (TAAS) performing
Nonlocal Maintenance | serviced; orb. Remove the component to be serviced from the Remote Maintenance | | |remote, non-local maintenance andor
MA-04(03) | Comparable Security | system prior to nonlocal maintenance or diagnostic services; Functional Equal Comparable Security | (1" |diagnostic services imploment a 10 High
and Sanitization | sanitize the (for i ion); and & Sanitization *® " |security capability comparable to the
after the service is performed, inspect and sanitize the capability implemented on the system
component (for potentially malicious software) before being serviced.
ing the to the system.
Protect nonlocal maintenance sessions by:a. Employing Mechanisms exist to protect
Nonlocal [Assi ization-defined icators that are replay maintenance sessions through replay-
Authentication and |resistant]; andb. Separating the maintenance sessions from Separation of MNT- | resistant sessions that are physicall
MA-04(04) ! ) eparating Functional Equal  Sep ) ¢ physically 10 Not Selected
Separationof |other network sessions with the system by either:1. Physically Maintenance Sessions| 05.7 |or logically separated
Maintenance Sessions |separated communications paths; or2. Logically separated communications paths from other
paths. network sessions.
a. Require the approval of each nonlocal maintenance session - )
" N Mechanisms exist to require
Nontocal oy defined personnel or roles; andb. Remote Maintenance | MNT- | maintenance personnel to obtain pre
MA-04(05) |Approvalsand | Notify the following personnel or roles of the date and time of Functional Equal personne P 10 Not Selected
rovats ¢ atin Pre-Approval 055 |approval and scheduling for remote,
Notifications | planned nonlocal I ) )
) non-local maintenance sessions.
defined personnel or rolesl.
followin to protect Cryptographic mechanisms exist to
Nonlocal Maintenance | ™ ”"jd g R P! y Remote Maintenance | 'y:’ ‘gmp e ot
e integrity an of nonlocal an - |protect the integrity and confidentiali
MA-04(06) | Cryptographic | 11° M8 ! ) ‘ Functiona Equal Cryptographic P Brity and ¢ MR Not Selected
, I g defined 05.3 |of remote, non-local maintenance and
Protection Protection 3 N
Mechanisms exist to provide remote
Nonlocal Maintenance @ 4 network on termination aftar th Remote anr | toensure
erify session and network connection termination after the 3
MA-04(07) | Disconnect , arterth Functional Equal Disconnect remote, non-local maintenance and 10 Not Selected
>oonn of nonlocal and sessions. conne 054 | " >
Veritication Verification diagnostic sessions are properly
terminated.
a. Establish a process for maintenance personnel authorization
and maintain a list of authorized maintenance organizations or
ersonnel;b. Verify that non-escorted personnel performin )
Maintenance za‘ntenance on t?\le system possess (:E rec U\VE:BCCESS ¢ Authorized Mechanisms exist to maintain a
i i
MA-05 " ystem p ed ) Functional Equal Maintenance MNT-06 | current list of authorized maintenance 10 Low
Personnel authorizations; andc. Designate organizational personnel with "
° osie ! Personnel organizations or personnel.
required access and technical to
supervise the maintenance activities of personnel who do not
possess the reauired access authorizations.
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Control Desci
a. p for the use of personnel
that lack appropriate security clearances or are not U.S.
citizens, that include the following requirements:1. Maintenance
personnel who do not have needed access authorizations,
clearances, or formal access approvals are escorted and
ised during the performance of and
P ring the p ) Mechanisms exist to ensure the risks
diagnostic activities on the system by approved organizational i _ X
Maintenance associated with maintenance
personnel who are fully cleared, have appropriate access Maintenance
Personnel | A ° ) ) ) " MNT- | personnel who do not have )
MA-05(01) h uthorizations, and are qualified; and2. Prior to Functional | Intersects With | Personnel Without " ) 5 High
Without Appropriate |- o 2o o" nnically quattie " 06.1 |appropriate access authorizations,
initiating maintenance or diagnostic activities by personnel who Appropriate Access
Access ‘ clearances or formal access
donot have needed access authorizations, clearances or formal ) »
> ! approvals are appropriately mitigated.
access approvals, all volatile information storage components.
within the system are sanitized and all nonvolatile storage media
are removed or physically disconnected from the system and
secured; andb. Develop and implement [Assignment:
organization-defined alternate controls] in the event a system
cannot be sanitized. removed. or di: from
exist to ensure the risks
, Verify that personnel performing maintenance and diagnostic anisms existto
Maintenance ) " " associated with maintenance
activities on a system processing, storing, or transmitting Maintenance
Personnel | Security s o ° ’ ) ) " MNT- | personnel who do not have
MA-05(02) classified information possess security clearances and formal |  Functional | Intersects With | Personnel Without ) ) 5 Not Selected
Clearances for 8 ces " 06.1 |appropriate access authorizations,
o access approvals for at least the highest classification level and Appropriate Access
Classified Systems : ! or formal access
for compartments of information on the system. 5 "
approvals are appropriately mitigated.
Mechanisms exist to ensure the risks
Maintenance ) R N , associated with maintenance
o Verify that personnel performing maintenance and diagnostic Maintenance
Personnel | Citizenship ) " ) ) MNT- | personnel who do not have
MA-05(03) " activities on a system p , storing, or Functional | Intersects With | Personnel Without ) - 5 Not Selected
Requirements for s o ’ & 06.1 |appropriate access authorizations,
e classified information are U.S. citizens. Appropriate Access
Classified Systems clearances or formal access
approvals are appropriately mitigated.
Ensure that:a. Foreign nationals with appropriate security
clearances are used to conduct maintenance and diagnostic ) ) )
! ¢ ‘ Mechanisms exist to ensure the risks
activities on classified systems only when the systems are jointly anisms existo
associated with maintenance
Maintenance | owned and operated by the United States and foreign allied Maintenance ML | o e
- |pers v
MA-05(04) Personnel | Foreign |governments, or owned and operated solely by foreign allied Functional | Intersects With | Personnel Without personne ) 5 Not Selected
¢ ! " 06.1  |appropriate access authorizations,
Nationals governments; andb. Approvals, consents, and detailed Appropriate Access
" P ¢ clearances or formal access
operational conditions regarding the use of foreign nationals to ) o
¢ Ing the use of i " approvals are appropriately mitigated.
conduct maintenance and diagnostic activities on classified
svstems are fully within of
. . Mechanisms exist to ensure that non-
) Ensure that non-escorted personnel performing maintenance
Maintenance ° ' escorted personnel performing non-IT
activities not directly associated with the system but in the ) Non-System Related | MNT- pert '
MA-05(05) Personnel | Non- ! e Functional Equal 4 maintenance activities in the physical 10 Not Selected
° physical proximity of the system, have required access Maintenance 06.2 et "
system Maintenance ' proximity of systems have required
authorizations.
access
Mechanisms exist to obtain
Obtain maintenance support and/or spare parts for maintenance support and/or spare
MA-06 Timely [Assi ion-defined system ithin | Functiona Equal Timely Maintenance | MNT-03 | parts for Technology Assets, 10 Moderate
[Assignment: organization-defined time period] of failure. Applications and/or Services (TAAS)
within a defined Recovery Time
Timely 1 |pertorm _ ont . Mechanisms exst to perform N
3 on critica
MA-06(01) Preventive defined system atl Functiona Equal ! 10 Not Selected
" . N 03.1 T Assets,
Maintenance | defined time intervals]. /
and/or Services (TAAS).
Timely Maintenance | | Perform predictive mai on [Assi g — Nt M“;i'?‘s"‘s ?X“S‘ o pe’m"",( !
redictive - |predictive maintenance on critica
MA-06(02) Predictive defined system at[ i Functional Equal " predi " 10 Not Selected
. . N 03.2 |Te Assets,
Maintenance | defined time intervals]. /
and/or Services (TAAS).
Timely Maintenance | I ) ‘Automated mechanisms exist to
Automated S < 10r| TraSfer predictive maintenance data to a maintenance Automated Support | dict . ot
utomated Support for, - |transfer predictive maintenance data
MA-06(03) Supp system using [ i defined Functional Equal For Predictive predic ! 10 Not Selected
Predictive 5 N 03.3  |to a computerized maintenance
automated mechanisms]. Maintenance
system..
Restrict or prohibit field maintenance on [Assignment: Mechanisms exist to securely conduct
MA-07 Field Maintenance | organization-defined systems or system components] to Functional Equal Field Maintenance | MNT-08 |field maintenance on geographically 10 Not Selected
i i defined trusted deployed assets.
a. Develop, and disseminate to | Mechanisms exist to review the
organization-defined personnel or roles]:1. [Selection (one or cybersecurity and data protection
more): Organi level; Missi iness p lovel; program, including policies, standards
ystem-level] media policy that:a. and procedures, at planned intervals
purpose, scope, roles, responsibilities, management or i significant changes occur to
i ination among organizational entities, and ensure their continuing suitability,
andb. s consis ith laws, exeoutive adequacy and effectiveness.
orders, directives, regulations, policies, standards, and Periodic Review &
and2. tofacilitate the i of Update of
MP-01 Policy and Procedures ° Proced ! " Functional | Intersects With pdat GOV-03 5 Low
the media protection policy and the associated media protection Cybersecurity & Data
Is;b. Designate an [Assi on-defined Protection Program
official] to manage the development, documentation, and
of the media p policy and p
ande. Review and update the current media protection:1. Policy
[Assi on-defined and following
[Assignment: organization-defined events]; and2. Procedures
[Assi on-defined and following
i defined eventsl.
a. Develop, and disseminate to |
organization-defined personnel or roles]:1. [Selection (one or
more): Organi level; Missi iness p level;
ystem-level] media policy that:a.
purpose, scope, roles, responsibilities, management
i ination among organizational entities, and
andb. s consi ith laws, exeoutive
orders, directives, regulations, policies, standards, and ) ) »
2 o facilitace the . Mechanisms exist to facilitate the
and2. o facilitate the o
MP-01 Policy and Procedures ° Proced ! " Functional Subset Of Data Protection | DCH-01 |implementation of data protection 10 Low
the media protection policy and the associated media protection controls.
Is;b. Designate an [Assi on-defined -
official] to manage the development, documentation, and
of the media p policy and p
ande. Review and update the current media protection:1. Policy
[Assi ion-def and following
[Assignment: organization-defined events]; and2. Procedures
[Assi on-defined and following
i defined eventsl.
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a. Develop, and disseminate to |

organization-defined personnel or roles]:1. [Selection (one or

more): Organization-level; Missi iness pi level;
tem-level] media policy that:a.

purpose, scope, roles, responsibilities, management

Control Desci

Relationsh

among onal entities, and
andb. s consistent with laws, executive
orders, directives, regulations, policies, standards, and g exist to establish,
ines; and2. to facilitate the of Cybersecurity & Data maintain and disseminate
MP-01 Policy and Procedures © " i " Functional | Intersects With | CYPErsecurty Gov.oz |TaM issemi 5 Low
the media protection policy and the associated media protection Protection cybersecurity and data protection
Is;b. Designate an defined Documentation policies, standards and procedures.
official] to manage the development, documentation, and
i of the media p policy and p ;
andc. Review and update the current media protection:1. Policy
! ization-defined frequency] and following
[Assignment: organization-defined events]; and2. Procedures
[ ization-defined frequency] and following
I i i defined eventsl.
Restrict access to [Assignment: organization-defined types of Mechanisms exist to control and
MP-02 Media Access | digital and/or non-digital medial o i Functional | IntersectsWith | Media Access | DCH-03 |restrict access to digital and non- 5 Low
defined personnel or roles]. digital media to ized indivi
Restrict access to [Assignment: organization-defined types of Endomt evice Mechanisms exist to facilitate the
MP-02 Media Access | digital and/or non-digital media] to Intersects With P END-01 |implementation of Endpoint Device 5 Low
) Management (EDM)
defined personnel or rolesl. (EDM) controls.
MP-02(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
MP-02(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
a. Mark system media indicating the distribution imitations, Mechanisms exist to mark media in
handling caveats, and applicable security markings (if any) of accordance with data protection
the information; andb. Exempt [ T equirements so that personnel are
MP-03 Media Marking Informati Xemp! " Intersects With Media Marking | DCH-04 | ™ 'atpers 3 5 Moderate
defined types of system media] from marking f the media alerted to distribution limitations,
remain within [ defined lled handling caveats and applicable
areas]. security requirements.
Automated mechanisms exist to mark
a. Mark system media indicating the distribution limitations, utor 1Sms ext "
4 ) mi physical media and digital fles to
handling caveats, and applicable security markings (if any) of ' 2 ane SRS 1S
indicate the distribution limitations,
MP-03 Media Mark the informetlon; anch. Exampt i Intersects With | Automated Marki DCH- | anati ts and applicabl 5 Moderaty
X edia Markin Functional | Intersects Wi utomated Markin andling requirements and applicable oderate
2 | defined types of system media] from marking if the media L B gm:'k,n g )on::
urity markings (i
remain within [ defined lled s ity s Y,
i information to aid Data Loss
. Prevention (DLP)
Mechanisms exist to:
1) Physically control and securel
a. Physically control and securely store [Assignment: (1) Physically control and securely
° Y ) ) store digital and non-digital media
organization-defined types of digital and/or non-digital media] ore ?
e ettat ands P within controlled areas using
MP-04 Media Storage Y gan edee g Functional Equal Media Storage | DCH-06 [organization-defined security 10 Moderate
andb. Protect system media types defined in MP-da until the O
ures;
media are destroyed or sanitized using approved equipment,
’ (2) Protect system media until the
techniques, and procedures.
media are destroyed or sanitized using
apor and
MP-04(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Media Storage| | Restrict access to media storage areas and log access attempts.
MP-04(02) Automated Restrioted |and access granted using [Assi on-defined Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Access
a. Protect and control [Assignment: organization-defined types
of system media] during transport outside of controlled areas Mechanisms exist to protect and
using ization-defined Maintain control digital and non-digital media
MP-05 Media Transport  |accountability for system media during transport outside of Functional Equal Media Transportation | DCH-07 |during transport outside of controlled 10 Moderate
controlled areas;c. Document activities associated with the areas using appropriate security
transport of system media; andd. Restrict the activities measures.
with the transport of system media to
MP-05(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
MP-05(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to identif
Media Transport| | Employ an identified custodian during transport of system i DCH- isms exist to identify
MP-05(03) ) Functional Equal c thetransportof| 10 Not Selected
Custodians | media outside of controlled areas. o071 |0 i )
digital or non-digital media.
MP-05(04) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
a. Sanitize [Assignment: organization-defined system media]
prior to disposal, release out of organizational control, of release - )
N N N N " Mechanisms exist to securely dispose
) for reuse using [ defined ) ) Physical Media
MP-06 Media Sanitization Functional | Intersects With ' DCH-08 | of media whenitis no longer required, 5 Low
andp andb. Employ Disposal !
1es and : ) using formal procedures.
mechanisms with the strength and integrity commensurate with
the security category or of the information.
a. Sanitize [Assignment: organization-defined system media] Mechanisms exist to sanitize system
prior to disposal, release out of organizational control, of release media with the strength and integrity
f on-defined sani System Med te with the classificati
MP-06 Media Sanitization | O 3¢ USing & Intersects With ystemMedia oy gg | COMMensurate with the classification 5 Low
andp 1 andb. Employ Sanitization or sensitivity of the information prior to
mechanisms with the strength and integrity commensurate with disposal, release out of organizational
the security category or of the information. control or release for reuse.
a. Sanitize [Assignment: organization-defined system media]
prior to disposal, release out of organizational control, of release
for reuse using [ ization-defined saniti Sanitization of DCH- exist to facilitate the
MP-06 Media Sanitization Functional | Intersects With 5 Low
andp andb. Employ Personal Data (PD) | 0.3 |sanitization of Personal Data (PD).
mechanisms with the strength and integrity commensurate with
the security category or of the information.
Media Sanitization System Media Mechanisms exist to supervise, track,
ia Sanitization| | o ieww, approve, track, and verify media § ystem Medk DCH- 1Sms ext upervise, tr :
MP-06(01) Review, Approve, " ' Functiona Equal Sanitization document and verify system media 10 High
and disposal actions. 09.1 " !
Track, Document, and D and disposal action:
Modia Sanitzation| | 1%t Seiization and p I GH. | Mechanisms exist o test sanitization
MP-06(02) h °" | lorganization-defined frequency] to ensure that the intended Functional Equal Equipment Testing equipment and procedures to verify 10 High
Equipment Testing ¢ 09.2 ° res to
is being achieved. that the intended result is achieved.
Media Sanitization c|Apply nondes:rucuve s:‘nmzau:ndlec‘hmq‘ui?(o po:‘able s;oriie e bon Mechanism§ exist o am?ly
levices prior to conneting such devices to the system under the irst Time Use - |nondestructi
MP-06(03) Nondestructive P & suc v ! Functional | Intersects With 5 High
5 following [t g defined Sanitization 09.4 |to portable storage devices prior to
Techniques
requiring of portable storage first use.
Mechanisms exist to sanitize system
Apply nondestructive sanitization techniques to portable storage ) >
o ! i media with the strength and integrity
Media Sanitization | |devices prior to connecting such devices to the system under the )
' , ° ystem u System Media commensurate with the classification )
MP-06(03) following v & defined Intersects With DCH-09 st " ) 5 High
Sanitization or sensitivity of the information prior to
T requiring of portable storage !
* disposal, release out of organizational
devices].
control or release for reuse.
Apply nondestructive sanitization techniques to portable storage
Media Sanitization| |/"P "O" a P e ,
' devices prior to connecting such devices to the system under the Sanitization of DCH- | Mechanisms exist to facilitate the )
MP-06(03) Nondestructive ‘ ! ! Functional | Intersects With " 5 High
following [ defined Personal Data (PD) | 0.3 |sanitization of Personal Data (PD).
Techniques ° e
requiring of portable storage
MP-06(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
MP-06(05) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
MP-06(06) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Duat Authorization for Mechanisms exist to enforce dual
Media Sanitization | |Enforce dual authorization for the sanitization of [ DCH-  |authorization for the destruction,
MP-06(07) : ! Equal Sensitive Data . ) ! 10 Not Selected
Dual Authorization | organization-defined system medial. e tion 095 |disposal or sanitization of digital
media that contains sensitive /
Provide the capability to purge or wipe information from
Medio Sanitzaton |8 0 " an,'ya( RNt Mechanisms exist to remotely purge
i : organization-defi v
MP-06(08) Remote Purging or g & ¥ " Functional Equal Remote Purging | MDM-05 | selected information from mobile 10 Not Selected

Wiping of Information

components] [Selection (one): remotely; under the following
conditions: -defined conditionsil.

devices.
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Control Desci

Relationsh

a. [Selection (one): Restrict; Prohibit] the use of [Assignment:
organization-defined types of system media] on [Assignment: Mechanisms exist to retain media and
Mp07 Megio Use organization-defined systems ofsystem components]using Functional | ntersectswitn | MeiR&Data | [ ldatain acoordance with applicable s Low
[Assignment: organization-defined controls]; andb. Prohibit the Retention statutory, regulatory and contractual
use of portable storage devices in organizational systems when obligations.
such devices have no identifiable owner.
a. [Selection (one): Restrict; Prohibit] the use of [Assignment:
organization-defined types of system media] o [Assignment: Mechanisms exist to restiot the use of
MP-07 Media Use organization-defined systems or system components] using Functional | Intersects With Media Use DCH-10 [types of digital media on systems or 5 Low
{Assignment: organization-defined controls]; andb. Prohibit the
. system components.
use of portable storage devices in organizational systems when
such devices have no identifiable owner.
a. [Selection (one): Restrict; Prohibit] the use of [Assignment: Mechanisms exist to prohibit the use
organization-defined types of system media] on [Assignment: of portable storage devices in
p07 Megio Use organization-defined systems ofsystem components] using Functional | Intersects witn | PrOMPitUseWithout. | DOH- forganizational systems when such 5 Low
[Assignment: organization-defined controls]; andb. Prohibit the Owner 10.2 | devices have no identifiable owner.
use of portable storage devices in organizational systems when
such devices have no identifiable owner.
MP-07(01) Withdrawn Functional | _notrelated to N/A N/A N/A o Withdrawn
Media Use | Prohibit -
MP-07(02) Use of Sanitization- :;:Te‘i's'he useof mediain Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
resistant Media
a. Establish [Assignment: organization-defined system media Mechanisms exist to reclassify data,
downgrading process] that includes employing downgrading including associated Technology
mechanisms with strength and integrity commensurate with the Assets, Applications and/or Services
security category or classification of the informationb. Verify (TAAS), commensurate with the
that the system media downgrading process is commensurate security category and/or classification
MP-08 Media Downgrading |with the security category and/or classification level of the Functional | Intersects With | Data Reclassification | DCH-11 level of the information. 5 Not Selected
information to be removed and the access authorizations of the
potential recipients of the downgraded information;c. Identify
[Assignment: organization-defined system media requiring
downgrading]; andd. Downgrade the identified system media
using the established process.
Media Downgrading|
MP-08(01) Documentation of | Document system media downgrading actions. Functional | notrelated to N/A N/A | No applicable SCF control o Not Selected
Process
Media Downgrading | |65t 4O%" andp ‘ " ) v
MP-08(02) defined toensure that Functional | not related to N/A N/A | No applicable SCF control o Not Selected
Equipment Testing |5 efined f
actions are being achieved.
Mechanisms exist to reclassify data,
Media Downgrading | including associated Technology
MP-08(03) Controlled b e system media tled Functional | Intersects With | Data Reclassification | DCH-11 |AS39tS: APPlications and/or Services 5 Not Selected
Unolassified information prior to public release. (TAAS), commensurate with the
Information security category and/or classification
level of the i
MP-08(04) Media D P system media. classified POl Eunctiona not related to N/A N/A  |Noapplicable SCF control 0 Not Selected
Classified toreleaseto without required access authorizations.
a. Develop, and disseminate to [Assig
organization-defined personnel or roles]: . [Selection (one or
more): Organization-level; Missi iness p level;
ystem-level] physical and envi policy
thatia. Addresses purpose, scope, roles, responsibilites,
. otion amang organati
entities, and andb. Is ith
laws, executive orders,diretives, regulations, policies, publishing Mechanisms exit to sstablish,
tandards, and and2. o facilitate the Cybersecurity & Data maintain and disseminate
PE-01 Policy and Procedures |implementation of the physical and envi o Intersects With GOV-02 " 5 Low
! Protection cybersecurity and data protection
policy and the physical and 3 ' i
) 4 onmenta p Documentation policies, standards and procedures.
s;b. Designate an [/ defined
official] to manage the development, documentation, and
dissemination of the physical and environmental protection
policy and procedures; andc. Review and update the current
physicaland envi protection:1. Policy [
ion-defined and following [
organization-defined events; and2. Procedures [Assignment:
ion-defined and following
a. Develop, and disseminate to [Assig
organization-defined personnel or roles]: . [Selection (one or
more): Organization-level; Missis iness p level;
level] physical and policy
that:a. Addresses purpose, scope, roles, responsibi
among
entities, and compliance; andb. Is consistent with
laws, executive orders, directives, regulations, policies,
tandards, and guidelines; and2. to facilitate the Physical & Mechanisms exist to facilitate the
PE-01 Policy and Procedures |implementation o the physical and envi protecti Functional Subset Of Environmental | PES-01 [operation of physical and 10 Low
policy and the physical and envi o i controls.
Is;b. Designate an [Assi ion-defined
official] to manage the development, documentation, and
dissemination of the physical and environmental protection
policy and procedures; andc. Review and update the curent
physical and envi protection:1. Policy [
ization-defined frequency] and following [
organization-defined events; and2. Procedures [Assignment:
ization-defined and following
a. Develop, and disseminate o Mechanisms exist to review the
organization-defined personnel or roles]: . [Selection (one or cybersecurity and data protection
more): Organization-level; Missi iness p level; program, including policies, standards
ystem-level] physical and envi policy and procedures, at planned intervals
thatia. Addresses purpose, scope, roles, responsibilites, or if significant changes occur to
i ination among organizati ensure their continuing suitability,
entities, and andb. Is ith adequacy and effectiveness.
laws, executive orders,diretives, regulations, policies, periodic Review &
tandards, and and2. to facilitate the omaatoor
PE-01 Policy and Procedures |implementation of the physical and envi o Intersects With ) GOV-03 5 Low
" Cybersecurity & Data
policy and the physical and 3 oreroetion Prosram
is;b. Designate an [Assi ization-defined
official] to manage the development, documentation, and
dissemination of the physical and environmental protection
policy and procedures; andc. Review and update the current
physicaland envi protection:1. Policy [
ion-defined and following [
organization-defined events]; and2. Procedures [Assignment:
ion-defined and following
a. Develop, approve, and maintain a list of individuals with Physical access control mechanisms
authorized access to the facility where the system resides;b. exist to maintain a current list of
PhysicalAccess  |Issue authorization credentials for facility access;c. Review the ) Physical Access personnel with authorized access to
PE-02 N . N . o e e Functional Equal e PES-02 i tho 10 Low
Authorizations | access list detailing authorized facility access by individuals Authorizations organizational facilities (except for
{Assi ization-defined frequency]; andd. Remove those areas within the facility officially
from the facility access list when access is no longer as publicly
Physical Acoess Physical access control mechanisms
pE0201) Authorizations | | Authorize physical access o he facilly where the system Functional cauat Role-Based Physical | . levst o authorize physical access o N Not Seloctad
Access by Position or |resides based on position of role. Access facilities based on the position o role
Role of the individual.
@00
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Physical access control mechanisms
) Require two forms of identification from the following forms of exist to requires at least one (1) form of
Physical Acoess 1, tication for visitor access to the facility where the system d or
PE-02(02) Authorizations | Two | 20" , >SS tothe faclliy s V' Functional Equal PES-06.2| ssued or org 10 Not Selected
1O | o ides: [ & defined list of Requirement issued photo identification to
Forms of Identification cese ,
forms of identification]. authenticate individuals before they
can gain access to the faoility.
Restrict unescorted access to the facility where the system )
> « ! Physical access control mechanisms
resides to personnel with [Selection (one or more): security
Physical Access K . N . exist to restrict unescorted access to
° clearances for all information contained within the system; ) o °
Authorizations | ! " ! ) Restrict Unescorted facilities to personnel with required
PE-02(03) formal access authorizations for allinformation contained within| ~ Functional Equal PES-06.3 10 Not Selected
Restrict Unescorted Access security clearances, formal access
the system; need for access to allinformation contained within ek °
Access ! 2t informatt ! authorizations and validate the need
the system; [Assignment: organization-defined physical access
o for access.
authorizations1l.
a. Enforce physical access authorizations at [Assignment:
organization-defined entry and exit points to the facility where
the system resides] by:1. Verifying individual access
authorizations before granting access to the facility; and2.
Controlling ingress and egress to the facility using [Selection
(one or more): [Assignment: organization-defined physical
trol syst devices]; guards];b. Maintain physical )
access controlsystems or devices]; guardski. Maintain physica Physical acoess control mechanisms
access audit logs for [Assignment: organization-defined entry or
oess " exist to enforce physical access
exit points];c. Control access to areas within the facility o 5
Physical Access blicl ible by the followi Physical Access authorizations for all physical access
i as public e followin
PE-03 v publiclyaccessible by I " | Functional | Intersects With 4 PES-03 |points (including designated entry/exit 5 Low
Control controls: [Assignment: organization-defined physical access Control ! e °
; ¢ points) to facilites (excluding those
controls];d. Escort visitors and control visitor activity ¢ exeeng
cont visttors and contre quiring areas within the facility officially
s ! U designated as publicly accessible).
visitor escorts and control of visitor activity];e. Secure keys,
combinations, and other physical access devicessf. Inventory
[Assignment: organization-defined physical access devices]
every [ & defined frequency]; andg.
Change ions and keys | i
defined frequency] and/or when keys are lost, combinations are
or when ivi ing the kevs or
Physical access control mechanisms
_ Enforce physical access authorizations to the system in addition Vi i '
Physical Access Y o exist to enforce physical access to
to the physical access controls for the facility at [Assignment: ) Access To Critical 1
PE-03(01) Control| System 4 i Functional Equal PES-03.4critical systems or sensitive/regulated 10 High
organization-defined physical spaces containing one or more Systems systen
Access data, in addition to the physical
components of the system]. >
access controls for the facility.
Physical access control mechanisms
exist to enforce physical access
Physical Access | Perform security checks [Assignment: organization-defined Physical Access authorizations for all physical access
PE-03(02) Control | Facility and | frequency] at the physical perimeter of the facility or system for | ~Functional | Intersects With N PES-03 |points (including designated entry/exit 5 Not Selected
Systems exiltration of information of removal of system components. points) to facilities (excluding those
areas within the facility officially
i as publicly
Physical access control mechanisms
exist to enforce physical access
Physical Access | Employ guards to control [Assignment: organization-defined Physical Access authorizations for all physical access
PE-03(03) Control | Continuous |physical access points] o the facility where the system resides |  Functional | Intersects With o PES-03 |points (including designated entry/exit 5 Not Selected
Guards 24 hours per day, 7 days per week. points) to facilities (excluding those
areas within the facility officially
as publicly
Physical access control mechanisms
Physical Access | Use lockable physical casings to protect [Assignment: Lockable Physical ROt
PE-03(04) Control | Lockable i defined system from Equal Phy: PES-03.2 protect sy: omp! 10 Not Selected
Casings from unauthorized physical access
Casings physical access. P ,
(e.g., lockable physical casings).
Mechanisms exist to protect mobile
devices from tampering through
Employ [Assi fon-defined anti-tamp devices pering througl
Physical Access ‘ ) ' inspecting devices returning from
technologies] to [Selection (one or more): detect; prevent] ) Mobile Device ) !
PE-03(05) Control | Logical ! ' " Functional Equal MDM-04 |locations that the organization deems 10 Not Selected
physical tampering or alteration of [Assignment; organization- Tampering  that the organiza
Tampering Protection |7 > A to be of significant risk, prior to the
defined hardware components] within the system. )
device being connected to the
's network.
PE-03(06) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Physical Access
PE-03(07) Control | Physical | Limit access using physical barriers. Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Barriers
PhysicalAceess ¢ 1oy access control at[
PE-03(08) Control | Access ployaccess contro! s atl not related to N/A N/A  |No applicable SCF control 0 Not Selected
) defined locations within the facility].
Control Vestibules
Physical security mechanisms exist to
Control physical access to [Assignment: organization-defined Vi ity
" " . . protect power and
Access Controlfor  [system distribution and lines] within ) Transmission Medium i
PE-04 o ' ) ton inesiwi " Functiona Equal ' PES-12.1telecommunications cabling carrying 10 Moderate
Transmission | facilities using [Assignment: organization-defined security Security "
data or supporting information
controls]. ,
services from
Physical security mechanisms exist to
Control physical access to output from [Assignment: restrict access to printers and other
Access Control for y ) ’ Access Control for
PE-05 ) organization-defined output devices] to prevent unauthorized Functional Equal " PES-12.2|system output devices to prevent 10 Moderate
OutputDevices | . - Output Devices !
individuals from obtaining the output. unauthorized individuals from
obtaining the output.
PE-05(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
‘Access Control for
PE-05(02) Output Devices | Link [Link individual identity to receipt of output from output devices. |  Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
to Individual Identity
PE-05(03) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
a. Monitor physical access to the facility where the system
resides to detect and respond to physical security incidents;b.
Review physical access logs [Assignment: organization-defined Physical access control mechanisms
Monitoring Physical | "o PhYsi gs [Assig gank deft ) Monitoring Physical Vi 3 '
PE-06 e and upon occurrence of | Functiona Equal e PES-05 | exist to monitor for, detect and 10 Low
defined events or potential indications of events]; ande. respond to physical security incidents.
Coordinate results of reviews and investigations with the
izational incident response capability.
Monitoring Physical
N I?! Vst Monitor ohysical o the facility whore th syet. y Intrusion Alarms / Physical access control mechanisms
ccess [Intrusion | Monitor physical access to the facility where the system resides
PE-06(01) onitor physical ace 1ty whe yste Functional Equal Surveillance PES-05.1 | exist to monitor physical intrusion 10 Moderate
Alarmsand |using physical intrusion alarms and surveillance equipment.
Equipment alarms and surveillance equipment.
Surveillance
Monitoring Physical | Recognize [Assignment: organization-defined olasses or types of
Access | Automated |intrusions] and initiate | ization-defined )
PE-06(02) s " Jan ) ! ation-define Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Intrusion Recognition |response actions] using [Assignment: organization-defined
and Response i
a. Employ video surveillance of [Assi ”
Monitoring Physical | = pd Y omat rosslo. A . o
efined operational areas];b. Review video recordings ’
PE-06(03) Access [Video [ oo OP areaskb. Revie e etoin Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Surveillance v : quencyl; ance. Retal
video recordings for [ defined time
Monitoring Physical | Monitor physical access to the system in addition to the physical . X Facility seourity mechanisms exist to
Access | Monitoring | access monitoring of the facility at [Assignment: organization Monitoring Physical monitor physical access to critical
PE-06(04) S 2 toring v at [Assignment: org Functional Equal Access To Critical | PES-05.2|systems or sensitive/regulated data,in| 10 High
Physical Access to | defined physical spaces containing one or more components of o ‘
Systems addition to the physical access
Systems the system]. °
of the facilitv.
PE-07 Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
a. Maintain visitor access records to the facility where the ) )
) S ) ! Physical access control mechanisms
system resides for [Assignment: organization-defined time e
PE-08 Visitor Access Records | period];b. Review visitor access records [Assignment: Functional Equal Physical Access Logs |PES-03.3|% 8 entry " 10 Low
3 o attempt through controlled ingress
defined ande. Report " and egress points
visitor access records to [Assi ization-defined Bress points
@00
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Visitor Access Records -
| Automated Records |Maint d reviewnisit s using [Assi . Automated Record: Automated mechanisms exist to
utomated Records | Maintain and review visitor access records using [Assignment: utomated Records
PE-08(01) ° ! ' using [Assig Functional Equal PES-06.4  facilitate the maintenance and review 10 High
and defined Management & Review e
! of visitor access records.
Review
PE-08(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Visitor Access Records
' Lot Persomat "% | Limit personally identifiable information contained in visitor Minimize Vit Mechanisms exist to minimize the
imit Personal inimize Visitor
PE-08(03) eroonally | access records to the following elements identified in the privacy|  Functional Equal PES-06.5 | collection of Personal Data (PD) 10 Not Selected
Identifiable N . T : Personal Data (PD) i
risk [ defined elements] contained in visitor access records.
Elements
Facility security mechanisms exist to
Power Equipment and |Protect power equipment and power cabling for the system from rotect power equipment and power
PE-09 auip P quipm P e v Functional Equal Supporting Utilities | PES-07 | PP AuIP! P 10 Moderate
Cabling damage and destruction. cabling for the system from damage
and destruction.
Mechanisms exist to employ
Power Equipment and redundant power cabling paths that
Employ redundant power cabling paths that are physicall
PE-09(01) Cabling | Redundant |- "> P e P physically Functional Equal Redundant Cabling |PES-07.7 |are physically separated to ensure 10 Not Selected
separated by [Assignment: organization-defined distance]. "
Cabling that power continues to flow in the
event one of the cables s cut o
Power Equipment and Facility security mechanisms exist to
r Equip; "% | Employ automatic voltage controls for [ ) Automatic Voltage ity ty isms ext
PE-09(02) Cabling| Automatic | -2 o Functiona Equal PES-07.1 | utilize automatic voltage controls for 10 Not Selected
defined critical system components]. Controls i
Voltage Controls critical system
Facility security mechanisms exist to
a. Provide the capability of shutting off power to [Assignment: shut off power in emergency situations
organization-defined system or individual system components] by:
in emergency Place emergency shutoff switches or (1) Placing emergency shutoff
PE-10 hutoff |devices in [Assi on-defined location by system |  Functional Equal Emergency Shutoff | PES-07.2 switches or devices in close proximity 10 Moderate
o system component] to facilitate access for authorized to systems or system components to
personnel; ande. Protect emergency power shutoff capability facilitate safe and easy access for
from unauthorized activation. personnel; and
(2) Proteting power
PE-10(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Facility security mechanisms exist to
Provide an uninterruptible power supply to faciltate [Selection supply alternate power, capable of
(one or more): an orderly shutdown of the system; transition of maintaining minimally-required
PE-11 Emergency Power |\ ) v Y Functional | Intersects With | Emergency Power | PES-07.3 ining ally-req 5 Moderate
the system to long-term alternate power] in the event of a operational capability, in the event of
primary power source loss. an extended loss of the primary power
source.
Facility security mechanisms exist to
Emergency Power| | Provide an alternate power supply for the system thatis supply alternate power, capable of
Alternate Power  |activated [Selection (one): manually; automatically] and that ) ) maintaining minimally-required )
PE-11(01) o >d [Selection (one): manually; aut vland Functional | IntersectsWith | Emergency Power | PES-07.3 ining minimally-requir 5 High
Supply —Minimal  [can maintain minimally required operational capabilty in the operational capabilty, in the event of
Operational Capability | event of an extended loss of the primary power source. an extended loss of the primary power
source.
Provide an alternate power supply for the system thatis Facility security mechanisms exist to
Emergency Power| | activated [Selection (one): manually; automatically] and that supply alternate power, capable of
Alternate Power  |is:a. Self-contained;b. Not reliant on external power generation; ) ) maintaining minimally-required
PE-11(02) > Notr ° power g Functional | IntersectsWith | Emergency Power | PES-07.3 ining ally-req 5 Not Selected
Supply—Self- |andc. Capable of maintaining [Selection (one): minimally operational capability, in the event of
contained required ility; full operati ity]in the an extended loss of the primary power
event of an extended loss of the primary power source. source.
Facility security mechanisms exist to
Employ and maintain automatic emergency lighting for the utilize and maintain automatic
system that activates in the event of a power outage or emergency lighting that activates in the
PE-12 Emergency Lighting | o P & Functional Equal Emergency Lighting | PES-07.4|SMergency ighting /ates in 10 Low
disruption and that covers emergency exits and evacuation event of a power outage o disruption
routes within the facility. and that covers emergency exits and
routes within the facility.
Emergency Lighting| | ) )
Provide emergency lighting for all areas within the facili
PE-12(01) Essential Mission and emergency fghting ! © facility Functional | notrelated to N/A N/A  |No applicable SCF control o Not Selected
supporting essential mission and business functions.
Business Functions
Facility security mechanisms exist to
Employ and maintain fire detection and suppression systems utilize and maintain fire suppression
PE-13 Fire Protection ploy PP Y Functional Equal Fire Protection PES-08 |and detection devices/systems for the 10 Low
that are supported by an independent energy source.
system that are supported by an
i energy source.
Facility security mechanisms exist to
Fire Protection | | Employ fire detection systems that activate automatically and utilize and maintain fire detection
Detection Systems — |notify [Assignment: organization-defined personnel or roles] and devices/systems that activate
PE-13(01) ystems ¥ [Assig ores P 1 Functional Equal Fire Detection Devices | PES-08.1|2Y/°®%/Y 10 Moderate
Activation |1 defined emergency inthe automatically and notify
and Notification event of a fire. organizational personnel and
inthe event of
Fire Protection | _|a. Employ fire suppression systems that activate automatically Facility security mechanisms exist to
Suppression Systems |and notify [Assignment: organization-defined personnel or roles] Atomatic Fire employ an automatic ire suppression
ir
PE-13(02) and( ization-defined Intersects With aeier® | Pes-08.3|capabily for crtical systems when 5 High
Activationand  |andb. Employ an automatic fire suppression capability when the PP the facility is not staffed on a
Notification __|facilitvis not staffed on a continuous basis. basis.
Fire Protection | _|a. Employ fire suppression systems that activate automatically Facility security mechanisms exist to
Suppression Systems |and notify [Assignment: organization-defined personnel or roles] e Sunpression utilize fire suppression
ir
PE-13(02) and i defined Intersects With D:/?Ces PES-08.2|devices/systems that provide 5 High
Activationand  |andb. Employ an automatic fire suppression capability when the automatic notification of any
Notification ___|facilitvis not staffed on a continuous basis. ivation to organi; personnel
PE-13(03) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
Ensure that the facility undergoes [Assignment: organization-
Fire Protection | |defined frequency] fire protection inspections by authorized and
PE-13(04) i ction| ined frequency] fire protection inspections by Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Inspections | qualified inspectors and identified deficiencies are resolved
within [Assi ization-defined time period].
a. Maintain [Selection (one or more): temperature; humidity;
pressure; radiation; [Assignment: organization-defined N ) o
) > o " Facility security mechanisms exist to
Environmental | environmental control]] levels within the facility where the ) Temperature & )
PE-14 " " Functional Equal P PES-09 | maintain and monitor temperature 10 Low
Controls system resides at [ defined Humidity Controls 2 e ©
v and humidity levels within the facilty.
levels]; andb. Monitor control levels |
ization-defined freauencyl.
) Employ the following automatic environmental controls i the
Environmental 1 tfluctuat tentially harmful to the syst
acility to prevent fluctuations potentially harmful to the system:
PE-14(01) Controls | Automatic. |21 *° P - ons potentiatly harmiu v Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Controls ;
controlsl.
) — Facility security mechanisms exist to
Employ control monitoring that provides an alarm )
Controls | Monitoring |or noti of changes harmful to personnel or Monitoring with Alarms. trigger an alarm or notification of
PE-14(02) ' 8 |orne © o Functional Equal 8! PES-09.1|temperature and humidity changes 10 Not Selected
with Alarms and tol defined personnel or / Notifications !
) that be potentially harmful to
Notifications | roles]. o
Facility security mechanisms exist to
rotect systems from damage
Protect the system from damage resulting from water leakage by protect sy: e
Water Damage ect mager ) Water Damage resulting from water leakage by
PE-15 " providing master shutoff or isolation valves that are accessible, | Functional Equal " PES-07.5 10 Low
Protection ‘ Protection providing master shutoff valves that
working properly, and known to key personnel.
are accessible, working properly and
known to key personnel
Facility security mechanisms exist to
Water Damage | Detect the presence of water near the system and alert Automation Support - '!y!h y : ! . Tn
PE-15(01) | [Assi ization-defined personnel or roles] using Functional Equal for Water Damage | PES-07.6| @€ eCt e Presence ofwaterin the 10 High
5 3 : vicinity of critical systems and alert
support |1 defined Protection ity or e
facility and IT personnel
Physical security mechanisms exist to
a. Authorize and control [Assignment: organization-defined isolate information processing
PE-16 Delivery and Removal |types of system components] entering and exiting the facility; Functional Equal Delivery & Removal | PES-10 |facilities from points such as delivery 10 Low
andb. Maintain records of the system components. and loading areas and other points to
avoid ized access.
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a. Determine and the [
defined alternate work sites] allowed for use by employees;b. ) ) -
" Physical security mechanisms exist to
Employ the following controls at alternate work sites: o
PE-17 Alternate Work Site | [Assi ization-defined Assess the Functional Equal Alternate WorkSite | PES-11 aperop nagement, 10 Moderate
a 3 operational and technical controls at
effectiveness of controls at alternate work sites; andd. Provide a )
N . N N alternate work sites.
means for employees to communicate with information security
and privacy personnel in case of incidents.
Physical security mechanisms exist to
Position system components within the facility to minimize locate system components within the
Location of System | potential damage from [Assi ization-defined Equipment Siting & facility to mi tential d
PE-18 o ooy P e o Functional | Intersects With | -0UPTent SHNB& | peg g, faciity to minimize potential damage 5 High
Components |physical and environmental hazards] and to minimize the Protection from physical and environmental
opportunity for unauthorized access. hazards and to minimize the
opportunity for i access.
PE-18(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Information Leakage Facility security mechanisms exist to
Protect the system from information leakage due to DueTo rotect the system from information
PE-19 Information Leakage ystem ! & Functional Equal pEs-13 | Y 10 Not Selected
electromagnetic signals emanations. Electromagnetic leakage due to electromagnetic
Signals signals
Information Leakage | | Protect system iated data
National Emissions ~|and networks in with national Securi
PE-19(01) " ' " v Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Policiesand | policies and procedures based on the security category or
Procedures of the
Physical security mechanisms exist to
Employ [Assignment: organization-defined asset location employ asset location technologies
Asset Monitoring and. |technologies] to track and monitor the location and movement of| ) Asset Monitoring and that track and monitor the location
PE-20 ° ' cland mon on and me Functional Equal ° PES-14 " , 10 Not Selected
Tracking [Assignment: organization-defined assets] within [Assignment: Tracking and movement of organization-defined
organization-defined controlled areas]. assets within organization-defined
controlled areas.
) ) ) Physical security mechanisms exist to
Electromagnetic Putse |- %Y defined protective ! Electromagnetic Pulse employ safeguards against
r i r
PE-21 g against electromagnetic pulse damage for [Assignment: Functional Equal e pES-15 |oMPloy safeguards ag: 10 Not Selected
Protection ) (EMP) Pulse (EMP) damage
organization-defined systems and system components].
for systems and system
Mechanisms exist to determine
cybersecurity and data protection
Mark [Assignment: organization-defined system hardware control applicability by identifying,
components] indicating the impact level or classification level of Asset Scope i
PE-22 Component Marking | %™ ] ne P Functional | Intersects With ¢ Scop AST-04.1 |255i8ning and documenting the 5 Not Selected
the information permitted to be processed, stored, or c ppropriate asset scope
by the hardware categorization for all Technology
Assets, Applications and/or Services
(TAAS) and personnel linternal and
Physical security mechanisms exist to
Mark [Assignment: organization-defined system hardware mark system hardware components
components] indicating the impact level or classification level of indicating the impact or classification
PE-22 c Marking |°POnents] ne the imp Functional | Intersects With | Component Marking | PES-16 8 the Impact ° 5 Not Selected
the information permitted to be p , stored, or level of the information permitted to be
itted by the hardware processed, stored or transmitted by
the hardware
a. Plan the location or site of the facility where the system Thira-party Mechanisms exist to restrict the
ird-
resides considering physical and environmental hazards; andb. ) ) TPM-  |location of information
PE-23 Facility Location s considering physics ! ? Functional | Intersects With | Processing, Storage ) ) 5 Not Selected
For existing facilities, consider the physical and environmental ! ) 044 |processing/storage based on business
’ ) and Service Locations ¢
hazards in the risk stratesy. requirements.
a. Plan the location or site of the facility where the system exist to establish an
PE-23 Facility Location | /°5/0¢S considering physical and environmental hazards; andb. || g ono | ntersects with | AOMate Processing | g opy 4 |atterate processing site that provides 5 Not Selected
For existing facilities, consider the physical and environmental site security measures equivalent to that
hazards in the organi risk stratesy. of the primary site.
o » Mechanisms exist to establish an
a. Plan the location or site of the facility where the system ‘
resides considering physical and environmental hazards; andb alternate storage site that includes
PE-23 Facility Location s considering physic: ! cardsi andb- 1 gunctional | Intersects With | Alternate Storage Site | BCD-08 |both the assets and necessary 5 Not Selected
For existing facilities, consider the physical and environmental
_ i agreements to permit the storage and
hazards in the organizational risk management strategy.
recovery of system backup
a. Plan the location or site of the facility where the system ,,,,
id d hysical and tal b d db. Distributed P N Mechanisms exist to distribute
resides considering physical and environmental hazards; andb. ) | Distributed Processin ’
PE-23 Facility Location s considering physics ! ? Functional | Intersects With €| SEA-15 [processing and storage across 5 Not Selected
For existing facilities, consider the physical and environmental & Storage ¢ ) °
’ ) multiple physical locations.
hazards in the risk stratesy.
Physical security mechanisms exist to
a. Plan the location or site of the facility where the system locate system components within the
resides considering physical and environmental hazards; andb. ) | Equipmentsiting & facility to minimize potential damage
PE-23 Facility Location s considering physics ! ? Functional | Intersects With | —OUIPMENtSINg& | e 1, |facility tomi pot g 5 Not Selected
For existing facilities, consider the physical and environmental Protection from physical and environmental
hazards in the organizational risk management strategy. hazards and to minimize the
opportunity for ized access.
a. Plan the location or site of the facility where the system
resides considering physical and env\':)v;nmemal hazya ds; andb Physical & Mechanisms exist to faciliate the
i i rds; andb. ) ) ) )
PE-23 Facility Location s ¢ ring physice ! ? Functional | Intersects With PES-01 of physical and 5 Not Selected
For existing facilities, consider the physical and environmental controts
hazards in the organizational risk stratesy. -
a. Develop, and disseminate to [Assiy
organization-defined personnel or roles]:1. [Selection (one or
more): Organization-level; Missi iness p level;
System-level] planning policy that:a. Addresses purpose, scope,
oles, pam ° i
izational entities, and compliance; andb. | )
amene organizational entities, and somptiance; andb. 13 Mechanisms exist to facilitate the
consistent with applicable laws, executive orders, directives, ) )
o ) implementation of cybersecurity and
policies, standards, and and2. Cybersecurity & Data o Ty
PL-01 Policy and Procedures | Procedures to facilitate the implementation of the planning Functional SubsetOf | Protection Portfolio | PRM-01 P souree 10 Low
° P planning controls that define a viable
policy and the associated planning controls;b. Designate an Management
° clated planning ont plan for achieving cybersecurity and
[Assignment: organization-defined official] to manage the
" data protection objectives.
and of the
planning policy and procedures; andc. Review and update the
current planning:1. Policy [Assignment: organization-defined
quency] and following [Assi ganization-defined
events]; and2. P [ ization-defined
and following [Assi ization-defined
a. Develop, and disseminate to |
organization-defined personnel or roles]:1. [Selection (one or
more): Organization-level; Missi iness p level;
System-level] planning policy that:a. Addresses purpose, scope,
oles, pam ° i
among organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders, directives,
e Mechanisms exist to facilitate the
policies, standards, and andz. Statutory, Regulatory identification and implementation of
PL-01 Policy and Procedures | Procedures to facilitate the implementation of the planning Functional Subset Of &Contractual | CPL-01 P 10 Low
3 ? relevant statutory, regulatory and
policy and the associated planning controls;b. Designate an Compliance
N P . . contractual controls.
[Assignment: organization-defined official to manage the
and on of the
planning policy and procedures; andc. Review and update the
current planning:1. Policy [Assignment: organization-defined
quency] and following [Assi ganization-defined
events]; and2. P [ ization-defined
and following [Assi ization-defined
@00
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a. Develop, and disseminate o,
organization-defined personnel or roles]: . [Selection (one or
more): Organi level; Missi iness p level;
System-level] planning policy that:a. Addresses purpose, scope,
roles, i i
among organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders, directives, !
) ap e o implementation of tailored
policies, standards, and and2. Technology e tion
v i
PL-01 Policy and P to facilitate the ion of the planning Functional Subset Of Development& | TDA-01 P d 10 Low
¢ ° ¢ ‘ i strategies, contract tools and
policy and the associated planning controls;b. Designate an Acquisition
- ) o procurement methods to meet unique
[Assignment: organization-defined official] to manage the
e om business needs.
and of the
planning policy and procedures; andc. Review and update the
current planning:1. Policy [Assignment: organization-defined
and following [ ization-defined
events; and2. i i
and following IF defined
a. Develop, and disseminate to [Assig Mechanisms exist to review the
organization-defined personnel or roles]: . [Selection (one o cybersecurity and data protection

Mechanisms exist to facilitate the

more): Organi level; p level; program, including policies, standards
System-level] planning policy that:a. Addresses purpose, scope, and procedures, at planned intervals
roles, i i orif significant changes occur to
among organizational entities, and compliance; andb. Is ensure their continuing suitability,

consistent with applicable laws, executive orders, directives, " N adequacy and effectiveness.
ap veo Periodic Review &
policies, standards, and and2. Undate of
PL-01 Policy and P to facilitate the ion of the planning Functional | Intersects With | P e Dat
ersecurity & Data
policy and the associated planning controls;b. Designate an ybersecurity
- ) o Protection Program
[Assignment: organization-defined official] to manage the
ion, and di: ination of the

GOV-03 5 Low

planning policy and procedures; andc. Review and update the
current planning:1. Policy [Assignment: organization-defined
and following [ i defined
events]; and2. [Assi ganization-defined
and following i defined
a. Develop, and dis inate to [
organization-defined personnel or roles]:1. [Selection (one or
more): Organi level; Missi iness p level;
System-level] planning policy that:a. Addresses purpose, scope,
roles, i i
among organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders, directives,
policies, standards, and guideli and2.
PL-01 Policy and P to facilitate the ion of the planning Functional Intersects With
policy and the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage the
and di: ination of the
planning policy and procedures; andc. Review and update the
current planning:1. Policy [Assignment: organization-defined
and following [ i defined
events]; and2. [Assi ganization-defined

g exist to establish,

Cybersecurity & Data maintain and disseminate
yber: y GOv-02 " 5 Low

Protection cybersecurity and data protection

Documentation policies, standards and procedures.

and following i defined

a. Develop security and privacy plans for the system that:
ith the org; i i

Explicitly define the constituent system components;3. Describe
the operational context of the system in terms of mission and
business processes;4. dentify the individuals that fulfill system
roles and ibilities:5. Identify the ion types
processed, stored, and transmitted by the system;6. Provide the
security categorization of the system, including supporting
rationale;7. Describe any specific threats to the system that are
of concern to the organization;8. Provide the results of a privacy
risk for systems identifi
i Describe the i i for the

system and any dependencies on or connections to other Mechanisms exist to plan and
systems or system components; 0. Provide an overview of the _—_ coordinate Information Assurance
" ) Plan / Coordinate with )
PL-02 System Security and |security and privacy requirements for the system;11. dentify Functional | Intersects With | Other Organizational |1A0-03.1 | 0E"am IAP) activities with affected 5 Low
Privacy Plans |any relevant control baselines or overlays, if applicable; 12. piotlia stakeholders before conducting such
Describe the controls in place or planned for meeting the activities in order to reduce the
security and privacy requirements, including a rationale for any potential impact on operations.
tailoring decisions; 3. Include risk determinations for security
and privacy architecture and design decisions; 14. Include
security- and privacy-related activities affecting the system that
require planning and coordination with [Assignment:
organization-defined individuals or groups]; and15. Are reviewed
and approved by the authorizing official or designated
o ive prior to plani b. Distribute copies
of the plans and communicate subsequent changes to the plans
to [Assignment: organization-defined personnel or rolesl;c.
Review the plans [Assignment: organization-defined
frequency];d. Update the plans to address changes to the
system and environment of operation or problems identified
a. Develop security and privacy plans for the system that:1. Are Mechanisms exist to generate System
ith the organizati i i Security & Privacy Plans (SSPPs), or
Explicitly define the constituent system components;3. Describe similar document repositories, to
the operational context of the system in terms of mission and identify and maintain key architectural
business processes;d. Identify the individuals that fulfll system information on each critical
roles and ibilities;5. Identify the i ion types Technology Assets, Applications
processed, stored, and transmitted by the system;6. Provide the and/or Services (TAAS), as well as
security categorization of the system, including supporting influence inputs, entities and TAAS,
rationale;7. Describe any specific threats to the system that are providing a historical record of the
of concern to the organization;8. Provide the results of a privacy data and its origins.
risk for systems identifi
i Describe the i i for the

system and any dependencies on o connections to other
systems or system components;10. Provide an overview of the
PL02 System Security and | security and privacy requirements for the system;11. Identify Functional | Intersects witn |  SYStem Security&
Privacy Plans any relevant control baselines or overlays, if applicable;12. Privacy Plan (SSPP)

Describe the controls in place o planned for meeting the
security and privacy requirements, including a rationale for any
tailoring decisions; 13. Include risk determinations for security
and privacy architecture and design decisions; 14. Include
security- and privacy-related activities affecting the system that
require planning and coordination with [Assignment:
organization-defined individuals or groups]; and15. Are reviewed
and approved by the authorizing official or designated

p ive prior to plan i b. Distribute copies
of the plans and communicate subsequent changes to the plans.
to [Assignment: organization-defined personnel or roles]ic.
Review the plans [Assignment: organization-defined
frequency];d. Update the plans to address changes to the
system and environment of operation or problems identified

1A0-03 5 Low
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a. Develop security and privacy plans for the system that:1. Are
iith the org:
Explicitly define the constituent system components;3. Describe
the operational context of the system in terms of mission and
business processes;4. dentify the individuals that fulfill system
roles and Identify the types
processed, stored, and transmitted by the system;6. Provide the
security categorization of the system, including supporting

rationale;7. Describe any specific threats to the system that are
of concern to the organization;8. Provide the results of a privacy

risk for systems
i Describe the i for the

system and any dependencies on or connections to other
systems or system components;10. Provide an overview of the

Network Diagrams &

Control Desci

Mechanisms exist to maintain network
architecture diagrams that:

(1) Contain sufficient detail to assess
the security of the network's

Relationsh

System Securityand [security and privacy requirements for the system;11. Identify ) ) ’ )
PL-02 yeer v 1y and privacy red V. v Functional | Intersects With | Data Flow Diagrams | AST-04 |architecture; 5 Low
Privacy Plans |any relevant control baselines or overlays, if applicable; 12.
! (DFDs) (2) Reflect the current architecture of
Describe the controls in place or planned for meeting the !
) ’ , e ) the network environment; and
security and privacy requirements, including a rationale for any o
| " nga : (3) Document all sensitive/regulated
tailoring decisions; 3. Include risk determinations for security et
and privacy architecture and design decisions; 14. Include "
security- and privacy-related activities affecting the system that
require planning and coordination with [Assignment:
organization-defined individuals or groups]; and15. Are reviewed
and approved by the authorizing official or designated
o ive prior to plan i b. Distribute copies
of the plans and communicate subsequent changes to the plans
to [Assignment: organization-defined personnel or rolesl;c.
Review the plans [Assignment: organization-defined
frequency];d. Update the plans to address changes to the
system and environment of operation or problems identified
PL02(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
PL02(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
PL02(03) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
PL-03 Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
a. Establish and provide to individuals requiring access to the
system, the rules that describe their responsibilities and
expected behavior for information and system usage, security,
and privacy;b. Receive a documented acknowledgment from
such individuals, indicating that they have read, understand, Mechanisms exist to require all
and agree to abide by the rules of behavior, before authorizin ) ) employees and contractors to appl
PL-04 Rules of Behavior gree! e 8 Functional | Intersects With | Terms of Employment | HRS-05 | P 0Y66S e 5 Low
access to information and the system;c. Review and update the cybersecurity and data protection
rules of behavior [Assi on-defined principles in their daily work.
andd. Require individuals who have acknowledged a previous
version of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-defined
freauenov: when the rules are revised o undatedL.
a. Establish and provide to individuals requiring access to the
system, the rules that describe their responsibilities and
expected behavior for information and system usage, security,
and privacy;b. Receive a documented acknowledgment from )
Aoy, Tece e Mechanisms exist to define
such individuals, indicating that they have read, understand,
SRS A HRs. |acoeptable and unacoeptable rules of
and agree to abide by the rules of behavior, before authorizin ) ) ) - ) )
PL-04 Rules of Behavior gree > ® | Functional | IntersectsWith | Rules of Behavior behavior for the use of technologies, 5 Low
access to information and the system;c. Review and update the 051 |
) ! including consequences for
rules of behavior [ defined unacceptable behavior
andd. Require individuals who have acknowledged a previous P :
version of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-defined
freauenov: when the rules are revised or undatedL.
a. Establish and provide to individuals requiring access to the Mechanisms exist to establish usage
system, the rules that describe their responsibilities and restrictions and implementation
expected behavior for information and system usage, security, guidance for organizational
and privacy;b. Receive a documented acknowledgment from technologies based on the potential to
such individuals, indicating that they have read, understand, cause damage to Technology Assets,
d agres to abide by the rules of behavior, before authorizi Technology U HRS- jcati i i
PL-04 Rules of Behavior | "¢ 287¢€ t0 abide bythe rules of behavior, before authorizing Functional | Intersects With echnology Use Applications and/or Services (TAAS), if 5 Low
access to information and the system;c. Review and update the Restrictions 05.3 used maliciously.
rules of behavior [Assi on-defined
andd. Require individuals who have acknowledged a previous
version of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-defined
freauenov: when the rules are revised o undatedL.
Include in the rules of behavior, restrictions on:a. Use of social Mechanisms exist to define rules of
Rules of Behavior | |, { networking sites, and external behavior that cont licit
media, social networking sites, and externa ) ) ehavior that contain explici
Social Mediaand | ‘ © ome ) Social Media & Social ! et
Posting information on ) ° HRS- | restrictions on the use of social media
PL-04(01) External / ’ " " Functional Equal Networking on the ¢ 10 Low
ern public websites; andc. Use of organization-provided identifiers ) 052 |and networking sites, posting
Site/application Usage ° zat Restrictions é ’ > )
o € (e.g., omail addresses) and authentication secrets (e.g. information on commercial websites
i
for creating accounts on external sif and sharing account information.
PL-05 Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
PL-06 Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to develop a
security Concept of Operations
a. Develop a Concept of Operations (CONOPS) for the system (CONOPS), or a similarly-defined plan
describing how the organization intends to operate the system s Goncentof for achieving cybersecurity objectives,
ecurity Concej
PL-07 Concept of Operations | from the perspective of information security and privacy; andb. | Functional Equal om a['oyns 1COI§OPS) 0OPS-02 |that documents management, 10 Not Selected
rati
Review and update the CONOPS [Assignment: organization- P operational and technical measures
defined frequency]. implemented to apply defense-in-
depth techniques that is
It to all appropriate
a Develop security and privacy architectures for the system
that:1. Describe the requirements and approach to be taken for
protecting the confidentiality, integrity, and availability of
i Describe the req and Mechanisms exist to develop an
h to be taken for identifi enterprise architecture, aligned with
information to minimize privacy risk to individuals;3. Describe industry-recognized leading practices,
oLos Securityand Privacy | how the architeotures are integrated into and suppor the Functional | Intersects witn | | AUEMentWith | luith consideration for cybersecurity 5 Moderate
Architectures | enterprise architecture; and4. Describe any assumptions about, Enterprise Architecture and data protection principles that
and dependencies on, external systems and services;b. Review tisk to i
and update the archi [ ization-defined operations, assets, individuals, other
frequency] to reflect changes in the enterprise architecture; organizations.
andc. Reflect planned architecture changes in security and
privacy plans, Concept of Operations (CONOPS), criticality
analvsis. organ and and
) Mechanisms exist to implement
Design the security and privacy architectures for the system 3
! ! security funotions as a layered
) ) using a defense-in-depth approach that:a. Allocates tions as -
Security and Privacy N N structure minimizing interactions
/ [ defined controls] to [ ) | Defense-In-Depth
PL-08(01) Architectures | ) : Functional | Intersects With ° SEA-03 | between layers of the design and 5 Not Selected
° organization-defined locations and architectural layers}; andb. (DID) Architecture we
Defense in Depth avoiding any dependence by lower
Ensures that the allocated controls operate in a coordinated and
! tayers on the functionality or
mutually reinforcing manner.
correctness of higher lavers.
Mechanisms exist to obtain
Security and Privacy |Require that [Assignment: organization-defined controls] oA o e et
- |eybersecurity and data protection
PL-08(02) i | |allocated to [Assi on-defined locations and Functional | Intersects With | Supplier Diversity ! iy P 5 Not Selected
031 |technologies from different suppliers

Supplier Diversity

architectural layers] are obtained from different suppliers.

to minimize supply chain risk.
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Centrally manage [Assignment: organization-defined controls

Centralized
Management of

Mechanisms exist to centrally-manage
the organization-wide management

PL-09 Central Management Functional | Intersects With SEA-01.1|and implementation of cybersecurity 5 Not Selected
and related processes]. Cybersecurity & Data ‘
and data protection controls and
Protection Controls
related
) I Centralized ) )
Centrally manage [Assignment: organization-defined controls ) ) VPM-  [Mechanisms exist to centrally-manage
PL-09 Central Management Functional | Intersects With | Management of Flaw st 5 Not Selected
and related processes]. e 05.1 |the flaw remediation process.
Mechanisms exist to assign one or
more qualified individuals with the
Assigned o
. . ) ; mission and resources to centrally-
Centrally manage [Assignment: organization-defined controls ) | cybersecurity & Data
PL-09 Central Management Functional | Intersects With > GOV-04 | manage, coordinate, develop, 5 Not Selected
and related processes]. Protection ! © e
o and maintain an
Responsibilities
wide cybersecurity and data
brogram.
Centralized
Centrally manage [Assignment: organization-defined controls of | END- existto u
PL-09 Central Management v ge [Assig & Functional | Intersects With ) 7 © 5 Not Selected
and related processes]. 04.3
Mechanisms exist to centrally-manage
Centrally manage [Assignment: organization-defined controls ) ) END- nisn y-manag
PL-09 Central Management Functional | Intersects With | Central phishing and spam p 5 Not Selected
and related processes]. 08.1 !
Mechanisms exist to centrally manage
Centralized e e o v y :g
Centrally manage [Assignment: organization-defined controls . § Management of MoN. |2nd configure the content required to
PL-09 Central Management Functional Intersects With be captured in audit records 5 Not Selected
and related processes]. Planned AuditRecord | 03.6 " )
generated by organization-defined
Content
system
Mechanisms exist to develop,
document and maintain secure
System Hardening e rol
aseline configurations for Technolo
PL10 Baseline Selection | Select a control baseline for the system. Functional Equal Through Baseline | CFG-02 figur nology 10 Low
Assets, Applications and/or Services
Configurations ,
(TAAS) that are consistent with
industry-accented svstem hardening
Mechanisms exist to allow baseline
controls to be specialized or
customized by applying a defined set
of tailoring actions that are specific to:
Tailor the selected control baseline by applying specified CFG- | (1) Mission / business functions;
PLA1 Baseline Tailoring ] ¥ appying sp Functional Equal Baseline Tailoring o ' ) 10 Low
tailoring actions. 028 | (2) Operational environment;
(3) Specific threats or vulnerabilities;
or
(4) Other conditions or situations that
could affect mission / business
a. Develop and an organi id
security program plan that:1. Provides an overview of the
requirements for the security program and a description of the
security program management controls and common controls in
place or planned for meeting those requirements;2. Includes the
identification and assi of roles, i
among
entities, and compliance;3. Reflects the coordination amon ) ) ) .
s ! ‘p!_ o rer nong Cybersecurity & Data Mechanisms exist to facilitate the
ecuri entities or security; ) )
PM-01 v one e e security Functional Subset Of GOv-01 of and 10 Not Associated
ProgramPlan  |andd. Is approved by a senior official with responsibility and ‘
N ) > Program data protection governance controls.
accountability for the risk being incurred to organizational
operations (including mission, functions, image, and
i assets, ivi other
organizations, and the Nation;b. Review and update the
organization-wide information security program plan
[Assi defined frequency] and following
[Assignment: organization-defined events]; andc. Protect the
i securitv program plan from ized di
a. Develop and an organi d Mechanisms exist to review the
security program plan that:1. Provides an overview of the cybersecurity and data protection
requirements for the security program and a description of the program, including policies, standards
security program management controls and common controls in and procedures, at planned intervals
place ot planned for meeting those requirements;2. Includes the or if significant changes occur to
i ification and assij of roles, ibiliti ensure their continuing suitability,
among adequacy and effectiveness.
entities, and compliance;3. Reflects the coordination among Periodic Review &
Securi entities ible for ion security; Update o
PM-01 v one e e securiy Functional | Intersects With paat GOV-03 5 Not Associated
ProgramPlan  |andd. Is approved by a senior official with responsibility and Cybersecurity & Data
accountability for the risk being incurred to organizational Protection Program
operations (including mission, functions, image, and
i assets, i other
organizations, and the Nation;b. Review and update the
organization-wide information security program plan
[Assi ization-defined frequency] and following
[Assignment: organization-defined events]; andc. Protect the
i ion securitv program plan from ized di
a. Develop and i
security program plan that:1. Provides an overview of the
requirements for the security program and a description of the
security program management controls and common controls in
place ot planned for meeting those requirements;2. Includes the
identification and assi of roles, ibilti
among
entities, and compliance;3. Reflects the coordination among Publishing Mechanisms exist to establish,
Securi entities ible for ion security; Cybersecurity & Data maintain and disseminate
PM-01 v one e e securivy Functional | Intersects With | " v Gov-02 " 5 Not Associated
ProgramPlan  |andd. Is approved by a senior official with responsibility and Protection cybersecurity and data protection
accountability for the risk being incurred to organizational Documentation policies, standards and procedures.
operations (including mission, functions, image, and
i assets, ivi other
organizations, and the Nation;b. Review and update the
organization-wide information security program plan
[Assi ization-defined frequency] and following
[Assignment: organization-defined events]; andc. Protect the
i securitv rogram plan from ized di
Mechanisms exist to assign one or
— more qualified individuals with the
Information Security [Appoint a senior agency information security officer with the e secfm & bate mission and resources to centrally-
"
PM-02 Program Leadership |mission and resources to coordinate, develop, and | Functional | Interscts With | 7 C et GOV-04 | manage, coordinate, develop, 5 Not Associated
Role maintain an organization-wide information security program. on i and maintain an
Responsibilities
wide cybersecurity and data
program.
a. Include the resources needed to implement the information
security and privacy programs in capital planning and Mechanisms exist to address all
requests and al ons to this capital planning and investment
) - req :b. Prepare required for Cybersecurity & Data requests, including the resources
Information Security " ¢ ! ° ) ' )
PM-03 information security and privacy programs in capital planning Functional Equal Protection Resource | PRM-02 [needed to implement the 10 Not Associated

and Privacy Resources

andi requests in with laws,
executive orders, directives, policies, regulations, standards;
andc. Make available for expenditure, the planned information
security and privacy resources.

ity and data
programs and document all
exceptions to this requirement.
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PM-04

Plan of Action and

a. Implement a process to ensure that plans of action and
milestones for the information security, privacy, and supply
chainrisk programs and izati
systems:1. Are developed and maintained;2. Document the
remedial information security, privacy, and supply chain risk
management actions to adequately respond to risk to

Functional

Mechanisms exist to ensure that

Vulnerabili
utnerability VPM-02 |vulnerabilities are properly identified,

Intersects With

Not Associated

Process and assets, individuals, other Remediation Process ’
! tracked and remediated.
organizations, and the Nation; and3. Are reported in accordance
with established reporting requirements.b. Review plans of
action and for consi ith the i
risk strategy and organization-wide priorities for
risk response actions.
a. Implement a process to ensure that plans of action and
milestones for the information security, privacy, and supply
chain risk programs and izati Mechanisms exist to generate a Plan
systems: 1. Are developed and maintained;2. Document the of Action and Milestones (POA&M), or
remedialinformation security, privacy, and supply chain risk similar risk register, to document
Plan of Actionand | management actions to adequately respond torisk to Plan of Action & lanned remedial actions to correct
PM-04 ) eom 0 adequarely respon Functional | Intersects With | 1n0-05 |” 5 Not Associated
Process and assets, other Milestones (POA&M) weaknesses or deficiencies noted
organizations, and the Nation; and3. Are reported in accordance during the assessment of the security
with established reporting requirements.b. Review plans of controls and to reduce or eliminate
action and for consi ith the i known vulnerabilities.
risk strategy and organi ide priorities for
risk response actions.
Mechanisms exist to facilitate an IT
Develop and update [Assignment: organization-defined Asset Management (ITAM) program to
PM-05 System Inventory P and update [Assignment: org: Functional | Intersects With | Asset Governance | AST-01 | e (ITAM) prog 5 Not Associated
quency] an inventory of systems. implement and manage asset
controls.
Mechanisms exist to perform
inventories of Technology Assets,
Applications, Services and/or Data
(TAASD) that:
(1) Accurately reflects the current
TAASD in use;
(2)Identifies authorized software
) T products, including business
Develop and update [Assignment: organization-defined
PM-05 System Inventory p and update [Assig; rgant ! Functional | Intersects With |  Assetinventories | AST-02 [justification details; 5 Not Associated
aninventory of systems. .
(3)1s at the level of granularity deemed
necessary for tracking and reporting;
(@) Includes organization-defined
information deemed necessary to
achieve effective property
accountability; and
(5)1s available for review and audit by
! nersannel
Mechanisms exist to establish and
System Inventon maintain a current inventory of all
Invey"w o Persc:a‘“ Establish, maintain, and update [Assignment: organization- \nventory of Personal ol 'l A" : A" . {
PM-05(01) Ty ofF Y | defined frequency] an inventory of all systems, applications, and|  Functional | Intersects With M PRI-05.5 | ' cCnoLoBy Assets, Applications 5 Not Associated
Identifiable ! 4 - Data (PD) and/or Services (TAAS) that collect,
° projects that process personally identifiable information. : )
Information receive, process, store, transmit,
update and/or share Personal Data
System Inventory | | Establish, maintain, and update [Assignment: organization- Personal Data Automated mechanisms exist to
PM-05(01) Inventory of Personally |defined frequency] an inventory of all systems, applications, and|  Functional | Intersects With | Inventory Automation | PRI-05.6 |determine if Personal Data (PD) is 5 Not Associated
Identifiable | proiects that process identifiable Support intained in electronic form.
Mechanisms exist to assign one or
) more qualified individuals with the
Assigned e PN
' ) mission and resources to centrally-
Measuresof | Develop, monitor, and report on the results of information ) | cybersecurity & Data ° )
PM-06 P ) P Functional | Intersects With | v GOV-04 |manage, coordinate, develop, 5 Not Associated
Performance | security and privacy measures of performance. Protection ! ¢
o and maintain an
Responsibilities "
wide cybersecurity and data
program.
Mechanisms exist to develop, report
Measuresof | Develop, monitor, and report on the results of information ) ) Measures of and monitor cybersecurity and data )
PM-06 " 0P, monitor, and rep rmati Functional | Intersects With GOV-05 ybersecurity 5 Not Associated
Performance  |security and privacy measures of performance. Performance protection program measures of
per
Mechanisms exist to develop an
enterprise architecture, aligned with
Develop and maintain an enterprise architecture with industry-recognized leading practices,
consideration for information security, privacy, and the resultin ) ) Alignment With with consideration for cybersecuri
PM-07 Enterpri ) n fo ! 1y, privacy, an ®|  Functional | Intersects With e ! SEA-02 on for eybs ty 5 Not Associated
tisk to and assets, other Enterprise Architecture and data protection principles that
organizations, and the Nation. addresses risk to organizational
operations, assets, individuals, other
Mechanisms exist to identify non-
essential functions or services that are
Enterprise Architecture| O 024 [ASSil ization-defined ial Outsourcing Non- blI b I : dt
r capable of being outsourced to
PM-07(01) P functions or services] to other systems, system components, or | Functional Equal Essential Functions or [SEA-02.2| P cine 10 Not Associated
| Offloading ’ ‘ external service providers and align
an external provider. Services "
with the organization's enterprise
architecture and security
Mechanisms exist to facilitate the
implementation of contingency
GritioalInfrastructure | A407eSS information security and privacy issues in the Business Continuity "laq,"'”f:"';mts © :e”’ f”sure
ical Infr 1
PM-08 development, documentation, and updating of a critical Functional | Intersects With | Management System | BCD-01 |'©S1ent Technology Assets, 5 Not Associated
Plan ) Applications and/or Services (TAAS)
and key resources p plan. (BCMS) nsa >
(e-g. Continuity of Operations Plan
(COOP) or Business Continuity &
Disaster Recoverv (BC/DR)
Mechanisms exist to facilitate the
Grtionl nfrastructur |AQdess information security and privacy issues inthe Statutory, Regulatory oot
fitical Infrastructure identification and implementation o
PM-08 development, documentation, and updating of a critical Functional | IntersectsWith | & Contractual | CPL-01 P 5 Not Associated
Plan N 3 N relevant statutory, regulatory and
and key resources p plan. Compliance
contractual controls.
a. Develops a comprehensive strategy to manage:1. Security risk
to izati ions and assets, indivi other
and the Nation associated with the operation and )
- O e oo Mechanisms exist to facilitate the
) use of organizational systems; and2. Privacy risk to individuals ) !
Risk Management ' " Risk of strategic, )
PM-09 resulting from the authorized p of Equal RSK-01 ¢ 10 Not Associated
Strategy resutting fror ! e Program operational and tactical risk
N _”IE N management controls.
strategy consistently across the organization; andc. Review and
update the risk strategy [
defined freauencvl or as reauired. to address
a. Manage the security and privacy state of organizational
systems and the environments in which those systems operate Mechanisms exist to facilitate the
through authorization p Designate individuals to i i of ity and )
PM-10 Authorization Process | o 8" 8u! ! - Designat \sto Equal < 1A0-01 10 Not Associated
fulfill specific roles and responsibilities within the organizational (1A) Operations data protection assessment and

risk management process; andc. Integrate the authorization
processes into an i de risk program.

authorization controls.

(Sl0C]

International (CC BVHD .

Secure Controls Framework (SCF)

44.0f 84



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

NIST P 800-53 R 5.2
Crosswalk Mapping

SCF Control scry Secure Controls Framework (SCF)

Strength of

version 2025.4
12/16/2025

a. Define organizational mission and business processes with
consideration for information security and privacy and the

Mechanisms exist to define business
processes with consideration for
cybersecurity and data protection that

Leadership Role

andi icable privacy req and manage
privacy risks through the organization-wide privacy program.

CPO)
(CPO) applicable data privacy requirements

and manage data privacy risks through
the organization-wide data privacy
program.

y ) determines:
resulting risk to assets, (1) The resulting risk to organizational
e Ti i
Mission and Busi individuals, other organizations, and the Nation; andb. Business b : g: o _: o
ission and Business usiness Process operations, assets, individuals an
PM-11 1% | Determi and ident Functiona Equal s PRM-06 | °P" ass 10 Not Associated
Process Definition | N N . N . Definition other organizations; and
information processing needs arising from the defined mission
! ‘ s (2) Information protection needs
and business processes; andc. Review and revise the mission ! " °
! ) evisethe m arising from the defined business
and business p v defined !
processes and revises the processes
frequency]. ‘ :
as necessary, until an achievable set
of protection needs is obtained.
Mechanisms exist to implement an
Implement an insider threat program that includes a cross- insider threat program that includes a
PM-12 Insider Threat Program | oo 2" reat program th Functional Equal Insider Threat Program | THR-04 threat progra tuds 10 Not Associated
discipline insider threat incident handling team. cross-discipline insider threat incident
handling team.
) ) ) ) ) ) Mechanisms exist to define
Security and Privacy |Establish a security and privacy workforce development and ) ) Defined Roles & )
PM-13 Functional | Intersects With ' HRS-03 |cybersecurity roles & responsibilities 5 Not Associated
Workforce improvement program. Responsibilities
for all personnel
) ) ) Cybersecurity & Data Mechanisms exist to facilitate the
Security and Privacy |Establish a security and privacy workforce development and
PM-13 v ks "y and privacy P Functional | Intersects With ion-Minded | SAT-01 [i of security workforce 5 Not Associated
Workforce improvement program.
Workforce and awareness controls.
a. Implement a process for ensuring that organizational plans for
conducting security and privacy testing, training, and monitoring Mechanisms exist to conduct
activities associated with organizational systems:1. Are cybersecurity and data protection
Testing, Training, and K Y : , Testing, Training & ybe rity prote )
PM-12 ol developed and maintained; and2. Continue to be executed; Functional | Intersects With o PRI-08 |testing, training and monitoring 5 Not Associated
€ andb. Review testing, training, and monitoring plans for € activities
with the organizational risk strategy
and organi ide priorities for risk response actions.
a. Implement a process for ensuring that organizational plans for
conducting security and privacy testing, training, and monitoring Mechanisms exist to provide a
Testing Training. ang | 2CtVities associated with organizational systems:1. Are Cybersecurity & Data cybersecurity and data protection
, Training,
PM-14 e AN | devetoped and maintained; andz2. Continue to be executed; Functional | Intersects With | Protection Controls | CPL-02 |controls oversight function that 5 Not Associated
s andb. Review testing, training, and monitoring plans for Oversight reports to the organization's executive
i ith the onal risk strategy teadership.
and organization-wide priorities for risk response actions.
Mechanisms exist to implement a
Establish and institutionalize contact with selected groups and nisms P
. . : N threat intelligence program that
associations within the security and privacy communities:a. To ; !
) ' " ) : includes a cross-organization
Security and Privacy | facilitate ongoing security and privacy education and training for Threatintel ! e thot
e infor -sharing i )
PM-15 Groupsand |organizational personnelsb. To maintain currency with Functional | Intersects With THR-01 pability 5 Not Associated
; ! Feeds Program can influence the development of the
Associations | recommended security and privacy practices, techniques, and develop
) 3 N system and security architectures,
technologies; andc. To share current security and privacy ! '
’ o Prive selection of security solutions,
information, including threats, vulnerabilities, and incidents. etior
threat hunting, response
Mechanisms exist to establish contact
with selected groups and associations
within the cybersecurity and data
protection communities to:
Establish and institutionalize contact with selected groups and (1) Facilitate ongoing cybersecurity
associations within the security and privacy communities:a. To and data protection education and
Security and Privacy | facilitate ongoing security and privacy education and training for Contacts With Groups training for organizational personnel;
PM-15 Groupsand |organizational personnelsb. To maintain currency with Functional | Intersects With | "’y * "% 7 %P | GOV-07 | (2) Maintain currency with 5 Not Associated
Associations  |recommended security and privacy practices, techniques, and recommended cybersecurity and data
technologies; andc. To share current security and privacy protection practices, techniques and
information, including threats, vulnerabilities, and incidents. technologies; and
(3) Share current cybersecurity and/or
data privacy-related information
including threats, vulnerabilities and
incident
Mechanisms exist to implement a
threat intelligence program that
includes a cross-organization
Threat A Implement a threat awareness program that includes a cross- Threat . ! ¢ ity that
reat Awareness reat infor h capabilif al
PM-16 organization information-sharing capability for threat Functional | Intersects With THR-01 |MO" 8 capability 5 Not Associated
Program e Feeds Program can influence the development of the
8 : system and security architectures,
selection of security solutions,
threat hunting, response
Mechanisms exist to maintain
Threat Awareness situational awareness of
Program | Automated ) o ) Vulnerabilities and evolving threats by
Employ automated mechanisms to maximize the effectiveness ) | ThreatIntelligence
PM-16(01) Means for Sharing ° Functional | Intersects With THR-03 |leveraging the knowledge of attacker 5 Not Associated
of sharing threat intelligence information. Feeds Feeds !
Threat Intelligence tactics, techniques and procedures to
Feeds facilitate the implementation of
and
a. Establish policy and procedures to ensure that requirements. Mechanisms exist to ensure that the
! e ' requirements for the protection of
) for the protection of controlled unclassified information that s € '
Protecting Controlled ) ) sensitive information processed,
on processed, stored or transmitted on external systems, are Protecting Sensitive !
Unclassified  |* ) DCH- [ stored or transmitted on external )
PM-17 in with laws, executive Functional Equal Data on External extel 10 Not Associated
Information on " e " 1.3 |Technology Assets, Applications
orders, directives, policies, regulations, and standards; andb. Systems /
External Systems ° and/or Services (TAAS), are
Review and update the policy and procedures [Assignment: ; ° )
) implemented in accordance with
organization-defined frequency].
statutorv. regulatorv and
a. Dovelop and disseminate an organization-wide privacy Mechanisms exist to facilitate the
program plan that provides an overview of the agency’s privacy i and operation of data
program, and:1. Includes a description of the structure of the privacy controls.
privacy program and the resources dedicated to the privacy
program;2. Provides an overview of the requirements for the
privacy program and a description of the privacy program
management controls and common controls in place or planned
for meeting those requirements;3. Includes the role of the senior
agency official for privacy and the identification and assignment
of roles of other privacy officials and staff and their
ties;4. Describes i
PM-18 Privacy Program Plan " , com! , Functiona Equal Data Privacy Program | PRI-01 10 Not Associated
compliance, and the strategic goals and objectives of the privacy
I . Reflects coordination among ional entities
responsible for the different aspects of privacy; ands. Is
approved by a senior official with responsibility and
accountability for the privacy risk being incurred to
organizational operations (including mission, functions, image,
and i izati assets, indivi other
organizations, and the Nation; andb. Update the plan
[Assi ization-defined frequency] and to address
changes in federal privacy laws and policy and organizational
changes and nroblems identified during nlan it ion or
Mechanisms exist to appoints a Chief
Privacy Officer (CPO) or similar role,
with the authority, mission,
Appoint a senior agency official for privacy with the authority, thority,
. . . . N N " accountability and resources to
Privacy Program | mission, accountability, and resources to coordinate, develop, ) Chief Privacy Officer ! ' )
PM-19 Functional Equal PRI-01.1 | coordinate, develop and implement, 10 Not Associated
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Dissemination of

Maintain a central resource webpage on the organization’s
principal public website that serves as a central source of
information about the organization’s privacy program and that:a.
Ensures that the public has access to information about
organizational privacy activities and can communicate with its

Dissemination of Data

Control Desc:

Mechanisms exist to:

(1) Ensure that the public has access
to information about organizational
data privacy activities and can
communicate with its Chief Privacy
Officer (CPO) or similar role;

(2) Ensure that organizational data
privacy practices are publicly
available through organizational

Relationsh

PM-20 Privacy Program e ! i Functional Equal Privacy Program | PRI-01.3 |2V 10 Not Associated
o™ |senior agency offisia for privacyib. Ensures that organizational e websites or document repositories;
privacy practices and reports are publicly available; andc. (3) Utilize publicly facing email
Employs publicly facing email addresses and/or phone lines to addresses and/or phone lines to
enable the public to provide feedback and/or direct questions to enable the public to provide feedback
privacy offices regarding privacy practices. and/or direct questions to data privacy
office(s) regarding data privacy
practices; and
(4) Inform data subjects when
changes are made to the privacv
Mechanisms exist to:
(1) Make data privacy notice(s)
available to individuals upon first
i with an organization and
subsequently as necessary;
(2) Ensure that data privacy notices
Develop and post privacy policies on all external-facing are clear and easy-to-understand,
o websites, mobile applications, and other digital services, that:a. expressing information about Personal
Dissemination of o> mese e :
oraey Progam |/ ittenin plain language and organized in  way thats easy Data (°D) processingin plain language
Yy N P
Information | privacy |© and Provide needed by that meets all legal obligations;
PM-20(01) e oY | the public to make an informed decision about whether and how | Functional Equal Data Privacy Notice | PRI-02 | (3) Define the scope of PD processing 10 Not Associated
ci e ;
Applicati o |tointeractwith the organization; andc. Are updated whenever activities, including the geographic
cations, an ’ . o
;:’,ml rr @71 |the organization makes a substantive change to the practices it locations and third-party recipients
ital Servi
g describes and includes a time/date stamp to inform the public that process the PD within the scope
of the date of the most recent changes. of the data privacy notice;
(4) Content of the privacy notice is
periodically reviewed and updates
made as necessary; and
(5) Retain prior versions of the privacy
notice, in accordance with data
cotentinn ranui
a. Develop and maintain an accurate acoounting of disclosures Mechanisms exist to develop and
of personally identifiable information, including:1. Date, nature, maintain an accounting of disclosures
and purpose of each disclosure; and2. Name and address, or of Personal Data (PD) held by the
other contact information of the individual or organization to organization and make the accounting
Accountingof  |which the disclosure was made;b. Retain the accounting of Accounting of
PM-21 y 8 ¥ " e Functional Equal e PRI-14,1 |0 disclosures available to the person 10 Not Associated
Disclosures | disclosures for the length of the time the personally identifiable Disclosures named in the record, upon request.
information is maintained or five years after the disclosure is
made, whichever is longer; andc. Make the accounting of
disclosures available to the individual to whom the personally
i ifii it relates upon request.
Develop and document organization-wide policies and
procedures for:a. Reviewing for the accuracy, relevance,
e o, . Mechanisms exist to manage the
Personally Identifiable | "° "*> e Cornt data Quat quality, utility, objectivity, integrity and
information across the information life cycle;b. Correcting or ) ) ata Quali ¢ ° )
PM-22 Information Quality mat el s Functional | Intersects With v PRI-10 |impact determination and de- 5 Not Associated
deleting or outdated Management impact det e
Management ! datedp identification of sensitive/regulated
information;c. Disseminating notice of corrected or deleted )
nic. Dissemir rice of corr data across the information lifecycle.
personally identifiable information to individuals or other
appropriate entities: andd. Appeals of adverse decisions on
Develop and d torganization-wide policies and
eveop and documentrgrizao- widepolices Mechanioms oxst to chock for
rocedures for:a. Reviewing for the accuracy, relevance,
e o e v Redundant, Obsolete/Outdated, Toxic
Personally identifiable | "° "*> e e, Cornt data Quat or Trivial (ROTT) data to ensure the
information across the information life cycle;b. Correcting or ) ) ata Quali ° )
PM-22 Information Quality mat el s Functional | Intersects With A1 peH-22 [acouracy, relevance, timeliness, 5 Not Associated
deleting or outdated Operations é
Management 5 N 3 impact, completeness and de-
information;c. Disseminating notice of corrected or deleted impac "
e e e oo identification of information
personally identifiable information to individuals or other , ton.
‘ ! throughout the information lifecycle.
appropriate entities: andd. Appeals of adverse decisions on
Mechanisms exist to establish a
Establish a Data Governance Body consisting of [Assignment: Dot Management e oot
v
PM-23 Data Body defined roles] with [ izati Intersects With & PRI-13 > 5 Not Associated
ofines remonaibitioa] Board Board (DMB) and assigned
P g ization-defined roles to the DMB.
Mechanisms exist to manage the
Establish a Data Governance Body consisting of [Assignment: data Quati quality, utility, objectivity, integrity and
i
PM-23 Data Body ization-defined roles] with [Assi izati Intersects With " . PRI-10 |impact determination and de- 5 Not Associated
anagemen
defined responsibilties]. ® identification of sensitive/regulated
data across the information lifecycle.
Mechanisms exist to facilitate data
governance to oversee the
organization's policies, standards and
Establish a Data Governance Body consisting of [Assignment: & 'd ‘:h '!' DA
rocedures so that sensitive/regulate
PM-23 Data Body defined roles] with [ i Functional | Intersects With | Data Governance | GOV-10 |72 ‘ 8 5 Not Associated
° ned data is effectively managed and
defined responsibilities]. erfec )
maintained in accordance with
applicable statutory, regulatory and
Mechanisms exist to facilitate data
to oversee the
Establish a Data Integrity Board to:a. Review proposals to organization's policies, standards and
conduct or participate in a matching program; andb. Conduct an ) ) rocedures so that sensitive/regulated
PM-24 Data Integrity Board “particp: ) ‘g program; Functional | IntersectsWith | Data Governance | Gov-10 | 0% - 8 5 Not Associated
annual review of all matching programs in which the agency has data is effectively managed and
participated. ined in with
applicable statutory, regulatory and
Establish a Data Integrity Board to:a. Review proposals to Mechanisms exist to establish a
oms Data ntegrty Board | OT4UCtOr Particpate ina matohing program; ancb. Conductan| [ ] DataManagement | o writn charter for a Data Management 5 Not Associnted
annual review of all matching programs in which the agency has Board Board (DMB) and assigned
participated. ization-defined roles to the DMB.
Mechanisms exist to manage the
Establish a Data Integrity Board to:a. Review proposals to nanisms exist to manage the
conduct or participate in a matching program; andb. Conduct an Data Quialit quality, utility, objectivity, integrity and
r i rogrs 5 . . o i i
PM-24 Data Integrity Board particip: Eprogram; Functional | Intersects With v PRI-10 |impact determination and de- 5 Not Associated
annual review of all matching programs in which the agency has Management impact det "
v identification of sensitive/regulated
participated. b
data across the information lifecycle.
Establish a Data Integrity Board to:a. Review proposals to Mechanisms exist to confirm the
conduct or participate in a matching program; andb. Conduct an ) ) Personal Data )
PM-24 Data Integrity Board " participate i & program; Functional | Intersects With " PRI05.2 | 2cCuracy and relevance of Personal 5 Not Associated
annual review of all matching programs in which the agency has Accuracy & Integrity Data (PD) throughout the information
participated. ifecycte.
Establish a Data Integrity Board to:a. Review proposals to Mechanisms exist to publish
conduct or participate in a matching program; andb. Conduct an ) | Computer Matchin i )
PM-24 Data Integrity Board " participate i & program; Functional | Intersects With puter iNg | o102, | Computer Matching Agreements 5 Not Associated
annual review of all matching programs in which the agency has Agreements (CMA) (CMA) on the public website of the
participated. i
‘Automated mechanisms exist to
Establish a Data Integrity Board to:a. Review proposals to adjust data that s able to be
conduct or participate in a matching program; andb. Conduct an Automated Data llected, created, used,
v i rogram; andb. collected, created, used,
PM-24 Data Integrity Board partielp € program: Functional | Intersects With Management | PRI-02.2 | °* ¢ ) 5 Not Associated
annual review of all matching programs in which the agency has ol disseminated, maintained, retained

participated.

and/or disclosed, based on updated
data subiect ization(s).
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Minimization of

a. Develop, and policies and p
that address the use of personally identifiable information for
internal testing, training, and research;b. Limit or minimize the

Control Desc:
Mechanisms exist to restrict the use of
Personal Data (PD) to only the

authorized purpose(s) consistent with

Relationsh

y amount of information used for internal Usage Restrictions of aws, ions and in
PM-25 Information Used in _[testing, training, and research purposes;c. Authorize the use of | Functional | Intersects With | Sensitive Personal | PRI-05.4 | data privacy notices. 5 Not Associated
Testing, Training, and | personally identifiable information when such information is Data
Research required for internal testing, training, and research; andd.
Review and update policies and procedures [Assignment:
defined freauencyl.
a. Develop, and policies and p
that address the use of personally identifiable information for
Minimization of  [internaltesting, training, and research;b. Limit or minimize the i
) ) ° } " Mechanisms exist to utilize sensors
y amount of information used for internal ) ) .
' ’ ° ° ¢ ) ) Collection END- that are configured to minimize the )
PM-25 Information Used in | testing, training, and research purposes;c. Authorize the use of Functional Intersects With o 3 B 5 5 Not Associated
’ ) e an e ) J °us Minimization 13.3 |collection of information about
Testing, Training, and | personally identifiable information when such information is s
i .
Research required for internal testing, training, and research; andd.
Review and update policies and procedures [Assignment:
defined freauencyl.
a. Develop, and policies and p
that address the use of personally identifiable information for
Minimization of  [internaltesting, training, and research;b. Limit or minimize the
y Identi amount of identifiable information used for internal Minimmize Visito Mechanisms exist to minimize the
i itor
PM-25 Information Usedin|testng, taining;, and research purposesic. Authorize the use of | Functional | Intersectswith | ' WRE 90| PES.06.5 collection of Personal Data (°D) 5 Not Associated
ersonal Data
Testing, Training, and | personally identifiable information when such information is contained in visitor access records.
Research required for internal testing, training, and research; andd.
Review and update policies and procedures [Assignment:
defined freauencyl.
Mechanisms exist to address the use
a. Develop, and policies and p "
" of Personal Data (PD) for internal
that address the use of personally identifiable information for !
- . " P PR testing, training and research that:
Minimization of  |internaltesting, training, and research;b. Limit or minimize the ear
) " ° ! " Internal Use of (1) Takes measures to limit or
y amount of information used for internal e B, i
r:
PM-25 Information Used in | testing, training, and research purposes;c. Authorize the use of | Functional | Intersects With " e PRI-05,1 | MniM!ze the amount of PD used for 5 Not Associated
rmation - Ining, and res ! y ©us Testing, Training and internaltesting, training and research
Testing, Training, and | personally identifiable information when such information is
i " Research purposes; and
Research required for internal testing, training, and research; andd. :
: : (2) Authorizes the use of PD when
Review and update policies and procedures [Assignment: ]
) such information is required for
organization-defined frequency]. : ationis re
internal testing. training and research.
a. Develop, and policies and
that address the use of personally identifiable information for
Minimization of  |internal testing, training, and researchsb. Limit or minimize the Lt Sensitiva/ Mechanisms exist to minimize the use
imit Sensi
y Identifiable [amount of i information used for internal o | o ot sensitiverregutated data for
PM-25 Information Used n | testing, raining, and research purposesic. Authorize the use of |  Functional | Intersects with | “*B9t20 B8 B | BFT" | rescarch, testing, or training, in 5 Not Associated
, Trais . ) )
Testing, Training, and |personally identifiable information when such information is R:semh & accordance with authorized,
Research required for internal testing, training, and research; andd. legitimate business practices.
Review and update policies and procedures [Assignment:
defined freauencyl.
Implement a process for receiving and responding to Mechanisms exist to implement a
complaints, concerns, or questions from individuals about the process for receiving and responding
organizational security and privacy practices that includes:a. to complaints, concerns or questions
Mechanisms that are easy to use and readily accessible by the from data subjects about the
public;b. Allinformation necessary for successfully filing organizational data privacy practices.
Complaint Tracki isms U i User Feedback
PM-26 omplain racking 0 ensure a Intersects With ser Feedbac! PRI-06.4 5 Not Associated
Management |received are reviewed and addressed within [Assignment: Management
organization-defined time period];d. Acknowledgement of
receipt of complaints, concerns, or questions from individuals
within [Assignment: organization-defined time period]; ande.
Response to complaints, concerns, or questions from
i within [Assi ization-defined time
Implement a process for receiving and responding to Mechanisms exist to provide an
complaints, concerns, or questions from individuals about the organization-defined process for data
organizational security and privacy practices that includes:a. subjects to appeal an adverse
Mechanisms that are easy to use and readily accessible by the decision and have incorrect
public;b. Allinformation necessary for successfully filing information amended.
Complaint Tracki isms U i Appeal Ad
PM-26 omplain racking 0 ensure a Intersects With ppealAdverse | ool 06.3 5 Not Associated
Management |received are reviewed and addressed within [Assignment: Decision
organization-defined time period];d. Acknowledgement of
receipt of complaints, concerns, or questions from individuals
within [Assignment: organization-defined time period]; ande.
Response to complaints, concerns, or questions from
i within [Assi ization-defined time
) I Mechanisms exist to maintain data
a. Develop [Assignment: organization-defined privacy reports] °
o dissominote tort P e privacy-related records and develop,
oversight bodies] to demonstrate accountability with statutory, disseminate and update reports to
regulatory, and policy privac and2. [ Data Privacy Records internal senior management, as well
PM-27 Privacy Reporting oy, and poliey privacy < IASSIE Functiona Equal VR PRI-14 |as external oversight bodies, as 10 Not Associated
organization-defined officials] and other personnel with &Reporting "
X . appropriate, to demonstrate
for monitoring privacy program andb. e tod e
" ) ’ o accountability with specific statutory
Review and update privacy reports [Assignment: organization- e ot
defined frequency]. and regulatory data privacy program
Mechanisms exist to identify:
1) Assumptions affecting risk
a. Identify and document:1. Assumptions affecting risk m ption: grisk
) P ot ! assessments, risk response and risk
assessments, risk responses, and risk monitoring;2. Constraints i,
itoring;
affecting risk assessments, risk responses, and risk % )
> ) (2) Constraints affecting risk
monitoring;3. Priorities and trade-offs considered by the e sk
, risk Ti )
PM-28 Risk Framing | organization for managing risk; andd. Organizational risk Equal RiskFraming  |RsK-01.1) %% P 10 Not Associated
monitoring;
tolerance;b. Distribute the results of risk framing activities to &
) . ) (3) The organizational risk tolerance;
[ defined personnel]; ande. Review and ;
an
update risk framin; [Assi i . )
pd e (4) Priorities, benefits and trade-offs
defined frequency]. "
considered by the organization for
ing risk.
Mechanisms exist to develop a plan
a. Appoint a Senior Accountable Official for Risk Management to for Supply Chain Risk Management
align organizational information security and privacy (SCRM) associated with the
Risk with strategic, and Supply Chain Risk development, acquisition,
PM-29 Program Leadership |budgetary planning processes; andb. Establish a Risk Executive | Functional | Intersects With | Management (SCRM) | RSK-09 |maintenance and disposal of 5 Not Associated
Roles (function) to view and analyze risk from an organization-wide Plan Technology Assets, Applications
and ensure of riskis consistent across and/or Services (TAAS), including
the organization. documenting selected mitigating
actions and monitoring performance
a. Appoint a Senior Accountable Official for Risk Management to Mechanisms exist to assign one or
align organizational information security and privacy ssigned more qualified individuals with the
Risk with strategic, and e secfm & bate mission and resources to centrally-
"
PM-29 Program Leadership | budgetary planning processes; andb. Establish a Risk Executive | Functional | Intersects With | " o GOV-04 | manage, coordinate, develop, 5 Not Associated
Roles (function) to view and analyze risk from an organization-wide on i and maintain an
" " Responsibilities
and ensure of riskis across wide cybersecurity and data
the i ion program.
a. Appoint a Senior Accountable Official for Risk Management to
align organizational information security and privac Mechanisms exist to facilitate the
RiskManagement |77 % with stratey c!y o yand Risk i of strategic,
i ic, ) ) \ )
PM-29 Program Leadership © ational, ) Functional | Intersects With RSK-01 " © 5 Not Associated
o budgetary planning processes; andb. Establish a Risk Executive Program operational and tactical risk
(function) to view and analyze risk from an organization-wide management controls.
and ensure of riskis consistent acro:
@00
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Mechanisms exist to develop a plan
2. Develop an organization-wide srategy for managing supply st
y for Supply Chain Risk Management
chain risks with the
(SCRM) associated with the
maintenance, and disposal of systems, system components, ' i
Supply Chain Risk  |and system services;b. Implement the supply chain risk Supply Chain fisk development, acquisition,
PM-30 i v P! PPl Functional Equal Management (SCRM) | RSK-09 |maintenance and disposal of 10 Not Associated
Strategy strategy across the barol
Plan Technology Assets, Applications
ande. Reiew and update thesupply ohaln sk management ’ ticatior
and/or Services (TAAS), including
strategy on [ a Joras A "
e documenting selected mitigating
required, to address organizational changes.
actions and monitoring nerformance
Supply Chain Risk Customized Mechanisms exist to custom-develop
i
Management Strategy || Identify, prioritize, and assess suppliers of critical of mission- ) ) critical system components, when
PM-30(01) & wrategy | V. P ) PP ) Functional | IntersectsWith |  Developmentof | TDA-12 VS P 5 Not Associated
Suppliers of Critical or | essential technologies, products, and services. > Commercial Off The Shelf (COTS)
- 8 Critical Components )
Mission-essential solutions are
Mechanisms exist to require the
Supply Chain Risk developer of the Technology Asset,
Management Strate; icati
3 trate8Y |1 yortity, prioritize, and assess suppliers of critical or mission- . § o . TDA-  |APPlication and/or Service (TAAS) to X
PM-30(01) Suppliers of Critical or / ! h Functional | Intersects With |~ Criticality Analysis perform a criticality analysis at 5 Not Associated
pie “810 | o ssential technologies, products, and services. 06.1 " N y
Mission-essential organization-defined decision points in
Items the Secure Development Life Cycle
(spLeu.
Mechanisms exist to identify, prioritize
Supply Chain Risk and assess suppliers and partners of
Management Strate; itic
- trate8Y |1 yortity, prioritize, and assess suppliers of critical of mission- ) | Third-Party Criticality critical Technology Assets,
PM-30(01) Suppliers of Critical or h Functional | Intersects With TPM-02 | Applications and/or Services (TAAS) 5 Not Associated
pie 29 | essential technologies, products, and services. Assessments ! rSe
Mission-essential using a supply chain risk assessment
Items process relative to their importance in
supporting the deliverv of high-value
Develop an fon-wid monitoring strategy
and implement continuous mommrmg programs that include:a.
the following de metrics to be
ganization-defined metricsl;b.
[Assi on-defined monitoring
and[) & defined
GContinuous Monitorin for control c. Ongoing monitoring of Mechanisms exist to facilitate the
PM-31 — s defined metrics in with the Functional SubsetOf  |C itoring| MON-01 of enterprise-wide 10 Not Associated
&Y continuous monitoring strategy:d. Correlation and analysis of monitoring controls.
information generated by control assessments and
monitoringie. Response actions to adress results of the
analysis of control and
andf. Reporting the security and privacy status of organizational
systems to [Asignments rganizaton-defined personnetor
rolesl
Mechanisms exist to monitor
Analyze [Assignment: organization-defined systems or systems mission/business-critical Technology
components] supporting mission essential services o functions Assets, Applications and/or Services
PM-32 Purposing P ] supporting mi Functional Equal Purpose Validation | GOV-11 pplicati i 10 Not Associated
to ensure that the information resources are being used (TAAS) to ensure those resources are
consistent with their intended purpose. being used consistent with their
intended purpose.
a. Develop, and disseminate to |
organization-defined personnel or roles}-1. [Selection (one or
more): Organization-level; lovel:
System-level] personnel security policy thata, Addressos
purpose, scope, roles, responsibilities, management
among ional entities, and
andb. s consistent with laws, executive
orders, directives, regulations, policies, standards, and g exist to establish,
and2. tofacilitate the i of Cybersecurity & Data maintain and disseminate
PS-01 Policy and Procedures ! Functional | Intersects With | /o y GOV-02 " 5 Low
the personnel securty polcy and the associated personnel Protection cybersecurity and data protection
security . Designate an [Assi Documentation policies, standards and procedures.
dofined offcial] to manage the development, documentation,
and dissemination of the personnel security policy and
procedures; ande. Review and update the current personnel
security:1. Policy [Assi g jon-defined frequency]
and following [Assignment: organization-defined ovents; and2.
v & defined frequency] and
following i defined events].
a. Develop, and disseminate to [Assi Mechanisms exist to review the
organization-defined personnel or roles}-1. [Selection (one or cybersecurity and data protection
more): Org: level; level; program, including policies, standards
System-level] personnel security policy thata, Addressos and procedures, at planned intervals
purpose, scope, roles, responsibilities, management or if significant changes occur to
among onal entities, and ensure their continuing suitability,
andb. s consistent with laws, executive adequacy and effectiveness.
orders, directives, regulations, policies, standards, and Periodic Review &
idelines; and2. tofacilitate the i of Update of
Ps-01 Policy and Procedures ! Functional | Intersects With P Gov-03 5 Low
the personnel securty polcy and the associated personnal Cybersecurity & Data
security . Designate an [ Protection Program
dofined offcial to manage the development, documentation,
and dissemination of the personnel security policy and
procedures; ande. Review and update the current personnel
security:1. Policy [Assi defined
and following [Assignment: crgamzauon defined ovents]; and2.
v ganization-defined frequency] and
following i defined events].
a. Develop, and disseminate to [Assiy
organization-defined personnel or roles}-1. [Selection (one or
more): Organization-level; level;
System-level] personnel security policy thata, Addressos
purpose, scope, roles, responsibilities, management
among ional entities, and
andb. s consistent with laws, executive
orders, directives, regulations, policies, standards, and ’
and2. tofacilitate the i of Human Resources Mechanisms existto faciliate the
i
Ps-01 Policy and Procedures Functional Subset Of " HRS-01 |implementation of personnel security 10 Low
the personnel securty polcy and the associated personnal Security Management oty
security . Designate an :
dofined offcial] to manage the development, documentation,
and dissemination of the personnel security policy and
procedures; ande. Review and update the current personnel
security:1. Policy [Assi ion-defined "
and following [Assignment: crgamzauon -defined ovents; and2.
v ganization-defined frequency] and
following i defined events].
a. Assign a risk designation to all it C exist to ensure that all
PositionRisk | Establish screening criteria for individuals filling those positions; ) ) Requirements for | HRS-  [security-related positions are staffed
PS-02 ' 8 8 P Functional | Intersects With i y-relatod p 5 Low
Designation | andc. Review and update position risk designations Security-Related | 03.2 |by qualified individuals who have the
on-defined frequencyl. Positions necessary skill set.
Mechanisms exist to manage
a. Assign a risk designation to all . ko g ening
T ) . . i ” personnel security risk by assigning a
PositionRisk | Establish screening criteria for individuals filling those positions; ) ) ) ’ oanne »
Ps-02 on ° ¢ " individuats filing those p Functional | Intersects With |Position Categorization| HRS-02 |risk designation to all positions and 5 Low
Designation | andc. Review and update position risk designations
ande e posttion establishing screening crtera for
. vi filling those positions.
a. Screen individuals prior to authorizing access to the system; -
db. R N th Mechanisms exist to manage
andb. Rescreen in with [ ) !
Ps-03 Personnel Screening e Teme Functiona Equal Personnel Screening | HRS-04 |personnel security risk by screening 10 Low
requiri , pore . >
! " auiring individuals prior to authorizing access.
where rescreening is so indicated. the freauency of rescreeningl.
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)

Strength of

Mechanisms exist to ensure that
Verify that individuals accessing a system processing, storing, or individuals accessing a system that
Personnel Screening| | transmitting classified information are cleared and indoctrinated Roles With Special | HRS- |stores, transmits or processes
PS-03(01) n el ftting Functional | Intersects With WWith Sp : i > or proces 5 Not Selected
Classified to the highest level of the information to which they Protection Measures | 04.1 [information requiring special
have access on the system. protection satisfy organization-defined
screening criteria.
Mechanisms exist to verify that
Verify that individuals accessing a system processing, storing, or individuals accessing a system
N N processing, storing, or transmitting
Personnel Screening| | transmitting types of classified information that require formal ) ) HRS-
PS-03(02) ) ) Functional Equal Formal Indoctrination sensitive information are formally 10 Not Selected
Formal Indoctrination are formally indoctrinated for all the relevant 042 [SONStV
) ) ’ indoctrinated for all the relevant types
types of information to which they have access on the system. e !
of information to which they have
access on the svstem.
o ) ) ) Mechanisms exist to ensure that
| Veriy thatindividuals accessing a system processing, storing, or ! ‘
Personnel Screening| ¢ e ° S individuals accessing a system that
; "5 ! | transmitting information requiring special protection:a. Have § ”
Information Requiring | " e ) | RolesWithSpecial | HRS- |stores, transmits or processes
PS-03(03) N N valid access authorizations that are demonstrated by assigned Functional Intersects With N N . N 5 Not Selected
Special Protective |/ ! Protection Measures | 04.1 information requiring special
official government duties; andb. Satisfy [Assignment: ron re ectat
Measures ' governme 5 nent protection satisfy organization-defined
organization-defined additional personnel screening criterial. ) !
screening criteria.
Mechanisms exist to verify that
Verify that individuals accessing a system processing, storing, or individuals accessing a system
Personnel Screening| | o ¥ & System processing, storing N ! e system
ne v " defined information ) Citizenship HRS- storing, or
PS-03(04) Citizenship . e Functional Equal essin ; 10 Not Selected
oy |pesimeetl defined Requirements 043 [sensitive information meet applicable
a requirements]. statutory, regulatory and/or
i for
Upon termination of individual employment:a. Disable system
access within [Assignment: organization-defined time period];b.
Terminate or revoke any authenticators and credentials
associated with the individualic. Conduct exit interviews that ) )
. ) ° 3 . Mechanisms exist to govern the
Ps-04 Personnel Termination [include a of [ defined Equal Personnel Termination | HRS-09 oms & 10 Low
! ! on ofl ! ! termination of individual employment.
information security topicslid. Retrieve all security-related
organizational system-related property; ande. Retain access to
organizational information and systems formerly controlled by
inated individual
a. Notify terminated individuals of applicable, legally binding Mechanisms exist to govern former
) ) employee behavior by formally
Personnel Termination [ a for the p of Post-Employment | oo [ e e o ens of
PS-04(01) | P andb. Require terminated Functional Equal Requirements notifying terminated individuals of 10 Not Selected
y rems 09.3 |their applicable, legally binding post-
tosignan of p Notification
, di o employment requirements for the
q as part of the process. N e
of sensitive/regulated data.
Use [Assi ion-defined Automated mechanisms exist to notify
- ; ) Automated "
Personnel Termination |to [Selection (one or more): notify [ HRS-  |Identity and Access Management )
PS-04(02) ° ' " ! Equal Employment Status 10 High
| Automated Actions |defined personnel or roles] of individual termination actions; e 09.4 | (1AM) personnel or roles upon
disable access to system termination of an individual
a. Review and confirm ongoing operational need for current Mechanisms exist to adjust logical and
logical and physical access authorizations to systems and physical access authorizations to
facilities when individuals are or transferred to other Technology Assets, Applications
positions within the organization;b. Initiate [Assignment: and/or Services (TAAS) and facilities
i defined transfer o actions] within i
PS-05 Personnel Transfer ! ranster orreas ] withi Functional Equal Personnel Transfer | HRs-0g |UPOM Personnel reassignment or 10 Low
[Assignment: organization-defined time period following the transfer, in a timely manner.
formal transfer action];c. Modify access authorization as needed
to correspond with any changes in operational need due to
reassignment or transfer; andd. Notify [Assignment: organization
defined personnel or roles] within i
a. Develop and access for
systems;b. Review and update the access agreements Mechanisms exist to require Non-
[Assi on-defined andc. Verify that Disclosure Agreements (NDAs) or
individuals requiring access to organizational information and Confidentiali HRS- |similar confidentiality agreements that
PS-06 Access Agreements |0 duals reauiring acce gant inform ! Functional | Intersects With ty 1y ag 5 Low
systems: 1. Sign appropriate access agreements prior to being Agreements 06.1 |reflect the needs to protect data and
granted access; and2. Re-sign access agreements to maintain operational details, or both employees
access to organizational systems when access agreements have and third-parties.
been updated or -defined frequencyl.
a. Develop and access for organi
systems;b. Review and update the access agreements
[Assi on-defined andc. Verify that Mechanisms exist to require internal
individuals requiring access to organizational information and and third-party users to sign
PS-06 Access Agreements |0 duals reauiring acce gant inform ! Functional | Intersects With | Access Agreements | HRS-06 d-party - 5 Low
systems: 1. Sign appropriate access agreements prior to being appropriate access agreements prior
granted access; and2. Re-sign access agreements to maintain to being granted access.
access to organizational systems when access agreements have
been updated or -defined freauencyl.
PS-06(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Verify that access to classified information requiring special Mechanisms exist to require Non-
Access Agreements | |protection is granted only to individuals who:a. Have a valid Disclosure Agreements (NDAs) or
Classified Information | access authorization that is demonstrated by assigned official Confidentiali HRS- |similar confidentiality agreements that
PS-06(02) e ° atl ' rated by assig Functional | Intersects With y 1y ag 5 Not Selected
Requiring Special | government duties;b. Satisfy associated personnel security Agreements 06.1 |reflect the needs to protect data and
Protection criteria; andc. Have read, understood, and signed a operational details, or both employees
i ent. and third-parties.
Verify that access to classified information requiring special
Access Agreements | |protection is granted only to individuals who:a. Have a valid Mechanisms exist to require internal
Classified ion |access authorization thatis by assigned official and third-party users to sign
PS-06(02) o ) ¢ ) ° Y assie Functional | Intersects With | Access Agreements | HRS-06 -party © 5 Not Selected
Requiring Special  |government duties;b. Satisfy associated personnel security appropriate access agreements prior
Protection criteria; andc. Have read, understood, and signed a to being granted access.
If ient.
a. Notify individuals of applicable, legally binding post- Mechanisms exist to notify individuals
Access Ag | i for protection of organi PostEmployment | . |of their applicable, legally-binding
PS-06(03) P andb. Require individuals to sign an Functional Equal Requirements 06y |PoStemployment requirements for 10 Not Selected
q of these requi if applicable, as part of Awareness "% |the protection of sensitive/regulated
granting initial access to covered information. data.
a. Establish personnel security requirements, including security
roles and responsibilities for external providers;b. Require
external providers to comply with personnel security policies
andp by the organi Document
) Y Mechanisms exist to govern third-party
personnel security requirements;d. Require external providers to ) o pa
External Personnel  |P°"* ° " ) Third-Party Personnel personnel by reviewing and monitoring
Ps-07 y notify [Assignment: organization-defined personnel or roles]of | Functional Equal HRs-10 [P° , 10 Low
Security e Security third-party cybersecurity and data
any personnel transfers or terminations of external personnel 3 o
S protection roles and responsibilities.
who possess organizational credentials and/or badges, or who
have system privileges within [Assignment: organization-defined
time period]; ande. Monitor provider compliance with personnel
security
a. Employ a formal sanctions process for individuals failing to
comply with established information security and privacy
i iy v and privacy Mechanisms exist to sanction
policies and p ; andb. Notify [ € '
§ " § personnel failing to comply with
Ps-08 Personnel Sanctions |defined personnel or roles] within [ Functiona Equal Personnel Sanctions | HRS-07 " © com 10 Low
inedp established security policies,
defined time period] when a formal employee sanctions process o
is initiated, identifying the individual sanctioned and the reason s
for the sanction.
Mechanisms exist to define
) [ incorporate security and privacy roles and responsibi ) Defined Roles & ! )
PS-09 Position Descriptions " ’ : Functional Equal ©¢ HRS-03 |cybersecurity roles & responsibilities 10 Low
organizational position descriptions. Responsibilities
for all personnel
(clole]
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Control Desci Relationshi Baseline
a. Develop, and disseminate to |
orgarization-defined personnel o oles}:1. [Selection (one or
more): Organization-level; o level;
atom-level] Lot ) g and
transparency policy that:a. Addresses purpose, scope, roles,
ibilitie among
entities, and andb. Is ith
applicable laws, executive orders, directives, regulations,
policies, standards, and guidelines; and2. to
facilitate the of the Publishing Mechanisms exist to establish,
PT-01 Policy and Procedures P B and transp: policy and the Functional | Intersects With | CYPersecurity &Data | o o) |maintain and disseminate 5 Not Selected
p gand Protection cybersecurity and data protection
. Designate an | Documentation policies, standards and procedures.
organization-defined offcial] to manage the development,
and dissemination of the i
ing and transparency policy and
procedures; ande. Review and update the current personally
processing and transparency:1. Policy
[Assi on-defined and following
[Assignment: organization-defined events]; and2. Procedures
[Assi on-defined and following
i defined events].
a. Develop, and disseminate to | Mechanisms exist to review the
orgenizaton-defined personneLor rolss]1.[Seection (oneor cybersecurity and data protection
more): Organi i P level; program, including policies, standards
ystem-level] identifiable i ion processing and and procedures, at planned intervals
transparency policy that:a. Addresses purpose, scope, roles, or i significant changes ocour to
ibilti i ination among ensure their continuing suitability,
entities, and andb. Is ith adequacy and effectiveness.
applicable laws, executive orders, directives, regulations,
policies, standards, and guidelines; and2. to
facilitate the of the Periodic Review &
PT-01 Policy and Procedures P g and transp polioy and the Functional | Intersects With Update of GOV-03 5 Not Selected
o gand Cybersecurity & Data
. Designate an | Protection Program
organization-defined offcial]to manage the development,
and dissemination of the i
processing and transparency policy and
procedures; ande. Review and update the current personally
processing and transparency:1. Policy
[Assi on-defined and following
[Assignments organization-efined evens];anc. rocediures
[ d and following
i defined events].
a. Develop, and disseminate to | Mechanisms exist to facilitate the
orgenizaton-defined personneLor rolss]1.[Seection (oneor implementation and operation of data
more): Organi i P level; privacy controls.
etom-level] Lot ) g and
transparency policy that:a. Addresses purpose, scope, roles,
ibilitie among
entities, and andb. Is ith
applicable laws, executive orders, directives, regulations,
policies, standards, and guidelines; and2. to
facilitate the of the
PT-01 Policy and Procedures P B and transp: policy and the and Functional SubsetOf | Data Privacy Program | PRI-01 10 Not Selected
. Designate an |
organization-defined offcial] to manage the development,
and dissemination of the i
ing and transparency policy and
procedures; ande. Review and update the current personally
processing and transparency:1. Policy
[Assi on-defined and following
[Assignments organization-fined events];anc. rocediures
[ d and following
i defined P\/Pn(ﬂ
a. Develop, and di to[ Mechanisms exist to facilitate the
orgarization-defined persornel o oles}:1. Selection (one or implementation of industry-
more): Organization-level; P level; recognized cybersecurity and data
y level] identifi i i ing and protection practices in the
transparency policy that:a. Addresses purpose, scope, roles, specification, design, development,
among implementation and modification of
entities, and andb. Is ith Technology Assets, Applications
applicable laws, executive orders, directives, regulations, and/or Services (TAAS).
policies, standards, and guidelines; and2. to
facilitate the of the
PT-01 Policy and Procedures P B and transp: policy and the Functional Subset Of Secure Engineering | o, 9 10 Not Selected
o gand Principles
. Designate an |
organization-defined offcial] to manage the development,
and dissemination of the i
ing and transparency policy and
procedures; ande. Review and update the current personally
processing and transparency:1. Policy
[Assi on-defined and following
[Assignment: organization-defined events]; and2. Procedures
[Assi on-defined and following
i defined events].
a. Determine and the [ Mechanisms exist to determine and
e e e e I et
PT-02 Personally Identifiable |1 "< ! ! on: aNdD- | £ inctional | Intersects With | Use, Maintain & Share | PRI-04.1|P®" » use, 5 Not Selected
y Restrict the [ defined p ] of maintenance and sharing of Personal
Information s Enmen : oo Personal Data "
personally identifiable information to only that which is Data (PD), either generally orin
authorized. support of a specific program or
Mechanisms exist to address the use
of Personal Data (PD) for internal
a. Determine and the [ testing, training and research that:
defined authority] that perm\ts(he [A55|gnment organization- Internal Use of (1) Takes measures to limit or
AuthoritytoProcess | g of formation; andb. Personal Data For minimize the amount of PD used for
PT-02 Personally Identifiable entiar ° Functional | Intersects With reonatbat PRI-05.1 5 Not Selected
Information Restrict the [ defined p g] of Testing, Training and internal testing, training and research
personally identifiable information to only that which is Research purposes; and
authorized. (2) Authorizes the use of PD when
such information is required for
internal testing. training and research.
a. Determine and the Mechanisms exist to restrict the use of
Authorityto Process |defined authorty] that permits the [Assignment: organization- Usage Restrictions of Personal Data (PD) to only the
PT-02 y Identi defined of information; andb. |  Functional | Intersects With | Sensitive Personal ~ | PRI-05.4 |authorized purpose(s) consistent with 5 Not Selected
Information |Restrict the [Assi on-defined processing] of Data applicable laws, regulations and in
identifiable information to ony that which is data privacy notices.
a. Determine and the [ Mechanisms exist to collect Personal
Authortytoprocess |CEPECEEIOTE i:LmJiﬁ"f.ﬁﬁ.f:ﬁ::fsrrffa"fn','i"ndb. Restict Collaction o s mtns ooy
PT-02 Personally Identifiable | 1° "< ! ! ° Functional | Intersects With : pRI-0a |'9" ! " 5 Not Selected
e o |Restrictthe defined p of Identified Purpose and includes protections against
personally identifiable information to only that which is collecting PD from minors without
authorized. aporopriate parental. o legal
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AUROTOPIOGOSS [\ e o Mechanisms exist to utilize data tags
i . = DCH- |to automate tracking of
PT-02(01) V! authorized p Jtol i defined Functiona Equal Data Tags e s 10 Not Selected
Information | Data to[Assignm: ! 222 |sensitive/regulated data across the
elements of personally identifiable information]. )
Tagging information lfecycle.
Automated mechanisms exist to
Authority to Process adjust data that s able to be
Perscnaltty dentifiable | 2"2E° of the i of Automated Data Ju ted, created, used
PT-02(02) v identifiable i using [Assi ization-defined Intersects With Management PRI-02.2 | °O!lected: ereated, used, 5 Not Selected
mformation| | S0 el o disseminated, maintained, retained
Automation - and/or disclosed, based on updated
data subiect ization(s).
a. Identify and the [Assi ganization-defined Mechanisms exist to address the use
purpose(s)] for of Personal Data (PD) for internal
Describe the purpose(s) in the public privacy notices and testing, training and research that:
personaly dentiable | P2/ O the Restrict the [ Internal Use of (1) Takes measures to limit or
ization-defined processing] of | Personal Data For inimi
PT-03 Information ' : ) Intersects With reonatbat PRI-0s.1 | Minimize the amount of PD used for 5 Not Selected
prosessing Purposes |MTMationto anly that which is compatible with the identiied Testing, Training and internaltesting, training and research
purpose(s); andd. Monitor changes in processing personally Research purposes; and
fable i ion andi [Assi (2) Authorizes the use of PD when
organization-defined mechanisms] to ensure that any changes such information is required for
are made in accordai with i defined internal testing. training and research.
a. Identify and the| i defined Mechanisms exist to identify and
purpose(s)] for i i the purpose(s) for which
Describe the purpose(s) in the public privacy notices and Personal Data (PD) is collected, used,
personally dentiable [PV 1 the Restrict the [ maintained and shared in its data
i defined pi ing] of y . o " i 3
PT-03 Information N v Ssin onaty Functional | Intersects With | Purpose Specification | PRI-02.1 |PTVacy notices. 5 Not Selected
! information to only that which is compatible with the identified
Processing Purposes ' " !
purpose(s); andd. Monitor changes in processing personally
puTposeS e sel
organization-defined mechanisms] to ensure that any changes
are madein with [Assis ization-defined
Personally Identifiable | Attach data tags containing the following purposes to
v ider ‘ £ containing tho fol etemge:[s o Mechanisms exist to issue data
PT-03(01) N o ‘ f ) Functional | Intersects With Data Tagging PRI-11 | modeling guidelines to support tagging 5 Not Selected
rocessing Purposes [ defined "
of sensitive/regulated data.
Data Tagging processing purposes]. 8
Personally Identifiable | Attach data tags containing the following purposes to Mechanisms exist to utilize data tags
i i ization-defined elements of DCH-  [to automate tracking of
PT-03(01) " 8 Functional | Intersects With Data Tags © racking 5 Not Selected
Processing Purposes | [ defined 222 |sensitive/regulated data across the
Data Tagging processing purposes]. information lifecycle.
y Identi Track processing purposes of Automated mechanisms exist to
PT-03(02) using [Assi ization-defined Intersects With Automation PRI-10.1 [support the evaluation of data quality 5 Not Selected
Processing Purposes | i across the information lifecycle.
Automated mechanisms exist to
Personally Identifiable adjust data that s able to be
lmc:’maﬁon Track p ing purposes of Automated Data Ju e
PT-03(02) ° using [Assi ization-defined Intersects With Management PRI-02.2 | CO!lected: created, used, 5 Not Selected
Processing Purposes | mechanisms]. Processes disseminated, maintained, retained
Automation - and/or disclosed, based on updated
data subiect ization(s).
Mechanisms exist to authorize the
processing of their Personal Data (PD)
[Assi & defined tools or prior to its collection that:
fori to consent to the of their i
PT-04 Consent ne]or name SOmSE e ° Functional Equal Choice & Consent | PRI-oa | (1) Uses plainlanguage and provide 10 Not Selected
personally identifiable information prior to ts collection that examples to ilustrate the potential
facilitate individuals’ informed decision-making. data privacy risks of the authorization;
and
(2) Provides a means for users to
provide [Assi e smslto Mechanisms exist to allow data
Consent| Tailored ! i
PT-04(01) ! allow indivi to tailor to selected Functional Equal Tailored Consent | PRI-03,1 | SUPIects to modify the use 10 Not Selected
Consent Cemonts of ° ) permissions to selected attributes of
. their Personal Data (PD).
Mechanisms exist to present
authorizations to process Personal
Present [Assignment: organization-defined consent Data (PD) in conjunction with the data
i toi at i action, when:
Consent | Just-in-time ‘ Just-In-Time Notice & iginal ci
PT-04(02) ! defined frequency] and in conjunction with [ Intersects With pRI-03.2 | (1) The original circumstances under 5 Not Selected
Consent reduencyla e Updated Consent which an individual gave consent have
processing]. changed; or )
(2) A significant amount of time has
passed since an individual gave
consent.
[Assi ganization-defined tools or Mechanisms exist to allow data
PT-04(03) Consent| fori to revoke consent to the processing | Functional Equal Revoke Consent | PRI-03.4 |subjects to revoke consent o the 10 Not Selected
of their identifiable information. of their Personal Data (PD).
Mechanisms exist to:
(1) Make data privacy notice(s)
available to individuals upon first
interacting with an organization and
subsequently as necessary;
Provide notice to1 aboutthe ingof (2) Ensure that data privacy notices
identifiable information that:a. Is available to individuals upon are clear and easy-to-understand,
frati with an and a expressing information about Personal
e S, s cloar and Data (PD) processing in plain language
; L ion about that meets all legal obligations;
PT-0 Privacy Notice v i Functional | Intersects With | Data Privacy Notice | PRI-02 | (3) Define the scope of PD processing 5 Not Selected
Identifies the authority that authorizes the processing of activities, including the geographic
personally identifiable information;d. Identifies the purposes for locations and third-party recipients
which personally identifiable information is to be processed; that process the PD within the scope
e, Inetucdos [Ass: e ) of the data privacy notice;
; (4) Content of the privacy notice is
periodically reviewed and updates
made as necessary; and
(5) Retain prior versions of the privacy
notice, in accordance with data
cotentinn
Mechanisms exist to present
authorizations to process Personal
present notice of Data (PD) in conjunction with the data
Privacy Notice | Justn ©2 "81Viduals ata time and location where the individual Justin-Time Notice & af"::’ when: i . ’
PT-05(01) Y g provides identifiable i fon or in i Intersects With PRI-03.2 | (1) The original circumstances under 5 Not Selected
time Notice " ! " Updated Consent which an individual gave consent have
with a data action, or [Assignment: organization-defined .
frequency]. changad; or )
(2) A significant amount of time has
passed since an individual gave
consent.
(clole]
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Mechanisms exist to provide
additional formal notice to individuals
from whom the information is being
collected that includes:
(1) Notice of the authority of
organizations to collect Personal Data
Include Privacy Act statements on forms that collect information (PD);
- Privacy Notice | rivacy that will be maintained ina Privacy Act system ofrecords,or Functional Caual | Prvacy Act tatements| pri-01.2 | 2 Whether roviding PD s N Not Selectad
ActStatements | provide Privacy Act statements on separate forms that can be mandatory or optional;
retained by individuals. (3) The principal purpose or purposes
for which the PD is to be used;
(4) The intended disclosures o routine
uses of the information; and
(5) The consequences of not providing
all or some portion of the information
For systems that process information that will be maintained in a
Privacy Act system of records:a. Draft system of records notices
in accordance with OMB guidance and submit new and Mechanisms exist to draft, publish and
o106 System of Records | sgnificantly modified system of records notices tothe OMBand | Cauat System of Records | o . |keep System of Records Notices 0 Not Seloctad
Notice appropriate congressional committees for advance reviewsb. Notice (SORN) (SORN) updated in accordance with
Publish system of records notices in the Federal Register; ando. regulatory guidance.
Keep system of records notices accurate, up-to-date, and
scoped in with policy.
Mechanisms exist to review all routine
Review all routine uses published in the system of records notice uses of data published in the System
Syotemof Recorgs | ASS ganization-defined frequency] to ensure System of Records of Records Notices (SORN) to ensure
PT-06(01) Nowos | Fauting vags.|£OTinUed aceuracy, and o ensure that routine uses continue o | Functional Equal Notice (SORN) Review | PRI-02.5 | continued acouracy and to ensure that| 10 Not Selected
be compatible with the purpose for which the information was Process routine uses continue to be
collected. compatible with the purpose for which
the i ion was collected.
Review all Privacy Act exemptions claimed for the system of Mechanisms exist to review all Privacy
System of Records | records at[Assi ion-defined to prvacy Aot Act exemptions claimed for the
PT-06(02) Notice | Exemption | ensure they remain appropriate and yin Functional Equal oo PRI-02.6 | System of Records Notices (SORN) to 10 Not Selected
Rules with law, that they have been promulgated as regulations, and ensure they remain appropriate and
that they are described in the system of records accurate.
Mechanisms exist to restrict the use of
Specific Categories of o Usage Restrictions of Personal Data (PD) to only the
PT-07 Personally Identifiable | PP 1SS , nec process ‘ Functional | Intersects With | Sensitive Personal | PRI-05.4 |authorized purpose(s) consistent with 5 Not Selected
d for specific categories of personally identifiable information. ‘ ° )
Information Data applicable laws, regulations and in
data brivacy notices.
) Mechanisms exist to define and
Specific Categories of o ! ‘
PT-07 personally Identifiable | "PPY S , ined process ‘ Functional | Intersects With PersonalData | g g o |implement data handiingand 5 Not Selected
e e 112 lfor specific categories of personally dentifiable information. Categories protection requirements for specific
of sensitive Personal Data
When a system processes Social Security numbers:a. Eliminate
unnecessary collection, maintenance, and use of Social Security
numbers, and explore alternatives to their se as a personal )
) e arives ° : Mechanisms exist to define and
Specific Categoriesof | dentifer. Do not deny any ndividual any rght, benefi, or ot aata hamdling ane
PT-07(01) Personally dentifiable | privilege provided by law because of such indviduaU's refusalto | ¢\ yonat | ntersects With PersonalData | o o | protection requirements for specific 5 Not Selected
Information | Social | disclose his or her Social Security number; andc. Inform any Categories ) "
: - ) " ! 3 3 categories of sensitive Personal Data
Security Numbers  |individual who is asked to disclose his or her Social Security i,
number whether that disclosure is mandatory or voluntary, by
what statutory or other authority such number is solicited, and
what uses will be made of it
Specific Categories of | Prohibit the processing of information describing how any Mechanisms exist to define and
Personally Identifiable |individual exercises rights guaranteed by the First Amendment PorsonalData implement data handling and
PT-07(02) Information |First | unless expressly authorized by statute or by the individual or Functional | Intersects With Categorios PRI-05.7 | protection requirements for specific 5 Not Selected
Amendment | unless pertinent to and within the scope of an authorized law categories of sensitive Personal Data
i activity. (PD).
When a system or organization processes information for the Mechanisms exist to publish
purpose of conducting a matching program:a. Obtain approval Computer Matching Agreements
from the Data Integrity Board to conduct the matching (CMA) on the public website of the
program;b. Develop and enter into a computer matching ) organization.
PT-08 Computer Matching | o ment;c. Publish a matching notice in the Federal Functional | Intersects With | COMPUterMatehing | oo, ) 5 ¢ 5 Not Selected
Requirements " Agreements (CMA)
Register;d. Independently verify the information produced by the
matching program before taking adverse action against an
individual, if required; ande. Provide individuals with notice and
an opportunity to contest the findings before taking adverse
a. Develop, and disseminate to [Assig Mechanisms exist to review the
organization-defined personnel or roles]: . [Selection (one or cybersecurity and data protection
more): Organization-level; Missi iness p level; program, including policies, standards
ystem-level] risk policy that:a. and procedures, at planned intervals
purpose, scope, roles, responsibilities, management or if significant changes occur to
i ination among organizational entities, and ensure their continuing suitability,
andb. Is consis ith laws, executive adequacy and effectiveness.
orders, directives, regulations, policies, standards, and Periodic Review &
RA-01 Policy and Procedures | B1491165; and2: Procedures to facilitate the imy o | Functional | Intersects With Update of GOV-03 5 Low
the risk assessment policy and the associated risk assessment Cybersecurity & Data
Is;b. Designate an [Assi ion-defined Protection Program
official] to manage the development, documentation, and
of the risk policy and p
andc. Review and update the current risk assessment:1. Policy
[Assi ion-defined and following
[Assignment: organization-defined events]; and2. Procedures
[Assi on-defined and following
i defined eventsl.
a. Develop, and disseminate to|
organization-defined personnel or roles]: . [Selection (one or
more): Organization-level; Missi iness p lovel;
ystem-level] risk policy that:a.
purpose, scope, roles, responsibilities, management
i ination among organizational entities, and
andb. Is consis ith laws, executive
orders, directives, regulations, policies, standards, and Mechanisms exist to facilitate the
RA-01 Policy and Procedures |5 ° and2. dures to facilitate the im, °f | Functional Subset Of Risk RSK-01 " of strategie, 10 Low
the risk assessment policy and the associated risk assessment Program operational and tactical risk
Is;b. Designate an [Assi ion-defined management controls.
official] to manage the development, documentation, and
of the risk policy and p
andc. Review and update the current risk assessment:1. Policy
[Assi on-defined and following
[Assignment: organization-defined events]; and2. Procedures
[Assi on-defined and following
i defined eventsl.
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a. Develop, and tol
organization-defined personnel or roles]: . [Selection (one or
more): Organization-level; Missis iness p level;
level] risk policy that:a.

purpose, scope, roles, responsibilities, management

i among onal entities, and

andb. Is consistent with laws, executive
orders, directives, regulations, policies, standards, and g exist to establish,
anor oty and Prosedures | 4i48ines; and2. Procedures tofacilitate the im o | cunctional | intersects witn | CYPSTSeCUit&Data | o o |maintain and disseminate s Low

the risk assessment policy and the associated risk assessment Protection cybersecurity and data protection

is;b. Designate an [Assi ization-defined Documentation policies, standards and procedures.
official] to manage the development, documentation, and

i of the risk policy and p ;
andc. Review and update the current isk assessment:1. Policy
[Assi ization-defined frequency] and following
[Assignment: organization-defined events]; and2. Procedures
[Assi ization-defined frequency] and following
I i i defined eventsl.

Mechanisms exist to categorize
Technology Assets, Applications,
Services and/or Data (TAASD) in
a. Categorize the system and information it processes, stores, with taws,
: regulations and contractual
and transmits;b. Document the security categorization results, ebligations that:
Security including supporting rationale, in the security plan for the ) Risk-Based Security : )
RA-02 Categorization | system; andc. Verify that the authorizing official or authorizing Functional Equal Categorization RSK-02 (1) Document the security 10 Low
o . ization results (including
official designated representative reviews and approves the ;
security categorization decision. supporting rationale) in the security
plan for systems; and
(2) Ensure the security categorization
decision s reviewed and approved by
the asset owner.
Security Mechanisms exist to prioritize the
RA-02(01) Categorization| | Conduct an impact-level prioritization of organi SYSEMS | Enctional Equal Impact-Level oo, o, 4|impact levelfor Technology Assets, 10 Not Selected
Impact-level | to obtain additional granularity on system impact levels. Prioritization Applications and/or Services (TAAS) to
Priorif i prevent potential disruptions.
- Conduct a risk assessment, inoluding: 1. Identifying threats to Mechanisms exist to regularly review
and vulnerabilities in the system;2. Determining the lielihood Technology Assets, Applications
and magnitude of harm from unauthorized access, use, and/or Services (TAAS) for adherence
, disruption, modi or of the to the organization's cybersecurity and
system, the information it processes, stores, or transmits, and data protection policies and
any related information; and3. Determining the likelihood and standards.
impact of adverse effects on individuals arising from the
processing of i Integrate risk
ent results and ik mar decisions from the Functional Roviow Of
RA-03 Risk Assessment | C'82nization and mission or business process perspectives with | ¢ o no | ntersects With | Cybersecurity & Data | CPL-03.2 5 Low
system-level risk assessments;c. Document risk assessment )
) ) y _ 5 Protection Controls
results in [Selection (one): security and privacy plans; risk
report; [Assi gani defi
Review risk results
defined frequency:e. Disseminate risk
results to [Assignment: organization-defined personnel or roles;
and. Update the risk assessment [Assignment: organization-
defined frequency] or when there are significant changes to the
system, its environment of operation, or other conditions that
mav impact the securitv or orivacv state of the svstem.
a. Conduct a risk assessment, including: 1. Identifying threats to Mechanisms exist to conduct recurring,
and vulnerabilities in the system;2. Determining the liketihood assessments of risk that includes the
and magnitude of harm from unauthorized access, use, likelihood and magnitude of harm,

i , disruption, modification, or fon of the from unauthorized access, use,
system, the information it processes, stores, of transmits, and disclosure, disruption, modification or
any related information; and3. Determining the likelihood and destruction of the organization's
impact of adverse effects on individuals arising from the Technology Assets, Applications,
processing of identifiable on;b. Integrate risk Services and/or Data (TAASD).

results and risk decisions from the
RA-03 Risk Assessment °'gamza|"°"i;i mission or bus'"enss ﬁ:cif;:s's”ec"ves WIth | Einctional | IntersectsWith |  Risk Assessment | RSK-04 5 Low
y
results in [Selection (one): security and privacy plans; risk
report; [ i defined
Review risk results [
defined Disseminate risk
results to [Assignment: organization-defined personnel or roles;
andf. Update the risk assessment [Assignment: organization-
defined frequency] or when there are significant changes to the
system, its environment of operation, or other conditions that
mav imnact the securitv or orivacv state of the svstem_
a. Assess supply chain risks associated with [Assignment: Mechanisms exist to periodically
organization-defined systems, system components, and system assess supply chain risks associated
Risk Assessment|  [services]; andb. Update the supply chain risk assessment Supply Chain Risk with Technology Assets, Applications
RA-03(01) Supply Chain Risk | [Assi ization-defined frequency], when thereare |  Functional Equal " |RsK-09.1 andor Services (TAAS). 10 Low
Assessment | significant changes to the relevant supply chain, or when
changes to the system, environments of operation, or other
conditions may a change in the supply chain.
Risk Assessment |Use
RA-03(02) of All-source  |Use all-source intelligence to assist in the analysis of risk. Functional | notrelated to N/A N/A | No applicable SCF control o Not Selected
Risk Assessment | ) ) )
Determine the current cyber threat environment on an ongoing ) .
RA-03(03) Dynamic Threat " . ) Functional | not related to N/A N/A | No applicable SCF control o Not Selected
basis using [Assignment: organization-defined means].
Awareness
Employ the following advanced automation and analytics
Risk Assessment | | capabilities to predict and identify risks to [Assignment:
RA-03(04) Predictive Cyber | organization-defined systems or system components]: Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Analytics [Assi ization-defined advanced ion and
analytics capabilitiesl.
RA-04 Withdrawn Functional | not related to N/A N/A N/A o Withdrawn
a Monitor and scan for vulnerabilities in the system and hosted
ications [Assi defined frequency
and/or randomly in accordance with organization-defined
process] and when new vulnerabilites potentially affecting the
system are identified and reported;b. Employ vulnerability
monitoring tools and that facilitate
among tools and automate parts of the vulnerability
’ process by using standards for:1. Enu Mechanisms exist to detect
Vulnerability |platforms, software flaws, and improper configurations;2. e omerrors
RA-05 Monitoringand | Formatting checkists and test pi ; and3. Measuring Intersects With canning | VPM-06 ! °0 ) 5 Low
b " S by routine vulnerability scanning of
Scanning vulnerability impact;c. Analyze vulnerability scan reports and -
- Analyze vl an repor systems and applications.
results from vulnerability monitoring;d. Remediate legitimate
iliti i defined response
times]in with an organizati of
tiskie. Share information obtained from the vulnerability
monitoring process and control assessments with [Assignment:
organization-defined personnel or roles] to help eliminate similar
Vulnerabilities in other systems; andf. Employ vulnerability
monitoring tools that include the cababilitv to readilv undate the.
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Control Desci

Relationsh

a. Monitor and scan for vulnerabilities in the system and hosted
[Assi on-defined frequency
and/or randomly in accordance with organization-defined
process] and when new vulnerabilities potentially affecting the
system are identified and reported;b. Employ vulnerability
monitoring tools and that facilitate i i
among tools and automate parts of the vulnerability
process by using standards for:1.
Vulnerabili latforms, software flaws, and improper configurations;2. ——
ility platfor ) Improps gurati ) ) | VPM- |Mechanisms exist to update
RA-05 Monitoringand | Formatting checklists and test procedures; and3. Measuring Functional | Intersects With |Update Tool Capability " ) 5 Low
! ne of os 06.1  |vulnerability scanning tools.
Scanning vulnerability impact;c. Analyze vulnerability scan reports and
results from vulnerability monitoring;d. Remediate legitimate
ilities [Assij g defined response
times]in with an organi of
tiskie. Share information obtained from the vulnerability
monitoring process and control assessments with [Assignment:
organization-defined personnel or roles] to help eliminate similar
vulnerabilities in other systems; and. Employ vulnerability
monitorine tools that include the capabilitv to readilv undate the
RA-05(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Vulnerability | Update the system vulnerabilties to be scanned [Selection (one
Monitoringand  |or more): [Assi ization-defined frequency; prior to ) ) | VPM- [Mechanisms exist to update
RA-05(02) ftoring r more) tior red fre pri Functional | Intersects With |Update Tool Capability " o up 5 Low
Scanning | Update  |a new scan; when new vulnerabilities are identified and 06.1  |vulnerability scanning tools.
Vulnerabilities to Be _|reported].
Mechanisms exist to identify the
Vulnerability v
ners breadth and depth of coverage for
Monitoring and ) . ) ) Breadth/Depthof | VPM- " ‘
RA-05(03) Define the breadth and depth of vulnerability scanning coverage.|  Functional Equal vulnerability scanning that define the 10 Not Selected
Scanning| Breadth and Coverage 06.2
system components scanned and
Depth of Coverage "
types of vulnerabilities that are
Vulnerability Mechanisms exist to define what
Monitoring and Acceptable i i
& Determine information about the system that is discoverable ) ocep vpy.  |nformationis allowed to be
RA-05(04) Scanning | i " ° Functional Equal DI by adversaries and take 10 High
° and take [Assignment: organization-defined corrective actions]. 06.8 ° °
Discoverable T ive actions to non-
i svstems.
Vulnerability - ) Mechanisms exist to implement
ners Implement privileged access authorization to [Assignment: o em
Monitoring and mentprivie ¢ » VPM- [ privileged access authorization for
RA-05(05) " defined system forl Equal Privileged Access . ! 10 Moderate
Scanning | Privileged ! - 06.3 [selected vulnerability scanning
organization-defined vulnerability scanning activities]. -
Access activities
Vulnerability ‘Automated mechanisms exist to
Monitoringand | Compare the results of multiple vulnerability scans usin; VPM-  |compare the results of vulnerabilit
RA-05(06) 8 A multip ility ng Functional Equal Trend Analysis pare the r vulnerability 10 Not Selected
Scanning| [ defined 06.4 |scans over time to determine trends in
Trend Analyses system vulnerabilites.
RA-05(07) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Vulnerability | Review historic audit logs to determine if a vulnerability Mechanisms exist to review historical
Monitoringand |identified in a [Assignment: organization-defined system] has Review Historical | VPM- |event logs to determine if identified
RA-05(08) toring an ! [Assignm rganizati ystem] Functional Equal Vi i ventlogs | rmine ifident! 10 Not Selected
Scanning | Review | been previously exploited within an [Assignment: organization- event logs 065 |vulnerabilities have been previously
Historic Audit Logs _|defined time period]. exploited
RA-05(09) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
. Automated mechanisms exist to
Vulnerability ) !
ners Correlate the output from vulnerability scanning tools to ) correlate the output from vulnerability
Monitoring and ) Correlate Scanning | VPM- ¢
RA-05(10) N determine the presence of multi-vulnerability and multi-hop Functional Equal N scanning tools to determine the 10 Not Selected
Scanning | Correlate Information 06.9
! " | attack vectors. presence of multi-vulnerability/multi-
Scanning Information
hop attack vectors.
Mechanisms exist to establish a
Vulnerability Disclosure Program
Vulnerabili istwi
ot ! 'yd Establish a public reporting channel for receiving reports of Vulnerability S/DPI' to ass‘f‘ W;h (hetsecure ’
onitoring an
RA-05(11) trNEaNd 1\ nerabilities in organizational systems and system Functional Equal Disclosure Program | THR-06 [S°"2 0PMent and maintenance o 10 Low
Scanning | Public Technology Assets, Applications
° components. (VDP) ’
Disclosure Program and/or Services (TAAS) that receives
unsolicited input from the public
about tios in i
Employ a technical surveillance countermeasures survey at
Technical [Assi ization-defined locations] [Selection (one or Technical Surveillance Mechanisms exist to uilize a technical
i i
RA-06 Countermeasures | more): [Assi ion-defined ; when the Equal c VPM-08 10 Not Selected
urveillance countermeasures survey.
Survey following events or indicators occur: [Assignment: organization- Security 4
defined events or i
Mechanisms exist to respond to
Respond to findings from security and privacy assessments, findings from cybersecurity and data
RA-07 RiskResponse | monitoring, and audits in with organ risk Equal Risk Response | RSK-06.1 [ protection assessments, incidents 10 Low
tolerance. and audits to ensure proper
has been performed.
Conduct privacy impact assessments for systems, programs, or Mechanisms exist to conduct a Data
other activities before:a. Developing or procuring information Protection Impact Assessment (DPIA)
that identifiable information; on Technology Assets, Applications
andb. Initiating a new collection of personally identifiable and/or Services (TAAS) that store,
privacy Impact that:1. Will be using information Data Protection process and/or transmit Personal
RA-08 Assesysm:ms and2. Includes identifiable i Equal Impact Assessment | RSK-10 | Data (PD) to identify and remediate 10 Not Selected
permitting the physical or virtual (online) contacting of a specific (OPIA) reasonably-expected risks.
individual, if identical questions have been posed to, or identical
reporting requirements imposed on, ten or more individuals,
other than agencies, instrumentalities, or employees of the
federal nment.
Mechanisms exist to identify, prioritize
Identify critical system components and functions by performing and assess suppliers and partners of
a criticality analysis for [Assignment: organization-defined Third-party Critcality critical Technology Assets,
RA-09 Criticality Analysis |systems, system components, or system services] at Functional Intersects With Assessments TPM-02 |Applications and/or Services (TAAS) 5 Moderate
[Assignment: organization-defined decision points in the system using a supply chain risk assessment
development life cycle]. process relative to their importance in
supporting the delivery of high-value
Mechanisms exist to require the
Identify critical system components and functions by performing developer of the Technology Asset,
a criticality analysis for [Assignment: organization-defined Toa. [Application and/or service (TAAS) to
RA-09 Criticality Analysis | systems, system components, or system services] at Functional | Intersects With | Criticality Analysis | " |perform a critcality analysis at 5 Moderate
[Assignment: organization-defined decision points in the system " |organization-defined decision points in
development life cycle]. the Secure Development Life Cycle
spLe).
Mechanisms exist to identify critical
Identify critical system components and functions by performin
iy criical s 3 ‘ y performing Cybersecurity & Data system components and functions by
a criticality analysis for [Assignment: organization-defined orotection performing a criticality analysis for
RA-09 Criticality Analysis |systems, system components, or system services] at Functional Intersects With Requirements PRM-05 |critical Technology Assets, 5 Moderate
[Assignment: organization-defined decision points in the system Semm” Applications and/or Services (TAAS) at
development life cycle]. pre-defined decision points in the
Secure D Life Cvele
a. Establish and maintain a cyber threat hunting capability Mechanisms exist to perform cyber
Search for indicators of compromise in organizational systems; threat hunting that uses Indicators of
RA-10 ThreatHunting  |and2. Detect, track, and disrupt threats that evade existing Functional Equal ThreatHunting | THR-07 | Compromise (1oC) to detect, track and 10 Not Selected
andb. Employ the threat hunting capability disrupt threats that evade existing
TAssi ion-defined freauencyl. security controls.
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a. Develop, and tol)
organizationdefined parsannel or fles]:1. [Seection (oneor
more): Org level; level:
System-lovel] systom and services acquisiton policy that:a.
Addresses purpose, scope, roles, responsibilities, management
among i entities, and
andb. Is consistent with laws, executive
orders, directives, regulations, policies, standards, and '
i - . g exist to establish,
and2. to facilitate the of N N . " "
€ > - ) | cybersecurity & Data maintain and disseminate
SA-01 Policy and Procedures | the system and services acquisition policy and the associated Functional | Intersects With > GOV-02 5 Low
> “ad i Protection cybersecurity and data protection
system and services acquisition controls;b. Designate an o
° 8 o Documentation policies, standards and procedures.
[Assignment: organization-defined official] to manage the
and dissemination of the system
and services acquisition policy and procedures; andc. Review
and update the current system and services acquisition:1 . Poicy
ion-defined and following
[Assngnment organization-defined everts} and2. Procedures
v d and following
i defined eventsl.
a. Develop, and disseminate to |
organization-defined parsonnl r rles:1. [Slection (one or
more): Organi lovel; level;
System-lovel] system and services acauisiton policy thatia.
Addresses purpose, scope, roles, responsibilties, management
among izational entities, and
andb. Is consi ith laws, executive '
s ; o Mechanisms exist to facilitate the
orders, directives, regulations, policies, standards, and ; ) )
’ 3 implementation of tailored
and2. tofacilitate the of Technology ovetomont and acauration
SA-01 Policy and Procedures | the system and services acquisition policy and the associated Functional Subset Of Development& | TDA-01 P d 10 Low
3 o } ) strategies, contract tools and
system and services acquisition controls;b. Designate an Acquisition
; >ae ! e procurement methods to meet unique
[Assignment: organization-defined official] to manage the °
" business needs.
and of the system
and services acquisition policy and procedures; andc. Review
and update the current system and services acauisition: . Policy
v ion-defined frequency] and following
[Assignment: organization-defined events]; and2. Procedures
v defined frequency] and following
I i i defined eventsl.
a. Develop, and disseminate to [ Mechanisms exist to review the
organizationdefined parsanne or fles]:1. [Seection (oneor cybersecurity and data protection
more): Org level; level program, including policies, standards
System-lovel] systom and services acquisiton policy that:a. and procedures, at planned intervals
Addresses purpose, scope, roles, responsibilities, management or if significant changes occur to
among ional entities, and ensure their continuing suitability,
andb. Is consistent with laws, executive adequacy and effectiveness.
orders, directives, regulations, policies, standards, and e
o € potee - Periodic Review &
and2. to facilitate the of Update of
SA-01 Policy and Procedures | the system and services acquisition policy and the associated Functional | Intersects With P GOV-03 5 Low
: - ) Cybersecurity & Data
system and services acquisition controls;b. Designate an 5
N 8 o Protection Program
[Assignment: organization-defined official] to manage the
and dissemination of the system
and services acquisition policy and procedures; andc. Review
and update the current system and services acquisition:1 . Policy
ion-defined and following
[Assngnment organization-defined everts} and2. Procedres
v d and following
i defined eventsl.
a. Develop, and disseminate to | Mechanisms exist to develop
organization-defined parsonnel or rles:1. [Slection (one or applications based on secure coding
more): Organi level; level; principles.
System-lovel] system and services acauisiton policy that:a.
Addresses purpose, scope, roles, responsibilties, management
among izational entities, and
andb. Is consi ith laws, executive
orders, directives, regulations, policies, standards, and
and2. tofacilitate the i of
SA-01 Policy and Procedures | the system and services acquisition policy and the associated Functional | IntersectsWith |  SecureCoding | TDA-06 5 Low
system and services acquisition controls;b. Designate an
[Assignment: organization-defined official] to manage the
and on of the system
and services acquisition policy and procedures; andc. Review
and update the current system and services acuisition: . Policy
v ion-defined frequency] and following
[Assignment: organization-defined events]; and2. Procedures
v defined frequency] and following
I i i defined eventsl.
a. Determine the high-level information security and privacy Mechanisms exist to identify and
requirements for the system or system service in mission and allocate resources for management,
business process planning;b. Determine, document, and operational, technical and data
Allocationof |allocate the resources required to protect the system or system Allocation of
SA-02 c ‘quired to protec yst v Functional Equal ! pRM-0g |Protection requirements within 10 Low
Resources service as part of the organizational capital planning and Resources business process planning for projects
investment control process; andc. Establish a discrete line item /initiatives.
for information security and privacy in organizational
and budgeting
a. Acquire, develop, and manage the system using [Assignment: Mechanisms exist to manage the
defined system life cycle] that usable lifecycles of Technology
incorporates information security and privacy considerations;b. Assets, Applications and/or Services
Define and document information security and privacy roles and .
System Development | o rmati ity and privacy | Technology Lifecycle (TAAS)
SA-03 ' the system life cyclesc. Intersects With SEA-07.1 5 Low
Life Cycle onsi " ) Management
Identify individuals having information security and privacy roles
and responsibilities; andd. Integrate the organizational
information security and privacy risk management process into
svstem life cvele activities.
a. Acquire, develop, and manage the system using [Assignment: Mechanisms exist to ensure changes
defined system life cycle] that to Technology Assets, Applications
incorporates information security and privacy considerations;b. and/or Services (TAAS) within the
Define and document information security and privacy roles and Secure Development Secure DevelopmentLife Cycle (SDLC)
System Development 3 3
SA-03 Life Cycle the system life cycle;c. Intersects With Life Cycle (SDLC) PRM-07 |are controlled through formal change 5 Low
4 Identify individuals having information security and privacy roles Management control procedures.
and responsibilities; andd. Integrate the organizational
information security and privacy risk management process into
svstem life cvele activities.
System Development Mechanisms exist to manage the
Life Cycle | Manage Protect system prep! Technology Lifecycle usable lifecycles of Technology
SA-03(01) ’ with risk the system life cycle for the Functional | Intersects With SEA-07.1 cles ) 5 Not Selected
Preproduction " Management Assets, Applications and/or Services
system, system component, or system service.
Environment TAAS).
Mechanisms exist to ensure changes
System Development to Technology Assets, Applications
:_/"e Cyele] M:"a " |Protect system prep Secure Development o Gl e p‘:h "
SA-03(01) 4 PN3EE | ith risk throughout the system development life cycle for the Functional | IntersectsWith |  Life Cycle (SDLC) | PRM-07 |2N9/0r Services ( within the 5 Not Selected
Preproduction " Secure Development Life Cycle (SDLC)
system, system component, or system service. Management
Environment are controlled through formal change
control procedures.
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System Development Mechanisms exist to maintain a
Life Cycle | Manage || otect system prep Secure D network to
SA-03(01) ! with risk the system life cycle for the Functional | Intersects With h TDA-07 5 Not Selected
Preproduction " Environments ensure a secure development
system, system component, or system service.
Environment environment.
a. Approve, document, and control the use of live data in
preproduction environments for the system, system component, Mechanisms exist to approve,
System Development |+ m service; andb. Protect preproduction environments fo document and control the use of ive
v rvice; andb. Protect preproduction envir 1 ) .
SA-03(02) Life Cycle | Use of Live | > prep! Functional Equal Useof LiveData | TDA-10 " 10 Not Selected
or Operationa Data | T1€ SYStem. system component, or system service at the same data in development and test
P impact or classification level as any live data in use within the environments.
preproduction environments.
System Development Mechanisms exist to manage the
oY P! Plan for and implement a technology refresh schedule for the ) | Technology Lifecycle g
SA-03(03) Life Cycle | Technology Functional | Intersects With SEA-07.1]|usable lifecycles of Technology 5 Not Selected
system throughout the system development lfe cycle. Management oles )
Refresh Assets. and/or Services
Mechanisms exist to ensure that
System Development |p, ¢\ 214 implement a technology refresh schedule for th Refresh from Trusted ftware and data needed for syst
an for and implement a technology refresh schedule for the efresh from Truste software and data needed for system
SA-03(03) Life Cycle | Technology P! il Functional | Intersects With SEA-08.1 " > e 5 Not Selected
o system throughout the system development lfe cycle. Sources component and service refreshes are
obtained from trusted sources.
Include the following requirements, descriptions, and criteria, Mechanisms exist to design, develop
explicitly or by reference, using [Selection (one or more): and produce Technology Assets,
standardized contract language; [Assignment: organization- Applications and/or Services (TAAS) in
defined contract languagel] in the acquisition contract for the such a way that risk-based technical
system, system component, or system service:a. Security and and functional specifications ensure
privacy functional requirements;b. Strength of mechanism Minimum Viable Product (MVP) criteria
requirements;c. Security and privacy assurance Minimum Viable establish an appropriate level of
sA-04 Acquisition Process | requirements;d. Controls needed to satisfy the security and Functional | Intersects With |Product (MVP) Security| TDA-02 |security and resiliency based on 5 Low
privacy requirements.e. Security and privacy documentation i tisks and threats.
requirements;{. Requirements for protecting security and
privacy documentation;g. Description of the system
i and envi inwhich the system
is intended to operate;h. Allocation of responsibility or
i of parties ible for i ion security,
brivacy. and supply chain risk andi.
Include the following requirements, descriptions, and criteria,
explicitly or by reference, using [Selection (one or more):
standardized contract language; [Assignment: organization-
defined contract language]] in the acquisition contract for the
system, system component, or system service:a. Security and
privacy functional req . Strength of
requirements;c. Security and privacy assurance Thirdpart Mechanisms exist to facilitate the
SA-04 Acquisition Process | requirements;d. Controls needed to satisfy the security and Functional | Intersects With Mo eme’:“ TPM-01 |implementation of third-party 5 Low
privacy requirements.e. Security and privacy documentation e management controls.
requirements;f. Requirements for protecting security and
privacy documentation;g. Description of the system
and envi inwhich the system
is intended to operate;h. Allocation of responsibility or
of parties ible for on security,
brivacy. and supply chain risk andi.
Include the following requirements, descriptions, and criteria,
explicitly or by reference, using [Selection (one or more):
standardized contract language; [Assignment: organization-
defined contract language]] in the acquisition contract for the
system, system component, or system service:a. Security and ’
ystem, syste per i i Mechanisms exist to facilitate the
privacy functional requirements;b. Strength of mechanism !
> implementation of tailored
requirements;c. Security and privacy assurance Technology :
" ! ) ) ) development and acquisition
sA-04 Acquisition Process | requirements;d. Controls needed to satisfy the security and Functional | IntersectsWith |  Development& | TDA-01 5 Low
) } strategies, contract tools and
privacy requirements.e. Security and privacy documentation Acquisition
N procurement methods to meet unique
requirements;f. Requirements for protecting security and N
. > business needs.
privacy documentation;g. Description of the system
i and envi inwhich the system
is intended to operate;h. Allocation of responsibility or
i of parties ible fori ion security,
brivacy. and supply chain risk andi.
Include the following requirements, descriptions, and criteria, Mechanisms exist to control changes
explicitly or by reference, using [Selection (one or more): to services by suppliers, taking into
standardized contract language; [Assignment: organization- account the criicality of business
defined contract language]] in the acquisition contract for the Technology Assets, Applications,
system, system component, or system service:a. Security and Services and/or Data (TAASD) that are
privacy functional req . Strength of in scope by the third-party.
requirements;c. Security and privacy assurance )
o a fty and privacy as: ) | Managing Changes To
SA-04 Acquisition Process | requirements;d. Controls needed to satisfy the security and Functional | Intersects witn | " CEECE S EIEE ® | Te-10 5 Low
privacy requirements.e. Security and privacy documentation
requirements;f. Requirements for protecting security and
privacy documentation;g. Description of the system
and envi inwhich the system
is intended to operate;h. Allocation of responsibility or
of parties ible for on security,
brivacy. and supply chain risk andi.
Mechanisms exist to require software
developers to provide information
Acquisition Process | |Require the developer of the system, system component, or describing the functional properties of
. N . N - y . " " . TDA-  |the security controls to be utilized
SA-04(01) Functional Properties |system service to provide a description of the functional Functional | Intersects With | Functional Properties 5 Moderate
‘ 041 |within Technology Assets,
of Controls properties of the controls to be implemented. n o > )
Applications and/or Services (TAAS) in
sufficient detail to permit analysis and
testing of the controls.
Mechanisms exist to maintain network
architecture diagrams that:
(1) Contain sufficient detail to assess
Acquisition Process | |Require the developer of the system, system component, or Network Diagrams & the security of the network's
SA-04(01) Functional Properties |system service to provide a description of the functional Functional | Intersects With | Data Flow Diagrams | AST-04 |architecture; 5 Moderate
of Controls properties of the controls to be implemented. (DFDs) (2) Reflect the current architecture of
the network environment; and
(3) Document all sensitive/regulated
data flows.
) Mechanisms exist to maintain network
Require the developer of the system, system component, or " "
N b architecture diagrams that:
- system service to provide design and implementation e
Acquisition Process | ) (1) Contain sufficient detail to assess
information for the controls that includes: [Selection (one or !
Design and ‘ Network Diagrams & the security of the network's
' more): security-relevant external system interfaces; high-level ) ) ¢ )
SA-04(02) Implementation " ° Functional | Intersects With | Data Flow Diagrams | AST-04 |architecture; 5 Moderate
design; low-level design; source code or hardware schematics;
Information for ; o ation den amd 1 ) (DFDs) (2) Reflect the current architecture of
L J N
Controls o et towet o the network environment; and
j ! (3) Document all sensitive/regulated
detail].
data flows.
Require the developer of the system, system component, or
Acquisition Process | |system service to provide design and implementation
Design and information for the controls that includes: [Selection (one or Acoess to Program Mechanisms exist to limit privileges to
SA-04(02) i more): security-relevant external system interfaces; high-level | Functional | Intersects With o che TDA-20 |change software resident within 5 Moderate
r
Information for | design; low-level design; source code or hardware schematics; software libraries.
Controls [Assi ization-defined design and i i
at ization-defined level of
@00
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Acquisition Process |
Design and

Require the developer of the system, system component, or
system service to provide design and implementation
information for the controls that includes: [Selection (one or

Control Desc:

Mechanisms exist to require software
developers to provide information
describing the functional properties of

Relationsh

more): security-relevant external system interfaces; high-level ) ) ) | Toa- i
SA-04(02) Implementation re): security-releve rnal system gh-leve Functional | Intersects With | Functional Properties the security controls to be utilized 5 Moderate
e tor | desien; tow-tevet design; source code o hardware schemaics; 041 |within Technology Assets,
e [Assi ization-defined design and i i Applications and/or Services (TAAS) in
atl ization-defined level of sufficient detail to permit analysis and
detaill. testine of the controls.
Require the developer of the system, system component, or Mechanisms exist to require software
system service to demonstrate the use of a system development developers to ensure that their
. life cycle process that includes:a. [Assignment; organization- software development processes
Acquisition Process | | - e : ) ;
o r200% | | defined systems enginecring methods]ib. [Assignment: Development DA, |emPloy industry-recognized secure
SA-04(03) Mot e 1os, |orEaNIZation-defined [Setection (one or more): systems securtys | Functional | Intersects With | Methods, 58 tices for secure p i 5 Not Selected
et " |privacy] enginesring methods}; ande. [Assignment: organization- &Processes "% |engineering methods, quality control
racti
defined software development methods; testing, evaluation, processes and validation techniques
assessment, verification, and validation methods; and quality to minimize flawed and/or malformed
control processesl. oftware,
Require the developer of the system, system component, or Mechanisms exist to develop
system service to demonstrate the use of a system development applications based on secure coding
lfe oyl that includes:a. [A t: organization- i )
Acaquisition Process | | € CYele Process thatincludes:a [t ssignment: organization principles.
20071 | defined systems enginecring methods]ib. [Assignment:
SA-04(03) Motge o defined [Selection (one or more): systems security; | Functional | IntersectsWith | Secure Coding | TDA-06 5 Not Selected
ethods, Techniques, | 'S et ° o
o Pracﬁce: privacy] engincering methods; ande. [Assignment: orgarization-
defined software development methods; testing, evaluation,
assessment, verification, and validation methods; and quality
control processesl.
SA04(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to ensure vendors /
manufacturers:
Require the developer of the system, system component, or (1) Deliver the Technology Asset,
Acquisition Process | |system service to:a. Deliver the system, component, or service Application and/or Service (TAAS) with
System, C with [Assi ization-defined security P A |ap ished, secure
SA-04(05) Functional Equal 10 High
09) and Service andb. Use the as the default for 4 Secure 024 iguration i and ¢
Configurati any system, or service rei or (2) Use the pre-established, secure
upgrade. configuration as the default for any
subsequent TAAS reinstallation or
uperade.
a. Employ only government off-the-shelf or commercial off-the-
shelf information assurance and information assurance-
- enabled information technology products that compose an NSA- ) -
Acquisition Process | o Commercial Off-The- Mechanisms exist to utilize only
approved solution to protect classified information when the
SA-04(06) Use of Information | P prot Functional Equal Shelf (COTS) Security | TDA-03 [Commercial Off-the-Shelf (COTS) 10 Not Selected
networks used to transmit the information are at a lower N o
Assurance Products " : Solutions security products.
level than the information being andb.
Ensure that these products have been evaluated and/or
validated by NSA orin with NSA-approved
a. Limit the use of y provided i i Mechanisms exist to imit the use of
and information bled commercially-provided Information
products to those products that have been successfully Assurance (1A) and IA-enabled IT
Acquisition Prosess | |42t against a National Information Assurance partership products to those products that have
N (NIAP)-approved Protection Profile for a specific technology ) | Information Assurance| TDA- |been successfully evaluated againsta
SA-04(07) NIAP-approved ' spe Functional | Intersects With ' 5 Not Selected
Prota s |tvpe.if sucha profite exists; andb. Reaire,if o NIAP-approved Enabled Products | 022 |National Information Assurance
Protection Profile exists for a specific technology type but a partnership (NIAP)-approved
commercially provided information technology product relies on Protection Profile or the cryptographic
cryptographic functionality to enforce its security policy, that the module s FIPS-validated or NSA-
: ic module is FIPS-validated or NSA-apbroved. .
Mechanisms exist to require the
o Require the developer of the system, system component, or developers of Technology Assets,
Acquisition Process | | o service to produce a plan for continuous monitoring of DA d/or Services (TAAS) t
SA-04(08) Continuous Monitoring| " e top aplan i Functional Equal e and/or Services ( ° 10 Not Selected
o8 control thatis ith the Plan 081 |produce a plan for the continuous
monitoring program of the organization. monitoring of cybersecurity and data
control
Mechanisms exist to require the
Acquisition Process | | .\ ire the developer of the system, system component, o /daeverlcp:rs . Tedc/h";mg)‘l Ass:s;as t
ir veloper , , or
Functions, Ports, a developer of the system, sy P ) Ports, Protocols & | TDA. |/\PPlicationsand/or Services (TAAS) to
$A-04(09) system service to identify the functions, ports, protocols, and Functional Equal ; identify early in the Secure 10 Moderate
Protocols, and om s iy Services In Use 02.1
ocots services intended for organizational use. Development Life Cycle (SDLC), the
Services in Use
functions, ports, protocols and
services intended for use.
Mechanisms exist to limit the use of
commercially-provided Information
Assurance (1A) and IA-enabled IT
Acquisition P Employ only information technol ducts on the FIPS 201- ducts to th ducts that h
cquisition Process | |Employ only nformation technology products on the ‘ | nformation Assurance|  Toa. |Products tothose products that have
5A-04(10) Use of Approved PIV |approved products list for Personal Identity Verification (PIV) Functional | IntersectsWitn |70 9SS 02y |peensuccessiully evaluated againsta 5 Low
nabled Products X
Products bility i within ional systems. National Information Assurance
partnership (NIAP)-approved
Protection Profile or the cryptographic
moduleis FIPS-validated or NSA-
Include [Assignment: organization-defined Privacy Act
Process | |req Jinthe ition contract for the operation of a ) )
SA-04(11) ! Horthe op: ) Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
System of Records | system of records on behalf of an organization to accomplish an
mission or function.
o . ) Mechanisms exist to utilize a record of
a. Include data q inthe e
. - processing activities to maintain a
Acquisition Process | |acquisition contract; andb. Require all data to be removed from ) ) .
SA-04(12) d ess| |acq d Functional | Intersects With | Personal Data Lineage | PRI-09 |record of Personal Data (PD) that is 5 Not Selected
Data Ownership  the contractor’s system and returned to the organization within !
B N N stored, transmitted and/or processed
[Assignment: organization-defined time frame]. : °
under the
a. Include organizational data ip requi inthe -
A isition P | isiti tract db. R |l data to b dh DCH Mechanisms exist to ensure data
cquisition Process | |acquisition contract; andb. Require all data to be removed from ) ) - e
SA-04(12) o © a 5 Functional | IntersectsWith | Data o is assigned, 5 Not Selected
Data Ownership  the contractor’s system and returned to the organization within 01.1 >
* ) and communicated.
! defined time framel.
Mechanisms exist to ensure asset
o Include organizational data ip requi inthe own:rsrc\:p‘reszo;sibd ties ar: i
assigned, tracked and managed ata
Acquisition Process | |acquisition contract; andb. Require all data to be removed from ) ) Asset Ownershi e )
SA-04(12) o I |aca 5 Functional | Intersects With P | AsT-03 |team, individual, or responsible 5 Not Selected

Data Ownership

the contractor’s system and returned to the organization within
[Assignment: organization-defined time frame].

Assignment

organization level to establish a
common understanding of
for asset
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a. Obtain or develop administrator documentation for the
system, system component, or system service that describes:1.
Secure configuration, installation, and operation of the system,
component, or service;2. Effective use and maintenance of
security and privacy functions and mechanisms; and3. Known

regarding and use of
or privileged functions;b. Obtain or develop user documentation
for the system, system component, or system service that

describes:1. User-accessible security and privacy functions and

Control Desc:

Mechanisms exist to obtain, protect
and distribute administrator
documentation for Technology Assets,
Applications and/or Services (TAAS)
that describe:

(1) Secure configuration, installation
and operation of the TAAS;

(2) Effective use and maintenance of
security features/functions; and

Relationshi

SA-05 System mechanisms and how to effectively use those fuqctions and Functional Intersects With DccurT\enlallon TDA-04 (3) Known vulnerabilities regarding 5 Low
D Methods for user which enables and use of
individuals to use the system, component, or service in a more administrative (e.g., privileged)
secure manner and protect individual privacy; and3. User functions.
responsibilities in maintaining the security of the system,
component, or service and privacy of individuals;c. Document
attempts to obtain system, system component, or system
service when such is either
ilable or nonexistent and take [ i
defined actions] i response; andd. Distribute documentation to
defined personnel or rolesl.
a. Obtain or develop administrator documentation for the Mechanisms exist to determine
system, system component, or system service that describes:1. ity and data
Secure configuration, installation, and operation of the system, control applicability by identifying,
component, or service;2. Effective use and maintenance of assigning and documenting the
security and privacy functions and mechanisms; ands. Known appropriate asset scope
ities regarding and use of categorization for all Technology
or privileged functions;b. Obtain or develop user documentation Assets, Applications and/or Services
for the system, system component, or system service that (TAAS) and personnel (internal and
describes: 1. User-accessible security and privacy functions and third-parties).
saos System mechanisms and how to effectively use those functions and Functional | intersects with AssetScope [\ 5 Low
D, Methods for user which enables Classification
individuals to use the system, component, or service in a more
secure manner and protect individual privacy; and3. User
responsibilities in maintaining the security of the system,
component, or service and privacy of individuals;c. Document
attempts to obtain system, system component, or system
service ion when such is either
or and take [
efned actons]nresponse;andd. Ditribute documentationto
defined nersonnel or roles].
SA-05(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
SA-05(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
SA-05(03) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
SA-05(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
SA-05(05) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
SA-06 Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
SA07 Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to develop,
Apply the following systems security and privacy engineering ‘
4 . ) ) document and maintain secure
Securityand privacy_|P1"eIPLES nthe specificaion, design, developmen, System Hardening baceiia sonfirations for Teomology
sA-08 ° implementation, and modification of the system and system Functional | IntersectsWith |  Through Baseline | CFG-02 figur " 5 Low
Engineering Principles svstem e Assets, Applications and/or Services
[ systems Configurations d )
: o organate (TAAS) that are consistent with
security and privacy engineering principles].
industry-accented svstem hardening
Mechanisms exist to facilitate the
Apply the following systems security and privacy engineering of industry-
Securiy and Privacy |PFPIes n the speitiation, design, development, ‘ | secure Enginsering recognized cybersecurity and data
SA-08 / ntas |[mplementation, and modifiction of the system and system Functional | Intersects With : SEA-01 |protection practices in the 5 Low
Engineering Principles svstem Principles
systems specification, design, development,
sectrity and privacy ongineering principos], implementation and modification of
Technology Assets.
Security and Privacy
SA-08(01) Engineering Principles || Implement the security design principle of clear abstractions. Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Clear
E:;‘:\:::Tnagn:m':\:\l,:l‘;i [1metement the security design pincipte of teast common
SA-08(02) inp & defined systems or Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Least Common
system components].
Security and Privacy |Implement the security design principles of modularity and
SA-08(03) Engineering Principles || Layering in [Assignment: organization-defined systems or system | Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Modularity and
Security and Privacy
Y Y3 | jmplement the security design principle of partially ordered
SA-08(04) Engineering Principles | in [Assi jon-defined systems or | Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Partially Ordered
5 system components].
Securityand Privacy || et the security design principle of sfficiently mediated
SA-08(05) E';gf‘f::::zg ;”':'ples | access in [Assignment: organization-defined systems or system | Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
y Mediated components].
Access
Security and Privacy |Implement the security design principle of minimized sharing in
SA-08(06) Principles || [Assi on-defined systems or system Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Minimized Sharing
Security and Privacy[Implement the security design principle of reduced complexity n
SA-08(07) principles defined systems or system Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Reduced C
Securityand Privacy [ Implement the security design principle of secure evolvabily in
SA-08(08) Principles || on-defined systems or system Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Secure
Security and Privacy | Implement the security design princile of rusted components
SA-08(09) Principles [in [ defined systems or system Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Trusted C
Securityand Privacy [ Implement the security design principl of ierarchical rustin
SA-08(10) Principles || on-defined systems or system Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Hierarchical Trust
E:;‘:\:::Tnagn:m':\:\l,:l‘;i [1metement the security design pincipteof inverse modification
SA-08(11) ’ threshold in [Assignment: organization-defined systems or Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Inverse Modifiation | *C2 8 T
Threshold
Security and Privacy | Implement the security design principle of hierarchical
SA-08(12) Engineering Principles || p il defined systems or Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
! tem
Security and Privacy Implemennhe securty design pinciple of minimized securiy
SA-08(13) Enginecring Principles | tsin [ defined systems or Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Minimized Security
system components].
Elements
Mechanisms exist to utilize the
Security and Privacy |Implementthe security design prnciple of st pivilege n 2::;:5::02:?::‘3’:{'::?5; s:fc"::is
SA-08(14) Principles || defined systems or system Functional Equal LeastPrivilege | 1AC-21 " 10 Not Selected
necessary to accomplish assigned
LeastPrivilege | components].
tasks in accordance with
business functions.
Security and Privacy | Implement the security design principle of predicate permission
SA-08(15) Principles [in [ defined systems or system Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected

Predicate Permission
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Security and P
. ecurity a"P "‘_'alcy |1mptement e securty design principte of slf-reiant
ngineering Principles
SA-08(16) P rustworthiness in ization-defined systems or|  Functional | not related to N/A N/A  |No applicable SCF control 0 Not Selected
-
system components].
Trustworthiness
Security and P
. ecurity a"P "‘_'alcy |1mptement the securty design principte of secure distrbuted
ngineering Principles
SA-08(17) gineering Princip in ization-defined systems or Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Secure Distributed
o 5 system components].
Security and Privacy
Engineering Principles || Implement the security design principle of trusted
SA-08(18) Trusted channelsin| ization-defined |  Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Communications | systems or system components].
Channels
Security and Privacy |Implement the security design principle of continuous protection
SA-08(19) Principles ||in [Assi on-defined systems or system Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Ci
s d Pri
ecurity a"Pmrc'val‘;ys |1metement the security design principte of secure metadata
i
SA-08(20) P in [Assi ganization-defined systems or not related to N/A N/A  |No applicable SCF control 0 Not Selected
Secure Metadata
system components].
Security and Privacy |Implement the security design principle of self-analysis in
SA-08(21) i Principles || [Assi ization-defined systems or system Functional | notrelated to N/A N/A  |No applicable SCF control o Not Selected
Self-analysis
Security and Privacy
. o Prmoimios | TPLoment the security design principle of accountabilty and
ngineering Principles
SA-08(22) gineering Princip in [Assi on-defined systems or Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Accountability and
b system components].
Traceability
Security and Privacy |Implement the security design principle of secure defaults in
SA-08(23) Principles || [Assi on-defined systems or system Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Secure Defaults
s d Pri Mech tto enable syst
ecurity and Privacy ... ement the security design principle of secure failure and echanisms existto enable systems
Engineering Principles | e s prinepe e ) to fail to an organization-defined
SA-08(24) ' recovery in [Assignment: organization-defined systems or Functional Equal Fail Secure SEA-07.2 10 Not Selected
Secure Failure and known-state for types of failures,
system components]. s
Recovery preserving system state in
Security and Privacy |Implement the security design principle of economic security in
SA-08(25) i Principles || [Assi ization-defined systems or system Functional | notrelated to N/A N/A  |No applicable SCF control o Not Selected
Economic Security
Security and Privacy | Implement the security design principle of performance security
SA-08(26) Principles |in [Assi on-defined systems or system Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Performance Security
s d Pri
Ene‘f‘::'ynanprm:val‘;ys |1metement e security design pincipte of human factored
i i
SA-08(27) gH gF . pd security in [Assignment: organization-defined systems or system| Functional | notrelatedto N/A N/A  |No applicable SCF control 0 Not Selected
uman Factore
) components].
Security
Security and Privacy |Implement the security design principle of acceptable security in
SA-08(28) Principles || [Assi ization-defined systems or system Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Security
Security and Privacy
Engineering Principles || Implement the security design principle of repeatable and
SA-08(29) and I in ization-defined | Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Documented | systems or system components].
Procedures
Mechanisms exist to ensure changes
to Technology Assets, Applications
Security and Privacy | Implement the security design principle of procedural rigor in Secure Development o Gl e p‘:h "
SA-08(30) Principles | |[Assi ization-defined systems or system Functional | Intersects With |  Life Cycle (SDLC) | PRM-07 |2N9/0r Services ( within the 5 Not Selected
Secure DevelopmentLife Cycle (SDLC)
Procedural Rigor | components]. Management
are controlled through formal change
control procedures.
Security and Privacy |Implement the security design principle of procedural rigor in Techmotogy Leoyale Mechanisms exist to manage the
SA-08(30) Principles | |[Assi ization-defined systems or system Functional | Intersects With Manag’;memy SEA-07.1]|usable lifecycles of Technology 5 Not Selected
Procedural Rigor & Assets. Applications and/or Services
Security and Privac
. y . v . v [1mptement the security design principte of secure system Gonfiuration Gh Mechanisms exist to govern the
ngineering Principles onfiguration Change
SA-08(31) gineering Princip in ization-defined systems or Functional | Intersects With & %° | CHG-02 [technical configuration change control 5 Not Selected
Secure System Control
) system components]. processes.
Modification
Mechanisms exist to verify the
Security and Privac functionality of cybersecurity and/or
En mee?i,n binintes | mPtoment the security design principle of secure system Control Functionality data priy ac!ycon:lrols foLlow?rI\
riv
SA-08(31) e & Princip in [Assi ganization-defined systems or Intersects With Funt CHG-06 |22taPTivacy g 5 Not Selected
Secure System Verification implemented changes to ensure
§ system components]. €
Modification applicable controls operate as
designed
Socurity and Privacy ] ] Mechanisms existto appropriately test
) N Implement the security design principle of secure system ) and document proposed changes in a
Engineering Principles || e secu op s oreee ) Test, Validate & | CHG-
SA-08(31) in[ g defined systems or Intersects With non-production environment before 5 Not Selected
Secure System | om components] DocumentGhanges | 02.2 |\, nges are implementedina
Modification ¥ P - 'ges are imp! !
Mechanisms exist to identify and
Security and Privac document Standardized Operatin
ourity and Privacy |+ et the security design principle of sufficient Standardized rdized Operating
Engineering Principles | / ! ) OPS- |Procedures (SOP), or similar
SA-08(32) i defined systems or | Functional Equal Operating Procedures 10 Not Selected
Sufficient 01.1 | documentation, to enable the proper
system components]. (soP) )
Documentation execution of day-to-day / assigned
tasks.
) Mechanisms exist to utilize sensors
Security and Privacy |\ ontn iple of minimization usi Collect END- [that figured to minimize th
mplement the privacy principle of minimization usin ollection - |thatare configured to minimize the
SA-08(33) Engineering Principles || * privacy principl e Functional | Intersects With wollectiof 8 conflg! A 5 Not Selected
ering Prir [ defined p 1 Minimization 13.3 |collection of information about
Minimization b
o Mechanisms exist to minimize the use
. Limit Sensitive / )
Security and Privacy ) o ) of sensitive/regulated data for
Y ¥2% " |implement the privacy principle of minimization using ) | Regulated Datain | DCH- ; lata for
SA-08(33) Engineering Principles || 1 - oy pnen Functional | Intersects With utated ba research, testing, or training, in 5 Not Selected
N [ defined p 1. Testing, Training & 18.2 )
Minimization accordance with authorized,
Research )
business practices.
Security and Privacy ) . o I Mechanisms exist to minimize the
Y Y3 | implement the privacy principle of minimization using ) ) Minimize Visitor "
SA-08(33) Engineering Principles || - : Functional | Intersects With PES-06.5 | collection of Personal Data (PD) 5 Not Selected
e ! defined 1 Personal Data (PD) of Per
in visitor access records.
a. Require that providers of external system services comply Mechanisms exist to mitigate the risks
with organizational security and privacy requirements and associated with third-party access to
employ the following controls: [Assignment: organization- the organization's Technology Assets,
Exematsystem |2€Tned Jb. Define and i Applications, Services and/or Data
SA-09 —— oversight and user roles and responsibilities with regard to Functional Equal Third-Party Services | TPM-04 |(TAASD). 10 Low
i
external system services; andc. Employ the following processes,
methods, and techniques to monitor control compliance by
external service providers on an ongoing basis: [Assignment:
ization-defined processes. methods. and
Extornal System | a. Conduct an organizational assessment of risk prior to the Mechanisms exist to conduct a risk
Services | Risk isition or ing of i o security services; Third-PartyRisk | |assessment prior to the acauisition or
SA-09(01) Assessmentsand  |andb. Verify that the acquisition or outsourcing of dedicated Functional Equal & it of lated 10 Not Selected
Organizational  |information security services is approved by [Assignment: Approvals 1 |Technology Assets, Applications
Approvals defined personnel or rolesl. and/or Services (TAAS).
Extornal System Mechanisms exist to require External
Services | Require providers of the following external system services to External Connectivity Service Providers (ESPs) to identify
Identification of identify the functions, ports, protocols, and other services 5 Requirements - TPM-  |and document the business need for
SA-09(02) ! - ) Functional Equal ° 10 Moderate
Functions, Ports, | required for the use of such services: [Assignment: organization- Identification of Ports, | 04.2 | ports, protocols and other services it
Protocols,and | defined external system services]. Protocols & Services requires to operate its Technology
Services Assets. Apblications and/or Services
@00
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Control Desci

Relationsh

Mechanisms exist to develop a plan
for Supply Chain Risk Management
External System Establish, and maintain trust with (SCRM) associated with the
Services | Establish |external service providers based on the following requirements, Supply Chain Risk development, acquisition,
SA-09(03) and Maintain Trust | properties, factors, or conditions: [Assi ganizati Intersects With | Management (SCRM) | RSK-09 |maintenance and disposal of 5 Not Selected
Relationship with | defined security and privacy requirements, properties, factors, Plan Technology Assets, Applications
Providers or conditions defining trust and/or Services (TAAS), including
documenting selected mitigating
actions and monitoring nerformance
External System | Establish, and maintain trust with Mechanisms exist to ensure that the
Services | Establish |external service providers based on the following requirements, 1oy, |imterests of external service providers
SA-09(03) and Maintain Trust | properties, factors, or conditions: [Assi ganizati Functional | Intersects With | Conflctof nterests | """ |are consistent with and reflect 5 Not Selected
Relationship with | defined security and privacy requirements, properties, factors, organizational interests.
Providers or conditions defining trust
Mechanisms exist to identify, prioritize
External System  |Establish, and maintain trust with and assess suppliers and partners of
Services | Establish |external service providers based on the following requirements, Third-Party Criticality critical Technology Assets,
SA-09(03) and Maintain Trust | properties, factors, or conditions: [Assiy ganizati Intersects With rssosaments TPM-02 |Applications and/or Services (TAAS) 5 Not Selected
Relationship with | defined security and privacy requirements, properties, factors, using a supply chain risk assessment
Providers or conditions defining trust process relative to their importance in
supporting the delivery of high-value
Mechanisms exist to:
(1) Evaluate security risks and threats
External System | Establish, and maintain trust with associated with Technology Assets,
Services | Establish |external service providers based on the following requirements, ' Applications and/or Services (TAAS)
SA-09(03) and Maintain Trust | properties, factors, or ions: [ i Functional | Intersects With Mz:::gﬂ?::“rs's;;) TPM-03 |supply chains; and 5 Not Selected
Relationship with | defined security and privacy requirements, properties, factors, (2) Take appropriate remediation
Providers or conditions defining trust actions to minimize the organization's
exposure to those risks and threats, as
necessarv.
Mechanisms exist to document and
maintain a Responsible, Accountable,
External System | Establish, and maintain trust with Responsible, Supportive, Consulted & Informed
Services | Establish |external service providers based on the following requirements, Accountable, (RASCI) matrix, or similar
SA-09(03) and Maintain Trust | properties, factors, or conditions: [ i Functional | Intersects With | Supportive, Consulted 2;'1' documentation, to delineate 5 Not Selected
Relationship with | defined security and privacy requirements, properties, factors, &nformed (RASCI) assignment for eybersecurity and data
Providers or conditions defining trust Matrix protection controls between internal
stakeholders and External Service
Providers (ESPs).
Extornal System | Establish, and maintain trust with Mechanisms exist to inolude "break
Services | Establish |external service providers based on the following requirements, TP, |ctauses® within contracts for ailure to
SA-09(03) and Maintain Trust | properties, factors, or conditions: [ i Intersects With | Break Clauses bay |mestcontractcrtera for 5 Not Selected
Relationship with | defined security and privacy requirements, properties, factors, cybersecurity and/or data protection
Providers or conditions defining trust controls.
External System | Take the following actions to verify that the interests of Mechanisms exist to ensure that the
Sh08(08) Services | Gonsistent_Assignment: orgarization-defined external service providers|] Functional cauat Conflictof Interests | TPM-[interests of external service providers o Not Selocted
Interests of |are with and reflect interests: 043 |are consistent with and reflect
c and i ion-defined actions]. i interests.
External System | Restrict the location of [Selection (one or more): information Geolocation Mechanisms existto control the
Services | Processing, | processing; information or data; system services] to ) ) Requirements for tocation of cloud processing/storage
SA-09(05) N N 5 Functional Intersects With N CLD-09 [based on business requirements that 5 Not Selected
Storage, and Service |[Assignment: organization-defined locations] based on Processing, Storage :
N 5 N N N " 3 includes statutory, regulatory and
Location [ defined req or and Service Locations °
Extornal System | Restrict the location of [Selection (one or more): information Third-Party Mechanisms exist to restrict the
SA09(05) Services | Processing, | processing; information or data; ystem servioes] to Functional | Intersects With | processing, Strage | TP |ocationofinformation ‘ 5 Not Setocted
Storage, and Service |[Assignment: organization-defined locations] based on : 044 |processing/storage based on business
: ! ’ h ) " and Service Locations °
Location defined requirements or conditions].
Mechanisms exist to inventory,
document and maintain data flows for
External System | Restrict the location of [Selection (one or more): information data that is resident (permanently or
SA-09(05) Services | Processing, | processing; information or data; system senvices] to Functional | Intersects With | CCCBr@PhicLeeation | 4o (temporarily) within a service's 5 Not Selected
Storage, and Service  |[Assignment: organization-defined locations] based on of Data geographically distributed
Location [Assi on-defined req or applications (physical and virtual),
infrastructure, systems components
and/or shared with other third-parties.
Extornal System Mechanisms exist to maintain control
Services | Organization| Maintain exclusive control of cryptographic keys for encrypted External System CRY- |of cryptographic keys for encrypted
SA-09(06) : Functional Equal Cryptographic Key P 10 Not Selected
controlled material stored or transmitted through an external system. Pt 09.7 | material stored or transmitted through
c ic Keys an external system
External System
Sh0807) Servises | Organization Provide the capabilty to cheok the integrty ofnformationwhile | [ o WA WA |No applicable SCF control o Not Selocted
controlled Integrity | itresides in the external system.
Checking
Mechanisms exist to inventory,
document and maintain data flows for
Ex‘temal System | rictthe e location of i onp ingand ) ) data thatis res‘ldt‘ant(permar‘!enﬂy or
SA-09(08) Services | Processing |\ orage to facilities located within in the legal jurisdictional | Functional | Intersects With | C°CE"PMiCLocation | q,, o |temporarily) withina service's 5 Not Selected
and Storage Location ' of Data geographically distributed
> LOSENON 1 uindary of the United States. rapt ¢ )
—U.S. Jurisdiction applications (physical and virtual),
infrastructure, systems components
and/or shared with other third-parties.
Mechanisms exist to control the
External System ) ! ) ) Geolocation ! !
‘ Restrict the location of I and ) location of cloud processing/storage
Services | Processing P ) ) Requirements for
SA-09(08) N data storage to facilities located within in the legal jurisdictional Functional Intersects With N CLD-09 [based on business requirements that 5 Not Selected
and Storage Location | | 1. of the United States. Processing, Storage includes statutory, regulatory and
—U.S. Jurisdiction and Service Locations °
Require the developer of the system, system component, or
system service to:a. Perform configuration management during
system, component, or service [Selection (one or more): design;
Document, manage, and control the integrity of changes to Mechanisms exist to require system
Developer [Assi ization-defined configuration items under Developer developers and integrators to perform
sA-10 c only Equal Configurati TDA-14 [configurati during 10 Moderate
Management |approved changes to the system, component, of service;d. Management system design, development,
Document approved changes to the system, component, or implementation and operation.
service and the potential security and privacy impacts of such
changes; ande. Track security flaws and flaw resolution within
the system, component, or service and report findings to
Developer Mechanisms exist to require
Configuration |Reauire the devloper of the system, system component, or ‘ Software./ Firmware | TpA. _|deVelopers of Technology Assets,
SA-10(01) Management | system service to enable integrity verification of software and Functional Equal Integrity Verification 141 Applications and/or Services (TAAS) to 10 Not Selected
Softwareand  |firmware components. enable integrity verification of software
Firmware Integrity and firmware
Developer
Configuration ) _— )
Provide an alternate configuration management process using
SA-10(02) MZK:?::::';' I |organizational personnet in the absence of a dedicated Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Configuration |2 ream-
Developer Mechanisms exist to require
Configuration | Require the developer of the system, system component, or Hordware ntogrty | Toa. |developersof Technology Assers,
SA-10(03) Management|  |system service to enable integrity verification of hardware Functional Equal e e 12 |Applications and/or Services (TAAS) o 10 Not Selected
Hardware Integrity | components. enable integrity verification of
@00
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Developer
Configuration

Require the developer of the system, system component, or
system service to employ tools for comparing newly generated

Control Desci

Relationsh

SA-10(04) ¢ ’ Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Management | Trusted |versions of y-relevant hardware source
Generation code, and obect code with previous versions.
Developer Require the developer of the system, system component, or
Configuration  |system service to maintain the integrity of the mapping between
SA-10(05) Management|  [the master build data describing the current version of security- |  Functional | not related to N/A N/A  |No applicable SCF control 0 Not Selected
Mapping Integrity for | relevant hardware, software, and firmware and the on-site
Version Control | master copy of the data for the current version.
Developer Require the developer of the system, system component, or
Configuration  |system service to execute procedures for ensuring that security-
SA-10(06) 8 V' P e Y| Functional | notrelatedto N/A N/A  |No applicable SCF control 0 Not Selected
Management | Trusted | relevant hardware, software, and firmware updates distributed
Distribution __|tothe ion are exactly as specified by the master copies.
Develope Mechanisms exist to include
veloper Require [Assignment: organization-defined security and privacy Cybersecurity & Data i :
Configuration : ° ! > appropriate cybersecurity and data
representatives] to be included in the | ) Protection TDA- ' ?
SA-10(07) Management | Security| " o Functiona Equal protection representatives in the 10 Not Selected
defined configuration change management and control Representatives For | 02.7 e
and Privacy product feature and/or functionality
process]. Product Changes )

R change control review process.
Mechanisms exist to require system
developers/integrators consult with

Require the developer of the system, system component, or cybersecurity and data protection
system service, at all post-design stages of the system to:
development life cycle, to:a. Develop and implement a plan for (1) Create and implement a Security
ongoing security and privacy control assessments;b. Perform ) Testing and Evaluation (ST&E) plan, o
going fty and privacy c Cybersecurity & Data g and Evaluation (ST&E) plan, or
[Selection (one or more): unit; integration; system; regression] similar capability;
Developer Testing and [ > ) Protection Testing )
sA11 ° L def quency] Equal TDA-09 | (2) Implement a verifiable flaw 10 Moderate
Evaluation * ° Throughout plet
at[) defined depth and Development remediation process to correct
Produce evidence of the execution of the assessment plan and i weaknesses and deficiencies
the results of the testing and evaluation;d. Implement a identified during the security testing
verifiable flaw remediation process; ande. Correct flaws and evaluation process; and
identified during testing and evaluation. (3) Document the resuilts of the
security testing/evaluation and flaw
Mechanisms exist to require the
developers of Technology Assets,
Developer Testing and |Require the developer of the system, system component, or 1oa.|Applications and/or Services (TAAS) to
SA-11(01) Evaluation | Static |system service to employ static code analysis tools toidentify |  Functional Equal Static Code Analysis | "7 | employ static code analysis tools to 10 Not Selected
CodeAnalysis  |common flaws and document the results of the analysis. "* " |identify and remediate common flaws
and document the results of the
analvsis.
Require the developer of the system, system component, or
system service to perform threat modeling and vulnerability
analyses during development and the subsequent testing and
evaluation of the system, component, or service that:a. Uses the -
ol N Mechanisms exist to require system
ollowin information: |
owing ! ton ! developers and integrators to develop
Developer Testing and |defined information concerning impact, environment of > ¢ )
Beatumtion 1 Trmont o o sk and implement an ongoing Security
valuation | Threat | operations, known or assumed threats, and acceptable sl ) ) ) }
SA-11(02) > P! € P! Functional | Intersects With [Threat Analysis & Flaw F| TDA-15 [Testing and Evaluation (ST&E) plan, or 5 Not Selected
Modelingand  [levels];b. Employs the following tools and methods: est nS1EE plan.
) ) similar process, to objectively identify
Analyses | defined tools and y
) ‘ and remediate vulnerabilities prior to
Conducts the modeling and analyses at the following level of "
’ ) release to production.
tigor: [Assignment: organization-defined breadth and depth of
modeling and analyses]; andd. Produces evidence that meets
the following criteria: i
defined criterial,
Require the developer of the system, system component, or
system service to perform threat modeling and vulnerability
analyses during development and the subsequent testing and
evaluation of the system, component, or service that:a. Uses the
followin formation: i
owing ! ton ! Mechanisms exist to perform threat
Developer Testing and |defined information concerning impact, environment of "
Beatution 1 Trmont o sk DA |modeting and other secure design
valuation | Threat | operations, known or assumed threats, and acceptable sl ) ) -
SA-11(02) ° P ° P Functional | Intersects With |  Threat Modeling techniques, to ensure that threats to 5 Not Selected
Modelingand  [levels];b. Employs the following tools and methods: 06.2 - "
) ) software and solutions are identified
Analyses | defined tools and e o
Conducts the modeling and analyses at the following level of :
tigor: [Assignment: organization-defined breadth and depth of
modeling and analyses]; andd. Produces evidence that meets
the following criteria: i
defined criterial,
a. Require ani agent satisfying [
Developer Testing and | "\o-"® an Independent ag ine )
Comuaton | |oreenization-defined independence citerial o verify the corect
| mptementation of the devetoper security and privacy
SA-11(03) e | assessment plans and the evidence produced during testingand|  Functional | notrelatedto N/A N/A  |No applicable SCF control 0 Not Selected
ri
evaluation; andb. Verify that the independent agent is provided
Assessment Plans ang | 24210 andb. verity " gont 1P
Evidence with sufficient information to complete the verification process
or granted the authority to obtain such information.
) Mechanisms exist to require the
Require the developer of the system, system component, or
: : ) developers of Technology Assets,
) system service to perform a manual code review of [Assignment: \ope v
Developer Testing and N N e N N Applications and/or Services (TAAS) to
> organization-defined specific code] using the following ) TDA-
SA-11(04) Evaluation | Manual e ) Functional Equal Manual Code Review | ™ |employ a manual code review process | 10 Not Selected
Code Revi P ) P 3 A e N
ode Reviews ciofimed m . oo :: u:ermfy ankd rer:\zdlate'\::lque flaws
techniques, at require knowledge of the
irements and
Mechanisms exist to require system
Require the developer of the system, system component, or d a : y :
an o create
Developer Testing and [system service to perform penetration testing:a. At the following Threat Analysis & Flaw e
ri
SA-11(05) Evaluation| |level of rigor: [Assignment: organization-defined breadth and Funcional | Intersects With | Remediation During | 140-04 | 170560 Ao v gL 5 Not Selected
valuation an, or similar
Penctration Testing | depth of testing]; andb. Under the following constraints: Development T8 P
! 10: Under the i process, to identify and remediate
- flaws during
Require the developer of the system, system component, or Mechanisms exist to perform
Developer Testing and |system service to perform penetration testing:a. At the following roplication 1oa. |apptication-tevet penetration testing of
jcati -
SA-11(05) Evaluation| |level of rigor: [Assignment: organization-defined breadth and Functional | Intersects With Pene:::!ion g | oa |custom-made Technology Assets, 5 Not Selected
Penctration Testing | depth of testing]; andb. Under the following constraints: ® > | Applications and/or Services (TAAS).
Mechanisms exist to require system
developers/integrators consult with
cybersecurity and data protection
personnel to:
(1) Create and implement a Security
Require the developer of the system, system component, or Testing and Evaluation (ST&E) plan, or
q develop v v P Cybersecurity & Data cotngand tva creaw
Developer Testing and |system service to perform penetration testing:a. At the following et similar capability;
r
SA-11(05) Evaluation| |level of rigor: [Assignment: organization-defined breadth and Functional | Intersects With € | TDA-09 | (2) Implement a verifiable flaw 5 Not Selected

Penetration Testing

depth of testing]; andb. Under the following constraints:

Throughout
Development

remediation process to correct

weaknesses and deficiencies

identified during the security testing

and evaluation process; and

(3) Document the results of the

security testing/evaluation and flaw
iati SSes.
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Control Desci

Relationshi

Mechanisms exist to conduct
specialized assessments for:
(1) Statutory, regulatory and
contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
Require the developer of the system, system component, or i
Developer Testing and |system service to perform penetration testing:a. At the following Specialzed Eg: E:;TE:?; ? A
SA-11(05) Evaluation| |level of rigor: [Assignment: organization-defined breadth and Functional | Intersects With 1A0-02.2 ) 5 Not Selected
! ) i Assessments (6) Embedded technologies (e.g., loT,
Penetration Testing |depth of testing]; andb. Under the following constraints: Ot
v defined (7) Vutnerability management;
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing; and/or
(1) Artificial Intelligence and
(AATL.
Require the developer of the system, system component, or Mechanisms exist to conduct
Developer Testing and |system service to perform penetration testing:a. At the following penetration testing on Technology
SA-11(05) Evaluation| |level of rigor: [Assignment: organization-defined breadth and Functional | Intersects With | Penetration Testing | VPM-07 |Assets, Applications and/or Services 5 Not Selected
Penctration Testing |depth of testing]; andb. Under the following constraints: (TARS).
Assl ion-defined i
Mechanisms exist to require system
developers/integrators consult with
cybersecurity and data protection
personnel to:
(1) Create and implement a Security
Cyberseourity & Data Testing and Evaluation (STAE) plan, or
Developer Testing and similar capability;
Require the developer of the system, system component, or ) 3 Protection Testing )
SA-11(06) Evaluation | Attack ‘ Functional | Intersects With TDA-08 | (2) Implement a verifiable flaw 5 Not Selected
ek |svstem service to perform attack surface reviews. Throughout oot ation pracess to ot
Development 19
weaknesses and deficiencies
identified during the security testing
and evaluation process; and
(3) Document the reslts of the
security testing/evaluation and flaw
sses.
DeveloperTesting and | o i the developer of the system, system companent, or ) ) vpp. | Mechanisms existto define and
SA-11(06) Evaluation | Attack ‘ Functional | Intersects With | Attack Surface Scope manage the scope for its attack 5 Not Selected
system service to perform attack surface reviews. 011
Surface Reviews surface activitie:
Doveloper Testing and | 94 e developer o the system, system component,or ‘
Euatuation [Verty | 2Y5tem service toverfy that the scope oftesting and evaluation Vpm. | Mechanisms exist o define and
SA-11(07) Soon of Testing ama.|P70VideS complete coverage of the required contrls at the Functional | Intersects With | Attack Surface Scope | " [manage the scope for s attack 5 Not Selected
P following level of rigor: [Assignment: organization-defined surface management activities.
breadth and depth of testing and
Mechanisms exist to require system
developers/integrators consult with
cybersecurity and data protection
personnel to:
(1) Create and implement a Security
Doveloper Testing and | 40U the developer o the system, system component,or Cyberseourity & Data Testing and Evaluation (STAE) plan, or
Evaluation | Verity |P/Sem senviceto verify that the scope of testing and evaluation ) ) Protection Testing similar capability; )
SA-11(07) ) provides complete coverage of the required controls at the Functional | Intersects With TDA-08 | (2) Implement a verifiable flaw 5 Not Selected
Scope of Testing and ) ‘ ) Throughout
P following level of rigor: [Assignment: organization-defined Devetopment remediation process to correat
breadth and depth of testing and evaluation]. weaknesses and deficiencies
identified during the security testing
and evaluation process; and
(3) Document the reslts of the
security testing/evaluation and flaw
sses.
Mechanisms exist to require the
developers of Technology Assets,
Developer Testing and |Require the developer of the system, system component, or Dynamic Code oA [Apications andor Services (TAAS) to
SA-11(08) Evaluation | Dynamic |system service to employ dynamic code analysis tools to identify| ~ Functional Equal Analysis 09.3 employ dynamic code analysis tools to 10 Not Selected
Code Analysis  |common flaws and document the results of the analysis. identify and remediate common flaws
and document the results of the
analvsis.
; :Z:‘:r: IT:‘SL':;TE Require the developer of the system, system component, or
SA-11(09) V8 | system service to employ interactive application security testing | Functional | notrelated to N/A N/A  |No applicable SCF control o Not Selected
Application Security |, 14 identify flaws and document the results.
Testing
SA12 Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
SA12(01) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA12(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
SA12(03) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA12(04) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA12(05) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA12(06) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA12(07) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA12(08) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA12(09) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA12(10) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA12(11) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA12(12) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA12(13) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA12(12) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA12(15) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
sA13 Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
sA14 Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA-14(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
a. Require the developer of the system, system component, or Mechanisms exist to develop
system service to follow a documented development process applications based on secure coding
that:1. Explicitly addresses security and privacy requirements;2. principles.
Identifies the standards and tools used in the development
process;3. Documents the specific tool options and tool
i used inthe process; and4.
sats Development Process, | Documents, manages, and ensures the integriy of changesto | [ o cauat Secure Coding | TOA06 o Moderate
Standards, and Tools |the process and/or tools used in development; andb. Review the
development process, standards, tools, tool options, and tool
i Assi fon-defined to
determine if the process, standards, tools, tool options and tool
configurations selected and employed can satisfy the following
security and privacy req 0
defined securitv and privacy
Require the developer of the system, system component, or
Development Process, | ¥Y5tem service toia- Define quality metrics énhe begmmn; of
SA-15(01) Standards, and Tools || 1° @€VeloPment process; andb. Provide evidence of meeting Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
the quality metrics [Selection (one or more): [Assignment:
Quality Metrics S !
defined program review upon deliveryl.
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Development Process,
Standards, and Tools |

Require the developer of the system, system component, or

Plan of Action &

Control Desc:
Mechanisms exist to generate a Plan
of Action and Milestones (POA&M), or
similar risk register, to document
planned remedial actions to correct

Relationsh

SA-15(02) ' system service to select and employ security and privacy Functional Equal ) 1A0-05 ° 10 Not Selected
Security and Privacy ) ) Milestones (POA&M) weaknesses or deficiencies noted
¢ tracking tools for use during the development process. )
Tracking Tools during the assessment of the security
controls and to reduce or eliminate
known vulnerabilities.
Require the developer of the system, system component, or Mechanisms exist to require the
system service to perform a criticality analysis:a. At the following developer of the Technology Asset,
Development Process, |decision points in the system development life cycle: oA, [Application and/or Service (TAAS) to
SA-15(03) , and Tools | |[Assi ization-defined decision points in the system |  Functional Equal Criticaly Analysis | " |perform a critcality analysis at 10 Moderate
Criticality Analysis | development life cycle]; andb. At the following level of rigor: " |organization-defined decision points in
[Assignment: organization-defined breadth and depth of the Secure Development Life Cycle
criticality analysis]. (spLeu.
SA-15(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to develop,
Development Process, | ! document and maintain secure
Require the developer of the system, system component, or System Hardening " d main
Standards, and Tools | ¢ " ) ) baseline configurations for Technology
SA-15(05) system service to reduce attack surfaces to [Assignment: Functional | Intersects With |  Through Baseline | CFG-02 e " 5 Not Selected
Attack Surface m service o en e Assets, Applications and/or Services
' organization-defined thresholds]. Configurations
Reduction (TAAS) that are consistent with
industrv-accented svstem hardening
Mechanisms exist to facilitate the
Developmentprocess, [ S . . mplemend(am:)n of mdu‘stry-d -
equire the developer of the system, system component, or )
Standards, and Tools | | develop! Y Y P ) | secure Engineering recognized cybersecurity and data
SA-15(05) system service to reduce attack surfaces to [Assignment: Functional Intersects With N SEA-01 |protection practices in the 5 Not Selected
Attack Surface ° Principles tion ¢
o organization-defined thresholds]. specification, design, development,
implementation and modification of
T Assets.
Development Process, |
Standands, and Tooty || FeGUire the doveloper of the system, system component,or
SA-15(06) i system service to implement an explicit process to continuously |  Functional |  not related to N/A N/A  |No applicable SCF control 0 Not Selected
ontinuous
improve the development process.
Improvement
Require the developer of the system, system component, or
system service [Assi on-defined
Development Process, |to:a. Perform an automated vulnerability analysis using
, and Tools | |[Assi on-defined tools];b. Determine the )
SA-15(07) ! ! Functional | notrelated to N/A N/A |No applicable SCF control 0 Not Selected
potential for Determine
Vulnerability Analysis |potential risk mitigations for delivered vutnerabilities; andd.
Deliver the outputs of the tools and results of the analysis to
TAssi ion-defined personnel or rolesl.
Development Process, | Mechanisms exist to perform threat
Require the developer of the system, system component, or "
Standards, and Tools | modelling and other secure design
system service to use threat modeling and vulnerability analyses ) TDA-
SA-15(08) Reuse of Threat and B Functional Equal Threat Modeling techniques, to ensure that threats to 10 Not Selected
" from similar systems, components, or services to inform the 06.2 "
Vulnerability software and solutions are identified
current development process.
Information and for.
SA-15(09) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
Development Process, | Require the developer of the system, system component, or
SA-15(10) Standards, and Tools | |system service to provide, implement, and test an incident Functional | notrelated to N/A N/A  |No applicable SCF control o Not Selected
Incident Response | response plan.
Development Process, | Require the developer of the system or system component to
Standards, and Tools | |archive the system or component to be released or delivered )
SA-15(11) ! ! V' P Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Archive System or  [together with the corresponding evidence supporting the final
c security and privacy review.
Development Process, it Sonsitivar Mechanisms exist to minimize the use
imit Sensi
Standards, and Tools | |Require the developer of the system or system component to Remoten ot | bow. |of sensitive/regutated datafor
SA-15(12) Minimize Personally | minimize the use of i onin Functiona Equal gulated ba research, testing, or training, in 10 Not Selected
. Testing, Training& | 18.2 "
and test accordance with authorized,
b Research - .
Information business practices.
i Mechanisms exist to require system
Require the developer of the system, system component, or
Development Pracess, | '* \1° 9/ 0P ° e DA, |developers to use an industry-defined
SA-15(13) Standards, and Tools || °"" 1AsS nization-det Functiona Equal Logging Syntax secure logging format to generate 10 Not Selected
! logging format] to log [assignment: organization-defined event 0214
Logging Syntax ! " event logs for specified event types at
types] at [assignment: organization-defined level of detail]. ! e *
defined level of detail.
) Mechanisms exist to require the
Require the developer of the system, system component, or
‘ " developers of Technology Assets,
system service to provide the following training on the correct ) Y
Developer-provided : Developer-Provided and/or Services (TAAS) to
sA-16 i use and operation of the implemented security and privacy Functional Equal - TDA-16 |APPUCATIONS: 10 High
Training " ) Y Training provide training on the correct use and
functions, controls, and/or mechanisms: [Assignment:
o, oo o operation of the Technology Asset,
organization-defined training]. atior !
and/or Service (TAAS).
Mechanisms exist to require the
developers of Technology Assets,
Applications and/or Services (TAAS) to
produce a design specification and
Require the developer of the system, system component, or security architecture that:
system service to produce a design specification and security Mis C""%'““'y""" a"f‘ supportive of
and privacy architecture that:a. Is consistent with the the organization's security
organization’s security and privacy architecture that s an architecture which is established
Developer Security e : within and is an integrated part of the
o Privac integral part the organization’s enterprise architecture;b. Developer ' : "
SA-17 4 Accurately and completely describes the required securityand |  Functional Equal per Are TDA-05 10 High
Architecture and . ) 3 & Design (2) Accurately and completely
o privacy functionality, and the allocation of controls among ‘ b
e physical and logical components; andc. Expresses how describes the required security
o . ’ : ) functionality and the allocation of
individual security and privacy functions, mechanisms, and
services work together to provide required security and privacy security controls among physical and
’ ) . logical components; and
capabilities and a unified approach to protection.
(3) Expresses how individual security
functions, mechanisms and services
work together to provide required
security capabilities and a unified
o0
Require the developer of the system, system component, or
system service to:a. Produce, as an integral part of the
Developer Security | e gral part of the
development process, a formal policy model describing the
andPrivacy | ization-defined elements of i
SA-17(01) Architecture and |08 not related to N/A N/A  |No applicable SCF control 0 Not Selected
' |security and privacy policy] to be enforced; andb. Prove that the
Design | Formal Policy " o ] et
o formal policy modelis internally consistent and sufficient to
enforce the defined elements of the organizational security and
privacy policy when i
Developer Security | Require the developer of the system, system component, or
and Privacy system service to:a. Define security-relevant hardware, )
SA-17(02) 4 v v Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected

Architecture and
Design | Security-

software, and firmware; andb. Provide a rationale that the
definition for security-relevant hardware, software, and
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Developer Security

Require the developer of the system, system component, or
system service to:a. Produce, as an integral part of the
development process, a formal top-level specification that
specifies the interfaces to security-relevant hardware, software,
and firmware in terms of exceptions, error messages, and
effects;b. Show via proof to the extent feasible with additional
informal demonstration as necessary, that the formal top-level

Control Desci

Relationshi

andPrivacy |specification is consistent with the formal policy modet;c. Show
SA-17(03) Architecture and via informal demonstration, that the formal top-level Functional notrelated to N/A N/A |No applicable SCF control [ Not Selected
Design | Formal | specification completely covers the interfaces to security-
Correspondence | relevant hardware, software, and firmware;d. Show that the
formal top-level specification is an accurate description of the
implemented security-relevant hardware, software, and
firmware; ande. Describe the security-relevant hardware,
software, and firmware mechanisms not addressed in the
formal top-level specification but strictly internal to the security-
relevant hardware. software. and firmware.
Require the developer of the system, system component, or
system service to:a. Produce, as an integral part of the
development process, an informal descriptive top-level
specification that specifies the interfaces to security-relevant
hardware, software, and firmware in terms of exceptions, error
messages, and effects;b. Show via [Selection (one): informal
Developer Security | demonstration; convincing argument with formal methods as
andPrivacy [feasible] that the descriptive top-level is
SA-17(04) Architecture and | with the formal poticy model;c. Show via informal Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Design | Informal that the descriptive top-level
Correspondence | completely covers the interfaces to security-relevant hardware,
software, and firmware;d. Show that the descriptive top-level
specification is an accurate description of the interfaces to
security-relevant hardware, software, and firmware; ande.
Describe the security-relevant hardware, software, and
firmware not in the descriptive top-level
but strictlv internal to the securitv-relevant
Developer Security Require the ‘develcpercf‘(he system, system component, or
and Privacy system service to:a. Design and structure the security-relevant
SA-17(05) Architecture and | MeTaWare: software, and firmware to use a complete, Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
' simple p with precisely
Design | Conceptually
Simple Dogign | |defined semantics; andb. Internallystructure the security-
relevant hardware, software. and firmware with specific regard
Dev:;z”:;f:;””w Require the developer of the system, system component, or
SA-17(06) ) system service to structure security-relevant hardware, Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Architectureand | oo, and firmware to facilitate testing.
Design | Structure for
Developer Security | Require the developer of the system, system component, or
SA-17(07) and Privacy system service to structure security-relevant hardware, Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Architecture and | software, and firmware to facilitate controlling access with least
Design | Structure for_|privilege.
Developer Security | Design [Assignment: organization-defined critical systems or
SA-17(08) and Privacy system co Jwith coar behavior to not related to N/A N/A  |No applicable SCF control 0 Not Selected
Architecture and | the following [ defined
Design | O capabilities, by system or J)
Dev:ﬂ’::s:s:"'y Use different designs for [Assignment: organization-defined
SA-17(09) e @ |crticalsystems or system componens] to satisfy a common set | Functional | ot related to N/A N/A  |No applicable SCF control 0 Not Selected
Design | Design orto provide
sA-18 Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
SA-18(01) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA-18(02) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA-19 Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA-19(01) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA19(02) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA-19(03) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SA-19(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Customized Reimplement or custom develop the following critical system Customized zi‘c:;':j;‘::xc‘?n:‘;g:::’s\::::l""
SA-20 D of i & defined critical system | Functional Equal Developmentof | TDA-12 : 10 Not Selected
” h Commercial Off The Shelf (COTS)
Critical Components |components]. Critical Components
solutions are
Require that the developer of [Assignment: organization-defined Mechanisms exist to ensure that the
system, system component, or system servicel:a. Has developers of Technology Assets,
st Developer Sereening | PPOPTIte @ceess autharizations as determined byassigned | [ Eauat Developer Sereoning | Toa-13 | APPlications andior Services (TAAS) o High
[Assignment: organization-defined official government duties]; have the requisite skilset and
andb. Satisfies the following additional personnel screening appropriate access authorizations.
criteria: -defined additional personnel
SA-21(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to prevent
unsupported Technology Assets,
a. Replace system components when support for the Applications and/or Services (TAAS)
components is no longer available from the developer, vendor, by:
' Unsupported
or manufacturer; orb. Provide the following options for (1) Removing and/or replacing TAAS
SA-22 Unsupported System | | - tive sources for continued support for unsupported Functional | Intersects With | |cCMMOCBYASSEIS: | 4o | en support for the components is 5 Low
Components Applications and/or
components [Selection (one or more): in-house support; Servcos (TAAS) no longer available from the
[Assignment: organization-defined support from external developer, vendor or manufacturer;
providers]]. and
(2) Requiring justification and
aporoval for the
a. Replace system components when support for the Mechanisms exist to provide in-house
components is no longer available from the developer, vendor, support or contract external providers
s Unsupported System |or manufacturer; orb. Provide the following options for Functional. | nterseots wip | Alerate Sourees for | TDA- | for supportwith unsupported s Low
Components |alternative sources for continued support for unsupported Continued Support | 17.1  [Technology Assets, Applications
components [Selection (one or more): in-house support; and/or Services (TAAS).
)/ defined support from external
SA-22(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Employ [Selection (one or more): design; modification; Mechanisms exist to facilitate the
onl i i of tailored
sA-23 Specialization |defined systems or system components] supporting mission Functional | Intersects With | D & | TDA01 and 5 Not Selected
essential services or functions to increase the trustworthiness in Acquisition strategies, contract tools and
those systems or procurement methods to meet uniaue
Mechanisms exist to design and
implement product management
processes to proactively govern the
design, development and production
Employ [Selection (one or more): design; modification; of Technology Assets, Applications
ont . and/or Services (TAAS) across the
SA-23 Specialization |defined systems or system components] supporting mission Functional | Intersects With | Product Management L':‘Jﬁ' fggr&‘?vempmem Life Cycle 5 Not Selected

essential services or functions to increase the trustworthiness in
those systems or components.

(1) Improve functionality;
(2) Enhance security and resiliency
capabilities;

(3) Correct security deficiencies; and
(4) Conform with applicable statutory,

resul and/or
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Employ [Selection (one or more): design; modification: )
) exist to develop
onl i Customized I e
-, ’ reanee ’ ) critical system components, when
sA-23 Specialization |defined systems or system components] supporting mission Functional | IntersectsWith |  Developmentof | TDA-12 5 Not Selected
P! ined sy " system comp! ] supporting missi Develops Commercial Off The Shelf (COTS)
essential services or functions to increase the trustworthiness in Critical Components N
Solutions are unavailable.
those systems or
a. Develop, and disseminate to |
organizaton-defined personneLor roles].[Selectin (oneor
more): Organization-level; o lovel:
level] system and on policy
thatia. Addresses purpose, scope, roles, responsibiliies,
among
entities, and compliance; andb. Is consistent with
laws, executive orders, directives, regulations, policies,
o - g exist to establish,
tandards, and and2. to facilitate the j onen oo
" o ) | cybersecurity & Data maintain and disseminate
sC-01 Policy and Procedures |implementation of the system and Functional | Intersects With > Gov-02 5 Low
> Protection cybersecurity and data protection
policy and the system and e
Documentation policies, standards and procedures.
Is;b. Designate an [
defined official] to manage the development, documentation,
and dissemination of the system and communications
protection policy and procedures; andc. Review and update the
current system and communications protection:1 . Policy
[ ion-defined frequency] and following
[Assignment: organization-defined events}; and2. Procedures
defined and following
a. Develop, and disseminate to |
orgarization-defined persornel o oles}:1. [Selection (one or
more): Organization-level; » level;
level] system and icati ion policy
thatia. Addresses purpose, scope, oles, responsibies,
among i
entities, and andb. Is ith
laws, executive orders, directives, regulations, policies, ——
v orders, dir 8 polici Mechanisms exist to develop, govern &
tandards, and andz2. o facilitate the Network Security update procedures to facilitate the
sC-01 Policy and Procedures |implementation of the system and i Subset Of NET-01 |(Pdateproce 10 Low
i N Controls (NSC) of Network Security
olicy and the system an
policy ai Y Controls (NSC).
ls;b. Designate an [
dofined offcial to manage the development, documentation,
and dissemination of the system and communications
protection policy and procedures; andc. Review and update the
current system and communications protection:1. Policy
defined and following
[Assngnment orgenizaton-defined svents] and2. Procedures
d and following
a. Develop, and disseminate to Mechanisms exist to facilitate the
organizaton-defined personneLor roles].[Selectin (oneor implementation of industry-
more): Organization-level; pi level; recognized cybersecurity and data
level] system and on policy protection practices in the
thatia. Addresses purpose, scope, roles, responsibiliies, specification, design, development,
among implementation and modification of
entities, and I andb. Is i with Technology Assets, Applications
laws, executive orders, directives, regulations, policies, and/or Services (TAAS).
tandards, and guidelines; and2. to facilitate the
" o ) Secure Engineering
sC-01 Policy and Procedures |implementation of the system and Functiona Subset Of b SEA-01 10 Low
policy and the system and P
ls;b. Designate an [
defined official] to manage the development, documentation,
and dissemination of the system and communications
protection policy and procedures; andc. Review and update the
current system and communications protection:1 . Policy
[ ion-defined frequency] and following
[Assignment: organization-defined events}; and2. Procedures
defined and following
a. Develop, and disseminate to | Mechanisms exist to review the
orgarization-defined personnel o oles}:1. Selection (one or cybersecurity and data protection
more): Organization-level; P level; program, including policies, standards
level] system and icati ion policy and procedures, at planned intervals
thatia. Addresses purpose, scope, oles, responsibies, or if significant changes occur to
among i ensure their continuing suitability,
entities, and andb. Is ith adequacy and effectiveness.
laws, executive orders, directives, regulations, policies, e
ive orders, dirctives,regulations, polcies periodic Review &
tandards, and and2. to facilitate the e ot
sc-01 Policy and Procedures |implementation of the system and i Intersects With pdat Gov-03 5 Low
Cybersecurity & Data
policy and the system and .
Protection Program
ls;b. Designate an [
dofined offcial to manage the development, documentation,
and dissemination of the system and communications
protection policy and procedures; andc. Review and update the
current system and communications protection:1. Policy
defined and following
[Assngnment orgenizaton-defined svents] and2. Procedures
d and following
,, Mechanisms exist to separate user
Separation of System |Separate ser functionalty,including user nterface services, ) Application
5C-02 Functional Equal et SEA-03.2|functionality from system 10 Moderate
and User F from system Partitioning ysten
Separation of System
> - Mechanisms exist to separate user
and User Prevent the p of system at Application anism
5C-02(01) Equal eat SEA-03.2 functionality from system 10 Not Selected
| Interfaces for Non- [ interfaces to non-privileged users. Partitioning ysten
°r management functionality.
privileged Users
Separation of System ) ,,
Store state information from applications and software
5C-02(02) and User Functionality 27 * %) PP Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
| Di jtity | *°PrateY-
Mechanisms exist to ensure security
Securiy Function Restrict Access To functions are restricted to authorized
5C-03 . Isolate security functions from nonsecurity functions. Functional | Intersects With ‘ ; END-16 [individuals and enforce least privilege 5 High
Isolation Security Functions ! 8
control requirements for necessary job
functions.
Security Funtion Security Function Mechanisms exist to isolate securi
5C-03 YR Isolate security functions from nonsecurity functions. Functional | Intersects With R SEA-04.1[ o0 ) i 5 High
Isolation Isolation functions from non-security functions.
Security Function |\ hardware separation mechanisms to implement
SC-03(01) Isolation | Hardware | P oY hardware separ P Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
! security function isolation.
Security Function _|Isolate security functions enforcing access and information flow
5C-03(02) Isolation | Access and |control from nonsecurity functions and from other security Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Flow Control Functions|functions.
Security Function
Isolation | Minimize ~|Minimize the number of nonsecurity functions included within
SC-03(03) on | Minimi i i ecurity i Functional | notrelatedto N/A N/A  |No applicable SCF control 0 Not Selected
Nonsecurity | the isolation boundary containing security functions.
Security Function
Isotat‘oqu\ Modty | mplement security functions as argely indopendent modutes
i
5C-03(04) o os'® | mat maximize internal cohesiveness within modues and Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
oupling an
. pling minimize coupling between modules.
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Mechanisms exist to implement
) security functions as a layered
Implement security functions as a layered structure minimizing 5 N
Security Function © e structure minimizing interactions
’ interactions between layers of the design and avoiding any ) Defense-In-Depth
5C-03(05) Isolation | Layered Functional Equal " SEA-03 | between layers of the design and 10 Not Selected
dependence by lower layers on the functionality or correctness (DID) Architecture we
Structures avoiding any dependence by lower
of higher layers. ndene
layers on the functionality or
correctness of higher lavers.
Mechanisms exist to prevent
Information in Shared |Prevent unauthorized and unintended information transfer via ) Information In Shared unauthorized and unintended
5C-04 Functional Equal sea-0s |' " 10 Moderate
System Resources | shared system resources. Resources information transfer via shared system
SC-04(01) Withdrawn Functional | not related to N/A N/A N/A 0 Withdrawn
Information in Shared | Prevent unauthorized information transfer via shared resources
System in with [Assig ganization-defined ) »
5C-04(02) v es | ! Functional | notrelated to N/A N/A |No applicable SCF control o Not Selected
Multilevel or Periods |procedures] when system processing explicitly switches
Processing between different information levels or security
a. [Selection (one): Protect against; Limit] the effects of the Mechanisms exist to control resource
following types of denial-of-service events: [Assignment: ization of Assets,
Denial-of-service defined types of denial-of-service events]; andb. Applications and/or Services (TAAS)
SC-05 1ed typ ) vents]; and Functional | IntersectsWith | Resource Priority | CAP-02 | APPi%2 /or Services (TAAS) 5 Low
Protection Employ the following controls to achieve the denial-of-service that are susceptible to Denial of
bj [ ization-defined controls by type of Service (DoS) attacks to limit and
denial-of-service event]. prioritize the use of resour
a. [Selection (one): Protect against; Limit] the effects of the Mechanisms exist to conduct capacity
following types of denial-of-service events: [Assignment: planning so that necessary capacity
Denial-of-service ization-defined types of denial-of-service events]; andb. ) ) ) ! for information processing,
SC-05 > red typ vents] Functional | IntersectsWith | Capacity Planning | CAP-03 | " Mormation pr g, 5 Low
Protection Employ the following controls to achieve the denial-of-service telecommunications and
biective: [Assi & defined controls by type of environmental support will exist during
denial-of-service event]. i
a. [Selection (one): Protect against; Limit] the effects of the Mechanisms exist to facilitate the
following types of denial-of-service events: [Assignment: Capaciya implementation of capacity
i
Denial-of-service defined f denial-of- tsJ; andb. t controls t
SC-05 1ed types o of-service events]; and Functional | Intersects With Performance CcAp-g1 |Managementcontrolsto ensure 5 Low
Protection Employ the following controls to achieve the denial-of-service o optimal system performance to meet
bj [ ization-defined controls by type of ¢ expected and anticipated future
denial-of-service event]. capacity
a. [Selection (one): Protect against; Limit] the effects of the
following types of denial-of-service events: [Assignment:
Denial-of-service oo types of denial-of. v[\'ce ;/ents]- andb. Denial of Service (DoS) Automated mechanisms exist to
5C-05 ) red b ventsl; andb. Functional | Intersects With NET-02.1 | protect against or limit the effects of 5 Low
Protection Employ the following controls to achieve the denial-of-service Protection ¢
P ) ) denial of service attacks.
bj; : [/ =2 defined controls by type of
denial-of-service event].
Mechanisms exist to control resource
Denial-of-service i
Protoation | Rostiat|FESUethe ability ofindiiduals toaunch the following denial-of :““T“‘:,” of T“;/"m:gy f\sse“;‘ms)
i ri cations and/or Services
SC-05(01) 0 service attacks against other systems: | Functional | IntersectsWith |  Resource Priority | CAP-02 |/-PPUoat! ! rvice 5 Not Selected
Ability to Attack Other 0 artacks a ’ " that are susceptible to Denial of
organization-defined denial-of-service attacks]. ‘
Systems Service (DoS) attacks to limit and
prioritize the use of resour
Mechanisms exist to control resource
Denial-of-service utilization of Technology Assets,
Protection | Capacity, | Manage capacity, bandwidth, or other redundancy to limit the ) ) . jcati /or Servi
SC-05(02) ' | Capacity ge capacity, ! ! dancy Functional | Intersects With | Resource Priority | CAp-02 |/\PPUications and/or Services (TAAS) 5 Not Selected
Bandwidth, and  |effects of information flooding denial-of-service attacks. that are susceptible to Denial of
Redundancy Service (DoS) attacks to limit and
brioritize the use of resource:
Mechanisms exist to conduct capacity
Denial-of-service planning so that necessary capacity
Protection | Capacity, | Manage capacity, bandwidth, or other redundancy to limit the for information processing,
5C-05(02) | Capacity 8¢ capacity: b dancy Functional | Intersects With | Capacity Planning | CAP-03 onp ® 5 Not Selected
Bandwidth, and |effects of information flooding denial-of-service attacks. telecommunications and
Redundancy environmental support will exist during
a. Employ the following monitoring tools to detect indicators of Mechanisms exist to facilitate the
denial-of-service attacks against, or launched from, the system: ) implementation of capacil
Denial-of-service |\ nment: organization ieﬁned monitoring tools]; andz Capacity & mapna ement cont mspm e!:sure
i : or ion- ; andb. ) ) r
SC-05(03) Protection | Detection g g gtooks]; Functional | Intersects With Performance Ccap-01 | TN 5 Not Selected
et Monitor the following system resources to determine if sufficient optimal system performance to meet
and Monitoring ° Management e
resources exist to prevent effective denial-of-service attacks: expected and anticipated future
TAssi ion-defined system resourcesl. capacity
Mechanisms exist to control resource
Protect the availability of resources by allocating [Assignment: :““T“‘:,” of T“;/"m:gy f\sse“;‘ms)
cations and/or Services
5C-06 Resource defined 1 by [Selection (one or more): Functional | IntersectsWith |  Resource Priority | CAP-02 |/-PPUoat! ! rvice 5 Not Selected
bl : e e that are susceptible to Denial of
priority; quota; [Assignment: organization-defined controls]]. ‘
Service (DoS) attacks to limit and
prioritize the use of resour
a. Monitor and control communications at the external managed
interfaces to the system and at key internal managed interfaces
within the system;b. Implement subnetworks for publicly Mechanisms exist to monitor and
accessible system components that are [Selection (one): control communications at the
SC-07 Boundary logically] from internal Intersects With | Boundary Protection | NET-03 |external network boundary and at key 5 Low
networks; ande. Connect to external networks or systems only internal boundaries within the
through managed interfaces consisting of boundary protection network.
devices arranged in accordance with an organizational security
and privacy
5C-07(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
5C-07(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to limit the number
Boundary Protection Limit Network of concurrent external network
5C-07(03) Y ! |Limit the number of external network connections to the system. |  Functional Equal NET-03.1 g " 10 Moderate
Access Points c toits T Assets,
and/or Services (TAAS).
a. Implement a managed interface for each external
telecommunication service;b. Establish a traffic flow policy for
each managed interfacesc. Protect the confidentiality and
integrity of the information being transmitted across each
interface;d. Document each exception to the traffic flow policy Mechanisms exist to maintain a
Boundary Protection | |with a supporting mission or business need and duration of that Exornal managed interface for each external
x
External need;e. Review exceptions to the traffic flow policy [Assignment: ) ) o telecommunication service that
SC-07(04) ? € xoep poticy [Assig Functional | Intersects With | Telecommunications |NET-03.2 on servi 5 Moderate
defined q ]and remove thatare Services protects the confidentiality and
Services no longer supported by an explicit mission or business needt. integrity of the information being
Prevent unauthorized exchange of control plane traffic with transmitted across each interface.
external networks;g. Publish information to enable remote
networks to detect unauthorized control plane traffic from
internal networks; andh. Filter unauthorized control plane traffic
from external networks.
Mechanisms exist to configure firewall
| Deny network communications traffic by default and allow config
Boundary Protestion| | > " o & o Setastion Deny Traffic by Defautt and router configurations to deny
network communications traffic by exception [Selection (one or
5C-07(05) Deny by Defautt— | 8T E RS A on ¢ Functional | Intersects With | ~ &AllowTrafficby  |NET-04.1|network traffic by default and allow 5 Moderate
re): interfaces; for & ) . )
Allow by Exception ' & Exception network traffic by exception (e.g., deny
defined systems]]. ) :
all. permit by
5C-07(06) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Prevent split tunneling for remote devices connecting to Mechanisms exist to prevent split
Boundary Protection| tional syst less the split tunnel ! CFG- |tunneling f¢ ted !
organizational systems unless the split tunnel is secure - | tunneling for remote devices unless
$C-07(07) Split Tunnetingfor | & systems plttur ) Y Functional Equal Split Tunneling ing 10 Moderate
using [/ g defined 03.4  |the splittunnelis securely provisioned
Remote Devices " '
using defined
Boundary [ TRoute [Assi ization-defined internal Mechanisms exist to route internal
Route Traffic to traffic] to [Assi on-defined ) | Route Internal Traffic communications traffic to external
5C-07(08) . ! Functional | Intersects With NET-18.1 0@ 5 Moderate
Authenticated Proxy | external networks] through authenticated proxy servers at to Proxy Servers networks through organization-
Servers managed interfaces. approved proxy servers at managed
@00
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Mechanisms exist to force Internet-
bound network traffic through a prox
Boundary | |Route [Assi ization-defined internal aoveo (o l' i rougt !‘:_’:
" ) evice (e.g., Policy Enforcement Point
Route Traffic to traffic]to | defined ) ) DNS & Content reen
5C-07(08) ! Functional | Intersects With o NET-18 |(PEP)) for URL content filtering and 5 Moderate
Authenticated Proxy | external networks] through authenticated proxy servers at Filtering e "
¢ DN filtering to limit a user's abilty to
Servers managed interfaces. o
connect to dangerous o prohibited
Internet sites.
Boundary Protection | - ) Mechanisms exist to monitor and
e oo | |a- Detectand deny outgoing communications traffic posing a o
rict Thre jcati
5C-07(09) CateNINE | threat to external systems; andb. Audit the identity of internal Functional | Intersects With | Boundary Protection | NET-03 5 Not Selected
Outgoing o Sy e external network boundary and at key
oing users with denied ) ounea
c internal boundaries within the
Mechanisms exist to maintain a
Boundary Protection | "
! ) - o managed interface for each external
Restrict Threatening |a. Detect and deny outgoing communications traffic posing a External erfac :
’ . : ) ) o telecommunication service that
5C-07(09) Outgoing threat to external systems; andb. Audit the identity of internal Functional | Intersects With | Telecommunications [NET-03.2 on semvi 5 Not Selected
e N 3 y o ; protects the confidentiality and
c users with denied Services B
Traffio integrity of the information being
across each interface.
‘Automated mechanisms exist to
5C07(10) Boundary Protection | |a. Prevent the exflration of nformation; andb. Conduct Functional. | Intersects with | Preventunauthorized | o prevent the unauthorized exfitration of s Not Stected
Prevent tests [ defined frequency]. data across
interfaces.
‘Automated mechanisms exist to
5C07(10) Boundary Protection | |a. Prevent the exfiltration of information; andb. Conduct Functional | intersects witn | P2t LS s | Data Loss (oLP) s Not Stected
Prevent tests [ defined frequency]. (DLP) to protect sensitive information as itis
stored, itted and
) Mechanisms exist to configure firewall
Boundary Protection | . . -~ . N y
e rereetor ! |only atlow incoming communications from [Assignmen: Deny Traffic by Default and router configurations to deny
estrict Incomin
sC-07(11) e o |organization-defined authorized sources] o be fouted to Functional | Intersects With | ~ &AllowTrafficby  |NET-04.1|network traffic by default and allow 5 Not Selected
Traffic [Assi ization-defined authorized i Exception network traffic by exception (e.g., deny
all. permit by i
Boundary Protection | . - ) Mechanisms exist to monitor and
e oo ! |only altowincoming communications from [Assignment: o DA
estrict Incomin control communications at the
sC-07(11) 19OMINE | 5 ganization-defined authorized sources] to be routed to Functional | Intersects With | Boundary Protection | NET-03 5 Not Selected
Communications ' © authortze ) . external network boundary and at key
defined authorized € e
Traffic internal boundaries within the
. PR Mechanisms exist to implement
sc0712) Boundary Protection| | 2% “PP R g Function Eauat Host.Based Security | END- |underlying software separation o Not Stected
Host-based Protection | . Functionsolation | 16.1 |mechanisms to facilitate security
defined system components]. *
function isolation.
Mechanisms exist to implement
Boundary | [1sotate [Assi ganization-defined information security security management subnets to
Isolation of Security ~[tools, mechanisms, and support components] from other Security Management isolate security tools and support
sC-07(13) Tools, Mechanisms, |internal system components by implementing physically Functional | Intersects With o NET-06.1|components from other internal 5 Not Selected
andSupport separate subnetworks with managed interfaces to other system components by implementing
Components. components of the system. separate subnetworks with managed
interfaces to other of the
Physical security mechanisms exist to
Boundary Protection| locate system components within the
Protect Against | Protect against unauthorized physical connections at Equipment Siting & facility to mi tential d
SC-07(14) rotect Against ect agell orized phy: et Functional | Intersects With | 0/PMENtSIINg& | ppg ) |facility to minimize potential damage 5 Not Selected
L Physical |1 defined managed interfaces]. Protection from physical and environmental
Connections hazards and to minimize the
opportunity for i access.
Boundary Protection| Physical access control mechanisms
SC-07(14) Protect Against | Protect against unauthorized physical connections at Functional | Intersects With | "°CKaPle Physical | ppq g , |exist to protect system components 5 Not Selected
L Physical |1 defined managed interfaces]. Casings from unauthorized physical access
Connecti (e lockable physical casings).
Physical security mechanisms exist to
Boundary Protection | Vs ity
Protect Against | Protect against unauthorized physical connections at Transmission Medium protect power and
5C-07(14) ’ ! ° eree R ° Functional | Intersects With ' PES-12.1telecommunications cabling carrying 5 Not Selected
L Physical |1 defined managed interfaces]. Security "
. data or supporting information
Connections . J
services from
Automated mechanisms exist to route
Boundary Protection | networked, privileged accesses
Route networked, privileged accesses through a dedicated, ’ Route Privileged .
5C-07(15) Networked Privileged " privites © - Functional Equal 80 |NET-18.3through a dedicated, managed 10 Not Selected
managed interface for purposes of access control and auditing. Network Access )
Accesses interface for purposes of access
control and auditing.
Boundary Protection | ) - Mechanisms exist to prevent the
Prevent the discovery of specific system components that ) Prevent Discovery of " ]
5C-07(16) Prevent Discovery of ‘ Functional Equal V" |NET-03.3 public disclosure of internal network 10 Not Selected
represent a managed interface. Internal Information f ‘
System Cq information.
Boundary Protection | Mechanisms exist to deploy Web
Automated Web Application Application Firewalls (WAFs) to
$C-07(17) Enforce adherence to protocol formats. Functional Equal pplicati WEB-03 |/ PPUcat (WAFs)to 10 Not Selected
Enforcement of Firewall (WAF) provide defense-in-depth protection
Protocol Formats for application-specific threats.
Mechanisms exist to facilitate the
implementation of industry-
Boundary Protection | | Prevent systems from entering unsecure states in the event of an ) | secure Engineering recognized cybersecurity and data )
5C-07(18) ) : Functional | Intersects With : SEA-01 |protection practices in the 5 High
FailSecure |operational failure of a boundary protection device. Principles otion )
specification, design, development,
implementation and modification of
Technolog Assets. Aoolicati
) ‘Automated mechanisms exist to
Boundary Protection| ) - )
e oo |Btockinbound and outbound communications raffc between employ Network Access Control
ock Communication
[ defined clients] that ) ) Network Access NAC), or a similar technology, which
SC-07(19) from Non- > ! Functional | Intersects With AsT-02.5|(NAC). or a similar ok 5 Not Selected
o, |areindependently configured by end users and external service Control (NAC) is capable of deteting unauthorized
organizational
eal Y | providers. devices and disable network access to
Configured Hosts ! "
those devices.
Automated mechanisms exist to
dynamically isolate (e.g., sandbox
Boundary Protection | |Provide the capability to dynamically isolate [Assignment: Dynamic Isolation & ynamically & ( gd 2 )
urin
5C-07(20) Dynamic Isolation and defined system from other system Functional Equal Segregation  |NET-03.6|"" s 10 Not Selected
3 N runtime, where the component is
Segregation  |components. (Sandboxing) ! A i
isolated in a fault-contained
environment but it can still
) ) ) Mechanisms exist to employ boundary
5 Employ boundary protection mechanisms to isolate ! 3
Boundary Protection | | o solation of Systam protections to isolate Technology
sC-07(21) Isolation of System | " ¢ ned system compon Functiona Equal v NET-03.7| Assets, Applications and/or Services 10 High
supporting [Assignment: organization-defined missions and/or Components "
Components i ° (TAAS) that support critical missions
business functions]. !
and/or business functions.
Boundary Protection | Separate Subnet for Mechanisms exist to implement
Separate Subnets for |Implement separate network addresses to connect to systems Connecting to separate network addresses (€.g.,
SC-07(22) P " imet par: ‘ Y Functional | Intersects With , s NET-03.8| %P (g 5 Not Selected
Connectingto |in different security domains. Different Security different subnets) to connect to
Different Security Domains systems in different security domains.
Boundary Protection|
Disable Sender | Disable feedback to senders on protocol format validation
5C-07(23) ‘ P Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Feedback on Protocol |failure.
Validation Failure
For systems that process personally identifiable information:a.
Apply the following processing rules to data elements of
Boundary on| i information: | i Mechanisms exist to apply network-
sC-07(24) y Identifiable |defined ing rules];b. Monitor for permitted processingat |  Functional Equal PersonalData (PD) | NET-03.4|based processing rules to data 10 Not Selected
Information the externalinterfaces to the system and at key internal elements of Personal Data (PD).
boundaries within the system;c. Document each processing
: andd. Review and remove thatare no
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Control Desci

Relationsh

Mechanisms exist to authorize
connections from systems to other
systems using Interconnection
Boundary Protection | |Prohibit the direct ion of [ ystem s
SN y o oo ) Security Agreements (ISAs), or similar
Unclassified National |defined unclassified national security system] to an external ) ) System
SC-07(25) N N B N Functional Intersects With 5 NET-05 |methods, that document, for each 5 Not Selected
Security System | network without the use of [Assignment: organization-defined Interconnections !
. N interconnection, the interface
Connections | boundary protection devicel. ect
characteristics, cybersecurity and
data protection requirements and the
nature of the information
Mechanisms exist to authorize
connections from systems to other
systems using Interconnection
Boundary Protection
e ot ! | Prohibit the direct connection of a classified national security Syetem Security Agreements (ISAs), or similar
i
SC-07(26) N system to an external network without the use of [Assignment: Functional Intersects With Y 5 NET-05 |methods, that document, for each 5 Not Selected
Security System . Interconnections !
/ defined boundary pi device]. interconnection, the interface
Connections .
characteristics, cybersecurity and
data protection requirements and the
nature of the information
Mechanisms exist to prohibit the direct
Boundary Protection | |Prohibit the direct of [Assi g i P i
Unclassified Non- | defined unclassified non-national security system] to an external| External System connection of a sensitive system to an
5C-07(27) ) Functional Equal NET-05.1 [external network without the use of an 10 Not Selected
national Security | network without the use of [Assignment: organization-defined Connections ! oo
defined boundar
System Connections | boundary protection device]. ‘ Y
device.
Boundary Protection Mechanisms exist to prohibit, o
v P | [ prohibit the direct of [Assi ” ) Direct Internet Access * P! "
5C-07(28) Connections to Public | o 4 Functional Equal ' NET-06.5 strictly-control, Internet access from 10 Not Selected
defined system] to a public network. Restrictions W
Networks sensitive / regulated data enclaves
Implement [Selection (one): physically; logically] separate
Boundary Protection | susnetwo k[S to ‘sola(e( (he)fril;w\’n Cy (\Cil S) sy(]em';)m onents Cloud Infrastructure Mechanisms exist to host security-
ks to i ri i 1
SC-07(29) Separate Subnets to - gen Y omPp! Functional | Intersects With CLD-03 |specific technologies in a dedicated 5 Not Selected
and functions: [Assignment: organization-defined critical system Security Subnet
Isolate Functions subnet.
and
Mechanisms exist to implement
security management subnets to
_|imptement [Selection (one): physically; logically] separate security manag
Boundary Protection | B N N isolate security tools and support
subnetworks to isolate the following critical system components ) | security Management 3
5C-07(29) Separate Subnets to : r ° Functional | Intersects With NET-06.1|components from other internal 5 Not Selected
) and functions: [Assignment: organization-defined critical system Subnets !
Isolate Functions 3 system components by implementing
components and functions]. "
separate subnetworks with managed
interfaces to other of the
Implement [Selection (one): physicaly; logically] separate Separate Subnet for Mechanisms exist to implement
Boundary Protection| Z tw k[ toi Il :(m )fpuy I y't gl )(] . 1t pc ting t te network add " (i
subnetworks to isolate the following critical system components onnecting to separate network addresses (e
SC-07(29) Separate Subnets to ! : g ol ystem comp Functional | Intersects With , s NET-03.8| %™ 5 Not Selected
o> " |and functions: [Assignment:organization-defined critical system Different Security different subnets) to connect to
and Domains systems in different security domains.
Transmission Cryptographic mechanisms exist to
ransmiss Protect the [Selection (one or more): confidentiality; integrity] of ) ) Transmission fyptographic mechanis
5C-08 Confidentiality and ° Functional | Intersects With CRY-03 |protect the confidentiality of data 5 Moderate
! transmitted information. Confidentiality °
Integrity being
Transmission ) ) Cryptographic mechanisms exist to
Protect the [Selection (one or more): confidentiality; integrity] of ) ) - )
5C-08 Confidentiality and e ( ) y; integrit] Functional | Intersects With | Transmission Integrity | CRY-04 |protect the integrity of data being 5 Moderate
transmitted information. ;
Integrity
Transmission Cryptographic mechanisms exist to
ransmiss Implement cryptographic mechanisms to [Selection (one or ) fyptographic mechani
Confidentiality and " ) | AuematePhysical | CRY- |prevent unauthorized disclosure of
5C-08(01) more): prevent unauthorized of detect | Functional | Intersects With " f ! 5 Moderate
Integrity | N N N L Protection 01.1 [information as an alternative to
changes to information] during transmission. "
c physical
Transmission Mechanisms exist to facilitate the
Confidentiality and to [Selection (one or implementation of cryptographic
l N ) | Use of Cryptographic plem yptograp!
5C-08(01) Integrity | more): prevent unauthorized of detect | Functional | Intersects With g CRY-01 |protections controls using known 5 Moderate
r
Cryptographic | changes to information] during transmission. public standards and trusted
Protection i i
Transmission ) ) ) -
ansmiss Implement cryptographic mechanisms to [Selection (one or ) Cryptographic mechanisms exist to
Confidentiality and " ) ) Transmission nechan
5C-08(01) gty | more): prevent unauthorized of detect | Functional | IntersectoWith | T CRY-03 |protect the confidentiality of data 5 Moderate
ety changes to information] during transmission. v being transmitted.
Cryptographic
Transmission Cryptographic mechanisms exist to
. ;_d e 4| Maintain the [Selection (one or more): confidentiaity; integriy] of orefPost T on| car e gth P! s e
onfidentiality an re/Post Transmission - |ensure the confidentiality and integri
5C-08(02) ! v during for and during Functional | Intersects With " s confidentiality and integrity 5 Not Selected
Integity | Pre- and Post| " * 1 ! Handling 01.3|of information during preparation for
ion.
Handling |"*°°P and during reception.
- Mechanisms exist to facilitate the
Transmission . N . !
Confisontiomtyana_|Miain the [Selection (one or more):confidentiaiy; integriy] of Useof Cryptographic implementation of cryptographic
SC-08(02) ! during for and during Functional | Intersects With TYPLOBIaPNIC | 5Ry.01 [protections controls using known 5 Not Selected
Integrity | Pre- and Post Controls
- reception. public standards and trusted
transmission Handling ) !
Transmission
o | Maintain the [Setection (one or more): confidentiaiy; inteity] of Mechanisms exist to restrict the use of
onfidentiality an
5C-08(02) ntegnty | ro ;:d et during for and during Functional | Intersects With Media Use DCH-10 |types of digital media on systems or 5 Not Selected
erity reception. system components.
Handling
Transmission -
STSTES Mechanisms exist to protect the
¢ and foprotect message fidentiality, integrity and
con \
5C-08(03) Integrity | externals unless otherwise protected by [Assignment: Functional Equal Electronic Messaging | NET-13 | ™ <™ 8 , 10 Not Selected
1| ¢ ¢ ; availability of electronic messaging
defined physical controls]. v ot
communications.
Protection for Message
Transmission
Confidentiality and to conceal o ) Cryptographic mechanisms exist to
h ) Conceal / Randomize |  CRY- . -
5C-08(04) Integrity | Concealor |communication patterns unless otherwise protected by Functional Equal @ || |conceat or randomize communication 10 Not Selected
jcati .
[Assi ization-defined ive physical controls]. patterns.
.
T = defined protected
Confidentiality and | distribution system] to [Selection (one or more): prevent
5C-08(05) v on system] to [Setection (on )P Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Integrity | Protected |unauthorized disclosure of information; detect changes to
Distribution System during i
5C-09 Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
) ) Mechanisms exist to terminate,
Terminate the network connection associated with a Network G . work N £ tho ond of
etwork Connection network connections at the end of a
5C-10 Network Disconnect |communications session at the end of the session or after Functional Equal wonn NET-07 | "™ hee 10 Moderate
N o A 5 e Termination session or after an organization-
[Assignment: organization-defined time period] of inactivity. > anizatio
defined time period of inactivity.
a. Provide a [Selection (one): physically; logicaly] isolated
trusted i path for between the
user and the trusted components of the system; andb. Permit Mechanisms exist to establish a
users to invoke the trusted communications path for trusted communications path
sc-11 Trusted Path rtoinv \cations pathfor Functional Equal Trusted Path END-09 cations path 10 Not Selected
communications between the user and the following security between the user and the security
functions of the system, including at a minimum, authentication functions of the operating system.
and : ization-defined
security
a. Provide a trusted communications path that is irrefutably
Trusted Path| from other paths; andb. Initiate
sC-11(01) Irrefutable the trusted path for between | Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
c ications Path [the | ization-defined security functions] of the
system and the user.
Establish and manage cryptographic keys when cryptography is Mechanisms exist to securely
Cryptographic Key | employed within the system in accordance with the following key Publc Ko implement an internal Public Key
5C-12 and & defined | Functional | Intersects With Y CRY-08 Infrastructure (PKI) infrastructure or 5 Low
) Infrastructure (PKI) ‘
a for key distribution, storage, access, obtain PKI services from a reputable
and PKI service provider.
Cryptographic Key Mechanisms exist to ensure the
Establishmentand [ Maintain availability of information in the event of the loss of CryptographicKey | CRY- |availability of information in the event
SC-12(01) ilability Functional Equal Typtographic Key y | 10 High
Management|  |cryptographic keys by users. Loss or Change 09.3 |of the loss of cryptographic keys by
Availability i users.
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Mechanisms exist to facilitate the
oduction and management of
Cryptographic Key " ) _ productio o
e oy |Produce, control, and distribute symmetric cryptographic keys Ry, |symmetric cryptographic keys using
sC-12(02) Managoment | |sing[Selection (one): NIST FIPS-validateds N key Equal Symmetric Keys o |Federatinformation Processing 10 Not Selected
nagemen .
eer management technology and processes. Standards (FIPS)-compliant key
Symmetric Keys
management technology and
Produce, control, and distribute asymmetric cryptographic keys Mechanisms exist to facilitate the
using [Selection (one): NSA-approved key management production and management of
cr ic Key and keying material; DoD- asymmetric cryptographic keys using
Ectablishmentand |approved or DoD-ssued Medium Assurance PKI certfcates; ) ) CRY- | FederalInformation Processing
SC-12(03 Functional Equal Asymmetric Keys 10 Not Selected
(03) Management| | DoD-approved or DoD-issued Medium Hardware Assurance PKI a Y ¥ 09.2 |Standards (FIPS)-compliant key
Asymmetric Keys | certificates and hardware security tokens that protect the user's management technology and
private key; certificates issued in with org processes that protect the user’s
defined private key.
SC-12(04) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
5C-12(05) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Cryptographic Key
Establishmentand | Maintain physical control of cryptographic keys when stored
SC-12(06) ! intain physi rol of cryptographic keys wi " Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Management | Physical|information is encrypted by external service providers.
Control of Keys
= Dotermine the [Assi ron-defined
ses]; andb. following types of Cryptographic mechanisms exist to
Cryptographic uses}; the following typ Encrypting Data At fyptographic mechani
sC-13 i cryplography reauired for each specified cryptographic use: Functional | Intersects With o CRY-05 |prevent unauthorized disclosure of 5 Low
ro
defined types of cr for data at rest.
each specfied o ic usel.
a. Determine the [Assi ion-defined Mechanisms exist to address the
ses]; andb. following types of exporting of cryptographic
Cryptographic uses}; the following typ Export-Controlled | CRy. |2XPOrtingof cryptographi
sC-13 i cryplography reauired for each specified cryptographic use: Functional | Intersects With S, 15 |technotogies in comptiance vith 5 Low
defined types of cr for Typtography ) relevant statutory and regulatory
each specfied o ic usel. i
a. Determine the [Assi ion-defined Mechanisms exist to facilitate the
ses]; andb. following types of implementation of cryptographic
Cryptographic uses}; the following typ Use of Cryptographic imP| ! fvptograph
sC-13 il cryplography reauired for each specified cryptographic use: Functional | Intersects With PN CRY-01 |protections controls using known 5 Low
defined types of cr for public standards and trusted
cach specfied o ic usel.
sC-13(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
5C-13(02) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
5C-13(03) Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
SC-13(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
sC-14 Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to unplug or prohibit
a. Prohibit remote activation of collaborative computing devices the remote activation of collaborative
Collaborative  |and applications with the following exceptions: [Assignment: Collaborative computing devices with the following
rativ
5C-15 Computing Devices organization-dsfined exceptions where remote activation s tobe|  Functional | IntersectsWith | 9 #2780 | END-14 [excoptions: 5 Low
and Applications |allowed]; andb. Provide an explicit indication of use to users puting (1) Networked whiteboards;
physically present at the devices. (2) Video teleconference cameras;
and
Mechanisms exist to unplug or prohibit
Collaborative the remote activation of collaborative
Computing Devices | Provide [Selection (one or more): physical ogical]disconnect of Colaborative devices with the following
SC-15(01) and Appli | devices in amanner that supports ease | Functional | Intersects With " END-14 [exceptions: 5 Not Selected
" Computing Devices
Physical or Logical |of use. (1) Networked whiteboards;
Disconnect (2) Video teleconference cameras;
and
SC-15(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Collaborative Mechanisms exist to disable or
" Disable o remove collaborative computing devices and >
Computing Devices oo ) ) remove collaborative computing
'8 De from [ & defined systems or Disabling / Removaln | END- ro
SC-15(03) and Applications | ¢ " Functional Equal devices from critical systems and 10 Not Selected
) system in defined Secure Work Areas | 14.1
Disabling and Removal secure work areas.
) secure work areas].
in Secure Work Areas
Collaborative
N Automated mechanisms exist to
Compuing Devices | Provie an explct incation ofcurrnt partcipants in S ! ehanisms ¢
'8 De Explicitly Indicate | END-  |provide an explicit indication of
SC-15(04) and | defined online meetings and Functional Equal ‘ ) 10 Not Selected
" Current Participants | 14.2 |current participants in online meetings
Explictly Indicate _|teleconferences].
e and teleconferences.
Current Participants
Mechanisms exist to associate
Transmissionof | Associate [Assignment: organization-defined security and Transmission of 1sms ext oca
A ) Technology Assets, Applications
sc-16 Security and Privacy | privacy attributes] with information exchanged between systems | Functional | Intersects With | Cybersecurity & Data | CRY-10 5 Not Selected
? seurty and/or Services (TAAS) security
Attributes and between system components. Protection Attributes >
attributes with information
Transmission of
e oo Cryptographic mechanisms exist to
uri riv
SC-16(01) o _b"" s Y |Verify the integrity of transmitted security and privacy attributes. | Functional | Intersects With | Transmission Integrity | CRY-04 |protect the integrity of data being 5 Not Selected
ributes | Integri
o By transmitted.
Transmission of ) Mechanisms exist to associate
Security and Privacy Transmission of Technology Assets, Applications
SC-16(01) Y Verify the integrity of transmitted security and privacy attributes. | Functional | Intersects With | Cybersecurity & Data | CRY-10 Y » APP! 5 Not Selected
Attributes | Integrity - and/or Services (TAAS) security
S Protection Attributes >
attributes with information
Transmission of
Security and Privac i-spoof to prevent adversar
SC-16(02) it A Y |from falsitying the security attrbutes indicating the sucoessful | Functional | notrelatedto N/A N/A  |No applicable SCF control 0 Not Selected
ributes | Anti-
application of the security process.
spoofing PP e
Transmission of e o
Security and Privac !
SC-16(03) “:3_b . ';" Y |techniques] to bind security and privacy attributes to Functional | notrelatedto N/A N/A  |No applicable SCF control 0 Not Selected
ributes
o e Binding | ansmitied nformation.
a. Issue public key certificates under an [Assignment: Mechanisms exist to securely
Public Key organization-defined certificate policy] or obtain public key Publc Ko implement an internal Public Key
ubli
sC-17 Infrastructure | certificates from an approved service provider; andb. Include Functional | Intersects With lmras"ucmr:‘wn CRY-08 Infrastructure (PKI)infrastructure or 5 Moderate
Certificates |only approved trust anchors in trust stores o certificate stores obtain PKI services from a reputable
managed by the PKI service provider.
a. Define acceptable and unacceptable mobile code and mobile Mechanisms exist to address mobile
sc-18 Mobile Code  |code technologies; andb. Authorize, monitor, and control the Functional | Intersects With Mobile Code END-10 |code / operating system-independent 5 Moderate
use of mobile code within the system. jcati
Mobile Code | Ident
U° e °l eb‘t g"d‘fy Identify [Assi defined mobile P Mechanisms exist to ensure that
nacceptable Code ulnerabili
SC-18(01) P 92 | o] and take [Assignment: rganization-defined corrective Functional | Intersects With v VPM-02 are properly identified, 5 Not Selected
and Take Corrective Remediation Process °
actions]. tracked and remediated.
Actions
Mobile Code | Ident
o : . b‘L s d‘fy Identify [Assi defined mobile Mechanisms exist to address mobile
nacceptable Code
SC-18(01) e e |code and take {Assignment;organization-defined corractive Functional | Intersects With Mobile Code END-10 [code / operating system-independent 5 Not Selected
rrectiv
actions]. applications.
Actions
Mobile Code | Ident Mechanisms exist to address ne
o : . b‘L s d‘fy Identify [Assi defined mobile Continuous o ' , Lx‘ o i W
nacceptable Code reats and vulnerabilities on an
SC-18(01) P 92 | o] and take [Assignment: organization-defined corrective Functional | Intersects With Vulnerability VPM-04 ! 5 Not Selected
and Take Corrective e ongoing basis and ensure assets are
actions]. Remediation Activities
Actions protected against known attacks.
Mechanisms exist to protect
Mobile Code| | Verify that the acquisition, development, and use of mobile code Sottware Licensi ot l‘ o X ﬁ;) o tswith
oftware Licensin ntellectual Property (IP) rights wi
SC-18(02) Acquisition, | to be deployed in the system meets | Functional | Intersects With ' & |asT-02.7 perty (IP)rig 5 Not Selected
Restrictions software licensing restrictions.
Development, and Use | defined mobile code requirements].
Mobile Code| | Verify that the acquisition, development, and use of mobile code Mechanisms exist to address mobile
5C-18(02) Acquisition, | to be deployed in the system meets | Functional | Intersects With Mobile Code END-10 [code / operating system-independent 5 Not Selected
D and Use | defined mobile code requirements]. i
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Mobile Code | Prevent

Control Desc:

Mechanisms exist to force Internet-
bound network traffic through a proxy
device (e.g., Policy Enforcement Point

Relationsh

Prevent the download and execution of [Assignment: DNS & Content
SC-18(03) Downloading and ntthe down [Assig Functional | Intersects With o NET-18 |(PEP)) for URL content filtering and 5 Not Selected
organization-defined unacceptable mobile code]. Filtering e "
Execution DN filtering to limit a user's abilty to
connect to dangerous o prohibited
Internet sites.
Mobile Code [ Prevent [ e and execution of Assignment: Mechanisms exist to address mobile
SC-18(03) Downloading and ntthe down Assignment: Functional | Intersects With Mobile Code END-10 |code / operating system-independent 5 Not Selected
organization-defined unacceptable mobile code]. >/ 0P
Execution
Prevent the automatic execution of mobile code in [Assignment: - )
Mobile Code | Prevent defined software and enforce Mechanisms exist to address mobile
SC-18(04) ° ) - ; o Functional | Intersects With Mobile Code END-10 [code / operating system-independent 5 Not Selected
Execution |[ defined actions] prior to executing the "~ OF
applications.
code.
Prevent the automatic execution of mobile code in [Assignment: Mechanisms exist to explicitly allow
Mobile Code | Prevent defined software and enforce Explicitly Allow / Deny | CFG- | (allowlist / whitelist) and/or block
SC-18(04) ode | Prev ¢ : ' " Functional | Intersects With | — P oY Al v ( ) 5 Not Selected
Execution |[ defined actions] prior to executing the Applications 033 (denylist/blacklist) applications that
code. are i to execute on systems.
Mobile Code | Allo
! IAUOW | low execution of permitted mobile code only in confined virtual i
SC-18(05) Execution Only in ! Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
) machine environments.
Confined
sC-19 Withdrawn Functional | notrelated to N/A N/A N/A 0 Withdrawn
a. Provide additional data origin authentication and integrity
verification artifacts along with the authoritative name resolution !
data the system returns in response to external name/address Mechanisms exist to ensure Domain
returns inr xten E
Secure Name/address(*-° ystem N ‘_’d o Fusorionn o Name Sori Name Service (DNS) resolution is
resolution queries; andb. Provide the means to indicate the ) | Domain Name Service )
5C-20 Resolution Service d Functional | Intersects With ° NET-10 |designed, implemented and managed 5 Low
) security status of child zones and (if the child supports secure (DNS) Resolution
(authoritative Source) y to protect the security of name /
resolution services) to enable verification of a chain of trust "
° ’ ! address resolution.
among parent and child domains, when operating as part of a
distributed. hierarchical
SC-20(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Secure Name/address Mechanisms exist to ensure Domain
Resolution Service ) , Name Service (DNS) resolution is
° Provide data origin and integrity protection artifacts for internal Domain Name Service v
5C-20(02) (authoritative Source) | ) Functional | Intersects With NET-10 |designed, implemented and managed 5 Not Selected
ve name/address resolution queries. (DNS) Resolution
Data Origin and to protect the security of name /
Integrity address resolution
Mechanisms exist to perform data
Secure Name/address ) Secure Name / origin authentication and data integrity
Request and perform data origin authentication and data ! : !
Resolution Service estanc ' ) Address Resolution verification on the Domain Name
sc-21 ° integrity onthe resolution resp Functiona Equal ! NET-10.2 10 Low
(recursive or Caching Service (Recursive o Service (DNS) resolution responses
the system receives from authoritative sources. ! 3
Resolver) Caching Resolver) received from authoritative sources
when by client systems.
5C-21(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechani ist t te
Architecture and Architecture & echanisms existto ensure systems
o Ensure the systems that collectively provide name/address ) that collectively provide Domain Name
Provisioning for ) Provisioning for Name
sC-22 resolution service for an are fault-tolerant and Functiona Equal NET-10.1[Service (DNS) resolution service are 10 Low
Name/address  |' / Address Resolution >
S |implement internal and external role separation. fault-tolerant and implement
Resolution Service Service
internal/external role
Mechanisms exist to protect the
sC-23 Session Protect the of sessions. Functional Equal Session Integrity | NET-09 [authenticity and integrity of 10 Moderate
sessions.
Session Authenticity | o ) ‘Automated mechanisms exist to
' Invalidate session identifiers upon user logout or other session Invalidate Session " chanisms
sc-23(01) Invalidate Session Functional Equal ‘ NET-09.1 |invalidate session identifiers upon 10 Not Selected
y termination. Identifiers at Logout
Identifiers at Logout user logout or other session
5C-23(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Session Authenticity | | Generate a unique session identifier for each session with )
Unigue System- | tAssi N ) Unique System- Automated mechanisms exist to
5C-23(03) ! ! on-defined Functional Equal Generated Session | NET-09.2|generate and recognize unique 10 Not Selected
generated Session | and recognize only session identifiers that are system- ) rate and e )
) Identifiers session identifiers for each session.
Identifiers generated.
5C-23(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Automated mechanisms exist to
Session Authenticity | |Only allow the use of [Assignment: organization-defined enable the use of organization-defined
5C-23(05) Allowed Certificate | certificate ities] for veri of the establi of Functiona Equal Certificate Authorities | CRY-11 |Certificate Authorities (CAs) to 10 Not Selected
Authorities protected sessions. facilitate the establishment of
sessions.
Fail to a [Assignment: organization-defined known system state] )
! - _ Mechanisms exist to enable systems
for the following failures on the indicated components while )
! atondefined syotom stats to fail to an organization-defined
sC-24 Failin Known State  |” e 8 oot @ | Functional | Intersects With Fail Secure SEA-07.2 |known-state for types of failures, 5 High
in failure: isto !
! " preserving system state information in
types of system failures on organization-defined system
failure.
Employ minimal functionality and information storage on the Mechanisms exist to configure thin
sC-25 ThinNodes |following system [ i Equal Thin Nodes END-11 |nodes to have minimal functionality 10 Not Selected
defined system and ion storage.
Mechanisms exist to utilize honeypots
Include within systems that are specifically designed to be the
5C-26 Decoys designed to be the target of malicious attacks for detecting, Functional Equal Honeypots SEA-11 |target of malicious attacks for the 10 Not Selected
deflecting, and analyzing such attacks. purpose of detecting, deflecting and
analyzing such attacks.
5C-26(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Include within organizational systems the following platform Mechanisms exist to address mobile
Platform-independent an " * ) ’ ¢ '
sC-27 [ defined Functiona Equal Mobile Code END-10 |code / operating system-independent 10 Not Selected
Applications P
platfor
Protect the [Selection (one or more): confidentiality; integrity] of Mechanisms exist to protect the
Protection of IS¢ ¢ ) y; integrity] Endpoint Protection hanisms existto protectthe
sc-28 the following atrest:[ Intersects With END-02 |confidentiality, integrity, availability 5 Moderate
Information atRest |* 0 0\ o" Measures ’
defined information at restl. and safety of endpoint devices.
Protect the [Selection (one or more): confidentiality; integrity] of Cryptographic mechanisms exist to
Protection of " © i 8 ( r more) identiality; intagri vl ) 3 Encrypting Data At fyptographic mechani X
5C-28 ‘ the following atrest:[ Functional | Intersects With CRY-05 |prevent unauthorized disclosure of 5 Moderate
Information at Rest ! Rest
defined information at rest]. data at rest.
of to prevent unauthorized Cryptographic mechanisms exist to
atRest and modification of the following atrest Cryptographic BCD-  |prevent the unauthorized disclosure
SC-28(01) I ° © following i Functional | Intersects With Tvptographi preve unauthorized disclosur 5 Moderate
c on| defined system or Protection 1.4 |and/or modiication of backup
Protection medial: | ization-defined i information.
of to prevent unauthorized
atRest| and modification of the following i atrest Encrypting Data At Cryptographic mechanisms exist to
wis e rypt
SC-28(01) ° ¢ 2 Functional | Intersects With veting CRY-05 |prevent unauthorized disclosure of 5 Moderate
c on| defined system or Rest o
Protection medial: [ i defined it :
of to prevent unauthorized
atRest| and modification of the following atrest Cryptographic mechanisms exist to
wis e
sC-28(01) ° ¢ 8 Functional | Intersects With | Transmission Integrity | CRY-04 |protect the integrity of data being 5 Moderate
e ont defined system o transmitted.
Protection medial: [ i defined it 3
Cryptographic mechanisms exist to
of foprevent unauthorized r:fec(g(h:conf identiality and integrit,
e identiality and integri
atRest| and modification of the following i atrest Encrypting Dataln | DCH- | _ v arity
sC-28(01) ° ¢ Functional | Intersects With of information stored on digital media 5 Moderate
c on| defined system or Storage Media 072 [ oo ot oot
uring tr utsi r
Protection medial: [ i defined i g transp
areas.
Mechanisms exist to remove unused
Protectionof  |Remove the following information from online storage and store Gry. |data from online storage and archive it
s5C-28(02) Information at Rest | |offline in a secure location: [Assi ganization-defined Intersects With | Offline Storage e |oftineinasecure tocation untititcan 5 Not Selected
Offline Storage | information]. "% |be disposed of according to data
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Protection of

Remove the following information from online storage and store

Control Desc:
Mechanisms exist to create recurring
backups of data, software and/or
system images, as well as verify the

Relationsh

5C-28(02) Information at Rest | |offline in a secure location: [Assi ganization-defined Intersects With | DataBackups | BCD-11 |integrity of these backups, to ensure 5 Not Selected
Offline Storage | information]. the availability of the data to satisfy
Recovery Time Objectives (RTOs) and
Recoverv Point Obiectives (RPOS).
) Mechanisms exist to facilitate
Protectionof  |Provide protected storage for cryptographic keys [Selection Crvptogranhic Ko e e
raphi raphi
SC-28(03) atRest| |(one): [Assi ganization-defined hardware- Equal fyptographic Key | oay gg |CTYPtographic key management 10 Not Selected
CryptographicKeys |protectod koy store] Management controls to protect the confidentiality,
vptographioKeys [P v storel integrity and availability of keys.
) ) Mechanisms exist to utilize a diverse
Employ a diverse set of information technologies for the )
N ° set of technologies for system
following system inthe of the e
5C-29 Heterogeneity ! " Equal geneity | SEA-13 to reduce the impact of 10 Not Selected
system: [Assignment: organization-defined system ‘
technical vulnerabilities from the
components]. 3
same Original
Mechanisms exist to utilize
' | |Employvir to support the deployment of a Vituslization o sumport
irtualizati virtualizati iques to suppor
$C-29(01) Virtualization | diversity of operating systems and applications that are changed |  Functional Equal " SEA-13.1 ques to supp! 10 Not Selected
! cer ystems anc Techniques the employment of a diversity of
- ing systems and
Employ the following and Mechanisms exist to utilize
for [Assig ion-defined syst: t [ "
Concealmentand | O d gan systems]a Concealment & > and
5C-30 reahoceo" " |organization-defined time periods] o confuse and mislead Functional | Intersects With e SEA-14 [techniques for Technology Assets, 5 Not Selected
[Assi g defined Applications and/or Services (TAAS) to
and mi confuse and mislead adversaries.
5C-30(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Concealmentand | Employ [Assi ion-defined techniques] to Automated mechanisms exist to
5C-30(02) Misdirection| |introduce into i ons and Equal SEA-14.1 into 10 Not Selected
assets. rations and assets.
Concealmentand ) ) ‘Automated mechanisms exist to
Misaireotion | Change | MBS theocation of [Assignmen: organization-defined hangop o o e oot ot
isdirection | Change ange Processin change the location of processin
5C-30(03) 8° | processing and/or storage] [Seletion (one): [Assignment: Functional Equal # SMe& | Sea-1a.0|SNA"E P s 10 Not Selected
Processing and Ssing and/o ’ Storage Locations and/or storage at random time
5 organization-defined time frequency]; at random time intervals]. )
Storage Locations intervals.
Mechanisms exist to utilize
Concealmentand  |Employ realistic, but misleading information in [Assignment: Conceatmenta concealment and misdirection
oncealmen
5C-30(04) isdirection | defined system aboutits security Functional | Intersects With e SEA-14 |techniques for Technology Assets, 5 Not Selected
isdirecti
ing tate or posture. Applications and/or Services (TAAS) to
confuse and mislead adversaries.
Mechanisms exist to utilize
Concealment and , ) '
Miasromon - |Employ the following techniques o hide or conceal [Assignment: Conceatmenta concealment and misdirection
isdirection oncealmen
5C-30(05) defined system [ Functional | Intersects With oeaime SEA-14 |techniques for Technology Assets, 5 Not Selected
Concealment of ation-ce Misdirection
organization-defined techniques]. Applications and/or Services (TAAS) to
System Components "
confuse and mislead adversaries.
a. Perform a covert channel analysis to identify those aspects of Mechanisms exist to conduct covert
CovertChannel  |communications within the system that are potential avenues Covert Channel channel analysis to identify aspects of
sC-31 ; v P Functional Equal ° MON-15 v v asp 10 Not Selected
Analysis for covert [Selection (one or more): storage; timing] channels; Analysis communications that are potential
andb. Estimate the maximum of those channels. avenues for covert channels.
Covert Channel
Analysis | Test Covert | Testa subset of the identified covert channels to determine the
5C-31(01) ysis | Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Channelsfor | channels that are exploitable.
Exploitability
Covert Channel | Reduce the maximum bandwidth for identified covert [Selection
5C-31(02) Analysis | Maximum | (one or more): storage; timing] channels to [Assignment: Functional | notrelated to N/A N/A |No applicable SCF control 0 Not Selected
i ization-defined valuesl.
Covert Channel
Analysis | Measure | Measure the idth of [ ization-defined
5C-31(03) Bandwidthin  |subsetof identified covert channels] in the operational Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Operational  |environment of the system.
Partition the system into [Assignment: organization-defined
system components] residing in separate [Selection (one): Mechanisms exist to partition systems
SC-32 System Partitioning | physical; logical] domains or environments based on Functional Equal System Partitioning [SEA-03.1so that partitions reside in separate 10 Not Selected
[ ization-defined ci for physical or| physical domains or environments.
logical of
System Partitioning|
Separate Physical
SC-32(01) par Vs Partition privileged functions into separate physical domains. Functional | notrelatedto N/A N/A  |No applicable SCF control 0 Not Selected
Domains for Privileged
Functions
5C-33 Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
For [Assi ion-defined system Mechanisms exist to utilize non-
Nom-modifiable _|122612nd execute:a. The operating environment from harcware- Non-Modifiable modifisble executable programs that
5C-34 enforced, read-only media; andb. The following applications Functional Equal SEA-16 |load and execute the operating 10 Not Selected
Executable Programs Executable Programs ) 4
from hardware-enforced, read-only media: [Assignment: environment and applications from
defined forced. read-only media.
N Employ [Assi ion-defined system
sC-34(01) Executable Programs | | with no writeable storage thatis persistent across component | Functional | notrelated to N/A N/A  |No applicable SCF control o Not Selected
No Writable Storage | restart o power on/off.
Non-modifiable
Executabie P | Protect the integrity of information prior to storage on read-only
ecutable Programs
5C-34(02) ® media and control the media after such information has been Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Integrity Protection on )
recorded onto the media.
Read-only Media
5C-34(03) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to utilize
External Malicious | Include system components that proactively seek to identif that proactively seek to
SC-35 a e Y e P v seekd 4 Functional Equal Honeyalients SEA-12 vetents t ! 10 Not Selected
Code Identification | network-based malicious code or malicious websites. identify malicious websites and/or
web-based malicious code.
Distribute the foll d st t
T u‘elo[somlnn%‘pro(cess)mghan‘ storagscomponent N Mechanisms oxist to distibute
istributed Processing |across multiple [Selection (one): physical locations; logical ) istributed Processin
5C-36 ® smutipe prysica. e Functional Equal %] SEA-15 |processing and storage across 10 Not Selected
andStorage  |d 1 " defined and & Storage °
multiple physical locations.
storage
a. Employ polling techniques to identify potential faults, errors,
or tothe following p and storage
Distributed Processing ° s ng and storag
SC-36(01) and Storage | Polling rents: | & not related to N/A N/A  |No applicable SCF control 0 Not Selected
T o " |processing and storage components]; andb. Take the following
a actions in response to identified faults, errors, or compromises:
TAssi ion-defined actions].
Distributed Processing | Synchronize the following duplicate systems or system
5C-36(02) and Storage | [Assi & defined duplicate Functional | notrelated to N/A N/A |No applicable SCF control 0 Not Selected
Synchronization __|systems o system
Employ the following out-of-band channels for the physical Mechanisms exist to utilize out-of-
delivery or electronic ission of [ i band channels for the electronic
50-37 Out-of-band Channels |defined information, system components, or devices] to Functional | Intersects With | Out-of-Band Channels | NET-11 |transmission of information and/or the 5 Not Selected
[Assi on-defined individuals or systems]: physical shipment of system
I ization-defined out-of-band channelsl. or devices to
Employ [Assignment: organization-defined controls] to ensure Mechanisms exist to utilize out-of-
Out-of-band Channels [that only ization-defined i or band channels for the electronic
5C-37(01) | Ensure Delivery and |systems] receive the following system Functional | Intersects With | Out-of-Band Channels | NET-11 |transmission of information and/or the 5 Not Selected
Transmission | or devices: [Assi on-defined physical shipment of system
svstem or devicesl. or devices to
Employ the following operations security controls to protect key Mechanisms exist to establish and
) ) i i the system ) | security Operations maintain a Security Operations Center
5C-38 Operations Securi Functional | Intersects With 0oPs-04 5 Not Selected
P Y iite cycte: [Assi ganization-defined ons security Center (SOC) (SOC) that facilitates a 247 response
controlsl. capability.
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Employ the following operations security controls to protect ke
ploy ing opera :: : P Y exist to facilitate the
e system
5C-38 Operations Security |° ’ e , ° "™ | Functional | Intersects With | Operations Security | OPS-01 |implementation of operational 5 Not Selected
life cycle: [ & defined security "
security controls.
controlsl.
- Mechanisms exist to implement a
) Maintain a separate execution domain for each executing ) °
5C-39 Process Isolation Functional Equal Process Isolation | SEA-04 |separate execution domain for each 10 Low
system process. "
process.
Mechanisms exist to implement
Process Isolation hardware tofacilitate underlying hardware separation
SC-39(01) i on | rwars ! Functional Equal Hardware Separation |SEA-04.2 ving > separati 10 Not Selected
Hardware Separation |process isolation. mechanisms to facilitate process
Process Isolation | Mechanisms exist to maintain a
Maintain a separate execution domain for each thread in ) )
5C-39(02) Separate Execution dotimed il ahyoates processi Functional Equal Thread Separation | SEA-04.3|separate execution domain for each 10 Not Selected
Domain Per Thread_|! o thread in multi-threaded processing.
Mechanisms exist to protect external
and internal wireless links from signal
Protect external and internal [Assignment: organization-defined parameter attacks through monitoring
o4 Wireloss Link | wieless inks]from the following signal parameter atackce: Functional | intersects with WirelessLink |\ forunauthorized wireless 5 Not Setocted
[ defined types of signal parameter Protection connections, including scanning for
attacks or references to sources for such attacks]. unauthorized wireless access points
and taking appropriate acton, ifan
unauthorized is
Protect external and internal [Assignment: organization-defined Wireloss Acasas Mechanisms exist to protect wireless
Wreless Lk wireless nks] fom t followig signal parameer atack: access via secure authentication and
5C-40 ) ! 8 signal p Functional | Intersects With |  Authentication& | CRY-07 v 5 Not Selected
defined types of signal parameter ) encryption.
Encryption
attacks orreferences to sources for such attacksl.
Wieless Lk Implement cryptographic mechanisms that achieve
5C-40(01) I on-defined level of protection] against Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
EL the effects of interference.
Wireless Link | Implement cryptographic mechanisms to reduce the detection
5C-40(02) Protection | Reduce |potential of wireless links to [Assi & defined not related to N/A N/A  |No applicable SCF control o Not Selected
Detection Potential_|level of reductionl.
Wireless Link
ink Implement cryptographic mechanisms to identify and reject
Protection [ Imitative or|, s transmissions that are deliberate attempts to achieve
5C-40(03) Manipulative | " ! P Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
imitative or manipulative communications deception based on
Communications | ¥
Decention signal parameters.
Wireless Link | Implement cryptographic mechanisms o prevent the
5C-40(04) Protection | Signal of [ defined wireless Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Parameter by using the signal
Selection (one): Physically; Loglcally disable or remove ) )
[ (one): Physically; Logically] o Mechanisms exist to physically
Portand 1/0 Device P ) Port & Input / Output disable of remove unnecessary
sC-41 mput/cutpu!dev\ces] on the following systems or system Functional Equal ! END-12 ° 10 Not Selected
Access e o (1/0) Device Access connection ports or input/output
L L Y devices from sensitive systems.
system
- Prohibit Selection (one or more): s of devices
L Mechanisms exist to configure
sensing capabilities] in [Assi ization-defined ©
foi el th romctasctvation embedded sensors on systems to:
' acilties, areas, or systems]; the remote activation o
Sensor Capability and 1) Prohibit the remote activation of
5C-42 pability sensing capabilities on systemsor | Functiona Equal Sensor Capability | END-13 | (7" e 10 Not Selected
Data ¢ sensing capabilities; and
system components with the following exceptions: [Assignment: ‘ sane
™ sompon® ° o (2) Provide an explicit indication of
organization-defined exceptions where remote activation of
sensor use to users.
sensors s allowed]; andb. Provide an explictindication of
sensor use to [Assi ion-defined group of usersl.
Mechanisms exist to verify embedded
Sensor Capability and ) ) fyer
Dote | Fenoingra.|VeT that the system s configured so that data ot information Sensor Deliver enp. |technology sensors are configured so
i .
SC-42(01) | Reporting o 1 1 ected by the [ defined sensors] is Equal or Delivery that data collected by the sensor(s) is 10 Not Selected
Authorized Individuals i Verification 13.4 e
PO only reported to authorized individuals or roles. only reported to authorized individuals
v
or roles.
Employ the following measures so that data or information Mechanisms exist to utilize
Sensor Capability and |collected by [Assignment: organization-defined sensors] is onl END- |organization-defined measures so that
SC-42(02) pability Y [Assig rganizati lisonly | ctional Equal Authorized Use ganiza ! " 10 Not Selected
Data | Authorized Use |used for purposes: [ 131 |data orinformation collected by
defined sensors is only used for authorized
5C-42(03) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Employ the following measures to facilitate an individual’s
sensor Capabiltyand |0 o e e e enp. |Mechanisms exstto notify individuals
e identifiable is bei -
SC-42(04) Data | Notice of P Y 2 Functional Equal Notice of Collection that Personal Data (PD) is collected by 10 Not Selected
callected by ASSignmentsarganization-defned sensorsl: 13.2
Collection sensors.
defined measuresl.
Mechanisms exist to utilize sensors
Sensor Capability and |Employ [Assignment: organization-defined sensors] that are )
> ! ment define 4 ) Collection END- [that are configured to minimize the
SC-42(05) Data | Collection | configured to minimize the collection of information about Functional Equal “oltectio e con'l 10 Not Selected
e - . Minimization 13.3 |collection of information about
Minimization  |individuals that is not needed. oo
Mechanisms exist to monitor and
a. Establish usage restrictions and enforce usage parameters that imit
for the following system the potential damage caused from the
5C-43 Usage Restrictions 8y Functiona Equal Usage Parameters | AST-14 |- POt g6 cau 10 Not Selected
dofined system components]; andb. Authorize, monitor, and unauthorized or unintentional
control the se of such components within the system. alteration of system parameters.
Mechanisms exist to utilize a
Employ a detonation chamber capability within [Assignment: Detonation Chambers detonation chamber capability to
5C-44 Detonation Chambers [P > 2 4eona pability within [Assignmer Functional Equal IRO-15 pability 10 Not Selected
organization-defined system, system component, or location]. (Sandboxes) detect and/or block potentially-
files and email
) - With exist to
SystemTime  |Synchronize system clocks within and between systems and ) ) " MON- ! ¢
5C-45 ) o Functional | Intersects With | AuthoritativeTime | '~ {internal system clocks with an 5 Not Selected
Y Source . time source.
SystemTime [a. Compare the nternal system clocks [Assignment:
y ization| defined frequency] with [ & witn | existto
SC-45(01) Synchronization with |defined authoritative time source]; andb. Synchronize the Functional Equal AuthoriativeTime | ' {internal system clocks with an 10 Not Selected
Authoritative Time  [internal system clocks to the authoritative time source when the Source 1 Jauthoritative time source.
Source time difference is greater than
SystemTime _|a. Identify a secondary authoritative time source that s in a
Synchronization | |different geographic region than the primary authoritative time
5C-45(02) Secondary source; andb. Synchronize the internal system clocks to the Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Authoritative Time | secondary authoritative time source if the primary authoritative
Source time source is
Mechanisms exist to implement a
a polic ism [Selection (one): Cross Domain Solution (CDS) to
Cross Domain Policy ° policy " i (one) ) Cross Domain Solution i in Solution (CDS)t
SC-46 Enf " physically; logically] between the physical and/or network Functional Equal (cDs) NET-02.3 [ mitigate the specific security risks of 10 Not Selected
nforcemen
interfaces for the connecting security domains. accessing or transferring information
between security domains.
Mechanisms exist to maintain
command and control capabilities via
Alternate Establish [Assignment: organization-defined alternate Alternate rol capabil
) nate BCD- |alternate communications channels
5C-47 Communications | communications paths] for system Functiona Equal Communications e com ns chann 10 Not Selected
10.4 |and designating alternative decision
Channels command and control. Channels gnat !
makers if primary decision makers are
Relocate [Assignment: organization-defined sensors and Mechanisms exist to perform cyber
monitoring capabilities] to defined threat hunting that uses Indicators of
5C-48 Sensor Relocation | locations] under the following conditions or ci Functional | IntersectsWith |  ThreatHunting | THR-07 |Compromise (1oC) to detect, track and 5 Not Selected
[Assi on-defined conditions or disrupt threats that evade existing
il security controls.
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Relocate [Assignment: organization-defined sensors and Mechanisms exist to utilize a Security
| monitoring capabilites] o [ " : defined ’ | AutomatedTootsfor | mon. |neident Event Manager (SIEM), of
5C-48 Sensor Relocation | locations] under the following or Functional | Intersects With ? ) similar automated tool, to support 5 Not Selected
t N N Real-Time Analysis | 01.2 ) © P
[ defined or near real-time analysis and incident
Sensor ion| | Dynamically relocate [Ass ganization-defined sensors
Dynamic on of |and monitori ties] to i ) ’
SC-48(01) Sensors or Monitoring | defined locations] under the following conditions or Functiona MEBCETEERD b7 N/A |No applicable SCF control 0 Not Selected
Capabilities TAssi defined conditions or
Hard forced hard forced and policy
5C-48 and Policy isms between | Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Enforcement | defined security domains].
i forced i forced ion and policy
SC-50 ion and Policy isms between [ not related to N/A N/A  |No applicable SCF control o Not Selected
Enforcement | defined security domainsl.
a. Employ hardware-based, write-protect for |
organization-defined system firmware components]; andb.
sc-51 Haraware-based ’ specificp forl ° Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Protection defined authorized individuals] to manually disable hardware
write-protect for firmware modifications and re-enable the wite-
protect prior to returning to mode.
a. Develop, and disseminate to | Mechanisms exist to review the
organization-defined personnel or roles]:1. [Selection (one or cybersecurity and data protection
more): Organization-level; Missi iness p level; program, including policies, standards
System-level] system and information integrity policy that:a. and procedures, at planned intervals
Addresses purpose, scope, roles, responsibilties, management or if significant changes occur to
i ination among organizational entities, and ensure their continuing suitability,
andb. s consis ith applicable laws, executive adequacy and effectiveness.
orders,directives, regulations, polises, standards, and periodic Review &
and2. to facilitate the of Updatoof
sk-01 Policy and Procedres [ the system and information inegsit policy and the associated | Functional | Intersectswit | o P8RS | GOV-03 5 Low
system and information integrity controls;b. Designate an .
° onmesTyeon e, Protection Program
[Assignment: organization-defined official] to manage the
and on of the system
and information integrity policy and procedures; andc. Review
and update the current system and information integrity: 1.
Policy [Assi ganization-defined frequency] and
following [Assignment: organization-defined events]; and2.
sei eonization-defined froquoney] and
following i defined events].
a. Develop, and disseminate to [Assi Mechanisms exist to facilitate the
organization-defined personnel or roles]:1. [Selection (one or implementation of industry-
more): Organization-level; Missit i pi level; recognized cybersecurity and data
System-level] system and information integrity policy that:a. protection practices in the
Addresses purpose, scope, roles, responsibilties, management specification, design, development,
i among onal entities, and implementation and modification of
andb. Is consistent with applicable laws, executive Technology Assets, Applications
orders, directives, regulations, policies, standards, and and/or Services (TAAS).
idelines; and2. tofacilitate the i of
! elttare ) Secure Engineering
sk-01 Policy and Procedures | the system and information integrity policy and the associated | ~ Functional Subset Of principlos SEA-01 10 Low
system and information integrity controls;b. Designate an
[Assignment: organization-defined official] to manage the
and dissemination of the system
and information integrity policy and procedures; andc. Review
and update the current system and information integrity:1.
Policy [ ization-defined frequency] and
following [Assignment: organization-defined events]; and2.
P [ ization-defined frequency] and
following [Assi ization-defined eventsl.
a. Develop, and disseminate to [Assi
organization-defined personnel or roles]:1. [Selection (one or
more): Organization-level; Missi iness p level;
System-level] system and information integrity policy that:a.
Addresses purpose, scope, roles, responsibilties, management
i ination among organizational entities, and
andb. s consis ith applicable laws, executive
orders,directives, regulations, polises, standards, and Publishing exitto sstablish,
andz2. tofacilitate the of Cybersecurity & Data maintain and disseminate
sk-01 Policy and Procedures | the system and information integrity policy and the associated | Functional | Intersects With Gov-02 " 5 Low
! N Protection cybersecurity and data protection
system and information integrity controls;b. Designate an N o
° tlon Integrity control Documentation policies, standards and procedures.
[Assignment: organization-defined official to manage the
and on of the system
and information integrity policy and procedures; andc. Review
and update the current system and information integrity: 1.
Policy [Assi ganization-defined frequency] and
following [Assignment: organization-defined events]; and2.
sei conization-defined froquoney] and
following i defined events].
a. Identify, report, and correct system flaws;b. Test software and
firmware updates related to flaw remediation for effectiveness
and potential side effects before installation;c. Install security- Vulnerability & Patch Mechanisms exist to facilitate the
sk-02 Flaw Remediation | relevant software and firmware updates within [Assignment: Functional | Intersects With | Management Program | VPM-01 |implementation and monitoring of 5 Low
organization-defined time period] of the release of the updates; (vPMP) Vulnerability management controls.
andd. Incorporate flaw remediation into the organizational
i process.
a. Identify, report, and correct system flaws;b. Test software and Mechanisms exist to conduct software
firmware updates related to flaw remediation for effectiveness patching for all deployed Technology
and potential side effects before installation;c. Install security- Software & Fimware Assets, Applications and/or Services
si-02 Flaw Remediation | relevant software and firmware updates within [Assignment: Functional | Intersects With borohing VPM-05 | (TAAS), including firmware. 5 Low
organization-defined time period] of the release of the updates;
andd. Incorporate flaw remediation into the
i i process.
a. Identify, report, and correct system flaws;b. Test software and ‘Automated mechanisms exist to
firmware updates related to flaw remediation for effectiveness update antimalware technologies,
and potential side effects before installation;c. Install security- Automatic enp. [netuding ignature definitions.
si-02 Flaw Remediation | relevant software and firmware updates within [Assignment: Functional | Intersects With | Antimatware Signature| 5 Low
organization-defined time period] of the release of the updates; Updates
andd. Incorporate flaw remediation into the organizational
i process.
S1-02(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
| Determine if system have applicable security- ‘Automated mechanisms exist to
FlawRemediation| | ot software and firmware updates installed using Automated VPM- | determine the state of system
$1-02(02) Automated Flaw ! g Functional | Intersects With ° 5 Moderate
mat [ defined Remediation Status | 05.2 |components with regard to flaw
Remediation Status conee "
frequencyl.
Flaw Remediation| _|a. Measure the time between flaw identification and flaw )
) - ’ ' Time To Remediate / Mechanisms exist to track the
Time to Remediate | remediation; andb. Establish the following benchmarks for ) VPM-
$1-02(03) " - ! ! Functional Equal Benchmarks For effectiveness of remediation 10 Not Selected
Flaws and taking corrective actions: [Assignment: organization-defined ) 053 ! )
tor Corrective Action operations through metrics reporting.
Flaw | |Emptoy patch tools to facilitate flaw Atomated om. ::::::::‘:ixe;::;"::‘:: to
$1-02(04) Automated Patch | remediation to the following system [Assi Intersects With ° 5 Not Selected
- Remediation Status | 05.2 |components with regard to flaw
Tools defined system e
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S1-02(04)

Flaw

tools to facilitate flaw

Automated Patch
Tools

Employ patch

remediation to the following system [

defined system

Intersects With

Automated Software &
Firmware Updates

VPM-
05.4

Automated mechanisms exist to
install the latest stable versions of
security-relevant software and
firmware updates.

Not Selected

S1-02(04)

Flaw

tools to facilitate flaw

Automated Patch
Tools

Employ patch

remediation to the following system [
izati defined system

Intersects With

Centralized
Management of Flaw

VPM-
05.1

Mechanisms exist to centrally-manage
the flaw remediation process.

Not Selected

$1-02(04)

Flaw

Automated Patch
Tools

Employ patch tools to facilitate flaw

remediation to the following system 1

defined system

Intersects With

Software & Firmware
Patching

VPM-05

Mechanisms exist to conduct software
patching for all deployed Technology
Assets, Applications and/or Services
(TAAS). including firmware.

Not Selected

51-02(05)

Flaw

Automatic Software

Install [Assif ion-defined i L

software and firmware updates] ically to )

and Firmware Updat

defined system

Intersects With

Automated Software &
Firmware Updates

VPM-
05.4

Automated mechanisms exist to
install the latest stable versions of
security-relevant software and
firmware updates.

Not Selected

$1-02(06)

Flaw Remediation |
Removal of Previous
Versions of Software

and Firmware

Remove previous versions of [Assignment: organization-defined
software and firmware components] after updated versions
have been installed.

Functional

Equal

Removal of Previous
Versions

VPM-
05.5

Mechanisms exist to remove old
versions of software and firmware
components after updated versions
have been installed.

Not Selected

$1-02(07)

Flaw Remediation |
Root Cause Analysis

a. Conduct root cause analysis to identify the underlying causes
of issues or failures;

b. Develop actions to address the root cause of the issue or
failure;

c. Implement the actions and monitor the implementation for
effectiveness.

Functional

Equal

Software Design Root
Cause Analysis

TDA-
06.6

Mechanisms exist to assess software
design processes thatincludes:

(1) Conducting Root Cause Analysis
(RCA) to identify the underlying causes
of issues or failures;

(2) Developing actions to address the
root cause of the issue or failure; and
(3) Implementing the actions and
monitoring the implementation for

Not Selected

SI1-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature based; non-
signature based] malicious code protection mechanisms at
system entry and exit points to detect and eradicate malicious
code;b. Automatically update malicious code protection
mechanisms as new releases are available in accordance with

policy and
procedures;c. Configure malicious code protection
mechanisms to:1. Perform periodic scans of the system

[Assi defined frequency] and real-time
scans of files from external sources at [Selection (one or more):
endpoint; network entry and exit points] as the files are
downloaded, opened, or executed in accordance with
organizational policy; and2. [Selection (one or more): block
malicious code; quarantine malicious code; take [Assignment:
organization-defined action]]; and send alert to [Assignment:
organization-defined personnel or roles] in response to
malicious code detection; andd. Address the receipt of false
positives during malicious code detection and eradication and
the resulting potential impact on the availabilitv of the svstem.

Functional

Intersects With

Software & Firmware
Patching

VPM-05

Mechanisms exist to conduct software
patching for all deployed Technology
Assets, Applications and/or Services
(TAAS), including firmware.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature based; non-
signature based] malicious code protection mechanisms at
system entry and exit points to detect and eradicate malicious
code;b. Automatically update malicious code protection
mechanisms as new releases are available in accordance with

policy and
procedures;c. Configure malicious code protection
mechanisms to:1. Perform periodic scans of the system

1 defined and real-time
scans of files from external sources at [Selection (one or more):
endpoint; network entry and exit points] as the files are
downloaded, opened, or executed in accordance with
organizational policy; and2. [Selection (one or more): block
malicious code; quarantine malicious code; take [Assignment:
organization-defined action]]; and send alert to [Assignment:
organization-defined personnel or roles] in response to
malicious code detection; andd. Address the receipt of false
positives during malicious code detection and eradication and
the resulting potential impact on the of the svstem..

Functional

Intersects With

Vulnerability & Patch
Management Program
(VPMP)

VPM-01

Mechanisms exist to facilitate the
implementation and monitoring of
vulnerability management controls.

SI1-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature based; non-
signature based] malicious code protection mechanisms at
system entry and exit points to detect and eradicate malicious
code;b. Automatically update malicious code protection
mechanisms as new releases are available in accordance with

policy and
procedures;c. Configure malicious code protection
mechanisms to:1. Perform periodic scans of the system

[Assi defined frequency] and real-time
scans of files from external sources at [Selection (one or more):
endpoint; network entry and exit points] as the files are
downloaded, opened, or executed in accordance with
organizational policy; and2. [Selection (one or more): block
malicious code; quarantine malicious code; take [Assignment:
organization-defined action]]; and send alert to [Assignment:
organization-defined personnel or roles] in response to
malicious code detection; andd. Address the receipt of false
positives during malicious code detection and eradication and
the resulting potential impact on the availabilitv of the svstem.

Functional

Intersects With

Malicious Code
Protection (Anti-
Malware)

END-04

Mechanisms exist to utilize
antimalware technologies to detect
and eradicate malicious code.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature based; non-
signature based] malicious code protection mechanisms at
system entry and exit points to detect and eradicate malicious
code;b. Automatically update malicious code protection
mechanisms as new releases are available in accordance with

policy and
procedures;c. Configure malicious code protection
mechanisms to:1. Perform periodic scans of the system

1 defined and real-time
scans of files from external sources at [Selection (one or more):
endpoint; network entry and exit points] as the files are
downloaded, opened, or executed in accordance with
organizational policy; and2. [Selection (one or more): block
malicious code; quarantine malicious code; take [Assignment:
organization-defined action]]; and send alert to [Assignment:
organization-defined personnel or roles] in response to
malicious code detection; andd. Address the receipt of false
positives during malicious code detection and eradication and

the resulting potential impact on the of the svstem.

Functional

Intersects With

Heuristic /
i Based

END-

Mechanisms exist to utilize heuristic /
i based

Detection

04.4

detection capabilities.
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S1-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature based; non-
signature based] malicious code protection mechanisms at
system entry and exit points to detect and eradicate malicious
code;b. Automatically update malicious code protection
mechanisms as new releases are available in accordance with

policy and
procedures;c. Configure malicious code protection
mechamsms toi1. Perform periodic scans of the system

i i defined frequency] and real-time
scans of files from external sources at [Selection (one or more):
endpoint; network entry and exit points] as the files are
downloaded, opened, or executed in accordance with
organizational policy; and2. [Selection (one or more): block
malicious code; quarantine malicious code; take [Assignment:
organization-defined action]]; and send alert to [Assignment:
organization-defined personnel or roles] in response to
malicious code detection; andd. Address the receipt of false
positives during malicious code detection and eradication and
the resulting potential impact on the of the svstem.

Functional

Intersects With

Safeguarding Data
Over Open Networks

NET-12

Cryptographic mechanisms exist to
implement strong cryptography and
security protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature based; non-
signature based] malicious code protection mechanisms at
system entry and exit points to detect and eradicate malicious
code;b. Automatically update malicious code protection
mechanisms as new releases are available in accordance with

policy and
procedures;c. Configure malicious code protection

mechanisms to:1. Perform periodic scans of the system

and real-time
scans of files from external sources at [Selection (one or more):
endpoint; network entry and exit points] as the files are
downloaded, opened, or executed in accordance with
organizational policy; and2. [Selection (one or more): block
malicious code; quarantine malicious code; take [Assignment:
organization-defined action]]; and send alert to [Assignment:
organization-defined personnel or roles] in response to
malicious code detection; andd. Address the receipt of false
positives during malicious code detection and eradication and
the resulting potential impact on the f the svstem.

Functional

Intersects With

Automatic
Antimalware Signature
Updates

END-
04.1

Automated mechanisms exist to
update antimalware technologies,
including signature definitions.

SI1-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature based; non-
signature based] malicious code protection mechanisms at
system entry and exit points to detect and eradicate malicious
code;b. Automatically update malicious code protection
mechanisms as new releases are available in accordance with

policy and
procedures;c. Configure malicious code protection
mechamsms toi1. Perform periodic scans of the system

i i defined frequency] and real-time
scans of files from external sources at [Selection (one or more):
endpoint; network entry and exit points] as the files are
downloaded, opened, or executed in accordance with
organizational policy; and2. [Selection (one or more): block
malicious code; quarantine malicious code; take [Assignment:
organization-defined action]]; and send alert to [Assignment:
organization-defined personnel or roles] in response to
malicious code detection; andd. Address the receipt of false
positives during malicious code detection and eradication and
the resulting potential impact on the of the svstem.

Functional

Intersects With

Input Data Validation

TDA-18

Mechanisms exist to check the validity
of information inputs.

S1-03(01)

Withdrawn

Functional

not related to

N/A

N/A

N/A

Withdrawn

$1-03(02)

Withdrawn

Functional

not related to

N/A

N/A

N/A

o

Withdrawn

S1-03(03)

Withdrawn

Functional

not related to

N/A

N/A

N/A

Withdrawn

51-03(04)

Malicious Code
Protection | Updates
Only by Privileged

Update malicious code protection mechanisms only when
directed by a privileged user.

Functional

notrelated to

N/A

N/A

No applicable SCF control

Not Selected

S1-03(05)

Withdrawn

Functional

not related to

N/A

N/A

N/A

Withdrawn

$1-03(06)

Malicious Code
Protection | Testing
and Verification

a. Test malicious code protection mechanisms [Assignment:

defined by known benign
code into the system; andb. Verify that the detection of the code
and the associated incident reporting occur.

Functional

Equal

Malware Protection
Mechanism Testing

END-
04.5

Mechanisms exist to test antimalware
technologies by introducing a known
benign, non-spreading test case into
the system and subsequently verifying
that both detection of the test case
and incident reporting

Not Selected

$1-03(07)

Withdrawn

Functional

not related to

N/A

N/A

Withdrawn

S1-03(08)

Malicious Code
Protection | Detect
Unauthorized

c

a. Detect the following unauthorized operating system
commands through the kernel application programming
interface on [Assignment: organization-defined system
hardware defined

operating system andb. [Selection
(one or more): issue a warniny i

Functional

not related to

N/A

N/A

No applicable SCF control

Not Selected

S1-03(09)

Withdrawn

Functional

not related to

N/A

N/A

N/A

Withdrawn

S1-03(10)

Malicious Code
Protection | Malicious
Code Analysis

a. Employ the following tools and techniques to analyze the
characteristics and behavior of malicious code: [Assignment:

defined tools and andb. Incorporate
the results from malicious code analysis into organizational
incident response and flaw es.

Functional

not related to

N/A

N/A

No applicable SCF control

Not Selected

SI-04

System Monitoring

a. Monitor the system to detect:1. Attacks and indicators of
potential attacks in accordance with the following monitoring

defined monitoring
objectives]; and2. Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system through
the following techniques and methods; [Assignment:
defined techniques and Invoke internal|

monitoring or deploy monitoring devices:1.
Strategically within the system to collect organization-
determined essential information; and2. At ad hoc locations
within the system to track specific types of transactions of
interest to the organization;d. Analyze detected events and
anomalies;e. Adjust the level of system monitoring activity when
there is a change in risk to organizational operations and assets,
individuals, other organizations, or the Nation;f. Obtain legal
opinion regarding system monitoring activities; andg. Provide
[Assignment: organization-defined system monitoring

tol defi
roles]Selection (one or more): as needed:

d personnel or

Functional

Intersects With

Input Data Validation

TDA-18

Mechanisms exist to check the validity
of information inputs.
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a. Monitor the system to detect:1. Attacks and indicators of
potential attacks in accordance with the following monitoring
jectiy i ization-defined monitoring
objectives]; and2. Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system through
the following techniques and methods: [Assignment:
ization-defined techniques and Invoke internal|
monitoring or deploy monitoring devices:1. Mechanisms exist to utilize a Security
Strategically within the system to collect organization- Incident Event Manager (SIEM) o
rategically within the system rganizati ) | Centralized Collection ident Ev ger (SIEM) or
si-04 System Monitoring | determined essential information; and2. At ad hoc locations Functional | Intersects with | _c0 % 0 2 BT o [ MON-02 | similar automated tool, o support the 5 Low
within the system to track specific types of transactions of & centralized collection of security-
interest to the organization;d. Analyze detected events and related event logs.
anomalies;e. Adjust the level of system monitoring activity when
there is a change in risk to organizational operations and assets,
individuals, other organizations, or the Nation;f. Obtain legal
opinion regarding system monitoring activities; andg. Provide
[Assignment: organization-defined system monitoring
tol ization-defined personnel or
roles] [Selection (one or more): as needed:
a. Monitor the system to detect:1. Attacks and indicators of
potential attacks in accordance with the following monitoring
j [ defined monitoring
objectives]; and2. Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system through
the following techniques and methods: [Assignment:
on-defined techniques and Invoke internal|
nza o methodsle Cryptographic mechanisms exist to
monitoring capabilities or deploy monitoring devices:1. )
=0 5 implement strong cryptography and
Strategically within the system to collect organization-
) ! e ) | safeguarding Data security protocols to safeguard
sl-04 System Monitoring | determined essential information; and2. At ad hoc locations Functional | Intersects With NET-12 |55 5 Low
oter " Over Open Networks sensitive/regulated data during
within the system to track specific types of transactions of el
N rac transmission over open, public
interest to the organization;d. Analyze detected events and networks.
rks.
anomalies;e. Adjust the level of system monitoring activity when
there is a change in risk to organizational operations and assets,
individuals, other organizations, or the Nation;f. Obtain legal
opinion regarding system monitoring activities; andg. Provide
[Assi on-defined system monitoring
i to [Assi ganization-defined personnel or
roles] [Selection (one or more): as needed:
a. Monitor the system to detect:1. Attacks and indicators of
potential attacks in accordance with the following monitoring
jectiy i ization-defined monitoring
objectives]; and2. Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system through
the following techniques and methods: [Assignment:
ization-defined techniques and Invoke internal|
monitoring or deploy monitoring devices:1.
Strategically within the system to collect organization- Mechanisms exist to facilitate the
si-04 System Monitoring | determined essential information; and2. At ad hoc locations Functional | Intersects With |C ing| MON-01 of enterprise-wide 5 Low
within the system to track specific types of transactions of monitoring controls.
interest to the organization;d. Analyze detected events and
anomalies;e. Adjust the level of system monitoring activity when
there is a change in risk to organizational operations and assets,
individuals, other organizations, or the Nation;f. Obtain legal
opinion regarding system monitoring activities; andg. Provide
[Assignment: organization-defined system monitoring
tol ization-defined personnel or
roles] [Selection (one or more): as needed:
Mechanisms exist to implement
System Monitorin Intrusion Detection & Intrusion Detection / Prevention
V' Bl | Gonnect and configure individual intrusion detection tools into a ) ' MON- ! °
$1-04(01) System-wide Intrusion ¢ © Functional Equal Prevention Systems Systems (IDS/ IPS) technologies on 10 Not Selected
system-wide intrusion detection system. ot [
Detection System (IDS&1PS) critical systems, key network
and network choke points.
Mechanisms exist to utilize a Security
System Monitoring| Incident Event Manager (SIEM), o
ident Ev , or
Automated Tools and | Employ automated tools and mechanisms to support near real- ) Automated Tools for | MON- ©
$1-04(02) ) ] ° Functional Equal ) ) similar automated tool, to support 10 Moderate
Mechanisms for Real- |time analysis of events. Real-Time Analysis | 01.2 ) oL 10 SupP
b 5 near real-time analysis and incident
time Analysis
System Monitoring| | Employ automated tools and mechanisms to integrate intrusion
$1-04(03) Tooland |detection tools and into access controlandflow | Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
. Determine criteria for unusual or unauthorized activities or
System Monitoring | N N N "
conditions for inbound and outbound communications trafficb. Mechanisms exist to continuously
Inbound and o e ) Inbound & Outbound o
Monitor inbound and outbound communications traffic ) - MON- | monitor inbound and outbound
$1-04(04) Outbound ! : Functional Equal Communications nbov ° 10 Moderate
[ defined for, ¢ 013 |communications traffic for unusual or
Communications o " N e Traffic N it .
by organization-defined unusual or unauthorized activities o unauthorized activities or conditions.
i
conditions1.
Mechanisms exist to generate,
| Atert[Assignment: organization-defined personnel or roles] " &
System Monitoring| " o e monitor, correlate and respond to
when the following system-g d of ) System Generated | MON- ‘ ‘
$1-04(05) System-generated ° ) Functional Equal alerts from physical, cybersecurity, 10 Moderate
or potential comp ocour: | Alerts 014 "
Alerts > romise data protection and supply chain
defined compromise indicators]. @ P ands
activities to achieve integrated
51-04(06) Withdrawn Functional | notrelated to N/A N/A 0 Withdrawn
a. Notify [Assignment: organization-defined incident response Automated mechanisms exist to
System Monitoring| | personnel (identified by name and/or by role)] of detected -determined
v el |p ( led by by role)] ) | Automated Response | MON- |MPtementpre corrective
$1-04(07) Automated Response |suspicious events; andb. Take the following actions upon Functional | IntersectsWith | /O SRS | TEIE | aciions in response to detected events 5 Not Selected
to Suspicious Events |detection: [Assi ganization-defined least-disruptive P 7 |that have security incident
actions to terminate events]. i icati
a. Notify [Assignment: organization-defined incident response
System Monitoring| | personnel (identified by name and/or by role)] of detected
v el P (identiied by 1oy role) ) | Automated Incident Automated mechanisms exist to
$1-04(07) Automated Response [suspicious events; andb. Take the following actions upon Functional | Intersects With 1R0-02.1 ¢ 5 Not Selected
e ! "  the followh ! Handling Processes support the incident handling process.
to Events |d I & defined least-disruptive
actions to terminate events].
51-04(08) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to formally test
System Monitorin incident response capabilities through
Y OMiNg| | stintrusic itoring tools and isms [ ) Incident Response Incident respo pabil g
S1-04(09) Testing of Monitoring N Intersects With N IRO-06 |realistic exercises to determine the 5 Not Selected
"€ | organization-defined frequency]. Testing ) A
Tools and Mechanisms operational effectiveness of those
capabilities.
Mechanisms exist to configure the
System Monitoring| | Make provisions so that [ k defined Visibility of Encrypted oxy to make encrypted ¢
ibil e
S1-04(10) Visibility of Encrypted vpted ications traffic] is visible to [ Equal : ty of Encrypted |\ r 1g.2|PrOY "y‘:'_ ot 10 High
raffic visible to
c defined system monitoring tools and mechanisms]. °
tools and
Mechanisms exist to utilize User &
Systom Monitoring| N ) Entity Behavior Analytcs (UEBA)
PR Analyze outbound communications traffic at the external and/or User Activity Monitoring (UAM)
2
$1-04(11) o ons | Mterfaces tothe system and selected | i Functiona Equal Anomalous Behavior | MON-16 |solutions to detect and respond to 10 Not Selected
defined interior points within the system] to discover anomalies. anomalous behavior that could
Traffic Anomalies i
indicate account compromise or other
jcious activities.
) Alert [Assignment: organization-defined personnel or roles] Mechanisms exist to automatically
System Monitoring| | ¢ !
o ormnton using defined Mon. |alertincident response personnelto
$1-04(12) o | mechanisms] when the following indications of inappropriate or | - Funstional | Intersests With | Automated Alerts | ' °" linappropriate or anomalous activties 5 High
" ion- .
& unusual activities with security or privacy implications occur: that have potential security incident
generated Alerts ° i securty Y e
defined activities that trigger alerts].

(Sl0C]

International (CC BVHD .

Secure Controls Framework (SCF)

76 of 84



NIST P 800-53 R 5.2
Crosswalk Mapping

version 2025.4
12/16/2025

Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

SCF Control

)
Control Desc:

Strength of

) Alert [Assignment: organization-defined personnel or roles]
System Monitoring| | " " i i i
Automated using [ defined Real-Time Alartsof | Mon. | Mechanisms exst to provide 24x7x365
$1-04(12) mere mechanisms] when the following indications of inappropriate or | Functional | Intersects With > Alerts near real-time alerting capability when 5 High
Organization- shwhen " fications of inai Event Logging Failure | 05.1 16 cap
unusual activities with security or privacy implications occur: an event log processing failure occurs.
generated Alerts ° ey -
defined activities that trigger alerts].
Mechanisms exist to "tune" event
a. Analyze communications traffic and event patterns for the monitoring technologies through
System MONONING| | 1. Develop profiles representing common traffic and ON- [analyzing communications
;b . N - icati
S1-04(13) Analyze Trafficand | P P! presenting rafficand Functional Equal Alert Threshold Tuning yzing ) 10 Not Selected
e ot event patterns; andc. Use the traffic and event profiles in tuning 0113 |traffic/event patterns and developing
vent Patterns
system-monitoring devices. profiles representing common traffic
patterns and/or events.
Mechanisms exist to utilize Wireless
System Monitoring| |Employ a wireless intrusion detection system to identify rogue WirelessIntrusion | - |intrusion Detection / Protection
SI-04(14) Wireless Intrusion  |wireless devices and to detect attack attempts and potential Functional Intersects With Detection System 015 Systems (WIDS / WIPS) to identify 5 High
Detection compromises or breaches to the system. wiDs) *® |rogue wireless devices and to detect
attack attempts via wireless networks.
Mechanisms exist to utilize Wireless
System Monitoring| |Employ an intrusion detection system to monitor wireless Wireless Intrusion | - |intrusion Detection / Protection
SI-04(15) Wireless to Wireline |communications traffic as the traffic passes from wireless to Functional Intersects With Detection System 015 Systems (WIDS / WIPS) to identify 5 Not Selected
Communications | wireline networks. wips) *® |rogue wireless devices and to detect
attack attempts via wireless networks.
Automated mechanisms exist to
correlate both technical and non-
System Monitoriny technical information from across the
V! OriNg | | & retate information from monitoring tools and mechanisms i Correlate Monitoring | MON- Al i
$1-04(16) Correlate Monitoring Functional Equal enterprise by a Security Incident Event 10 Not Selected
employed throughout the system. Information 02.1 o
Information Manager (SIEM) or similar automated
tool, to enhance organization-wide
Automated mechanisms exist to
integrate the analysis of audit records
System Monitoring| | Correlate information from monitoring physical, cyber, and Integration of Seanning| |\ - |with analysis of vulnerabilty scanners,
$1-04(17) Integrated Situational |supply chain activities to achieve integrated, organization-wide | Functional Equal &Other Monitoring | ' |network performance, system 10 Not Selected
i Information B monitoring and other sources to
further enhance the ability to identify
i iate or unusual activity.
Analyze outbound communications traffic at external interfaces Automated mechanisms exist to
System Monitoring | |, o o\ tem and at the following interior points to detect covert Data Loss i Data Loss ion (DLP)
i " poi
S1-04(18) Analyze Traffic and ¥ " ng P ° Functional | Intersects With NET-17 alos 5 Not Selected
" of [ defined (DLP) to protect sensitive information as it is
Covert Exfiltration | |or o O MO i
interior points within the system]. stored, and
Analyze outbound communications traffic at external interfaces
System Montoring| |, 11.. <ystem and at the following interior points to detect covert Analyze Trafficfor | MON. | AUtomated mechanisms existto
i " poi i -
s1-04(18) Analyze Traffic and v ) "8 points to Functional | Intersects With v analyze network traffic to detect covert 5 Not Selected
e of [ defined Covert Exfiltration | 11.1 B
Covert Exfiltration | o O MO data exfiltration.
interior points within the system].
i defined additional Mechanisms exist to implement
System Monitoring| | monitoring] of individuals who have been identified b Individuals Posing | MON-  |enhanced activity monitoring fo
S1-04(19) ¥: €l itoring] of individua Ve led by Functional Equal i ing € ty ngfor 10 Not Selected
Risk for [ defined sources] as posing an Greater Risk 0114 |individuals who have been identified
increased level of risk. as posing an increased level of risk.
Mechanisms exist to implement
System Monitoring| | Implement the following additional monitoring of privileged ) Privileged User | MON- st toImple )
$1-04(20) ) e ¢ _ Functional Equal ‘ enhanced activity monitoring for 10 High
Privileged Users  |users: [Assignment: organization-defined additional monitoring]. Oversight 01.15
users.
exist to identify newl
System Monitoring || ™P1ement the following additional manitoring of individuals RS o G “’h i’
stem Monitorin - | onboarded personnet for enhance
s1-04(21) V' "8 ! during] i defined yperiod]: | Functiona Equal Probationary Periods barded personnel ! 10 Not Selected
Probationary Periods |- ‘ ° > 02.2 | monitoring during their probationary
defined additional "
period.
a. Detect network services that have not been authorized o
System Monitoring | d by [Assi ion-defined authorization or ) Automated mechanisms exist to
) ) ) Unauthorized Network| MON- - '
$1-04(22) Unauthorized Network |approval processes]; andb. [Selection (one or more): Audit; Alert | Functional Equal PO 11y |detectunauthorized network services 10 High
Services [Assignment: organization-defined personnel o roles]] when # |and atertincident response personnel.
detected.
Mechanisms exist to utilize Host-
, - ) based Intrusion Detection / Prevention
the following host-based monitoring at h
) ¢ Systems (HIDS / HIPS) to actively alert
S1-04(23) System Monitoring| | defined system Functional Equal Host-Based Devices | O™ |on or block unwanted activities and 10 Not Selected
X i ' vi v i
Host-based Devices || ion-defined host-based a 01.6
" send logs to a Security Incident Event
mechanisms]. il
Manager (SIEM), or similar automated
tool, to maintain
System Monitoring| | Discover, collect, and distribute to [Assignment: organization- Monitoring for o |Automated mechanisms exitto
$1-04(24) Indicatorsof |defined personnel or roles], indicators of compromise provided |  Functional | Intersects With Indicators of 115 |identify and aterton Indicators of 5 Not Selected
c by i defined sourcesl. c (100) | compromise (1oC).
Mechanisms exist to utilize a File
- ) ) Integrity Monitor (FIM), or similar
System Monitoring| | Discover, collect, and distribute to [Assignment: organization- Fle Integrity MON- o
S1-04(24) Indicators of defined personnel or roles], indicators of compromise provided | Functional | Intersects With e Integ change-detection technology, on 5 Not Selected
. by ° oot sotrooe Monitoring (FIM) 017 |critical Technology Assets,
N g Applications and/or Services (TAAS) to
generate alerts for i
I ) Mechanisms exist to limit the number
System Monitoring| | Provide visibility into network traffic at external and key internal Limit Network ] OO,
S1-04(25) Optimize Network | system interfaces to optimize the effectiveness of monitoring Functional | Intersects With - NET-03.1|° °°”°”"e"‘ ei ernat nef °'A . 5 Not Selected
oits gy Assets,
Traffic Analysis  |devices. °
and/or Services (TAAS).
Mechanisms exist to implement
System Monitoring| | Provide visibility into network traffic at external and key internal Intrusion Detection & | | | Intrusion Detection Prevention
SI-04(25) Optimize Network  |system interfaces to optimize the effectiveness of monitoring Functional Intersects With | Prevention Systems 011 Systems (IDS / IPS) technologies on 5 Not Selected
Traffic Analysis  |devices. (IDS&1PS) 1 eritical systems, key network
and network choke points.
a. Receive system security alerts, advisories, and directives from
[Assi i defined external izations] on an
ongoing basis;b. Generate internal security alerts, advisories,
and directives as deemed necessary;c. Disseminate security
Security Alerts,  |alerts, advisories, and directives to: [Selection (one or more):
Mechanisms exist to check the validi
sI-0 Advisories, and | [Assignment: organization-defined personnel or roles]; Functional | Intersects With | Input Data Validation | TDA-1g | SCHemIomS #4%' 10 v 5 Low
rmati .
Directives [Assignment: organization-defined elements within the P
izationl; [Assi defined external
organizations]]; andd. Implement security directives in
accordance with established time frames, or notify the issuing
of the degree of
a. Receive system security alerts, advisories, and directives from
[Assi on-defined external ons] on an ) .
N N N N - Mechanisms exist to maintain
ongoing basis;b. Generate internal security alerts, advisories, reche
) 5 ) situational awareness of
and directives as deemed necessary;c. Disseminate security ) ,
ves e nes ° Vutnerabilities and evolving threats by
Security Alerts, |alerts, advisories, and directives to: [Selection (one or more):
) ‘ ) | Threat the of attacker
s1-05 dvisories, and | defined personnel or roles]; Functional | Intersects With THR-03 ! 5 Low
° ! \zation-dem "o Feeds Feeds tactics, techniques and procedures to
Directives [Assignment: organization-defined elements within the " " )
3 5 temal facilitate the implementation of
[ defined externa i
et eenines exte preventative and compensating
organizations]); andd. Implement security directives in controls
accordance with established time frames, or notify the issuing B
of the degree of i
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a. Receive system security alerts, advisories, and directives from
[Assi on-defined external ons] on an
ongoing basis;b. Generate internal security alerts, advisories,
) 5 ) Cryptographic mechanisms exist to
and directives as deemed necessary;c. Disseminate security )
ves implement strong cryptography and
Security Alerts, |alerts, advisories, and directives to: [Selection (one or more): , "
) ‘ ) | safeguarding Data security protocols to safeguard
s1-05 dvisories, and | defined personnel or roles]; Functional | Intersects With NET-12 ) 5 Low
" ! " Over Open Networks sensitive/regulated data during
Directives [Assignment: organization-defined elements within the "
3 5 transmission over open, public
[ defined external
e oe networks.
organizations]); andd. Implement security directives in
accordance with established time frames, or notify the issuing
of the degree of i
Mechanisms exist to maintain
Security Alots situational awareness of
YREMS: | groadeast security alert and advisory information throughout Vulnerabilities and evolving threats by
S1-05(01) Advisories,and i i defined i Intersects With | | eatintetigence | o oo | the knowledge of attack 5 High
X o using [ Functional | Intersects Wi -03 |teveraging the knowledge of attacker i
Directives | Automated s Feeds Feeds 8ine & ¢
automated mechanisms]. tactics, techniques and procedures to
Alerts and Advisories ' "
facilitate the implementation of
and
a. Verify the correct operation of [Assignment: organization-
defined security and privacy functions];b. Perform the
verification of the functions specified in SI-06a [Selection (one or Mechanisms exist to verify the
more): ization-defined system transi functionality of cybersecurity and/or
Security and Privacy | states]; upon command by user with appropriate privilege; ) | control Functionali data privacy controls followin )
si-06 ity and Privacy L up nand byuse ppropriate priviicg Functional | Intersects With unctionality | oy, gg |92 Privacy € 5 High
Function Verification |{ defined frequency]lic. Alert Verification implemented changes to ensure
[Assignment: organization-defined personnel or roles] to failed applicable controls operate as
security and privacy verification tests; andd. [Selection (one or designed.
more): Shut the system down; Restart the system; [Assignment:
ization-defined ive action(s)l] when jes are
S1-06(01) Withdrawn Functional | _not related to N/A N/A N/A 0 Withdrawn
Security and Privacy
Function Verification tosi ort the
$1-06(02) unction Verification| | Implem 2 uppor not related to N/A N/A  |No applicable SCF control 0 Not Selected
Automation Support | of distributed security and privacy function testing.
for Distributed Testing
Security and Privacy Mechanisms exist to report the results
Function Verification | |Report the results of security and privacy function verification to Report Verification | CHG- |of cybersecurity and data protection
$1-06(03) unction Verification | | Report the resu ourity and privacy function verificati Functional Equal port Vertficat ybersecurity protecti 10 Not Selected
Report [ defined personnel or roles]. Results 061 |function verification to appropriate
Results i
- Empl i tools to detect unauthorized
2 Employim sty ver ©0ls fo deted j Mechanisms exist to utilize File
) changes to the following software, firmware, and information:
Software, Finmware, | 70787 0 e ]} EndpointFle Integriy Integrity Monitor (FIM), or similar
ssignment: organization-defined software, firmware, an ) | Endpoint File Integri
si-07 and Information | o°® ¢ ° Functional | Intersects With | T oro e MCET | enp 06 |technologies, to detect and report on 5 Moderate
information]; andb. Take the following actions when Monitoring (FIM) i
Integrity ‘ ‘ unauthorized changes to selected files
unauthorized changes to the software, firmware, and ’
N and configuration settings.
are detected: -defined
a. Employ integrity verification tools to detect unauthorized Cryptographic mechanisms exist to
S i, (STl e e
i : organization-defi ware, firmware, urity pr uar
S1-07 and Information gnm g ! Functional | Intersects With € e NET-12 ty p g 5 Moderate
mtogtty information]; andb. Take the following actions when Over Open Networks sensitive/regulated data during
© unauthorized changes to the software, firmware, and transmission over open, public
are detected: ization-defined network
a. Employ integrit tools to detect unauthorized
) changes to the following software, firmware, and information:
Software, Firmware, |||, ., t: tion-defined software, f d Mechanisms exist to check the validity
ssignment: organization-defined software, firmware, an ) ) nisms exi validi
si-07 and Information |5 ¢ S Functional | Intersects With | Input Data Validation | TDA-18 " 5 Moderate
ntoarty information]; andb. Take the following actions when of information inputs.
i
¢ unauthorized changes to the software, firmware, and
i are detected: -defined
Software, Firmuare, | PE7T0"™ & ntegrity check of [Assignment: organization-defincd »»
e |software, firmware, and information] [Selection (one or more: at . |Mechanisms existiovatidate
s1-07(01) ntogrty 1 startup; at [ defined states | Functiona Equal Integrity Checks | - | configurations through integrity 10 Moderate
i i .
B INBY | o1 security-relevant events]; [ ization-defined checking of software and firmware.
Checks
freauencyll.
Software, Firmware, -
) Automated mechanisms exist to alert
and Information | Employ automated tools that provide notification to Automated R o .
- [incident response personnel upon
51-07(02) Integrity | [Assi fon-defined personnel or roles] upon Functional Equal Notifications of " response perso P 10 High
; Soienmen | e P o T 06.3 |discovering discrepancies during
Notifications of | discovering discrepancies during integrity verification. Integrity Violations ¢ disor
! integrity verification.
Integrity Violations
Software, Firmware,
and Information
$1-07(03) ! Employ centrally managed integrity verification tools. Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Integrity | Centrally
Managed Integrity
51:07(04) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Software, Firmware,
and Information | Automatically [Selection (one or more): shut the system down; Automated mechanisms exist to
" ) Automated Response | END- | e )
$1-07(05) Integrity | Automated | restart the system; [ Functiona Equal e e | e |mplement remediation actions when 10 High
rity Violati .
Response to Integrity |defined controls]] when integrity violations are discovered. arity integrity violations are discovered.
Violations
Software, Firmware, Mechanisms exist to facilitate the
and Information implementation of cryptographic
to detect unauthorized Use of Cryptographic
51-07(06) Integrity | Functional Equal TYPLOBraphic | av.01 |protections controls using known 10 Not Selected
changes to software, firmware, and information. Controls
Cryptographic public standards and trusted
Protection i i
Software, Firmware,
’ Incorporate the detection of the following unauthorized changes -
and Information " ‘ ) ) Mechanisms exist to detect and
into the organizational incident response capability: ) Endpoint Detection & | END- ) )
$1-07(07) Integrity | Integration of " ' Functional Equal respond to unauthorized configuration| 10 Moderate
" [ defined y-relevant changes to Response (EDR) 06.2
Detection and changes as cybersecurity incidents.
the system].
Response
Software, Firmware, |Upon detection of a potential integrity violation, provide the
and Information | capability to audit the event and initiate the following actions:
$1-07(08) Integrity | Auditing | [Selection (one or more): generate an audit record; alert current |  Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Capability for  |user; alert [Assignment: organization-defined personnel or
i Events _|rolesk: [Assi ization-defined other actionsll.
Software, Firmware, |
e v |verity the integrity of the boot process of the following system oo ﬁ‘”w':'a'ef' "‘fe;ha;‘s':‘s exstto ‘;e”'y
and Information - |the integrity of the boot process o
$1-07(09) i defined system Functional Equal Boot Process Integrity Integrity pr 10 Not Selected
Integrity | Verify Boot 065 |systems.
components].
Process
Software, Firmware, ) ) ‘Automated mechanisms exist to
" Implement the following mechanisms to protect the integrity of
and Information y . ! ) Protection of Boot | END- |protect the integrity of boot firmware in
$1-07(10) ‘ boot firmware in [Assignment: organization-defined system Functional Equal ‘ 10 Not Selected
Integrity | Protection of N et N Firmware 06.6 [systems.
Boot Firmware ‘ b
SI07(11) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Software, Firmware,
dl" " :” Require that the integrity of the following user-installed software
and Information
$1-07(12) be verified prior to [ ization-defined |  Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Integrity | Integrity
" user-installed software].
Verification
51:07(13) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
51:07(14) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to prevent the
Software, Firmware, to the installation of software and firmware
and Information | following software or firmware rior to CHG- | components without verification that
S1-07(15) e ° , prio Intersects With | Signed Components P Without verificati 5 High
Integrity | Code | [Assignment: organization-defined software of firmware 042 |the component has been digitally
Authentication |components]. signed using an organization-approved
certificate authority.
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Software, Firmware,
andinformation o, i pracesses from executing without supervision for more
$1-07(16) Integrity | Time Limiton P CUting WIthout Sup: Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
than [Assignment: organization-defined time period].
Process Execution
Without Supervision
Software, Firmware,
and Information )
defined controls] for )
$1-07(17) Integrity | Runtime eme Functional | notrelated to N/A N/A |No applicable SCF control 0 Not Selected
application self-protection at runtime.
Application Self-
a. Employ spam protection mechanisms at system entry and exit Mechanisms exist to utilize anti-
points to detect and act on unsolicited messages; andb. Update Phishing & Soam phishing and spam protection
si-08 Spam spam i When new releases are available | Functional Equal o END-08 |technologies to detect and take action 10 Moderate
i
in with i on unsolicited messages transported
policy and procedures. by electronic mail
S1-08(01) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Mechanisms exist to automatically
update anti-phishing and spam
Automatic Spam and pdate anti-phishing and sp:
Spam | update spam o END- when new
$1-08(02) ’ o spam Pl Equal Phishing 10 Moderate
Updates |1 defined frequency]. e 08.2 |releases are available in accordance
P with configuration and change
practices.
Spam I spam protecti isms with a learning
$1-08(03) Continuous Learning |capability to more effectively identify legitimate Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Capability traffic.
sI-09 Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Cryptographic mechanisms exist to
implement strong cryptography and
) Check the validity of the following information inputs: pler € cryptography
Information Input ¢ ! the following in " ) | safeguarding Data security protocols to safeguard
si-10 aon I defined inputs to the Functional | Intersects With NET-12 " 5 Moderate
Validation b Over Open Networks sensitive/regulated data during
ysteml. transmission over open, public
network
Information Input | Check the validity of the following information inputs: Mechanisms exist to check the validi
si-10 rmation Inp! ° 1y of the gl inp! Functional | Intersects With | Input Data Validation | TDA-18 ty 5 Moderate
Validation ! defined inputs to the of inputs.
a. Provide a manual override capability for input validation of the
following information inputs: [Assignment: organization-defined
Information Input |\ defined in the base control (SI-10);b. Restrict the use of
ined i 10)L:b. ) '
si-10(01) Validation | Manual | ) > ° " | Functional | notrelatedto N/A N/A  |No applicable SCF control 0 Not Selected
Overrde Gapabily | Manualoverrde capabily to only [Assignment:organization-
P defined authorized individuals]; andc. Audit the use of the
manual override capability.
Information Input
Review and resolve input validation errors within [Assignment:
sI-10(02) Validation | Reviewand | - o " 1o [eSOve Inputvalid hssig Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
organization-defined time period].
Resolve Errors
Information Input
rmation INPUt 1o ity that the system behaves in a predictable and documented i
S1-10(03) Validation | ’ Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
) manner when invalid inputs are received.
Predictable Behavior
Information Input 1, ¢ for timing interactions among system components in
SI-10(04) Validation | Timing ) g int & System comp Functional | notrelated to N/A N/A  |No applicable SCF control o Not Selected
’ determining appropriate responses for invalid inputs.
Information Input
Validation | Restrict ~|Restrict the use of information inputs to [Assignment:
S1-10(05) Inputs toTrusted | organization-defined trusted sources] and/or [Assignment: Functional | notrelated to N/A N/A |No applicable SCF control 0 Not Selected
Sources and Approved |organization-defined formats].
Formats
Information Input
S1-10(06) Validation [Injection |Prevent untrusted data injections. Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Prevention
Mechanisms exist to handle error
conditions by:
(1) Identifying potentially security-
relevant error conditions;
2) Generating error messages that
a. Generate error ges that provide ion necessar (2) Generating er &
© error messa provide information necessary for
) for corrective actions without revealing information that could be . . " !
sk Error Handling ! Functional Equal ErrorHandling | TDA-19 [corrective actions without revealing 10 Moderate
exploited; andb. Reveal error messages only to [Assignment: °°
o N sensitive or potentially harmful
organization-defined personnel or roles]. ) P
information in error logs and
administrative messages that could be
exploited; and
(3) Revealing error messages only to
personnel
I tormation | Manage and retain information within the system and Mechanisms exist to retain media and
Sz Managomentand | Mformation output from the system n accordance with Functional | intersects with Media&Data | |datain accordance with applicable 5 Low
P applicable laws, executive orders, directives, regulations, Retention statutory, regulatory and contractual
policies, standards, ui and igati
Mechanisms exist to:
(1) Retain Personal Data (PD),
including metadata, for an
organization-defined time period to
fulfill the purpose(s) identified in the
\nformation | Manage and retain information within the system and notice or as required by law;
infe i itput fr th te d: ith P  Dat: i
si-12 Managementand |\ oo on OUtPUtTTom the system in accordance wi Functional | Intersects With ersonalbata | pp o5 | (2) Dispose of, destroys, erases, 5 Low
P applicable laws, executive orders, directives, regulations, Retention & Disposal and/or anonymizes the PD, regardless
policies, standards, gui and of the method of storage; and
(3) Use organization-defined
techniques or methods to ensure
secure deletion or destruction of PD
(including originals, copies and
archived records).
Mechanisms exist to address the use
of Personal Data (PD) for internal
testing, training and research that:
Information . B N )
M g tand Limit being inthe Internal Use of (1) Takes measures to limit or
anagement an
information life cycle to the following elements of personall Personal Data For inimi
sl-12(01) Retention [ Limit |10 o on e evele ollowing 1S of personally Functional | Intersects With reonatbat PRI-0s,1 | Minimize the amount of PD used for 5 Not Selected
) [ defi Testing, Training and internal testing, training and research
Personally Identifiable " ssignmer
ts of information]. Research purposes; and
Information Elements
(2) Authorizes the use of PD when
such informationis required for
internal testing. training and research.
Mechanisms exist to minimize
Information - B N ) -
vanssemenang | being inthe sensitive/regulated data thatis
information life cycle to the following elements of personall Minimize Sensitive / | DCH- I i
S1-12(01) Retention [Limit |10 on e oyele ollowing personally Functional | Intersects With processed, stored and/or transmitted 5 Not Selected
" I defined Regulated Data 18.1  |throughout the information lifecycle to
Personally Identifiable © ssignmer
ts of information]. only those elements necessary to
Information Elements ¢
support necessary business
Information o
P Mechanisms exist to minimize the use
Management and ) ) . Limit Sensitive / s
" Use the following techniques to minimize the use of personally of sensitive/regulated data for
Retention | Minimize ‘ ! ' ) | RegulatedDataln | DCH- lata for
S1-12(02) identifiable information for research, testing, or training; Functional | Intersects With ° research, testing, or training, in 5 Not Selected
Personally Identifiable ) ‘ Testing, Training & | 18.2 " "
! [ defined accordance with authorized,
Information in Testing, Research legitimate business practices.
Training. and Research 8 P -
@00
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Mechanisms exist to address the use
of Personal Data (PD) for internal
Information testing, training and research that:
Management and ) ) ) Internal Use of (1) Takes measures to limit or
! 2" 1 Use the following techniques to minimize the use of personally
Retention | Minimize N . . : . Personal Data For minimize the amount of PD used for
S1-12(02) ! identifiable information for research, testing, or training; Functional | Intersects With rsonat Dat PRI-05.1 |" e amount 5 Not Selected
Personally Identifiable | o for research, test Testing, Training and internaltesting, training and research
Information in Testing, |" Research purposes; and
Training, and Research (2) Authorizes the use of PD when
such information is required for
internaltestin. training and research.
Mechanisms exist to:
(1) Retain Personal Data (PD),
including metadata, for an
organization-defined time period to
fulfill the purpose(s) identified in the
Information ;
Mamasomentang | Use the following techniques to dispose of, destroy, or erase personal Data ”"“I‘;e oras ’efq:"d by law;
"
S1-12(03) e information following the retention period: [Assignment: Functional | Intersects With g pRI-05 | (2) Disposeof, destroys, erases, 5 Not Selected
Retention | Information ° ” Retention & Disposal and/or anonymizes the PD, regardless
" organization-defined techniques].
Disposal of the method of storage; and
(3) Use organization-defined
techniques or methods to ensure
secure deletion or destruction of PD
(including originals, copies and
archived records).
Information
Moo 4 |Usethefollowing techniques to dispose of, destroy, or erase Mechanisms exist o securely dispose
rely di
S1-12(03) e information following the retention period: [Assignment: Functional | Intersects With | Information Disposal | DCH-21 ° y dis 5 Not Selected
Retention | Information ° ” of, destroy or erase information.
" organization-defined techniques].
Disposal
a. Determine mean time to failure (MTTF) for the following Mechanisms exist to implement real-
system in specific envi of time or near-real-time failover
Failure  |[Assi on-defined system andb. BCD- [capability to maintain availability of
s113 ! ‘ Y Functional | Intersects With | Failover Capability pability in availability 5 Not Selected
Prevention Provide substitute system components and a means to 12.2  |critical Technology Assets,
exchange active and standby components in accordance with Applications, Services and/or Data
the following criteria: [Assis defined MTTF. (TAASD).
a. Determine mean time to failure (MTTF) for the following
system in specific envi of operation: Mechanisms exist to determine the
Failure  |[Assi ization-defined syst db. Predictable Fail Mean Time to Failure (MTTF) f
si-13 ature ! ¢ system an IntersectsWith | - edictableFailure | oo o, Mean Time to Failure (MTTF) for 5 Not Selected
Prevention Provide substitute system components and a means to Analysis system components in specific
exchange active and standby components in accordance with environments of operation.
the following criteria: defined MTTF.
Predictable Failure | Take system out of service by i
| ies to i no later . .
sl-13(01) * ! ! Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
than| defined fraction or
c of mean time to failure.
SI13(02) Withdrawn Functional | _notrelated to N/A N/A N/A 0 Withdrawn
Predictable Failure | Manually initiate transfers between active and standby system
Prevention | Manual |components when the s of the active component reaches
SI-13(03) | P . ponent e ) Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
Transfer Between [ defined p ]of the mean time
c to failure.
Predictable Fallura | Y5tem componentfailures are detected:a. Ensure that the
) standby are and
Provention  Standoy (20 ™ FRIRTEITE e o AP ;
installed within [Assignment: organization-defined time period]; ’
SI-13(04) Component nthssig gan! ° P Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
° andb. [Selection (one or more): Activate [Assignment:
Installation and
) defined alarm]; shut down the
Notification ) ' :
svstem: -defined actionll.
Predictable Failure
¢ " Provide [Selection (one): real-time; near real-time] [Assignment: i
S1-13(05) Prevention | Failover Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
- defined failover for the system.
Capability
o o Mechanisms exist to implement non-
- o persistent system components and
system components and services] that are initiated in a known that are inttiated ina k
services that are initiated in a known
si-14 N stateand [Selection (one or more): upon end of Functional Equal Non-Persistence | SEA-08 10 Not Selected
’ e ! o ) state and terminated upon the end of
session of use; atl & defined ¢ °
remsanorl] the session of use or periodically at an
aueneyll: -defined freauency.
. Mechanisms exist to ensure that
Non-persistence | | Obtain software and data employed during system component Rafrosh from Trustad o e e
efresh from Truste software and data needed for system
si-14(01) Refresh from Trusted |and service refreshes from the following trusted sources: Functional Equal SEA-08.1 ) > e 10 Not Selected
) ceem e Sources component and service refreshes are
Sources [Assignment: organization-defined trusted sources]. P
obtained from trusted sources.
a. [Selection (one): Refresh [Assignment: organization-defined
N Non [Assi ion-defined ; )
SI-14(02) ! | Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
persistent Information 1 g defined information] on
demand; andb. Delete information when no longer needed.
) Establish connections to the system on demand and terminate
Non-persistence | Non/{ " )
S1-14(03) - connections after [Selection (one): completion of a request; a Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
persistent Connectivity|
period of non-usel.
Mechanisms exist to validate
Validate information output from the following software ! s
. e 5 information output from software
Information Output | programs and/or applications to ensure that the information is . Information Output
SI-15 amon - y ¢ N Functional Equal SEA-09 | programs and/or applications to 10 Not Selected
Filtering consistent with the expected content: [Assignment: organization- Filtering
. - - ensure that the information is
defined software programs and/or applications].
ith the expected content.
Mechanisms exist to implement
Implement the following controls to protect the system memory e o e e otom
e
SI-16 Memory Protection | from unauthorized code ion: [Assi ganizati Equal Memory Protection | SEA-10 1ty safeg P! ¥ 10 Moderate
" memory from unauthorized code
defined controls]. "
Implement the indicated fail-safe procedures when the Mechanisms exist to implement fail-
si17 Fail-safe Procedures  |indicated failures ocour: [Assi ganization-defined list Equal Fail Safe SEA-07.3safe procedures when failure 10 Not Selected
of failure conditions and associated fail-safe procedures]. conditions occur.
Mechanisms exist to check for
a. Check the accuracy, relevance, timeliness, and completeness Redundant, Obsolete/Outdated, Toxic
of i ion across the ion life data Qualiy o Trivial (ROTT) data to ensure the
si-18 Quality |cycle [Assi ization-defined frequency]; andb. Intersects With e DCH-22 |accuracy, relevance, timeliness, 5 Not Selected
rati
Operations | Correct or delete or outdated ident P impact, completeness and de-
information. identification of information
the ion lifecycle.
Mechanisms exist to check for
Redundant, Obsolete/Outdated, Toxic
Personally Identifiable | Correct or delete personally identifiable information that s "
ole ) or Trivial (ROTT) data to ensure the
Information Quality [inaccurate or outdated, incorrectly determined regarding ) ) Data Quality °
sI-18(01) ) oty cet Functional | Intersects With ! DCH-22 |accuracy, relevance, timeliness, 5 Not Selected
Operations| |impact, or de-identified using Operations é
oL orineorrs ! impact, completeness and de-
Support defined o )
identification of information
the lifecvole.
Personally Identifiable | Employ data tags to automate the correction or deletion of oo | Mechanisms existto utiize data tags
SI-18(02) Information Quality i information across the information life Functiona Equal Data Tags ey |toautomate tracking of 10 Not Selected
Operations | Data Tags | cycle within systems. i} sensitive/regulated data across the
Personally Identifiable Primary Source
Y %€ | ¢ oltect personally identifiable information directly from the ) Y DCH- | Mechanisms existto collect Personal
SI-18(03) Information Quality |- Functional Equal Personal Data (PD) ) T 10 Not Selected
" Y lindividual. 223 |Data (PD) directly from the individual.
Operations | Collection Collection
Mechanisms exist to establish and
implement a process for:
Personally Identifiable (1) Data subjects to have inaccurate
Information Quality |Correct or delete personally identifiable information upon Correcting Inaccurate Personal Data (PD) maintained by the
SI-18(04) Quality | Corre ete pf Y identifiable i P Functional | Intersects With ing "3t | pRi-06.1 | oTO" (PD) ma Y 5 Not Selected
Operations | Individual | request by or their o Personal Data organization corrected or amended;
Requests and
(2) Disseminating corrections or
of PD to other authorized
@00
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Personally Identifiable

Control Desci
Mechanisms exist to utilize technical
controls to correct Personal Data (PD)

Relationsh

Information Quality |Correct or delete personally identifiable information upon Updating & Correcting | DCH-
SI-18(04) mation Quality defete p V1 P! Functional | Intersects With | ~P22tn8 e that s inaccurate or outdated, 5 Not Selected
Operations | Individual | request by or their o PersonalData (PD) | 22.1 |' ° '
incorrectly determined regarding
Requests : ) e
impact. or incorrectly de-identified.
Mechanisms exist to provide
authenticated data subjects the ability
to:
(1) Access their Personal Data (PD)
thatis being processed, stored and
shared, except where the burden, risk
or expense of providing access would
be disproportionate to the benefit
offered to the data subject through
granting access;
Personaly Identifiable (2) Obtain answers on the specifics of
g ° IR ) ) how their PD s collected, received
Information Quality |Correct or delete personally identifiable information upon ) ) Data Subject . .
SI-18(04) Functional | Intersects With PRI-06 i 5 Not Selected
(04) Operations | Individual | request by individuals or their desi p i Empowerment processed, stored, transmitted,
Requests shared, updated and/or disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD
being collected, received, processed,
stored and shared;
(5) Request correction to their PD due
to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting,
receiving, processing, storing,
transmitting, updated and/or sharing
o shair o1
Mechanisms exist to utilize technical
y Notify [Assi ganization-defined recipients of e o : o '(PD)
controls to correct Personal Data
on Quali identifiable information] and individuals that the Updating & Correcting | DCH-
S1-18(05) nation Quality ! ol Functional | Intersects Wit | “P2" e thatis inaccurate or outdated, 5 Not Selected
Operations | Notice of information has been corrected or PersonalData (PD) | 221 |' ° ’
- incorrectly determined regarding
Correction or Deletion |deleted. : ) e
impact. or incorrectly de-identified.
Mechanisms exist to establish and
implement a process for:
Personally Notify [ ization-defined recipients of (1) Data subjects to have inaccurate
uali identifiable information] and individuals that the Correcting Inaccurate Personal Data (PD) maintained by the
SI-18(05) nation Quality identifiablel ! i Functional | Intersects With ing "3t | pRi-06.1 |- oTO" (PD) ma Y 5 Not Selected
Operations | Notice of |personally identifiable information has been corrected or Personal Data organization corrected or amended;
Correction or Deletion |deleted. and
(2) Disseminating corrections or
of PD to other authorized
Notify [Assi ganization-defined recipients of - )
v uat ity [Assl  fomation and 'd_ '_Z' et Notios of Gorract Mechanisms exist to notify affected
uali information] and individuals that the otice of Correction or
S1-18(05) " atity ! ! Functional | Intersects With : PRI-06.2 |data subjects if their Personal Data 5 Not Selected
Operations | Notice of information has been corrected or Processing Change
‘ (PD) has been corrected or amended.
Correction or Deletion |deleted.
a. Remove the following elements of personally identifiable
from datasets: [ on-defined e tdnticati Mechanisms exist to anonymize data
e-Identification
si-19 De-identification | elements of personally identifiable information]; andb. Evaluate | ~Functional Equal Cnomymizationy | PO23 [oy removing Personal Data (PD) from 10 Not Selected
i
Assi ion-defined for effecti v datasets.
of de-identification.
Primary Source
De-identification| | De-identify the dataset upon collection by not collecting ) ) v Sour DCH-  |Mechanisms exist to collect Personal
si-19(01) fhe catasel ) Functional | Intersects With | Personal Data (PD) D 5 Not Selected
Collection personally identifiable information. ! 223 |Data (PD) directly from the individual.
Collection
Mechanisms exist to de-identify the
De-identification | | De-identify the dataset upon collection by not collecting ) | De-ldentify Dataset | DCH- ) v
si-19(01) ° e ) Functional | Intersects With ) dataset upon collection by not 5 Not Selected
Collection personally identifiable information. Upon Collection | 23.1 !
collecting Personal Data (PD).
Mechanisms exist to refrain from
Deddentiication| | O PItarehingof personally identifiable nformation elemens oo e o '(PD)'I !
e-identification - |archiving Personal Data (PD) elements
S1-19(02) if those elements in a dataset will not be needed after the Functional Equal Archiving é 8 ) 10 Not Selected
Archiving elemen 232 |ifthose elements in a dataset will not
datasetis archived. °
be needed after the datasetis
Mechanisms exist to remove Personal
Deidentiication| | 1S Personally deniifiable information elements from a ooh. |Pata (PD) tements from a dataset
e-identification X
S1-19(03) e dataset prior to its release if those elements in the dataset do Functional Equal Release Ve |priortoits eleaseit those slements in 10 Not Selected
not need to be part of the data release. B the dataset do not need to be part of
the data release.
De-identificati
a e e"l';a f"g‘ Mechanisms exist to mask
emoval, Masking, - -
Remove, mask, encrypt, hash, or replace direct identifiers in a ) ) ) sensitive/regulated data through data
S1-19(04) Encryption, Hashing, VP! P Functional | Intersects With DataMasking | PRI-05.3 e/reg! ouer 5 Not Selected
dataset. anonymization, pseudonymization,
or Replacement of . o
Direct Identifiers
De-identificati
e-identification | Removal, Masking, . "
Removal, Masking, g 1o, 6, mask, encrypt, hash, or replace direct identifiersina Encryption, Hashingor| DCH- | echanisms existto remove, mask,
SI-19(04) Encryption, Hashing, » mask, encrypt, hash, or rep! Functional | Intersects With | -0 /PUo™ e encrypt, hash or replace direct 5 Not Selected
dataset. Replacement of Direct | 23.4 | o Pw "
or Replacement of ! identifiers in a dataset.
y - Identifiers
Direct Identifiers
Mechanisms exist to manipulate
De-identificati ipulate numerical data, tables, and statistical  data, cont tabl
- Y ree neylan s, and stae ) Statistical Disclosure | DCH. |""meNoa data contingency tables
S1-19(05) Statistical Disclosure | findings so that no individual or is inthe | Functiona Equal - e |and statiticalfindings so that no 10 Not Selected
Control results of the analysis. " | person or organization is identifiable in
the results of the analysis.
Mechanisms exist to prevent
Prevent di of identifiable i ion b of Personal Data (PD) by
De-identification| ) o Y ) DifferentiatData | DCH- | nal Data (PD) by
S1-19(06) e-identificat adding non-deterministic noise to the results of mathematical |  Functional Equal ' adding non-deterministic noise to the 10 Not Selected
Differential Privacy 4 Privacy 236
operations before the results are reported. results of mathematical operations
before the results are reported.
Mechanisms exist to perform de-
De-idenification| |, idated oo . Automated De- ooH _decl_:‘"‘s‘ws ex"s °_‘:?r /°rm le‘ .
erform d using validated algorithms anc - |identification of sensitive/regulate
S1-19(07) Validated Algorithm: ‘ s & Functional Equal Identification of ation o o8 10 Not Selected
software that is validated to implement the algorithms. e 237 |data, using validated algorithms and
and Software Sensitive Data Y
software to the algorithms.
Mechanisms exist to perform a
Deidentiication| | 110"™ @ motiated intuder teston the dedeniifed dataset to b |metivated ntruder test on the de-
e-identification X
SI-19(08) ey | determine f the identified data remains or i the de-identified Functional Equal Motivated ntruder | " |identified dataset to determine if the 10 Not Selected
iv ruder .
data can be re-identified. identified data remains or if the de-
identified data can be re-identified.
Mechanisms exist to embed false data
Embed data or capabilities in the following systems or system !
s Inthe or steganographic data in files to
t© i data has been enable the organization to determine if
" i
s1-20 Tainting exiltrated or improperly removed from the organization: Functional Equal Tainting THR-08 ganiz 10 Not Selected
’ ’ data has been exfiltrated and provide
[Assignment: organization-defined systems or system on exfitrated anc
ameans to identify the individual(s)
components]. °
involved.
Refresh [Assignment: organization-defined information] at
[Assi ization-defined or generate the . .
si-21 Information Refresh " ! or e Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
information on demand and delete the information when no
longer needed.
a. Identify the following alternative sources of information for
[Assignment: organization-defined essential functions and
services]: [Assi ganization-defined alternati
information sources]; andb. Use an alternative information ) ’
si-22 Information Diversity i ! ° ‘ Functional | notrelated to N/A N/A |No applicable SCF control 0 Not Selected
source for the execution of essential functions or services on
[Assignment: organization-defined systems o system
components] when the primary source of information is
corrupted or
@00
Artbeion s Secure Controls Framework (SCF)

81o0f84




Set Theory Relationship Mapping (STRM)

NIST P 800-53 R 5.2
Crosswalk Mapping

version 2025.4
12/16/2025

FDE Name Focal Document Element (FDE) Description SCF Control LR ETETEL () | Sacigined (TEEPETED
Control Desci Relationshi Baseline
Based on [Assi ization-defined ci
information | Fragmentthe following information: [Assignment; organization-
si-23 Fragmentanon | 4€fined informationl; andb. Distibute the fragmented Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
information across the following systems or system
ion-defined svstems or
a. Develop, and disseminate to | Mechanisms exist to review the
organizaton-defined personneLor roles].[Selectin (oneor cybersecurity and data protection
more): Organization-level; level; program, including policies, standards
level] supply chain risk policy thatia. and procedures, at planned intervals
Addresses purpose, scope, roles, responsibilities, management or i significant changes ocour to
among onal entities, and ensure their continuing suitability,
andb. Is consistent with applicable laws, executive adequacy and effectiveness.
orders, dirctives, regulations, polcies, standards, and Periodic Review&
and2. to facilitate the of Update of
SR-01 Policy and Procedures | the supply chain risk policy and the Functional | Intersects With GOv-03 5 Low
supply chain risk management controls;b. Designate an Cyberseourity & Data
Protection Program
[Assignment: organization-defined offcia] o manage the
and dissemination of the supply
chain risk management policy and procedures; andc. Review
and update the current supply chain isk management:1. Policy
defined and following
[Assignment: organization-defined events] and2. Procedures
[Assi on-defined and following
i defined evemsl
a. Develop, and di to[
orgarization-defined persornel o oles}:1. [Selection (one or
more): Organization-level; level;
level] supply chain risk  policy thatia.
Addresses purpose, scope, oles, responsibilites, management
among izational entities, and
andb. s consis ith applicable laws, executive
orders,directives, regulations, polises, standards, and Publishing Mechanisms exist to sstablish,
andz. tofacilitate the of Cybersecurity & Data maintain and disseminate
SR-01 Policy and Procedures | the supply chain risk management policy and the associated Functional | Intersects With Gov-02 " 5 Low
e ; Protection cybersecurity and data protection
supply chain risk management controls;b. Designate an ' e
i anagement controls; Documentation policies, standards and procedures.
[Assignment: organization-defined official] to manage the
and on of the supply
chain risk management policy and procedures; andc. Review
and update the current supply hain risk management:1. Policy
defined frequency] and following
[Asslgnmen! organization-defined events}; and2. Procedures
[ ion-defined frequency] and following
I i i defined events].
a. Develop, and disseminate to |
organizaton-defined personneLor roles].[Selectin (oneor
more): Organization-level; level;
level] supply chain risk policy thatia.
Addresses purpose, scope, roles, responsibilities, management
among ional entities, and
andb. Is consistent with applicable laws, executive
orders, directives, regulations, policies, standards, and
and2. tofacilitate the i of Third-Party Mechanisms exist to facilitate the
SR-01 Policy and Procedures | the supply chain risk policy and the Functiona Subset Of Managoment | TPMOT [[mplementation of third-party 10 Low
supply chain risk management controls;b. Designate an management controls.
[Assignment:organization-defined offcia] o manage the
and dissemination of the supply
chain risk management policy and procedures; andc. Review
and update the current supply chain isk management:1. Policy
defined and following
[Assignment: organization-defined events] and2. Procedures
[Assi on-defined and following
i defined eventsl.
a. Develop a plan for managing supply chain risks associated Mechanisms exist to develop a plan
with the research and dovelopmen, design, manufacturing, for Supply Chain Risk Management
delivery, i ions and (SCRM) associated with the
and disposal of the following systems, system components or Supply Chain Risk development, acquisition,
hoz Supply Chain Risk  |system services: [Assignment: orgarization-defined systoms, Functional | Intersects With | Managoment (SChM) | RS-0 |™@iMenance and disposal of . Low
Management Plan | system components, or system services;b. Review and update o Technology Assets, Applications
the supply chain risk management plan [Assignment: and/or Services (TAAS), including
organization-defined frequency] or as required, to address documenting selected mitigating
threat, organizational or environmental changes; andc. Protect actions and monitoring performance
the supply chain risk blan from unauthorized against those olans.
a. Develop a plan for managing supply chain risks associated Mechanisms exist to:
with the research and development, design, manufacturing, (1) Evaluate security risks and threats
delivery, i ions and associated with Technology Assets,
and disposal of the following systems, system components or Applications and/or Services (TAAS)
hon Supply Chain Risk  |system services: [Assignmen: orgarization-defined systems, Functional. | ntersectowin | SUPPYCRAMRiSK | lsupplychains; and s Low
Management Plan  [system components, or system services];b. Review and update Management (SCRM) (2) Take appropriate remediation
the supply chain risk management plan [Assignment: actions to minimize the organization's
organization-defined frequency] or as required, to address exposure to those risks and threats, as
threat, organizational or environmental changes; andc. Protect necessary.
the supply chain risk blan from unauthorized
Mechanisms exist to:
(1) Evaluate security risks and threats
Establish a supply chain risk management team consisting of associated with Technology Assets,
Supply Chain Risk | [Assignment: organization-defined personnel, roles, and ' Applications and/or Services (TAAS)
SR-02(01) Management Plan | _(responsibilies] o lead and support the following SCRM Functional | Intersects With Mz:::gﬂ?::“rs's;;) TPM-03 |supply chains; and 5 Low
Establish SCRM Team |activities: on-defined supply chain risk (2) Take appropriate remediation
management activities]. actions to minimize the organization's
exposure to those risks and threats, as
necessarv.
a. Establish a process or processes to identify and address
weaknesses or deficiencies in the supply chain elements and
I of [Assi on-defined system or
system in coordination with [
organization-defined supply chain personnell;b. Employ the )
Supply Chain Controls foﬁowmg controls to pm'::cy( agam: supply c]hain risis (yo the Processes To Address | ., | Mechanisms exist to address
SR-03 ) 1o Functional Equal Weaknesses or identified weaknesses or deficiencies 10 Low
and Processes  |system, system component, or system service and to limit the ° 033 | ) !
Deficiencies inthe security of the supply chain
harm or from supply chain-related events:
[Assignment: organization-defined supply chain controls]; andc.
b the selected and supply chain
processes and controls in [Selection (one): security and privacy
blans: supply chain risk blan: [Assi
Mechanisms exist to require software
developers to ensure that their
Supply Chain Controls | Employ a diverse set of sources for the following system Development software development processes
SR-03(01) and | and services: [Assi on-defined | Functional | Intersects With | Methods, Techniques | |y, ~|oTP\eY Industry-recognized secure 5 Not Selected
§ N 02.3 |practices for secure programming,
Diverse Supply Base |system components and services]. &Processes ¢
engineering methods, quality control
processes and validation techniques
to minimize flawed and/or malformed
SupplyChin Controls | Employ  dverseset o sourcesfor the followingsysten oA Ty?::;‘:u":ye:i ;‘;f:::[ecmn
SR-03(01) and | and services: [Assi i fined Intersects With | Supplier Diversity 5 Not Selected

Diverse Supply Base

system components and services].

03.1 |technologies from different suppliers
to minimize supply chain risk.
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Supply Chain Controls

Employ a diverse set of sources for the following system

Control Desci
Mechanisms exist to utilize tailored
acquisition strategies, contract tools

Relationsh

Acquisition Strategies, | TPM-
SR-03(01) and | and services: [ jon-defined | Functional | Intersects with | "7 HO0 PSSR | TP ang procurement methods for the 5 Not Selected
Diverse Supply Base |system components and services]. "1 | purchase of unique Technology
Assets. Apolications and/or Services
Mechanisms exist to utilize securit
Supply Chain Controls | Employ the following controls to limit harm from potential ! ity
neforow - ) TPM-  [safeguards to limit harm from
SR-03(02) and Processes| | adversaries identifying and targeting the organizational supply | ~Functional Equal Limit Potential Harm ) ' om 10 Not Selected
ersaries o targeting ¢ 032 |potential adversaries who identify and
Limitation of Harm | chain: [Assignment: organization-defined controls].
targot the supply chain.
Mechanisms exist to require
contractual requirements for
Supply Chain Controls
i Ensure that the controls included in the contracts of prime ) | Third-Party Contract eybersecurity and data protection
SR-03(03) and Processes | Sub- ) ! Functional | Intersects With " TPM-05 |requirements with third-parties, 5 Not Selected
3 contractors are also included in the contracts of subcontractors. Requirements !
tier Flow Down reflecting the organization's needs to
protect ts Technology Assets,
i Services and/or Data
Mechanisms exist to ensure
Supply Chain Controls cybersecurity and data protection
i Ensure that the controls included in the contracts of prime ) | Contract Flow-Down | Tpm. |CYPersecurityand data pr
SR-03(03) and Processes | Sub- ) Functional | Intersects With requirements are included in 5 Not Selected
: contractors are also included in the contracts of subcontractors. Requirements 05.2
tier Flow Down that flow-down to
b and suppliers.
) Mechanisms exist to track the origin,
Document, monitor, and maintain valid provenance of the ’
) ’ development, ownership, location and
following systems, system and data: )
SR-04 Provenance " system cor Intersects With Provenance  |AST-03.2|changes to Technology Assets, 5 Not Selected
[Assignment: organization-defined systems, system ges >
’ Applications, Services and/or Data
components, and associated datal.
(TAASD).
Establish and maintain unique identification of the following Mechanisms exist to track the origin,
supply chain elements, processes, and personnel associated development, ownership, location and
with the identified system and critical system components: changes to Technology Assets,
SR-04(01) Provenance | Identity ) Vst ) ystem comp Functional | Intersects With Provenance AST-03.2|S"anges’ ology 5 Not Selected
[Assignment: organization-defined supply chain elements, Applications, Services and/or Data
o , and personnel with organization-defined (TAASD).
systems and critical tem
Establish and maintain unique identification of the following Mechanisms exist to track the origin,
Provenance | Track | systems and critical system components for tracking through development, ownership, location and
SR-04(02) 9 9 ponents cking throug Functional | Intersects With Provenance AST-03.2| changes to Technology Assets, 5 Not Selected
and Trace the supply chain: [Assignment: organization-defined systems 1ges >
P Applications, Services and/or Data
and critical system components].
(TAASD).
Mechanisms exist to maintain
awareness of component authenticity
Provenance | Validate | Employ the following controls to validate that the system or Product Tampering by and i
SR-04(03) as Genuine and Not | system component received is genuine and has not been Functional | Intersects With | and Counterfeiting | TDA-11 |Product Tampering and Counterfeiting 5 Not Selected
Altered altered: [Assignment: organization-defined controls]. T0) (PTC) practices that include the means
to detect and prevent counterfeit
Mechanisms exist to maintain
Employ [Assignment: organization-defined controls] and awareness of component authenticity
Provenance | Supply  |conduct [Assignment: organization-defined analysis] to ensure Product Tampering by ing and i
SR-04(04) Chain Integrity— [ the integrity of the system and system components by validating | Functional | Intersects With | and Counterfeiting | TDA-11 [Product Tampering and Counterfeiting 5 Not Selected
Pedigree the internal composition and provenance of critical or mission- 1) (PTC) practices that include the means
essential technologies, products, and services. to detect and prevent counterfeit
Employ the following acquisition strategies, contract tools, and Mechanisms exist to utilize tailored
rocurement methods to protect against, identify, and mitigate ) ) acquisition strategies, contract tools
s Acquisition Strategies, :u e e Tt P gainst, idontiy, & ) Itersects with | Acauisition Strategies, | TPM- : ition stri :g o ; N s Low
- in risks: [/ " Functiona
Tools, and Methods | >“PPY ¢ A Tools & Methods 031 |2 procurementmethods for the
acquisition strategies, contract tools, and procurement of unique
methodsl. Assets. Applications and/or Services
Mechanisms exist to develop and
Acquisition Strategies, |Employ the following controls to ensure an adequate supply of 1oy, |[mplementa spare parts strategy to
SR-05(01) Tools, and Methods | |[Assignment: organization-defined critical system components]: |  Functional Equal AdequateSupply | o [ensure that an adequate supply of 10 Not Selected
Adequate Supply | [Assignment: organization-defined controls]. 4 Icritical components is available to
meet needs.
Acquisition Strategies,
Tools, and Methods | | . the system, system component, or system service prior
SR-05(02) Assessments Prior to he system, sy mponent, or sy: P! Functional | notrelated to N/A N/A  |No applicable SCF control 0 Not Selected
oot to selection, acceptance, modification, or update.
Modification. or
Mechanisms exist to monitor, regularly
Assess and review the supply chain-related risks associated review and assess External Service
Supplier A ts |with suppt tractors and the system, syst R f Third-P Providers (ESPs) i ith
SR-06 PP Assessments | With suppliers or confractors and the system, system Functional | Intersects ith | o2 O TMI-Party | oy g |Providers (ESPS) for compliance wi 5 Moderate
andReviews  |component, or system service they provide [Assignment: Services established contractual requirements
organization-defined frequency]. for cybersecurity and data protection
controls.
Employ [Selection (one or more): organizational analysis; Mechanisms exist to monitor, regularly
) i third-party analysis; organizational testing; review and assess External Service
Supplier Assessments |\ tont third-party testing] of the foll Iy ch Review of Third-Party Providers (ESPs) f \ th
independent third-party testing] of the following supply chain ird- roviders (ESPs) for compliance wi
SR-06(01) and Reviews | Testing P! party testing] ° g supply Functional | Intersects With TPM-08 ‘ plian 5 Not Selected
o b & |elements, processes, and actors associated vith the system, Services established contractual requirements
i
v system component, or system service: [Assignment: for cybersecurity and data protection
ization-defined supply chain elements. processes. and controls.
Mechanisms exist to develop a plan
for Supply Chain Risk Management
Employ the following Operations Security (OPSEC) controls to . (SCRM) associated with the
Supply Chain rotect supply chain-related information for the system, system Supply Chain fisk development, acquisition,
SR-07 g P PPl ‘ ‘ ystem, sy Functional | Intersects With | Management (SCRM) | RSK-09 |maintenance and disposal of 5 Not Selected
Operations Security |component, or system service: [Assignment: organization- pan ORI
defined Operations Security (OPSEC) controls]. echnology Assets, Applications
and/or Services (TAAS), including
documenting selected mitigating
actions and monitoring nerformance
Employ the following Operations Security (OPSEC) controls t
Sunnly Oh o ec:”“’: - 'c!"" o Mechanisms exist to facilitate the
u ain rotect supply chain-related information for the system, system ) ) ! "
SR-07 PPy s PRy - ) ystem, sy Functional | Intersects With | Operations Security | OPS-01 [implementation of operational 5 Not Selected
Operations Security |component, or system service: [Assignment: organization- 5
" ° ) security controls.
defined Operations Security (OPSEC) controls].
Mechanisms exist to compel External
Establish agreements and procedures with entities involved in Service Providers (ESPs) to provide
notification of actual or potential
. the supply chain for the system, system component, or system Security Compromise n ofa ?
Notification > " mpen ) emp TPM- | compromises in the supply chain that
SR-08 service for the [Selection (one or more): notification of supply Functional Equal Notification 10 Low
Agreements ‘ 051 |can potentially affect or have
chain compromises; results of assessments or audits; Agreements
J Tosue e a%ee y adversely affected Technology Assets,
! Applications and/or Services (TAAS)
that the organization utilizes.
Mechanisms exist to assess the
integrity of critical Technology Assets,
Applications and/or Services (TAAS) to
detect evidence of tampering, where:
Tamper atamper p rogram for the system, system Logical Tamperin i
SR-09 P P progi Y Y Functional Intersects With gl pering AST-15 (1)Eogical assessments evaluate the 5 High

and Detection

component, or system service.

Protection

integrity of critical components (e.g.,
configuration settings); and
(2)Bhysical assessments evaluate
assets for evidence of unauthorized
access and/or i
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Control Desci

Relationsh

Mechanisms exist to assess the
integrity of critical Technology Assets,
o o S
Tampor Resistance Applications and/or Services (TAAS) to
) detect evidence of tampering, where:
andDetection| g o tools, and Logical Tamperin 1)Eogical s evaluate th
P 3 . . 4 ;.
SR-09(01) Multiple Stages of ploy ’ Functional | Intersects With 8 Wering | )s1.q5 |(DEogical assessments evaluate the 5 High
throughout the system development lfe cycle. Protection integrity of critical components (e.g.,
System Development e o
Life Cycle configuration sef ings); an
(2)Physical assessments evaluate
assets for evidence of unauthorized
access and/or modificati
Mechanisms exist to maintain
Inspect the following systems or system components [Selection awareness of component authenticity
) (one or more): at random; at [Assignment: organization-defined Product Tampering by ing and i i
Inspection of Systems ° : o ’ ) : ’
SR-10 SN upon defined Functional | Intersects With | and Counterfeiting | TDA-11 |Product Tampering and Counterfeiting 5 Low
P of need for inspection] to detect tampering: [Assignment: 1) (PTC) practices that include the means
organization-defined systems or system components]. to detect and prevent counterfeit
Inspect the following systems or system components [Selection Mechanisms exist to physically and
) (one or more): at random; at [Assignment: organization-defined Inspection of Systems, logically inspect critical technology
Inspection of Systems ° ent: organation-ce ) ) )
SR-10 e quencyl, upon defined Functional | IntersectsWith | ~ Components&  |AST-15.1 |assets to detect evidence of 5 Low
v
P of need for to detect tampering: Devices tampering.
i defined systems or svstem
a. Develop and implement anti-counterfeit policy and Mechanisms exist to maintain
procedures that include the means to detect and prevent awareness of component authenticity
o counterfeit components from entering the system; andb. Report Product Tampering by and i
SR-11 Pt unterfeit system to [Selection (one or more): Functional | Intersects With | and Counterfeiting | TDA-11 |Product Tampering and Counterfeiting 5 Low
ici
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