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03.01.01 Account Management [Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
A.03.01.01.0DP[01] Account Management the time period for account inactivity before disabling is defined. Functional subset of Hurr?an Resources HRS-01 Mechanisms exi_st to facilitate the implementation of 10
Security Management personnel security controls.
the time period for account inactivity before disabling is defined. Mechanisms exist to proactively govern account management
A.03.01.01.0DP[01] Account Management Functional intersects with | Account Management IAC-15 of individual, group, system, service, application, guest and 5
temporary accounts.
the time period within which to notify account managers and . . - . .
. . . . Human Resources Mechanisms exist to facilitate the implementation of
A.03.01.01.0DP[02] Account Management |designated personnel or roles when accounts are no longer required is Functional subset of . HRS-01 ) 10
. Security Management personnel security controls.
defined.
the time period within which to notify account managers and . . - . .
. . . Human Resources Mechanisms exist to facilitate the implementation of
A.03.01.01.0DP[03] Account Management |designated personnel or roles when users are terminated or transferred Functional subset of . HRS-01 ) 10
. . Security Management personnel security controls.
is defined.
the time period within which to notify account managers and . . - . .
. . Human Resources Mechanisms exist to facilitate the implementation of
A.03.01.01.0DP[04] Account Management |[designated personnel or roles when system usage or the need-to-know Functional subset of . HRS-01 . 10
. . . Security Management personnel security controls.
changes for an individual is defined.
the time period of expected inactivity requiring users to log out of the Automated mechanisms exist to log out users, both locally on
A.03.01.01.0DP[05] Account Management [system is defined. Functional intersects with | Session Termination IAC-25 the network and for remote sessions, at the end of the session 5
or after an organization-defined period of inactivity.
circumstances requiring users to log out of the system are defined. Automated mechanisms exist to log out users, both locally on
A.03.01.01.0DP[06] Account Management Functional intersects with | Session Termination IAC-25 the network and for remote sessions, at the end of the session 5
or after an organization-defined period of inactivity.
system account types allowed are defined. Mechanisms exist to proactively govern account management
A.03.01.01.a[01] Account Management Functional intersects with | Account Management IAC-15 of individual, group, system, service, application, guest and 5
temporary accounts.
system account types allowed are defined. System Account Mechanisms exist to review all system accounts and disable
A.03.01.01.a[01] Account Management Functional intersects with Reviews IAC-15.7 any account that cannot be associated with a business 5
process and owner.
system account types prohibited are defined. Mechanisms exist to proactively govern account management
A.03.01.01.a[02] Account Management Functional intersects with | Account Management IAC-15 of individual, group, system, service, application, guest and 5
temporary accounts.
system account types prohibited are defined. System Account Mechanisms exist to review all system accounts and disable
A.03.01.01.2[02] Account Management Functional intersects with Reviews IAC-15.7 any account that cannot be associated with a business 5
process and owner.
system accounts are created in accordance with organizational policy, User Provisioning & De- Mechanisms exist to utilize a formal user registration and de-
A.03.01.01.b[01] Account Management [procedures, prerequisites, and criteria. Functional intersects with Provisioning IAC-07 registration process that governs the assignment of access 5
rights.
system accounts are created in accordance with organizational policy, System Account Mechanisms exist to review all system accounts and disable
A.03.01.01.b[01] Account Management [procedures, prerequisites, and criteria. Functional intersects with Reviews IAC-15.7 any account that cannot be associated with a business 5
process and owner.
system accounts are enabled in accordance with organizational policy, User Provisioning & De- Mechanisms exist to utilize a formal user registration and de-
A.03.01.01.b[02] Account Management [procedures, prerequisites, and criteria. Functional intersects with Provisioning IAC-07 registration process that governs the assignment of access 5
rights.
system accounts are enabled in accordance with organizational policy, System Account Mechanisms exist to review all system accounts and disable
A.03.01.01.b[02] Account Management [procedures, prerequisites, and criteria. Functional intersects with Reviews IAC-15.7 any account that cannot be associated with a business 5
process and owner.
system accounts are modified in accordance with organizational policy, User Provisioning & De- Mechanisms exist to utilize a formal user registration and de-
A.03.01.01.b[03] Account Management |procedures, prerequisites, and criteria. Functional intersects with Provisioning IAC-07 registration process that governs the assignment of access 5
rights.
system accounts are modified in accordance with organizational policy, System Account Mechanisms exist to review all system accounts and disable
A.03.01.01.b[03] Account Management [procedures, prerequisites, and criteria. Functional intersects with Reviews IAC-15.7 any account that cannot be associated with a business 5
process and owner.
system accounts are disabled in accordance with organizational policy, User Provisioning & De- Mechanisms exist to utilize a formal user registration and de-
A.03.01.01.b[04] Account Management |procedures, prerequisites, and criteria. Functional intersects with Provisioning IAC-07 registration process that governs the assignment of access 5
rights.
system accounts are disabled in accordance with organizational policy, System Account Mechanisms exist to review all system accounts and disable
A.03.01.01.b[04] Account Management |procedures, prerequisites, and criteria. Functional intersects with Reviews IAC-15.7 any account that cannot be associated with a business 5
process and owner.
system accounts are removed in accordance with organizational policy, User Provisioning & De- Mechanisms exist to utilize a formal user registration and de-
A.03.01.01.b[05] Account Management [procedures, prerequisites, and criteria. Functional intersects with Provisioning IAC-07 registration process that governs the assignment of access 5
rights.
system accounts are removed in accordance with organizational policy, System Account Mechanisms exist to review all system accounts and disable
A.03.01.01.b[05] Account Management |procedures, prerequisites, and criteria. Functional intersects with Reviews IAC-15.7 any account that cannot be associated with a business 5
process and owner.
authorized users of the system are specified. Mechanisms exist to proactively govern account management
A.03.01.01.c.01 Account Management Functional intersects with | Account Management IAC-15 of individual, group, system, service, application, guest and 5
temporary accounts.
authorized users of the system are specified. System Account Mechanisms exist to review all system accounts and disable
A.03.01.01.c.01 Account Management Functional intersects with Reviews IAC-15.7 any account that cannot be associated with a business 5
process and owner.
group and role memberships are specified. Mechanisms exist to enforce a Role-Based Access Control
A.03.01.01.¢.02 Account Management Functional | intersectswith | o.c based Access iac-0s  |(RBAC) policy over users and resources that applies need-to- 5
Control (RBAC) know and fine-grained access control for sensitive/regulated
data access.
access authorizations (i.e., privileges) for each account are specified. Mechanisms exist to enforce a Role-Based Access Control
A.03.01.01.c.03 Account Management Functional intersects with Role-Based Access IAC-08 (RBAC) pol!cy over users and resources that aPPlles need-to- 5
Control (RBAC) know and fine-grained access control for sensitive/regulated
data access.
access to the system is authorized based on a valid access . . . .
. . . Mechanisms exist to strictly govern the use of Authenticate,
A.03.01.01.d.01 Account Management authorization. Functional intersects with Authen(;u;a’:, A:;Zonze IAC-01.2 Authorize and Audit (AAA) solutions, both on-premises and 5
and Audit ) those hosted by an External Service Provider (ESP).
access to the system is authorized based on intended system usage. . . . .
Authenticate, Authorize Mechanisms exist to strictly govern the use of Authenticate,
A.03.01.01.d.02 Account Management Functional intersects with and Audit (AAA) IAC-01.2 Authorize and Audit (AAA) solutions, both on-premises and 5
those hosted by an External Service Provider (ESP).
the use of system accounts is monitored. Mechanisms exist to proactively govern account management
A.03.01.01.e Account Management Functional intersects with | Account Management IAC-15 of individual, group, system, service, application, guest and 5
temporary accounts.
system accounts are disabled when the accounts have expired. Mechanisms exist to proactively govern account management
A.03.01.01.f.01 Account Management Functional intersects with | Account Management IAC-15 of individual, group, system, service, application, guest and 5
temporary accounts.
system accounts are disabled when the accounts have been inactive Mechanisms exist to proactively govern account management
A.03.01.01.f.02 Account Management |for <A.03.01.01.0ODP[01]: time period>. Functional intersects with | Account Management IAC-15 of individual, group, system, service, application, guest and 5
temporary accounts.
A.03.01.01.£.02 Account Management system accounts are disak.)led whc.an the accounts have been inactive Functional intersects with Disable Inactive IAC-15.3 Automated mt.ach.anisms. exist.to disat?le inactive accounts 5
for <A.03.01.01.0DP[01]: time period>. Accounts after an organization-defined time period.
system accounts are disabled when the accounts are no longer Mechanisms exist to proactively govern account management
A.03.01.01.f.03 Account Management |associated with a user or individual. Functional intersects with | Account Management IAC-15 of individual, group, system, service, application, guest and 5
temporary accounts.
system accounts are disabled when the accounts violate organizational Mechanisms exist to proactively govern account management
A.03.01.01.f.04 Account Management (policy. Functional intersects with | Account Management IAC-15 of individual, group, system, service, application, guest and 5
temporary accounts.
system accounts are disabled when significant risks associated with Mechanisms exist to proactively govern account management
A.03.01.01.f.05 Account Management |individuals are discovered. Functional intersects with | Account Management IAC-15 of individual, group, system, service, application, guest and 5
temporary accounts.
account managers and designated personnel or roles are notified within Mechanisms exist to proactively govern account management
A.03.01.01.g.01 Account Management |<A.03.01.01.0DP[02]: time period>when accounts are no longer Functional intersects with | Account Management IAC-15 of individual, group, system, service, application, guest and 5
required. temporary accounts.
account managers and designated personnel or roles are notified within Mechanisms exist to proactively govern account management
A.03.01.01.g.02 Account Management |<A.03.01.01.0DP[03]: time period> when users are terminated or Functional intersects with | Account Management IAC-15 of individual, group, system, service, application, guest and 5
transferred. temporary accounts.
account managers and designated personnel or roles are notified within Mechanisms exist to proactively govern account management
A.03.01.01.g.03 Account Management [<A.03.01.01.0DP[04]: time period>when system usage or the need-to- Functional intersects with | Account Management IAC-15 of individual, group, system, service, application, guest and 5
know changes for an individual. temporary accounts.
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users are required to log out of the system after <A.03.01.01.0ODP[05]:
time period> of expected inactivity or when the following circumstances

Automated mechanisms exist to log out users, both locally on

(optional)

A.03.01.01.h Account Management . Functional intersects with | Session Termination IAC-25 the network and for remote sessions, at the end of the session 5
occur: <A.03.01.01.0DPJ[06]: circumstances>. o . . . -
or after an organization-defined period of inactivity.
03.01.02 Access Enforcement |Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
approved authorizations for logical access to CUl are enforced in Sensitive / Regulated . . . L
. . o . . . Mechanisms exist to configure systems, applications and
A.03.01.02[01] Access Enforcement |accordance with applicable access control policies. Functional intersects with Data Access CFG-08 . " 5
processes to restrict access to sensitive/regulated data.
Enforcement
approved authorizations for logical access to system resources are Mechanisms exist to utilize the concept of least privilege,
enforced in accordance with applicable access control policies. allowing only authorized access to processes necessary to
A.03.01.02[02] Access Enforcement bp P Functional intersects with Least Privilege IAC-21 g. y . ] P . . y. 5
accomplish assigned tasks in accordance with organizational
business functions.
Information Flow Determine If: . . . .
03.01.03 Functional no relationship N/A N/A N/A N/A No requirements to map to.
Enforcement
approved authorizations are enforced for controlling the flow of CUI System Hardening Mechanisms exist to develop, document and maintain secure
Information Flow ithin the system. baseline configurations for technolo latforms that are
A.03.01.03[01] i Y Functional | intersectswith |  Through Baseline CFG-02 ) neurat &vP , 5
Enforcement . . consistent with industry-accepted system hardening
Configurations
standards.
Information Flow approved authorizations are enforced for controlling the flow of CUI Mechanisms exist to facilitate the implementation of endpoint
A.03.01.03[01] Pp . g Functional subset of Endpoint Security END-01 . P P 10
Enforcement within the system. security controls.
Information Flow approved authorizations are enforced for controlling the flow of CUI Data Flow Enforcement Mechanisms exist to design, implement and review firewall
A.03.01.03[02] Enforcement between connected systems. Functional intersects with | — Access Control Lists NET-04 and router configurations to restrict connections between 5
(ACLs) untrusted networks and internal systems.
approved authorizations are enforced for controlling the flow of CUI Mechanisms exist to authorize connections from systems to
between connected systems. other systems using Interconnection Security Agreements
Information Flow System ISAs), or similar methods, that document, for each
A.03.01.03[02] Functional | intersects with ystem NET-05  |USAS) _ , " _ 5
Enforcement Interconnections interconnection, the interface characteristics, cybersecurity &
data privacy requirements and the nature of the information
communicated.
03.01.04 Separation of Duties |Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
duties of individuals requiring separation are identified. Separation of Duties Mechanisms exist to implement and maintain Separation of
A.03.01.04.a Separation of Duties Functional intersects with P (SoD) HRS-11 Duties (SoD) to prevent potential inappropriate activity without 5
collusion.
03.01.05 Least Privilege Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
security functions for authorized access are defined. Mechanisms exist to enforce a Role-Based Access Control
Role-Based Access RBAC) policy over users and resources that applies need-to-
A.03.01.05.0DP[01] Least Privilege Functional | intersects with iac-og  |(RBAC)policy over PP 5
Control (RBAC) know and fine-grained access control for sensitive/regulated
data access.
security-relevant information for authorized access is defined. Mechanisms exist to enforce a Role-Based Access Control
Role-Based Access RBAC li d that li d-to-
A.03.01.05.0DP[02] Least Privilege Functional | intersects with iac-0s  |(RBAC) policy overusers and resources that applies need-to 5
Control (RBAC) know and fine-grained access control for sensitive/regulated
data access.
the frequency at which to review the privileges assigned to roles or Mechanisms exist to periodically-review the privileges
A.03.01.05.0DP[03] Least Privilege classes of users is defined. Functional intersects with Periodic Re.vi.ew of IAC-17 assigned to indiv.ic‘luals and servic§ accounts to validate the 5
Account Privileges need for such privileges and reassign or remove unnecessary
privileges, as necessary.
system access for users (or processes acting on behalf of users) is Mechanisms exist to utilize the concept of least privilege,
A.03.01.05.a Least Privilege authorized only when necessary to accomplish assigned organizational Functional intersects with Least Privilege IAC-21 allowing f)nly aujthorized accj,ess to processgs necess.ary‘to 5
tasks. accomplish assigned tasks in accordance with organizational
business functions.
access to <A.03.01.05.0DP[01]: security functions> is authorized. Mechanisms exist to enforce a Role-Based Access Control
Role-Based Access RBAC li d that li d-to-
A.03.01.05.b[01] Least Privilege Functional intersects with IAC-08 ( Jpo !cy ovel" users andresources tha ar,)? '6s need-to 5
Control (RBAC) know and fine-grained access control for sensitive/regulated
data access.
to <A.03.01.05.0DP[01]: ity functi > thorized.
. accessto [01]: security functions> is authorize . . . Access To Sensitive / Mechanisms exist to limit access to sensitive/regulated data
A.03.01.05.b[01] Least Privilege Functional intersects with IAC-20.1 . . . 5
Regulated Data to only those individuals whose job requires such access.
access to <A.03.01.05.0DP[02]: security-relevant information> is Mechanisms exist to enforce a Role-Based Access Control
authorized. Role-Based Access RBAC) policy over users and resources that applies need-to-
A.03.01.05.b[02] Least Privilege Functional | intersects with iac-0g  |(RBAC)policy over PP 5
Control (RBAC) know and fine-grained access control for sensitive/regulated
data access.
access to <A.03.01.05.0DP[02]: security-relevant information> is - . . - -
. . . . . Access To Sensitive / Mechanisms exist to limit access to sensitive/regulated data
A.03.01.05.b[02] Least Privilege authorized. Functional intersects with IAC-20.1 . . i 5
Regulated Data to only those individuals whose job requires such access.
the privileges assigned to roles or classes of users are reviewed Mechanisms exist to periodically-review the privileges
<A.03.01.05.0DP . f >t lidate th f h Periodic Review of i to indivi L i tst lidate th
A.03.01.05.c Least Privilege \ 93 01.05.0DP[03]: frequency> to validate the need for suc Functional intersects with i IAC-17 assigned to mdl\{lc.lua s and serwc§ accounts to validate the 5
privileges. Account Privileges need for such privileges and reassign or remove unnecessary
privileges, as necessary.
privileges are reassigned or removed, as necessary. Mechanisms exist to periodically-review the privileges
Periodic Review of igned to individual d i tst lidate th
A.03.01.05.d Least Privilege Functional | intersects with 1odic Review IAc-17  |2SSienedtoindividuals and service accounts to validate the 5
Account Privileges need for such privileges and reassign or remove unnecessary
privileges, as necessary.
Least Privilege — Determine If:
03.01.06 . g Functional no relationship N/A N/A N/A N/A No requirements to map to.
Privileged Accounts
Least Privilege personnel or roles to which privileged accounts on the system are to be Mechanisms exist to restrict the assignment of privileged
A.03.01.06.0DP[01] Privileged Accounts restricted are defined. Functional intersects with Privileged Accounts IAC-21.3 accounts to organization-defined personnel or roles without 5
management approval.
Least Privilege privileged accounts on the system are restricted to Mechanisms exist to restrict the assignment of privileged
A.03.01.06.a Privileged Accounts <A.03.01.06.0DP[01]: personnel or roles>. Functional intersects with Privileged Accounts IAC-21.3 accounts to organization-defined personnel or roles without 5
management approval.
users (or roles) with privileged accounts are required to use non-
Least Privilege il ( p ) ‘ ph g . q‘t functi Non-Privileged Access Mechanisms exist to prohibit privileged users from using
- rivileged accounts when accessing non-security functions or non-
A.03.01.06.b . g P 'g . . g ¥ Functional intersects with for Non-Security IAC-21.2 privileged accounts, while performing non-security functions. 5
Privileged Accounts |security information. .
Functions
Least Privilege — Determine If:
03.01.07 . g . Functional no relationship N/A N/A N/A N/A No requirements to map to.
Privileged Functions
Censt Privlons non-privileged users are prevented from executing privileged functions. Prohibit Non-Privileged Mechz;nism§ glxist ;ofpre\;f)nt n:n'-pr{vicljegjd uts;,rs from
- executing privileged functions to include disabling,
A.03.01.07.a . g . Functional intersects with | Users from Executing IAC-21.5 . g p. g o . g 5
Privileged Functions . . circumventing or altering implemented security safeguards /
Privileged Functions
countermeasures.
A.03.01.07.b .Le.zast PrivilegeT - the execution of privileged functions is logged. Functional intersects with Privileged Eunctions MON-03.3 Mechanisms exist to log far?d review the actions of users and/or 5
Privileged Functions Logging services with elevated privileges.
Unsuccessful Logon |Determine If:
03.01.08 g Functional no relationship N/A N/A N/A N/A No requirements to map to.
Attempts
the number of consecutive invalid logon attempts by a user allowed Mechanisms exist to enforce a limit for consecutive invalid
Unsuccessful Logon |during a time period is defined. login attempts by a user during an organization-defined time
A.03.01.08.0DP[01] g g P Functional | intersectswith |  Account Lockout IAC-22 8l prsbyal ganorg 5
Attempts period and automatically locks the account when the
maximum number of unsuccessful attempts is exceeded.
the time period to which the number of consecutive invalid logon Mechanisms exist to enforce a limit for consecutive invalid
Unsuccessful Logon |attempts by a user is limited is defined. login attempts by a user during an organization-defined time
A.03.01.08.0DP[02] g pts by Functional | intersectswith |  Account Lockout IAC-22 8l plsbyat ganorg 5
Attempts period and automatically locks the account when the
maximum number of unsuccessful attempts is exceeded.
one or more of the following PARAMETER VALUES are selected: {the
account or node is locked automatically for <A.03.01.08.0DP[04]: time Mechanisms exist to enforce a limit for consecutive invalid
Unsuccessful Logon eriod>; the account or node is locked automaticall tilreleased b . . . login attempts by a user during an organization-defined time
A.03.01.08.0DP[03] g per - untor ! u ! yunti r. y Functional intersects with Account Lockout IAC-22 g. pts by . g g 5
Attempts an administrator; the next logon prompt is delayed automatically; the period and automatically locks the account when the
system administrator is notified automatically; other action is taken maximum number of unsuccessful attempts is exceeded.
automatically}.
the time period for an account or node to be locked is defined (if Mechanisms exist to enforce a limit for consecutive invalid
Unsuccessful Logon |[selected). login attempts by a user during an organization-defined time
A.03.01.08.0DP[04] g ) Functional intersects with Account Lockout IAC-22 g_ pts by . g g 5
Attempts period and automatically locks the account when the
maximum number of unsuccessful attempts is exceeded.
a limit of <A.03.01.08.0DP[01]: number> consecutive invalid logon Mechanisms exist to enforce a limit for consecutive invalid
A.03.01.08.a Unsuccessful Logon |attempts by a user during <A.03.01.08.0DP[02]: time period> is Functional intersects with Account Lockout IAC-22 logi'n attempts by a gser during an organization-defined time 5
Attempts enforced. period and automatically locks the account when the
maximum number of unsuccessful attempts is exceeded.
<A.03.01.08.0DP[03]: SELECTED PARAMETER VALUES> when the Mechanisms exist to enforce a limit for consecutive invalid
U ful L i f ful att tsi . login att t i ization-defi ti
A.03.01.08.b nsuccessful Logon [maximum number of unsuccessful attempts is exceeded Functional intersects with Account Lockout IAC-22 ogin attempts by a user during an organization-defined time 5

Attempts

period and automatically locks the account when the
maximum number of unsuccessful attempts is exceeded.
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L. Determine If: . . . :
03.01.09 System Use Notification Functional no relationship N/A N/A N/A N/A No requirements to map to.
a system use notification message with privacy and security notices Mechanisms exist to utilize system use notification / logon
A.03.01.09 System Use Notification consistent with applicable CUI rules is displayed before granting access Functional intersects with System Use Notification SEA-18 banners that display an approve’d system use notification 5
to the system. (Logon Banner) message or banner before granting access to the system that
provides cybersecurity & data privacy notices.
a system use notification message with privacy and security notices Mechanisms exist to configure Microsoft Windows-based
A.03.01.09 System Use Notification consistent with applicable CUI rules is displayed before granting access Eunctional intersects with Stanc?ardized Microsoft SEA-18.1 systems to display an approveq logon banner b'efore granting 5
to the system. Windows Banner access to the system that provides cybersecurity & data
privacy notices.
a system use notification message with privacy and security notices Mechanisms exist to utilize a truncated system use
istent with licable CUI rules is displayed bef ti tification / | b t t ble of
A.03.01.09 System Use Notification consistentwith applicable rules Is displayed before granting access Functional intersects with Truncated Banner SEA-18.2 n9 ! |ca. ‘on /logon banner on systems n.o capabie o 5
to the system. displaying a logon banner from a centralized source, such as
Active Directory.
03.01.10 Device Lock Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
one or more of the following PARAMETER VALUES are selected: {a Mechanisms exist to initiate a session lock after an
device lock is initiated after <A.03.01.10.0DP[02]: time period> of organization-defined time period of inactivity, or upon receiving
A.03.01.10.0DP[01] Device Lock inactivity; the user is required to initiate a device lock before leaving the Functional intersects with Session Lock IAC-24 arequest from a user and retain the session lock until the user 5
system unattended}. reestablishes access using established identification and
authentication methods.
the time period of inactivity after which a device lock is initiated is Mechanisms exist to initiate a session lock after an
defined (if selected). organization-defined time period of inactivity, or upon receiving
A.03.01.10.0DP[02] Device Lock Functional intersects with Session Lock IAC-24 arequest from a user and retain the session lock until the user 5
reestablishes access using established identification and
authentication methods.
access to the system is prevented by <A.03.01.10.0DP[01]: SELECTED Mechanisms exist to initiate a session lock after an
PARAMETER VALUES>. organization-defined time period of inactivity, or upon receiving
A.03.01.10.a Device Lock Functional intersects with Session Lock IAC-24 arequest from a user and retain the session lock until the user 5
reestablishes access using established identification and
authentication methods.
the device lock is retained until the user reestablishes access using Mechanisms exist to initiate a session lock after an
established identification and authentication procedures. organization-defined time period of inactivity, or upon receiving
A.03.01.10.b Device Lock Functional intersects with Session Lock IAC-24 a request from a user and retain the session lock until the user 5
reestablishes access using established identification and
authentication methods.
information previously visible on the display is concealed via device Mechanisms exist to implement pattern-hiding displays to
A.03.01.10.c Device Lock lock with a publicly viewable image. Functional intersects with | Pattern-Hiding Displays IAC-24.1 conceal information previously visible on the display during the 5
session lock.
03.01.11 Session Termination |Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
conditions or trigger events that require session disconnect are defined. Automated mechanisms exist to log out users, both locally on
A.03.01.11.0DP[01] Session Termination Functional intersects with | Session Termination IAC-25 the network and for remote sessions, at the end of the session 5
or after an organization-defined period of inactivity.
a user session is terminated automatically after <A.03.01.11.0DP[01]: Automated mechanisms exist to log out users, both locally on
A.03.01.11 Session Termination |conditions or trigger events>. Functional intersects with | Session Termination IAC-25 the network and for remote sessions, at the end of the session 5
or after an organization-defined period of inactivity.
03.01.12 Remote Access Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
A.03.01.12.a[01] Remote Access types of allowable remote system access are defined. Functional intersects with Remote Access NET-14 Mechanisms exist to define, control and review organization- 5
approved, secure remote access methods.
A.03.01.12.a[02] Remote Access usage restrictions are established for each type of allowable remote Functional intersects with Remote Access NET-14 Mechanisms exist to define, control and review organization- 5
system access. approved, secure remote access methods.
A.03.01.12.a[03] Remote Access configuration requirements are established for each type of allowable Functional intersects with Remote Access NET-14 Mechanisms exist to define, control and review organization- 5
remote system access. approved, secure remote access methods.
A.03.01.12.a[04] Remote Access connection requirements are established for each type of allowable Functional intersects with Remote Access NET-14 Mechanisms exist to define, control and review organization- 5
remote system access. approved, secure remote access methods.
A03.01.12.b Remote Access each type of rémote system access is authorized prior to establishing Functional intersects with Remote Access NET-14 Mechanisms exist to define, control and review organization- 5
such connections. approved, secure remote access methods.
A.03.01.12.¢[01] Remote Access remote ac?ess to the system is routed through authorized access Functional intersects with Remote Access NET-14 Mechanisms exist to define, control and review organization- 5
control points. approved, secure remote access methods.
A.03.01.12.¢[02] Remote Access remote access to the system is routed through managed access control Functional intersects with Remote Access NET-14 Mechanisms exist to define, control and review organization- 5
points. approved, secure remote access methods.
A.03.01.12.d[1] Remote Access remote execution of privileged commands is authorized. Functional intersects with Remote Access NET-14 Mechanisms exist to define, control and review organization- 5
approved, secure remote access methods.
remote execution of privileged commands is authorized. Remote Privileged Mechanisms exist to restrict the execution of privileged
A.03.01.12.d[1] Remote Access Functional intersects with | Commands & Sensitive NET-14.4 [commands and access to security-relevant information via 5
Data Access remote access only for compelling operational needs.
remote access to security-relevant information is authorized. . . . Mechanisms exist to define, control and review organization-
A.03.01.12.d[2] Remote Access Functional intersects with Remote Access NET-14 5
approved, secure remote access methods.
remote access to security-relevant information is authorized. Remote Privileged Mechanisms exist to restrict the execution of privileged
A.03.01.12.d[2] Remote Access Functional intersects with | Commands & Sensitive NET-14.4 [commands and access to security-relevant information via 5
Data Access remote access only for compelling operational needs.
03.01.13 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.01.14 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.01.15 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.01.16 Wireless Access Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
ht f wirel toth tem is defined. Mechani ist to impl tand t
A.03.01.16.a[01] Wireless Access each type otwireless access fo the system Is aefine Functional intersects with Guest Networks NET-02.2 etc anklsms existtoimplement and manage a secure gues 5
network.
each type of wireless access to the system is defined. Mechanisms exist to control authorized wireless usage and
A.03.01.16.a[01] Wireless Access yp ¥ Functional intersects with Wireless Networking NET-15 . . ] g 5
monitor for unauthorized wireless access.
A.03.01.16.a[02] Wireless Access usage restrictions are established for each type of wireless access to Functional intersects with Guest Networks NET-02.2 Mechanisms exist to implement and manage a secure guest 5
the system. network.
. usage restrictions are established for each type of wireless access to . . . . . Mechanisms exist to control authorized wireless usage and
A.03.01.16.a[02] Wireless Access Functional intersects with Wireless Networking NET-15 . . ] 5
the system. monitor for unauthorized wireless access.
configuration requirements are established for each type of wireless System Hardening Mechanisms exist to develop, document and maintain secure
access to the system. baseline configurations for technolo latforms that are
A.03.01.16.a[03] Wireless Access y Functional intersects with Through Baseline CFG-02 ) . g . &P . 5
- . consistent with industry-accepted system hardening
Configurations
standards.
A.03.01.16.a[04] Wireless Access connection requirements are established for each type of wireless Functional intersects with Guest Networks NET-02.2 Mechanisms exist to implement and manage a secure guest 5
access to the system. network.
connection requirements are established for each type of wireless Mechanisms exist to control authorized wireless usage and
A.03.01.16.a[04] Wireless Access 9 yp Functional intersects with Wireless Networking NET-15 . . ] g 5
access to the system. monitor for unauthorized wireless access.
each type of wireless access to the system is authorized prior to
‘ blyph_ h i ¥ P Authenticate. Authorize Mechanisms exist to strictly govern the use of Authenticate,
establishing such connections. ) . . . .
A.03.01.16.b Wireless Access g Functional intersects with and Audit (AAA) IAC-01.2 Authorize and Audit (AAA) solutions, both on-premises and 5
those hosted by an External Service Provider (ESP).
ht fwirel toth tem is authori iort Mechani ist to impl t t
A.03.01.16.b Wireless Access eac ype. of wireless accetss o the system is authorized prior to Functional intersects with Guest Networks NET-02.2 echanisms exist to implement and manage a secure gues 5
establishing such connections. network.
wireless networking capabilities not intended for use are disabled prior System Hardening Mechanisms exist to develop, document and maintain secure
to issuance and deployment. baseline configurations for technolo latforms that are
A.03.01.16.c Wireless Access 1Ssu pioy Functional intersects with Through Baseline CFG-02 ,I .|gu. ! &P . 5
. . consistent with industry-accepted system hardening
Configurations
standards.
wireless access to the system is protected using authentication. Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and
Authentication & t thorized by:
A.03.01.16.d[01] Wireless Access Functional | intersects with wrnenticat NET-15.1 [Preventunauthorizedaccess by 5
Encryption (1) Authenticating devices trying to connect; and
(2) Encrypting transmitted data.
wireless access to the system is protected using encryption. Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and
Authentication & t thorized by:
A.03.01.16.d[02] Wireless Access Functional | intersects with _ NET-15.1  |Preventunauthonzedaccess by 5
Encryption (1) Authenticating devices trying to connect; and
(2) Encrypting transmitted data.
03.01.17 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
Access Control for Determine If:
03.01.18 . . Functional no relationship N/A N/A N/A N/A No requirements to map to.
Mobile Devices
usage restrictions are established for mobile devices. Centralized
Access Control for g . . Mechanisms exist to implement and govern Mobile Device
A.03.01.18.a[01] . . Functional subset of Management Of Mobile MDM-01 10
Mobile Devices . Management (MDM) controls.
Devices
configuration requirements are established for mobile devices. . Mechanisms exist to develop, document and maintain secure
Access Control for System Hardening b li fi ti fortechnol latf that
aseline configurations for technolo atforms that are
A.03.01.18.a[02] . . Functional intersects with Through Baseline CFG-02 ) . g . &P . 5
Mobile Devices - . consistent with industry-accepted system hardening
Configurations
standards.
Access Control for connection requirements are established for mobile devices. Mechanisms exist to monitor and control communications at
A.03.01.18.a[03] Mobile Devices Functional intersects with | Boundary Protection NET-03 the external network boundary and at key internal boundaries 5
within the network.
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Access Control for

the connection of mobile devices to the system is authorized.

Access Control For

Mechanisms exist to enforce access control requirements for

(optional)

A.03.01.18.b Functional intersects with MDM-02 5
Mobile Devices Mobile Devices the connection of mobile devices to organizational systems.
Access Control for full-device or container-based encryption is implemented to protect the Full Device & Container Cryptographic mechanisms exist to protect the confidentiality
A.03.01.18.c Mobile Devices confidentiality of CUl on mobile devices. Functional intersects with Based Encrvotion MDM-03 and integrity of information on mobile devices through full- 5
vP device or container encryption.
03.01.19 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
Det ine If:
03.01.20 Use of External Systems etermine Functional no relationship N/A N/A N/A N/A No requirements to map to.
security requirements to be satisfied on external systems prior to . . .
. . . . . Use of External Mechanisms exist to govern how external parties, systems and
A.03.01.20.0DP[01] Use of External Systems |allowing the use of or access to those systems by authorized Functional intersects with . DCH-13 . . 5
individual defined Information Systems services are used to securely store, process and transmit data.
individuals are defined.
the use of external systems is prohibited unless the systems are . . .
. . . . i Use of External Mechanisms exist to govern how external parties, systems and
A.03.01.20.a Use of External Systems |specifically authorized. Functional intersects with . DCH-13 . . 5
Information Systems services are used to securely store, process and transmit data.
the following security requirements to be satisfied on external systems
rior to allowing the use of or access to those systems by authorized Use of External Mechanisms exist to govern how external parties, systems and
A.03.01.20.b Use of External Systems p o g . y y Functional intersects with . DCH-13 . g P 4 . 5
individuals are established: <A.03.01.20.0DP[01]: security Information Systems services are used to securely store, process and transmit data.
requirements>.
authorized individuals are permitted to use external systems to access
the organizational system or to process, store, or transmit CUl only . . .
L . ] . . . Use of External Mechanisms exist to govern how external parties, systems and
A.03.01.20.c.01 Use of External Systems |after verifying that the security requirements on the external systems as Functional intersects with . DCH-13 . . 5
o o ) Information Systems services are used to securely store, process and transmit data.
specified in the organization’s system security plans have been
satisfied.
authorized individuals are permitted to use external systems to access
th izati L t t , st ,ort it CUl onl . . .
© organ.lz.a 10Nat SyStem Orto process S ore, or ransrnl onty . . . Use of External Mechanisms exist to govern how external parties, systems and
A.03.01.20.c.02 Use of External Systems |after retaining approved system connection or processing agreements Functional intersects with . DCH-13 . . 5
) o ) ] Information Systems services are used to securely store, process and transmit data.
with the organizational entity hosting the external systems.
the use of organization-controlled portable storage devices b Portable Storage Mechanisms exist to restrict or prohibit the use of portable
A.03.01.20.d Use of External Systems . . g . P . g. y Functional intersects with . g DCH-13.2 . P P 5
authorized individuals on external systems is restricted. Devices storage devices by users on external systems.
03.01.21 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
Publicly A ibl Det ine If:
03.01.22 . |cCy :CetSSI © erermine Functional no relationship N/A N/A N/A N/A No requirements to map to.
onten
Publicly Accessible |authorized individuals are trained to ensure that publicly accessible Publicly Accessible
A.03.01.22.a Cy tent ing tion d N tain GUI P y Functional intersects with Cy tent DCH-15 Mechanisms exist to control publicly-accessible content. 5
onten information does not contain . onten
Publicly Accessible [the content on publicly accessible systems is reviewed for CUI. Publicly Accessible
A.03.01.22.b[01] Cy tent P y y Functional intersects with Cy tent DCH-15 Mechanisms exist to control publicly-accessible content. 5
onten onten
Publicly Accessible CUIl is removed from publicly accessible systems, if discovered. . . . Publicly Accessible . . . .
A.03.01.22.b[02] Cy tent P y y Functional intersects with Cy tent DCH-15 Mechanisms exist to control publicly-accessible content. 5
onten onten
Publicly Accessible CUIl is removed from publicly accessible systems, if discovered. . . . Information Spillage . . L . .
A.03.01.22.b[02] Cy tent P y y Functional intersects with R pittag IRO-12 Mechanisms exist to respond to sensitive information spills. 5
onten esponse
Lit Traini d [Det ine If:
03.02.01 ! ericy raining an erermine Functional no relationship N/A N/A N/A N/A No requirements to map to.
wareness
the f twhich t id ity lit training t t Cyb ity & Dat
Literacy Training and © requen_c;_/‘_a W I_C_ o_prow‘ € security fliteracy training to system . y e.rsecurl y ata Mechanisms exist to facilitate the implementation of security
A.03.02.01.0DP[01] users after initial training is defined. Functional subset of Privacy-Minded SAT-01 10
Awareness Workf workforce development and awareness controls.
orkforce
ts that i ity lit training f t Cyb ity & Dat
Literacy Training and eve'n s thatrequire security literacy training for system users are . y e‘rsecurl y ata Mechanisms exist to facilitate the implementation of security
A.03.02.01.0DP[02] defined. Functional subset of Privacy-Minded SAT-01 10
Awareness Workf workforce development and awareness controls.
orkforce
Literacy Training and the frequency at which to update security literacy training content is Cybersecurity & Data Mechanisms exist to provide all employees and contractors
A.03.02.01.0DP[03] szareness defined. Functional intersects with Privacy Awareness SAT-02 appropriate awareness education and training that is relevant 5
Training for their job function.
Literacy Training and events that require security literacy training content updates are Cybersecurity & Data Mechanisms exist to provide all employees and contractors
A.03.02.01.0DP[04] szarenessg defined. Functional intersects with Privacy Awareness SAT-02 appropriate awareness education and training that is relevant 5
Training for their job function.
ity lit training i ided t t t of initial Cyb ity & Dat
Literacy Training and sec.:u.rl y literacy training Is provided to system users as part ot initia . y e.rsecurl y ata Mechanisms exist to facilitate the implementation of security
A.03.02.01.a.01[01] training for new users. Functional subset of Privacy-Minded SAT-01 10
Awareness Workf workforce development and awareness controls.
orkforce
ity lit training i i t t ity & Dat
Literacy Training and security literacy training is provided to sys ?m us.e.rs . Cybe.rsecurl y ata Mechanisms exist to facilitate the implementation of security
A.03.02.01.a.01[02] <A.03.02.01.0DP[01]: frequency> after initial training. Functional subset of Privacy-Minded SAT-01 10
Awareness Workf workforce development and awareness controls.
orkforce
security literacy training is provided to system users when required by Mechanisms exist to provide role-based cybersecurity & data
A.03.02.01.8.02 Literacy Trainingand [system changes or following <A.03.02.01.0ODP[02]: events>. Functional intersects with Cyber Threat SAT-03.6 privacy awareness training that is current and relevant to the 5
e Awareness Environment ) cyber threats that the user might encounter the user's specific
day-to-day business operations
T it raining i - " " —
Literacy Training and .SGC.UI‘I v erercy. raining is provided to system users on recognizing . . . Insider Threat Mechanisms exist to utilize security awareness training on
A.03.02.01.a.03[01] indicators of insider threat. Functional intersects with THR-05 . . o . 5
Awareness Awareness recognizing and reporting potential indicators of insider threat.
. . security literacy training is provided to system users on reporting . . . - . .
Literacy Trainingand | L . . . Insider Threat Mechanisms exist to utilize security awareness training on
A.03.02.01.a.03[02] indicators of insider threat. Functional intersects with THR-05 . . o . 5
Awareness Awareness recognizing and reporting potential indicators of insider threat.
Literacy Training and security literacy training is provided to system users on recognizing Social Engineering & Mechanisms exist to include awareness training on
A.03.02.01.a.03[03] szareness indicators of social engineering. Functional intersects with Mining SAT-02.2 recognizing and reporting potential and actual instances of 5
social engineering and social mining.
Literacy Training and security literacy training is provided to system users on reporting Social Engineering & Mechanisms exist to include awareness training on
A.03.02.01.a.03[04] Avillareness indicators of social engineering. Functional intersects with Mining SAT-02.2 recognizing and reporting potential and actual instances of 5
social engineering and social mining.
Literacy Training and security literacy training is provided to system users on recognizing Social Engineering & Mechanisms exist to include awareness training on
A.03.02.01.a.03[05] Av?/lareness indicators of social mining. Functional intersects with Mining SAT-02.2 recognizing and reporting potential and actual instances of 5
social engineering and social mining.
Literacy Training and security literacy training is provided to system users on reporting Social Engineering & Mechanisms exist to include awareness training on
A.03.02.01.a.03[06] Av?/lareness indicators of social mining. Functional intersects with Mining SAT-02.2 recognizing and reporting potential and actual instances of 5
social engineering and social mining.
security literacy training content is updated <A.03.02.01.0DP[03]: Mechanisms exist to provide role-based cybersecurity & data
A.03.02.01.b[01] Literacy Trainingand |frequency>. Eunctional intersects with Cyber Threat SAT-03.6 privacy awareness training that is current and relevant to the 5
T Awareness Environment ) cyber threats that the user might encounter the user's specific
day-to-day business operations
security literacy training content is updated following Mechanisms exist to provide role-based cybersecurity & data
A.03.02.01.b[02] Literacy Trainingand |<A.03.02.01.0DP[04]: events>. Functional intersects with Cyber Threat SAT-03.6 privacy awareness training that is current and relevant to the 5
R Awareness Environment ) cyber threats that the user might encounter the user's specific
day-to-day business operations
03.02.02 Role-Based Training |Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
the frequency at which to provide role-based security training to Mechanisms exist to provide role-based cybersecurity & data
assigned personnel after initial training is defined. Role-Based privacy-related training:
1) Before authorizing access to the system or performin
A.03.02.02.0DP[01] | Role-Based Training Functional | intersects with | Cybersecurity & Data N T uthorizing y P ng 5
. . assigned duties;
Privacy Training .
(2) When required by system changes; and
nnually thereafter.
(3)A lly th f
events that require role-based security training are defined. Mechanisms exist to provide role-based cybersecurity & data
Role-Based privacy-related training:
1) Before authorizing access to the system or performin
A.03.02.02.0DP[02] Role-Based Training Functional intersects with | Cybersecurity & Data SAT-03 ( )_ . g ¥ P g 5
. . assigned duties;
Privacy Training .
(2) When required by system changes; and
(3) Annually thereafter.
the frequency at which to update role-based security training content is Mechanisms exist to provide role-based cybersecurity & data
defined. Role-Based privacy-related training:
1) Before authorizing access to the system or performin
A.03.02.02.0DP[03] Role-Based Training Functional intersects with | Cybersecurity & Data SAT-03 (1) imed duti g 4 P g 5
assigned duties;
Privacy Training 8 .
(2) When required by system changes; and
nnually thereafter.
(3) A lly th f
events that require role-based security training content updates are Mechanisms exist to provide role-based cybersecurity & data
defined. Role-Based privacy-related training:
A.03.02.02.0DP[04] Role-Based Training Functional intersects with | Cybersecurity & Data SAT-03 (1) Before authorizing access to the system or performing 5

Privacy Training

assigned duties;
(2) When required by system changes; and
(3) Annually thereafter.
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(optional)
role-based security training is provided to organizational personnel Mechanisms exist to provide role-based cybersecurity & data
before authorizing access to the system or CUI. Role-Based privacy-related training:
1) Bef thorizi toth t f i
A.03.02.02.a.01[01] Role-Based Training Functional intersects with | Cybersecurity & Data SAT-03 M . © o(;’edal:‘ orizing access to the system or pertorming 5
assigned duties;
Privacy Training g .
(2) When required by system changes; and
(3) Annually thereafter.
role-based security training is provided to organizational personnel Mechanisms exist to provide role-based cybersecurity & data
before performing assigned duties. Role-Based p:lv;cyfl-relatetitr?l.nmg: - t f .
r rizin m or performin
A.03.02.02.a.01[02] Role-Based Training Functional intersects with | Cybersecurity & Data SAT-03 afs?s' i:dedaltj'eso izing access o the system or performing 5
i ies;
Privacy Training g " ,’
(2) When required by system changes; and
(3) Annually thereafter.
role-based security training is provided to organizational personnel Mechanisms exist to provide role-based cybersecurity & data
<A.03.02.02.0DP[01]: frequency> after initial training. Role-Based privacy-related training:
1) Bef thorizi toth t f i
A.03.02.02.a.01[03] Role-Based Training Functional intersects with | Cybersecurity & Data SAT-03 M . erore au‘ orizing access to the system or performing 5
. . assigned duties;
Privacy Training .
(2) When required by system changes; and
(3) Annually thereafter.
role-based security training is provided to organizational personnel Mechanisms exist to provide role-based cybersecurity & data
when required by system changes or following <A.03.02.02.0DP[02]: Role-Based privacy-related training:
ts>. 1) Bef thorizi toth t f i
A.03.02.02.a.02 Role-Based Training events Functional intersects with | Cybersecurity & Data SAT-03 (1) . etore au. orizing access to the system or performing 5
. . assigned duties;
Privacy Training .
(2) When required by system changes; and
(3) Annually thereafter.
role-based security training content is updated <A.03.02.02.0DP[03]: Mechanisms exist to provide role-based cybersecurity & data
frequency>. Role-Based p();i)\/:qf/-relatiitr?il.’\ing: - t f .
efore authorizing access to the system or performin
A.03.02.02.b[01] Role-Based Training Functional | intersects with | Cybersecurity & Data SAT-03 , u g y P g 5
. . assigned duties;
Privacy Training .
(2) When required by system changes; and
(3) Annually thereafter.
role-based security training content is updated following Mechanisms exist to provide role-based cybersecurity & data
<A.03.02.02.0DP[04]: events>. Role-Based p::i)v;c:c/-relati(:]tréihing: - t f .
A.03.02.02.b[02] Role-Based Training Functional intersects with | Cybersecurity & Data SAT-03 . erore au. orizing access to the system or performing 5
. L assigned duties;
Privacy Training .
(2) When required by system changes; and
(3) Annually thereafter.
03.02.03 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.03.01 Event Logging Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
tt lected for loggi ithin th t defined.
eventtypes selected for fogging within the system are define Mechanisms exist to configure systems to produce event logs
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
2) When (date and time) the event occurred;
A.03.03.01.0DP[01] Event Logging Functional intersects with | Content of Event Logs MON-03 ) ( ) 5
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
the frequency of event types selected for logging are reviewed and Security Event Mechanisms exist to review event logs on an ongoing basis and
A.03.03.01.0DP[02] Event Logging updated. Functional intersects with Monitiring MON-01.8 |escalate incidents in accordance with established timelines 5
and procedures.
the following event types are specified for logging within the system: . . .
Mechanisms exist to configure systems to produce event logs
<A.03.03.01.0DP[01]: event types>. . . . . -
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
. . . . (2) When (date and time) the event occurred;
A.03.03.01.a Event Logging Functional intersects with | Content of Event Logs MON-03 5
(8) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
the event types selected for logging are reviewed <A.03.03.01.0DP[02]: Security Event Mechanisms exist to review event logs on an ongoing basis and
A.03.03.01.b[01] Event Logging frequency>. Functional intersects with Monit);ring MON-01.8 |escalate incidents in accordance with established timelines 5
and procedures.
th tt lected for loggi dated <A.03.03.01.ODP[02]:
e eventlypes setecte rlogging are update [02] Mechanisms exist to configure systems to produce event logs
frequency>. . - . . .
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
2) When (date and time) the event occurred;
A.03.03.01.b[02] Event Logging Functional intersects with | Content of Event Logs MON-03 @) ( ) 5
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
03.03.02 Audit Record Content |Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
audit records contain information that establishes what type of event . . .
occurred Svstern Generated Mechanisms exist to generate, monitor, correlate and respond
u .
A.03.03.02.a.01 Audit Record Content Functional intersects with y Alerts MON-01.4 |[to alerts from physical, cybersecurity, data privacy and supply 5
chain activities to achieve integrated situational awareness.
audit records contain information that establishes when the event . . .
Mechanisms exist to configure systems to produce event logs
occurred. . - . . .
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
2) When (date and time) the event occurred;
A.03.03.02.a.02 Audit Record Content Functional intersects with | Content of Event Logs MON-03 ) ( ) 5
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
audit records contain information that establishes where the event . . .
Mechanisms exist to configure systems to produce event logs
occurred. . - . . -
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
2) When (date and time) the event occurred;
A.03.03.02.2.03 Audit Record Content Functional intersects with | Content of Event Logs MON-03 ) ( ime) v ! 5
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
audit records contain information that establishes the source of the . . .
X Mechanisms exist to configure systems to produce event logs
event.
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
. . . i (2) When (date and time) the event occurred;
A.03.03.02.a.04 Audit Record Content Functional intersects with | Content of Event Logs MON-03 5
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
audit records contain information that establishes the outcome of the . . .
‘ Mechanisms exist to configure systems to produce event logs
event.
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
2) When (date and time) the event occurred;
A.03.03.02.a.05 Audit Record Content Functional intersects with | Content of Event Logs MON-03 @) ( ) 5
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
audit records contain information that establishes the identity of the . . .
o . . N . . Mechanisms exist to configure systems to produce event logs
individuals, subjects, objects, or entities associated with the event. . . . . -
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
2) When (date and time) the event occurred;
A.03.03.02.2.06 Audit Record Content Functional intersects with | Content of Event Logs MON-03 @) ( ime) v . 5
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
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(optional)
additional information for audit records is provided, as needed. . . .
Mechanisms exist to configure systems to produce event logs
that contain sufficient information to, at a minimum:
(1) Establish what type of event occurred;
. . . . (2) When (date and time) the event occurred;
A.03.03.02.b Audit Record Content Functional intersects with | Content of Event Logs MON-03 5
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
additional information for audit records is provided, as needed. Mechanisms exist to allow baseline controls to be specialized
or customized by applying a defined set of tailoring actions that
are specific to:
. . . . . L (1) Mission / business functions;
A.03.03.02.b Audit Record Content Functional intersects with Baseline Tailoring CFG-02.9 . ] 5
(2) Operational environment;
(3) Specific threats or vulnerabilities; or
(4) Other conditions or situations that could affect mission /
business success.
. . Determine If: . . . :
03.03.03 Audit Record Generation Functional no relationship N/A N/A N/A N/A No requirements to map to.
audit records for the selected event types and audit record content . . .
ified in 03.03.01 and 03.03.02 ted Svstern Generated Mechanisms exist to generate, monitor, correlate and respond
specified in 03.03.01 an .03.02 are generated.
A.03.03.03.a Audit Record Generation P g Functional intersects with y Alerts MON-01.4 |to alerts from physical, cybersecurity, data privacy and supply 5
chain activities to achieve integrated situational awareness.
dit d tained f ti iod istent with th d Mechani istt tect tl d audit tools f
A.03.03.03.b Audit Record Generation audi r.ecor s.are retainedtorafime period consistent wi e records Functional intersects with | Protection of Event Logs MON-08 ec anls'ms existiopro ec.:. eve?n ogs an a.u ttoois from 5
retention policy. unauthorized access, modification and deletion.
audit records are retained for a time period consistent with the records Mechanisms exist to retain event logs for a time period
retention policy. consistent with records retention requirements to provide
A.03.03.03.b Audit Record Generation Functional intersects with Event Log Retention MON-10 support for after-the-fact investigations of security incidents 5
and to meet statutory, regulatory and contractual retention
requirements.
. Determine If:
Response to Audit . . . :
03.03.04 . . Functional no relationship N/A N/A N/A N/A No requirements to map to.
Logging Process Failures
the time period for organizational personnel or roles receiving audit Mechanisms exist to alert appropriate personnel in the event
Response to Audit e per oreanizationa’ P ing aud . . .. | Response To Event Log | e ppropriate b ' !
A.03.03.04.0DP[01] ) . logging process failure alerts is defined. Functional intersects with ) ) MON-05 of a log processing failure and take actions to remedy the 5
Logging Process Failures Processing Failures . }
disruption.
additional actions to be taken in the event of an audit logging process Mechanisms exist to alert appropriate personnel in the event
Response to Audit ) ) ggingp . . . Response To Event Log ) . pprop p
A.03.03.04.0DP[02] . . failure are defined. Functional intersects with . . MON-05 of a log processing failure and take actions to remedy the 5
Logging Process Failures Processing Failures . )
disruption.
. organizational personnel or roles are alerted in the event of an audit Mechanisms exist to alert appropriate personnel in the event
Response to Audit A ) o . . . . . Response To Event Log ) ) )
A.03.03.04.a ) . logging process failure within <A.03.03.04.0DP[01]: time period>. Functional intersects with . . MON-05 of a log processing failure and take actions to remedy the 5
Logging Process Failures Processing Failures . )
disruption.
. the following additional actions are taken: <A.03.03.04.0DP[02]: Mechanisms exist to alert appropriate personnel in the event
Response to Audit o ] . . . Response To Event Log . ) )
A.03.03.04.b . . additional actions>. Functional intersects with . . MON-05 of a log processing failure and take actions to remedy the 5
Logging Process Failures Processing Failures . )
disruption.
Audit Record Review, [Determine If: . . . .
03.03.05 . . Functional no relationship N/A N/A N/A N/A No requirements to map to.
Analysis, and Reporting
Audit Record Review, tche frt‘aquency at which system audit records are reviewed and analyzed . . . Security Event Mechani§m§ exist FO review event logs onan 9ngoing ba§is and
A.03.03.05.0DP[01] . . is defined. Functional intersects with L MON-01.8 |escalate incidents in accordance with established timelines 5
Analysis, and Reporting Monitoring
and procedures.
Audit Record Review, tche fr_equency at which system audit records are reviewed and analyzed . . ‘ Centralized Collection Mechanisrﬁs.exist to utilize a Security Incident Event Me.anager
A.03.03.05.0DP[01] . . is defined. Functional intersects with . MON-02 (SIEM) or similar automated tool, to support the centralized 5
Analysis, and Reporting of Security Event Logs . .
collection of security-related event logs.
. . system audit records are reviewed and analyzed <A.03.03.05.0DP[01]: . Mechanisms exist to review event logs on an ongoing basis and
Audit Record Review, AR . . . . . . Security Event o . . . ) .
A.03.03.05.a . . frequency> for indications and the potential impact of inappropriate or Functional intersects with o MON-01.8 |escalate incidents in accordance with established timelines 5
Analysis, and Reporting L. Monitoring
unusual activity. and procedures.
Audit Record Review, system audit re'COI"dS ?re reviewed and anvaly'zed <A.03:03.05.0QP[01]: . ‘ . Centralized Collection Mechanisrhs.exist to utilize a Security Incident Event Me?nager
A.03.03.05.a . . frequency> for indications and the potential impact of inappropriate or Functional intersects with . MON-02 (SIEM) or similar automated tool, to support the centralized 5
Analysis, and Reporting . of Security Event Logs . .
unusual activity. collection of security-related event logs.
Audit Record Review findings are reported to organizational personnel or roles. Mechanisms exist to automatically alert incident response
A.03.03.05.b . L Functional intersects with Automated Alerts MON-01.12 |personnel to inappropriate or anomalous activities that have 5
Analysis, and Reporting . o . N
potential security incident implications.
Audit Record Review findings are reported to organizational personnel or roles. Mechanisms exist to provide an event log report generation
A.03.03.05.b . L Functional intersects with | Monitoring Reporting MON-06 capability to aid in detecting and assessing anomalous 5
Analysis, and Reporting .
activities.
it iff t itori \ t i Mechani ist to utili ity Inci tE tM
Audit Record Review. audi .recc.ers a.cros?, di .eren repositories are analyzed to gain ' ' ‘ Centralized Collection ec amsm§ (?xns o utilize a Security Incident Even a.nager
A.03.03.05.c[01] . . organization-wide situational awareness. Functional intersects with . MON-02 (SIEM), or similar automated tool, to support the centralized 5
Analysis, and Reporting of Security Event Logs . .
collection of security-related event logs.
it iff t itori lated t i
audi .recc.)rds a.croste, di .eren repositories are correlated to gain Automated mechanisms exist to correlate both technical and
. . organization-wide situational awareness. o L . .
Audit Record Review, . . . Correlate Monitoring non-technical information from across the enterprise by a
A.03.03.05.c[02] . . Functional intersects with . MON-02.1 . . . 5
Analysis, and Reporting Information Security Incident Event Manager (SIEM) or similar automated
tool, to enhance organization-wide situational awareness.
Determine If:
Audit Record Reduction
03.03.06 . Functional no relationship N/A N/A N/A N/A No requirements to map to.
and Report Generation
Audit Record Reduction an audit record reduction and report generation capability that supports Mechanisms exist to provide an event log report generation
A.03.03.06.a[01] . audit record review is implemented. Functional intersects with | Monitoring Reporting MON-06 capability to aid in detecting and assessing anomalous 5
and Report Generation o
activities.
Audit Record Reduction an audit record reduction and report generation capability that supports Mechanisms exist to provide an event log report generation
A.03.03.06.a[02] . audit record analysis is implemented. Functional intersects with | Monitoring Reporting MON-06 capability to aid in detecting and assessing anomalous 5
and Report Generation o
activities.
Audit Record Reduction an audit record reduction and report generation capability that supports Mechanisms exist to provide an event log report generation
A.03.03.06.a[03] . audit record reporting requirements is implemented. Functional intersects with | Monitoring Reporting MON-06 capability to aid in detecting and assessing anomalous 5
and Report Generation .
activities.
Audit Record Reduction an audit record reduction and report generation capability that supports Mechanisms exist to provide an event log report generation
A.03.03.06.a[04] . after-the-fact investigations of incidents is implemented. Functional intersects with | Monitoring Reporting MON-06 capability to aid in detecting and assessing anomalous 5
and Report Generation .
activities.
the original content of audit records is preserved.
Audit Record Reduction g P . . . . Mechanisms exist to protect event logs and audit tools from
A.03.03.06.b[01] ) Functional intersects with | Protection of Event Logs MON-08 ] . . 5
and Report Generation unauthorized access, modification and deletion.
th iginal ti deri f audit dsi d.
Audit Record Reduction € originattime ordering ot audit records Is preserve . . . . Mechanisms exist to protect event logs and audit tools from
A.03.03.06.b[02] ) Functional intersects with | Protection of Event Logs MON-08 ] . . 5
and Report Generation unauthorized access, modification and deletion.
03.03.07 Time Stamps Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
granularity of time measurement for audit record time stamps is . . . N~
. . . . i . Mechanisms exist to configure systems to use an authoritative
A.03.03.07.0DP[01] Time Stamps defined. Functional intersects with Time Stamps MON-07 . . 5
time source to generate time stamps for event logs.
internal system clocks are used to generate time stamps for audit . . . o
. . . . . Mechanisms exist to configure systems to use an authoritative
A.03.03.07.a Time Stamps records. Functional intersects with Time Stamps MON-07 . . 5
time source to generate time stamps for event logs.
time stamps are recorded for audit records that meet . . . g
. . ] . . . . Mechanisms exist to configure systems to use an authoritative
A.03.03.07.b[01] Time Stamps <A.03.03.07.0DP[01]: granularity of time measurement>. Functional intersects with Time Stamps MON-07 . . 5
time source to generate time stamps for event logs.
time stamps are recorded for audit records that use Coordinated Synchronization With . . . .
i . ] i ) . . . . o . Mechanisms exist to synchronize internal system clocks with
A.03.03.07.b[02] Time Stamps Universal Time (UTC), have a fixed local time offset from UTC, or include Functional intersects with Authoritative Time MON-07.1 L 5
. . an authoritative time source.
the local time offset as part of the time stamp. Source
Protecti f Audit Det ine If:
03.03.08 rotection o- ua etermine Functional no relationship N/A N/A N/A N/A No requirements to map to.
Information
Protection of Audit audit information is protected from unauthorized access, modification, . . . . Mechanisms exist to protect event logs and audit tools from
A.03.03.08.a[01] ! . ud uaitt . lonisp unau 'z meatl Functional intersects with | Protection of Event Logs MON-08 ! ] X P . v. g .u ! 5
Information and deletion. unauthorized access, modification and deletion.
audit logging tools are protected from unauthorized access, System Hardening Mechanisms exist to develop, document and maintain secure
Protection of Audit modification, and deletion. . . . . baseline configurations for technolo latforms that are
A.03.03.08.a[02] . Functional intersects with Through Baseline CFG-02 . . g . gyp . 5
Information . . consistent with industry-accepted system hardening
Configurations
standards.
A.03.03.08.b Protection of Audit access to manage!ﬂ.ent of audit logging functionality is authorized to Functional intersects with | Protection of Event Logs MON-08 Mechanisjms exist to prote.ct. evgnt logs and a.udit tools from 5
Information only a subset of privileged users or roles. unauthorized access, modification and deletion.
Protection of Audit access to management of audit logging functionality is authorized to Access by Subset of Mechanisms exist to restrict access to the management of
A.03.03.08.b rotection oT Aud gem udit fogging unctionatity Is authoriz Functional | intersects with >SS Dy Su MON-08.2 Sms existto restrict ac © manag 5
Information only a subset of privileged users or roles. Privileged Users event logs to privileged users with a specific business need.
03.03.09 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.04.01 Baseline Configuration [Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
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(optional)
the f f baseli fi ti i d update is defined.
e frequency of baseline configuration review and update is define Mechanisms exist to review and update baseline
configurations:
A.03.04.01.0DP[01] Baseline Configuration Functional intersects with Reviews & Updates CFG-02.1 (1) At least annually; 5
(2) When required due to so; or
(3) As part of system component installations and upgrades.
a current baseline configuration of the system is developed. . Mechanisms exist to develop, document and maintain secure
System Hardening baseli fi ti for technol latf that
aseline configurations for technolo atforms that are
A.03.04.01.a[01] Baseline Configuration Functional intersects with Through Baseline CFG-02 ) . g ) &P ) 5
- . consistent with industry-accepted system hardening
Configurations
standards.
a current baseline configuration of the system is maintained under System Hardening Mechanisms exist to develop, document and maintain secure
configuration control. baseline configurations for technolo latforms that are
A.03.04.01.a[02] Baseline Configuration ‘suratl Functional intersects with Through Baseline CFG-02 ,I .|gu. I gyp . 5
. . consistent with industry-accepted system hardening
Configurations
standards.
the baseline configuration of the system is reviewed . . . .
Mechanisms exist to review and update baseline
<A.03.04.01.0DP[01]: frequency>. . .
configurations:
A.03.04.01.b[01] Baseline Configuration Functional intersects with Reviews & Updates CFG-02.1 (1) At least annually; 5
(2) When required due to so; or
(3) As part of system component installations and upgrades.
the baseli fi ti f th temi dated
€ basetine configuration ot the system Is update Mechanisms exist to review and update baseline
<A.03.04.01.0DP[01]: frequency>. . .
configurations:
A.03.04.01.b[02] Baseline Configuration Functional intersects with Reviews & Updates CFG-02.1 (1) At least annually; 5
(2) When required due to so; or
(3) As part of system component installations and upgrades.
th li fi ti f th temi i h t
e baseline con .lgura ion of the sys em is reviewed when system Mechanisms exist to review and update baseline
components are installed or modified. . .
configurations:
A.03.04.01.b[03] Baseline Configuration Functional intersects with Reviews & Updates CFG-02.1 (1) At least annually; 5
(2) When required due to so; or
(3) As part of system component installations and upgrades.
the baseline configuration of the system is updated when syste
" " ‘|gur on y mis 4P when system Mechanisms exist to review and update baseline
components are installed or modified. . .
configurations:
A.03.04.01.b[04] Baseline Configuration Functional intersects with Reviews & Updates CFG-02.1 (1) At least annually; 5
(2) When required due to so; or
(3) As part of system component installations and upgrades.
03.04.02 Configuration Settings |Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
configuration settings for the system that reflect the most restrictive Mechanisms exist to configure systems to provide only
A.03.04.02.0DP[01] Configuration Settings |mode consistent with operational requirements are defined. Functional intersects with Least Functionality CFG-03 essential capabilities by specifically prohibiting or restricting 5
the use of ports, protocols, and/or services.
the following configuration settings for the system that reflect the most System Hardening Mechanisms exist to develop, document and maintain secure
tricti d istent with ti L i t baseli fi ti for technol latf that
A.03.04.02.a[01] Configuration Settings res nc, e mode consistent with operationat requiremen s..are . Functional intersects with Through Baseline CFG-02 asellne conilgL!ra lons fortechnology platiorms . arare 5
established and documented: <A.03.04.02.0DP[01]: configuration Configurations consistent with industry-accepted system hardening
settings>. standards.
the following configuration settings for the system are implemented: System Hardening Mechanisms exist to develop, document and maintain secure
<A.03.04.02.0DP[01]: fi ti ttings>. baseli fi ti for technol latf that
A.03.04.02.a[02] Configuration Settings [01]: configuration settings Functional intersects with Through Baseline CFG-02 asellne con.lgu.ra lons fortechnology patiorms . arare 5
. . consistent with industry-accepted system hardening
Configurations
standards.
any deviations from established configuration settings are identified . . . . .
) . . . . . Approved Configuration Mechanisms exist to document, assess risk and approve or
A.03.04.02.b[01] Configuration Settings |and documented. Functional intersects with e CFG-02.7 . . ] . 5
Deviations deny deviations to standardized configurations.
any deviations from established configuration settings are approved.
) . . Y g g PP . . . Approved Configuration Mechanisms exist to document, assess risk and approve or
A.03.04.02.b[02] Configuration Settings Functional intersects with e CFG-02.7 . . ] . 5
Deviations deny deviations to standardized configurations.
Configuration Change |Determine If:
03.04.03 g Control g Functional no relationship N/A N/A N/A N/A No requirements to map to.
ntr
A.03.04.03.a Configuration Change the.types of changes to the system that are configuration-controlled are Functional subset of Configuration CFG-01 Mechanisms exist to facilitate the implementation of 10
Control defined. Management Program configuration management controls.
A.03.04.03.a Configuration Change the.types of changes to the system that are configuration-controlled are Functional intersects with Configuration Change CHG-02 Mechanisms exist to govern the technical configuration 5
Control defined. Control change control processes.
] . proposed configuration-controlled changes to the system are reviewed . . . . .
Configuration Change . . . . o . . .| Security Impact Analysis Mechanisms exist to analyze proposed changes for potential
A.03.04.03.b[01] with explicit consideration for security impacts. Functional intersects with CHG-03 o . . . 5
Control for Changes security impacts, prior to the implementation of the change.
roposed configuration-controlled changes to the system are approved
Configuration Change P p g ) o ] . g ‘y ) PP . . . o Mechanisms exist to prohibit unauthorized changes, unless
A.03.04.03.b[02] or disapproved with explicit consideration for security impacts. Functional intersects with | Prohibition Of Changes CHG-02.1 o . 5
Control organization-approved change requests are received.
A.03.04.03.c[01] Configuration Change fapproved configuration-controlled changes to the system are Functional intersects with Configuration Change CHG-02 Mechanisms exist to govern the technical configuration 5
Control implemented. Control change control processes.
Configuration Change approved configuration-controlled changes to the system are Mechanisms exist to conduct controlled maintenance
A.03.04.03.c[01] Control implemented. Functional intersects with | Controlled Maintenance MNT-02 activities throughout the lifecycle of the system, application or 5
service.
Configuration Change approved configuration-controlled changes to the system are . . . Test, Validate & Mechanisms exist t.o appropriately tfest and.document
A.03.04.03.c[02] documented. Functional intersects with CHG-02.2 |[proposed changes in a non-production environment before 5
Control Document Changes ) ) . .
changes are implemented in a production environment.
Configuration Change activities associated with configuration-controlled changes to the Automated Central Automated mechanisms exist to govern and report on baseline
A.03.04.03.d[01] Control system are monitored. Functional intersects with Management & CFG-02.2 [configurations of systems through Continuous Diagnostics 5
Verification and Mitigation (CDM), or similar technologies.
A.03.04.03.d[01] Configuration Change |activities associ?ted with configuration-controlled changes to the Functional subset of Change Management CHG-01 Mechanisms exist to facilitate the implementation of a change 10
Control system are monitored. Program management program.
Configuration Change activities associated with configuration-controlled changes to the Automated Central Automated mechanisms exist to govern and report on baseline
A.03.04.03.d[02] Control system are reviewed. Functional intersects with Management & CFG-02.2 [configurations of systems through Continuous Diagnostics 5
Verification and Mitigation (CDM), or similar technologies.
A.03.04.03.d[02] Configuration Change |activities asso?iated with configuration-controlled changes to the Functional subset of Change Management CHG-01 Mechanisms exist to facilitate the implementation of a change 10
Control system are reviewed. Program management program.
03.04.04 Impact Analyses Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
changes to the system are analyzed to determine potential securit
. g . ¥ . Y . P ¥ . . .| Security Impact Analysis Mechanisms exist to analyze proposed changes for potential
A.03.04.04.a Impact Analyses impacts prior to change implementation. Functional intersects with CHG-03 . . . . 5
for Changes security impacts, prior to the implementation of the change.
the security requirements for the system continue to be satisfied after . . . . . .
th ‘ h h b il ted Control Functionalit Mechanisms exist to verify the functionality of cybersecurity
e system changes have been implemented.
A.03.04.04.b Impact Analyses 4 g P Functional intersects with Verification y CHG-06 and/or data privacy controls following implemented changes 5
to ensure applicable controls operate as designed.
Access Restrictions for |Determine If:
03.04.05 Chang Functional no relationship N/A N/A N/A N/A No requirements to map to.
ange
. physical access restrictions associated with changes to the system are . Physical access control mechanisms exist to authorize
Access Restrictions for : . . . Role-Based Physical . . .
A.03.04.05[01] Chanee defined and documented. Functional intersects with Access PES-02.1 physical access to facilities based on the position or role of the 5
g individual.
physical access restrictions associated with changes to the system are Physical access control mechanisms exist to maintain a
Access Restrictions for d. Physical Access t list of Lwith authorized t
A.03.04.05[02] approve Functional | intersects with ysieatAc PES-02  |CUTeNtHStorpersonnel with authorized access to - 5
Change Authorizations organizational facilities (except for those areas within the
facility officially designated as publicly accessible).
physical access restrictions associated with changes to the system are Physical access control mechanisms exist to enforce physical
_ enforced. access authorizations for all physical access points (including
Access Restrictions for . . . . . . . _— .
A.03.04.05[03] Functional intersects with | Physical Access Control PES-03 designated entry/exit points) to facilities (excluding those 5
Change - - - . .
areas within the facility officially designated as publicly
accessible).
logical access restrictions associated with changes to the system are Mechanisms exist to enforce a Role-Based Access Control
A.03.04.05[04] Access Restrictions for |defined and documented. Functional intersects with Role-Based Access IAC-08 (RBAC) pol?cy over users and resources that aPPlies need-to- 5
Change Control (RBAC) know and fine-grained access control for sensitive/regulated
data access.
A.03.04.05[05] Access Restrictions for [logical access restrictions associated with changes to the system are Functional intersects with | Prohibition Of Changes CHG-02.1 Mechfanis'ms exist to prohibit unauthorized changes, unless 5
Change approved. organization-approved change requests are received.
A.03.04.05[06] Access Restrictions for [logical access restrictions associated with changes to the system are Functional intersects with Permissions To CHG-04.4 Mechanisms exist to limit operational privileges for 5
Change enforced. Implement Changes implementing changes.
03.04.06 Least Functionality |Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
functions to be prohibited or restricted are defined. . Mechanisms exist to develop, document and maintain secure
System Hardening baseli fi ti for technol latf that
aseline configurations for technolo atforms that are
A.03.04.06.0DP[01] Least Functionality Functional intersects with Through Baseline CFG-02 . . g . &P . 5
" . consistent with industry-accepted system hardening
Configurations
standards.
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A.03.04.06.0DP[02]

Least Functionality

ports to be prohibited or restricted are defined.

Functional

intersects with

System Hardening
Through Baseline
Configurations

CFG-02

Mechanisms exist to develop, document and maintain secure
baseline configurations for technology platforms that are
consistent with industry-accepted system hardening
standards.

(optional)

A.03.04.06.0DP[03]

Least Functionality

protocols to be prohibited or restricted are defined.

Functional

intersects with

System Hardening
Through Baseline
Configurations

CFG-02

Mechanisms exist to develop, document and maintain secure
baseline configurations for technology platforms that are
consistent with industry-accepted system hardening
standards.

A.03.04.06.0DP[04]

Least Functionality

connections to be prohibited or restricted are defined.

Functional

intersects with

System Hardening
Through Baseline
Configurations

CFG-02

Mechanisms exist to develop, document and maintain secure
baseline configurations for technology platforms that are
consistent with industry-accepted system hardening
standards.

A.03.04.06.0DP[05]

Least Functionality

services to be prohibited or restricted are defined.

Functional

intersects with

System Hardening
Through Baseline
Configurations

CFG-02

Mechanisms exist to develop, document and maintain secure
baseline configurations for technology platforms that are
consistent with industry-accepted system hardening
standards.

A.03.04.06.0DP[06]

Least Functionality

the frequency at which to review the system to identify unnecessary or
nonsecure functions, ports, protocols, connections, or services is

defined.

Functional

intersects with

Periodic Review

CFG-03.1

Mechanisms exist to periodically review system configurations
to identify and disable unnecessary and/or non-secure
functions, ports, protocols and services.

A.03.04.06.b[01]

Least Functionality

the use of the following functions is prohibited or restricted:
<A.03.04.06.0DP[01]: functions>.

Functional

intersects with

System Hardening
Through Baseline
Configurations

CFG-02

Mechanisms exist to develop, document and maintain secure
baseline configurations for technology platforms that are
consistent with industry-accepted system hardening
standards.

A.03.04.06.b[02]

Least Functionality

the use of the following ports is prohibited or restricted:
<A.03.04.06.0DP[02]: ports>.

Functional

intersects with

System Hardening
Through Baseline
Configurations

CFG-02

Mechanisms exist to develop, document and maintain secure
baseline configurations for technology platforms that are
consistent with industry-accepted system hardening
standards.

A.03.04.06.b[03]

Least Functionality

the use of the following protocols is prohibited or restricted:
<A.03.04.06.0DP[03]: protocols>.

Functional

intersects with

System Hardening
Through Baseline
Configurations

CFG-02

Mechanisms exist to develop, document and maintain secure
baseline configurations for technology platforms that are
consistent with industry-accepted system hardening
standards.

A.03.04.06.b[04]

Least Functionality

the use of the following connections is prohibited or restricted:
<A.03.04.06.0DP[04]: connections>.

Functional

intersects with

System Hardening
Through Baseline
Configurations

CFG-02

Mechanisms exist to develop, document and maintain secure
baseline configurations for technology platforms that are
consistent with industry-accepted system hardening
standards.

A.03.04.06.b[05]

Least Functionality

the use of the following services is prohibited or restricted:
<A.03.04.06.0DP[05]: services>.

Functional

intersects with

System Hardening
Through Baseline
Configurations

CFG-02

Mechanisms exist to develop, document and maintain secure
baseline configurations for technology platforms that are
consistent with industry-accepted system hardening
standards.

A.03.04.06.c

Least Functionality

the system is reviewed <A.03.04.06.0ODP[06]: frequency> to identify
unnecessary or nonsecure functions, ports, protocols, connections,

and services.

Functional

intersects with

Reviews & Updates

CFG-02.1

Mechanisms exist to review and update baseline
configurations:

(1) At least annually;

(2) When required due to so; or

(3) As part of system component installations and upgrades.

A.03.04.06.d

Least Functionality

unnecessary or nonsecure functions, ports, protocols, connections,

and services are disabled or removed.

Functional

intersects with

Least Functionality

CFG-03

Mechanisms exist to configure systems to provide only
essential capabilities by specifically prohibiting or restricting
the use of ports, protocols, and/or services.

03.04.07

Withdrawn

N/A

Functional

no relationship

N/A

N/A

N/A

N/A

No requirements to map to.

03.04.08

Authorized Software —
Allow by Exception

Determine If:

Functional

no relationship

N/A

N/A

N/A

N/A

No requirements to map to.

A.03.04.08.0DP[01]

Authorized Software —
Allow by Exception

the frequency at which to review and update the list of authorized
software programs is defined.

Functional

intersects with

Explicitly Allow / Deny
Applications

CFG-03.3

Mechanisms exist to explicitly allow (allowlist / whitelist) or
block (denylist / blacklist) applications to control software that
is authorized to execute on systems.

A.03.04.08.a

Authorized Software
Allow by Exception

software programs authorized to execute on the system are identified.

Functional

intersects with

Explicitly Allow / Deny
Applications

CFG-03.3

Mechanisms exist to explicitly allow (allowlist / whitelist) or
block (denylist / blacklist) applications to control software that
is authorized to execute on systems.

A.03.04.08.b

Authorized Software
Allow by Exception

a deny-all, allow-by-exception policy for the execution of authorized

software programs on the system is implemented.

Functional

intersects with

Explicitly Allow / Deny
Applications

CFG-03.3

Mechanisms exist to explicitly allow (allowlist / whitelist) or
block (denylist / blacklist) applications to control software that
is authorized to execute on systems.

A.03.04.08.c

Authorized Software
Allow by Exception

the list of authorized software programs is reviewed and updated
<A.03.04.08.0DP[01]: frequency>.

Functional

intersects with

Approved Technologies

AST-01.4

Mechanisms exist to maintain a current list of approved
technologies (hardware and software).

03.04.09

Withdrawn

N/A

Functional

no relationship

N/A

N/A

N/A

N/A

No requirements to map to.

03.04.10

System Component
Inventory

Determine If:

Functional

no relationship

N/A

N/A

N/A

N/A

No requirements to map to.

A.03.04.10.0DP[01]

System Component
Inventory

the frequency at which to review and update the system component

inventory is defined.

Functional

intersects with

Asset Inventories

AST-02

Mechanisms exist to perform inventories of technology assets
that:

(1) Accurately reflects the current systems, applications and
services in use;

(2) Identifies authorized software products, including business
justification details;

(3) Is at the level of granularity deemed necessary for tracking
and reporting;

(4) Includes organization-defined information deemed
necessary to achieve effective property accountability; and

(5) Is available for review and audit by designated
organizational personnel.

A.03.04.10.a

System Component
Inventory

an inventory of system components is developed and documented.

Functional

intersects with

Asset Inventories

AST-02

Mechanisms exist to perform inventories of technology assets
that:

(1) Accurately reflects the current systems, applications and
services in use;

(2) Identifies authorized software products, including business
justification details;

(3) Is at the level of granularity deemed necessary for tracking
and reporting;

(4) Includes organization-defined information deemed
necessary to achieve effective property accountability; and

(5) Is available for review and audit by designated
organizational personnel.

A.03.04.10.b[01]

System Component
Inventory

the system component inventory is reviewed <A.03.04.10.0ODP[01]:

frequency>.

Functional

intersects with

Asset Inventories

AST-02

Mechanisms exist to perform inventories of technology assets
that:

(1) Accurately reflects the current systems, applications and
services in use;

(2) Identifies authorized software products, including business
justification details;

(3) Is at the level of granularity deemed necessary for tracking
and reporting;

(4) Includes organization-defined information deemed
necessary to achieve effective property accountability; and

(5) Is available for review and audit by designated
organizational personnel.

A.03.04.10.b[02]

System Component
Inventory

the system component inventory is updated <A.03.04.10.0ODP[01]:

frequency>.

Functional

intersects with

Asset Inventories

AST-02

Mechanisms exist to perform inventories of technology assets
that:

(1) Accurately reflects the current systems, applications and
services in use;

(2) Identifies authorized software products, including business
justification details;

(3) Is at the level of granularity deemed necessary for tracking
and reporting;

(4) Includes organization-defined information deemed
necessary to achieve effective property accountability; and

(5) Is available for review and audit by designated
organizational personnel.

A.03.04.10.c[01]

System Component
Inventory

the system component inventory is updated as part of component

installations.

Functional

intersects with

Updates During
Installations / Removals

AST-02.1

Mechanisms exist to update asset inventories as part of
component installations, removals and asset upgrades.

A.03.04.10.c[02]

System Component
Inventory

the system component inventory is updated as part of component

removals.

Functional

intersects with

Updates During
Installations / Removals

AST-02.1

Mechanisms exist to update asset inventories as part of
component installations, removals and asset upgrades.
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System Component

the system component inventory is updated as part of system updates.

Updates During

Mechanisms exist to update asset inventories as part of

(optional)

A.03.04.10.c[03] Functional intersects with . AST-02.1 . . 5
Inventory Installations / Removals component installations, removals and asset upgrades.
03.04.11 Information Location |Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
the location of CUl is identified and documented. Mechanisms exist to create and maintain a map of technology
A.03.04.11.a[01] Information Location Functional intersects with | Data Action Mapping AST-02.8 assets where sensitive/regulated data is stored, transmitted or 5
processed.
the location of CUl is identified and documented. Mechanisms exist to identify and document the location of
A.03.04.11.a[01] Information Location Functional intersects with | Information Location DCH-24 information and the specific system components on which the 5
information resides.
the system components on which CUl is processed are identified and Mechanisms exist to create and maintain a map of technology
A.03.04.11.a[02] Information Location |documented. Functional intersects with | Data Action Mapping AST-02.8 assets where sensitive/regulated data is stored, transmitted or 5
processed.
the system components on which CUl is processed are identified and Mechanisms exist to generate System Security & Privacy Plans
documented. (SSPPs), or similar document repositories, to identify and
System Security & intain k hitect Linf ti h critical t ,
A.03.04.11.a[02] Information Location Functional subset of y y |AQ-03  |Maintain keyarchitecturat information on each criticat system 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
the system components on which CUl is stored are identified and Mechanisms exist to create and maintain a map of technology
A.03.04.11.2[03] Information Location |documented. Functional intersects with | Data Action Mapping AST-02.8 assets where sensitive/regulated data is stored, transmitted or 5
processed.
the system components on which CUl is stored are identified and Mechanisms exist to generate System Security & Privacy Plans
documented. (SSPPs), or similar document repositories, to identify and
System Security & maintain key architectural information on each critical system,
A.03.04.11.a[03] Information Location Functional subset of y y IAO-03 o y ) ) ) ) _y 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
changes to the system or system component location where CUl is Mechanisms exist to create and maintain a map of technology
A.03.04.11.b[01] Information Location |processed are documented. Functional intersects with | Data Action Mapping AST-02.8 assets where sensitive/regulated data is stored, transmitted or 5
processed.
h toth t t t locati here CUI i
. . changes to the system or system component focation where 'S . . . Stakeholder Notification Mechanisms exist to ensure stakeholders are made aware of
A.03.04.11.b[01] Information Location |processed are documented. Functional intersects with CHG-05 . 5
of Changes and understand the impact of proposed changes.
changes to the system or system component location where CUl is Mechanisms exist to generate System Security & Privacy Plans
processed are documented. (SSPPs), or similar document repositories, to identify and
System Security & intain k hitectural inf ti h critical tem,
A.03.04.11.b[01] Information Location Functional subset of y y |AQ-03  |Mainmtain keyarchitecturat information on each criticat system 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
changes to the system or system component location where CUl is Mechanisms exist to create and maintain a map of technology
A.03.04.11.b[02] Information Location |stored are documented. Functional intersects with | Data Action Mapping AST-02.8 assets where sensitive/regulated data is stored, transmitted or 5
processed.
changes to the system or system component location where CUl is
. . g y rsy P ‘on wher ! . . . Stakeholder Notification Mechanisms exist to ensure stakeholders are made aware of
A.03.04.11.b[02] Information Location |stored are documented. Functional intersects with CHG-05 . 5
of Changes and understand the impact of proposed changes.
changes to the system or system component location where CUl is Mechanisms exist to generate System Security & Privacy Plans
stored are documented. (SSPPs), or similar document repositories, to identify and
System Security & intain k hitectural inf ti h critical system,
A.03.04.11.b[02] Information Location Functional subset of y y IAO-03 malrf aer ey arc |_ec uratin orm.a ‘onon e?c en |ca_§ys em 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
Determine If:
System and Component
03.04.12 Configuration for High- Functional no relationship N/A N/A N/A N/A No requirements to map to.
Risk Areas
configurations for systems or system components to be issued to
System and Component|, di i lst li yt high-ri Izll ti : defined Configure Systems, Mechanisms exist to configure systems utilized in high-risk
individuals traveling to high-risk locations are defined. -
A.03.04.12.0DP[01] Configuration for High- g g Functional intersects with |Components or Services CFG-02.5 . oo g y ] . g 5
. . . areas with more restrictive baseline configurations.
Risk Areas for High-Risk Areas
security requirements to be applied to the system or system
System and Component com o)r:en(:s hen individ als',ol:et rn from trya el are d:f'ned Configure Systems, Mechanisms exist to configure systems utilized in high-risk
w indivi \Y i . -
A.03.04.12.0DP[02] Configuration for High- P Y Y Functional intersects with |Components or Services CFG-02.5 . L. 8 y ) . g 5
. . . areas with more restrictive baseline configurations.
Risk Areas for High-Risk Areas
systems or system components with the following configurations are Mechanisms exist to issue personnel travelling overseas with
issued to individuals traveling to high-risk locations: temporary, loaner or "travel-only" end user technology (e.g.,
System and Component|_ 5 11 15 ODP[01]: conf : ti ; > L tp ryd bile devices) hy travelling to auth th( .
.03.04.12. : configurations>. aptops and mobile devices) when travelling to authoritarian
A.03.04.12.a Configuration for High- g Functional intersects with Travel-Only Devices AST-24 P p‘ ) ) . g 5
Risk Areas countries with a higher-than average risk for Intellectual
Property (IP) theft or espionage against individuals and private
companies.
the following security requirements are applied to the system or system Mechanisms exist to re-image end user technology (e.g.,
System and Component [components when the individuals return from travel: Re-Imaging Devices laptops and mobile devices) when returning from overseas
A.03.04.12.b Configuration for High- |<A.03.04.12.0DP[02]: security requirements>. Functional intersects with After Travel AST-25 travel to an authoritarian country with a higher-than average 5
Risk Areas risk for Intellectual Property (IP) theft or espionage against
individuals and private companies.
User Identification and |Determine If: . . . .
03.05.01 L Functional no relationship N/A N/A N/A N/A No requirements to map to.
Authentication
User ldentification and circumstances or situations that require re-authentication are defined. Mechanisms exist to force users and devices to re-
A.03.05.01.0DP[01] Authentication Functional intersects with Re-Authentication IAC-14 authenticate according to organization-defined circumstances 5
that necessitate re-authentication.
t i ly identified.
. System users are uniquely identiiie . . Mechanisms exist to strictly govern the use of Authenticate,
User Identification and . . i Authenticate, Authorize . . . .
A.03.05.01.a[01] L Functional intersects with . IAC-01.2 Authorize and Audit (AAA) solutions, both on-premises and 5
Authentication and Audit (AAA) . .
those hosted by an External Service Provider (ESP).
t thenticated.
L System users are authenticate . . Mechanisms exist to strictly govern the use of Authenticate,
User Identification and . . . Authenticate, Authorize . . i .
A.03.05.01.a[02] L Functional intersects with ] IAC-01.2 Authorize and Audit (AAA) solutions, both on-premises and 5
Authentication and Audit (AAA) . .
those hosted by an External Service Provider (ESP).
ocesses acting on behalf of users are associated with uniquel
User Identification and !::jr tified and ! gth ticated Y A rear ! WIth uniquety Identification & Mechanisms exist to uniquely identify and centrally
ificati identified and authenticated system users.
A.03.05.01.a[03] Authentication y Functional intersects with Authentication for IAC-02 Authenticate, Authorize and Audit (AAA) organizational users 5
Organizational Users and processes acting on behalf of organizational users.
User Identification and users are reauthenticated when <A.03.05.01.ODP[01]: circumstances Mechanisms exist to force users and devices to re-
A.03.05.01.b Authentication or situations>. Functional intersects with Re-Authentication IAC-14 authenticate according to organization-defined circumstances 5
that necessitate re-authentication.
Device Identification [Determine If:
03.05.02 L Functional no relationship N/A N/A N/A N/A No requirements to map to.
and Authentication
devices or types of devices to be uniquely identified and authenticated
yP . . q y . Mechanisms exist to uniquely identify and centrally
. e before establishing a connection are defined. Identification & . . . .
Device Identification . . . . Authenticate, Authorize and Audit (AAA) devices before
A.03.05.02.0DP[01] . Functional intersects with Authentication for IAC-04 o . . o . . 5
and Authentication Devices establishing a connection using bidirectional authentication
that is cryptographically- based and replay resistant.
<A.03.05.02.0DP[01]: devices or types of devices> are uniquel
identified bef [ t]bl' hi ytp i quely Identification & Mechanisms exist to uniquely identify and centrally
identifi or ishin m connection.
Device ldentification e edbefore establishing a syste ec . . i . Authenticate, Authorize and Audit (AAA) devices before
A.03.05.02[01] L Functional intersects with Authentication for IAC-04 o . . o . . 5
and Authentication Devices establishing a connection using bidirectional authentication
that is cryptographically- based and replay resistant.
<A.03.05.02.0DP[01]: devices or types of devices> are authenticated
L [o1] P . L Mechanisms exist to uniquely identify and centrally
. L before establishing a system connection. Identification & . . . .
Device Identification . . . L. Authenticate, Authorize and Audit (AAA) devices before
A.03.05.02[02] L Functional intersects with Authentication for IAC-04 o . . L . L 5
and Authentication Devices establishing a connection using bidirectional authentication
Vi
that is cryptographically- based and replay resistant.
Multi-Factor Determine If:
03.05.03 L Functional no relationship N/A N/A N/A N/A No requirements to map to.
Authentication
multi-factor authentication for access to privileged accounts is . . .
bl ted Automated mechanisms exist to enforce Multi-Factor
implemented.
P Authentication (MFA) for:
Multi-Factor Multi-Factor 1) Remote network access;
A.03.05.03[01] Functional intersects with IAC-06 M 5

Authentication

Authentication (MFA)

(2) Third-party systems, applications and/or services; and/ or
(3) Non-console access to critical systems or systems that
store, transmit and/or process sensitive/regulated data.
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Multi-Factor

multi-factor authentication for access to privileged accounts is
implemented.

Out-of-Band Multi-

Mechanisms exist to implement Multi-Factor Authentication
(MFA) for access to privileged and non-privileged accounts

(optional)

A.03.05.03[01 Functional intersects with IAC-06.4 5
[01] Authentication Factor Authentication such that one of the factors is independently provided by a
device separate from the system being accessed.
multi-factor authentication for access to non-privileged accounts is . . .
imol ted Automated mechanisms exist to enforce Multi-Factor
implemented.
P Authentication (MFA) for:
Multi-Factor . . i Multi-Factor (1) Remote network access;
A.03.05.03[02] N Functional intersects with L IAC-06 . L . 5
Authentication Authentication (MFA) (2) Third-party systems, applications and/or services; and/ or
(3) Non-console access to critical systems or systems that
store, transmit and/or process sensitive/regulated data.
multi-factor authentication for access to non-privileged accounts is
. Y ll ‘ du icatl priviteg u ! Mechanisms exist to implement Multi-Factor Authentication
implemented.
Multi-Factor P . . . Out-of-Band Multi- (MFA) for access to privileged and non-privileged accounts
A.03.05.03[02] . Functional intersects with . IAC-06.4 . ] 5
Authentication Factor Authentication such that one of the factors is independently provided by a
device separate from the system being accessed.
Replay-Resistant Determine If:
03.05.04 — L Functional no relationship N/A N/A N/A N/A No requirements to map to.
Authentication
replay-resistant authentication mechanisms for access to privileged System Hardening Mechanisms exist to develop, document and maintain secure
Replay-Resistant accounts are implemented. baseline configurations for technolo latforms that are
A.03.05.04[01] piay . P Functional intersects with Through Baseline CFG-02 . . g . &P . 5
Authentication - . consistent with industry-accepted system hardening
Configurations
standards.
Replay-Resistant replay-resistant authentication mechanisms for access to privileged . . . Replay-Resistant Automated mechanisms exist to employ replay-resistant
A.03.05.04[01] o . Functional intersects with . IAC-02.2 . 5
Authentication accounts are implemented. Authentication authentication.
replay-resistant authentication mechanisms for access to non- System Hardening Mechanisms exist to develop, document and maintain secure
Replay-Resistant rivileged accounts are implemented. baseline configurations for technolo latforms that are
A.03.05.04[02] piay L P g P Functional intersects with Through Baseline CFG-02 . . g . &P . 5
Authentication - . consistent with industry-accepted system hardening
Configurations
standards.
Replay-Resistant replay-resistant authentication mechanisms for access to non- Replay-Resistant Automated mechanisms exist to employ replay-resistant
A.03.05.04[02] play-hesls piay , Functional | intersects with play-hesls IAC-02.2 red! ployreplay 5
Authentication privileged accounts are implemented. Authentication authentication.
03.05.05 Identifier Management |Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
the time period for preventing the reuse of identifiers is defined. Identifier Management Mechanisms exist to govern naming standards for usernames
A.03.05.05.0DP[01] Identifier Management P P g Functional intersects with g IAC-09 g g 5
(User Names) and systems.
characteristic used to identify individual status are defined. Mechanisms exist to identify contractors and other third-part
A.03.05.05.0DP[02] Identifier Management y Functional intersects with Identity User Status IAC-09.2 . fy L party 5
users through unique username characteristics.
authorization is received from organizational personnel or roles to User Provisioning & De Mechanisms exist to utilize a formal user registration and de-
A.03.05.05.a Identifier Management [assign an individual, group, role, service, or device identifier. Functional intersects with Provisioning IAC-07 registration process that governs the assignment of access 5
g rights.
an identifier that identifies an individual, group, role, service, or device . . . Identifier Management Mechanisms exist to govern naming standards for usernames
A.03.05.05.b[01] Identifier Management |, group Functional intersects with g IAC-09 g g 5
is selected. (User Names) and systems.
an identifier that identifies an individual, group, role, service, or device . . . Identifier Management Mechanisms exist to govern naming standards for usernames
A.03.05.05.b[02] Identifier Management | . group Functional intersects with g IAC-09 g g 5
is assigned. (User Names) and systems.
A.03.05.05.c Identifier Management the reuse of identifiers for <A.03.05.05.0DP[01]: time period> is Functional intersects with Identifier Management IAC-09 Mechanisms exist to govern naming standards for usernames 5
prevented. (User Names) and systems.
individual identifiers are managed by uniquely identifying each Mechanisms exist to identify contractors and other third-part
A.03.05.05.d Identifier Management | | g yuniq y . ying Functional intersects with Identity User Status IAC-09.2 . fy L party 5
individual as <A.03.05.05.0DP[02]: characteristic>. users through unique username characteristics.
03.05.06 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.05.07 Password Management |Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
the frequency at which to update the list of commonly used, expected, Automated mechanisms exist to determine if password
or compromised passwords is defined. Automated Support For authenticators are sufficiently strong enough to satis
A.03.05.07.0DP[01] Password Management P ! passw ! I Functional intersects with PP IAC-10.4 . . ! . ) wmel y 8 ug I. fy 5
Password Strength organization-defined password length and complexity
requirements.
the frequency at which to update the list of commonly used, expected, . . . Mechanisms exist to protect and store passwords via a
A.03.05.07.0DP[01] Password Management q .y p. . y P Functional intersects with Password Managers IAC-10.11 P P 5
or compromised passwords is defined. password manager tool.
password composition and complexity rules are defined. Password-Based Mechanisms exist to enforce complexity, length and lifespan
A.03.05.07.0DP[02] Password Management Functional intersects with Authentication IAC-10.1 considerations to ensure strong criteria for password-based 5
authentication.
a list of commonly used, expected, or compromised passwords is Automated mechanisms exist to determine if password
aintained. Automated Support For authenticators are sufficiently strong enough to satis
A.03.05.07.a[01] | Password Management |12 o Functional | intersects with bP IAC-10.4 |2uthenticators are sutliciently strong enoug sty 5
Password Strength organization-defined password length and complexity
requirements.
a list of commonly used, expected, or compromised passwords is . . . Mechanisms exist to protect and store passwords via a
A.03.05.07.a[01] Password Management L y P P P Functional intersects with Password Managers IAC-10.11 P P 5
maintained. password manager tool.
a list of commonly used, expected, or compromised passwords is Automated mechanisms exist to determine if password
dated <A.03.05.07.0DP[01]: f >, Automated Support For thenticat fficiently st ht ti
A.03.05.07.a[02] Password Management update [01]: frequency Functional intersects with PP IAC-10.4 au eh |c.a ors a.re sutticiently strong enough to sa I.Sfy 5
Password Strength organization-defined password length and complexity
requirements.
a list of commonly used, expected, or compromised passwords is . . . Mechanisms exist to protect and store passwords via a
A.03.05.07.a[02] Password Management y b P P Functional intersects with Password Managers IAC-10.11 i b 5
updated <A.03.05.07.0DP[01]: frequency>. password manager tool.
a list of commonly used, expected, or compromised passwords is Automated mechanisms exist to determine if password
updated when organizational passwords are suspected to have been Automated Support For authenticators are sufficiently strong enough to satis
A.03.05.07.a[03] Password Management P . g P P Functional intersects with bp IAC-10.4 o . y g g . fy 5
compromised. Password Strength organization-defined password length and complexity
requirements.
a list of commonly used, expected, or compromised passwords is . . .
N . . . Mechanisms exist to protect and store passwords via a
A.03.05.07.a[03] Password Management [updated when organizational passwords are suspected to have been Functional intersects with Password Managers IAC-10.11 5
. password manager tool.
compromised.
passwords are verified not to be found on the list of commonly used, Automated mechanisms exist to determine if password
t i hen th t Automated Support For thenticat fficiently st ht ti
A.03.05.07.b Password Management expected, or compromised passwords when they are created or Functional intersects with pp IAC-10.4 au e.n |c'a ors a're sufficiently strong enough to sa |.sfy 5
updated by users. Password Strength organization-defined password length and complexity
requirements.
passwords are verified not to be found on the list of commonly used, . . .
. . . . Mechanisms exist to protect and store passwords via a
A.03.05.07.b Password Management |expected, or compromised passwords when they are created or Functional intersects with | Password Managers IAC-10.11 5
password manager tool.
updated by users.
passwords are only transmitted over cryptographically protected System Hardening Mechanisms exist to develop, document and maintain secure
channels. baseline configurations for technolo latforms that are
A.03.05.07.c Password Management Functional intersects with Through Baseline CFG-02 ,I .|gu. ! &P . 5
. . consistent with industry-accepted system hardening
Configurations
standards.
passwords are only transmitted over cryptographically protected Protection of Mechanisms exist to protect authenticators commensurate
A.03.05.07.c Password Management |channels. Functional intersects with Authenticators IAC-10.5 with the sensitivity of the information to which use of the 5
authenticator permits access.
asswords are stored in a cryptographically protected form. Mechanisms exist to develop, document and maintain secure
i PIesEp ' System Hardening baseline configurations fo thh olo latforms that are
in nfigurations for n rm r
A.03.05.07.d Password Management Functional intersects with Through Baseline CFG-02 . . g . &P . 5
. . consistent with industry-accepted system hardening
Configurations
standards.
passwords are stored in a cryptographically protected form. Protection of Mechanisms exist to protect authenticators commensurate
A.03.05.07.d Password Management Functional intersects with Authenticators IAC-10.5 with the sensitivity of the information to which use of the 5
authenticator permits access.
a new password is selected upon first use after account recovery. . Mechanisms exist to develop, document and maintain secure
System Hardening baseli fi ti for technol latf that
aseline configurations for technolo atforms that are
A.03.05.07.e Password Management Functional intersects with Through Baseline CFG-02 . . g . &P . 5
. . consistent with industry-accepted system hardening
Configurations
standards.
a new password is selected upon first use after account recovery. Mechanisms exist to proactively govern account management
A.03.05.07.e Password Management Functional intersects with | Account Management IAC-15 of individual, group, system, service, application, guest and 5
temporary accounts.
the following composition and complexity rules for passwords are System Hardening Mechanisms exist to develop, document and maintain secure
enforced: <A.03.05.07.0DP[02]: rules>. baseline configurations for technolo latforms that are
A.03.05.07.f Password Management [02] Functional intersects with Through Baseline CFG-02 . . g . &P . 5
I . consistent with industry-accepted system hardening
Configurations
standards.
the following composition and complexity rules for passwords are Password-Based Mechanisms exist to enforce complexity, length and lifespan
A.03.05.07.f Password Management [enforced: <A.03.05.07.0DP[02]: rules>. Functional intersects with Authentication IAC-10.1 considerations to ensure strong criteria for password-based 5
authentication.
03.05.08 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.05.09 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.05.10 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
Authentication Determine If:
03.05.11 Functional no relationship N/A N/A N/A N/A No requirements to map to.
Feedback
feedback of authentication information during the authentication Mechanisms exist to obscure the feedback of authentication
Authentication isob d. inf tion during th thenticati t tect th
A.03.05.11 ! cat! process Is obscure Functional intersects with | Authenticator Feedback IAC-11 information during the authentication process to protect the 5

Feedback

information from possible exploitation/use by unauthorized
individuals.
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03.05.12 Functional no relationship N/A N/A N/A N/A No requirements to map to.
Management
A.03.05.12.0DP[01] Authenticator the frequency for changing or refreshing authenticators is defined. Functional intersects with Authenticator IAC-10 Mechan‘isms exist to securely manage authenticators for users 5
Management Management and devices.
Authenticator events that trigger the change or refreshment of authenticators are Authenticator Mechanisms exist to securely manage authenticators for users
A.03.05.12.0DP[02] : g8 g Functional | intersects with IAC-10 . ymanag 5
Management defined. Management and devices.
. the identity of the individual, group, role, service, or device receiving the . . . .
Authenticator ) o ) o o . . . Authenticator Mechanisms exist to securely manage authenticators for users
A.03.05.12.a authenticator as part of the initial authenticator distribution is verified. Functional intersects with IAC-10 . 5
Management Management and devices.
A.03.05.12.b Authenticator initial_authen_ticator Cf)ntent for any authenticators issued by the Functional intersects with Authenticator IAC-10 Mechan‘isms exist to securely manage authenticators for users 5
Management organization is established. Management and devices.
A.03.05.12.¢[01] Authenticator admin‘istrative procedures for initial authenticator distribution are Functional intersects with Authenticator IAC-10 Mechan‘isms exist to securely manage authenticators for users 5
Management established. Management and devices.
A.03.05.12.¢[02] Authenticator adminis‘trative procedure§ for lost, compromised, or damaged Functional intersects with Authenticator IAC-10 Mechan‘isms exist to securely manage authenticators for users 5
Management authenticators are established. Management and devices.
A.03.05.12.c[03] Authenticator administrative procedures for revoking authenticators are established. Functional intersects with Authenticator IAC-10 Mechan‘isms exist to securely manage authenticators for users 5
Management Management and devices.
Authenticator administrative procedures for initial authenticator distribution are Authenticator Mechanisms exist to securely manage authenticators for users
A.03.05.12.c[04] ) P Functional intersects with IAC-10 . y g 5
Management implemented. Management and devices.
A.03.05.12.c[05] Authenticator adminis.trative proc.edures for lost, compromised, or damaged Functional intersects with Authenticator IAC-10 Mechan.isms exist to securely manage authenticators for users 5
Management authenticators are implemented. Management and devices.
A.03.05.12.c[06] Authenticator fadministrative procedures for revoking authenticators are Functional intersects with Authenticator IAC-10 Mechan.isms exist to securely manage authenticators for users 5
Management implemented. Management and devices.
A.03.05.12.d Authenticator default authenticators are changed at first use. Functional intersects with Authenticator IAC-10 Mechan‘lsms exist to securely manage authenticators for users 5
Management Management and devices.
. authenticators are changed or refreshed <A.03.05.12.0DP[01]: . . . .
Authenticator . . . . Authenticator Mechanisms exist to securely manage authenticators for users
A.03.05.12.e frequency> or when the following events occur: <A.03.05.12.0DP[02]: Functional intersects with IAC-10 . 5
Management Management and devices.
events>.
A.03.05.12.f[01] Authenticator authenticator content is protected from unauthorized disclosure. Functional intersects with Authenticator IAC-10 Mechan.isms exist to securely manage authenticators for users 5
Management Management and devices.
. authenticator content is protected from unauthorized disclosure. . Mechanisms exist to protect authenticators commensurate
Authenticator . . . Protection of . o ) . .
A.03.05.12.f[01] Functional intersects with . IAC-10.5 with the sensitivity of the information to which use of the 5
Management Authenticators ) ]
authenticator permits access.
A.03.05.12.f[02] Authenticator authenticator content is protected from unauthorized modification. Functional intersects with Authenticator IAC-10 Mechan‘isms exist to securely manage authenticators for users 5
Management Management and devices.
. authenticator content is protected from unauthorized modification. . Mechanisms exist to protect authenticators commensurate
Authenticator . . . Protection of . o ) ] ]
A.03.05.12.f[02] Functional intersects with . IAC-10.5 with the sensitivity of the information to which use of the 5
Management Authenticators ) ]
authenticator permits access.
03.06.01 Incident Handling Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
an incident-handling capability that is consistent with the incident . . .
lan is imol ted Incident Response Mechanisms exist to implement and govern processes and
response plan is implemented.
A.03.06.01[01] Incident Handling P P P Functional subset of o eratio:s IRO-01 documentation to facilitate an organization-wide response 10
P capability for cybersecurity & data privacy-related incidents.
the incident handling capability includes preparation. Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report
intake;
A.03.06.01[02] Incident Handling Functional intersects with Incident Handling IRO-02 I . 5
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.
the incident handling capability includes detection and analysis. Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report
intake;
A.03.06.01[03] Incident Handling Functional intersects with Incident Handling IRO-02 . 5
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.
the incident handling capability includes containment. Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report
intake;
A.03.06.01[04] Incident Handling Functional intersects with Incident Handling IRO-02 I . 5
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.
the incident handling capability includes eradication. Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report
intake;
A.03.06.01[05] Incident Handling Functional intersects with Incident Handling IRO-02 . 5
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.
the incident handling capability includes recovery. Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report
intake;
A.03.06.01[06] Incident Handling Functional intersects with Incident Handling IRO-02 I . 5
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.
Incident Monitoring, |Determine If:
03.06.02 Reporting, and Functional no relationship N/A N/A N/A N/A No requirements to map to.
Response Assistance
Incident Monitoring, [the time period to report suspected incidents to the organizational X X . L .
A.03.06.02.0DP[01] R i g g incident P P bilit p defined g Eunctional intersects with Incident Response Plan IRO-04 Mechanisms exist to maintain and make available a current 5
.03.06.02. eporting, an incident response capability is defined. - . .
P g . P P ¥ (IRP) and viable Incident Response Plan (IRP) to all stakeholders.
Response Assistance
Incident Monitoring the time period to report suspected incidents to the organizational Mechanisms exist to timely-report incidents to applicable:
" lincident response capability is defined. Incident Stakeholder 1) Internal stakeholders;
A.03.06.02.0DP[01] Reporting, and P pabiity Functional | intersects with ‘ iro-10 |V : _ _ 5
. Reporting (2) Affected clients & third-parties; and
Response Assistance .
(3) Regulatory authorities.
Incident Monitoring, [authorities to whom incident information is to be reported are defined. . . . S .
. . . i Incident Response Plan Mechanisms exist to maintain and make available a current
A.03.06.02.0DP[02] Reporting, and Functional intersects with IRO-04 . . 5
. (IRP) and viable Incident Response Plan (IRP) to all stakeholders.
Response Assistance
Incident Monitoring, |authorities to whom incident information is to be reported are defined. . . . . . .
. . . . Cyber Incident Reporting Mechanisms exist to report sensitive/regulated data incidents
A.03.06.02.0DP[02] Reporting, and Functional intersects with . IRO-10.2 . . 5
. for Sensitive Data in a timely manner.
Response Assistance
Incident Monitoring, |authorities to whom incident information is to be reported are defined. . . T .
. . . i Regulatory & Law Mechanisms exist to maintain incident response contacts with
A.03.06.02.0DP[02] Reporting, and Functional intersects with IRO-14 . . 5
. Enforcement Contacts applicable regulatory and law enforcement agencies.
Response Assistance
system security incidents are tracked.
Incident Monitoring, y untynet Situational Awareness Mechanisms exist to document, monitor and report the status
A.03.06.02.a[01] Reporting, and Functional intersects with For Incidents IRO-09 of cybersecurity & data privacy incidents to internal 5
Response Assistance stakeholders all the way through the resolution of the incident.
system security incidents are documented.
Incident Monitoring, y untynet r “ Situational Awareness Mechanisms exist to document, monitor and report the status
ituati W
A.03.06.02.a[02] Reporting, and Functional intersects with For Incidents IRO-09 of cybersecurity & data privacy incidents to internal 5
Response Assistance stakeholders all the way through the resolution of the incident.
suspected incidents are reported to the organizational incident Mechanisms exist to cover:
response capability within <A.03.06.02.0DP[01]: time period>. (1) Preparation;
. L (2) Automated event detection or manual incident report
Incident Monitoring, intak
intake;
A.03.06.02.b Reporting, and Functional intersects with Incident Handling IRO-02 5

Response Assistance

(3) Analysis;

(4) Containment;
(5) Eradication; and
(6) Recovery.
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Strength of

STRM STRM Secure Controls Framework (SCF
Focal Document Element (FDE) Description . . . SCF Control . ( ) Relationship Notes (optional)
Rationale Relationship Control Description .
(optional)
. . suspected incidents are reported to the organizational incident . Mechanisms exist to establish an integrated team of
Incident Monitoring, bility within <A.03.06.02.0DP[01]: t od> Integrated Security b itv. IT and busi functi tatives that
response capability within <A.03.06.02. :time period>. cybersecurity, IT and business function representatives tha
A.03.06.02.b Reporting, and P P y P Functional intersects with |Incident Response Team IRO-07 y y . . P . . 5
. are capable of addressing cybersecurity & data privacy incident
Response Assistance (ISIRT) .
response operations.
Incident Monitoring suspected incidents are reported to the organizational incident Mechanisms exist to timely-report incidents to applicable:
’ bility within <A.03.06.02.0DP[01]: ti iod>. Incident Stakeholder 1) Int | stakeholders;
A.03.06.02.b Reporting, and response capabitity within [01]): time perio Functional intersects with . IRO-10 (1) Internal s é enho er,s’ . 5
. Reporting (2) Affected clients & third-parties; and
Response Assistance .
(3) Regulatory authorities.
. L incident information is reported to <A.03.06.02.0DP[02]: authorities>. Mechanisms exist to timely-report incidents to applicable:
Incident Monitoring, Incident Stakeholder (1) Internal stakehold
ntern rs;
A.03.06.02.c Reporting, and Functional intersects with . IRO-10 ernats ? enhotde S . 5
) Reporting (2) Affected clients & third-parties; and
Response Assistance -
(3) Regulatory authorities.
. o an incident response support resource that offers advice and . Mechanisms exist to establish an integrated team of
Incident Monitoring, ist ‘ ‘ handli d rting incidents i Integrated Security b itv. IT and busi f i tati that
assistance to system users on handling and reporting incidents is cybersecurity, IT an siness function representatives tha
A.03.06.02.d Reporting, and I, ¥ Y ing porting inci ! Functional intersects with |Incident Response Team IRO-07 y urity u ! unet . P . W o 5
. provided. are capable of addressing cybersecurity & data privacy incident
Response Assistance (ISIRT) .
response operations.
Incident Monitoring an incident response support resource that offers advice and Mechanisms exist to timely-report incidents to applicable:
A.03.06.02.d Reporting, and ’ assiétance to system users on handling and reporting incidents is Functional intersects with Incident Stal.<eholder IRO-10 (1) Internal stékeholder.s; . 5
. provided. Reporting (2) Affected clients & third-parties; and
Response Assistance o
(3) Regulatory authorities.
. . an incident response support resource that offers advice and . . S .
Incident Monitoring, ist ¢ ‘ handli q ing incidents i Incident Reportin Mechanisms exist to provide incident response advice and
assistance to system users on handling and reporting incidents is
A.03.06.02.d Reporting, and ided y g P g Functional intersects with Assista:ce g IRO-11 assistance to users of systems for the handling and reporting 5
rovided.
Response Assistance P of actual and potential cybersecurity & data privacy incidents.
Incident R Det ine If:
03.06.03 net e_: :sgponse erermine Functional no relationship N/A N/A N/A N/A No requirements to map to.
estin
. the frequency at which to test the effectiveness of the incident . Mechanisms exist to formally test incident response
Incident Response o ) ) . . . Incident Response o o ) )
A.03.06.03.0DP[01] Testing response capability for the system is defined. Functional intersects with Testing IRO-06 capabilities through realistic exercises to determine the 5
operational effectiveness of those capabilities.
. the effectiveness of the incident response capability is tested . Mechanisms exist to formally test incident response
Incident Response . . . Incident Response . e . .
A.03.06.03 Testing <A.03.06.03.0DP[01]: frequency>. Functional intersects with Testing IRO-06 capabilities through realistic exercises to determine the 5
operational effectiveness of those capabilities.
Incident Response Determine If:
03.06.04 Train g Functional no relationship N/A N/A N/A N/A No requirements to map to.
rainin
A.03.06.04.0DP[01] Incident Bgsponse the time period vyithin'which incident response training is to be provided Functional intersects with Incident 'Résponse IRO-05 Mechanisms exist.t<? 'tr'ain personnelin theirincident response 5
Training to system users is defined. Training roles and responsibilities.
A.03.06.04.0DP[02] Incident Bgsponse the fr'egl?ency’a‘F which t9 provide incident response training to users Functional intersects with Incident 'Résponse IRO-05 Mechanisms exist'tc'> ‘tr'ain personnelin theirincident response 5
Training after initial training is defined. Training roles and responsibilities.
Incident Response the frequency at which to review and update incident response trainin Incident Response Mechanisms exist to train personnel in their incident response
A.03.06.04.0DP[03] resp quency P P €| Functional | intersects with nesp IRO-05 rotrainp P 5
Training content is defined. Training roles and responsibilities.
Incident Response events that initiate a review of the incident response training content Incident Response Mechanisms exist to train personnelin their incident response
A.03.06.04.0DP[04] resp _ P g Functional | intersects with nesp IRO-05 rotrainp P 5
Training are defined. Training roles and responsibilities.
incident response training for system users consistent with assigned
A.03.06.04.2.01 Incident Bésponse rolgs and respons'ibilitie’s i§ provided within <A.O3.06.04.QI??[O1]: time Functional intersects with Incident .Rt.asponse IRO-05 Mechanisms existlt<‘) .tr.ain personnelin theirincident response 5
Training period> of assuming an incident response role or responsibility or Training roles and responsibilities.
acquiring system access.
incident response training for system users consistent with assigned Mechanisms exist to provide role-based cybersecurity & data
roles and responsibilities is provided within <A.03.06.04.0DP[01]: time Role-Based privacy-related training:
A.03.06.04.4.01 Incident Bésponse perio.d.> of assuming an incident response role or responsibility or Functional intersects with | Cybersecurity & Data SAT-03 (1) Eefore au.thorizing access to the system or performing 5
Training acquiring system access. . - assigned duties;
Privacy Training .
(2) When required by system changes; and
(3) Annually thereafter.
incident response training for system users consistent with assigned Mechanisms exist to provide role-based cybersecurity & data
roles and responsibilities is provided when required by system changes. Role-Based privacy-related training:
Incident Response 1) Before authorizing access to the system or performin
A.03.06.04.a.02 . P Functional intersects with | Cybersecurity & Data SAT-03 (1) . r u‘ rizing ¥ rperiorming 5
Training . L assigned duties;
Privacy Training .
(2) When required by system changes; and
(3) Annually thereafter.
incident response training for system users consistent with assigned Mechanisms exist to provide role-based cybersecurity & data
roles and responsibilities is provided <A.03.06.04.0DP[02]: frequency> Role-Based privacy-related training:
Incident Response th fter. 1) Bef thorizi to th t f i
A.03.06.04.a.03 . P ereatter Functional intersects with | Cybersecurity & Data SAT-03 ( )_ erore au‘ orizing access to the system or pertorming 5
Training . . assigned duties;
Privacy Training .
(2) When required by system changes; and
(3) Annually thereafter.
A.03.06.04.b[01] Incident .Résponse incident response training content is reviewed <A.03.06.04.0DP[03]: Functional intersects with Incident 'Re'zsponse IRO-05 Mechanisms exist.tc? 'tr'ain personnelin theirincident response 5
Training frequency>. Training roles and responsibilities.
A.03.06.04.b[02] Incident .Résponse incident response training content is updated <A.03.06.04.0DP[03]: Functional intersects with Incident 'Re'zsponse IRO-05 Mechanisms exist.tc.) 'tr'ain personnelin theirincident response 5
Training frequency>. Training roles and responsibilities.
A.03.06.04.b[03] Incident Bésponse incident response training content is reviewed following Functional intersects with Incident 'Re'zsponse IRO-05 Mechanisms exist.tc.) 'tr'ain personnelin theirincident response 5
Training <A.03.06.04.0DP[04]: events>. Training roles and responsibilities.
A.03.06.04.b[04] Incident Bésponse incident response training content is updated following Functional intersects with Incident 'Re'zsponse IRO-05 Mechanisms exist.tc.) 'tr'ain personnelin theirincident response 5
Training <A.03.06.04.0DP[04]: events>. Training roles and responsibilities.
. Determine If: . . . .
03.06.05 Incident Response Plan Functional no relationship N/A N/A N/A N/A No requirements to map to.
incident lan is developed that ides th izati
A.03.06.05.a.01 Incident Response Plan ar']tIhnCI end reSpfons'e plan . t'eve"?p'e 'da 'cproVI oo Orgz:'ltza o Functional intersects with Incident Response Plan IRO-04 Mechanisms exist to maintain and make available a current 5
.03.06.05.a. with a roadmap for implementing its incident response capability. -
P P P g P P y (IRP) and viable Incident Response Plan (IRP) to all stakeholders.
incident lan is developed that d ibes the struct d
A.03.06.05.a.02 | Incident Response Plan v i’n resf;:g@e IC')olan ItS oonoe. ab'l'fscn S e e Functional | intersects with | ClaentResponsePlan o o) [Mechanisms exist to maintain and make available a current 5
.03.06.05.a. organization of the incident response capability. -
P g P P ¥ (IRP) and viable Incident Response Plan (IRP) to all stakeholders.
incident lan is developed that id high-level
. an incidentresponse p ah IS develope a pr(?\_” e's a. 'gh-leve . . . Incident Response Plan Mechanisms exist to maintain and make available a current
A.03.06.05.a.03 Incident Response Plan |approach for how the incident response capability fits into the overall Functional intersects with IRO-04 . . 5
. (IRP) and viable Incident Response Plan (IRP) to all stakeholders.
organization.
incident lani L that defi tabl
. ?n |.nC|den response plan is developed that defines reportable . . i Incident Response Plan Mechanisms exist to maintain and make available a current
A.03.06.05.a.04 Incident Response Plan |incidents. Functional intersects with |IRO-04 i . 5
(IRP) and viable Incident Response Plan (IRP) to all stakeholders.
incident lani L that the shari f
A.03.06.05.8.05 Incident Response Plan ?n {Zmdte.nf resp(:.nse plan is developed that addresses the sharing o Functional intersects with Incident Response Plan IRO-04 Mechanisms exist to maintain and make available a current 5
.03.06.05.a. ncident information. -
P inet ! I (IRP) and viable Incident Response Plan (IRP) to all stakeholders.
incident lan is developed that designat ibiliti
A.03.06.05.4.06 Incident Response Plan fn inct (.an tljesp:)nsstp anis deve O[l:)e f esignates responsibiiities Functional intersects with Incident Response Plan IRO-04 Mechanisms exist to maintain and make available a current 5
.03.06.05.a. o organizational entities, personnel, or roles. - . .
P ganizatl es, p (IRP) and viable Incident Response Plan (IRP) to all stakeholders.
i f the incident L distributed to designated
A.03.06.05.b[01] Incident Response Plan F:Op::les (t) oo pe respoTS'Z i ?:'acrzleb nameo bo TSIgna ) Functional intersects with Incident Response Plan IRO-04 Mechanisms exist to maintain and make available a current 5
.03.06.05. ncident response personnel (identifie name or by role). -
P inel P P ( ” y y ) (IRP) and viable Incident Response Plan (IRP) to all stakeholders.
copies of the incident response plan are distributed to organizational
A.03.06.05.b[02] Incident Response Plan el P! ; inet P P strbu ganizatl Functional intersects with Incident Response Plan IRO-04 Mechanisms exist to maintain and make available a current 5
.03.06.05. i elements. uncti i Wi -
P m (IRP) and viable Incident Response Plan (IRP) to all stakeholders.
the incident response plan is updated to address system and
! . ! ti rl I; pran| ;T tr d dy . l Mechanisms exist to regularly review and modify incident
organizational changes or problems encountered during plan
A.03.06.05.c Incident Response Plan |. g ] g ] P ) gp Functional intersects with IRP Update IRO-04.2 response practices to incorporate lessons learned, business 5
implementation, execution, or testing. .
process changes and industry developments, as necessary.
A.03.06.05.d Incident Response Plan the incident response plan is protected from unauthorized disclosure. Functional intersects with Defined Bgléé & HRS-03 Mechani.srnAs‘ exist to define cybersecurity roles & 5
Responsibilities responsibilities for all personnel.
the incident response plan is protected from unauthorized disclosure. Mechanisms exist to enforce a Role-Based Access Control
Role-Based Access RBAC li d that li d-to-
A.03.06.05.d Incident Response Plan Functional intersects with IAC-08 ( )po !cy over Users andresources tha aF_JF_) 1es heed-to 5
Control (RBAC) know and fine-grained access control for sensitive/regulated
data access.
the incident response plan is protected from unauthorized disclosure.
. P P P . . . Access To Sensitive / Mechanisms exist to limit access to sensitive/regulated data
A.03.06.05.d Incident Response Plan Functional intersects with IAC-20.1 . . . 5
Regulated Data to only those individuals whose job requires such access.
03.07.01 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.07.02 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.07.03 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.07.04 Maintenance Tools Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
th f syst int toolsi d. Mechani istt trol and itor th f syst
A.03.07.04.a[01] Maintenance Tools € Use of system maintenance toois 1s approve Functional intersects with Maintenance Tools MNT-04 ec.: anisms exist1o controt and monftorine use ot system 5
maintenance tools.
th f syst int toolsi trolled. Mechani istt trol and itor th f syst
A.03.07.04.a[02] Maintenance Tools € Use o system maintenance tools Is controlle Functional intersects with Maintenance Tools MNT-04 e? anisms exist1o controt and monftorne use of system 5
maintenance tools.
th f t int tools i it d. Mechani istt troland itorth f t
A.03.07.04.a[03] Maintenance Tools © Lse of system maintenance foals 1s monitore Functional intersects with Maintenance Tools MNT-04 e? tanlsms TXISI © controt and monttorthe Use ot system 5
maintenance tools.
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Set Theory Relationship Mapping (STRM)

NIST SP 800-171AR3

Version 2025.1

3/28/2025
Strength of
STRM STRM Secure Controls Framework (SCF
Focal Document Element (FDE) Description . . . SCF Control . ( ) Relationship Notes (optional)
Rationale Relationship Control Description .
(optional)
media with diagnostic and test programs are checked for malicious . . . . . .
. ) ) . . . . Mechanisms exist to check media containing diagnostic and
A.03.07.04.b Maintenance Tools |code before the media are used in the system. Functional intersects with Inspect Media MNT-04.2 . ) 5
test programs for malicious code before the media are used.
the removal of system maintenance equipment containing CUl is . .
ted b ifving that th . cUlon th . ) itizi Prevent Unauthorized Mechanisms exist to prevent or control the removal of
revente verifying that there is no on the equipment, sanitizin . . . . . . .
A.03.07.04.c Maintenance Tools P . y y g o . quip L g Functional intersects with MNT-04.3 |equipment undergoing maintenance that containing 5
or destroying the equipment, or retaining the equipment within the Removal L . .
. organizational information.
facility.
03.07.05 Nonlocal Maintenance [Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
nonlocal maintenance and diagnostic activities are approved. Mechanisms exist to authorize, monitor and control remote,
A.03.07.05.a[01] Nonlocal Maintenance g pp Functional intersects with | Remote Maintenance MNT-05 . . . . 5
non-local maintenance and diagnostic activities.
nonlocal maintenance and diagnostic activities are monitored. Mechanisms exist to authorize, monitor and control remote,
A.03.07.05.a[02] Nonlocal Maintenance g Functional intersects with | Remote Maintenance MNT-05 . . . . 5
non-local maintenance and diagnostic activities.
multi-factor authentication is implemented in the establishment of . . .
. ] . . Automated mechanisms exist to enforce Multi-Factor
nonlocal maintenance and diagnostic sessions. ——
Authentication (MFA) for:
. . . . Multi-Factor (1) Remote network access;
A.03.07.05.b[01] Nonlocal Maintenance Functional intersects with L IAC-06 . L . 5
Authentication (MFA) (2) Third-party systems, applications and/or services; and/ or
(3) Non-console access to critical systems or systems that
store, transmit and/or process sensitive/regulated data.
replay resistance is implemented in the establishment of nonlocal System Hardening Mechanisms exist to develop, document and maintain secure
maintenance and diagnostic sessions. baseline configurations for technolo latforms that are
A.03.07.05.b[02] Nonlocal Maintenance g Functional intersects with Through Baseline CFG-02 ) ) g ) &P ) 5
. . consistent with industry-accepted system hardening
Configurations
standards.
replay resistance is implemented in the establishment of nonlocal Replay-Resistant Automated mechanisms exist to employ replay-resistant
A.03.07.05.b[02] Nonlocal Maintenance p‘ y . P . . Functional intersects with pay o IAC-02.2 o ployrepiay 5
maintenance and diagnostic sessions. Authentication authentication.
replay resistance is implemented in the establishment of nonlocal Remote Maintenance Cryptographic mechanisms exist to protect the integrity and
A.03.07.05.b[02] Nonlocal Maintenance |maintenance and diagnostic sessions. Functional intersects with Cryptographic MNT-05.3 |confidentiality of remote, non-local maintenance and 5
Protection diagnostic communications.
session connections are terminated when nonlocal maintenance is Automated mechanisms exist to log out users, both locally on
A.03.07.05.c[01] Nonlocal Maintenance |completed. Functional intersects with | Session Termination IAC-25 the network and for remote sessions, at the end of the session 5
or after an organization-defined period of inactivity.
session connections are terminated when nonlocal maintenance is Remote Maintenance Mechanisms exist to provide remote disconnect verification to
A.03.07.05.c[01] Nonlocal Maintenance |completed. Functional intersects with | _. . MNT-05.4 |ensure remote, non-local maintenance and diagnostic 5
Disconnect Verification . .
sessions are properly terminated.
network connections are terminated when nonlocal maintenance is Network Connection Mechanisms exist to terminate network connections at the
A.03.07.05.c[02] Nonlocal Maintenance |completed. Functional intersects with Termination NET-07 end of a session or after an organization-defined time period of 5
inactivity.
. Determine If: . . . .
03.07.06 Maintenance Personnel Functional no relationship N/A N/A N/A N/A No requirements to map to.
a process for maintenance personnel authorization is established. . . . . s . .
. . . ... |Authorized Maintenance Mechanisms exist to maintain a current list of authorized
A.03.07.06.a Maintenance Personnel Functional intersects with MNT-06 . L 5
Personnel maintenance organizations or personnel.
list of authorized int izati Li
. @ I? © ’au orized maintenance organizations or personnetis . . ... |Authorized Maintenance Mechanisms exist to maintain a current list of authorized
A.03.07.06.b Maintenance Personnel |maintained. Functional intersects with MNT-06 . L 5
Personnel maintenance organizations or personnel.
non-escorted personnel who perform maintenance on the system . . . . L . .
. . o . . i Authorized Maintenance Mechanisms exist to maintain a current list of authorized
A.03.07.06.c Maintenance Personnel |possess the required access authorizations. Functional intersects with MNT-06 . L 5
Personnel maintenance organizations or personnel.
non-escorted personnel who perform maintenance on the system . .
th ired thorizati Non-Svster Related Mechanisms exist to ensure that non-escorted personnel
ossess the required access authorizations. -
A.03.07.06.c Maintenance Personnel P q Functional intersects with Mayintenance MNT-06.2 performing non-IT maintenance activities in the physical 5
proximity of IT systems have required access authorizations.
non-escorted personnel who perform maintenance on the system . Mechanisms exist to ensure the risks associated with
th ired thorizati Maintenance Personnel int Lwho d th ot
ossess the required access authorizations. maintenance personnel who do not have appropriate access
A.03.07.06.c Maintenance Personnel P qu u Functional intersects with Without Appropriate MNT-06.1 L P Pprop 5
Access authorizations, clearances or formal access approvals are
appropriately mitigated.
organizational personnel with required access authorizations are
. g. 28t per . Wl r.qwr . u 1zatl . . . Authorized Maintenance Mechanisms exist to maintain a current list of authorized
A.03.07.06.d[01] Maintenance Personnel |designated to supervise the maintenance activities of personnel who do Functional intersects with MNT-06 . . 5
. . Personnel maintenance organizations or personnel.
not possess the required access authorizations.
organizational personnel with required technical competence are
X 8 .I’]IZ lonat per r.m Wi r~qU|r nl, . mpeten r . . . Authorized Maintenance Mechanisms exist to maintain a current list of authorized
A.03.07.06.d[02] Maintenance Personnel [designated to supervise the maintenance activities of personnel who do Functional intersects with MNT-06 . . 5
) o Personnel maintenance organizations or personnel.
not possess the required access authorizations.
03.08.01 Media Storage Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
system media that contain CUI are physically controlled. Mechanisms exist to:
(1) Physically control and securely store digital and non-digital
media within controlled areas using organization-defined
A.03.08.01[01] Media Storage Functional intersects with Media Storage DCH-06 security measures; and 5
(2) Protect system media until the media are destroyed or
sanitized using approved equipment, techniques and
procedures.
system media that contain CUI are securely stored. Mechanisms exist to:
(1) Physically control and securely store digital and non-digital
media within controlled areas using organization-defined
A.03.08.01[02] Media Storage Functional intersects with Media Storage DCH-06 security measures; and 5
(2) Protect system media until the media are destroyed or
sanitized using approved equipment, techniques and
procedures.
03.08.02 Media Access Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
A.03.08.02 Media Access access to CUl on system media is restricted to authorized personnel or Functional intersects with Media Access DCH-03 Mecha.n_isms ex?st to contro.l anq re‘s’Frict access to digital and 5
roles. non-digital media to authorized individuals.
03.08.03 Media Sanitization Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
system media that contain CUI are sanitized prior to disposal, release Mechanisms exist to sanitize system media with the strength
A.03.08.03 Media Sanitization out of organizational control, or release for reuse. Functional intersects with Syste‘nj Mfedia DCH-09 and i'ntce'grity commensuréte WitEh the c'lassification or 5
Sanitization sensitivity of the information prior to disposal, release out of
organizational control or release for reuse.
03.08.04 Media Marking Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
system media that contain CUI are marked to indicate distribution Mechanisms exist to mark media in accordance with data
limitations. rotection requirements so that personnel are alerted to
A.03.08.04[01] Media Marking Functional | intersects with Media Marking DCH-04  |Protectionrequiren atp . 5
distribution limitations, handling caveats and applicable
security requirements.
system media that contain CUI are marked to indicate handling Mechanisms exist to mark media in accordance with data
caveats. rotection requirements so that personnel are alerted to
A.03.08.04[02] Media Marking v Functional | intersects with Media Marking DCH-04  |Protectionrequiren atp , 5
distribution limitations, handling caveats and applicable
security requirements.
system media that contain CUI are marked to indicate applicable CUI Mechanisms exist to mark media in accordance with data
markings. otection requirements so that personnel are alerted to
A.03.08.04[03] Media Marking rdng Functional | intersects with Media Marking DCH-04  |Protectionrequiremen atper re ater 5
distribution limitations, handling caveats and applicable
security requirements.
03.08.05 Media Transport Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
system media that contain CUI are protected during transport outside Mechanisms exist to protect and control digital and non-digital
A.03.08.05.a[01] Media Transport of controlled areas. Functional intersects with | Media Transportation DCH-07 media during transport outside of controlled areas using 5
appropriate security measures.
system media that contain CUI are controlled during transport outside Mechanisms exist to protect and control digital and non-digital
A.03.08.05.a[02] Media Transport of controlled areas. Functional intersects with | Media Transportation DCH-07 media during transport outside of controlled areas using 5
appropriate security measures.
accountability for system media that contain CUl is maintained during Mechanisms exist to protect and control digital and non-digital
A.03.08.05.b Media Transport transport outside of controlled areas. Functional intersects with [ Media Transportation DCH-07 media during transport outside of controlled areas using 5
appropriate security measures.
activities associated with the transport of system media that contain Mechanisms exist to protect and control digital and non-digital
A.03.08.05.c Media Transport CUIl are documented. Functional intersects with [ Media Transportation DCH-07 media during transport outside of controlled areas using 5
appropriate security measures.
03.08.06 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.08.07 Media Use Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
types of system media with usage restrictions or that are prohibited Mechanisms exist to restrict the use of types of digital media
A.03.08.07.0DP[01] Media Use P ystem T g P Functional | intersects with Media Use DCH-10 P g 5
from use are defined. on systems or system components.
th f the following t f syst iai trict Mechani istt trict th ft f digital i
A.03.08.07.a Media Use e u.s¢.a of the following types of system media is res rlc? ed or Functional intersects with Media Use DCH-10 echanisms exist to restrict the use of types of digital media 5
prohibited: <A.03.08.07.0DP[01]: types of system media>. on systems or system components.
the use of removable system media without an identifiable owner is Prohibit Use Without Mechanisms exist to prohibit the use of portable storage
A.03.08.07.b Media Use prohibited. Functional intersects with owner DCH-10.2 [devices in organizational information systems when such 5
devices have no identifiable owner.
03.08.08 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
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System Backup —

Determine If:

(optional)

03.08.09 Cryptographic Functional no relationship N/A N/A N/A N/A No requirements to map to.
Protection
System Backup - the confidentiality of backup information is protected.
¥ 'p ¥ P P . . . Cryptographic Cryptographic mechanisms exist to prevent the unauthorized
A.03.08.09.a Cryptographic Functional intersects with . BCD-11.4 . L . . 5
. Protection disclosure and/or modification of backup information.
Protection
System Backup - cryptographic mechanisms are implemented to prevent the . . . . .
. . . . . . . Cryptographic Cryptographic mechanisms exist to prevent the unauthorized
A.03.08.09.b Cryptographic unauthorized disclosure of CUI at backup storage locations. Functional intersects with . BCD-11.4 . L. . . 5
. Protection disclosure and/or modification of backup information.
Protection
03.09.01 Personnel Screening |[Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
conditions that require the rescreening of individuals are defined. Mechanisms exist to manage personnel security risk b
A.03.09.01.0DP[01] Personnel Screening 9 g Functional intersects with Personnel Screening HRS-04 L . gep . y y 5
screening individuals prior to authorizing access.
conditions that require the rescreening of individuals are defined. Mechanisms exist to ensure that individuals accessing a
Roles With Special t that st ,t it inf ti
A.03.09.01.0DP[01] Personnel Screening Functional intersects with . P HRS-04.1 Sys em ats Pres rans.ml S o.r process.es ”t] ormailon 5
Protection Measures requiring special protection satisfy organization-defined
personnel screening criteria.
individuals are screened prior to authorizing access to the system. Mechanisms exist to manage personnel security risk b
A.03.09.01.a Personnel Screening P g y Functional intersects with Personnel Screening HRS-04 . ] gep o y y 5
screening individuals prior to authorizing access.
individuals are rescreened in accordance with the following conditions: Mechanisms exist to manage personnel security risk b
A.03.09.01.b Personnel Screening . g Functional intersects with Personnel Screening HRS-04 . . gep o y y 5
<A.03.09.01.0DP[01]: conditions>. screening individuals prior to authorizing access.
Personnel Termination |Determine If:
03.09.02 Functional no relationship N/A N/A N/A N/A No requirements to map to.
and Transfer
Personnel Termination the time period within which to disable system access is defined. Mechanisms exist to adjust logical and physical access
A.03.09.02.0DP[01] and Transfer Functional intersects with Personnel Transfer HRS-08 authorizations to systems and facilities upon personnel 5
reassignment or transfer, in a timely manner.
A.03.09.02.0DP[01] Personnel Termination [the time period within which to disable system access is defined. Functional intersects with | Personnel Termination HRS-09 Mechanisms exist to govern the termination of individual 5
and Transfer employment.
P LT inati t inati f indivi L L t t is disabl Mechani istt thet inati findivi L
A.03.09.02.4.01 ersonnel Termination ur.)or.1 ermination of individua .emp oymen , System access is disabled Functional intersects with | Personnel Termination HRS-09 echanisms exist to govern the termination of individua 5
and Transfer within <A.03.09.02.0DP[01]: time period>. employment.
Personnel Termination |upon termination of individual employment, authenticators associated . . i . Mechanisms exist to govern the termination of individual
A.03.09.02.a.02[01] p . . ploy Functional intersects with | Personnel Termination HRS-09 g 5
and Transfer with the individual are terminated or revoked. employment.
Personnel Termination |upon termination of individual employment, credentials associated . . i . Mechanisms exist to govern the termination of individual
A.03.09.02.a.02[02] p o . ploy Functional intersects with | Personnel Termination HRS-09 g 5
and Transfer with the individual are terminated or revoked. employment.
Personnel Termination upon termination of individual employment, security-related system Mechanisms exist to ensure that employees and third-party
A.03.09.02.a.03 and Transfer property is retrieved. Functional intersects with Return of Assets AST-10 users return all organizational assets in their possession upon 5
termination of employment, contract or agreement.
P LT inati t inati f indivi L L t ity-relat t Mechani istt thet inati findivi L
A.03.09.02.4.03 ersonnel Termination |upon ermlna |.on of individual employment, security-related system Functional intersects with | Personnel Termination HRS-09 echanisms exist to govern the termination of individua 5
and Transfer property is retrieved. employment.
P LT inati t inati f indivi l l t ity-relat t Mechani istt tri ization- t
A.03.09.02.4.03 ersonnel Termination [upon err.nlna |.on of individual employment, security-related system Functional intersects with Asset Collection HRS-09.1 ec.anl.sms eX|s. o.rc-? rieve organization-owned assets upon 5
and Transfer property is retrieved. termination of an individual's employment.
upon individual reassignment or transfer to other positions in the
Personnel Termination P i ati th g i l df P t logical and Mechanisms exist to adjust logical and physical access
organization, the ongoing operational need for current logical an . . . o -
A.03.09.02.b.01[01] g . g .g .p . g. . Functional intersects with Personnel Transfer HRS-08 authorizations to systems and facilities upon personnel 5
and Transfer physical access authorizations to the system and facility is reviewed. . . .
reassignment or transfer, in a timely manner.
upon individual reassignment or transfer to other positions in the
Personnel Termination orp anization, the on ogn operational need for ¢ rprent logical and Mechanisms exist to adjust logical and physical access
ization, i i u i . . . . S
A.03.09.02.b.01[02] g . g .g .p . g. . Functional intersects with Personnel Transfer HRS-08 authorizations to systems and facilities upon personnel 5
and Transfer physical access authorizations to the system and facility is confirmed. . . .
reassignment or transfer, in a timely manner.
Personnel Termination upon individual reassignment or transfer to other positions in the Mechanisms exist to adjust logical and physical access
A.03.09.02.b.02 and Transfer organization, access authorization is modified to correspond with any Functional intersects with Personnel Transfer HRS-08 authorizations to systems and facilities upon personnel 5
changes in operational need. reassignment or transfer, in a timely manner.
Physical Access Determine If:
03.10.01 . L. Functional no relationship N/A N/A N/A N/A No requirements to map to.
Authorizations
the frequency at which to review the access list detailing authorized Physical access control mechanisms exist to maintain a
A.03.10.01.0DP[01] Physica.l Ac.cess facility access by individuals is defined. Functional intersects with Physica.l Ac.cess PES-02 curreht liét of pers.qunelwith authorized access t9 . 5
Authorizations Authorizations organizational facilities (except for those areas within the
facility officially designated as publicly accessible).
. the frequency at which to review the access list detailing authorized . Physical access control mechanisms exist to authorize
Physical Access . o ) ) . . . Role-Based Physical ) o o
A.03.10.01.0DP[01] L facility access by individuals is defined. Functional intersects with PES-02.1 physical access to facilities based on the position or role of the 5
Authorizations Access R
individual.
a list of individuals with authorized access to the facility where the Physical access control mechanisms exist to maintain a
A.03.10.01.a[01] Physicall Ac.cess system resides is developed. Eunctional intersects with Physica.l AcAcess PES-02 curre|t1t liét of persvc?n.nelwith authorized access tF) , 5
Authorizations Authorizations organizational facilities (except for those areas within the
facility officially designated as publicly accessible).
a list of individuals with authorized access to the facility where the Physical access control mechanisms exist to maintain a
A.03.10.01.a[02] Physica.l Ac‘cess system resides is approved. Functional intersects with Physica_l Ac.cess PES-02 currer.1t liét of pers.o'n.nel with authorized access tF) . 5
Authorizations Authorizations organizational facilities (except for those areas within the
facility officially designated as publicly accessible).
a list of individuals with authorized access to the facility where the Physical access control mechanisms exist to maintain a
Physical Access system resides is maintained. Physical Access current list of personnel with authorized access to
A.03.10.01.a[03] ysiea® AC y Functional | intersects with ysica’l AC PES-02 ntiistorperson o 5
Authorizations Authorizations organizational facilities (except for those areas within the
facility officially designated as publicly accessible).
. authorization credentials for facility access are issued. . Physical access control mechanisms exist to authorize
Physical Access . . . Role-Based Physical . . .
A.03.10.01.b L Functional intersects with PES-02.1 physical access to facilities based on the position or role of the 5
Authorizations Access oo
individual.
the facility access list is reviewed <A.03.10.01.0DP[01]: frequency>. Physical access control mechanisms exist to maintain a
Physical A Physical A i i i
A.03.10.01.c yS|ca. c.cess Functional intersects with ysnca. c.cess PES-02 currer.1t l|§t of pers.c?n.nelwnh authorized access tF) . 5
Authorizations Authorizations organizational facilities (except for those areas within the
facility officially designated as publicly accessible).
individuals from the facility access list are removed when access is no Physical access control mechanisms exist to maintain a
A.03.10.01.d Physica.l Ac.cess longer required. Functional intersects with Physica.l Ac.cess PES-02 currerlt liét of pers.qunel with authorized access t? . 5
Authorizations Authorizations organizational facilities (except for those areas within the
facility officially designated as publicly accessible).
Monitoring Physical |Determine If:
03.10.02 A grny Functional no relationship N/A N/A N/A N/A No requirements to map to.
ccess
A.03.10.02.0DP[01] Monitoring Physical |the frequency at which to review physical access logs is defined. Functional intersects with Monitoring Physical PES-05 Physical access control me'chanisms. ex.ist .to monitor for, 5
Access Access detect and respond to physical security incidents.
A.03.10.02.0DP[02] Monitoring Physical |events o!' potential inc!ications of events requiring physical access logs Functional intersects with Monitoring Physical PES-05 Physical access control me'chanisms. ex.ist .to monitor for, 5
Access to be reviewed are defined. Access detect and respond to physical security incidents.
A.03.10.02.a[01] Monitoring Physical [physical acc.:ess to tht.e fa.cili.ty where the system resides is monitored to Functional intersects with Monitoring Physical PES-05 Physical access control me'chanisms. ex.ist .to monitor for, 5
Access detect physical security incidents. Access detect and respond to physical security incidents.
Monitoring Physical hysical security incidents are responded to. Monitoring Physical Physical access control mechanisms exist to monitor for,
A.03.10.02.a[02] erhy phy y P Functional intersects with grny PES-05 y . o 5
Access Access detect and respond to physical security incidents.
A.03.10.02.b[01] Monitoring Physical |physical access logs are reviewed <A.03.10.02.0DP[01]: frequency>. Functional intersects with Monitoring Physical PES-05 Physical access control mthanisms. ex.ist .to monitor for, 5
Access Access detect and respond to physical security incidents.
Monitoring Physical hysical access logs are reviewed upon occurrence of Monitoring Physical Physical access control mechanisms exist to monitor for,
A.03.10.02.b[02] nitoring Fnys| physt gs are reviewed upon occurren Functional | intersects with nitoring Fhys| PES-05 ysi Mrot mechanisms exist to monitortor 5
Access <A.03.10.02.0DP[02]: events or potential indicators of events>. Access detect and respond to physical security incidents.
03.10.03 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.10.04 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.10.05 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.10.06 Alternate Work Site Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
security requirements to be employed at alternate work sites are Physical security mechanisms exist to utilize appropriate
A.03.10.06.0DP[01] Alternate Work Site  |defined. Functional intersects with Alternate Work Site PES-11 management, operational and technical controls at alternate 5
work sites.
security requirements to be employed at alternate work sites are
def dy q proy Work From Anywhere Mechanisms exist to define secure telecommuting practices
efined.
A.03.10.06.0DP[01] Alternate Work Site Functional intersects with | (WFA) - Telecommuting NET-14.5 and govern remote access to systems and data for remote 5
Security workers.
alternate work sites allowed for use by employees are determined. Physical security mechanisms exist to utilize appropriate
A.03.10.06.a Alternate Work Site Functional intersects with Alternate Work Site PES-11 management, operational and technical controls at alternate 5
work sites.
alternate work sites allowed for use by employees are determined.
y pioy Work From Anywhere Mechanisms exist to define secure telecommuting practices
A.03.10.06.a Alternate Work Site Functional intersects with | (WFA) - Telecommuting NET-14.5 and govern remote access to systems and data for remote 5
Security workers.
the following security requirements are employed at alternate work Physical security mechanisms exist to utilize appropriate
A.03.10.06.b Alternate Work Site  |sites: <A.03.10.06.0DP[01]: security requirements>. Functional intersects with Alternate Work Site PES-11 management, operational and technical controls at alternate 5

work sites.
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the following security requirements are employed at alternate work

(optional)

and Scanning

applications.

. ) ) Work From Anywhere Mechanisms exist to define secure telecommuting practices
A.03.10.06.b Alternate Work Site sites: <A.03.10.06.0DP[01]: security requirements>. Functional intersects with | (WFA) - Telecommuting NET-14.5 and govern remote access to systems and data for remote 5
Security workers.
03.10.07 Physical Access Control Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
physical access authorizations are enforced at entry and exit points to Physical access control mechanisms exist to maintain a
A.03.10.07.4.01 Physical Access Control the facility Whe're t'he system residés by verifying individual physical Functional intersects with Physica_l Ac.cess PES-02 currer?t liét of pers.C).rTnelwith authorized access t.O . 5
access authorizations before granting access. Authorizations organizational facilities (except for those areas within the
facility officially designated as publicly accessible).
physical access authorizations are enforced at entry and exit points to Physical access control mechanisms exist to enforce physical
the facility where the system resides by controlling ingress and egress access authorizations for all physical access points (including
A.03.10.07.a.02 Physical Access Control |with physical access control systems, devices, or guards. Functional intersects with | Physical Access Control PES-03 designated entry/exit points) to facilities (excluding those 5
areas within the facility officially designated as publicly
accessible).
physical access audit logs for entry or exit points are maintained. Physical access control mechanisms generate a log entry for
A.03.10.07.b Physical Access Control Functional intersects with | Physical Access Logs PES-03.3 |each access attempt through controlled ingress and egress 5
points.
visitors are escorted. . . . . .
Physical access control mechanisms exist to identify,
A.03.10.07.c[01] Physical Access Control Functional intersects with Visitor Control PES-06 authorize and monitor visitors before allowing access to the 5
facility (other than areas designated as publicly accessible).
visitors are escorted. . . . S e
. . . . Distinguish Visitors from Physical accgss control mechar.ns.ms exist to .eas@ distinguish
A.03.10.07.c[01] Physical Access Control Functional intersects with On-Site Personnel PES-06.1 between onsite personnel and visitors, especially in areas 5
where sensitive/regulated data is accessible.
visitors are escorted. Physical access control mechanisms exist to restrict
A.03.10.07.c[01] Physical Access Control Functional intersects with Restrict Unescorted PES-06.3 unesc?orted access to facilities to personnfal W,ith required‘ 5
Access security clearances, formal access authorizations and validate
the need for access.
visitor activity is controlled. . . . . .
Physical access control mechanisms exist to identify,
A.03.10.07.c[02] Physical Access Control Functional intersects with Visitor Control PES-06 authorize and monitor visitors before allowing access to the 5
facility (other than areas designated as publicly accessible).
visitor activity is controlled. L . . Physical access control mechanisms exist to easily distinguish
) . . . Distinguish Visitors from . . . .
A.03.10.07.c[02] Physical Access Control Functional intersects with On-Site Personnel PES-06.1 between onsite personnel and visitors, especially in areas 5
where sensitive/regulated data is accessible.
visitor activity is controlled. Physical access control mechanisms exist to restrict
A.03.10.07.c[02] Physical Access Control Functional intersects with Restrict Unescorted PES-06.3 unesc.orted access to facilities to personn.el W,ith required. 5
Access security clearances, formal access authorizations and validate
the need for access.
keys, combinations, and other physical access devices are secured. Physical access control mechanisms exist to enforce physical
access authorizations for all physical access points (including
A.03.10.07.d Physical Access Control Functional intersects with | Physical Access Control PES-03 designated entry/exit points) to facilities (excluding those 5
areas within the facility officially designated as publicly
accessible).
physical access to output devices is controlled to prevent unauthorized Access Control for Physical security mechanisms exist to restrict access to
A.03.10.07.e Physical Access Control |individuals from obtaining access to CUI. Functional intersects with Output Devices PES-12.2 printers and other system output devices to prevent 5
unauthorized individuals from obtaining the output.
03.10.08 Access Cc.)ntI:OI for Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
Transmission
physical access to system distribution and transmission lines within Physical security mechanisms exist to protect power and
A.03.10.08 Access Cc?ntrolfor organizational facilities is controlled. Eunctional intersects with Transmission. Medium PES-12.1 tcelecomrnunicat‘ions cabli.ng carryir.lg dz?ta or supporting 5
Transmission Security information services from interception, interference or
damage.
03.11.01 Risk Assessment Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
the frequency at which to update the risk assessment is defined. Mechanisms exist to routinely update risk assessments and
A.03.11.01.0DP[01] Risk Assessment Functional | intersectswith | ISk /Assessment Rsk-07  |re@ctaccordingly upon identifying new security vulnerabilities, 5
Update including using outside sources for security vulnerability
information.
the risk (including supply chain risk) of unauthorized disclosure Mechanisms exist to identify:
resulting from the processing, storage, or transmission of CUl is (1) Assumptions affecting risk assessments, risk response
assessed. and risk monitoring;
A.03.11.01.a Risk Assessment Functional intersects with Risk Framing RSK-01.1 (,2) Cons.tral.nts affecting risk assessments, risk response and 5
risk monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the
organization for managing risk.
. the ”S.k (including supply c.haln risk) of unauthorléed_ dlsclosur§ . . . . . Mechanisms exist to identify and document risks, both internal
A.03.11.01.a Risk Assessment resulting from the processing, storage, or transmission of CUl is Functional intersects with Risk Identification RSK-03 and external. 5
assessed.
the risk (including supply chain risk) of unauthorized disclosure Mechanisms exist to develop and keep current a catalog of
A.03.11.01.a Risk Assessment resulting from the processing, storage, or transmission of CUl is Functional intersects with Risk Catalog RSK-03.1 applicable risks associated with the organization's business 5
assessed. operations and technologies in use.
esraisma it o condutecin st f
. . . i X that includes the likelihood and magnitude of harm, from
A.03.11.01.a Risk Assessment assessed. Functional intersects with Risk Assessment RSK-04 . R . . . 5
unauthorized access, use, disclosure, disruption, modification
or destruction of the organization's systems and data.
the risk (including supply chain risk) of unauthorized disclosure Mechanisms exist to develop a plan for Supply Chain Risk
resulting from the processing, storage, or transmission of CUl is Supply Chain Risk Management (SCRM) associated with the development,
A.03.11.01.a Risk Assessment assessed. Functional subset of Management (SCRM) RSK-09 acquistion, mamtena.nce a.nd d|sposalof syste.ms, system 10
Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
plans.
risk assessments are updated <A.03.11.01.0DP[01]: frequency>. . . . .
Mechanisms exist to conduct recurring assessments of risk
A.03.11.01.b Risk Assessment Functional intersects with Risk Assessment RSK-04 that mclu.des the likelihood a.md magnltu.de of harm, fro.nlq . 5
unauthorized access, use, disclosure, disruption, modification
or destruction of the organization's systems and data.
risk assessments are updated <A.03.11.01.0DP[01]: frequency>. Mechanisms exist to routinely update risk assessments and
A.03.11.01.b Risk Assessment Functional intersects with Risk Assessment RSK-07 .react apcordjngly up'on identifying new sefzurity vulnevr‘tabilities, 5
Update including using outside sources for security vulnerability
information.
03.11.02 Vulnerability Mo'nltorlng Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
and Scanning
Vulnerability Monitoring the frequency at which the system is monitored for vulnerabilities is Mechanisms exist to detect vulnerabilities and configuration
A.03.11.02.0DP[01] and Scanning defined. Functional intersects with | Vulnerability Scanning VPM-06 errors by routine vulnerability scanning of systems and 5
applications.
Vulnerability Monitoring the frequency at which the system is scanned for vulnerabilities is Mechanisms exist to detect vulnerabilities and configuration
A.03.11.02.0DP[02] and Scanning defined. Functional intersects with | Vulnerability Scanning VPM-06 errors by routine vulnerability scanning of systems and 5
applications.
- . response times to remediate system vulnerabilities are defined. Vulnerability & Patch . . - . .
A.03.11.02.0DP[03] Vulnerability qultorlng Eunctional subset of Management Program VPM-01 Mecljan'lsms exist to féc?llltate the implementation and 10
and Scanning (VPMP) monitoring of vulnerability management controls.
A.03.11.02.0DP[03] Vulnerability Mo.nitoring response times to remediate system vulnerabilities are defined. Functional intersects with Vu'lne'rability VPM-02 .Mech.a.nisms exist to ensure that vulnerabilities are properly 5
and Scanning Remediation Process identified, tracked and remediated.
Vulnerability Monitoring the frequency at which to update system vulnerabilities to be scanned Mechanisms exist to detect vulnerabilities and configuration
A.03.11.02.0DP[04] and Scanning is defined. Functional intersects with | Vulnerability Scanning VPM-06 errors by routine vulnerability scanning of systems and 5
applications.
A.03.11.02.0DP[04] Vulnerability Mo.nltorlng tche fr.equency atwhich to update system vulnerabilities to be scanned Functional intersects with | Update Tool Capability VPM-06.1 Mechanisms exist to update vulnerability scanning tools. 5
and Scanning is defined.
A.03.11.02.a[01] Vulnerability Mo.nitoring the system is monitored for vulnerabilities <A.03.11.02.0DP[01]: Functional intersects with | Attack Surface Scope VPM-01.1 Mechanisms exist to define and.m.a?nage the scope for its 5
and Scanning frequency>. attack surface management activities.
Vulnerability Monitoring the system is monitored for vulnerabilities <A.03.11.02.0DP[01]: Mechanisms exist to detect vulnerabilities and configuration
A.03.11.02.a[01] and Scanning frequency>. Functional intersects with | Vulnerability Scanning VPM-06 errors by routine vulnerability scanning of systems and 5
applications.
Vulnerability Monitoring the system is scanned for vulnerabilities <A.03.11.02.0DP[02]: Mechanisms exist to detect vulnerabilities and configuration
A.03.11.02.a[02] frequency>. Functional intersects with | Vulnerability Scanning VPM-06 errors by routine vulnerability scanning of systems and 5

lclole

Attribution-HeDerivatives 4.0
International (O BY-ND 4.0)

Secure Controls Framework (SCF)

3/28/2025

150f22



NIST SP 800-171AR3 Version 2025.1

Set Theory Relationship Mapping (STRM)

3/28/2025
Strength of
STRM STRM Secure Controls Framework (SCF
Focal Document Element (FDE) Description . . . SCF Control . ( ) Relationship Notes (optional)
Rationale Relationship Control Description .
(optional)
Vulnerability Monitoring the system is monitored for vulnerabilities when new vulnerabilities that Mechanisms exist to detect vulnerabilities and configuration
A.03.11.02.a[03] and Scyanning affect the system are identified. Functional intersects with | Vulnerability Scanning VPM-06 errors by routine vulnerability scanning of systems and 5
applications.
Vulnerability Monitoring the system is scanned for vulnerabilities when new vulnerabilities that Mechanisms exist to detect vulnerabilities and configuration
A.03.11.02.a[04] and Scianning affect the system are identified. Functional intersects with | Vulnerability Scanning VPM-06 errors by routine vulnerability scanning of systems and 5
applications.
Vulnerability Monitoring system vulnerabilities are remediated within <A.03.11.02.0DP[03]: Continuous Mechanisms exist to address new threats and vulnerabilities
A.03.11.02.b and Sciannin response times>. Functional intersects with Vulnerability VPM-04 on an ongoing basis and ensure assets are protected against 5
& Remediation Activities known attacks.
A.03.11.02.b Vulnerability quitoring system vul'nerabilities are remediated within <A.03.11.02.0DP[03]: Functional intersects with Software & firmware VPM-05 Mechanisms exi"s.t to conduct soft'war'e patchingfor all 5
and Scanning response times>. Patching deployed operating systems, applications and firmware.
Vulnerability Monitoring system vulnerabilities to be scanned are updated <A.03.11.02.0DP[04]: Mechanisms exist to detect vulnerabilities and configuration
A.03.11.02.c[01] and Scianning frequency>. Functional intersects with | Vulnerability Scanning VPM-06 errors by routine vulnerability scanning of systems and 5
applications.
Vulnerability Monitoring |system vulnerabilities to be scanned are updated <A.03.11.02.0DP[04]:
A.03.11.02.c[01] ¥ . gy P [04] Functional intersects with | Update Tool Capability VPM-06.1 Mechanisms exist to update vulnerability scanning tools. 5
and Scanning frequency>.
Vulnerability Monitorin system vulnerabilities to be scanned are updated when new Mechanisms exist to detect vulnerabilities and configuration
A.03.11.02.c[02] and Scimning g vulnerabilities are identified and reported. Functional intersects with | Vulnerability Scanning VPM-06 errors by routine vulnerability scanning of systems and 5
applications.
Vulnerability Monitoring [system vulnerabilities to be scanned are updated when new
A.03.11.02.c[02] y . gy . . . P Functional intersects with | Update Tool Capability VPM-06.1 Mechanisms exist to update vulnerability scanning tools. 5
and Scanning vulnerabilities are identified and reported.
03.11.03 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.11.04 Risk Response Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
findings from security assessments are responded to. Mechanisms exist to respond to findings from cybersecurity &
A.03.11.04[01] Risk Response Functional intersects with Risk Response RSK-06.1 data privacy assessments, incidents and audits to ensure 5
proper remediation has been performed.
findings from security monitoring are responded to. Mechanisms exist to respond to findings from cybersecurity &
A.03.11.04[02] Risk Response Functional intersects with Risk Response RSK-06.1 data privacy assessments, incidents and audits to ensure 5
proper remediation has been performed.
findings from security audits are responded to. Mechanisms exist to respond to findings from cybersecurity &
A.03.11.04[03] Risk Response Functional intersects with Risk Response RSK-06.1 data privacy assessments, incidents and audits to ensure 5
proper remediation has been performed.
03.12.01 Security Assessment [Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
the f twhich t th it i ts for th
€ requen(?ya W, ICh 10 assess the §ecyr| y rfaqU|remen sforthe Mechanisms exist to implement an internal audit function that
system and its environment of operation is defined. is capable of providing senior organization management with
A.03.12.01.0DP[01] Security Assessment Functional intersects with | Internal Audit Function CPL-02.1 . b . P . L 5
insights into the appropriateness of the organization's
technology and information governance processes.
the security requirements for the system and its environment of Mechanisms exist to ensure managers regularly review the
operation are assessed <A.03.12.01.0DP[01]: frequency> to determine Cvbersecurity & Data processes and documented procedures within their area of
A.03.12.01 Security Assessment |if the requirements have been satisfied. Functional intersects with y . y CPL-03 responsibility to adhere to appropriate cybersecurity & data 5
Protection Assessments . R .
protection policies, standards and other applicable
requirements.
Plan of Action and Determine If:
03.12.02 . Functional no relationship N/A N/A N/A N/A No requirements to map to.
Milestones
a plan of action and milestones for the system is developed to Mechanisms exist to generate a Plan of Action and Milestones
. document the planned remediation actions for correcting weaknesses . (POA&M), or similar risk register, to document planned
Plan of Action and o . . . . . . Plan of Action & . . o .
A.03.12.02.a.01 . or deficiencies noted during security assessments. Functional intersects with . IAO-05 remedial actions to correct weaknesses or deficiencies noted 5
Milestones Milestones (POA&M) . .
during the assessment of the security controls and to reduce
or eliminate known vulnerabilities.
a plan of action and milestones for the system is developed to reduce or Mechanisms exist to generate a Plan of Action and Milestones
Plan of Action and eliminate known system vulnerabilities. . . . Plan of Action & (POA&.M), or.S|m|lar risk register, to document .pl.ann(?d
A.03.12.02.a.02 . Functional intersects with . IAO-05 remedial actions to correct weaknesses or deficiencies noted 5
Milestones Milestones (POA&M) . .
during the assessment of the security controls and to reduce
or eliminate known vulnerabilities.
the existing plan of action and milestones is updated based on the Mechanisms exist to generate a Plan of Action and Milestones
Plan of Action and findings from security assessments. . . . Plan of Action & (POA&‘M), or.similar risk register, to document Plénngd
A.03.12.02.h.01 . Functional intersects with . IAO-05 remedial actions to correct weaknesses or deficiencies noted 5
Milestones Milestones (POA&M) . .
during the assessment of the security controls and to reduce
or eliminate known vulnerabilities.
the existing plan of action and milestones is updated based on the Mechanisms exist to generate a Plan of Action and Milestones
Plan of Action and findings from audits or reviews. _ _ . Plan of Action & (POA&'M), or.similar risk register, to document !ol'anne':d
A.03.12.02.b.02 . Functional intersects with . IAO-05 remedial actions to correct weaknesses or deficiencies noted 5
Milestones Milestones (POA&M) . .
during the assessment of the security controls and to reduce
or eliminate known vulnerabilities.
the existing plan of action and milestones is updated based on the Mechanisms exist to generate a Plan of Action and Milestones
Plan of Action and findings from continuous monitoring activities. ' ' ‘ Plan of Action & (POA&.M), or.similar risk register, to document .pl.anne.:d
A.03.12.02.b.03 . Functional intersects with . IAO-05 remedial actions to correct weaknesses or deficiencies noted 5
Milestones Milestones (POA&M) . .
during the assessment of the security controls and to reduce
or eliminate known vulnerabilities.
03.12.03 Continuous Monitoring |Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
a system-level continuous monitoring strategy is developed. Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection
A.03.12.03[01] Continuous Monitoring Functional intersects with Protection Controls CPL-02 controls oversight function that reports to the organization's 5
Oversight executive leadership.
a system-level continuous monitoring strategy is implemented. Functional Review Of Mechanisms exist to regularly review technology assets for
A.03.12.03[02] Continuous Monitoring Functional intersects with | Cybersecurity & Data CPL-03.2 |adherence to the organization’s cybersecurity & data 5
Protection Controls protection policies and standards.
ongoing monitoring is included in the continuous monitoring strategy. Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection
A.03.12.03[03] Continuous Monitoring Functional intersects with Protection Controls CPL-02 controls oversight function that reports to the organization's 5
Oversight executive leadership.
security assessments are included in the continuous monitoring Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection
A.03.12.03[04] Continuous Monitoring |strategy. Functional intersects with Protection Controls CPL-02 controls oversight function that reports to the organization's 5
Oversight executive leadership.
03.12.04 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.12.05 Information Exchange |[Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
one or more of the following PARAMETER VALUES are selected: Mechanisms exist to authorize connections from systems to
{interconnection security agreements; information exchange security other systems using Interconnection Security Agreements
agreements; memoranda of understanding or agreement; service-level . . . Interconnection Securit ISAs), or similar methods, that document, for each
A.03.12.05.0DP[01] Information Exchange g . g g Functional intersects with y NET-05 ( ) . . o . 5
agreements; user agreements; non-disclosure agreements; other types Agreements (ISAs) interconnection, the interface characteristics, cybersecurity &
of agreements}. data privacy requirements and the nature of the information
communicated.
the frequency at which to review and update agreements is defined. Mechanisms exist to authorize connections from systems to
other systems using Interconnection Security Agreements
Interconnection Securit ISAs), or similar methods, that document, for each
A.03.12.05.0DP[02] Information Exchange Functional intersects with y NET-05 ( ), o |m.| rm . um n . ' . 5
Agreements (ISAs) interconnection, the interface characteristics, cybersecurity &
data privacy requirements and the nature of the information
communicated.
the exchange of CUl between the system and other systems is Mechanisms exist to authorize connections from systems to
approved using <A.03.12.05.0DP[01]: SELECTED PARAMETER other systems using Interconnection Security Agreements
VALUES>. Interconnection Securit ISAs), or similar methods, that document, for each
A.03.12.05.a[01] Information Exchange Functional intersects with Y NET-05 ( ) . . o . 5
Agreements (ISAs) interconnection, the interface characteristics, cybersecurity &
data privacy requirements and the nature of the information
communicated.
the exchange of CUI between the system and other systems is managed Mechanisms exist to authorize connections from systems to
using <A.03.12.05.0DP[01]: SELECTED PARAMETER VALUES>. other systems using Interconnection Security Agreements
Interconnection Securit ISAs), or similar methods, that document, for each
A.03.12.05.a[02] Information Exchange Functional intersects with y NET-05 ( ) ! ,I . Y L. . 5
Agreements (ISAs) interconnection, the interface characteristics, cybersecurity &
data privacy requirements and the nature of the information
communicated.
interface characteristics for each system are documented as part of the Mechanisms exist to authorize connections from systems to
exchange agreements. other systems using Interconnection Security Agreements
Interconnection Securit ISAs), or similar methods, that document, for each
A.03.12.05.b[01] Information Exchange Functional intersects with y NET-05 ( ) ) ) o . 5
Agreements (ISAs) interconnection, the interface characteristics, cybersecurity &
data privacy requirements and the nature of the information
communicated.
security requirements for each system are documented as part of the Mechanisms exist to authorize connections from systems to
exchange agreements. other systems using Interconnection Security Agreements
Interconnection Securit ISAs), or similar methods, that document, for each
A.03.12.05.b[02] Information Exchange Functional intersects with y NET-05 ( ) . . o . 5
Agreements (ISAs) interconnection, the interface characteristics, cybersecurity &
data privacy requirements and the nature of the information
communicated.
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responsibilities for each system are documented as part of the
exchange agreements.

Interconnection Security

Mechanisms exist to authorize connections from systems to
other systems using Interconnection Security Agreements
(ISAs), or similar methods, that document, for each

(optional)

Applications

Computing Devices

(1) Networked whiteboards;
(2) Video teleconference cameras; and
(3) Teleconference microphones.

A.03.12.05.b[03] Information Exchange Functional intersects with NET-05 . . . o . 5
Agreements (ISAs) interconnection, the interface characteristics, cybersecurity &
data privacy requirements and the nature of the information
communicated.
exchange agreements are reviewed <A.03.12.05.0DP[02]: frequency>. Mechanisms exist to authorize connections from systems to
other systems using Interconnection Security Agreements
Interconnection Securit ISAs), imil thods, thatd t, f h
A.03.12.05.c[01] Information Exchange Functional intersects with y NET-05 ( s) orS|m.| arme .o s, tha ocumelj . oreac . 5
Agreements (ISAs) interconnection, the interface characteristics, cybersecurity &
data privacy requirements and the nature of the information
communicated.
exchange agreements are updated <A.03.12.05.0DP[02]: frequency>. Mechanisms exist to authorize connections from systems to
other systems using Interconnection Security Agreements
Interconnection Securit ISAs), or similar methods, that document, for each
A.03.12.05.c[02] Information Exchange Functional intersects with y NET-05 ( ) ) ) o . 5
Agreements (ISAs) interconnection, the interface characteristics, cybersecurity &
data privacy requirements and the nature of the information
communicated.
03.13.01 Boundary Protection |Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
communications at external managed interfaces to the system are Inbound & Outbound Mechanisms exist to continuously monitor inbound and
A.03.13.01.a[01] Boundary Protection [monitored. Functional intersects with . . MON-01.3 |outbound communications traffic for unusual or unauthorized 5
Communications Traffic o .
activities or conditions.
communications at external managed interfaces to the system are Mechanisms exist to monitor and control communications at
A.03.13.01.a[02] Boundary Protection [controlled. Functional intersects with Boundary Protection NET-03 the external network boundary and at key internal boundaries 5
within the network.
communications at key internal managed interfaces within the system Inbound & Outbound Mechanisms exist to continuously monitor inbound and
A.03.13.01.a[03] Boundary Protection |[are monitored. Functional intersects with . . MON-01.3 |outbound communications traffic for unusual or unauthorized 5
Communications Traffic o .
activities or conditions.
communications at key internal managed interfaces within the system Mechanisms exist to monitor and control communications at
A.03.13.01.a[04] Boundary Protection [are controlled. Functional intersects with Boundary Protection NET-03 the external network boundary and at key internal boundaries 5
within the network.
subnetworks are implemented for publicly accessible system Network Segmentation Mechanisms exist to ensure network architecture utilizes
A.03.13.01.b Boundary Protection [components that are physically or logically separated from internal Functional intersects with | (macrosegementation) NET-06 network segmentation to isolate systems, applications and 5
networks. (macrosegementation) services that protections from other network resources.
external system connections are only made through managed Mechanisms exist to monitor and control communications at
A.03.13.01.c Boundary Protection [interfaces that consist of boundary protection devices arranged in Functional intersects with | Boundary Protection NET-03 the external network boundary and at key internal boundaries 5
accordance with an organizational security architecture. within the network.
03.13.02 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.13.03 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
Information in Shared |Determine If:
03.13.04 on ! Functional no relationship N/A N/A N/A N/A No requirements to map to.
System Resources
A.03.13.04[01] Information in Shared |unauthorized information transfer via shared system resources is Functional intersects with Information In Shared SEA-05 .Mecham.sms exist to Prevent unauthorized and unintended 5
System Resources prevented. Resources information transfer via shared system resources.
A.03.13.04[02] Information in Shared |unintended information transfer via shared system resources is Functional intersects with Information In Shared SEA-05 .Mecham.sms exist to Prevent unauthorized and unintended 5
System Resources prevented. Resources information transfer via shared system resources.
03.13.05 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
Network Determine If:
Co ications — De
03.13.06 mmunication = Functional no relationship N/A N/A N/A N/A No requirements to map to.
by Default — Allow by
Exception
Network network communications traffic is denied by default. . Mechanisms exist to configure firewall and router
C icati D Deny Traffic by Default & fi ti tod t k traffic by default and all
ommunications — Den configurations to deny network traffic efault and allow
A.03.13.06[01] 4 Functional intersects with Allow Traffic by NET-04.1 g . ¥ . v . 5
by Default — Allow by Excention network traffic by exception (e.g., deny all, permit by
Exception P exception).
Network network communications traffic is allowed by exception. . Mechanisms exist to configure firewall and router
C icati D Deny Traffic by Default & fi ti tod t k traffic by default and all
ommunications — Den configurations to deny network traffic efault and allow
A.03.13.06[02] 4 Functional | intersects with Allow Traffic by NET-04.1 g , yne y . 5
by Default — Allow by Exception network traffic by exception (e.g., deny all, permit by
Exception P exception).
03.13.07 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
Transmission and Determine If:
03.13.08 . o Functional no relationship N/A N/A N/A N/A No requirements to map to.
Storage Confidentiality
L cryptographic mechanisms are implemented to prevent the . Mechanisms exist to facilitate the implementation of
Transmission and . . . L . Use of Cryptographic . . . .
A.03.13.08[01] . ... |unauthorized disclosure of CUl during transmission. Functional subset of CRY-01 cryptographic protections controls using known public 10
Storage Confidentiality Controls . )
standards and trusted cryptographic technologies.
A.03.13.08[01] Transmissi.on ar.1d. cryptogra.phic mechanisms are implemented ico Prevent the Functional intersects with Tran.smis.sio.n CRY-03 Cryptographic mech?nisms exist to protect the confidentiality 5
Storage Confidentiality |unauthorized disclosure of CUI during transmission. Confidentiality of data being transmitted.
L. cryptographic mechanisms are implemented to prevent the . Mechanisms exist to facilitate the implementation of
Transmission and . . o . Use of Cryptographic . . . .
A.03.13.08[02] . ... |unauthorized disclosure of CUI while in storage. Functional subset of CRY-01 cryptographic protections controls using known public 10
Storage Confidentiality Controls . )
standards and trusted cryptographic technologies.
Transmission and cryptographic mechanisms are implemented to prevent the Cryptographic mechanisms exist to prevent unauthorized
A.03.13.08[02] ! I . yptog .p I . ! ! p . prev Functional intersects with | Encrypting Data At Rest CRY-05 .ryp graphi ! X prevent unau 'z 5
Storage Confidentiality |unauthorized disclosure of CUIl while in storage. disclosure of data at rest.
03.13.09 Network Disconnect |Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
the time period of inactivity after which the system terminates a Network Connection Mechanisms exist to terminate network connections at the
A.03.13.09.0DP[01] Network Disconnect |network connection associated with a communications session is Functional intersects with Termination NET-07 end of a session or after an organization-defined time period of 5
defined. inactivity.
the network connection associated with a communications session is Network Connection Mechanisms exist to terminate network connections at the
A.03.13.09 Network Disconnect |terminated at the end of the session or after <A.03.13.09.0DP[01]: time Functional intersects with Termination NET-07 end of a session or after an organization-defined time period of 5
period> of inactivity. inactivity.
Cryptographic Key Determine If:
03.13.10 Establishment and Functional no relationship N/A N/A N/A N/A No requirements to map to.
Management
Cryptographic Key requirements for key generation, distribution, storage, access, and Cryptographic Ke Mechanisms exist to facilitate cryptographic key management
A.03.13.10.0DP[01] Establishment and destruction are defined. Functional intersects with rﬁanagepment y CRY-09 controls to protect the confidentiality, integrity and availability 5
Management of keys.
Cryptographic Key cryptographic keys are established in the system in accordance with Cryptographic Ke Mechanisms exist to facilitate cryptographic key management
A.03.13.10[01] Establishment and the following key management requirements: <A.03.13.10.0DP[01]: Functional intersects with r)l:/rljanagepment y CRY-09 controls to protect the confidentiality, integrity and availability 5
Management requirements>. of keys.
Cryptographic Key cryptographic keys are managed in the system in accordance with the Cryptographic Ke Mechanisms exist to facilitate cryptographic key management
A.03.13.10[02] Establishment and following key management requirements: <A.03.13.10.0DP[01]: Functional intersects with rﬁanagepment y CRY-09 controls to protect the confidentiality, integrity and availability 5
Management requirements>. of keys.
Cryptographic Determine If:
03.13.11 "yptog .p Functional no relationship N/A N/A N/A N/A No requirements to map to.
Protection
the types of cryptography for protecting the confidentiality of CUl are Mechanisms exist to facilitate the implementation of
Cryptographic . P yptographyforp g y . Use of Cryptographic . . p .
A.03.13.11.0DP[01] . defined. Functional subset of CRY-01 cryptographic protections controls using known public 10
Protection Controls . .
standards and trusted cryptographic technologies.
A.03.13.11.0DP[01] Cryptogrgphic the'types of cryptography for protecting the confidentiality of CUl are Functional intersects with Tran§mis§iqn CRY-03 Cryptographic mech?nisms exist to protect the confidentiality 5
Protection defined. Confidentiality of data being transmitted.
Cryptographic the types of cryptography for protecting the confidentiality of CUl are . . . . Cryptographic mechanisms exist to prevent unauthorized
A.03.13.11.0DP[01] . . Functional intersects with | Encrypting Data At Rest CRY-05 . 5
Protection defined. disclosure of data at rest.
the following types of cryptography are implemented to protect the Mechanisms exist to facilitate the implementation of
Cryptographic ) : g yp ryptograpny P P . Use of Cryptographic ) _ p .
A.03.13.11 Protection confidentiality of CUI: <A.03.13.11.0DP[01]: types of cryptography>. Functional subset of Controls CRY-01 cryptographic protections controls using known public 10
standards and trusted cryptographic technologies.
the following types of cryptography are implemented to protect the
Cryptographic . . g P yptography P P . . . Transmission Cryptographic mechanisms exist to protect the confidentiality
A.03.13.11 . confidentiality of CUI: <A.03.13.11.0ODP[01]: types of cryptography>. Functional intersects with . . CRY-03 . . 5
Protection Confidentiality of data being transmitted.
. the following types of cryptography are implemented to protect the . . . .
Cryptographic . L . . . . Cryptographic mechanisms exist to prevent unauthorized
A.03.13.11 . confidentiality of CUI: <A.03.13.11.0ODP[01]: types of cryptography>. Functional intersects with | Encrypting Data At Rest CRY-05 . 5
Protection disclosure of data at rest.
Collaborative Determine If:
03.13.12 Computing Devices and Functional no relationship N/A N/A N/A N/A No requirements to map to.
Applications
exceptions where remote activation is to be allowed are defined. Mechanisms exist to unplug or prohibit the remote activation
Collaborative Collaborative of coll?borative computing devices with the following
exceptions:
A.03.13.12.0DP[01] Computing Devices and Functional intersects with END-14 Xcept 5
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Collaborative

the remote activation of collaborative computing devices and
applications is prohibited with the following exceptions:
<A.03.13.12.0DP[01]: exceptions>.

Collaborative

Mechanisms exist to unplug or prohibit the remote activation
of collaborative computing devices with the following
exceptions:

(optional)

A.03.13.12.a Computing Devices and Functional intersects with . . END-14 . 5
o Computing Devices (1) Networked whiteboards;
Applications .
(2) Video teleconference cameras; and
(3) Teleconference microphones.
Collaborative an explicit indication of use is provided to users who are physically Explicitly Indication Of Mechanisms exist to configure collaborative computing
A.03.13.12.b Computing Devices and |[present at the devices. Functional intersects with P yUse END-14.6 |devices to provide physically-present individuals with an 5
Applications explicit indication of use.
03.13.13 Mobile Code Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
tabl bil de is defined. Mechani ist to add bil de/ ti tem-
A.03.13.13.a[01] Mobile Code acceptable moblle code Is define Functional | intersects with Mobile Code END-10 | ccnanisms existto address moblie code /operating system 5
independent applications.
A.03.13.13.a[02] Mobile Code acceptable mobile code technologies are defined. Functional intersects with Mobile Code END-10 Mechanisms exist. to ?ddress mobile code / operating system- 5
independent applications.
th f mobil dei thorized. Mechani ist to add bil de/ ti tem-
A.03.13.13.b[01] Mobile Code © use ot mobite code Is authorize Functional | intersects with Mobile Code END-10 | echanisms existio address mobile code /operating system 5
independent applications.
th f mobil dei itored. Mechani ist to add bil de/ ti tem-
A.03.13.13.b[02] Mobile Code © use ot mobite code Is monitore Functional | intersects with Mobile Code END-10 | echanisms existio address mobile code /operating system 5
independent applications.
the use of mobile code is controlled. . Mechanisms exist to explicitly allow (allowlist / whitelist) or
. . . . Explicitly Allow / Deny . . —
A.03.13.13.b[03] Mobile Code Functional intersects with Aoplications CFG-03.3 |block (denylist / blacklist) applications to control software that 5
bP is authorized to execute on systems.
th f mobil dei trolled. Mechani ist to add bil de/ ti tem-
A.03.13.13.b[03] Mobile Code e use ot mobiie code Is controtie Functional | intersects with Mobile Code END-10 | ccnanisms existto address moblie code /operating system 5
independent applications.
03.13.14 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.13.15 Session Authenticity [Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
the authenticity of communications sessions is protected. Mechanisms exist to protect the authenticity and integrity of
A.03.13.15 Session Authenticity Y ety unicat ! ISP Functional intersects with Session Integrity NET-09 ! o X p. Y ety integrity 5
communications sessions.
03.13.16 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.14.01 Flaw Remediation Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
A.03.14.01.0DP[01] Flaw Remediation the time period within which to install se.curity'-relevant software Functional intersects with Software & Eirmware VPM-05 Mechanisms exitst to conduct soft.vvar.e patchingfor all 5
updates after the release of the updates is defined. Patching deployed operating systems, applications and firmware.
A.03.14.01.0DP[02] Flaw Remediation the time period within which to install se.curity‘-relevant firmware Functional intersects with Software & Eirmware VPM-05 Mechanisms exits,t to conduct soft.vvar.e patchingfor all 5
updates after the release of the updates is defined. Patching deployed operating systems, applications and firmware.
A.03.14.01.a[01] Flaw Remediation system flaws are identified. Functional intersects with Software & Eirmware VPM-05 Mechanisms exits,t to conduct soft.vvar.e patchingfor all 5
Patching deployed operating systems, applications and firmware.
A.03.14.01.a[02] Flaw Remediation system flaws are reported. Functional intersects with Software & Eirmware VPM-05 Mechanisms exite,t to conduct soft.vvar.e patchingfor all 5
Patching deployed operating systems, applications and firmware.
A.03.14.01.a[03] Flaw Remediation system flaws are corrected. Functional intersects with Software & Eirmware VPM-05 Mechanisms exite,t to conduct soft.vvar.e patchingfor all 5
Patching deployed operating systems, applications and firmware.
A.03.14.01.b[01] Flaw Remediation security-relevant softw?re updétes are installed within Functional intersects with Software & Eirmware VPM-05 Mechanisms exite,t to conduct soft.vvar.e patchingfor all 5
<A.03.14.01.0DP[01]: time period> of the release of the updates. Patching deployed operating systems, applications and firmware.
A.03.14.01.b[02] Flaw Remediation security-relevant firmwfare upd?tes are installed within Functional intersects with Software & Eirmware VPM-05 Mechanisms exite,t to conduct soft.vvar.e patchingfor all 5
<A.03.14.01.0DP[02]: time period> of the release of the updates. Patching deployed operating systems, applications and firmware.
03.14.02 Mal|0|ous.Code Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
Protection
. the frequency at which malicious code protection mechanisms perform Malicious Code . . - . -
Malicious Code ) ] . . . . . Mechanisms exist to utilize antimalware technologies to
A.03.14.02.0DP[01] . scans is defined. Functional intersects with Protection (Anti- END-04 . . 5
Protection detect and eradicate malicious code.
Malware)
- malicious code protection mechanisms are implemented at system Malicious Code . . - . .
Malicious Code . . . . . . . . Mechanisms exist to utilize antimalware technologies to
A.03.14.02.2[01] . entry and exit points to detect malicious code. Functional intersects with Protection (Anti- END-04 . . 5
Protection detect and eradicate malicious code.
Malware)
- malicious code protection mechanisms are implemented at system Malicious Code . . - . .
Malicious Code . . . . . . . . . Mechanisms exist to utilize antimalware technologies to
A.03.14.02.2[02] . entry and exit points to eradicate malicious code. Functional intersects with Protection (Anti- END-04 . . 5
Protection detect and eradicate malicious code.
Malware)
malicious code protection mechanisms are updated as new releases
Malicious Code . . P . . ] P . . . . Automatic Antimalware Mechanisms exist to automatically update antimalware
A.03.14.02.b . are available in accordance with configuration management policy and Functional intersects with . END-04.1 . . . . 5
Protection Signature Updates technologies, including signature definitions.
procedures.
malicious code protection mechanisms are configured to perform Mechanisms exist to ensure that anti-malware technologies
Malicious Code scans of the system <A.03.14.02.0DP[01]: frequency>. are continuously running in real-time and cannot be disabled
A.03.14.02.c.01[01] Protection Functional intersects with | Always On Protection END-04.7 |or altered by non-privileged users, unless specifically 5
authorized by management on a case-by-case basis fora
limited time period.
malicious code protection mechanisms are configured to perform real- Mechanisms exist to ensure that anti-malware technologies
Malicious Code time scans of files from external sources at endpoints or system entry are continuously running in real-time and cannot be disabled
A.03.14.02.c.01[02] Protection and exit points as the files are downloaded, opened, or executed. Functional intersects with | Always On Protection END-04.7 |or altered by non-privileged users, unless specifically 5
authorized by management on a case-by-case basis fora
limited time period.
. malicious code protection mechanisms are configured to block Malicious Code . . - . .
Malicious Code . . L . . . . . . . Mechanisms exist to utilize antimalware technologies to
A.03.14.02.c.02 . malicious code, quarantine malicious code, or take other actions in Functional intersects with Protection (Anti- END-04 . . 5
Protection . . detect and eradicate malicious code.
response to malicious code detection. Malware)
Security Alerts, Determine If:
03.14.03 Advisories, and Functional no relationship N/A N/A N/A N/A No requirements to map to.
Directives
system security alerts, advisories, and directives from external Mechanisms exist to maintain situational awareness of
Security Alerts, organizations are received on an ongoing basis. External Threat vulnerabilities and evolving threats by leveraging the
A.03.14.03.a Advisories, and Functional intersects with Intelligence Feeds THR-03 knowledge of attacker tactics, techniques and procedures to 5
Directives Feeds facilitate the implementation of preventative and
compensating controls.
Security Alerts, internal security alerts, advisories, and directives are generated, as Internal Threat Mechanisms exist to utilize external threat intelligence feeds to
A.03.14.03.b[01] Advisories, and necessary. Functional intersects with Intelligence Feeds THR-03.1 generate and disseminate organization-specific security alerts, 5
Directives Feeds advisories and/or directives.
Security Alerts, internal security alerts, advisories, and directives are disseminated, as Internal Threat Mechanisms exist to utilize external threat intelligence feeds to
A.03.14.03.b[02] Advisories, and necessary. Functional intersects with Intelligence Feeds THR-03.1 generate and disseminate organization-specific security alerts, 5
Directives Feeds advisories and/or directives.
03.14.04 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.14.05 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
03.14.06 System Monitoring Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
the system is monitored to detect attacks. Mechanisms exist to facilitate the implementation of
A.03.14.06.a.01[01] System Monitoring y Functional subset of Continuous Monitoring MON-01 . . . P 10
enterprise-wide monitoring controls.
the system is monitored to detect indicators of potential attacks. Mechanisms exist to facilitate the implementation of
A.03.14.06.a.01[02] System Monitoring y P Functional subset of Continuous Monitoring MON-01 . . . P 10
enterprise-wide monitoring controls.
the system is monitored to detect unauthorized connections. Mechanisms exist to facilitate the implementation of
A.03.14.06.a.02 System Monitoring y Functional intersects with | Continuous Monitoring MON-01 . . . P 5
enterprise-wide monitoring controls.
unauthorized use of the system is identified. Mechanisms exist to detect and respond to anomalous
A.03.14.06.b System Monitoring Functional intersects with | Anomalous Behavior MON-16 behavior that could indicate account compromise or other 5
malicious activities.
inbound communications traffic is monitored to detect unusual or Inbound & Outbound Mechanisms exist to continuously monitor inbound and
A.03.14.06.c[01] System Monitoring unauthorized activities or conditions. Functional intersects with L . MON-01.3 |outbound communications traffic for unusual or unauthorized 5
Communications Traffic o .
activities or conditions.
outbound communications traffic is monitored to detect unusual or Inbound & Outbound Mechanisms exist to continuously monitor inbound and
A.03.14.06.c[02] System Monitoring unauthorized activities or conditions. Functional intersects with L . MON-01.3 |outbound communications traffic for unusual or unauthorized 5
Communications Traffic . .
activities or conditions.
03.14.07 Withdrawn N/A Functional no relationship N/A N/A N/A N/A No requirements to map to.
Information Determine If:
03.14.08 Management and Functional no relationship N/A N/A N/A N/A No requirements to map to.
Retention
Information CUIl within the system is managed in accordance with applicable laws, . . . . . .
. ] . . o . . . . . Mechanisms exist to retain media and data in accordance with
A.03.14.08[01] Management and Executive Orders, directives, regulations, policies, standards, Functional intersects with | Media & Data Retention DCH-18 . . 5
. S . . applicable statutory, regulatory and contractual obligations.
Retention guidelines, and operational requirements.
Information CUIl within the system is retained in accordance with applicable laws, . . . . . .
) ] ) ] o . . . . . Mechanisms exist to retain media and data in accordance with
A.03.14.08[02] Management and Executive Orders, directives, regulations, policies, standards, Functional intersects with | Media & Data Retention DCH-18 . o 5
. - . . applicable statutory, regulatory and contractual obligations.
Retention guidelines, and operational requirements.
Information CUI output from the system is managed in accordance with applicable . . . . . .
. ] . . o . . . . . Mechanisms exist to retain media and data in accordance with
A.03.14.08[03] Management and laws, Executive Orders, directives, regulations, policies, standards, Functional intersects with | Media & Data Retention DCH-18 . . 5
] o ] ) applicable statutory, regulatory and contractual obligations.
Retention guidelines, and operational requirements.
Information CUI output from the system is retained in accordance with applicable . . . . . .
. ] . ] o . . . . . Mechanisms exist to retain media and data in accordance with
A.03.14.08[04] Management and laws, Executive Orders, directives, regulations, policies, standards, Functional intersects with | Media & Data Retention DCH-18 . . 5
] o ] ) applicable statutory, regulatory and contractual obligations.
Retention guidelines, and operational requirements.
03.15.01 Policy and Procedures [Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
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Notes (optional)

the frequency at which the policies and procedures for satisfying
security requirements are reviewed and updated is defined.

Periodic Review &

Update of Cybersecurity

Mechanisms exist to review the cybersecurity & data privacy
program, including policies, standards and procedures, at

(optional)

A.03.15.01.0DP[01] Policy and Procedures Functional intersects with . GOV-03 . L . 5
& Data Protection planned intervals or if significant changes occur to ensure their
Program continuing suitability, adequacy and effectiveness.
policies needed to satisfy the security requirements for the protection Publlshlng Mechanisms exist to establish, maintain and disseminate
A.03.15.01.a[01] Policy and Procedures of CUl are developed and documented. Functional intersects with Cybersecurlt}/ & Data GOV-02 cybersecurity & data protection policies, standards and 5
Protectlon. procedures.
Documentation
policies nee.ded tc? satisfy the sec.urlt.y requirements for the protection Publlshlng Mechanisms exist to establish, maintain and disseminate
A.03.15.01.a[02] Policy and Procedures of CUl are disseminated to organizational personnel or roles. Functional intersects with Cybersecurlt.y &Data GOV-02 cybersecurity & data protection policies, standards and 5
Protect|on. procedures.
Documentation
procedgres needed to satisfy the security requirements for the Publ@hmg Mechanisms exist to establish, maintain and disseminate
A.03.15.01.2[03] Policy and Procedures protection of CUl are developed and documented. Functional intersects with Cybersecurlt}/ &Data GOV-02 cybersecurity & data protection policies, standards and 5
Protect|on. procedures.
Documentation
procedures needed to satisfy the security requirements for the Standardized Operating Mechanisms exist to identify and document Standardized
A.03.15.01.2[03] Policy and Procedures |protection of CUI are developed and documented. Functional intersects with Procedures (SOP) OPS-01.1 Operating Procedures (SOP), or similar documentation, to 5
enable the proper execution of day-to-day / assigned tasks.
pI’OCGdl',II’eS needed to tsatlsfy. the security re‘qwr.ements forthe Publlshlng Mechanisms exist to establish, maintain and disseminate
A.03.15.01.a[04] Policy and Procedures protection of CUl are disseminated to organizational personnel orroles. Functional intersects with Cybersecurlty &Data GOV-02 cybersecurity & data protection policies, standards and 5
Protectlon_ procedures.
Documentation
procedures needed to satisfy the security requirements for the Standardized Operating Mechanisms exist to identify and document Standardized
A.03.15.01.a[04] Policy and Procedures [protection of CUl are disseminated to organizational personnel or roles. Functional intersects with Procedures (SOP) OPS-01.1 Operating Procedures (SOP), or similar documentation, to 5
enable the proper execution of day-to-day / assigned tasks.
policies and procedures are reviewed <A.03.15.01.0DP[01]: Periodic Review & Mechanisms exist to review the cybersecurity & data privacy
frequency>. . . . .
A.03.15.01.b[01] Policy and Procedures Functional intersects with Update of Cybersgcurlty GOV-03 program,. including p-OlI(-;‘Ie.S,. standards and procedures, at . 5
& Data Protection planned intervals or if significant changes occur to ensure their
Program continuing suitability, adequacy and effectiveness.
policies and procedures are reviewed <A.03.15.01.0DP[01]: Standardized Operating Mechanisms exist to identify and document Standardized
A.03.15.01.b[01] Policy and Procedures |frequency>. Functional intersects with Procedures (SOP) OPS-01.1 Operating Procedures (SOP), or similar documentation, to 5
enable the proper execution of day-to-day / assigned tasks.
policies and procedures are updated <A.03.15.01.0DP[01]: frequency>. Periodic Review & Mechanisms exist to review the cybersecurity & data privacy
A.03.15.01.b[02] Policy and Procedures Functional intersects with Update of CyberS(?curity GOV-03 program,. including p.olic':ie.s,. standards and procedures, at . 5
& Data Protection planned intervals or if significant changes occur to ensure their
Program continuing suitability, adequacy and effectiveness.
policies and procedures are updated <A.03.15.01.0DP[01]: frequency>. Standardized Operating Mechanisms exist to identify and document Standardized
A.03.15.01.b[02] Policy and Procedures Functional intersects with Procedures (SOP) OPS-01.1 Operating Procedures (SOP), or similar documentation, to 5
enable the proper execution of day-to-day / assigned tasks.
03.15.02 System Security Plan |Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
the frequency at which the system security plan is reviewed and Mechanisms exist to generate System Security & Privacy Plans
updated is defined. (SSPPs), or similar document repositories, to identify and
A.03.15.02.0DP[01] System Security Plan Functional subset of System Security & IAQ-03 maithair? key archi'fectural inform‘ation on e?ch critica% éystem, 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
a system security plan that defines the constituent system components Mechanisms exist to generate System Security & Privacy Plans
is developed. (SSPPs), or similar document repositories, to identify and
A.03.15.02.3.01 System Security Plan Eunctional subset of System Security & IAO-03 maithairT key archi'fectural inform?tion on e?ch criticaF §ystem, 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
a system security plan that identifies the information types processed, Mechanisms exist to generate System Security & Privacy Plans
stored, and transmitted by the system is developed. (SSPPs), or similar document repositories, to identify and
A.03.15.02.8.02 System Security Plan Functional subset of System Security & IAO-03 maithairT key archi'fectural informfation on e?ch critica% §ystem, 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
a system security plan that describes specific threats to the system that Mechanisms exist to generate System Security & Privacy Plans
are of concern to the organization is developed. (SSPPs), or similar document repositories, to identify and
A.03.15.02.4.03 System Security Plan Functional subset of System Security & IAQ-03 maithair? key archi'fectural inform?tion on e?ch criticaF éystem, 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
a system security plan that describes the operational environment for Mechanisms exist to generate System Security & Privacy Plans
the system and any dependencies on or connections to other systems (SSPPs), or similar document repositories, to identify and
A.03.15.02.2.04 System Security Plan or system components is developed. Functional subset of System Security & IAO-03 maithair? key archit.ectural inform?tion on e?ch criticaF §ystem, 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
a system security plan that provides an overview of the security Mechanisms exist to generate System Security & Privacy Plans
requirements for the system is developed. (SSPPs), or similar document repositories, to identify and
A.03.15.02.5.05 System Security Plan Functional subset of System Security & IAQ-03 maithairT key archi’fectural informétion on e;ach criticaF §ystem, 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
a system security plan that describes the safeguards in place or Mechanisms exist to generate System Security & Privacy Plans
planned for meeting the security requirements is developed. (SSPPs), or similar document repositories, to identify and
A.03.15.02.4.06 System Security Plan Functional subset of System Security & IAO-03 maithair? key archi'fectural inform?tion on e?ch criticaF §ystem, 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
a system security plan that identifies individuals that fulfill system roles Mechanisms exist to generate System Security & Privacy Plans
and responsibilities is developed. (SSPPs), or similar document repositories, to identify and
A.03.15.02.8.07 System Security Plan Functional subset of System Security & IAO-03 maithair? key archit.ectural inform?tion on e?ch critica¥ §ystem, 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
a system security plan that includes other relevant information Mechanisms exist to generate System Security & Privacy Plans
necessary for the protection of CUl is developed. (SSPPs), or similar document repositories, to identify and
A.03.15.02.4.08 System Security Plan Functional subset of System Security & IAO-03 maithair? key archi'fectural inform?tion on e?ch criticaF §ystem, 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
the system security plan is reviewed <A.03.15.02.0DP[01]: frequency>. Mechanisms exist to generate System Security & Privacy Plans
(SSPPs), or similar document repositories, to identify and
A.03.15.02.b[01] System Security Plan Eunctional subset of System Security & IAO-03 maithair? key archi'fectural inform?tion on e.ach criticaF §ystem, 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
the system security plan is updated <A.03.15.02.0DP[01]: frequency>. Mechanisms exist to generate System Security & Privacy Plans
(SSPPs), or similar document repositories, to identify and
A.03.15.02.b[02] System Security Plan Functional subset of System Security & IAO-03 main.tair.n key archi'fectural inform?tion on e?ch critica¥ §ystem, 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
the system security plan is protected from unauthorized disclosure. Azleglzliﬁgﬁzs;r Mechanisms exist to explicitly define authorizations for
A.03.15.02.c System Security Plan Functional intersects with » DCH-01.4 |specific individuals and/or roles for logical and /or physical 5
Sensitive/Regulated -
access to sensitive/regulated data.
Data
A.03.15.02.c System Security Plan the system security plan is protected from unauthorized disclosure. Functional intersects with Disclosure of DCH-03.1 Mechanisms exist to restrict the disclosure of sensitive / 5

Information

regulated data to authorized parties with a need to know.
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the system security plan is protected from unauthorized disclosure.

System Security &

Mechanisms exist to generate System Security & Privacy Plans
(SSPPs), or similar document repositories, to identify and
maintain key architectural information on each critical system,

(optional)

A.03.15.02.c System Security Plan Functional subset of . IAO-03 o . . . . 10
Privacy Plan (SSPP) application or service, as well as influence inputs, entities,
systems, applications and processes, providing a historical
record of the data and its origins.
03.15.03 Rules of Behavior Determine If: Functional no relationship N/A N/A N/A N/A No requirements to map to.
the frequency at which the rules of behavior are reviewed and updated Mechanisms exist to define acceptable and unacceptable
A.03.15.03.0DP[01] Rules of Behavior is defined. Functional intersects with Rules of Behavior HRS-05.1 rules of behavior for the use of technologies, including 5
consequences for unacceptable behavior.
rules that describe responsibilities and expected behavior for system Mechanisms exist to define acceptable and unacceptable
A.03.15.03.a Rules of Behavior usage and protecting CUIl are established. Functional intersects with Rules of Behavior HRS-05.1 rules of behavior for the use of technologies, including 5
consequences for unacceptable behavior.
rules that describe responsibilities and expected behavior for system Mechanisms exist to define rules of behavior that contain
i i . Social Media & Social ici icti i i i
A.03.15.03.a Rules of Behavior usage and protecting CUI are established Functional intersects with . oc HRS-05.2 e.xpl|C|t I’eS.tI‘IC.tIOI’]S on.the use of somal. media arnd networklr?g 5
Networking Restrictions sites, posting information on commercial websites and sharing
account information.
rules that describe responsibilities and expected behavior for system Mechanisms exist to establish usage restrictions and
A.03.15.03.a Rules of Behavior usage and protecting CUl are established. Functional intersects with Use of Communications HRS-05.3 implementation guiqance for communications technf)logies 5
Technology based on the potential to cause damage to systems, if used
maliciously.
rules that describe responsibilities and expected behavior for system . . . . . .
. ] ) . . . . . Mechanisms exist to manage business risks associated with
A.03.15.03.a Rules of Behavior usage and protecting CUIl are established. Functional intersects with | Use of Mobile Devices HRS-05.5 . . . . 5
permitting mobile device access to organizational resources.
rules are provided to individuals who require access to the system. Mechanisms exist to require all employees and contractors to
A.03.15.03.b Rules of Behavior Functional intersects with | Terms of Employment HRS-05 apply cybersecurity & data privacy principles in their daily 5
work.
a documented acknowledgement from individuals indicating that they . . . .
h q derstand. and to abide by th l ¢ behavior | Policy Eamiliarization & Mechanisms exist to ensure personnel receive recurring
ave read, understand, and agree to abide e rules of behavior is . . . S . . .
A.03.15.03.c Rules of Behavior . . g y Functional intersects with y HRS-05.7 [familiarization with the organization’s cybersecurity & data 5
received before authorizing access to CUl and the system. Acknowledgement . . .
privacy policies and provide acknowledgement.
the rules of behavior are reviewed <A.03.15.03.0DP[01]: frequency>. Mechanisms exist to define acceptable and unacceptable
A.03.15.03.d[01] Rules of Behavior Functional intersects with Rules of Behavior HRS-05.1 rules of behavior for the use of technologies, including 5
consequences for unacceptable behavior.
the rules of behavior are updated <A.03.15.03.0DP[01]: frequency>. Mechanisms exist to define acceptable and unacceptable
A.03.15.03.d[02] Rules of Behavior Functional intersects with Rules of Behavior HRS-05.1 rules of behavior for the use of technologies, including 5
consequences for unacceptable behavior.
Security Engineerin Determine If:
03.16.01 y .g g Functional no relationship N/A N/A N/A N/A No requirements to map to.
Principles
systems security engineering principles to be applied to the Mechanisms exist to facilitate the implementation of industry-
A.03.16.01.0DP[01] Security Er.wgineering development or modification of the system and system components Functional subset of Secure. En'gineering SEA-01 recogr?ize(.d cybers.ecurity & data privgcy practices.in the 10
Principles are defined. Principles specification, design, development, implementation and
modification of systems and services.
systems security engineering principles to be applied to the
Security Engineerin dy | : W ;g,lf, t'I g pflth P ‘ dpp ! t ‘ Technology Mechanisms exist to facilitate the implementation of tailored
evelopment or modification of the system and system components
A.03.16.01.0DP[01] Pr?/nci gles g are deaned y Y P Functional subset of Development & TDA-01 development and acquisition strategies, contract tools and 10
r i .
b Acquisition procurement methods to meet unique business needs.
<A.03.16.01.0DP[01]: systems security engineering principles> are
Security Engineerin abplied to the de [elo] ye to od'f'c:t'o gof the f Fs),te Z d svste Operationalizing Mechanisms exist to compel data and/or process owners to
i Vi ment or modification m an m
A.03.16.01 Pr)i/nci gles g PP A P Y Y Functional intersects with | Cybersecurity & Data GOV-15 operationalize cybersecurity & data privacy practices for each 5
components.
b P Protection Practices system, application and/or service under their control.
Unsupported System [Determine If:
03.16.02 PP . Functional no relationship N/A N/A N/A N/A No requirements to map to.
Components
system components are replaced when support for the components is Mechanisms exist to prevent unsupported systems by:
no longer available from the developer, vendor, or manufacturer. (1) Replacing systems when support for the components is no
longer available from the developer, vendor or manufacturer;
Unsupported System . . .
A.03.16.02.a Components Functional intersects with | Unsupported Systems TDA-17 and 5
P (2) Requiring justification and documented approval for the
continued use of unsupported system components required to
satisfy mission/business needs.
options for risk mitigation or alternative sources for continued support Mechanisms exist to provide in-house support or contract
Unsupported System . . . . Alternate Sources for . .
A.03.16.02.b for unsupported components that cannot be replaced are provided. Functional intersects with . TDA-17.1 external providers for support with unsupported system 5
Components Continued Support
components.
External System Determine If: . . . .
03.16.03 Servi Functional no relationship N/A N/A N/A N/A No requirements to map to.
ervices
security requirements to be satisfied by external system service Mechanisms exist to require contractual requirements for
A.03.16.03.0DP[01] External'System providers are defined. Eunctional intersects with Third-Pa.rty Contract TPM-05 cybers.ecurity & datta pr.ivacy requirements wit.h third-parties, 5
Services Requirements reflecting the organization’s needs to protect its systems,
processes and data.
External System secu.rity requiren?ents to be satisfied by external system service ' ' . Contract Flow-Down Mechanisms exist. to ensurg cybersecurity & data privacy
A.03.16.03.0DP[01] . providers are defined. Functional intersects with ) TPM-05.2 |requirements are included in contracts that flow-down to 5
Services Requirements . )
applicable sub-contractors and suppliers.
the providers of external system services used for the processing, Mechanisms exist to require contractual requirements for
Ext L Syst issi i i i Third-Party Contract i i i i ird- i
A.03.16.03.4 xterna . ystem storége, or transmission of CUl comply Wlth the fo.llowmg security Functional intersects with ir a.r y Contrac TPM-05 cybers.ecurlty & datfa pr.lvacy requirements Wlt.h third-parties, 5
Services requirements: <A.03.16.03.0DP[01]: security requirements>. Requirements reflecting the organization’s needs to protect its systems,
processes and data.
user roles and responsibilities with regard to external system services, . . s .
includi hared ibiliti ith ext l . i Responsible Mechanisms exist to document and maintain a Responsible,
including shared responsibilities with external service providers, are , .
. g P P P Accountable, Supportive, Consulted & Informed (RASCI)
External System defined and documented. . . . Accountable, . L. . . .
A.03.16.03.b . Functional intersects with . TPM-05.4 matrix, or similar documentation, to delineate assignment for 5
Services Supportive, Consulted & . . .
Informed (RASCI) Matrix cybersecurity & data privacy controls between internal
stakeholders and External Service Providers (ESPs).
processes, methods, and techniques to monitor security requirement Mechanisms exist to perform recurring validation of the
compliance by external service providers on an ongoing basis are Responsible, Accountable, Supportive, Consulted & Informed
External System impl ted. Third-Party Scope RASCI tri imil tation, t
A.03.16.03.c > implemented Functional | intersects with y=cop TpM-05.5 |(RASCH matrix, or similar documentation, to ensure 5
Services Review cybersecurity & data privacy control assignments accurately
reflect current business practices, compliance obligations,
technologies and stakeholders.
processes, methods, and techniques to monitor security requirement Mechanisms exist to obtain a First-Party Declaration (1PD)
compliance by external service providers on an ongoing basis are from applicable External Service Providers (ESPs) that provides
External System i . First-Party Declaration i i ifi
A.03.16.03.c . Y implemented Functional intersects with y TPM-05.6 assurance of compl.lan?e with specified stétutory, regtflatory 5
Services (1PD) and contractual obligations for cybersecurity & data privacy
controls, including any flow-down requirements to
subcontractors.
processes, methods, and techniques to monitor security requirement Mechanisms exist to obtain an attestation from an
compliance by external service providers on an ongoing basis are independent Third-Party Assessment Organization (3PAO) that
External System impl ted. id f f ity with ified statutory,
A.03.16.03.c . Y impiemente Functional intersects with | Third-Party Attestation TPM-05.8 provides assurance of con om,“ y_WI spectiied sta u ory 5
Services regulatory and contractual obligations for cybersecurity & data
privacy controls, including any flow-down requirements to
contractors and subcontractors.
processes, methods, and techniques to monitor security requirement Mechanisms exist to monitor, regularly review and assess
A.03.16.03.c External'System F;ompliance by external service providers on an ongoing basis are Eunctional intersects with Review of Third—Pany TPM-08 Extern?l Service Providers (ES.PS) for compliance With. 5
Services implemented. Services established contractual requirements for cybersecurity & data
privacy controls.
Supply Chain Risk Determine If:
03.17.01 S Functional no relationship N/A N/A N/A N/A No requirements to map to.
Management Plan
the frequency at which to review and update the supply chain risk Mechanisms exist to develop a plan for Supply Chain Risk
management plan is defined. Management (SCRM) associated with the development,
Supply Chain Risk ¢ i Supply Chain Risk 'g't' o t ) d di Lof syst y t
acquisition, maintenance and disposal of systems, system
A.03.17.01.0DP[01] PPy Functional subset of Management (SCRM) RSK-09 9 nce and disp ystems, sy 10
Management Plan Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
plans.
a plan for managing supply chain risks is developed. Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
Supply Chain Risk Supply Chain Risk 'g't' - t ) d disposal of syst g t
acquisition, maintenance and disposal of systems, system
A.03.17.01.a[01] PPy Functional subsetof | Management (SCRM) RSK-09 q neeand disp ystems, sy 10
Management Plan Plan components and services, including documenting selected

mitigating actions and monitoring performance against those
plans.
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Supply Chain Risk

the SCRM plan addresses risks associated with the research and
development of the system, system components, or system services.

Supply Chain Risk

Mechanisms exist to develop a plan for Supply Chain Risk
Management (SCRM) associated with the development,
acquisition, maintenance and disposal of systems, system

(optional)

A.03.17.01.a[02] Functional subset of Management (SCRM) RSK-09 . . . . 10
Management Plan Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
plans.
the SCRM plan addresses risks associated with the design of the Mechanisms exist to develop a plan for Supply Chain Risk
system, system components, or system services. Supply Chain Risk Management (SCRM) associated with the development,
Supply Chain Risk acquisition, maintenance and disposal of systems, system
A.03.17.01.a[03] PPy Functional subset of Management (SCRM) RSK-09 quistt intenance and disp ystems, sy 10
Management Plan Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
plans.
the SCRM plan addresses risks associated with the manufacturing of Mechanisms exist to develop a plan for Supply Chain Risk
the system, system components, or system services. Supply Chain Risk Management (SCRM) associated with the development,
Supply Chain Risk isition, maint ddi L of syst , t
A.03.17.01.a[04] PPy Functional subset of Management (SCRM) Rsk-pg  [2CdUisttion, maintenance and disposat of systems, system 10
Management Plan Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
plans.
the SCRM plan addresses risks associated with the acquisition of the Mechanisms exist to develop a plan for Supply Chain Risk
Suonty Ghain Risk system, system components, or system services. Supply Chain Risk Manégirnent (S-CtRM) associz;tzq with tlhefdevtelopmenté
acquisition, maintenance and disposal of systems, system
A.03.17.01.a[05] PPYY Functional subset of Management (SCRM) RSK-09 d nce anddisp ystems, sy 10
Management Plan Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
plans.
the SCRM plan addresses risks associated with the delivery of the Mechanisms exist to develop a plan for Supply Chain Risk
system, system components, or system services. Supply Chain Risk Management (SCRM) associated with the development,
Supply Chain Risk acquisition, maintenance and disposal of systems, system
A.03.17.01.a[06] PPY Functional subset of Management (SCRM) RSK-09 quistt I . . ! p y . y 10
Management Plan Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
plans.
the SCRM plan addresses risks associated with the integration of the Mechanisms exist to develop a plan for Supply Chain Risk
3 . system, system components, or system services. Supply Chain Risk Manégirnent (SptRM) associztzq with tlhefdevlelopmenté
u in Ri acquisition, maintenance and disposal of systems, system
A.03.17.01.a[07] PPy Functional subsetof | Management (SCRM) RSK-09 q neceand disp ystems, sy 10
Management Plan Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
plans.
the SCRM plan addresses risks associated with the operation of the Mechanisms exist to develop a plan for Supply Chain Risk
3 © Chain Risk system, system components, or system services. Supply Chain Risk Mana.girnent (SF::{M) associztzq with tlhefdevtelopmenté
u ain Ris uisition, maintenan nd di ms, m
A.03.17.01.a[08] PPy Functional subsetof | Management (SCRM) RSK-0g  |2cduisttion, maintenance and disposat of systems, syste 10
Management Plan Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
plans.
the SCRM plan addresses risks associated with the maintenance of the Mechanisms exist to develop a plan for Supply Chain Risk
system, system components, or system services. Supply Chain Risk Management (SCRM) associated with the development,
Supply Chain Risk acquisition, maintenance and disposal of systems, system
A.03.17.01.a[09] PPy Functional subsetof | Management (SCRM) RSK-09 quistt intenance and disp ystems, sy 10
Management Plan Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
plans.
the SCRM plan addresses risks associated with the disposal of the Mechanisms exist to develop a plan for Supply Chain Risk
Suonty Cha Risk system, system components, or system services. Supply Chain Risk Manégiment (S-CtRM) associadtedq with tlhefdev;elopment;
acquisition, maintenance and disposal of systems, system
A.03.17.01.a[10] PPYY Functional subset of Management (SCRM) RSK-09 9 . . p y . y 10
Management Plan Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
plans.
the SCRM plan is reviewed <A.03.17.01.0DP[01]: frequency>. Mechanisms exist to develop a plan for Supply Chain Risk
M t RM iat ith th L t
Supply Chain Risk Supply Chain Risk ana'girnen (S'Ct ) aSSOCIZ Zd o L e1‘devte e, o ';
isition, maintenan nd di ms, m
A.03.17.01.b[01] PPy Functional subset of Management (SCRM) Rsk-g9  |2cquIsttion, maintenance and cisposat of Systems, syste 10
Management Plan Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
plans.
the SCRM plan is updated <A.03.17.01.0DP[01]: frequency>. Mechanisms exist to develop a plan for Supply Chain Risk
M t(SCRM iated with the devel t,
3 © Chain Risk Supply Chain Risk anégimen ( o ) aSSOCIZ : wi ! i ev;e opmen )
u in Ri acquisition, maintenance and disposal of systems, system
A.03.17.01.b[02] PPy Functional subsetof | Management (SCRM) RSK-09 q nece and disp ystems, sy 10
Management Plan Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
plans.
the SCRM plan is protected from unauthorized disclosure. Defining Access . . - . L
Subbly Chain Risk Authorizati f Mechanisms exist to explicitly define authorizations for
uthorizations for
A.03.17.01.c PPYY Functional intersects with » DCH-01.4 |specific individuals and/or roles for logical and /or physical 5
Management Plan Sensitive/Regulated -
access to sensitive/regulated data.
Data
A03.17.01.c Supply Chain Risk the SCRM plan is protected from unauthorized disclosure. Functional intersects with Disclosurf: of DCH-03.1 Mechanisms exist to res'trict the fiisclc'Jsure of sensitive / 5
Management Plan Information regulated data to authorized parties with a need to know.
the SCRM plan is protected from unauthorized disclosure. Mechanisms exist to develop a plan for Supply Chain Risk
Shonty hain Rick Supply Chain Risk Manégirnent (Sp:{M) associztzq with tlhefdevtelopmenté
uisition, maintenan nd di ms, m
A.03.17.01.c PPy Functional subsetof | Management (SCRM) RSK-0g  |2cduisttion, maintenance and disposat of systems, syste 10
Management Plan Plan components and services, including documenting selected
mitigating actions and monitoring performance against those
plans.
Acquisition Strategies, |Determine If: . . . .
03.17.02 Functional no relationship N/A N/A N/A N/A No requirements to map to.
Tools, and Methods
L ) acquisition strategies, contract tools, and procurement methods are - . Mechanisms exist to utilize tailored acquisition strategies,
A.03.17.02[01] Acquisition Strategies, || oped to identify supply chain risk Functional | intersects with | ~Cauisition Strategies, | oo o5 4 tract tools and t methods for th hase of 5
.03.17. eveloped to identify s chain risks. -03. contract tools and procurement methods for the purchase o
Tools, and Methods P upply Tools & Methods . procu . pu
unique systems, system components or services.
L . acquisition strategies, contract tools, and procurement methods are - . Mechanisms exist to utilize tailored acquisition strategies,
A.03.17.02[02] Acquisition Strategies, developed to protect against s ly chain risks Functional intersects with Acquisition Strategies, TPM-03.1 contract tools and procurement methods for the purchase of 5
.03.17. Vi i u in risks. -03. u u
Tools, and Methods P P g e Tools & Methods . P . P
unique systems, system components or services.
L ) acquisition strategies, contract tools, and procurement methods are . . Mechanisms exist to utilize tailored acquisition strategies,
A.03.17.02[03] Acquisition Strategies, developed to mitigate s ly chain risks Functional intersects with Acquisition Strategies, TPM-03.1 contract tools and procurement methods for the chase of 5
.03.17. v iti u in risks. -03. r rocur r ur
Tools, and Methods P g PRl Tools & Methods . P . P
unique systems, system components or services.
isiti trategies, tract tools, and t thod . . - . . .
Acaquisition Stratesies facq:u3| |0|: S::Irta ?dglei. con ra:: (;O.S ?nk procurement methods are Technology Mechanisms exist to facilitate the implementation of tailored
uisiti ies, . . o .
A.03.17.02[04] Tgols and Methfds implemented to identify supply chain risks Functional subset of Development & TDA-01 development and acquisition strategies, contract tools and 10
’ Acquisition procurement methods to meet unique business needs.
isiti trategies, tract tools, and t thod . . - . . .
Acquisition Strategies .acqll.||3| Io: Zrta eglis ct:on r‘act 0 slanh |:.>ro<.:ukremen methods are Technology Mechanisms exist to facilitate the implementation of tailored
, |implemented to protect against su chain risks. . _ .
A.03.17.02[05] Tgols and Methogds P P g PPYY Functional subset of Development & TDA-01 development and acquisition strategies, contract tools and 10
’ Acquisition procurement methods to meet unique business needs.
isiti trategies, tract tools, and t thod . . - . . .
Acquisition Strategies ?Cq:JISI |or; Sd':[a eg'lte.s :on racl O: S a.nkprocuremen methods are Technology Mechanisms exist to facilitate the implementation of tailored
, |implemented to mitigate su chain risks. . .
A.03.17.02[06] Tgols and Methfds P g PPY Functional subset of Development & TDA-01 development and acquisition strategies, contract tools and 10
’ Acquisition procurement methods to meet unique business needs.
Supply Chain Determine If:
03.17.03 Requirements and Functional no relationship N/A N/A N/A N/A No requirements to map to.
Processes
security requirements to protect against supply chain risks to the Mechanisms exist to develop a plan for Supply Chain Risk
Supply Chain system, system cofmponent&:, o;systerP :edrvicestand todlir:it tdhe harm Supply Chain Risk Mana.girnent (SPTM) associztzq with tlhefdevtelopment;
rcon n rom in-r vents ar ined. isition, maintenan nd di ms, m
A.03.17.03.0DP[01] Requirements and or consequences from suppy chain-retated events are define Functional subset of Management (SCRM) RSK-09 acquisttio ainte a. ce a. sposa orsys e. 8, syste 10
components and services, including documenting selected
Processes Plan . . Y .
mitigating actions and monitoring performance against those
plans.
Supply Chain security requirements to protect against supply chain risks to the
tem, t ts, t i dto limitthe h . . Mechanisms exist to facilitate the implementation of third-
A.03.17.03.0DP[01] Requirements and system, system components °rs‘,’s em services and to |n.1| eharm Functional subset of Third-Party Management TPM-01 ! X " 'mp ! ! 10
or consequences from supply chain-related events are defined. party management controls.
Processes
a process for identifying weaknesses or deficiencies in the supply chain Mechanisms exist to develop a plan for Supply Chain Risk
Supply Chain elements and processes is established. Supply Chain Risk Manégirnent (S-CtRM) associadtzq with tlhefdevielopment;
acquisition, maintenance and disposal of systems, system
A.03.17.03.a[01] Requirements and Functional subset of Management (SCRM) RSK-09 9 . . p y . ¥ 10
Processes Plan components and services, including documenting selected

mitigating actions and monitoring performance against those
plans.
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Notes (optional)

Supply Chain

a process for identifying weaknesses or deficiencies in the supply chain

Third-Party Risk

Mechanisms exist to conduct a risk assessment prior to the

(optional)

A.03.17.03.a[01] Requirements and elements and processes is established. Functional intersects with Assessments & TPM-04.1 L . . 5
acquisition or outsourcing of technology-related services.
Processes Approvals
a process for addressing weaknesses or deficiencies in the supply Mechanisms exist to develop a plan for Supply Chain Risk
chain elements and processes is established. Management (SCRM) associated with the development,
Supply Chain P Supply Chain Risk ‘g't' ( int ) ddi Lof svst P X
acquisition, maintenance and disposal of systems, system
A.03.17.03.a[02] Requirements and Functional subset of Management (SCRM) RSK-09 a . . p y . y 10
components and services, including documenting selected
Processes Plan e . o .
mitigating actions and monitoring performance against those
plans.
Supply Chain the following security requirements are enforced to protect against
ly chain risks to th tem, t ts, t . Risk Management Mechanisms exist to facilitate the implementation of strategic,
A.03.17.03.b Requirements and supp ychainnis ,S ,O © system, system components, or sys .em Functional subset of g RSK-01 i i . P g 10
Processes services and to limit the harm or consequences of supply chain-related Program operational and tactical risk management controls.
events: <A.03.17.03.0DP[01]: security requirements>.
the following security requirements are enforced to protect against Mechanisms exist to develop a plan for Supply Chain Risk
supply chain risks to the system, system components, or system L. Management (SCRM) associated with the development,
Supply Chain sepr')ci:s and to limit the h;I o} cc:/ seque c:s of s \ cyha' elated Supply Chain Risk ac 'i't'o (a' te )a ce and disposal of syste IOs syste
rvi n imi rmorcon uen u in-r uisition, maintenan nd di ms, m
A.03.17.03.b Requirements and ) q . et Functional subset of Management (SCRM) RSK-09 q . . p ¥ . ¥ 10
Processes events: <A.03.17.03.0DP[01]: security requirements>. Plan components and services, including documenting selected

mitigating actions and monitoring performance against those
plans.
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