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Buy a copy of ISO 27002 for control content:
1.0 Scope i 2 . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html
Buy a copy of ISO 27002 for control content:
2.0 Normative references v B . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html
Terms, definitions and Buy a copy of ISO 27002 for control content: Standardized i i i i
3.0 . W py ‘ Functional intersects with . SEA-02.1 Mechanisms exist to standardize technology and process terminology to reduce 5
abbreviated terms https://www.iso.org/standard/75652.html Terminology confusion amongst groups and departments.
Buy a copy of ISO 27002 for control content: Standardized i i i i
3.1 Terms and definitions y py . Functional intersects with ‘ SEA-02.1 Mechanisms exist to standardize technology and process terminology to reduce 5
https://www.iso.org/standard/75652.html Terminology confusion amongst groups and departments.
B f1ISO 27002 f trol tent: Standardized i i i i
3.2 Abbreviated terms uy a copy o ‘ or control conten Functional intersects with an .ar ize SEA-02.1 Mechanisms exist to standardize technology and process terminology to reduce 5
https://www.iso.org/standard/75652.html Terminology confusion amongst groups and departments.
Structure of this Buy a copy of ISO 27002 for control content: . . . .
4.0 . Functional no relationship N/A N/A N/A N/A No requirements to map to.
document https://www.iso.org/standard/75652.html
Buy a copy of ISO 27002 for control content:
4.1 Clauses o . . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html
Buy a copy of ISO 27002 for control content:
4.2 Themes and attributes v . . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html
Buy a copy of ISO 27002 for control content:
4.3 Control layout v 2 . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html
L Buy a copy of ISO 27002 for control content: . . . .
5.0 Organizational controls . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html
Cybersecurity & Data i i ili i i i
Policies for information  |Buy a copy of ISO 27002 for control content: . Y r. urity Mechanisms exist to facilitate the implementation of cybersecurity & data
5.1 . . Functional subset of Protection Governance | GOV-01 |protection governance controls. 10
security https://www.iso.org/standard/75652.html
Program
. . Mechanisms exist to establish, maintain and disseminate cybersecurity & data
- . . Publishing Cybersecurity
Policies for information  |Buy a copy of ISO 27002 for control content: . . . . protection policies, standards and procedures.
5.1 . . Functional intersects with & Data Protection GOV-02 5
security https://www.iso.org/standard/75652.html .
Documentation
N . . Periodic Review & Update Mef:hanlsms exist to review the cybersecurity & .data prlvac¥ pr‘ogra.m, including
Policies for information  [Buy a copy of ISO 27002 for control content: ) ) ) . policies, standards and procedures, at planned intervals or if significant changes
5.1 . . Functional intersects with of Cybersecurity & Data | GOV-03 5
security https://www.iso.org/standard/75652.html ) occur to ensure their continuing suitability, adequacy and effectiveness.
Protection Program
Policies for information  |Buy a copy of ISO 27002 for control content: . . Mechanisms exist to faC|l|tate‘the implementation and operation of data protection
5.1 . . Functional subset of Data Privacy Program PRI-01 |controls throughout the data lifecycle to ensure all forms of Personal Data (PD) are 10
security https://www.iso.org/standard/75652.html .
processed lawfully, fairly and transparently.
Mechanisms exist to:
(1) Ensure that the public has access to information about organizational data
privacy activities and can communicate with its Chief Privacy Officer (CPO) or
similar role;
Dissemination of Data i ati ; ; i i
6 1 Policies for information  |Buy a copy of ISO 27002 for control content: i [ - o with o o oR1O1.3 (2) Ensure that organizational data privacy practices are publicly available through .
. unctiona intersects wi rivacy Program -01. it ; o riaae
security https://www.iso.org/standard/75652.html y _g organizational websites or document repositories;
Information (3) Utilize publicly facing email addresses and/or phone lines to enable the public
to provide feedback and/or direct questions to data privacy office(s) regarding data
privacy practices; and
(4) Inform data subjects when changes are made to the privacy notice and the
natira of oich chancac
Assigned Cybersecurity & i i i ified indivi i issi
Information security roles|Buy a copy of ISO 27002 for control content: ' . . ig y . urity Mechanisms exist to assign one or mo.re qualified |nd|Y|duals with the ml.ssm'n and
5.2 . . Functional intersects with Data Protection GOV-04 |resources to centrally-manage, coordinate, develop, implement and maintain an 5
and responsibilities https://www.iso.org/standard/75652.html e . . . .
Responsibilities enterprise-wide cybersecurity & data protection program.
Information security roles|Buy a copy of ISO 27002 for control content: . ' ‘ Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all personnel.
5.2 o . Functional intersects with o HRS-03 5
and responsibilities https://www.iso.org/standard/75652.html Responsibilities
Information security roles|Buy a copy of ISO 27002 for control content: . . . Roles With Special Mechar.nsms existto en.sure that. mdlwdl'.léls acces.smg @ sysFem th?t stores, o
5.2 I ) Functional intersects with . HRS-04.1 |transmits or processes information requiring special protection satisfy organization 5
and responsibilities https://www.iso.org/standard/75652.html Protection Measures ) . o
defined personnel screening criteria.
Responsible, Mechanisms exist to document and maintain a Responsible, Accountable,
Information security roles|Buy a copy of ISO 27002 for control content: Accountable, Supportive, i i imi i
5.9 secu y y py ‘ Functional intersects with pp TPM-05.4 Supportive, Consulted & Informed (RASCI) matrix, or similar documentation, to 5
and responsibilities https://www.iso.org/standard/75652.html Consulted & Informed delineate assignment for cybersecurity & data privacy controls between internal
(RASCI) Matrix stakeholders and External Service Providers (ESPs).
. . . Mechani istt trol L it i ts includi it
59 Information security roles|Buy a copy of ISO 27002 for control content: Functional intersects with Third-Party Personnel TPM-06 TC anldsms exis _b?l:F)n fro f;rzonni secu_rtljy requirements including security 5
' and responsibilities https://www.iso.org/standard/75652.html Security roles and responsibitities for third-party providers.
Buy a copy of ISO 27002 for control content: Separation of Duties i i i intai i i
53 Segregation of duties y py ‘ Functional intersects with p HRS-11 Mechanisms e>.<|s’5 to |mple@ent an.d.malr.1ta|n Separatllon of Duties (SoD) to 5
https://www.iso.org/standard/75652.html (SoD) prevent potential inappropriate activity without collusion.
5.3 Segregation of duties Buy a copy of SO 27002 for control content: Functional intersects with Incompatible Roles HRS-12 reihamsn;s eX'ISt FO a:j/OId :ncomp?t'llble detvelipmen:szec'f'c rOhfets througz 5
. greg https://www.iso.org/standard/75652.html p |.m| ing and reviewing e.ve.oper privi eges oc ar.1ge ar vx./are, software an
firmware components within a production/operational environment.
Cybersecurity & Data i i ili i i i
‘s Management Buy a copy of ISO 27002 for control content: I Cbestof ; yt oo y soveon Me:hatr-usms exist to famhtitelthe implementation of cybersecurity & data o
. rotection Governance - .
responsibilities https://www.iso.org/standard/75652.html protection governance controts
Program
Management Buy a copy of ISO 27002 for control content: Human Resources i i ili i i i .
5.4 g ment y py ‘ Functional subset of . HRS-01 Mechanisms exist to facilitate the implementation of personnel security controls 10
responsibilities https://www.iso.org/standard/75652.html Security Management
Management Buy a copy of ISO 27002 for control content: . . . o Mechamsm§ exist to. \./erl?‘y that |n.d|V|duals accesgng a system processing, storing,
5.4 N . Functional intersects with Formal Indoctrination | HRS-04.2 |or transmitting sensitive information are formally indoctrinated for all the relevant 5
responsibilities https://www.iso.org/standard/75652.html . i )
types of information to which they have access on the system.
Management Buy a copy of ISO 27002 for control content: i i i i
54 g ment y py ‘ Functional intersects with Terms of Employment HRS-05 Mechanls.ms eX|§t t(? reqL‘ure alF employees and contractors to apply cybersecurity 5
responsibilities https://www.iso.org/standard/75652.html & data privacy principles in their daily work.
Management Buy a copy of ISO 27002 for control content: . . . . Mechanisms ex@t to .deflne.acceptable and unacceptable rules of behawor forthe
5.4 o . Functional intersects with Rules of Behavior HRS-05.1 |use of technologies, including consequences for unacceptable behavior. 5
responsibilities https://www.iso.org/standard/75652.html
. . . Mechani istt fi L f behavior that tai licit tricti
Management Buy a copy of ISO 27002 for control content: . . . Social Media & Social echanisms e.‘XIS © (.je inerutes o F)e aylor @ <.:on.a|n oXp I_CI restrictions o'n
5.4 N . Functional intersects with . L HRS-05.2 |the use of social media and networking sites, posting information on commercial 5
responsibilities https://www.iso.org/standard/75652.html Networking Restrictions . . . .
websites and sharing account information.
N Mechani istt tablish tricti dimpl tati id f
Management Buy a copy of ISO 27002 for control content: . . . Use of Communications ¢ anls.mslems oesta I_S usage restrictions an‘ implementation guidance for
5.4 o . Functional intersects with HRS-05.3 |communications technologies based on the potential to cause damage to 5
responsibilities https://www.iso.org/standard/75652.html Technology ) o
systems, if used maliciously.
Management Buy a copy of ISO 27002 for control content: . Cybe.rsecurity & I?ata Mechanisms exist to fa.cilitate the impleme.ntatiorn of cybersecurity. & .clata privacy-
5.4 _— ) Functional subset of Privacy Portfolio PRM-01 |related resource planning controls that define a viable plan for achieving 10
responsibilities https://www.iso.org/standard/75652.html i ) o
Management cybersecurity & data privacy objectives.
Cybersecurity & Data Mechani istto add lw ital planni di t t ts,
5.4 Management Buy a copy of ISO 27002 for control content: Functional intersects with yP . R y PRM-02 | e:: da_nls:;s existtoa res; ad tca_p| al P an:ltr;]g an blnves n'l:n&rzq:es S 5
. rivacy Resource -
responsibilities https://www.iso.org/standard/75652.html Y including the resources neededto |'mp emen' © CY ersecurty & cata privacy
Management programs and document all exceptions to this requirement.
Mechanisms exist to provide role-based cybersecurity & data privacy-related
Role-Based ining:
5.4 Management Buy a copy of ISO 27002 for control content: Euncti l int ts with Cvb itv & Dat SAT-03 training: 5
. unctiona intersects wi ersecuri ata - izi i i ies:
responsibilities https://www.iso.org/standard/75652.html y : y ' (1) Before authorizing access to the system or performing assigned duties;
Privacy Training (2) When required by system changes; and
(3) Annually thereafter.
Buy a copy of ISO 27002 for control content: Contacts With i i i i i i
5.5 Contact with authorities y py . Functional equal >\ GOV-06 Mechanisms exist to identify and document appropriate contacts with relevant law 10
https://www.iso.org/standard/75652.html Authorities enforcement and regulatory bodies.
Mechanisms exist to establish contact with selected groups and associations
within the cybersecurity & data privacy communities to:
(1) Facilitate ongoing cybersecurity & data privacy education and training for
Contact with special Buy a copy of ISO 27002 for control content: Contacts With Groups & izati .
5.6 . P y Py . Functional equal . P GOV-07 organizational personnel; 10
interest groups https://www.iso.org/standard/75652.html Associations (2) Maintain currency with recommended cybersecurity & data privacy practices,
techniques and technologies; and
(3) Share current cybersecurity and/or data privacy-related information including
threats viilnerahilities and incidents
Buy a copy of ISO 27002 for control content: Monitoring Fo i i i i i i i i
57 Threat intelligence uy py . r r nten Functional intersects with | rlng r MON-11 Mechanisms exist to monitor for evidence of unauthorized exfiltration or disclosure 5
https://www.iso.org/standard/75652.html Information Disclosure of non-public information.
. ) Buy a copy of ISO 27002 for control content: ) . . Monitoring for Indicators | MON- |Automated mechanisms exist to identify and alert on Indicators of Compromise
5.7 Threat intelligence . Functional intersects with . 5
https://www.iso.org/standard/75652.html of Compromise (I0C) 11.3 (oC).
Mechanisms exist to implement a threat intelligence program that includes a cross-
Buy a copy of ISO 27002 for control content: Threat Intelligence Feeds ization i ion- i ili i
5.7 Threat intelligence y py . Functional subset of g THR-01 organization information-sharing capability that can influence the development of 10
https://www.iso.org/standard/75652.html Program the system and security architectures, selection of security solutions, monitoring,
threat hunting, response and recovery activities.
Buy a copy of ISO 27002 for control content: Indicators of Exposure i i i
57 Threat intelligence Y py . Functional intersects with p THR-02 Mecha-nlsms exist to develop Indicators of Exposure (IOE) to unders'fand the 5
https://www.iso.org/standard/75652.html (IOE) potential attack vectors that attackers could use to attack the organization.
Mechanisms exist to maintain situational awareness of vulnerabilities and evolving
Buy a copy of ISO 27002 for control content: Threat Intelligence Feeds i i i
5.7 Threat intelligence y py . Functional intersects with g THR-03 threat‘s‘ by lever?glngthe kno.wledge of attacl.<ertact|cs, technlqyes and procedures 5
https://www.iso.org/standard/75652.html Feeds to facilitate the implementation of preventative and compensating controls.
Buy a copy of ISO 27002 for control content: Threat Intelligence Feeds i i ili i i
57 Threat intelligence Y py . Functional intersects with g . THR-03.1 N!echar?lsms exist tco u.tlllze extt.ar‘nal th re.at |ntell|genc§ feéds to gener?te énd 5
https://www.iso.org/standard/75652.html Reporting disseminate organization-specific security alerts, advisories and/or directives.
b v & Dat - " — - - - - -
Information security in Buy a copy of ISO 27002 for control content: . Y ejrsecurl Y : ata Mechanisms exist to fa.C|l|tate the |mpleme.ntat|or1 of cybersecurlty. & .data privacy
5.8 . . Functional subset of Privacy Portfolio PRM-01 [related resource planning controls that define a viable plan for achieving 10
project management https://www.iso.org/standard/75652.html ] ) o
Management cybersecurity & data privacy objectives.
. o Cybersecurity & Data Mechanisms exist to assess cybersecurity & data privacy controls in system
Information security in  |Buy a copy of ISO 27002 for control content: : . . . . project development to determine the extent to which the controls are
5.8 . . Functional intersects with Privacy In Project PRM-04 5
project management https://www.iso.org/standard/75652.html Management implemented correctly, operating as intended and producing the desired outcome
with respect to meeting the requirements.
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(optional)
. o Cybersecurity & Data Mechanisms exist to identify critical system components and functions by
Information securityin  [Buy a copy of ISO 27002 for control content: . . . . . performing a criticality analysis for critical systems, system components or
5.8 . . Functional intersects with Privacy Requirements PRM-05 ) i o o ) 5
project management https://www.iso.org/standard/75652.html Definition services at pre-defined decision points in the Secure Development Life Cycle
(SDLC).
Secure Development Life i i ithi
58 Information security in Buy a copy of ISO 27002 for control content: Functional intersects with ovel (SISLC) PRM-07 chganisn;SDeLXCISt to enSlirelcl:h;:fes tohs;ysterrlls :”thm the tSecl;ure De(;/elopment 5
. cle - .
project management https://www.iso.org/standard/75652.html y ife Cycle ( ) are controlle rough format change control procedures
Management
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk monitoring;
s Information security in Buy a copy of ISO 27002 for control content: . l . < with - . FSK.01 1 (2) Constraints affecting risk assessments, risk response and risk monitoring; ]
. unctiona intersects wi isk Framin -01. izati i .
project management https://www.iso.org/standard/75652.html 8 (3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for managing
risk.
Information security in Buy a copy of ISO 27002 for control content: i i i i i i .
58 . i urity i uy py . Functional intersects with Risk Identification RSK-03 Mechanisms exist to identify and document risks, both internal and external 5
project management https://www.iso.org/standard/75652.html
Information security in Buy a copy of ISO 27002 for control content: _ . . ‘ Mechanisms exist to conduct recurring assessments of risk that includes the
5.8 . . Functional intersects with Risk Assessment RSK-04 [likelihood and magnitude of harm, from unauthorized access, use, disclosure, 5
project management https://www.iso.org/standard/75652.html ) ) o ) o
disruption, modification or destruction of the organization's systems and data.
Inf ti ity i B f1SO 27002 f trol tent: i i i i .
58 n qrma ion security in uy a copy o . or control conten Functional intersects with Risk Remediation RSK-06 Mechanisms exist to remediate risks to an acceptable level 5
project management https://www.iso.org/standard/75652.html
Information security in Buy a copy of ISO 27002 for control content: . . . . Mechanisms e?<|st. to respond to flndlngs from cybersecunty &.data privacy
5.8 ] . Functional intersects with Risk Response RSK-06.1 |assessments, incidents and audits to ensure proper remediation has been 5
project management https://www.iso.org/standard/75652.html
performed.
Mechanisms exist to develop an enterprise architecture, aligned with industry-
Information security in Buy a copy of ISO 27002 for control content: Alignment With i i i i i i i i
5.8 . y y py . Functional intersects with g. . SEA-02 recognized leading practices, with consideration for cybersecurity & data privacy 5
project management https://www.iso.org/standard/75652.html Enterprise Architecture principles that addresses risk to organizational operations, assets, individuals,
other organizations.
Inventory of information . . . . . .
. Buy a copy of ISO 27002 for control content: . . . Asset-Service Mechanisms exist to identify and assess the security of technology assets that
5.9 and other associated . Functional intersects with . AST-01.1 . . . 5
¢ https://www.iso.org/standard/75652.html Dependencies support more than one critical business function.
assets
Inventory of information Stakeholder Mechanisms exist to identify and involve pertinent stakeholders of critical systems,
. Buy a copy of ISO 27002 for control content: . . . e _— . .
5.9 and other associated . Functional intersects with Identification & AST-01.2 |applications and services to support the ongoing secure management of those 5
https://www.iso.org/standard/75652.html
assets Involvement assets.
Mechanisms exist to perform inventories of technology assets that:
(1) Accurately reflects the current systems, applications and services in use;
Inventory of information (2) Identifies authorized software products, including business justification details;
. Buy a copy of ISO 27002 for control content: . . . . . . .
5.9 and other associated . Functional intersects with Asset Inventories AST-02 | (3)Is atthe level of granularity deemed necessary for tracking and reporting; 5
https://www.iso.org/standard/75652.html L . . . .
assets (4) Includes organization-defined information deemed necessary to achieve
effective property accountability; and
(5) Is available for review and audit by designated organizational personnel.
Inventory of information . . L
. Buy a copy of ISO 27002 for control content: . . . . . Mechanisms exist to create and maintain a map of technology assets where
5.9 and other associated . Functional intersects with Data Action Mapping AST-02.8 . . . 5
X https://www.iso.org/standard/75652.html sensitive/regulated data is stored, transmitted or processed.
assets
Inventory of information . Mechanisms exist to ensure asset ownership responsibilities are assigned, tracked
. Buy a copy of ISO 27002 for control content: . . . Asset Ownership . . o ]
5.9 and other associated . Functional intersects with . AST-03 [and managed at a team, individual, or responsible organization level to establish a 5
https://www.iso.org/standard/75652.html Assignment . . .
assets common understanding of requirements for asset protection.
Inventory of information . Mechanisms exist to include capturing the name, position and/or role of individuals
. Buy a copy of ISO 27002 for control content: . . . Accountability . o )
5.9 and other associated . Functional intersects with . AST-03.1 |responsible/accountable for administering assets as part of the technology asset 5
https://www.iso.org/standard/75652.html Information .
assets inventory process.
. . . Mechanisms exist to maintain network architecture diagrams that:
Inventory of information Network Diagrams & . . . . , .
. Buy a copy of ISO 27002 for control content: . . . . (1) Contain sufficient detail to assess the security of the network's architecture;
5.9 and other associated . Functional intersects with Data Flow Diagrams AST-04 . . 5
t https://www.iso.org/standard/75652.html (DFDs) (2) Reflect the current architecture of the network environment; and
assets S
(3) Document all sensitive/regulated data flows.
Inventory of information
. Buy a copy of ISO 27002 for control content: . . . . - . . .
5.9 and other associated . Functional subset of Data Protection DCH-01 |Mechanisms exist to facilitate the implementation of data protection controls. 10
https://www.iso.org/standard/75652.html
assets
Inventory of information . . . . .
. Buy a copy of ISO 27002 for control content: . . . Data & Asset Mechanisms exist to ensure data and assets are categorized in accordance with
5.9 and other associated . Functional intersects with o DCH-02 . ) 5
X https://www.iso.org/standard/75652.html Classification applicable statutory, regulatory and contractual requirements.
assets
Inventory of information i i i intai i
59 d oth y iated Buy a copy of ISO 27002 for control content: Functional intersects with Inventory of Personal PRI-05.5 Meclharll‘sms EX;St to (?stal?c::st; anl(lj mtalntalrﬁ acurrent |nvetntor3;of all s‘i/stercr;s; 5
. and other associate -05.
https://www.iso.org/standard/75652.html Data (PD) applications and services that collect, receive, process, store, transmit, update
assets and/or share Personal Data (PD).
. . . Mechanisms exist to identify critical system components and functions by
Inventory of information Cybersecurity & Data . L ] e
. Buy a copy of ISO 27002 for control content: . . . ) ; performing a criticality analysis for critical systems, system components or
5.9 and other associated . Functional intersects with Privacy Requirements PRM-05 . ] - . ] ) 5
https://www.iso.org/standard/75652.html o services at pre-defined decision points in the Secure Development Life Cycle
assets Definition
(SDLC).
Acceptable use of i i ili i i i .
. p . Buy a copy of ISO 27002 for control content: . . . . Mechanisms exist to facilitate the implementation of data protection controls
5.10 information and other . Functional intersects with Data Protection DCH-01 5
. https://www.iso.org/standard/75652.html
associated assets
Acceptable use of i i iai i i i
/ p . Buy a copy of ISO 27002 for control content: ‘ ' ‘ ' ' Mechanisms exist to mark media in accordance with data protection requirements
5.10 information and other . Functional intersects with Media Marking DCH-04 |so that personnel are alerted to distribution limitations, handling caveats and 5
. https://www.iso.org/standard/75652.html
associated assets applicable security requirements.
Acceptable use of i i i i i igi -
_ p . Buy a copy of ISO 27002 for control content: . . . . Mechanisms exist to identify custodians throughout the transport of digital or non
5.10 information and other ) Functional intersects with Custodians DCH-07.1|digital media. 5
. https://www.iso.org/standard/75652.html
associated assets
Acceptable use of i i i i
. p . u Buy a copy of ISO 27002 for control content: ' ' ‘ . Mechanisms exist to define acceptable and unacceptable rules of behavior for the
5.10 information and other X Functional intersects with Rules of Behavior HRS-05.1 |use of technologies, including consequences for unacceptable behavior. 5
. https://www.iso.org/standard/75652.html
associated assets
Acceptable use of i i i i i ici icti
' p . Buy a copy of ISO 27002 for control content: . ‘ ‘ Social Media & Social Mechanisms §X|st to ?Ieflne rules of F)eha.vlorthat c?on’Faln eXplI.CIt restrictions o.n
5.10 information and other . Functional intersects with . L HRS-05.2 |the use of social media and networking sites, posting information on commercial 5
. https://www.iso.org/standard/75652.html Networking Restrictions ] ) ) ]
associated assets websites and sharing account information.
Acceptable use of i i i icti i i i
. p . Buy a copy of ISO 27002 for control content: ' . . Use of Communications Mechams.ms.emst to establl.sh usage restrictions an.d implementation guidance for
5.10 information and other ) Functional intersects with HRS-05.3 | communications technologies based on the potential to cause damage to 5
. https://www.iso.org/standard/75652.html Technology ) o
associated assets systems, if used maliciously.
Acceptable use of i i irei ird- i i
1o - p ; o Buy a copy of ISO 27002 for control content: I R rccoss Astoaments RS-0 Mechanisms eX|sttto réqu'(lret)lnjcernal a:ddthlrd party users to sign appropriate i
. information and other - .
. https://www.iso.org/standard/75652.html & access agreements prior to being granted access
associated assets
Buy a copy of ISO 27002 for control content: . Mech?nlslms existto e.nsureT that empFoyees and thlrd-p.arty users return all
5.11 Return of assets . Functional equal Return of Assets AST-10 |organizational assets in their possession upon termination of employment, 10
https://www.iso.org/standard/75652.html
contract or agreement.
Mechanisms exist to determine cybersecurity & data privacy control applicability
Classification of Buy a copy of ISO 27002 for control content: Asset Scope i ifyi igni i i
5.12 . ~ y py . Functional intersects with ' p AST-04.1 by identifying, assigning and documenting the appropriate asset scope 5
information https://www.iso.org/standard/75652.html Classification categorization for all systems, applications, services and personnel (internal and
third-parties).
Classification of Buy a copy of ISO 27002 for control content: i i ili i i i .
512 . . y py . Functional subset of Data Protection DCH-01 Mechanisms exist to facilitate the implementation of data protection controls 10
information https://www.iso.org/standard/75652.html
Classification of Buy a copy of ISO 27002 for control content: Data & Asset i i i i i
512 ' . y py ‘ Functional intersects with & Ass DCH-02 Mechanisms exist to ensure data and assets are categorized in accordance with 5
information https://www.iso.org/standard/75652.html Classification applicable statutory, regulatory and contractual requirements.
Mechanisms exist to facilitate data governance to oversee the organization's
Classification of Buy a copy of ISO 27002 for control content: ici iti i i
5.12 . . y py . Functional intersects with Data Governance GOV-10 policies, standarc.ls a|j1d pr?cedures S0 that. sensﬂwe/regulated data is effectively 5
information https://www.iso.org/standard/75652.html managed and maintained in accordance with applicable statutory, regulatory and
contractual obligations.
. . . Buy a copy of ISO 27002 for control content: . . . Mechanisms exist to mark medlalln efcco.rdar?a? Wl.th data pro‘Fectlon requirements
5.13 Labelling of information . Functional equal Media Marking DCH-04 |so that personnel are alerted to distribution limitations, handling caveats and 10
https://www.iso.org/standard/75652.html ) ) ]
applicable security requirements.
Buy a copy of ISO 27002 for control content: Transmission i i i i iali i
514 Information transfer uy py . Eunctional intersects with . i . i . CRY-03 Cryptographic mechanisms exist to protect the confidentiality of data being 5
https://www.iso.org/standard/75652.html Confidentiality transmitted.
Buy a copy of ISO 27002 for control content: i i ioi -digi i i
5.14 Information transfer y Py . Functional intersects with Media Transportation DCH-07 Mechanisms e'XISt to protect and contro'l digital and. non dlglt?l media during 5
https://www.iso.org/standard/75652.html transport outside of controlled areas using appropriate security measures.
Buy a copy of ISO 27002 for control content: i i i i i igi -
514 Information transfer Y py ‘ Functional intersects with Custodians DCH-07.1 Mechanisms exist to identify custodians throughout the transport of digital or non 5
https://www.iso.org/standard/75652.html digital media.
Buy a copy of ISO 27002 for control content: i i ili i i ingi i i
5.14 Information transfer y Py . Functional intersects with Information Sharing DCH-14 Mec?h.anlsms existto Utlll?e a procets,s to assist users in making information sharing 5
https://www.iso.org/standard/75652.html decisions to ensure data is appropriately protected.
B opy of ISO 27002 for control content: i i - igi i ithi
514 Information transfer uy a copy ‘ r control conten Functional intersects with Ad-Hoc Transfers DCH-17 Mechanisms exist to secure ad-hoc exchanges of large digital files with internal or 5
https://www.iso.org/standard/75652.html external parties.
. Buy a copy of ISO 27002 for control content: . . . Mechani istt i I L tractors t \ it
5.14 Information transfer y Py . Functional intersects with Terms of Employment HRS-05 ec anls.ms eXIS_ 9 rqulre @ ) emp oyees and contractors to apply cybersecurity 5
https://www.iso.org/standard/75652.html & data privacy principles in their daily work.
Mechani ist to defi tabl table rules of behavior for th
5.14 Information transfer Buy a copy of ISO 27002 for control content: Functional intersects with Rules of Behavior HRS-05.1 o ftnIS?S TXIS' O'delmj‘accep e ur:‘accep > etrubfst? :e 'aVIor o 5
. https://www.iso.org/standard/75652.html .1 |use of technologies, including consequences for unacceptable behavior.
Buy a copy of ISO 27002 for control content: i i irei ird- i i
5.14 Information transfer y Py . Functional intersects with Access Agreements HRS-06 Mechanisms exist to rt.aqwre |n.ternal and third-party users to sign appropriate 5
https://www.iso.org/standard/75652.html access agreements prior to being granted access.
. Buy a copy of ISO 27002 for control content: . . . Confidentiality Mecr.wanls.mé exist to require Non-Disclosure Agreements (NDAs) or similar .
5.14 Information transfer . Functional intersects with HRS-06.1 | confidentiality agreements that reflect the needs to protect data and operational 5
https://www.iso.org/standard/75652.html Agreements . ) )
details, or both employees and third-parties.
Buy a copy of ISO 27002 for control content: Network Securit i i ili
514 Information transfer y py . Functional subset of y NET-01 'Mechanlsms‘emst to develop, gov?rn & update procedures to facilitate the 10
https://www.iso.org/standard/75652.html Controls (NSC) implementation of Network Security Controls (NSC).
. Buy a copy of ISO 27002 for control content: . . ‘ Data Flow Enforcenjlent - Mechanisms exist to d.esign, impl(.ament and review firewall and router .
5.14 Information transfer . Functional intersects with Access Control Lists NET-04 |configurations to restrict connections between untrusted networks and internal 5
https://www.iso.org/standard/75652.html (ACLs) ‘
S systems.
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(optional)
. Mechanisms exist to configure firewall and router configurations to deny network
514 Inf tion transfer Buy a copy of ISO 27002 for control content: Functional intersects with Deny Traffic by Default & NET-04.1 |¢ ef(;. by default and all. g ) Kiraffic b i g q I y ith 5
. nformation tr . . -04. and allow network traffic by exception (e.g., deny all, permi
https://www.iso.org/standard/75652.html Allow Traffic by Exception ratie .y erau y P (e-g 4 P 4
exception).
Buy a copy of ISO 27002 for control content: . Mechani ist to protect the confidentiality, integrit d ilability of
5.14 Information transfer y Py . Functional intersects with Electronic Messaging NET-13 ec anl.sms exis ) protec ?C .n identiality, integrity and avaltability 5
https://www.iso.org/standard/75652.html electronic messaging communications.
Mechanisms exist to force Internet-bound network traffic through a proxy device
Buy a copy of ISO 27002 for control content: .g. i i ilteri ilteri
5.14 Information transfer y Py . Functional intersects with DNS & Content Filtering | NET-18 (.e g » Policy Enfél.'cement Point (PEP)) for URL conter]t.fllterlng and I?NS filtering to 5
https://www.iso.org/standard/75652.html limit a user's ability to connect to dangerous or prohibited Internet sites.
Mechanisms exist to facilitate the operation of physical and environmental
. Buy a copy of ISO 27002 for control content: . . . Physical & Environmental ec ar?l X " P ! phys! Vi
5.14 Information transfer . Functional intersects with . PES-01 |protection controls. 5
https://www.iso.org/standard/75652.html Protections
f1SO 27002 f trol content: Identity & Access i i ilitate the impl tati fi tificati
515 Access control Buy a copy o . or control co Eunctional subset of y IAC-01 Mechanisms exist to facilitate the implementation of identification and access 10
https://www.iso.org/standard/75652.html Management (IAM) management controls.
Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and
Buy a copy of ISO 27002 for control content: . . . L . . . -
5.15 Access control . Functional intersects with Authentication for IAC-02 |Audit (AAA) organizational users and processes acting on behalf of organizational 5
https://www.iso.org/standard/75652.html o
Organizational Users users.
Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy over
Buy a copy of ISO 27002 for control content: . . . Role-Based Access echan X . . (. ) policy ov
5.15 Access control . Functional intersects with IAC-08 |users and resources that applies need-to-know and fine-grained access control for 5
https://www.iso.org/standard/75652.html Control (RBAC) N
sensitive/regulated data access.
Buy a copy of ISO 27002 for control content: Mechani istt tivel t t of individual, s
5.15 Access control uy Py . Functional intersects with Account Management IAC-15 ec anlsmsvexm opran Ively govern account management of individual, group 5
https://www.iso.org/standard/75652.html system, service, application, guest and temporary accounts.
Buy a copy of ISO 27002 for control content: . . . Privileged Account Mechanisms exist to restrict and control privileged access rights for users and
5.15 Access control . Functional intersects with IAC-16 ) 5
https://www.iso.org/standard/75652.html Management (PAM) services.
Mechanisms exist to periodically-review the privileges assigned to individuals and
Buy a copy of ISO 27002 for control content: . . . Periodic Review of ec. anisms exi P .r| caty-review pr|V|. .g 'en .m vidau :
5.15 Access control . Functional intersects with . IAC-17 |service accounts to validate the need for such privileges and reassign or remove 5
https://www.iso.org/standard/75652.html Account Privileges o
unnecessary privileges, as necessary.
Mechani ist to utilize th t of least privilege, allowi ly authorized
Buy a copy of ISO 27002 for control content: ' . ‘ N echanisms exist to utilize the concept o .eas prI'VI ege, a owlng only au orl'ze
5.15 Access control ) Functional intersects with Least Privilege IAC-21 |access to processes necessary to accomplish assigned tasks in accordance with 5
https://www.iso.org/standard/75652.html L . .
organizational business functions.
. Mechani ist to facilitate th ti f physical and ironmental
Buy a copy of ISO 27002 for control content: . Physical & Environmental ec ar?lsms OXISTIO Taciitate the oparation o physical and environ
5.15 Access control . Functional subset of . PES-01 |protection controls. 10
https://www.iso.org/standard/75652.html Protections
. Physical access control mechanisms exist to maintain a current list of personnel
Buy a copy of ISO 27002 for control content: . . . Physical Access .yS|ca . o P o
5.15 Access control ) Functional intersects with L PES-02 |with authorized access to organizational facilities (except for those areas within the 5
https://www.iso.org/standard/75652.html Authorizations o o ) ) .
facility officially designated as publicly accessible).
515 Access control Buy a copy of.ISO 27002 for control content: Functional intersects with Role-Based Physical PES-02.1 Physical access cfc?ntrol mechanisms e‘x‘ist to authorize physical access to facilities 5
https://www.iso.org/standard/75652.html Access based on the position or role of the individual.
Physical access control mechanisms exist to enforce physical access
Buy a copy of ISO 27002 for control content: izati i i i i i try/exit
5.15 Access control y by . Functional intersects with Physical Access Control | PES-03 au"chorlzatlon.s.f.or all phy3|f3al access pomts‘(ln.cludlng q§3|gnét§d entry .eXI 5
https://www.iso.org/standard/75652.html points) to facilities (excluding those areas within the facility officially designated as
publicly accessible).
. 150 27002 for contral content Physical Security of Mec.:hanlsms ex;st to |d§nt|;y sys;en;s, faqullpment anolr:eipectlve (?pteratr:ng. l
uy a copy o :
5.15 Access control y by . Functional intersects with Offices, Rooms & PES-04 environments that reqw.re Imite p ysicat access so i at appropriate p y.s,fc,ta 5
https://www.iso.org/standard/75652.html Facilities access controls are designed and implemented for offices, rooms and facilities.
Buy a copy of ISO 27002 for control content: Physical security mechanisms exist to allow only authorized personnel access to
5.15 Access control y Py . Functional intersects with Working in Secure Areas | PES-04.1 ysl uritym nisms exi W only authorized personn 5
https://www.iso.org/standard/75652.html secure areas.
Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and
. Buy a copy of ISO 27002 for control content: . . . A . ! .XI Hniquey | 1y Y u .
5.16 Identity management . Functional intersects with Authentication for Non- | IAC-03 |Audit (AAA) third-party users and processes that provide services to the 5
https://www.iso.org/standard/75652.html L L
Organizational Users organization.
Identification & Mechani istt i ly identify and centrally Authenticate, Authorize and
. Buy a copy of ISO 27002 for control content: . . . L ec‘ anisms ex‘ls o uniquetyt er\ fy 'y . o .
5.16 Identity management ) Functional intersects with Authentication for IAC-04 |Audit (AAA) devices before establishing a connection using bidirectional 5
https://www.iso.org/standard/75652.html . o . . .
Devices authentication that is cryptographically- based and replay resistant.
Identification & Mechanisms exist to identify and authenticate third-party systems and services.
. Buy a copy of ISO 27002 for control content: . . . N .
5.16 Identity management . Functional intersects with Authentication for Third IAC-05 5
https://www.iso.org/standard/75652.html .
Party Systems & Services
B f1SO 27002 for control content: User Provisioning & De- i ist to utili f L istration and de-registration process
5.16 Identity management uyacopyo. Functional intersects with L g IAC-07 Mechanisms exis o.u fize atorma use.r registrati regl lon pr 5
https://www.iso.org/standard/75652.html Provisioning that governs the assignment of access rights.
Buy a copy of ISO 27002 for control content: Identifier Management Mechani istt rn naming standards for usernames and systems.
5.16 Identity management W by . Functional intersects with € IAC-09 echanisms existto gove ng ! y 5
https://www.iso.org/standard/75652.html (User Names)
Buy a copy of ISO 27002 for control content: User Identity (ID Mechani istt identificati t for non-
5.16 Identity management wy Py . Functional intersects with y (D) IAC-09.1 echanisms exis oensm,!re': properuseridentification management fo 5
https://www.iso.org/standard/75652.html Management consumer users and administrators.
. Buy a copy of ISO 27002 for control content: . . . Cross-Organization Mechanisms exist to coordinate username identifiers with external organizations
5.16 Identity management . Functional intersects with IAC-09.4 o ) N 5
https://www.iso.org/standard/75652.html Management for cross-organization management of identifiers.
Buy a copy of ISO 27002 for control content: Mechani istt tivel t t of individual, group,
5.16 Identity management y Py . Functional intersects with Account Management IAC-15 ec anlsms.eX|s oproa.\c vely govern account management otindividual, group 5
https://www.iso.org/standard/75652.html system, service, application, guest and temporary accounts.
. Buy a copy of ISO 27002 for control content: . . . Disable Inactive Automated mechanisms exist to disable inactive accounts after an organization-
5.16 Identity management . Functional intersects with IAC-15.3 . . . 5
https://www.iso.org/standard/75652.html Accounts defined time period.
. Buy a copy of ISO 27002 for control content: ) . . Restrictions on Shared Mechanisms exist to authorize the use of shared/group accounts only under
5.16 Identity management . Functional intersects with IAC-15.5 . o ) . 5
https://www.iso.org/standard/75652.html Groups / Accounts certain organization-defined conditions.
Authentication Buy a copy of ISO 27002 for control content: . . . Authenticator Mechanisms exist to securely manage authenticators for users and devices.
5.17 ) . . Functional intersects with IAC-10 5
information https://www.iso.org/standard/75652.html Management
icati f trol tent: Password-Based i i i th Lif i ti t
517 AuthentlFatlon Buy a copy of.ISO 27002 for control conten Functional intersects with +-ba IAC-10.1 Mechanisms exist t9 enforce complexity, leng aer |.espan considerations to 5
information https://www.iso.org/standard/75652.html Authentication ensure strong criteria for password-based authentication.
Authenticati Buy a copy of ISO 27002 for control content: Mechani istt tect and st ds vi d tool.
5.17 ' uthen |.ca ion y py . Functional intersects with Password Managers IAC-10.11 echanisms exist to protect and store passwords via a password manager too 5
information https://www.iso.org/standard/75652.html
. Mechanisms exist to protect authenticators commensurate with the sensitivity of
Authentication Buy a copy of ISO 27002 for control content: . . . Protection of ] nism ] p ] ] ¥
5.17 ) . . Functional intersects with ) IAC-10.5 |the information to which use of the authenticator permits access. 5
information https://www.iso.org/standard/75652.html Authenticators
icati 27002 f trol tent: i i henticat h t of t
517 AuthentlFatlon Buy a copy of.ISO or control conten Functional intersects with Default Authenticators | 1AC-10.8 Mech.amsms exist t'o ensur(? default authenticators are changed as part of accoun 5
information https://www.iso.org/standard/75652.html creation or system installation.
o Mechanisms exist to compel users to follow accepted practices in the use of
Authentication Buy a copy of ISO 27002 for control content: . . . User Responsibilities for o . P P P . ]
5.17 . . . Functional intersects with IAC-18 |authentication mechanisms (e.g., passwords, passphrases, physical or logical 5
information https://www.iso.org/standard/75652.html Account Management . o
security tokens, smart cards, certificates, etc.).
B f1SO 27002 for control content: Separation of Duties i ist to impl tand intain Separation of Duties (SoD) to
5.18 Accessrights uyacopyo. Functional intersects with P HRS-11 Mechanisms e>.<|s. o imp erTlen an. .malr.1 ain separ .I n uties ( ) 5
https://www.iso.org/standard/75652.html (SoD) prevent potential inappropriate activity without collusion.
. Buy a copy of ISO 27002 for control content: . Identity & Access Mechanisms exist to facilitate the implementation of identification and access
5.18 Access rights . Functional subset of IAC-01 10
https://www.iso.org/standard/75652.html Management (IAM) management controls.
Buy a copy of ISO 27002 for control content: User Provisioning & De- Mechani ist to utili f L istrati d de-registrati
518 Access rights uy py . Eunctional intersects with sionir g IAC-07 echanisms exis o'u ilize aforma use'r registration and de-registration process 5
https://www.iso.org/standard/75652.html Provisioning that governs the assignment of access rights.
Buy a copy of ISO 27002 for control content: . Mechani istt k ights followi h i onnel
5.18 Accessrights y Py . Functional intersects with | Change of Roles & Duties| IAC-07.1 ¢ anlsms'eX|s. O revoke useraccess rights VO owing changes In pers 5
https://www.iso.org/standard/75652.html roles and duties, if no longer necessary or permitted.
B fl 27002 f trol tent: Termination of i i i i i
518 Access rights uy a copy o .SO 002 for control conten Functional intersects with IAC-07.2 Mechanl.sms exist to revoke user access rights in a timely manner, upon 5
https://www.iso.org/standard/75652.html Employment termination of employment or contract.
. Buy a copy of ISO 27002 for control content: . . . Authenticator Mechanisms exist to securely manage authenticators for users and devices.
5.18 Accessrights . Functional intersects with IAC-10 5
https://www.iso.org/standard/75652.html Management
B f1SO 27002 for control content: i istt tect and st ords via a password manager tool.
5.18 Access rights vyacopyo . Functional intersects with Password Managers IAC-10.11 Mechanisms exist to protect and store passw viaapassw g 5
https://www.iso.org/standard/75652.html
Buy a copy of ISO 27002 for control content: Mechani istt tivel t ement of individual, group,
5.18 Access rights W Py . ' ' Functional intersects with Account Management IAC-15 ec anlsms.eX|s © ['Z)rOE.IC \vely govern account manag group 5
https://www.iso.org/standard/75652.html system, service, application, guest and temporary accounts.
Automated System Aut t hani istt tth t of syst t
5.18 A ight Buy a copy of ISO 27002 for control content: Functional intersects with Account Manayement IAC-15.1 ) 0”;? eimec ar'nsms PHISHIO SUppOTiine management o system sccotnts 5
. ccess rights u -15. .g., .
g https://www.iso.org/standard/75652.html . g. (e.g., directory services)
(Directory Services)
Buy a copy of ISO 27002 for control content: Removal of Temporary / Aut ted hani exist to disable or remove temporary and emergenc
5.18 Accessrights uy Py . Functional intersects with porary IAC-15.2 utomated mec anlsm§ X_I I_ ) rr m.v mporary and emergency 5
https://www.iso.org/standard/75652.html Emergency Accounts accounts after an organization-defined time period for each type of account.
. Buy a copy of ISO 27002 for control content: . . . Privileged Account Mechanisms exist to restrict and control privileged access rights for users and
5.18 Access rights . Functional intersects with IAC-16 . 5
https://www.iso.org/standard/75652.html Management (PAM) services.
L Mechanisms exist to inventory all privileged accounts and validate that each
518 A ishts Buy a copy of ISO 27002 for control content: Functional intersects with Privileged Account IAC-16.1 echan ith elevated privil ry. P th g d by th iate level of 5
. ccess ri -16. elevated privileges is authorize e appropriate level o
g https://www.iso.org/standard/75652.html Inventories perso.n WI. v priviteges s au 'z y ppropr v
organizational management.
. Buy a copy of ISO 27002 for control content: . 4 . Periodic Review of Mechanisms exist to pe‘riodically-reviewthe privi.le‘ges assigned to Fndividuals and
5.18 Access rights . Functional intersects with . IAC-17 |service accounts to validate the need for such privileges and reassign or remove 5
https://www.iso.org/standard/75652.html Account Privileges o
unnecessary privileges, as necessary.
B fISO 27002 f trol content: i istt t the shari f ic IDs, passwords or other generic
5.18 Access rights Hyacopyo . oreon Functional intersects with Credential Sharing IAC-19 Mechan.lsm.s existio preventthe sharing ot generic passw g ! 5
https://www.iso.org/standard/75652.html authentication methods.
Buy a copy of ISO 27002 for control content: Mechani istt f Logical A trol (LA issi that
5.18 Access rights wy Py . Functional intersects with Access Enforcement IAC-20 echanisms eXIS. o'en oree Oglcé 'ccess Control (LAC) permissions tha 5
https://www.iso.org/standard/75652.html conform to the principle of "least privilege."
Buy a copy of ISO 27002 for control content: Access To Sensitive / Mechani ist to limit t itive/ lated data t ly th
5.18 Accessrights 4 by . Functional intersects with IAC-20.1 |. e_c 'anlsms exIs .O imi arccess © sensitive/regulated data to only those 5
https://www.iso.org/standard/75652.html Regulated Data individuals whose job requires such access.
Mechanisms exist to restrict access to databases containing sensitive/regulated
. Buy a copy of ISO 27002 for control content: . . . . o . .
5.18 Access rights . Functional intersects with Database Access IAC-20.2 |data to only necessary services or those individuals whose job requires such 5
https://www.iso.org/standard/75652.html
access.
B of ISO 27002 for control content: Use of Privileged Utilit Mechani istt trict and tightly control utility programs that are capable of
5.18 Access rights e . Functional intersects with g y IAC-20.3 ec .arnsms existiores m? arf 'ghtly utility prog P 5
https://www.iso.org/standard/75652.html Programs overriding system and application controls.
Mechani ist to utilize th t of least privilege, allowi ly authorized
. Buy a copy of ISO 27002 for control content: . . . N echanisms exist to utilize the concept o .eas pr|.V| ege, a ovylng only au orllze
5.18 Access rights . Functional intersects with Least Privilege IAC-21 |access to processes necessary to accomplish assigned tasks in accordance with 5
https://www.iso.org/standard/75652.html o . .
organizational business functions.
Buy a copy of ISO 27002 for control content: Mechani istt trict th i t of privileged tst ization-
5.18 Accessrights y Py . Functional intersects with Privileged Accounts IAC-21.3 ec.: anisms existorestric . € assignment of privileged accounts to organiza 5
https://www.iso.org/standard/75652.html defined personnel or roles without management approval.
. . Mechanisms exist to facilitate the operation of physical and environmental
. Buy a copy of ISO 27002 for control content: . Physical & Environmental r.n ms exi " P phy
5.18 Access rights . Functional subset of . PES-01 |protection controls. 10
https://www.iso.org/standard/75652.html Protections
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. Physical trol hani istt intai t list of L
. Buy a copy of ISO 27002 for control content: . . . Physical Access 'y3|ca acFess controt mece ar?lsn'?s exis 9'nj1a|n ain acurrentiisto pers?nl.’le
5.18 Access rights ) Functional intersects with L PES-02 |with authorized access to organizational facilities (except for those areas within the 5
https://www.iso.org/standard/75652.html Authorizations - o ) ) ]
facility officially designated as publicly accessible).
518 Access rights Buy a copy of‘ISO 27002 for control content: Functional intersects with Role-Based Physical PES-02.1 Physical access c?c?ntrol mechanisms éx‘ist to authorize physical access to facilities 5
https://www.iso.org/standard/75652.html Access based on the position or role of the individual.
Physical access control mechanisms exist to enforce physical access
Buy a copy of ISO 27002 for control content: izati i i i i i i
5.18 Access rights y Py . Functional intersects with Physical Access Control | PES-03 au'.chorlzatlon.s.f.or all phyS|F:al access pomts.(ercludlng c.k?SIgna!t?d entry/.eX|t 5
https://www.iso.org/standard/75652.html points) to facilities (excluding those areas within the facility officially designated as
publicly accessible).
Inf ti rity in Buy a copy of ISO 27002 for control content: i i ili i i ird- t
519 n orma ion s.ecu ‘y y py ‘ Functional subset of Third-Party Management | TPM-01 Mechanisms exist to facilitate the implementation of third-party managemen 10
supplier relationships https://www.iso.org/standard/75652.html controls.
Mechanisms exist to maintain a current, accurate and complete list of External
Information security in Buy a copy of ISO 27002 for control content: i i i i i iali i
5.19 ' ‘ .y y py ’ Functional intersects with Third-Party Inventories | TPM-01.1 Ser\.nce.F.’rowders (ESPs) that can potentlally.lmp.)act the Confldentlglltyf Integrity, 5
supplier relationships https://www.iso.org/standard/75652.html Availability and/or Safety (CIAS) of the organization's systems, applications,
services and data.
Mechanisms exist to identify, prioritize and assess suppliers and partners of critical
Information security in Buy a copy of ISO 27002 for control content: Third-Party Criticalit i i inri
519 ' ‘ .y y py ’ Functional intersects with y y TPM-02 systems, components and services using a supply chain |.'|sk assessme.nt process 5
supplier relationships https://www.iso.org/standard/75652.html Assessments relative to theirimportance in supporting the delivery of high-value services.
Information security in Buy a copy of ISO 27002 for control content: . . Mechani istt luat ity risk iat ith th i
519 . i . u |.y| uy py . Functional intersectswith | Supply Chain Protection | TPM-03 echanisms exis f)eva uate security risks associated wi e services and 5
supplier relationships https://www.iso.org/standard/75652.html product supply chain.
Information security in Buy a copy of ISO 27002 for control content: i i ili i imi tential
519 nfor . . .y Y py . Functional intersects with Limit Potential Harm TPM-03.2 Mechanisms eX|§t to u'tlllze security safeguar'ds t? limit harm from potentia 5
supplier relationships https://www.iso.org/standard/75652.html adversaries who identify and target the organization's supply chain.
. . Processes To Address Mechanisms exist to address identified weaknesses or deficiencies in the security
Information security in Buy a copy of ISO 27002 for control content: . . . )
5.19 . . ) . Functional intersects with Weaknesses or TPM-03.3 |of the supply chain 5
supplier relationships https://www.iso.org/standard/75652.html . .
Deficiencies
Inf ti ity i B f1SO 27002 for control content: i i it i i i ird-
519 n orma ion s.ecurl ‘y in uy a copy o ‘ Functional intersects with Third-Party Services TPM-04 Mechanisms exist to mitigate the risks associated with third-party access to the 5
supplier relationships https://www.iso.org/standard/75652.html organization’s systems and data.
Third-Party Risk Mechani istt duct arisk t prior to th isiti
Information security in Buy a copy of ISO 27002 for control content: . . . y ec anls.ms existto conductaris ass.essmen priorto the acquisition or
5.19 . . . . Functional intersects with Assessments & TPM-04.1 |outsourcing of technology-related services. 5
supplier relationships https://www.iso.org/standard/75652.html
Approvals
Information security in Buy a copy of ISO 27002 for control content: i i int ts of ext L i id
519 ' ' ‘y y py ‘ Functional intersects with Conflict of Interests TPM-04.3 Mech.anlsms‘emst to ensure thatfche.ln ere.s s of external service providers are 5
supplier relationships https://www.iso.org/standard/75652.html consistent with and reflect organizational interests.
. Mechanisms exist to require contractual requirements for cybersecurity & data
Information security in Buy a copy of ISO 27002 for control content: . . . Third-Party Contract ] n m. X ' 9“” ) f .u r qwr. men ' y r unty
5.19 . ) . . Functional intersects with ) TPM-05 |privacy requirements with third-parties, reflecting the organization’s needs to 5
supplier relationships https://www.iso.org/standard/75652.html Requirements )
protect its systems, processes and data.
Inf ti ity i B f1ISO 27002 f trol content: Third-Party Personnel i i i i i i i
519 n orma ion s.ecurl .y in uy a copy o . or control co Functional intersects with i y . TPM-06 Mechanisms exist to control personnel security requirements including security 5
supplier relationships https://www.iso.org/standard/75652.html Security roles and responsibilities for third-party providers.
. . Mechani istt itor, larl i d Ext L Servi
Information security in Buy a copy of ISO 27002 for control content: . . . Review of Third-Party ec' anisms existto mont ‘or regu' arty rewewan assess bxtema ) ervice
5.19 . . . . Functional intersects with . TPM-08 |Providers (ESPs) for compliance with established contractual requirements for 5
supplier relationships https://www.iso.org/standard/75652.html Services ] )
cybersecurity & data privacy controls.
hani istto add k deficiencies i ly chain elements
Information security in Buy a copy of ISO 27002 for control content: . . . Third-Party Deficiency Mec .a.nlsms _GXIS. o address wea nes.ses. ordeficlencies In supply chain
5.19 . . ) . Functional intersects with L TPM-09 |identified during independent or organizational assessments of such elements. 5
supplier relationships https://www.iso.org/standard/75652.html Remediation
Third-Party Incident Mechani istt / lanni dtesti
Information security in Buy a copy of ISO 27002 for control content: ) ) ) y ec anlsms.eX|s . F)ensure r'esponse'recovery planning and testing are
5.19 . . . . Functional intersects with Response & Recovery TPM-11 [conducted with critical suppliers/providers. 5
supplier relationships https://www.iso.org/standard/75652.html .
Capabilities
Addressing information . Mechani istt ovid b ity & data pri incident info tion to
520 it gth' i Buy a copy of ISO 27002 for control content: Eunctional intersects with Supply Chain IRO-10.4 thec anlzms (:::j ° pcrj Vlt ecy ersecurclj yth aa prl\./actyf |n0|. en lmd _rmtil n l 5
. security within supplier -10.
y PP https://www.iso.org/standard/75652.html Coordination e!orow erofthe product orservice and o erorganlza. |or.13|nvo vedinthe supply
agreements chain for systems or system components related to the incident.
Addressing information Mechani ist to facilitate the impl tati f third-part t
5.20 r it I gttl1 r : Buy a copy of SO 27002 for control content: Functional subset of Third-Party Management | TPM-01 ect almsms stiofaciiiate the implementation of thic-perty managemen 10
. security within supplier - - .
y PP https://www.iso.org/standard/75652.html y 8 controts
agreements
5.20 Addre’ismi:format:?n Buy a copy of ISO 27002 for control content: Functional intersects with Limit Potential Harm TPM-03.2 MdeChani'smS iXis':jto :I‘tilizejfcurizytzafeguarfjs :0 “I"nit harr[n f:’m potentil 5
. security within supplier -03. )
y pp https://www.iso.org/standard/75652. html adversaries who identify and target the organization's supply chain
agreements
Add ing informatio - - - - -
re.ssmg |r.1 rma |. n Buy a copy of ISO 27002 for control content: . . . Third-Party Contract Mt.echanlsms., existto reguwe .contrac.tual reqwr.ements for cybersecurlty & data
5.20 security within supplier ) Functional intersects with . TPM-05 |privacy requirements with third-parties, reflecting the organization’s needs to 5
https://www.iso.org/standard/75652.html Requirements )
agreements protect its systems, processes and data.
Addressing information . Mechani istt itor, larl i Ext l i
. g . . Buy a copy of ISO 27002 for control content: . . . Review of Third-Party ec' anisms existto mon .or regu‘ aryrewgwand assess txterna ‘Serwce
5.20 security within supplier . Functional intersects with . TPM-08 |Providers (ESPs) for compliance with established contractual requirements for 5
https://www.iso.org/standard/75652.html Services ] )
agreements cybersecurity & data privacy controls.
Addressing information i istt trol ch t i b liers, taking int nt
5 20 it ih_ i Buy a copy of ISO 27002 for control content: Functional intersects with Managing Changes To TPM-10 :;eChir.“STlS e>f<|ts) 9con .rof ¢ arlges os<tarV|ces dy suppliers ti |tng|n.o accoub 5
. security within supplier . - cality of business information, systems a ocesses that are in scope
y P https://www.iso.org/standard/75652.html Third-Party Services ecrl. catty usin information, systems and pr rein pe by
agreements the third-party.
Managing information Mechani istto track th igi L t hip, locati
5.21 i' 'glth ICT I L Buy a copy of SO 27002 for control content: Functional intersects with Provenance AST-03.2 heC amims e);ls 0 raCt P de\':e °p(;“en ’O'W:Zrz Itp poetiomane 5
. security in the su -03. .
o y pply https://www.iso.org/standard/75652.html changes to systems, system components and associated data
chain
Managing information . Mechanisms exist to facilitate the implementation of cybersecurity & data privac
5 21 gt 'gth 1T l Buy a copy of ISO 27002 for control content: Functional subset of Information Assurance IAO-01 echan mt Xclis th _I It' |;npl mentation ybersecurity privacy 10
. security in the su - .
hai y PPy https://www.iso.org/standard/75652.html (IA) Operations assessment and authorization controts
chain
Mechanisms exist to formally assess the cybersecurity & data privacy controls in
Managing information icati i i
o gt g o l Buy a copy of ISO 27002 for control content: . l reeste with R £0-02 sys.te.n.ws, appllcatlo.ns and services thr(.)uhghhlnformatllon As.suralnce Proiram (IAPl) :
. security in the su unctiona in -
) y ppty https://www.iso.org/standard/75652. html activities to d.etermlne the extent t.o which t c.acontro s are @p emente correc.t Y,
chain operating as intended and producing the desired outcome with respect to meeting
expected requirements.
Mechanisms exist to conduct specialized assessments for:
(1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
Managing information 5 £1S0 27002 f trolcontent (4) Databases;
uy a copy o or control content: it e
5.21 security in the ICT supply y ' Py } Functional intersects with | Specialized Assessments| 1A0-02.2 | (5) Application security; 5
chain https://www.iso.org/standard/75652.html (6) Embedded technologies (e.g., loT, OT, etc.);
(7) Vulnerability management;
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing; and/or
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Managing information Supply Chain Risk i i isiti i i
o gt g o l Buy a copy of ISO 27002 for control content: . l rsect with Manl;peyment SCRM) FSK.05 associated with the development, acqu.|S|t|0|.'1, n;a;ter;ance and.dlspo'lsalofOI :
. security in the su unctiona in -
) y ppty https://www.iso.org/standard/75652. html g system.s, syst.em componerlts .and services, inclu |.ng ocumenting selecte
chain Plan mitigating actions and monitoring performance against those plans.
M ing information i i ity ri i i i
- anagtlng o l Buy a copy of ISO 27002 for control content: o it Susly Chain Protection | ToM-03 Mec;hartnsms :ams; t'o evaluate security risks associated with the services and :
. security in the ] - .
h u i UPPY https://www.iso.org/standard/75652.html PPy product supply chain
chain
Managing information i i tilize tailored isiti trategies, tract tool d
5 21 gt g the ICT l Buy a copy of ISO 27002 for control content: Functional intersects with Acquisition Strategies, TPM-03.1 Mechanlsms:(exi;todu ;'Zihal ore hacqw:,l pn stra e;gles con trac oofsan ‘ 5
. security in the su -03. e systems, system components o
. y PPy https://www.iso.org/standard/75652.html Tools & Methods proc.uremen methods forthe purchase orunique systems, system componen f
chain services.
M ing information Third-Party Processing, i i i i i i i t
- anailng |th i i l Buy a copy of ISO 27002 for control content: ot it ;tora esa/nd Ser\/;eg oM044 Me(;harusms EXIS.t to res:rlct the location of information processing/storage based ;
. security in the ] i -04. .
9 Wi upply https://www.iso.org/standard/75652.html g . onbusiness requirements
chain Locations
Managing information Mechani istt i tractual requirements for cybersecurity & data
5.21 gt g the ICT L Buy a copy of ISO 27002 for control content: Functional intersects with Third-Party Contract TPM-05 ?C anlsms. xS :reiuhlfc:ccc;n r?’t. ! rﬂqwtr. mt: ' y tr ’UI’I yd t 5
. security in the su - - ,
. y PRY https://www.iso.org/standard/75652.html Requirements privacy requlremen swi Ird-parties, reflecting the organization's needs to
chain protect its systems, processes and data.
L . Mechanisms exist to compel External Service Providers (ESPs) to provide
Managing information . . o i o i
o Buy a copy of ISO 27002 for control content: ) . . Security Compromise notification of actual or potential compromises in the supply chain that can
5.21 security in the ICT supply . Functional intersects with o TPM-05.1 ] R ) 5
chain https://www.iso.org/standard/75652.html Notification Agreements potentially affect or have adversely affected systems, applications and/or services
that the organization utilizes.
Monitoring, review and - : P - - -
. hon| oring, review e Buy a copy of ISO 27002 for control content: N et with Suosty Chain Protection | TPM.03 Mec;har:sms cles; t9 evaluate security risks associated with the services and :
. change management o - .
ng _g https://www.iso.org/standard/75652.html PPy product suppy chain
supplier services
Monitoring, review and o . Mechani ist to utilize tailored isiti trategies, tract tool d
5 29 h g t of Buy a copy of ISO 27002 for control content: Eunctional intersects with Acquisition Strategies, TPM-03.1 ec anlsms;emsth odu ;Izihal ore hacquSI Io_n stra e;gles con trac oo an ‘ 5
. change management o -03. ,
s 'g https://www.iso.org/standard/75652.html Tools & Methods proc.uremen methods Torthe purenase otunique systems, system components or
supplier services services.
Monitoring, review and Processes To Address Mechanisms exist to address identified weaknesses or deficiencies in the security
5.22 h tof |PUY@copyofiS027002for control content: Functional intersects with Weaknessesor | TPM-03.3 |of th ly chai 5
. change management o -03.
g. _g https://www.iso.org/standard/75652.html . ] ofthe suppfy chain
supplier services Deficiencies
Monitoring, review and . . Mechani istt itor, larl i d Ext L Servi
g Buy a copy of ISO 27002 for control content: . . . Review of Third-Party ec_ anisms existto monl.or regu‘aryreV|§wan assess tx erna_ ervice
5.22 change management of . Functional intersects with . TPM-08 |Providers (ESPs) for compliance with established contractual requirements for 5
. . https://www.iso.org/standard/75652.html Services ] .
supplier services cybersecurity & data privacy controls.
Monitoring, review and . i istt trol ch t i b liers, taking int t
5 22 h g t of Buy a copy of ISO 27002 for control content: Functional intersects with Managing Changes To TPM-10 meChir.“Schs e)f(ls (?con .rof ¢ a:ges os¢terV|ces dy suppliers tf\ |tng|n.o accou; 5
. change management o -
g_ ‘g https://www.iso.org/standard/75652.html Third-Party Services © Cn_ cality ot business information, systems and processes that are In scope by
supplier services the third-party.
i ist to facilitate the i L tati fcl t trol
Information security for |Buy a copy of ISO 27002 for control content: . . Mechanisms eXI.S o facliitatetheimp emfan ? |on'o C oud manage'men controis
5.23 . ) Functional subset of Cloud Services CLD-01 [to ensure cloud instances are secure and in-line with industry practices. 10
use of cloud services https://www.iso.org/standard/75652.html
. Mechanisms exist to ensure the cloud security architecture s orts the
5 23 Information security for |Buy a copy of ISO 27002 for control content: Functional intersects with Cloud Security CLD-02 . It' ' :' o Urt : tU Urllydr .I urf. upp rd > ]
’ use of cloud services https://www.iso.org/standard/75652.html Architecture organization's technology strategy to securely design, configure and maintain
cloud employments.
Inf ti ity f B f1ISO 27002 f trol tent: Application & Program i i i ili
523 nformation secu.rl y for uy a copy o . or control con Eunctional intersects with pplicati g : CLD-04 Mechanisms exist to ensure support for secure interoperability between 5
use of cloud services https://www.iso.org/standard/75652.html Interface (API) Security components with Application & Program Interfaces (APIs).
Mechani istt lti-t t t hysical
Information security for |Buy a copy of ISO 27002 for control content: . . . Multi-Tenant 'ec anisms 6)'(IS o ensure multi-tenant owned (?r managed assets (physical and
5.23 ) . Functional intersects with . CLD-06 |virtual) are designed and governed such that provider and customer (tenant) user 5
use of cloud services https://www.iso.org/standard/75652.html Environments ] )
access is appropriately segmented from other tenant users.
Attribution-MeDerivatives 4.0
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Strength of
STRM STRM Secure Controls Framework (SCF
FDE Name Focal Document Element (FDE) Description . . . SCF Control L. ( ) Relationship Notes (optional)
Rationale Relationship Control Description .
(optional)
. . Mechani istto f 1§ t t R ibility Matrix (CRM),
Information security for |Buy a copy of ISO 27002 for control content: . . . Customer Responsibility es: anl'sms ex'ls oforma y'd.o‘c.umen a Customer Responsibility Ma m.( (CRM)
5.23 ) ) Functional intersects with . CLD-06.1 |delineating assigned responsibilities for controls between the Cloud Service 5
use of cloud services https://www.iso.org/standard/75652.html Matrix (CRM) ) )
Provider (CSP) and its customers.
Geolocation Mechanisms exist to control the location of cloud processing/storage based on
Information security for |Buy a copy of ISO 27002 for control content: R i tsf i i i
5.23 . y y py . Functional intersects with eqL.uremen stor CLD-09 business requirements that includes statutory, regulatory and contractual 5
use of cloud services https://www.iso.org/standard/75652.html Processing, Storage and obligations.
Service Locations
Mechanisms exist to formally assess the cybersecurity & data privacy controls in
Information security for  |Buy a copy of ISO 27002 for control content: . . . systems, applications and services through Information Assurance Program (IAP)
5.23 . . ) Functional intersects with Assessments IAO-02 |activities to determine the extent to which the controls are implemented correctly, 5
use of cloud services https://www.iso.org/standard/75652.html
operating as intended and producing the desired outcome with respect to meeting
expected requirements.
Mechanisms exist to conduct specialized assessments for:
(1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
Information security for |Buy a copy of ISO 27002 for control content: ot e
5.23 ) y y by ) Functional intersects with | Specialized Assessments| 1A0-02.2 | (3) Application security; 5
use of cloud services https://www.iso.org/standard/75652.html (6) Embedded technologies (e.g., IoT, OT, etc.);
(7) Vulnerability management;
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing; and/or
Responsible, Mechanisms exist to document and maintain a Responsible, Accountable,
Information security for |Buy a copy of ISO 27002 for control content: . . . Accountable, Supportive, Supportive, Consulted & Informed (RASCI) matrix, or similar documentation, to
5.23 . . Functional intersects with TPM-05.4 ] . . . . 5
use of cloud services https://www.iso.org/standard/75652.html Consulted & Informed delineate assignment for cybersecurity & data privacy controls between internal
(RASCI) Matrix stakeholders and External Service Providers (ESPs).
. . Mechanisms exist to implement and govern processes and documentation to
Information security Buy a copy of ISO 27002 for control content Incident Response facili izati id bility f b ity & d i
u : i - -
5.04 incident management y py . Functional subset of . p IRO-01 |TCi itate an organization-wide response capability for cybersecurity & data privacy 10
. . https://www.iso.org/standard/75652.html Operations related incidents.
planning and preparation
Mechanisms exist to cover:
(1) Preparation;
Information securit i inci i .
e y Buy a copy of ISO 27002 for control content: . . ‘ . ‘ (2) Automated event detection or manual incident report intake;
5.24 incident management . Functional intersects with Incident Handling IRO-02 | (3) Analysis; 5
. . https://www.iso.org/standard/75652.html ’
planning and preparation (4) Containment;
(5) Eradication; and
(8) Recaovery
. . Mechanisms exist to maintain and make available a current and viable Incident
Information security Buy a copy of ISO 27002 for control content: Incident Response Plan R Pl IRP u kehold
5.24 incident management y by . ’ Functional intersects with P IRO-04 esponse Plan (IRP) to all stakeholders. 5
. . https://www.iso.org/standard/75652.html (IRP)
planning and preparation
. . Mechanisms exist to incorporate lessons learned from analyzing and resolving
Information security .
- Buy a copy of ISO 27002 for control content: . ) . Root Cause Analysis cybersecurity & data privacy incidents to reduce the likelihood or impact of future
5.24 incident management . Functional intersects with IRO-13 5
] . https://www.iso.org/standard/75652.html (RCA) & Lessons Learned incidents.
planning and preparation
Mechanisms exist to cover:
(1) Preparation;
Assessment and decision ; o ; .
o5 . - ) Buy a copy of ISO 27002 for control content: . l . < with eident Hand RO-02 (2) Automated event detection or manualincident report intake; ;
. on information securi unctiona intersects wi ncident Handlin - is:
y https://www.iso.org/standard/75652.html g (3) Analysis;
events (4) Containment;
(5) Eradication; and
(8) Recaovery
Assessment and decision Mechanisms exist to address data breaches, or other incidents involving the
. . . Buy a copy of ISO 27002 for control content: . . . ) ) - ] .
5.25 on information security . Functional intersects with Data Breach IRO-04.1 |unauthorized disclosure of sensitive or regulated data, according to applicable 5
https://www.iso.org/standard/75652.html ) o
events laws, regulations and contractual obligations.
Assessment and decision Integrated Security Mechanisms exist to establish an integrated team of cybersecurity, IT and business
] . . Buy a copy of ISO 27002 for control content: . . . .
5.25 on information security ) Functional intersects with | Incident Response Team | IRO-07 |function representatives that are capable of addressing cybersecurity & data 5
https://www.iso.org/standard/75652.html . o .
events (ISIRT) privacy incident response operations.
Assessment and decision i i i i
' . ! Buy a copy of ISO 27002 for control content: . ‘ ‘ Situational Awareness Mechar‘nsms‘ estt to doc.ument, monitor and report the status of cybersecurlt.y &
5.25 on information security . Functional intersects with . IRO-09 [data privacy incidents to internal stakeholders all the way through the resolution of 5
https://www.iso.org/standard/75652.html For Incidents o
events the incident.
Mechanisms exist to cover:
(1) Preparation;
Response to information |Buy a copy of ISO 27002 for control content: . . . . . (2) Automated event detection or manualincident report intake;
5.26 L . Functional intersects with Incident Handling IRO-02 | (3) Analysis; 5
security incidents https://www.iso.org/standard/75652.html ’
(4) Containment;
(5) Eradication; and
(6) Recavery
596 Response to information |Buy a copy of ISO 27002 for control content: Eunctional intersects with Incident Response Plan IRO-04 I:echanlsn;f, eX|IsF'§:)otma|lr;ti|nka:dlr;ake available a current and viable Incident 5
’ security incidents https://www.iso.org/standard/75652.html (IRP) esponse Plan (IRP) to all stakeholders.
Integrated Securit i i i i i i
Response to information |Buy a copy of ISO 27002 for control content: . . . . g y Mech.anlsms exist to.establlsh an integrated team of.cybersecurlty, .IT and business
5.26 o ) Functional intersects with | Incident Response Team | IRO-07 |function representatives that are capable of addressing cybersecurity & data 5
security incidents https://www.iso.org/standard/75652.html ) o i
(ISIRT) privacy incident response operations.
526 Response to information |Buy a copy of ISO 27002 for control content: Functional intersects with Chain of Custody & IRO-08 Mhe?har;lsmst e;(ISt_ to perfoO;'m dlglt?tlr:orenflcsbf\nld malntalnl t?e |nteg:t.y Zf tl’le 5
’ security incidents https://www.iso.org/standard/75652.html Forensics ¢ alno. custody, In accc.>r ance with applicable faws, reguiations and Industry-
recognized secure practices.
Learning from i i i i i
5 97 i % it Buy a copy of ISO 27002 for control content: Functional cqual Root Cause Analysis IRO-13 M(Zchanlsm.: e(;(lzt :0 |n<.:orpo.rat<.adlestso:s le:rne(:;rolrz all.w:lyzdmg ?nd reiol;/]:n;g 10
. information securi -
Lo y https://www.iso.org/standard/75652.html g (RCA) & Lessons Learned .Cy ~ersecur| ¥ & data privacy Incidents fo reduce the fiketinood or impact ot future
incidents incidents.
. Mechanisms exist to perform digital forensics and maintain the integrity of the
. . Buy a copy of ISO 27002 for control content: . Chain of Custody & ] ) ] ] ) :
5.28 Collection of evidence ) Functional equal ) IRO-08 |chain of custody, in accordance with applicable laws, regulations and industry- 10
https://www.iso.org/standard/75652.html Forensics ] ]
recognized secure practices.
. - Mechanisms exist to facilitate the implementation of contingency planning
. . Business Continuity - ] T )
Information security Buy a copy of ISO 27002 for control content: . controls to help ensure resilient assets and services (e.g., Continuity of Operations
5.29 . . . . Functional subset of Management System BCD-01 ) o ) 10
during disruption https://www.iso.org/standard/75652.html (BCMS) Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR) playbooks).
Information securit Buy a copy of ISO 27002 for control content: Coordinate with Related i i i i ithi
529 . . ' y Y py ‘ Functional intersects with BCD-01.1 Mechanisms exist to coordinate contingency plan development with internal and 5
during disruption https://www.iso.org/standard/75652.html Plans external elements responsible for related plans.
Information security Buy a copy of ISO 27002 for control content: . . . Coordinate With External Mechanisms exist to .COOI‘dInéte internal contingency F)lans with th? contingency
5.29 . ) . Functional intersects with . . BCD-01.2|plans of external service providers to ensure that contingency requirements can be 5
during disruption https://www.iso.org/standard/75652.html Service Providers tisfied
satisfied.
. . . . Mechani istt t test / i t luate th ti
5 29 Information security Buy a copy of ISO 27002 for control content: Functional intersects with Contingency Plan Testing BCD-04 lec' anfl:‘mi existto codn:jhuc s S artl'd o’r exet:ses ? eva uate the C(lm ingency 5
’ during disruption https://www.iso.org/standard/75652.html & Exercises plan's efiectiveness an € organization's readiness to execute the pian.
Information security Buy a copy of ISO 27002 for control content: . . . Incident Response Mechanisms exist to train personnel in their incident response roles and
5.29 . . . . Functional intersects with . IRO-05 5
during disruption https://www.iso.org/standard/75652.html Training responsibilities.
Inf ti it B f1ISO 27002 f trol tent: Coordinati ith i i i inci i i izati
5.99 n o'rma.lon se.curl y uy a copy o ‘ or control conten Functional intersects with oordination wi IRO-06.1 Mechanisms exist to coordinate incident response testing with organizational 5
during disruption https://www.iso.org/standard/75652.html Related Plans elements responsible for related plans.
Information security Buy a copy of ISO 27002 for control content: . . . Coordination With Mechanisms exist to establish a direct, cooperative relationship between the
5.29 ] . ] . Functional intersects with . IRO-11.2 o o . ] ) 5
during disruption https://www.iso.org/standard/75652.html External Providers organization's incident response capability and external service providers.
ICT readiness for Buy a copy of ISO 27002 for control content: i i ili
530 ! i for uy py . Functional intersects with Asset Governance AST-01 Mechanisms exist to facilitate an IT Asset Management (ITAM) program to 5
business continuity https://www.iso.org/standard/75652.html implement and manage asset management controls.
ICT readiness for Buy a copy of ISO 27002 for control content: Asset-Service i i i i i
5.30 ! for. Y py . Functional intersects with . AST-01.1 Mechanisms exist to identify and assess the security of technology assets that 5
business continuity https://www.iso.org/standard/75652.html Dependencies support more than one critical business function.
. - Mechanisms exist to facilitate the implementation of contingency planning
. Business Continuity - ] T )
ICT readiness for Buy a copy of ISO 27002 for control content: . controls to help ensure resilient assets and services (e.g., Continuity of Operations
5.30 . o . Functional subset of Management System BCD-01 ) o ) 10
business continuity https://www.iso.org/standard/75652.html (BCMS) Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR) playbooks).
ICT readiness for Buy a copy of ISO 27002 for control content: Coordinate with Related i i i i ithi
5.30 ! for. y py . Functional intersects with BCD-01.1 Mechanisms exist to coordinate contingency plan development with internal and 5
business continuity https://www.iso.org/standard/75652.html Plans external elements responsible for related plans.
ICT readiness for Buy a copy of ISO 27002 for control content: . . . Coordinate With External Mechanisms exist to c.:oordlnéte internal contingency F)lans with th? contingency
5.30 ) o ) Functional intersects with . . BCD-01.2|plans of external service providers to ensure that contingency requirements can be 5
business continuity https://www.iso.org/standard/75652.html Service Providers tisfied
satisfied.
. . . Mechani istt t test / i t luate th ti
5 30 ICT readiness for Buy a copy of ISO 27002 for control content: Functional intersects with Contingency Plan Testing BCD-04 lec' anfl:‘mi existto Codnfihuc s S artl'd o’r exet:ses f: eva uate the C(lm ingency 5
) business continuity https://www.iso.org/standard/75652.html & Exercises plan's efiectiveness an € organization's readiness to execute the ptan.
ICT readiness for Buy a copy of ISO 27002 for control content: . . . Incident Response Mech.anlsms exist t9 formally test.lnmdent re.sponse capabilities thr(.)ggh realistic
5.30 . L . Functional intersects with . IRO-06 |[exercises to determine the operational effectiveness of those capabilities. 5
business continuity https://www.iso.org/standard/75652.html Testing
ICT readiness for Buy a copy of ISO 27002 for control content: Business Impact Analysis i i i i i i
5 30 ! i for uy py . Eunctional intersects with usi p ysi RSK-08 Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and 5
business continuity https://www.iso.org/standard/75652.html (BIA) assess cybersecurity and data protection risks.
Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
Legal, statutory,
Buy a copy of ISO 27002 for control content: . ) ) implement and manage asset management controls.
5.31 regulatory and . Functional intersects with Asset Governance AST-01 5
. https://www.iso.org/standard/75652.html
contractual requirements
Legal, statuto Mechanisms exist to facilitate the identification and implementation of relevant
’ v, Buy a copy of ISO 27002 for control content: . Statutory, Regulatory & statutory, regulatory and contractual controls.
5.31 regulatory and . Functional subset of . CPL-01 10
. https://www.iso.org/standard/75652.html Contractual Compliance
contractual requirements
Attribution-MeDerivatives 4.0
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Strength of
STRM STRM Secure Controls Framework (SCF
FDE Name Focal Document Element (FDE) Description . . . SCF Control L. ( ) Relationship Notes (optional)
Rationale Relationship Control Description .
(optional)
Legal, statutory, Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Buy a copy of ISO 27002 for control content: ) ) . . function that reports to the organization's executive leadership.
5.31 regulatory and . Functional intersects with Protection Controls CPL-02 5
. https://www.iso.org/standard/75652.html .
contractual requirements Oversight
Legal, statutory Mechanisms exist to address the exporting of cryptographic technologies in
' ’ Buy a copy of ISO 27002 for control content: . ) ) Export-Controlled compliance with relevant statutory and regulatory requirements.
5.31 regulatory and . Functional intersects with CRY-01.2 5
. https://www.iso.org/standard/75652.html Cryptography
contractual requirements
Data Privacy Mechanisms exist to include data privacy requirements in contracts and other
Legal, statutory, .
Buy a copy of ISO 27002 for control content: . ) ) Requirements for acquisition-related documents that establish data privacy roles and
5.31 regulatory and . Functional intersects with . PRI-07.1 5
. https://www.iso.org/standard/75652.html Contractors & Service responsibilities for contractors and service providers.
contractual requirements .
Providers
Mechanisms exist to require contractual requirements for cybersecurity & data
Legal, statutory, .
Buy a copy of ISO 27002 for control content: : . . Third-Party Contract privacy requirements with third-parties, reflecting the organization’s needs to
5.31 regulatory and . Functional intersects with . TPM-05 5
. https://www.iso.org/standard/75652.html Requirements protect its systems, processes and data.
contractual requirements
. . Mechani istt tect Intellectual P rty (IP) rights with soft Li i
Intellectual property Buy a copy of ISO 27002 for control content: . Software Licensing echanisms exist to protect Intellectual Property (IP) rights with software licensing
5.32 . . Functional equal o AST-02.7 |restrictions. 10
rights https://www.iso.org/standard/75652.html Restrictions
Buy a copy of ISO 27002 for control content: i i ili i i i .
533 Protection of records y py . Functional subset of Data Protection DCH-01 Mechanisms exist to facilitate the implementation of data protection controls 10
https://www.iso.org/standard/75652.html
Buy a copy of ISO 27002 for control content: i i i i i i i
5.33 Protection of records y Py . Functional intersects with Media & Data Retention | DCH-18 Mechanisms exist to retain media and da.ta |r.1 accordance with applicable 5
https://www.iso.org/standard/75652.html statutory, regulatory and contractual obligations.
Mechanisms exist to enable data subjects to authorize the collection, processing,
storage, sharing, updating and disposal of their Personal Data (PD), where prior to
collection the data subject is provided with:
6 a3 orotet . ) Buy a copy of ISO 27002 for control content: e [ - with Choice &G t oR103 (1) Plain language to illustrate the potential data privacy risks of the authorization; :
. rotection of records unctiona intersects wi oice onsen - i ization:
https://www.iso.org/standard/75652.html (2) A means for users to decline the authorization; and
(3) All necessary choice and consent-related criteria required by applicable
statutory, regulatory and contractual obligations.
Mechanisms exist to minimize the collection of Personal Data (PD) to only what is
Buy a copy of ISO 27002 for control content: Restrict Collection To imi i ifiedi i i
5.33 Protection of records y py . Functional intersects with t PRI-04 adequate, relevant and limited to the purposes identified in the data privacy notice, 5
https://www.iso.org/standard/75652.html Identified Purpose including protections against collecting PD from minors without appropriate
parental or legal guardian consent.
Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an organization-defined
time period to fulfill the purpose(s) identified in the notice or as required by law;
. Buy a copy of ISO 27002 for control content: . . . Personal Data (PD) (2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless of the
5.33 Protection of records . Functional intersects with . ) PRI-05  [method of storage; and 5
https://www.iso.org/standard/75652.html Retention & Disposal ’
(8) Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).
Mechanisms exist to address the use of Personal Data (PD) for internal testing,
. 150 27002 ol o Internal Use of Personal training and research that:
uy a copy o or control content: imi inimi i i
5.33 Protection of records y Py . Functional intersects with Data (PD) For Testing, PRI-05.1 (1) Takes measures to limit or minimize the amount of PD used for internal testing, 5
https://www.iso.org/standard/75652.html . training and research purposes; and
Training and Research
(2) Authorizes the use of PD when such information is required for internal testing,
training and research
Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, updating and/or sharing Personal Data (PD) to:
3 rotect f ; Buy a copy of ISO 27002 for control content: . l . < with Usage Restrictions of oRI05.4 (1) The purpose(s) originally collected, consistent with the data privacy notice(s); i
. rotection of records unctiona intersects wi -05. i i i i .
https://www.iso.org/standard/75652.html Personal Data (PD) (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and contractual
obligations.
533 Protection of records Buy a copy of ISO 27002 for control content: Functional intersects with Information Sharing With PRI-07 Mechanlsrl;s e>::‘t(§9 dlsclzse Personal Da.ta (PD(; to. t:lr:_F_)ame. only forl.the 5
. https://www.iso.org/standard/75652.html Third Parties purposes identified in t .e ata privacy notice and with the implicit or explicit
consent of the data subject.
Data Privacy Mechanisms exist to include data privacy requirements in contracts and other
Buy a copy of ISO 27002 for control content: Requirements for isition- i i
5.33 Protection of records y py . Functional intersects with q " PRI-07.1 acquisition-related documents that establish data privacy roles and 5
https://www.iso.org/standard/75652.html Contractors & Service responsibilities for contractors and service providers.
Providers
. Buy a copy of ISO 27002 for control content: . . ‘ Data Protection Impact Mechanisms e.X|st.to conduct a.Data Protection Impact Assessment (I?PIA) on
5.33 Protection of records . Functional intersects with RSK-10 |systems, applications and services that store, process and/or transmit Personal 5
https://www.iso.org/standard/75652.html Assessment (DPIA) ] ) ) ]
Data (PD) to identify and remediate reasonably-expected risks.
Privacy and protection of |Buy a copy of ISO 27002 for control content: . . Mechanisms exist to faC|l|tate.the implementation and operation of data protection
5.34 . Functional subset of Data Privacy Program PRI-01 |controls throughout the data lifecycle to ensure all forms of Personal Data (PD) are 10
Pll https://www.iso.org/standard/75652.html .
processed lawfully, fairly and transparently.
. . . Mechani istt P L Data (PD) i tected by logical and physical
534 Privacy and protection of |Buy a copy of ISO 27002 for control content: Functional intersects with Security of Personal Data PRI-01.6 ec inlsn:s EXISd cicsntsure e:o‘nat ada (PD)is Pr: :ac © yd(:glca tan tfh ysica 5
’ Pll https://www.iso.org/standard/75652.html (PD) ' secu'rl yS? eguar S a ?re suticlent and appropriately scoped fo protect the
confidentiality and integrity of the PD.
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting with
an organization and subsequently as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand, expressing
relevant information about how Personal Data (PD) is collected, received,
processed, stored, transmitted, shared, updated and disposed;
(3) Contain all necessary notice-related criteria required by applicable statutory,
Privacy and protection of |Buy a copy of ISO 27002 for control content: A
5.34 y P y _ Py } Functional intersects with Data Privacy Notice PRI-02 |regulatory and contractual obligations. 5
PlI https://www.iso.org/standard/75652.html (4) Define the scope of PD processing activities, including the geographic locations
and third-party recipients that process the PD within the scope of the data privacy
notice;
(5) Periodically, review and update the content of the privacy notice, as necessary;
and
(6) Retain prior versions of the privacy notice, in accordance with data retention
requirements.
. . Mechani istt th t i ticei tifies th f
Privacy and protection of |Buy a copy of ISO 27002 for control content: . . . . e'c anisms existto ensu.re € data prlvac.y notice identifies the purpose(s.) or
5.34 . Functional intersects with Purpose Specification PRI-02.1 |which Personal Data (PD) is collected, received, processed, stored, transmitted, 5
Pll https://www.iso.org/standard/75652.html
shared.
Mechanisms exist to implement an internal audit function that is capable of
Independent review of Buy a copy of ISO 27002 for control content: idi i izati ith insi i i
5.35 . p : ! y py . Functional intersects with Internal Audit Function | CPL-02.1 providing se.nlor. organization manag(?ment lech insights into the appropriateness 5
information security https://www.iso.org/standard/75652.html of the organization's technology and information governance processes.
Mechanisms exist to ensure managers regularly review the processes and
Independent review of Buy a copy of ISO 27002 for control content: Cybersecurity & Data ithi i ibili i
5.35 . p : ! y py . Functional intersects with Y . y CPL-03 documented procedures within their area of responsibility to adhere to appropriate 5
information security https://www.iso.org/standard/75652.html Protection Assessments cybersecurity & data protection policies, standards and other applicable
requirements.
. Mechani ist to utilize ind dent t luat b ity &
Independent review of Buy a copy of ISO 27002 for control content: . . . ec anlsms. existto utiizen epen. ent assessors to evatuate cy ers?curl y )
5.35 ) . . . Functional intersects with Independent Assessors | CPL-03.1 |data protection controls at planned intervals or when the system, service or project 5
information security https://www.iso.org/standard/75652.html o
undergoes significant changes.
) Functional Review Of Mechani istt larl iew technol ts f h toth
Independent review of Buy a copy of ISO 27002 for control content: . . . . ee ?nls.ms existtoregu .ar yreviewtec n_o o8y a.s:?“e s foradherence to the
5.35 . . i . Functional intersects with Cybersecurity & Data | CPL-03.2 |organization’s cybersecurity & data protection policies and standards. 5
information security https://www.iso.org/standard/75652.html .
Protection Controls
. Mechani ist to thoughtfully pl dits by including input f tional
Independent review of Buy a copy of ISO 27002 for control content: . . . . . .ec anisms e>.<|s o thougntiu yF.) ?n .au e .y e |ng|n.pu rom ope.ré ‘|ona
5.35 ) . ) . Functional intersects with Audit Activities CPL-04 [risk and compliance partners to minimize the impact of audit-related activities on 5
information security https://www.iso.org/standard/75652.html ) )
business operations.
Compliance with i i i i i i
i |O l | S 8 co0 of 10 27002 for control content Cybersecurity & Data Mech.amsms exist to provide a cy.bers.ecurlty & data protection controls oversight
olicies, rules an : . . . . ' i ip.
5.36 polici u . . y py ‘ Functional intersects with Protection Controls CPL-02 function that reports to the organization's executive leadership 5
standards for information | https://www.iso.org/standard/75652.html )
. Oversight
security
Compliance with Mechanisms exist to ensure managers regularly review the processes and
olicies, rules and Buy a copy of ISO 27002 for control content: Cybersecurity & Data ithi i ibili i
5.36 p . . y py ‘ Functional intersects with Y ' y CPL-03 documented procedures within their area of responsibility to adhere to appropriate 5
standards for information [ https://www.iso.org/standard/75652.html Protection Assessments cybersecurity & data protection policies, standards and other applicable
security reguirements.
Compliance with . . Mechanisms exist to regularly review technology assets for adherence to the
lici L d Buy a copy of ISO 27002 for control content Functional Review Of izati b &d L d dard
olicies, rules an : . . . . ’ i i ici .
5.36 p . . y py ’ Functional intersects with Cybersecurity & Data CPL-03.2 organization’s cybersecurity ata protection policies and standards 5
standards for information | https://www.iso.org/standard/75652.html )
. Protection Controls
security
Compliance with Mechanisms exist to conduct cybersecurity & data privacy testing, training and
olicies, rules and Buy a copy of ISO 27002 for control content: Testing, Training & itori iviti
5.36 P . . 4 by . Functional intersects with g . g PRI-08 monitoring activities 5
standards for information | https://www.iso.org/standard/75652.html Monitoring
security
. Cybersecurity & Data Mechani ist to facilitate the impl tati f it t
Documented operating |Buy a copy of ISO 27002 for control content: . y . y echanisms exist to facilitate the implementation of cybersecurity & data
5.37 . Functional subset of Protection Governance | GOV-01 |protection governance controls. 10
procedures https://www.iso.org/standard/75652.html
Program
L . Mechanisms exist to establish, maintain and disseminate cybersecurity & data
. Publishing Cybersecurity
Documented operating |Buy a copy of ISO 27002 for control content: . . . . protection policies, standards and procedures.
5.37 . Functional intersects with & Data Protection GOV-02 ’ 5
procedures https://www.iso.org/standard/75652.html .
Documentation
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Strength of
.. STRM STRM Secure Controls Framework (SCF) ) g ) .
FDE Name Focal Document Element (FDE) Description . . . SCF Control L. Relationship Notes (optional)
Rationale Relationship Control Description .
(optional)
Cocurmented oot 8 o o 150 27002 o comtrol content Periodic Review & Update Me;:hamsms st; to rc(ajwew thj cyberseciurlty écil( fﬂata prllvacyfpr'ogf?m, |nclhud|ng
5.37 p g y py . : Functional intersects with of Cybersecurity & Data | GOV-03 policies, standar s?n pr'occ? ures., at'p. anned intervals ori sng.nl icant changes 5
procedures https://www.iso.org/standard/75652.html ) occur to ensure their continuing suitability, adequacy and effectiveness.
Protection Program
Documented operatin Buy a copy of ISO 27002 for control content: Mechani ist to facilitate the impl tati f ti L it trols.
5.37 u P Ing uy py . Functional subset of Operations Security OPS-01 echanisms exist to facilitate the implementation of operational security controls 10
procedures https://www.iso.org/standard/75652.html
. . Mechani ist to identi dd t Standardized O ting P d
537 Documented operating |Buy a copy of ISO 27002 for control content: Functional equal Standardized Operating OPS-01.1 Seoc:Panlsnjls _elXISd olden :‘y;an tocumbeln th andardize r:fara I:i rotcedure/s 10
) procedures https://www.iso.org/standard/75652.html a Procedures (SOP) al ) ), or similar documentation, to enable the proper execution of day-to-day
assigned tasks.
Mechanisms exist to define supporting business processes and implement
Service Deliver i ; . .
5.37 Documented operating |Buy a copy of ISO 27002 for control content: Functi l int ts with (Busi Proceis OPS-03 appropnate governance and serv.|ce rnanagen;en: t ensurs ?ppropnate planning, 5
. unctiona intersects wi usiness - ' iliti i
procedures https://www.iso.org/standard/75652.html dellyery and suPport of the organization's technology capa | ities supportlng
Support) business functions, workforce, and/or customers based on industry-recognized
standards to achieve the specific goals of the process area.
Buy a copy of ISO 27002 for control content:
6.0 People controls i 2 . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html
Buy a copy of ISO 27002 for control content: . Mechani istt L ity risk ing indivi ls pri
6.1 Screening y Py . Functional intersects with Personnel Screening HRS-04 echanisms exist to manage personnel security risk by screening individuals prior 5
https://www.iso.org/standard/75652.html to authorizing access.
. . Mechani istt that individual i t that st ,
6.1 Screenin Buy a copy of ISO 27002 for control content: Eunctional intersects with Roles With Special HRS-04.1 |¢ ee ariclsms exis oenéL;re at.m Vi ua sacce§3|lng atsyi‘em :_‘ stores o ati 5
. g https://www.iso.org/standard/75652.html Protection Measures . rar-lsml S Oor processes |n‘orma’ |or‘1 requiring special protection satisfy organization
defined personnel screening criteria.
Terms and conditions of |Buy a copy of ISO 27002 for control content: i i i i
6.2 y py ‘ Functional intersects with Terms of Employment HRS-05 Mechanls.ms ex@t t? reql,.ure al$ em!:)loyees and contractors to apply cybersecurity 5
employment https://www.iso.org/standard/75652.html & data privacy principles in their daily work.
Mechani ist to defi tabl table rules of behavior for th
Terms and conditions of |Buy a copy of ISO 27002 for control content: . . . . echanisms eXIS. o.de lne.accep able and unacceptable rules of be 'aV|or orthe
6.2 ) Functional intersects with Rules of Behavior HRS-05.1 |use of technologies, including consequences for unacceptable behavior. 5
employment https://www.iso.org/standard/75652.html
. . . Mechani ist to defi L f behavior that tai licit restricti
Terms and conditions of |Buy a copy of ISO 27002 for control content: . . . Social Media & Social echanisms e.XIS ° ] elinerues o ) © aylor a c‘:on‘aln eXp I_CI restrictions o.n
6.2 . Functional intersects with . L HRS-05.2 |the use of social media and networking sites, posting information on commercial 5
employment https://www.iso.org/standard/75652.html Networking Restrictions ] ) ) .
websites and sharing account information.
Terms and conditions of |Buy a copy of ISO 27002 for control content: . . . Use of Communications Mechams.ms.emst to establl.sh usage restrictions an.d implementation guidance for
6.2 ) Functional intersects with HRS-05.3 | communications technologies based on the potential to cause damage to 5
employment https://www.iso.org/standard/75652.html Technology ) o
systems, if used maliciously.
Terms and conditions of |Buy a copy of ISO 27002 for control content: i i i i i i itti i
6.2 Y py . Functional intersects with Use of Mobile Devices | HRS-05.5 Mec-:hanlsms exist to mana-ge business risks associated with permitting mobile 5
employment https://www.iso.org/standard/75652.html device access to organizational resources.
Information securit'y Buy a copy of ISO 27002 for control content: . Cybevrsecurit.y & Data Mechanisms exist to facilitate the implementation of security workforce
6.3 awareness, education . Functional subset of Privacy-Minded SAT-01 |development and awareness controls. 10
o https://www.iso.org/standard/75652.html
and training Workforce
Information securit Cybersecurity & Data i i i iat
r i uri y Buy a copy of ISO 27002 for control content: ' . . Y . y Mechanisms exist to provide all employees and contractors appropriate awareness
6.3 awareness, education . Functional intersects with Privacy Awareness SAT-02 |education and training that is relevant for their job function. 5
. https://www.iso.org/standard/75652.html L.
and training Training
Mechanisms exist to provide role-based cybersecurity & data privacy-related
Information securit Role-Based ining:
6.3 d t'y Buy a copy of ISO 27002 for control content: e " l int ts with ovb v & Dat SAT-03 training: 5
. awareness, cation . unctiona intersects wi ersecuri ata - izi i i ies:
W ren~ ?S educa https://www.iso.org/standard/75652.html y : y . (1) Before authorizing access to the system or performing assigned duties;
and training Privacy Training (2) When required by system changes; and
(3) Annually thereafter.
Buy a copy of ISO 27002 for control content: i i i ili i i it
6.4 Disciplinary process y Py . Functional intersects with Personnel Sanctions HRS-07 Me?hanlsms exist to sanction personnel failing to comply with established security 5
https://www.iso.org/standard/75652.html policies, standards and procedures.
Buy a copy of ISO 27002 for control content: i i i i igati i
6.4 Disciplinary process y Py . Functional intersects with | Workplace Investigations | HRS-07.1 Mechanisms exist to conduct employee mlsco.nduct investigations when there is 5
https://www.iso.org/standard/75652.html reasonable assurance that a policy has been violated.
Responsibilities after i i j ical hysical thorizati t t
9 .| iliti Buy a copy of ISO 27002 for control content: ' ' ‘ Mechanisms exist to adjust logical and physical access authorizations to systems
6.5 termination or change of . Functional intersects with Personnel Transfer HRS-08 |and facilities upon personnel reassignment or transfer, in a timely manner. 5
https://www.iso.org/standard/75652.html
employment
Resp'ons.ibilities after Buy a copy of ISO 27002 for control content: . ‘ ‘ o Mechanisms exist to govern the termination of individual employment.
6.5 termination or change of . Functional intersects with Personnel Termination | HRS-09 5
https://www.iso.org/standard/75652.html
employment
Responsibilities after i i i ifyi i
6.5 ; p i h ; Buy a copy of ISO 27002 for control content: Functional intersects with Post-Employment HRS-09.3 .l\/lzle'.ujnlslmsfemstl.to icl)velrn fcilrmbejr anployete behTwor bytnotlfy.lng terr:lr;at(:s 5
. ermination or change o -09. -
g https://www.iso.org/standard/75652.html Requirements N L!aso app |c.:a .e, ega ybin .|ng post-employment requirements forthe
employment protection of organizational information.
. - Mechani istt ire Non-Discl A ts (NDA imil
Confidentiality or non- Buy a copy of ISO 27002 for control content: . . . Confidentiality ec_ anls.m:.s exist to require Non-Disclosure Agreements ( s) or similar .
6.6 . ) Functional intersects with HRS-06.1 | confidentiality agreements that reflect the needs to protect data and operational 5
disclosure agreements | https://www.iso.org/standard/75652.html Agreements ) ) )
details, or both employees and third-parties.
] - . Mechanisms exist to require contractual requirements for cybersecurity & data
Confidentiality or non- Buy a copy of ISO 27002 for control content: . . . Third-Party Contract . ] ) . ] . T
6.6 ) ) Functional intersects with . TPM-05 |privacy requirements with third-parties, reflecting the organization’s needs to 5
disclosure agreements https://www.iso.org/standard/75652.html Requirements )
protect its systems, processes and data.
Buy a copy of ISO 27002 for control content: Mechani istt fi trol i ization-
6.7 Remote working y Py . Functional intersects with Remote Access NET-14 echanisms exist to define, control and review organization-approved, secure 5
https://www.iso.org/standard/75652.html remote access methods.
Work From Anywhere i i i i i
‘ Buy a copy of ISO 27002 for control content: . 4 . y ' Mechanisms exist to define secure telecommuting practices and govern remote
6.7 Remote working . Functional intersects with (WFA) - Telecommuting | NET-14.5 |access to systems and data for remote workers. 5
https://www.iso.org/standard/75652.html .
Security
Cybersecurity & Data i i i i i i
Information security Buy a copy of ISO 27002 for control content: . . . y ‘ y Mech.anlsms exist to provide a cy.bers.ecurlty & daTta protectlo.n controls oversight
6.8 . . Functional intersects with Protection Controls CPL-02 |function that reports to the organization's executive leadership. 5
event reporting https://www.iso.org/standard/75652.html .
Oversight
Mechanisms exist to cover:
(1) Preparation;
Information security Buy a copy of ISO 27002 for control content: . . . . . (2) Automated event detection or manual incident report intake;
6.8 . . Functional intersects with Incident Handling IRO-02 | (3) Analysis; 5
event reporting https://www.iso.org/standard/75652.html ’
(4) Containment;
(5) Eradication; and
(8) Recaovery
Mechanisms exist to timely-report incidents to applicable:
Information security Buy a copy of ISO 27002 for control content: . . . Incident Stakeholder (1) Internal stakeholders;
6.8 . . Functional intersects with . IRO-10 5
event reporting https://www.iso.org/standard/75652.html Reporting (2) Affected clients & third-parties; and
(3) Regulatory authorities.
Information security Buy a copy of ISO 27002 for control content: . . . Central Review & MON- |Automated mechanisms exist to centrally collect, review and analyze audit records
6.8 . . Functional intersects with ] 5
event reporting https://www.iso.org/standard/75652.html Analysis 02.2 from multiple sources.
Information securit Buy a copy of ISO 27002 for control content: i i i i ili idi
6.8 . y y py . Functional intersects with Monitoring Reporting MON-06 Mecha.msms existto Prowde an event lo'g.rclaport generation capability to aid in 5
event reporting https://www.iso.org/standard/75652.html detecting and assessing anomalous activities.
Buy a copy of ISO 27002 for control content:
7.0 Physical controls o . . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html
. . Mechani ist to facilitate th ti f physical and i tal
Physical security Buy a copy of ISO 27002 for control content: . Physical & Environmental ec ar_usms exist tofacititate the operation of physicat and environmenta
7.1 . . Functional subset of . PES-01 |protection controls. 10
perimeters https://www.iso.org/standard/75652.html Protections
Physical security Buy a copy of ISO 27002 for control content: . . . Physical Access Physmal ac.cess control mechar.nsn?s exist tf).n.qamtam acurrent list of perS(.)nr\el
7.1 ) ) Functional intersects with . PES-02 |with authorized access to organizational facilities (except for those areas within the 5
perimeters https://www.iso.org/standard/75652.html Authorizations - o ) ) )
facility officially designated as publicly accessible).
Physical access control mechanisms exist to enforce physical access
Physical securit Buy a copy of ISO 27002 for control content: izati i i i i i i
7.1 y y y py . Functional intersects with Physical Access Control | PES-03 authorizations for all physical access points (including designated entry/exit 5
perimeters https://www.iso.org/standard/75652.html points) to facilities (excluding those areas within the facility officially designated as
publicly accessible).
Physical it B f1SO 27002 f trol tent: Controlled Ingress & i i i imi i i
71 ¥S|ca security uy a copy o . or control conten Functional intersects with g PES-03.1 Physical access control mechanisms exist to limit and monitor physical access 5
perimeters https://www.iso.org/standard/75652.html Egress Points through controlled ingress and egress points.
Physical securit Buy a copy of ISO 27002 for control content: Physical Security of Me?hamsms exr:St . Ide‘ntllf'y sfySte";ls’ ‘eqlilpment - rrlespecnve (‘)peratkllng' L
7.1 y y y py . : Functional intersects with Offices, Rooms & PES-04 environments that require limited physical access so that appropriate physica 5
perimeters https://www.iso.org/standard/75652.html Facilities access controls are designed and implemented for offices, rooms and facilities.
Buy a copy of ISO 27002 for control content: i i i i
7.10 Storage media y by . Functional intersects with Removal of Assets AST-11 Me.ghanlsms.eX|§t to autl’.u‘)r‘lze, control and track technology assets entering and 5
https://www.iso.org/standard/75652.html exiting organizational facilities.
Buy a copy of ISO 27002 for control content: i i trict th i d f ly- d
7.10 Storage media y Py . Functional intersects with Use of Personal Devices | AST-12 Mechanisms eX.ISt to r~es. ne e.pos.sessmn an usagt.a.o. personatly-owne 5
https://www.iso.org/standard/75652.html technology devices within organization-controlled facilities.
Buy a copy of ISO 27002 for control content: i i ili i i i .
7.10 Storage media y py ‘ Functional subset of Data Protection DCH-01 Mechanisms exist to facilitate the implementation of data protection controls 10
https://www.iso.org/standard/75652.html
Buy a copy of ISO 27002 for control content: Mechani istt trol trict to digital -digital iat
7.10 Storage media y Py . Functional intersects with Media Access DCH-03 echanisms exist to control and restrict access to digital and non-digital media to 5
https://www.iso.org/standard/75652.html authorized individuals.
Mechanisms exist to:
1o o . Buy a copy of ISO 27002 for control content: . l . < with Modia st D08 (1) Physically contr'ol and seF:ur?ly storfa digital an'd non-digital media within :
. orage media unctiona intersects wi edia Storage - - .
g https://www.iso.org/standard/75652.html g controlled areas using organization-defined security measures; and
(2) Protect system media until the media are destroyed or sanitized using approved
eauipment, technigues and procedures
Buy a copy of ISO 27002 for control content: i istt tect and trol digital and -digital media duri
7.10 Storage media y Py . Functional intersects with Media Transportation DCH-07 Mechanisms e_XIS O protectand con ro‘ ‘gitatan .non '8! fd media during 5
https://www.iso.org/standard/75652.html transport outside of controlled areas using appropriate security measures.
. Crypt hi hanisms exist to protect the confidentiality and integrity of
710 Storage media Buy a copy of ISO 27002 for control content: Functional intersects with Encrypting Data In DCH-07.2|: :cyp ogtr.ap I: medc r:jl nt] L X di dpr - ;I tn.:j ! 3; : tl ug; y 5
. g https://www.iso.org/standard/75652.html Storage Media -2]information stored on digital media during transport outside of controlled areas.
Buy a copy of ISO 27002 for control content: N Mechani istt ly di f iawheniti L ired, usi
7.10 Storage media y Py . Functional intersects with Physical Media Disposal | DCH-08 echanisms exist to securely dispose of media when itis no longer required, using 5
https://www.iso.org/standard/75652.html formal procedures.
Buy a copy of ISO 27002 for control content: i i i igi i
710 Storage media y py . Functional intersects with Media Use DCH-10 Mechanisms exist to restrict the use of types of digital media on systems or system 5
https://www.iso.org/standard/75652.html components.
Buy a copy of ISO 27002 for control content: i i ict th d distributi f itive / lated data.
7.10 Storage media y Py . Functional intersects with Limitations on Use DCH-10.1 Mechanisms exist to restrict the use and distribution of sensitive / regulated data 5
https://www.iso.org/standard/75652.html
Buy a copy of ISO 27002 for control content: Removable Media i i i iai i i
7.10 Storage media y py . Functional intersects with _ DCH-12 Mechanisms exist to restrict removable media in accordance with data handling 5
https://www.iso.org/standard/75652.html Security and acceptable usage parameters.
Buy a copy of ISO 27002 for control content: ili i i i i bli
7.11 Supporting utilities y Py . Functional intersects with Supporting Utilities PES-07 Facility security mechanisms exist to prot.ect power equipment and power cabling 5
https://www.iso.org/standard/75652.html for the system from damage and destruction.
Buy a copy of ISO 27002 for control content: . Automatic Voltage Facilit it hani ist to utili t ti It trols f itical
711 Supporting utilities y py . Functional intersects with g PES-07.1 acility security mechanisms exist to utilize automatic voltage controls for critica 5
https://www.iso.org/standard/75652.html Controls system components.
Attribution-MeDerivatives 4.0
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.. STRM STRM Secure Controls Framework (SCF) . . .
FDE Name Focal Document Element (FDE) Description . . . SCF Control L. Relationship Notes (optional)
Rationale Relationship Control Description .
(optional)
Facility security mechanisms exist to shut off power in emergency situations by:
(1) Placing emergency shutoff switches or devices in close proximity to systems or
T . . i Buy a copy of ISO 27002 for control content: rtional e reots with e Shuto oES.07.2 system components to facilitate safe and easy access for personnel; and :
. upporting utilities unctio -07. i ili i ivati
pp g https://www.iso.org/standard/75652.html gency (2) Protecting emergency power shutoff capability from unauthorized activation.
ili i i istt ly alt t , ble of
211 Subborting utilities Buy a copy of ISO 27002 for control content: Functional intersects with Emergency Power PES-07.3 Fac.llltty.s?curlt.y .meclranlsm.s ZXIS oiupplya erbn.rite p.o:v:r capat feo tended 5
. pp g https://www. iso.org/standard/75652. htm y -3 |maintaining mlnlma y-required operational capability, in the event of an extende
loss of the primary power source.
— - - St to util — : .
7.11 Supporting utilities Buy a copy of ISO 27002 for control content: Functional intersects with Emergency Lightin PES-07.4 ::'alci:lty f:C:”ti’.m‘:Ch?nt':ms eXIi f0 o andtmam acljr'] . ct)'ma ch::]ertgency 5
. pp g https://www.iso.org/standard/75652. html gency Lig g -4 |lighting tha a? ivates in eeyen o] apov.ver.ou age o.r. isruption an at covers
emergency exits and evacuation routes within the facility.
Buy a copy of ISO 27002 for control content: - Facilit it hani istt tect i tand bli
7.12 Cabling security y Py . Functional intersects with Supporting Utilities PES-07 actiity security mechanisms exist to pro .ec power equipment and power cabling 5
https://www.iso.org/standard/75652.html for the system from damage and destruction.
. . Physical security mechanisms exist to locate system components within the
. . Buy a copy of ISO 27002 for control content: . . . Equipment Siting & ¥_I .u.rl ym n|. ms exi y m mp. nents within
7.12 Cabling security ) Functional intersects with . PES-12 [facility to minimize potential damage from physical and environmental hazards and 5
https://www.iso.org/standard/75652.html Protection R ) )
to minimize the opportunity for unauthorized access.
. Physical it hani istt tect tel icati
219 Cabli " Buy a copy of ISO 27002 for control content: Functional intersects with Transmission Medium PES-12.1 gilca SeCl.m 3;mtec anlsms:?XIs. ;)pro te_c powgran? © e.c(:mmur:.lca 1ons 5
. abling securi -12.
g y https://www.iso.org/standard/75652. html Security f:a ing carrying data or supporting information services from interception,
interference or damage.
Buy a copy of ISO 27002 for control content: . Mechani ist to develop, di inate, review & updat d t
7.13 Equipment maintenance y Py . Functional subset of Maintenance Operations | MNT-01 e?_ anlsms.ems ° eve‘op |sse.m|na ©, review & Update procedures f) 10
https://www.iso.org/standard/75652.html facilitate the implementation of maintenance controls across the enterprise.
Buy a copy of ISO 27002 for control content: i i trolled int tivities th hout th
7.13 Equipment maintenance y Py . Functional intersects with Controlled Maintenance | MNT-02 Mechanlsms existto conduc.:t cc?n rotte n”.naln enance activities throughout the 5
https://www.iso.org/standard/75652.html lifecycle of the system, application or service.
Buy a copy of ISO 27002 for control content: i i i int tand/ ts f t
7.13 Equipment maintenance y Py . Functional intersects with Timely Maintenance MNT-03 M.ec.hanlsm.s existto obtaln.maln e.narTce Support andror spare parts for systems 5
https://www.iso.org/standard/75652.html within a defined Recovery Time Objective (RTO).
Secure Disposal, Mechani istt ly di f, dest t
Secure disposal or re-use |Buy a copy of ISO 27002 for control content: . . P echanisms eX|.s ° SeCl_Jre y |spo§e ot des Toy or repurpose system
7.14 . . Functional equal Destruction or Re-Use of | AST-09 [components using organization-defined techniques and methods to prevent 10
of equipment https://www.iso.org/standard/75652.html . . . .
Equipment information being recovered from these components.
79 Physical entry Buy a copy of‘ISO 27002 for control content: Functional intersects with Controlled Ingress & PES-03.1 Physical access cor]trol mechanisms exi.st to limit and monitor physical access 5
https://www.iso.org/standard/75652.html Egress Points through controlled ingress and egress points.
Buy a copy of ISO 27002 for control content: i trol hani teal try f h ttempt
7.2 Physical entry y Py . Functional intersects with Physical Access Logs | PES-03.3 Physical access co.n rolmechanisms gerTera ealogentryloreachaccessa P 5
https://www.iso.org/standard/75652.html through controlled ingress and egress points.
Buy a copy of ISO 27002 for control content: i i i i thorized L t
7.2 Physical entry Hy 8 GOPY . Functional intersects with Working in Secure Areas | PES-04.1 Physical security mechanisms exist to allow only authorized personnel access to 5
https://www.iso.org/standard/75652.html Secure areas.
i hani isttoi ti thori it
. Buy a copy of ISO 27002 for control content: ' . . N Physical access con.trol mechanisms eX|.s' o identify, authorize ar.1d monitor
7.2 Physical entry ) Functional intersects with Visitor Control PES-06 |visitors before allowing access to the facility (other than areas designated as 5
https://www.iso.org/standard/75652.html . .
publicly accessible).
Y it ant Buy a copy of ISO 27002 for control content: - l . it .y % Romoval SES10 :hysica.l s:[ecurit: me:hl?nisms leist:: isolate infodrm;;cion p.rotcetssing f:cilities ]
. sicalen unctiona intersects wi elive em -
y ry https://www. iso.org/standard/75652. html ry rom pom. s such as delivery and loading areas and other points to avoi
unauthorized access.
] _ . . (150 27002 ol ot Physical Security of Mec?hamsms exr:st to |d§nt|lf.y sys;en;s, faqlilpment and rr]espectlve c.)peratrllng. l
ecuring offices, rooms uy a copy o or control content: . . . .
7.3 g y py . Functional intersects with Offices, Rooms & PES-04 environments that require limited physical access so t. at appropriate p y.s.lc,ta 5
and facilities https://www.iso.org/standard/75652.html Facilities access controls are designed and implemented for offices, rooms and facilities.
Securing offices, rooms |Buy a copy of ISO 27002 for control content: . . . L Physical it hani ist to all \ thori l t
23 uri g . i r uy py . r r Functional intersectswith | Working in Secure Areas | PES-04.1 ysical security mechanisms exist to allow only authorized personnel access to 5
and facilities https://www.iso.org/standard/75652.html Secure areas.
. . Physical it hani isttol te system components within the
Securing offices, rooms |Buy a copy of ISO 27002 for control content: . . . Equipment Siting & V_S,'Ca sec.:u'rl Ymec anl.sms existtotoca y p.
7.3 o ) Functional intersects with . PES-12 [facility to minimize potential damage from physical and environmental hazards and 5
and facilities https://www.iso.org/standard/75652.html Protection o ) )
to minimize the opportunity for unauthorized access.
Physical access control mechanisms exist to enforce physical access
Physical securit Buy a copy of ISO 27002 for control content: izati i i i i i i
74 y e y y py . Functional intersects with Physical Access Control | PES-03 au'.chorlzatlon.s.f.or all physpalaccess pomts.(ln.cludlng q§3|gnét§d entry/‘eX|t 5
monitoring https://www.iso.org/standard/75652.html points) to facilities (excluding those areas within the facility officially designated as
publicly accessible).
Physical it B f1SO 27002 f trol tent: Monitoring Physical i i i i
24 ys'lca‘ security uy a copy o . or control conten Functional intersects with g Phy! PES-05 Physllcal acces.s c.ontcrol mechanisms exist to monitor for, detect and respond to 5
monitoring https://www.iso.org/standard/75652.html Access physical security incidents.
24 Phys.icaF security Buy a copy of‘ISO 27002 for control content: Functional intersects with Int.rusion Alarms/ PES-05.1 Physical access control mechanisms exist to monitor physical intrusion alarms 5
monitoring https://www.iso.org/standard/75652.html Surveillance Equipment and surveillance equipment.
Monitoring Physical Facilit ity mechanisms exist to monitor physical access to critical
Physical security Buy a copy of ISO 27002 for control content: ) ) ) gPnhy . . acili ys.ecur y > ¢ p y 1C .
7.4 L . Functional intersects with Access To Information | PES-05.2 |information systems or sensitive/regulated data, in addition to the physical access 5
monitoring https://www.iso.org/standard/75652.html . .
Systems monitoring of the facility.
Protecting against Mechani ist to facilitate th ti f physical and i tal
75 hvsical g dg Buy a copy of ISO 27002 for control content: Eunctional subset of Physical & Environmental PES-01 e: atr?lsms e>t<|sl o faciiitate the operation ot physicat and environmenta 10
. sical an - .
P y. https://www.iso.org/standard/75652.html Protections protection controts
environmental threats
Protecting against Physical Security of Mec.hanlsms existto |d§nt|f.y sfystems, faqument and respective c.)peratlng.
. Buy a copy of ISO 27002 for control content: . ) ) ) environments that require limited physical access so that appropriate physical
7.5 physical and . Functional intersects with Offices, Rooms & PES-04 ) } i o 5
. https://www.iso.org/standard/75652.html - access controls are designed and implemented for offices, rooms and facilities.
environmental threats Facilities
Protecting against Physical it hani ist to locat tem components within the
] gag Buy a copy of ISO 27002 for control content: . . . Equipment Siting & Y?‘Ca sec.:u.rl Ymec am.sms existtotocate sy.s p. with!
7.5 physical and . Functional intersects with ) PES-12 [facility to minimize potential damage from physical and environmental hazards and 5
. https://www.iso.org/standard/75652.html Protection T ) .
environmental threats to minimize the opportunity for unauthorized access.
Protecting against Mechani ist to facilitate the impl tati f strategic, ti Land
. gag Buy a copy of ISO 27002 for control content: . Risk Management ec. anl‘sms existtofacilitate the Implementation ot strateglic, operationat an
7.5 physical and . Functional subset of RSK-01 [tactical risk management controls. 10
. https://www.iso.org/standard/75652.html Program
environmental threats
Protgcting against Buy a copy of ISO 27002 for control content: . . . . l\./lec.hanisms exist to. conduct recurring assessmgnts of risk that incl%Jdes the
7.5 physical and . Functional intersects with Risk Assessment RSK-04 |[likelihood and magnitude of harm, from unauthorized access, use, disclosure, 5
. https://www.iso.org/standard/75652.html ) . o . L
environmental threats disruption, modification or destruction of the organization's systems and data.
Buy a copy of ISO 27002 for control content: Physical it hani ist to all L thori L t
7.6 Working in secure areas wy Py . Functional equal Working in Secure Areas | PES-04.1 ysical security mechanisms exist to allow only authorized personnel access to 10
https://www.iso.org/standard/75652.html secure areas.
Clear desk and clear Buy a copy of ISO 27002 for control content: . . . Unattended End-User Mechanisms exist to implement enhanced protection measures for unattended
7.7 . Functional intersects with . AST-06 ) ) ] 5
screen https://www.iso.org/standard/75652.html Equipment systems to protect against tampering and unauthorized access.
27 Clear desk and clear Buy a copy of.ISO 27002 for control content: Functional subset of Endpoint Security END-01 Mechanisms exist to facilitate the implementation of endpoint security controls. 10
screen https://www.iso.org/standard/75652.html
Cloar dosk an ol . (150 27002 ol o Physical Security of Mecj‘hanlsms exrllst to |d§nt|lf.y sjys;en:]s, §ql:|pmentand rr]espectlve (?peratrllng. l
ear desk and clear uy a copy o or control content:
77 y py . Functional intersects with Offices, Rooms & PES-04 environments that require limite p ysical access so t. at appropriate p y.sllc?a 5
screen https://www.iso.org/standard/75652.html Facilities access controls are designed and implemented for offices, rooms and facilities.
. Physical security mechanisms exist to locate system components within the
Equipment siting and Buy a copy of ISO 27002 for control content: . Equipment Siting & Y,' .u. ! y I. X y p. with!
7.8 . . Functional equal ) PES-12 [facility to minimize potential damage from physical and environmental hazards and 10
protection https://www.iso.org/standard/75652.html Protection D . )
to minimize the opportunity for unauthorized access.
i - B f1ISO 27002 f trol tent: i i ili
79 Securlty of assets off uy a copy o . or control conten Eunctional subset of Asset Governance AST-01 Mechanisms exist to facilitate an IT Asset Management (ITAM) program to 10
premises https://www.iso.org/standard/75652.html implement and manage asset management controls.
Security of assets off- Buy a copy of ISO 27002 for control content: . . . Security of Assets & Mechanisms exist to maintain strict control over the internal or external
7.9 . . Functional intersects with . AST-05 o ] o ) 5
premises https://www.iso.org/standard/75652.html Media distribution of any kind of sensitive/regulated media.
Security of assets off- Buy a copy of ISO 27002 for control content: . . . Unattended End-User Mechanisms exist to implement enhanced protection measures for unattended
7.9 . . Functional intersects with . AST-06 ) ) ] 5
premises https://www.iso.org/standard/75652.html Equipment systems to protect against tampering and unauthorized access.
29 Security of assets off- Buy a copy of‘ISO 27002 for control content: Functional intersects with Physical Tampering AST-08 Mechanisms exist to periodically inspect systems and system components for 5
premises https://www.iso.org/standard/75652.html Detection Indicators of Compromise (IoC).
S ity of ts off- B f1ISO 27002 f trol content: Logical Tamperin i i i i i i i icalintegrit
79 ecurl y of assets o uy a copy o . or contr Functional intersects with gi .p ring AST-15 Mech?msms exist to verify loglcalconflgura'.uo.n settings and the physical integrity 5
premises https://www.iso.org/standard/75652.html Protection of critical technology assets throughout their lifecycle.
Work From Anywhere Mechani ist to defi tel ti ctices and govern remote
Security of assets off- Buy a copy of ISO 27002 for control content: . . . y . echanisms existto define secure telecommuting pra g
7.9 . . Functional intersects with (WFA) - Telecommuting | NET-14.5 |access to systems and data for remote workers. 5
premises https://www.iso.org/standard/75652.html .
Security
Buy a copy of ISO 27002 for control content: i
8.0 Technological controls v . . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html
Buy a copy of ISO 27002 for control content: Unattended End-User i i i d tecti f ttended
8.1 User endpoint devices y py ‘ Functional intersects with 4 AST-06 Mechanisms eX|stt0|n7plement en.hance protec |(?n measures for unattende 5
https://www.iso.org/standard/75652.html Equipment systems to protect against tampering and unauthorized access.
. . Mechani istt iatel tect i that t itive/ lated
8.1 User endooint devices Buy a copy of ISO 27002 for control content: Functional intersects with Kiosks & Point of AST-07 |4 etc ?nl('js'ms fX: f)a[).prtoprlat.e y;aro etc dewc;es Z Calf :tre:enm ve/regulate 5
. i Vi uncti i - .
P https://www.iso.org/standard/75652.html Interaction (Pol) Devices atavia direct pnysicat Interaction from tampering and substitution
Buy a copy of ISO 27002 for control content: Mechani istt trict th i d f lly- d
8.1 User endpoint devices y Py . Functional intersects with Use of Personal Devices | AST-12 echanisms ex.ls ° r‘es‘ ne e‘pos.sessmn an usagfe.o. personatly-owne 5
https://www.iso.org/standard/75652.html technology devices within organization-controlled facilities.
Buy a copy of ISO 27002 for control content: . Mechanisms exist to facilitate the implementation of endpoint security controls.
8.1 User endpoint devices y Py . Functional subset of Endpoint Security END-01 © nisms exi " Impiementation ndpoin urity controts 10
https://www.iso.org/standard/75652.html
B f1SO 27002 for control content: Endpoint Protection i i i iality, integrity, ilabilit d safety of
8.1 User endpoint devices uy a copy o ‘ Functional intersects with p END-02 Mecha.nlsms.emst to protect the confidentiality, integrity, availability and safety o 5
https://www.iso.org/standard/75652.html Measures endpoint devices.
Mechanisms exist to enforce a limit for consecutive invalid login attempts by a user
. . Buy a copy of ISO 27002 for control content: . . . . o . . . . & Prs by
8.1 User endpoint devices i Functional intersects with Account Lockout IAC-22 |during an organization-defined time period and automatically locks the account 5
https://www.iso.org/standard/75652.html . .
when the maximum number of unsuccessful attempts is exceeded.
Mechani isttoimpl tand Mobile Device M t (MDM
. . Buy a copy of ISO 27002 for control content: . Centralized Management echanisms exist to implement and govern Mobile Device Management ( )
8.1 User endpoint devices . Functional subset of . . MDM-01 |controls. 10
https://www.iso.org/standard/75652.html Of Mobile Devices
B of ISO 27002 for control content: Access Control For i i i ts forth ti f
8.1 User endpoint devices uy a copy ‘ Functional intersects with . . MDM-02 Mechanlsms exist to emforc.e access control requirements for the connection o 5
https://www.iso.org/standard/75652.html Mobile Devices mobile devices to organizational systems.
Buy a copy of ISO 27002 for control content: . . Mechani istt tel lected inf tion f bile devices.
8.1 User endpoint devices uy Py . Functional intersects with Remote Purging MDM-05 echanisms exist to remotely purge selected information from mobile devices 5
https://www.iso.org/standard/75652.html
Buy a copy of ISO 27002 for control content: . . . Privileged Account Mechani istt trict trol privileged ights f d
8.2 Privileged access rights y Py . Functional intersects with g IAC-16 ecv anisms exist to restrict and control privileged access rights for users an 5
https://www.iso.org/standard/75652.html Management (PAM) services.
Mechani isttoi t WL privileged t d validate that h
8.2 Privileged access rights Buy a copy of ISO 27002 for control content: Functional intersects with Privileged Account IAC-16.1 o anls‘tmhS [eXISt (;InYe‘T orye‘] p“t: ege da:C:hun o V‘a'lc a[ y Laf o 5
) g g https://www.iso.org/standard/75652.html Inventories ) persorl WI. elevated privileges Is authorized by the appropriate levet o
organizational management.
Mechani istt iodically-review th ivileges assigned to individuals and
. . Buy a copy of ISO 27002 for control content: . . . Periodic Review of ec. anisms existto pgrlo cally-reviewthe pr|V|.e.g '8 I Viad
8.2 Privileged access rights ) Functional intersects with . IAC-17 |service accounts to validate the need for such privileges and reassign or remove 5
https://www.iso.org/standard/75652.html Account Privileges o
unnecessary privileges, as necessary.
Attribution:NoDerivati 4.0
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Buy a copy of ISO 27002 for control content: . Mechani istt trict th i t of privil tst ization-
8.2 Privileged access rights y Py . Functional intersects with Privileged Accounts IAC-21.3 | cenanisms existtorestrict the assignment of privileged accounts to organization 5
https://www.iso.org/standard/75652.html management approved personnel and/or roles.
Inf ti B f1SO 27002 f trol content: Configuration i i ili i i i i
8.3 n or.mall ion access uy a copy o . orcon Functional subset of g CFG-01 Mechanisms exist to facilitate the implementation of configuration management 10
restriction https://www.iso.org/standard/75652.html Management Program controls.
System Hardenin Mechani ist to develop, d tand intai baseli
Information access Buy a copy of ISO 27002 for control content: . . . y . g ec_ anlsms eXISto ceveiop, doctiment and main a|r.1 secure. ése ine
8.3 o . Functional intersects with Through Baseline CFG-02 |configurations for technology platforms that are consistent with industry-accepted 5
restriction https://www.iso.org/standard/75652.html . . )
Configurations system hardening standards.
Mechanisms exist to configure systems to provide only essential capabilities b
8.3 Information access Buy a copy of ISO 27002 for control content: Functional intersects with Least Functionalit CFG-03 ificall hibiti g tri ty th P ¢ bort y ) l dF; . y 5
. restriction https://www.iso.org/standard/75652. html y specifically prohibiting or restricting the use of ports, protocols, and/or services.
Mechani istt f Role-Based A Control (RBAC) poli
8.3 Information access Buy a copy of ISO 27002 for control content: Eunctional intersects with Role-Based Access IAC-08 ee anlcsjms exis otehn torce? oe da:e K Ccessd :n o (_ p ) policy ovir Lt 5
’ restriction https://www.iso.org/standard/75652.html Control (RBAC) user§ ?n resources that applies need-to-know andfine-grained access controttor
sensitive/regulated data access.
Mechani ist to utilize th t of least privilege, allowing only authorized
Information access Buy a copy of ISO 27002 for control content: . . . . echanisms existlo Litlze the concept o ) P I.VI g VYI gonlyau I.Z
8.3 - : Functional intersects with Least Privilege IAC-21 [|access to processes necessary to accomplish assigned tasks in accordance with 5
restriction https://www.iso.org/standard/75652.html L . .
organizational business functions.
Data Flow Enforcement — Mechani ist to design, impl tand review fi lland t
Information access Buy a copy of ISO 27002 for control content: . . . . ec'anlsr.ns existto 'eS|gn 'mp 'emen andreviewtirewatand router .
8.3 . . Functional intersects with Access Control Lists NET-04 |configurations to restrict connections between untrusted networks and internal 5
restriction https://www.iso.org/standard/75652.html
(ACLs) systems.
8.4 Access t6 source code Buy a copy of‘ISO 27002 for control content: Eunctional equal Access to Program TDA-20 l\./lech.anisms exist to limit privileges to change software resident within software 10
https://www.iso.org/standard/75652.html Source Code libraries.
System Hardenin i i intai li
o Buy a copy of ISO 27002 for control content: . . . \ . g Mechanlsms exist to develop, document and malntalrlm secure. ba.se ine
8.5 Secure authentication ) Functional intersects with Through Baseline CFG-02 |configurations for technology platforms that are consistent with industry-accepted 5
https://www.iso.org/standard/75652.html i . .
Configurations system hardening standards.
Buy a copy of ISO 27002 for control content: . Mechani ist to facilitate the impl tati f int it trols.
8.5 Secure authentication y Py . Functional subset of Endpoint Security END-01 echanisms exist to facilitate the implementation of endpoint security controls 10
https://www.iso.org/standard/75652.html
B copy of ISO 27002 for control content: Endpoint Protection i i i jality, i i ilabili
8.5 Secure authentication uy a copy ‘ Functional intersects with p END-02 Mecha.nlsmslemst to protect the confidentiality, integrity, availability and safety of 5
https://www.iso.org/standard/75652.html Measures endpoint devices.
B f1SO 27002 f trol content: i i i icati
8.5 Secure authentication uy a copy o . or control co Functional intersects with Trusted Path END-09 Mechanisms (.BXISt to e.stabllsh a trusted. communications path between the user 5
https://www.iso.org/standard/75652.html and the security functions of the operating system.
B opy of ISO 27002 for control content: Secure Log-On i i ili icati
8.5 Secure authentication uy a copy ‘ r control conten Functional intersects with g SEA-17 Mechanisms exist to utilize a trusted communications path between the user and 5
https://www.iso.org/standard/75652.html Procedures the security functions of the system.
Mechani ist to facilitate the i L tati f it t
. Buy a copy of ISO 27002 for control content: . Capacity & Performance echanisms existto ?CI tate the Imptementation ot capacity managemer.\ .
8.6 Capacity management . Functional subset of CAP-01 |controls to ensure optimal system performance to meet expected and anticipated 10
https://www.iso.org/standard/75652.html Management . .
future capacity requirements.
- ot Buy a copy of ISO 27002 for control content: I R Capacty Planning P03 Mfechan'(l.sms exist tq Contdlljct capamt.y p?nnlng Zo the?t necesia[ycapactltyi?r " ]
. pacity g https://www. iso.org/standard/75652. html pacity in o.rma |on‘processmg, e.ecommunlca ions and environmental support will exis
during contingency operations.
i ist to utili timal technologies to detect and eradicat
Protection against Buy a copy of ISO 27002 for control content: . . . Malicious Code Mec.h?msms existto utlfize antimatware technologles to detect and eradicate
8.7 . Functional intersects with . . END-04 |malicious code. 5
malware https://www.iso.org/standard/75652.html Protection (Anti-Malware)
Protecti inst B f1ISO 27002 f trol content: Automatic Antimalware i i i i ies, i i
8.7 rotection agains uy a copy o . or control co Functional intersects with : END-04.1 Mechanisms exist to automatically update antimalware technologies, including 5
malware https://www.iso.org/standard/75652.html Signature Updates signature definitions.
i istt iodicall i t fi ti to identi d
Management of technical |Buy a copy of ISO 27002 for control content: . . . L . N!echanlsms SXISEEO POMOCICALY TOVISW SYS em configurations to identify an‘
8.8 . . Functional intersects with Periodic Review CFG-03.1 |disable unnecessary and/or non-secure functions, ports, protocols and services. 5
vulnerabilities https://www.iso.org/standard/75652.html
Cybersecurity & Data Mechani istt i it t tecti trol ight
Management of technical |Buy a copy of ISO 27002 for control content: . . . y . y ec .anlsms existto provide a cyf:)ers.ecurl y& dé aprotec |o.n controls oversig
8.8 s . Functional intersects with Protection Controls CPL-02 [function that reports to the organization's executive leadership. 5
vulnerabilities https://www.iso.org/standard/75652.html .
Oversight
Functional Review Of i istt larl iew technol ts for adh toth
8.8 Management of technical | Buy a copy of ISO 27002 for control content: Functional intersects with Cvbersecurity & Data CPL-03.2 Mech?nlims: eXISb o regu .z:r )(;rjvlew e;: :0 o8y T.S?e ° Oc; at edrendce ome 5
' vulnerabilities https://www.iso.org/standard/75652.html y . Y 4 |oreanization’s cybersecurity & data protection policies and standards.
Protection Controls
- - — ated with rted
8.8 Management of technical |Buy a copy of ISO 27002 for control content: Functional intersects with Vulnerabilities Related To IRO-10.3 Michanlsn”f e(;(ljt :o reF)on S}/Stzm vtul:erabllltfes?ssodm? © dWI repo le L 5
’ vulnerabilities https://www.iso.org/standard/75652.html Incidents = [eybersecurity & data privacy Incidents to organization-cetined personnet or rotes.
. - Mechani istt tcyb ity & dat i testing, traini d
Management of technical |Buy a copy of ISO 27002 for control content: _ _ ) Testing, Training & echanisms existto conduct cybersecurity & data privacy testing, training an
8.8 . . Functional intersects with . PRI-08 |monitoring activities 5
vulnerabilities https://www.iso.org/standard/75652.html Monitoring
Vulnerability & Patch i ist to facilitate the impl tati d itori fvul bilit
Management of technical | Buy a copy of ISO 27002 for control content: . y Mechanisms exist to facilitate the implementation and monitoring of vulnerability
8.8 . . Functional subset of Management Program VPM-01 |management controls. 10
vulnerabilities https://www.iso.org/standard/75652.html (VPMP)
Management of technical | Buy a copy of ISO 27002 for control content: Mechani istt fi th for its attack surf
8.8 g . ! wy Py . Functional intersects with Attack Surface Scope |VPM-01.1 echanisms exist to define and manage the scope for its attack surface 5
vulnerabilities https://www.iso.org/standard/75652.html management activities.
M t of technical |B f1SO 27002 f trol tent: Vulnerabilit i i iliti i ifi
8.8 anagen.ﬂfa.n of technical [Buy a copy o . or control conten Functional intersects with (ne y VPM-02 Mechanisms exist to ensure that vulnerabilities are properly identified, tracked and 5
vulherabilities https://www.iso.org/standard/75652.html Remediation Process remediated.
Mechani istto identi d i isk ranking t ly di d it
Management of technical |Buy a copy of ISO 27002 for control content: . . . - . e anl.srn.s eXIS, o identify an as.3|gn ariskranking o.newy |sco‘v.ere securty
8.8 g . Functional intersects with Vulnerability Ranking VPM-03 |vulnerabilities using reputable outside sources for security vulnerability 5
vulnerabilities https://www.iso.org/standard/75652.html ) )
information.
M t of technical |B f1ISO 27002 f trol tent: Software & Fi are i i i i
8.8 anagerﬁfa.n of technical [Buy a copy o . or control conten Functional intersects with war .lrmw I VPM-05 Mechanisms exist to conduct software patching for all deployed operating 5
vulnerabilities https://www.iso.org/standard/75652.html Patching systems, applications and firmware.
Management of technical | Buy a copy of ISO 27002 for control content: . Mechani istt tect vul iliti fi ti ti
8.8 g ner i uy py . Functional intersects with Vulnerability Scanning | VPM-06 ec am.srns exis .o detect vulnerabilities f';md'con iguration errors by routine 5
vulnerabilities https://www.iso.org/standard/75652.html vulnerability scanning of systems and applications.
Configuration Buy a copy of ISO 27002 for control content: - Configuration Mechanisms exist to maintain a current list of approved technologies (hardware
8.9 . Functional subset of Management Database | AST-02.9 |and software). 10
management https://www.iso.org/standard/75652.html
(CMDB)
Confi ti B f1SO 27002 f trol tent: Configuration i i ili i i i i
8.9 onfiguration uy a copy o ‘ or control conten Functional subset of g CFG-01 Mechanisms exist to facilitate the implementation of configuration management 10
management https://www.iso.org/standard/75652.html Management Program controls.
i i i t ti f duties f fi ti
Configuration Buy a copy of ISO 27002 for control content: . . . Assignment of Mechanisms exist to implement a segregation of du |.es oreon 'fg“ra |on. )
8.9 . Functional intersects with o CFG-01.1 |management that prevents developers from performing production configuration 5
management https://www.iso.org/standard/75652.html Responsibility )
management duties.
System Hardenin Mechani ist to develop, d tand intai baseli
Configuration Buy a copy of ISO 27002 for control content: . . . y . g ec_ anlsms existto devetop, document and main a|r-1 securg a_se ine
8.9 ) Functional intersects with Through Baseline CFG-02 |configurations for technology platforms that are consistent with industry-accepted 5
management https://www.iso.org/standard/75652.html . . .
Configurations system hardening standards.
Mechanisms exist to review and update baseline configurations:
Configuration Buy a copy of ISO 27002 for control content: :
8.9 g y Py . Functional intersects with Reviews & Updates CFG-02.1 (1) At least annually; 5
management https://www.iso.org/standard/75652.html (2) When required due to so; or
(3) As part of system component installations and upgrades.
Mechani istt fi t to provide only essential capabilities b
8.9 Configuration Buy a copy of SO 27002 for control content: Functional intersects with Least Functionalit CFG-03 - '?msilms exrfb't(') o Igu;e'szl's e::S o fvI t , t [I dr; - i . 5
. management https://www.iso.org/standard/75652. html y specifically prohibiting or restricting the use of ports, protocols, and/or services.
Secure Disposal, Mechani istt ly di f, t t
‘ ‘ Buy a copy of ISO 27002 for control content: ‘ ' ’ ! p echanisms exist to securely dispose of, destroy or repurpose system
8.10 Information deletion . Functional intersects with | Destruction or Re-Use of | AST-09 |components using organization-defined techniques and methods to prevent 5
https://www.iso.org/standard/75652.html . ) ) )
Equipment information being recovered from these components.
Buy a copy of ISO 27002 for control content: i i i i iti i i
8.10 Information deletion y Py . Functional intersects with Physical Media Disposal | DCH-08 Mechanisms exist to securely dispose of media when itis no longer required, using 5
https://www.iso.org/standard/75652.html formal procedures.
. . Buy a copy of ISO 27002 for control content: . . . System Media Mechanisms eX|st. to sanitize s.)fste.m media Wl.th .the strength and |.ntegr|.ty
8.10 Information deletion ) Functional intersects with L DCH-09 |commensurate with the classification or sensitivity of the information prior to 5
https://www.iso.org/standard/75652.html Sanitization . o
disposal, release out of organizational control or release for reuse.
. . Buy a copy of ISO 27002 for control content: . ‘ . Syste.n.'1 Mfedia Mechanisms exist to superviée, track, document and verify system media
8.10 Information deletion . Functional intersects with Sanitization DCH-09.1[sanitization and disposal actions. 5
https://www.iso.org/standard/75652.html .
Documentation
Buy a copy of ISO 27002 for control content: Sanitization of Personal i i ili itizati .
8.10 Information deletion uy py ‘ Functional intersects with DCH-09.3 Mechanisms exist to facilitate the sanitization of Personal Data (PD) 5
https://www.iso.org/standard/75652.html Data (PD)
Buy a copy of ISO 27002 for control content: i i i i i i i
8.10 Information deletion v by . ' r nten Functional intersects with Media & Data Retention | DCH-18 Mechanisms exist to retain media and da.ta “j] accordance with applicable 5
https://www.iso.org/standard/75652.html statutory, regulatory and contractual obligations.
Buy a copy of ISO 27002 for control content: i istt ly di f t inf tion.
8.10 Information deletion wy Py . Functional intersects with Information Disposal DCH-21 Mechanisms exist to securely dispose of, destroy or erase information 5
https://www.iso.org/standard/75652.html
Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an organization-defined
time period to fulfill the purpose(s) identified in the notice or as required by law;
. . Buy a copy of ISO 27002 for control content: . . . Personal Data (PD) (2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless of the
8.10 Information deletion ) Functional intersects with ) ) PRI-05  [method of storage; and 5
https://www.iso.org/standard/75652.html Retention & Disposal ’
(8) Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).
Buy a copy of ISO 27002 for control content: . Mechani ist to apply data masking to sensitive/regulated information that is
8.11 Data masking y Py . Functional intersects with Masking Displayed Data | DCH-03.2 .ec anisms e>.<| PRl masking nsitive/regu information I 5
https://www.iso.org/standard/75652.html displayed or printed.
Removal, Masking, Mechanisms exist to remove, mask, encrypt, hash or replace direct identifiersin a
Buy a copy of ISO 27002 for control content: Encryption, Hashing or .
8.11 Data masking y Py . Functional intersects with VP .g DCH-23.4 dataset 5
https://www.iso.org/standard/75652.html Replacement of Direct
Identifiers
B f1SO 27002 for control content: i i iti izati
8.11 Data masking uy a copy o ‘ Functional intersects with Data Masking PRI-05.3 Mechanlsm§ ex.lst to mask.sensmve./regu.l?ted. data through data anonymization, 5
https://www.iso.org/standard/75652.html pseudonymization, redaction or de-identification.
Buy a copy of ISO 27002 for control content: Configuration Mechani ist to facilitate the impl tati f fi ti t
8.12 Data leakage prevention wy Py . Functional intersects with g CFG-01 echanisms existto faciiitate the Implementation of configuration managemen 5
https://www.iso.org/standard/75652.html Management Program controls.
System Hardenin i i intai li
8.12 Data leakage prevention Buy a copy of ISO 27002 for control content: Functional intersects with T);ro h Basel'neg CFG-02 Me?amstr'ns e);ISttto dheV‘TlOp’ dlo:fumenfcsnf oo a”j] jecrre'tt;észmi ted 5
. u 1 - -
gep https://www.iso.org/standard/75652.html g . configura |ons'or echnology platforms that are consistent with industry-accepte
Configurations system hardening standards.
. Mechanisms exist to configure systems utilized in high-risk areas with more
B f1SO 27002 for control content Configure Systems, ictive baseli fi i
uy a copy o : .
8.12 Data leakage prevention y by . Functional intersects with | Components or Services | CFG-02.5 restrictive baseline configurations 5
https://www.iso.org/standard/75652.html . .
for High-Risk Areas
Attribution-MeDerivatives 4.0
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Mechanisms exist to configure systems to provide only essential capabilities by
8.12 Data leakage prevention Buy a copy of ISO 27002 for control content: Functional intersects with Least Functionalit CFG-03 ificall hibiti tricting th f port tocol d/ i 5
. - , , and/or services.
gep https://www.iso.org/standard/75652.html y specifically prohibiting or restricting the use of ports, protocols, a
B f1SO 27002 for control content: Mechani ist to facilitate the impl tation of data protection controls.
8.12 Data leakage prevention uyacopyo . Functional intersects with Data Protection DCH-01 echanisms existiotaclitate the imptementation At IOECHION CONOS 5
https://www.iso.org/standard/75652.html
Mechani ist to utilize the concept of least privilege, allowing only authorized
. Buy a copy of ISO 27002 for control content: , . ) . echanisms existto utitize p . P '.V' g VY' gonlyau '.Z
8.12 Data leakage prevention . Functional intersects with Least Privilege IAC-21 |access to processes necessary to accomplish assigned tasks in accordance with 5
https://www.iso.org/standard/75652.html o ) .
organizational business functions.
Buy a copy of ISO 27002 for control content: Network Securit Mechani istt lop, t d to facilitate th
8.12 Data leakage prevention w Py . Functional intersects with y NET-01 |. ec anlsmsieX|s o develop gov'ern & update procedures to facilitate the 5
https://www.iso.org/standard/75652.html Controls (NSC) implementation of Network Security Controls (NSC).
Buy a copy of ISO 27002 for control content: Prevent Discovery of Mechani istt tth blic discl fint Ll network inf tion.
8.12 Data leakage prevention y Py . Functional intersects with y NET-03.3 echanisms exist to prevent the public disclosure ot internat network information 5
https://www.iso.org/standard/75652.html Internal Information
Buy a copy of ISO 27002 for control content: Prevent Unauthorized Aut ted hani istto tth thorized exfiltration of
8.12 Data leakage prevention 4 by . Functional intersects with . . NET-03.5 u orrTa edmechanisms exis preven ) € unauthorized exfiitration 5
https://www.iso.org/standard/75652.html Exfiltration sensitive/regulated data across managed interfaces.
Information Leakage Due Facilit it hanisms exist to protect the system from information leakage
. Buy a copy of ISO 27002 for control content: . . . g . actity security mec .anl. X! P . y ! ! g
8.12 Data leakage prevention . Functional intersects with To Electromagnetic PES-13 |due to electromagnetic signals emanations. 5
https://www.iso.org/standard/75652.html . .
Signals Emanations
. . Mechani ist to facilitate the implementation of industry-recognized
8.12 Data leak ention Buy a copy of ISO 27002 for control content: Functional intersects with Secure Engineering SEA-01 ZC amsrr:% e;'j to ale tate " p. th it dry . (gj | ‘ 5
. ata leakage prev . - in the specification, design, development,
gep https://www.iso.org/standard/75652.html Principles ,Cy ersecur y aa prlvaTC.y pr.ac ices P . g P
implementation and modification of systems and services.
; (156 27002 ol - Centralized Management .Nleclhanlsms.emstfto c;entrally-.m:‘njge the. orgamza:mrwm(lje rr:a:adgement and
uy a copy o or control content: )
8.12 Data leakage prevention y by . Functional intersects with of Cybersecurity & Data | SEA-01.1 Implementation of cybersecurity & data privacy controls and related processes 5
https://www.iso.org/standard/75652.html .
Privacy Controls
Mechanisms exist to create recurring backups of data, software and/or system
Buy a copy of ISO 27002 for control content: i i i i th ilability of
8.13 Information backup y Py . Functional intersects with Data Backups BCD-11 Images, as wel.l as.verlfy the '”teg”ty of Fhes.e backups, to ensure the avél ablity o 5
https://www.iso.org/standard/75652.html the data to satisfying Recovery Time Objectives (RTOs) and Recovery Point
Obijectives (RPOs).
B f1SO 27002 for control content: Testing for Reliability & i istt tinely test back that verify the reliability of the back
8.13 Information backup uy a copy o . orc Functional intersects with g . y BCD-11.1 Mechanisms exist to roy me)./ estbac .ups. . at verify the reliability up 5
https://www.iso.org/standard/75652.html Integrity process, as well as the integrity and availability of the data.
Mechanisms exist to store backup copies of critical software and other security-
. Buy a copy of ISO 27002 for control content: . . . Separate Storage for ec .I XI_ ] up .I,OI ] I,I W ) . Hny
8.13 Information backup ) Functional intersects with - . BCD-11.2 |related information in a separate facility or in a fire-rated container that is not 5
https://www.iso.org/standard/75652.html Critical Information . .
collocated with the system being backed up.
Buy a copy of ISO 27002 for control content: . . t hi hani istt tth thorized discl d/
8.13 Information backup y Py . Functional intersects with | Cryptographic Protection | BCD-11.4 Cryp' c'>gra'p Ic mec anlsms eXIS_ © prevent the tnatfhorized cisclosure and/or 5
https://www.iso.org/standard/75652.html modification of backup information.
o 1a Bt:dund?ncy of ' Buy a copy of ISO 27002 for control content: I R Mtermate Storase Site SeD.08 Meci:anis(rjns exist to establish a: atlternate.ts:;:raie site tha(':I includes b?th t?e ]
. ormation processin -
in o p g https://www. iso.org/standard/75652. html g assets a.n nece§saw agreements to permit the storage and recovery of system
facilities backup information.
Redundancy of Mechanisms exist to establish an alternate processing site that provides securit
8.14 inf ti y i Buy a copy of ISO 27002 for control content: Functional intersects with | Alternate Processing Site| BCD-09 ivalent to that of th i I?t ; i ’ 5
. information processin - e primary site.
. P g https://www.iso.org/standard/75652.html measures equivatentto thato primary si
facilities
Redundancy of Mechani istt intain a fail tem, which i t collocated with th
. . y . Buy a copy of ISO 27002 for control content: . . . Redundant Secondary ‘ec anisms existto -ma|-n ainata over_sys em whiehis no ,CO oca ? V_VI ©
8.14 information processing . Functional intersects with BCD-11.7 |primary system, application and/or service, which can be activated with little-to-no 5
o https://www.iso.org/standard/75652.html System ] ; ] ] )
facilities loss of information or disruption to operations.
B f1ISO 27002 f trol tent: i i ilitate the impl tati f ent ise-wide monitorin
8.15 Logging yacopyo . ereontrotcon Functional subset of Continuous Monitoring | MON-01 Mechanisms exist to facilitate the implementation of enterprise-wide ttoring 10
https://www.iso.org/standard/75652.html controls.
Mechanisms exist to generate, monitor, correlate and respond to alerts from
8.15 Loggin Buy a copy of IS0 27002 for control content: Functional intersects with | System Generated Alerts MON- hysical, cyb f data pri d ly chai tF') ities t hi 5
. i , , rivacy and s chain ac es to achieve
geing https://www.iso.org/standard/75652.html y 01.4 |PhySicas cybersecunity, data privacy and supply chain activiti eV
integrated situational awareness.
. Mechani ist to utili S ity Incident Event M SIEM imil
8.15 Loggi Buy a copy of ISO 27002 for control content: Eunctional intersects with Centralized Collection of MON-02 e:cc an:s:: eTIi outl IZ(: fh ecur: yl.nmd enu Vf_n ?nager.i l)tordsml atr 5
. oggin . - , to support the centralized collection of security-related even
geing https://www.iso.org/standard/75652.html Security Event Logs ?u omatedtoot, o supp 4
ogs.
Automated mechanisms exist to correlate both technical and non-technical
. Buy a copy of ISO 27002 for control content: ) ) ) Correlate Monitoring MON- [information from across the enterprise by a Security Incident Event Manager (SIEM)
8.15 Logging . Functional intersects with . o o ] i ) 5
https://www.iso.org/standard/75652.html Information 02.1  |orsimilar automated tool, to enhance organization-wide situational awareness.
. Buy a copy of ISO 27002 for control content: . . . Central Review & MON- |Automated mechanisms exist to centrally collect, review and analyze audit records
8.15 Logging . Functional intersects with . . 5
https://www.iso.org/standard/75652.html Analysis 02.2 from multiple sources.
Mechanisms exist to configure systems to produce event logs that contain
sufficient information to, at a minimum:
(1) Establish what type of event occurred;
Buy a copy of ISO 27002 for control content: ; .
8.15 Logging y Py . Functional intersects with Content of Event Logs | MON-03 (2) When (date and time) the event occurred; 5
https://www.iso.org/standard/75652.html (3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(R) The identitv of anviicer/siihiect agenciated with the event
. Buy a copy of ISO 27002 for control content: . . . Privileged Functions MON- |Mechanisms exist to log and review the actions of users and/or services with
8.15 Logging . Functional intersects with . o 5
https://www.iso.org/standard/75652.html Logging 03.3 elevated privileges.
Buy a copy of ISO 27002 for control content: . . . i i i tl rt ti bility to aid in
8.15 Logging w Py . ' ' " Functional intersects with Monitoring Reporting MON-06 Mecha.nlsms existto F)rowde aneven o'g.rclapo generation capabiiity to 5
https://www.iso.org/standard/75652.html detecting and assessing anomalous activities.
Buy a copy of ISO 27002 for control content: . Mechani istt tect tl dittools f thorized R
8.15 Logging w Py . Functional intersects with Protection of Event Logs | MON-08 ec.f;mls.ms existto pro ectevent logs and audittools from unauthorized access 5
https://www.iso.org/standard/75652.html modification and deletion.
Buy a copy of ISO 27002 for control content: . Mechani ist to facilitate the impl tati f ent ise-wid itori
8.16 Monitoring activities y Py . Functional subset of Continuous Monitoring | MON-01 echanisms existto taciiitate the Implementation ot enterprise-wide monitoring 10
https://www.iso.org/standard/75652.html controls.
o N Buy a copy of ISO 27002 for control content: . . ‘ Intrusi'on Detection & MON- Mechanisms e>.<ist to implement Intrusion Detection / Prevention Systems (IDS /
8.16 Monitoring activities . Functional intersects with | Prevention Systems (IDS IPS) technologies on critical systems, key network segments and network choke 5
https://www.iso.org/standard/75652.html 01.1 ]
& IPS) points.
Mechani ist to utili Security Incident Event Manager (SIEM), or similar
8.16 Monitori tivities Buy a copy of ISO 27002 for control content: Functional intersects with Automated Tools for Real{ MON- etc antIS(T: eTISt outl |z:a lyt' i di gd (t )l i 5
. onitoring activiti uncti , ar real-time analysis and incident escalation.
g https://www.iso.org/standard/75652.html Time Analysis 01.2 automated oo, fo support ne ! ysi inel I
L L Buy a copy of ISO 27002 for control content: . . . Inbound & Outbound MON- |Mechanisms exist to continuously monitor inbound and outbound
8.16 Monitoring activities . Functional intersects with . . o ] ) o . 5
https://www.iso.org/standard/75652.html Communications Traffic 01.3 communications traffic for unusual or unauthorized activities or conditions.
L o Buy a copy of ISO 27002 for control content: . . . . o MON- |Mechanisms exist to review event logs on an ongoing basis and escalate incidents
8.16 Monitoring activities . Functional intersects with | Security Event Monitoring ) ] ) o 5
https://www.iso.org/standard/75652.html 01.8 in accordance with established timelines and procedures.
o . Buy a copy of ISO 27002 for control content: . . . Central Review & MON- |Automated mechanisms exist to centrally collect, review and analyze audit records
8.16 Monitoring activities . Functional intersects with . . 5
https://www.iso.org/standard/75652.html Analysis 02.2 from multiple sources.
Buy a copy of ISO 27002 for control content: L Mechanisms exist to utilize time-synchronization technology to synchronize all
8.17 Clock synchronization v Py . Functional equal Clock Synchronization SEA-20 ec y 8y y 10
https://www.iso.org/standard/75652.html critical system clocks.
8.18 Use of privileged utility Buy a copy of.ISO 27002 for control content: Eunctional equal Use of Privileged Utility IAC-20.3 Mecr\'arj\isms exist to restri(?t aer tightly control utility programs that are capable of 10
programs https://www.iso.org/standard/75652.html Programs overriding system and application controls.
Installati f soft B f1SO 27002 f trol tent: Change Management i i ili i tati fach t
8.19 nstalla |9n of software uy a copy o . or control conten Functional subset of g g CHG-01 Mechanisms exist to facilitate the implementation of a change managemen 10
on operational systems |https://www.iso.org/standard/75652.html Program program.
8.19 Installatio'n of software |Buy a copy of‘ISO 27002 for control content: Functional intersects with Configuration Change CHG-02 Mechanisms exist to govern the technical configuration change control processes. 5
on operational systems | https://www.iso.org/standard/75652.html Control
Mechani istt iately test and document proposed changes in a non-
Installation of software  |Buy a copy of ISO 27002 for control content: . . . Test, Validate & ec an.lsms ex.ls O appropriately te . ! br p g !
8.19 . . Functional intersects with CHG-02.2]production environment before changes are implemented in a production 5
on operational systems |https://www.iso.org/standard/75652.html Document Changes ]
environment.
Aut t hani istt hibit soft installati ithout licitl
Installation of software Buy a copy of ISO 27002 for control content: . . . Prohibit Installation utomated mec anisms exist to prohibit software installations without explicitly
8.19 i . Functional intersects with ) . END-03 |assigned privileged status. 5
on operational systems |https://www.iso.org/standard/75652.html Without Privileged Status
8.19 Installatio'n of software |Buy a copy of‘ISO 27002 for control content: Functional intersects with Goyeltning Access END-03.2 Mecha.nisms .exist to define, document, approve and enforce access restrictions 5
on operational systems | https://www.iso.org/standard/75652.html Restriction for Change associated with changes to systems.
. Mechanisms exist to maintain network architecture diagrams that:
Network Diagrams & . - . . . .
. Buy a copy of ISO 27002 for control content: . . . . (1) Contain sufficient detail to assess the security of the network's architecture;
8.20 Networks security . Functional intersects with Data Flow Diagrams AST-04 . . 5
https://www.iso.org/standard/75652.html (DFDs) (2) Reflect the current architecture of the network environment; and
s
(3) Document all sensitive/regulated data flows.
Buy a copy of ISO 27002 for control content: Network Securit Mechani istt L t to facilitate th
8.20 Networks security uy py . Functional subset of y NET-01 | ec anlsms.eX|s o develop, gov§rn & update procedures to facilitate the 10
https://www.iso.org/standard/75652.html Controls (NSC) implementation of Network Security Controls (NSC).
Mechanisms exist to implement security functions as a layered structure that
Buy a copy of ISO 27002 for control content: Layered Network inimi i i i i
8.20 Networks security y py . Functional intersects with y NET-02 minimizes interactions bgtwefen layers of the deS|ng and avoids any dependence by 5
https://www.iso.org/standard/75652.html Defenses lower layers on the functionality or correctness of higher layers.
Buy a copy of ISO 27002 for control content: . Mechani istt it trol icati tth t L network
8.20 Networks security 4 by . Functional intersects with Boundary Protection NET-03 echanisms exis o'monl orand conv ro c'orr'1mun|ca lons atthe externat networ 5
https://www.iso.org/standard/75652.html boundary and at key internal boundaries within the network.
. Buy a copy of ISO 27002 for control content: . 4 ‘ Data Flow Enforcenjlent— Mechanisms exist to d‘esign, implement and review firewall and router .
8.20 Networks security . Functional intersects with Access Control Lists NET-04 |configurations to restrict connections between untrusted networks and internal 5
https://www.iso.org/standard/75652.html
(ACLs) systems.
Mechanisms exist to configure firewall and router configurations to deny network
8.20 Networks securit Buy a copy of ISO 27002 for control content: Functional intersects with Deny Traffic by Default & NET-04.1 |t e]:. al:ld ; ); dall |gut ! I\<Nt fic b “ i '8u Id 0 y _tV\; 5
. etwor uri -04. and allow network traffic by exception (e.g., deny all, perm
y https://www.iso.org/standard/75652.html Allow Traffic by Exception ratic .y etau W netw ic by exception (e-g y P oy
exception).
. Mechani istt t k hitect tili t k tationt
. Buy a copy of ISO 27002 for control content: . . . Network Segmentation . echanisms existto ‘?”Sf”e networ a'rc ecture Ut Iz_es network segmentation to
8.20 Networks security . Functional intersects with . NET-06 [isolate systems, applications and services that protections from other network 5
https://www.iso.org/standard/75652.html (macrosegementation)
resources.
B f1ISO 27002 f trol tent: i i itor De-Militarized Z DMZ) network tsto
8.20 Networks security Hyacopyo . oreontrotconte Functional intersects with DMZ Networks NET-08.1 Mechanisms exist to monitor De-Militarized Zone ( ) network segmen 5
https://www.iso.org/standard/75652.html separate untrusted networks from trusted networks.
S ity of net k Buy a copy of ISO 27002 for control content: Network Securit i i ili
8.21 ecmlm y of networ uy py . r contr nten Functional subset of y NET-01 .Mechamsms.emst to develop, gov§rn & update procedures to facilitate the 10
services https://www.iso.org/standard/75652.html Controls (NSC) implementation of Network Security Controls (NSC).
S ity of net k Buy a copy of ISO 27002 for control content: Mechani istt it trol icati tth t L network
8.21 eCleI‘I y of networ uy py . Functional intersects with Boundary Protection NET-03 echanisms exis o'monl orand con. ro c'on.ﬁmunlca ions at the external networ 5
services https://www.iso.org/standard/75652.html boundary and at key internal boundaries within the network.
Network Intrusion Mechani istt loy Network Intrusion Detection / Prevention Systems
Security of network Buy a copy of ISO 27002 for control content: . . . . . echanisms exist to employ Ne . . ] y
8.21 . . Functional intersects with Detection/ Prevention [ NET-08 [(NIDS/NIPS)to detect and/or prevent intrusions into the network. 5
services https://www.iso.org/standard/75652.html
Systems (NIDS / NIPS)
S ity of network B f1ISO 27002 f trol tent: i i i i itor f
8.21 eCleI’I y of networ uy a copy o ‘ or control conten Functional intersects with Wireless Networking NET-15 Mechanisms ex.lst to control authorized wireless usage and monitor for 5
services https://www.iso.org/standard/75652.html unauthorized wireless access.
Attribution-MeDerivatives 4.0
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Control Description
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(optional)

Security of network Buy a copy of ISO 27002 for control content: . . . Third-Party Contract Mc'achanlsms., existto re?‘“'re 'contracitual requw'ements for cybersecurlty & data
8.21 ) ) Functional intersects with . TPM-05 |privacy requirements with third-parties, reflecting the organization’s needs to 5
services https://www.iso.org/standard/75652.html Requirements )
protect its systems, processes and data.
Security of network Buy a copy of ISO 27002 for control content: . . . Review of Third-Party Mechanlsms existto monlt.or, regu.larly revu—?w and assess External.Serwce
8.21 ] . Functional intersects with . TPM-08 |Providers (ESPs) for compliance with established contractual requirements for 5
services https://www.iso.org/standard/75652.html Services ] )
cybersecurity & data privacy controls.
' Buy a copy of ISO 27002 for control content: . . . Network Segmentation .Mechanlsms existto (.enSL.Jre network a.rchltecture utlllz.es network segmentation to
8.22 Segregation of networks ) Functional intersects with _ NET-06 |isolate systems, applications and services that protections from other network 5
https://www.iso.org/standard/75652.html (macrosegementation)
resources.
Mechanisms exist to implement security management subnets to isolate security
Buy a copy of ISO 27002 for control content: Security Management i
8.22 Segregation of networks y py . Functional intersects with y g NET-06.1 tools and support components from other internal system components by 5
https://www.iso.org/standard/75652.html Subnets implementing separate subnetworks with managed interfaces to other
components of the system.
Buy a copy of ISO 27002 for control content: Use of Demilitarized i i ili ilitari icti i
8.92 Segregation of networks Y py ‘ Functional intersects with WEB-02 Mecha.nlsms e)‘<|st to utilize ? DemlAlltarlzed Zone (DMZ) to restrict inbound traffic to 5
https://www.iso.org/standard/75652.html Zones (DMZ) authorized devices on certain services, protocols and ports.
Mechanisms exist to force Internet-bound network traffic through a proxy device
Buy a copy of ISO 27002 for control content: i i ilteri ilteri
8.23 Web filtering y py . Functional equal DNS & Content Filtering | NET-18 (.e.g.., Policy Enf<?{'cement Point (PEP)) for URL Conteﬁt.fllterlng and I?NS filtering to 10
https://www.iso.org/standard/75652.html limit a user's ability to connect to dangerous or prohibited Internet sites.
- Use of etosrant Buy a copy of ISO 27002 for control content: o Cbsstof Use of Cryptographic cRv-01 Mec:chalnlsm.s e>|<<|st to famtl;c.atetthedlmglemzrltatli)ndof cr;iptograt?hlf pLotet:tlc.ms o
. ryptography https://www.iso.org/standard/75652.html Controls controls using known public standards and trusted cryptographic technologies.
Buy a copy of ISO 27002 for control content: Transmission i i i i iali i
8.24 Use of cryptography uy py . Eunctional intersects with . i . i . CRY-03 Cryptographic mechanisms exist to protect the confidentiality of data being 5
https://www.iso.org/standard/75652.html Confidentiality transmitted.
Buy a copy of ISO 27002 for control content: . . . L. . t hi hani istt tect the integrity of dat ing t itted.
8.24 Use of cryptography y Py . Functional intersects with Transmission Integrity CRY-04 Cryptographic mechanisms exist to protect the integrity of data being transmitted 5
https://www.iso.org/standard/75652.html
Buy a copy of ISO 27002 for control content: . . . . Crypt hi hani istt t thorized discl f data at
8.24 Use of cryptography y Py . Functional intersects with Encrypting Data At Rest | CRY-05 ryptographic mechanisms existto prevent unauthorized disclosure of data a 5
https://www.iso.org/standard/75652.html rest.
Buy a copy of ISO 27002 for control content: Cryptographic Ke i i ili i
8.24 Use of cryptography y py . Functional intersects with ryptograp y CRY-09 Mechanl.sms f%XI.St Fo faC|l.|tate cryptc.)grép.)hlc key management controls to protect 5
https://www.iso.org/standard/75652.html Management the confidentiality, integrity and availability of keys.
8.24 Use of cryptography Buy a copy Of‘|SO 27002 for control content: Functional intersectswith | CrYPtographicKeyloss | oo oo Mechanism§ exist to ensure the availability of information in the event of the loss of 5
https://www.iso.org/standard/75652.html or Change cryptographic keys by individual users.
8.24 Use of crvbtosranh Buy a copy of ISO 27002 for control content: Functional intersects with Control & Distribution of CRY-09.4 Mechanlsms existto fa(;l_“tite the .sec.urde distribution .Of Zylinmetrlc and 5
) YPLOETapIly https://www.iso.org/standard/75652.html Cryptographic Keys * (asymmetric cryptographic keys using industry recognized key management
technology and processes.
System Hardenin i i intai i
Secure development life |Buy a copy of ISO 27002 for control content: . . . y . g Mechanlsms existto develop, document and malntalr.1 secure. ba.sellne
8.25 . Functional intersects with Through Baseline CFG-02 |configurations for technology platforms that are consistent with industry-accepted 5
cycle https://www.iso.org/standard/75652.html . . )
Configurations system hardening standards.
Development & Test i i i i i
Secure development life |Buy a copy of ISO 27002 for control content: . . . p Mec?hamsms exist to manage basel|n§ conﬂgura.tlons for. devel.opment :?m.d t.est
8.25 . Functional intersects with Environment CFG-02.4 |environments separately from operational baseline configurations to minimize the 5
cycle https://www.iso.org/standard/75652.html . . i ) i
Configurations risk of unintentional changes.
Threat Analysis & Flaw i i i i
Secure development life |Buy a copy of ISO 27002 for control content: . . . ' .y ' Mechanisms eX|-st to require system developers and integrators to create and
8.25 . Functional intersects with Remediation During IAO-04 |execute a Security Testing and Evaluation (ST&E) plan, or similar process, to 5
cycle https://www.iso.org/standard/75652.html
Development identify and remediate flaws during development.
Secure Development Life i i ithi
Secure development life |Buy a copy of ISO 27002 for control content: . . . p N.Iechanlsms exist to ensure changes to systems within the Secure Development
8.25 . Functional intersects with Cycle (SDLC) PRM-07 |Life Cycle (SDLC) are controlled through formal change control procedures. 5
cycle https://www.iso.org/standard/75652.html
Management
8.25 Secure development life |Buy a copy of ISO 27002 for control content: Functional subset of Technology Development TDA-01 Mech.a:'lsmstex‘lst J_[o faC|l|t:1te irle |rlnple;nentat|on of tfllorf: o(ljev:lopmtint e'md 10
’ cycle https://www.iso.org/standard/75652.html & Acquisition acquISI lon strategles, contract tools and procurement methods to meet unique
business needs.
Minimum Viable Product i i isk- i i ificati
Secure development life |Buy a copy of ISO 27002 for control content: . . . . Mecha.nlsms eX|st.to enSl.,Il’fa risk b?sed technical and functional specifications are
8.25 . Functional intersects with (MVP) Security TDA-02 |established to define a Minimum Viable Product (MVP). 5
cycle https://www.iso.org/standard/75652.html .
Requirements
Mechanisms exist to require software developers to ensure that their software
Secure development life |Buy a copy of ISO 27002 for control content: Development Methods, i - i i
8.25 p y py . Functional intersects with ‘ p TDA-02.3 developmént proc?sse§ employ industry .recognlzed secure practlces'for %;ecure 5
cycle https://www.iso.org/standard/75652.html Techniques & Processes programming, engineering methods, quality control processes and validation
technigues to minimize flawed and/or malformed software.
Secure development life [Buy a copy of ISO 27002 for control content: i i icati i inci .
8.25 p y py . Functional intersects with Secure Coding TDA-06 Mechanisms exist to develop applications based on secure coding principles 5
cycle https://www.iso.org/standard/75652.html
Secure development life [Buy a copy of ISO 27002 for control content: Secure Development i i intai
8.95 p y py . Functional intersects with ' p TDA-07 Mechanisms exist to maintain a segmented development network to ensure a 5
cycle https://www.iso.org/standard/75652.html Environments secure development environment.
Separation of Mechanisms exist to manage separate development, testing and operational
Secure development life |Buy a copy of ISO 27002 for control content: . . . Development, Testing environments to reduce the risks of unauthorized access or changes to the
8.25 . Functional intersects with . TDA-08 . ) i 5
cycle https://www.iso.org/standard/75652.html and Operational operational environment and to ensure no impact to production systems.
Environments
Mechanisms exist to require system developers/integrators consult with
cybersecurity & data privacy personnel to:
(1) Create and implement a Security Testing and Evaluation (ST&E) plan, or similar
, Cybersecurity & Data capability;
8.25 Secure development life [Buy a copy of ISO 27002 for control content: Functional intersects with Privacy Testin TDA-09 ’ N o 5
. cycle https://www.iso.org/standard/75652.html Yy g (2) Implement a verifiable flaw remediation process to correct weaknesses and
Throughout Development deficiencies identified during the security testing and evaluation process; and
(3) Document the results of the security testing/evaluation and flaw remediation
processes.
System Hardenin i i intai i
Application security Buy a copy of ISO 27002 for control content: . . . \ ‘ g Mechanlsms exist to develop, document and malntalr.m secure. ba.sellne
8.26 . . Functional intersects with Through Baseline CFG-02 |configurations for technology platforms that are consistent with industry-accepted 5
requirements https://www.iso.org/standard/75652.html . . .
Configurations system hardening standards.
Application securit Buy a copy of ISO 27002 for control content: Application & Program i i i ili
8.26 IOIO. y y py . Functional intersects with pp g . CLD-04 Mechanisms exist to ensure support for secure interoperability between 5
requirements https://www.iso.org/standard/75652.html Interface (API) Security components with Application & Program Interfaces (APIs).
N . . Mechani ist to facilitate the i L tati f t hi tecti
8.26 Application security Buy a copy of ISO 27002 for control content: Eunctional intersects with Use of Cryptographic CRY-01 ect almsm_s e>l<(|s ° ambll.a et edlmz emzrl a |§>ndo cr;;p ogra:: I: pLo ef |<?ns 5
) requirements https://www.iso.org/standard/75652.html Controls controts using known public standards and trusted cryptographic technologies.
Applicatio it B opy of ISO 27002 for control content: T issio i i i i iali i
8.26 pp !ca ion security uy a copy ‘ r control conten Functional intersects with ran§m|s§| .n CRY-03 Cryptographic mechanisms exist to protect the confidentiality of data being 5
requirements https://www.iso.org/standard/75652.html Confidentiality transmitted.
Application securit Buy a copy of ISO 27002 for control content: i i i i i i i .
8.26 pp ! y y py . Functional intersects with Transmission Integrity CRY-04 Cryptographic mechanisms exist to protect the integrity of data being transmitted 5
requirements https://www.iso.org/standard/75652.html
o . Cybersecurity & Data Mechanisms exist to identify critical system components and functions by
Application security Buy a copy of ISO 27002 for control content: , . . . . performing a criticality analysis for critical systems, system components or
8.26 . . Functional intersects with Privacy Requirements PRM-05 5
requirements https://www.iso.org/standard/75652.html Definition services at pre-defined decision points in the Secure Development Life Cycle
(SDLC).
. . . . . Mechani ist to facilitate the i L tati fi try- i
8.26 Application security Buy a copy of ISO 27002 for control content: Functional subset of Secure Engineering SEA-01 ebc anlsn'f, e;'j to ale tate et'lmp én:sn @ Ior.]: lzdusdry Ijeco(gjnlzeld ‘ 10
' requirements https://www.iso.org/standard/75652.html Principles F:y ersecun y aa prIVETny pr.ac ices In the spec |ca‘|on, eslgn, development,
implementation and modification of systems and services.
Mechanisms exist to develop an enterprise architecture, aligned with industry-
Application securit Buy a copy of ISO 27002 for control content: Alignment With i i i i i i i i
8.26 pp . y y py . Functional intersects with g. . SEA-02 re.cog:nlzed leading pract|c§s, with con.3|d<.arat|on for cybersecurlty & de.1t.a privacy 5
requirements https://www.iso.org/standard/75652.html Enterprise Architecture principles that addresses risk to organizational operations, assets, individuals,
other organizations.
Application securit Buy a copy of ISO 27002 for control content: i i icati i inci .
8.26 pp ! y y py ‘ Functional intersects with Secure Coding TDA-06 Mechanisms exist to develop applications based on secure coding principles 5
requirements https://www.iso.org/standard/75652.html
Secure system i i iodi i i i i i
. Y Buy a copy of ISO 27002 for control content: . . . o . N!echamsms exist to periodically review system configurations to identify an(?I
8.27 architecture and . Functional intersects with Periodic Review CFG-03.1 |disable unnecessary and/or non-secure functions, ports, protocols and services. 5
. ] o https://www.iso.org/standard/75652.html
engineering principles
Secure system . . Mechani ist to facilitate the impl tati f industry- ized
8.27 hit ty d Buy a copy of ISO 27002 for control content: Eunctional equal Secure Engineering SEA-01 ebc amsn’;s e;'j to ale tate et'lmp .en:sn @ |orTf'o I: usdry rjecoinlzel ; 10
. architecture an -
. . . https://www.iso.org/standard/75652.html a Principles ,Cy ersecur y aa pr|v§?y pr‘ac Ices In the speci |ca.|on, esign, development,
engineering principles implementation and modification of systems and services.
Mechanisms exist to require the developers of systems, system components or
services to produce a design specification and security architecture that:
(1) Is consistent with and supportive of the organization's security architecture
which is established within and is an integrated part of the organization's enterprise
Secure system ; .
8,07 o 4 g Buy a copy of ISO 27002 for control content: . nal ) h Developer Architecture & TDA-05 architecture; _ 5
. arc _ 'teCt‘Ure a'f‘ . https://www.iso.org/standard/75652.html unctiona Intersects wit Design - (2) Accurately and completely describes the required security functionality and the
engineering principles allocation of security controls among physical and logical components; and
(3) Expresses how individual security functions, mechanisms and services work
together to provide required security capabilities and a unified approach to
protection.
Secu.re system Buy a copy of ISO 27002 for control content: . . . . Mechanisms exist to develop applications based on secure coding principles.
8.27 architecture and . Functional intersects with Secure Coding TDA-06 5
. . o https://www.iso.org/standard/75652.html
engineering principles
. Buy a copy of ISO 27002 for control content: . . Mechani ist to devel licati based di inciples.
8.28 Secure coding y Py . Functional equal Secure Coding TDA-06 echanisms exist to develop applications based on secure coding principles 10
https://www.iso.org/standard/75652.html
Mechanisms exist to formally assess the cybersecurity & data privacy controls in
Security testing in icati i i
y g Buy a copy of ISO 27002 for control content: . . . systems, applications and services through Information Assurance Program (IAP)
8.29 development and . . Functional intersects with Assessments IAO-02 |activities to determine the extent to which the controls are implemented correctly, 5
https://www.iso.org/standard/75652.html
acceptance operating as intended and producing the desired outcome with respect to meeting
expected reauirements.
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Strength of
STRM STRM Secure Controls Framework (SCF
FDE Name Focal Document Element (FDE) Description . . . SCF Control L. ( ) Relationship Notes (optional)
Rationale Relationship Control Description .
(optional)
Mechanisms exist to conduct specialized assessments for:
(1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
Security testing in B f1ISO 27002 f trol tent (4) Databases;
uy a copy o or control content: it e
8.29 development and y _ Py } Functional intersects with | Specialized Assessments| 1A0-02.2 | (3) Application security; 5
acceptance https://www.iso.org/standard/75652.html (6) Embedded technologies (e.g., loT, OT, etc.);
(7) Vulnerability management;
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing; and/or
Security testing in Minimum Viable Product Mechanisms exist to ensure risk-based technical and functional specifications are
Buy a copy of ISO 27002 for control content: . . . .
8.29 development and . Functional intersects with (MVP) Security TDA-02 |established to define a Minimum Viable Product (MVP). 5
https://www.iso.org/standard/75652.html .
acceptance Requirements
Security testing in Mechanisms exist to require software developers to ensure that their software
Buy a copy of ISO 27002 for control content: : . ) Development Methods, development processes employ industry-recognized secure practices for secure
8.29 development and . Functional intersects with . TDA-02.3 5
acceptance https://www.iso.org/standard/75652.html Techniques & Processes programming, engineering methods, quality control processes and validation
technigues to minimize flawed and/or malformed software.
Security testing in - " -
8.29 devel g t ; d Buy a copy of IS0 27002 for control content: Functional intersects with Criticality Analysis TDA-06.1 Mec’hantlsmS ?XISt N r??”'rlithe d[eve?lopter o th‘e StYSte:’:yS;e;“ C‘O’mponén: o'r 5
. evelopment an -06. -
p https://www.iso.org/standard/75652.html y y service to perform a cri |ca'| y analysis at organization-defined decision points in
acceptance the Secure Development Life Cycle (SDLC).
Mechanisms exist to require system developers/integrators consult with
cybersecurity & data privacy personnel to:
(1) Create and implement a Security Testing and Evaluation (ST&E) plan, or similar
Security testing in Cybersecurity & Data ility:
y g Buy a copy of ISO 27002 for control content: . . . ¥ . y . capability;
8.29 development and https://www.iso.org/standard/75652.html Functional intersects with Privacy Testing TDA-09 | (2) Implement a verifiable flaw remediation process to correct weaknesses and S
acceptance Throughout Development deficiencies identified during the security testing and evaluation process; and
(3) Document the results of the security testing/evaluation and flaw remediation
processes.
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Supply Chain Risk i i isiti i i
650 out  dovel : Buy a copy of ISO 27002 for control content: . l . it y pply SCRM) FSK.05 associated with the development, acquisition, maintenance and disposal of ]
. utsourced developmen unctiona intersects wi anagemen - i i i i
p https://www.iso.org/standard/75652. html g systems, system components and services, including documenting selected
Plan mitigating actions and monitoring performance against those plans.
Buy a copy of ISO 27002 for control content: Supply Chain Risk i i jodi in ri i i
8.30 Outsourced development y py . Functional intersects with pply RSK-09.1 Mechanisms exist to periodically assess supply chain risks associated with 5
https://www.iso.org/standard/75652.html Assessment systems, system components and services.
Mechanisms exist to facilitate the implementation of tailored development and
Buy a copy of ISO 27002 for control content: . Technology Development o ) ]
8.30 Outsourced development . Functional subset of o TDA-01 |acquisition strategies, contract tools and procurement methods to meet unique 10
https://www.iso.org/standard/75652.html & Acquisition )
business needs.
Minimum Viable Product Mechanisms exist to ensure risk-based technical and functional specifications are
Buy a copy of ISO 27002 for control content: . . . .
8.30 Outsourced development . Functional intersects with (MVP) Security TDA-02 |established to define a Minimum Viable Product (MVP). 5
https://www.iso.org/standard/75652.html .
Requirements
Mechanisms exist to require the developers of systems, system components or
services to produce a design specification and security architecture that:
(1) Is consistent with and supportive of the organization's security architecture
which is established within and is an integrated part of the organization's enterprise
o l Buy a copy of ISO 27002 for control content: Functional ) i Developer Architecture & DA architecture;
8.30 utsourced development https://www.iso.org/standard/75652.html unctiona Intersects wit Design -05 [ (2) Accurately and completely describes the required security functionality and the S
allocation of security controls among physical and logical components; and
(3) Expresses how individual security functions, mechanisms and services work
together to provide required security capabilities and a unified approach to
protection.
Buy a copy of ISO 27002 for control content: i i icati i inci .
8.30 OQutsourced development y Py . Functional intersects with Secure Coding TDA-06 Mechanisms exist to develop applications based on secure coding principles 5
https://www.iso.org/standard/75652.html
Mechanisms exist to require system developers/integrators consult with
cybersecurity & data privacy personnel to:
(1) Create and implement a Security Testing and Evaluation (ST&E) plan, or similar
Cybersecurity & Data ik
Buy a copy of ISO 27002 for control content: . . . y . y . capability;
8.30 Outsourced development https://www.iso.org/standard/75652.html Functional intersects with Privacy Testing TDA-09 (2) Implement a verifiable flaw remediation process to correct weaknesses and 5
Throughout Development deficiencies identified during the security testing and evaluation process; and
(3) Document the results of the security testing/evaluation and flaw remediation
processes.
Buy a copy of ISO 27002 for control content: . . . Developer Configuration Mechanlsms existtorequire syte,tem developers and integrators t.o perform .
8.30 Outsourced development . Functional intersects with TDA-14 |configuration management during system design, development, implementation 5
https://www.iso.org/standard/75652.html Management )
and operation.
Buy a copy of ISO 27002 for control content: Access to Program i i imit privi i ithi
8.30 Outsourced development Y py . Functional intersects with g TDA-20 Mechanisms exist to limit privileges to change software resident within software 5
https://www.iso.org/standard/75652.html Source Code libraries.
Buy a copy of ISO 27002 for control content: . . Mechani ist to facilitate the impl tati f third-part t
8.30 Outsourced development y Py . Functional subset of Third-Party Management | TPM-01 echanisms existio facifitate the Implementation of third-party managemen 10
https://www.iso.org/standard/75652.html controls.
Buy a copy of ISO 27002 for control content: i i ity ri i i i
8.30 Outsourced development y Py . Functional intersects with Supply Chain Protection | TPM-03 Mechanisms exist t? evaluate security risks associated with the services and 5
https://www.iso.org/standard/75652.html product supply chain.
Buy a copy of ISO 27002 for control content: . . . . . Mechani ist to mitigate the risk iat ith third-part toth
8.30 Outsourced development y Py . Functional intersects with Third-Party Services TPM-04 echanisms exist to mitigate the risks associated wi ird-party access to the 5
https://www.iso.org/standard/75652.html organization’s systems and data.
8.30 Outsourced development Buy a copy of ISO 27002 for control content: Functional intersects with Third-Party Contract TPM-05 M‘?Cha”'smf’ - t'? fei:';i'cgn"?st“al rilqwtr'em"ca:ts o C}’betfse?u”ty fl( dtata 5
) P https://www.iso.org/standard/75652.html Requirements privacy reqwremen S Wi ird-parties, reflecting the organization’s needs to
protect its systems, processes and data.
Buy a copy of ISO 27002 for control content: Third-Party Personnel i i i i i i i
8.30 Outsourced development y py . Functional intersects with y ‘ TPM-06 Mechanisms eX|st.t(.) .c.ontrol pgrsonnel secu.rlty requirements including security 5
https://www.iso.org/standard/75652.html Security roles and responsibilities for third-party providers.
Separation of Mechanisms exist to maintain a segmented development network to ensure a
Buy a copy of ISO 27002 for control content: Secure Development i
8.31 development, test and 4 by . Functional intersects with . P TDA-07 secure development environment. 5
. . https://www.iso.org/standard/75652.html Environments
production environments
Separation of Separation of Mechanisms exist to manage separate development, testing and operational
Buy a copy of ISO 27002 for control content: Development, Testin i i i
8.31 development, test and y py . Functional intersects with p . g TDA-08 enV|ror.1ments t(? reduce the risks of unauthorlzed accessor (‘jhanges to the 5
. ) https://www.iso.org/standard/75652.html and Operational operational environment and to ensure no impact to production systems.
production environments .
Environments
Buy a copy of ISO 27002 for control content: Change Management i i ili i i
8.32 Change management y py ‘ Functional subset of g g CHG-01 Mechanisms exist to facilitate the implementation of a change management 10
https://www.iso.org/standard/75652.html Program program.
Buy a copy of ISO 27002 for control content: Configuration Change i i i i i .
8.32 Change management y py . Functional intersects with g g CHG-02 Mechanisms exist to govern the technical configuration change control processes 5
https://www.iso.org/standard/75652.html Control
. Mechani istt iately test t h i -
8.32 Change management Buy a copy of ISO 27002 for control content: Functional intersects with Test, Validate & CHG-02.2 ec; artl'lsms ex'ls ; apftr)OI:na e:]/ . d'oculmen frZPosed Cdanfes e 5
’ g 8 https://www.iso.org/standard/75652.html Document Changes ' pro' uction environment betore changes are Impiemented in a production
environment.
8.32 Change management Buy a copy of ISO 27002 for control content: Functional intersects with SecureCDelve(lsolglr_nce)nt e PRM-07 [/'IfecganlismssDeLx(iJSt . enstrel(l:hj?hges tohs;‘yStemlS ;:Vithin o tsecl:ure De(;/elopment 5
. cle - .
g g https://www.iso.org/standard/75652.html y ife Cycle ( ) are controlled through formal change control procedures
Management
. . Mechani istt i t L int t t f
8.32 Change management Buy a copy of ISO 27002 for control content: Functional intersects with Developer Configuration TDA-14 ecr ams;ns existto reqU|iedsy§ em dteve c;pers anc;j " fgra orst _0 pelr orm ati 5
. g g https://www.iso.org/standard/75652.html Management configura |F)n management during system design, development, implementation
and operation.
Buy a copy of ISO 27002 for control content: De-Identification i i i i
8.33 Test information y py ‘ Functional intersects with ficat DCH-23 Mechanisms exist to anonymize data by removing Personal Data (PD) from 5
https://www.iso.org/standard/75652.html (Anonymization) datasets.
B f1ISO 27002 f trol tent: i i i i
8.33 Test information uy a copy o ‘ or control conten Functional intersects with Use of Live Data TDA-10 Mechanisms exist to appr(?ve, document and control the use of live data in 5
https://www.iso.org/standard/75652.html development and test environments.
Protection of information i i ili i ificati i i
- t e - Buy a copy of ISO 27002 for control content: e bestof Statutory, Regulatory & cpLor Nle:htamsms e>l<|it to fa((:]:lltatt: thi |dTnt|f|i:atl|on and implementation of relevant 0
. systems during audi - .
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