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Buy a copy of ISO 27001 for control content: No requirements to map to.
1.0 Scope pe e Functional no relationship N/A N/A N/A N/A q P
https://www.iso.org/standard/27001
Buy a copy of ISO 27001 for control content: No requirements to map to.
2.0 Normative references Y 24 . Functional no relationship N/A N/A N/A N/A q P
https://www.iso.org/standard/27001
Buy a copy of ISO 27001 for control content: Standardized Mechani ist to st ize technol t inol t
3.0 Terms and definitions uy py . r contr nten Functional intersects with n ' rdiz SEA-02.1 echanisms e.XIS o standardize technology and process terminology to
https://www.iso.org/standard/27001 Terminology reduce confusion amongst groups and departments.
Context of the Buy a copy of ISO 27001 for control content: No requirements to map to.
4.0 xtot “Eiprer Functional no relationship N/A N/A N/A N/A requirements to map
organization https://www.iso.org/standard/27001
Understanding the Mechanisms exist to define the context of its business model and
L g . Buy a copy of ISO 27001 for control content: . . . Defining Business echanis X . _I L X ! us!
4.1 organization and its ) Functional intersects with o GOV-08 |document the organization's mission. 5
https://www.iso.org/standard/27001 Context & Mission
context
Understanding the Mechani istt tablish trol objecti the basis for th
o ng . Buy a copy of ISO 27001 for control content: . . . Define Control e e?nlsr.ns exis oes.ab Ish control objectives as the ,aSI? orthe
4.1 organization and its . Functional intersects with . GOV-09 |selection, implementation and management of the organization’s 5
https://www.iso.org/standard/27001 Objectives .
context internal control system.
Mechanisms exist to facilitate the identification and implementation of ISO 27001:2022 Amendment 1 adds "climate action
Unde.rsta.nding the Buy a copy of ISO 27001 for control content: . . . Statutory, Regulatory & relevant statutory, regulatory and contractual controls. chan.ges" that a. reasonable p(.arson would conclU(.je has.
4.1 organization and its . Functional intersects with . CPL-01 5 nothing to do with cybersecurity and is merely an inclusion
https://www.iso.org/standard/27001 Contractual Compliance > ] .
context for Environmental, Social & Governance (ESG) compliance
to push a political agenda.
Understanding th d i i tablish trol objecti the basis for th
nderstanding . e needs Buy a copy of ISO 27001 for control content: ' ' ‘ Define Control Mechénlsrhs exist to es.a ish control objectives as the .a3|§ or the
4.2 and expectations of . Functional intersects with . GOV-09 |selection, implementation and management of the organization’s 5
. . https://www.iso.org/standard/27001 Objectives .
interested parties internal control system.
Understanding the needs Stakeholder Mechanisms exist to identify and involve pertinent stakeholders of
. Buy a copy of ISO 27001 for control content: . . . e . L . .
4.2 and expectations of . Functional intersects with Identification & AST-01.2 |critical systems, applications and services to support the ongoing 5
. . https://www.iso.org/standard/27001
interested parties Involvement secure management of those assets.
Understanding the needs Mechanisms exist to define the context of its business model and
g . Buy a copy of ISO 27001 for control content: . . . Defining Business ee ! X! . _I L X ! us!
4.2(a) and expectations of ) Functional intersects with o GOV-08 |document the organization's mission. 5
. . https://www.iso.org/standard/27001 Context & Mission
interested parties
Understanding the needs Stakeholder Mechani isttoi tif i L ti t stakehol f
nderstanding ' Buy a copy of ISO 27001 for control content: . . ‘ kehol ec anisms exist to |.den.| y and invo \{e pertinent stakeho der§ o]
4.2(a) and expectations of . Functional intersects with Identification & AST-01.2 |critical systems, applications and services to support the ongoing 5
. ) https://www.iso.org/standard/27001
interested parties Involvement secure management of those assets.
Understanding th d Mechani istt tablish trol objecti the basis for th
nderstanding . e needs Buy a copy of ISO 27001 for control content: ‘ ‘ . Define Control ec énlsms exis oes.ab ish control objectives as the .a3|§ or the
4.2(b) and expectations of ) Functional intersects with L GOV-09 |selection, implementation and management of the organization’s 5
. . https://www.iso.org/standard/27001 Objectives )
interested parties internal control system.
Understanding the needs Mechanisms exist to establish control objectives as the basis for the
g ) Buy a copy of ISO 27001 for control content: . . . Define Control ) ) ) J o
4.2(c) and expectations of ) Functional intersects with . GOV-09 |selection, implementation and management of the organization’s 5
. . https://www.iso.org/standard/27001 Objectives )
interested parties internal control system.
- Mechanisms exist to define the context of its business model and
Determining the scope of Buy a copy of ISO 27001 for control content Defining Business d tth ization's missi
u r : .
4.3 the information security v by . Functional intersects with g . GOV-08 ocument the organization's mission 5
https://www.iso.org/standard/27001 Context & Mission
management system
Det ining th f Mechani isttod t and validate th f cyb it
e e.rm|n|ng. escopej o) Buy a copy of ISO 27001 for control content: ' ' ‘ ' ec anlsjms exist to document and va | ate the scope of cybersecurity
4.3 the information security . Functional intersects with Compliance Scope CPL-01.2 |& data privacy controls that are determined to meet statutory, 5
https://www.iso.org/standard/27001 . L
management system regulatory and/or contractual compliance obligations.
. Mechanisms exist to determine cybersecurity & data privacy control
Determining the scope of B f1SO 27001 for control content Asset Scope licability by identifyi igni dd ting th iat
acopyo :
4.3 the information security W Py . Functional intersects with . p AST-04.1 applicabiity by | en.l yllng, assigning an ocumen .|ng e a'?pmp”a e 5
https://www.iso.org/standard/27001 Classification asset scope categorization for all systems, applications, services and
management system . . .
personnel (internal and third-parties).
. Mechanisms exist to document and validate the scope of cybersecurity
Determining the scope of | £1SO 27001 for control content & data pri trols that are determined to meet statut
uy a copy o or :
4.3(a) the information security y by . Functional intersects with Compliance Scope CPL-01.2 ata privacy contro's that are de e.rmlne o.me.e statutory, 5
https://www.iso.org/standard/27001 regulatory and/or contractual compliance obligations.
management system
. Mechanisms exist to document and validate the scope of cybersecurity
Determining the scope of |, £1SO 27001 for control content & data pri trols that are determined to meet statut
uy a copy o or :
4.3(b) the information security y by . Functional intersects with Compliance Scope CPL-01.2 ata privacy controis that are de ermlne o‘me.e statutory, 5
https://www.iso.org/standard/27001 regulatory and/or contractual compliance obligations.
management system
Responsible Mechanisms exist to document and maintain a Responsible,
Determining the scope of T A table, tive, It Inf RASCI trix,
. g. P . Buy a copy of ISO 27001 for control content: . . . Accountable, Supportive, .ccTaun able Supp(?r ve CorTsu ed& n ormed (RASCI) ma ”X. or
4.3(c) the information security . Functional intersects with TPM-05.4 |similar documentation, to delineate assignment for cybersecurity & 5
https://www.iso.org/standard/27001 Consulted & Informed . )
management system . data privacy controls between internal stakeholders and External
(RASCI) Matrix . .
Service Providers (ESPs).
. Mechanisms exist to document and validate the scope of cybersecurity
Determining the scope of | £1SO 27001 for control content & data pri trols that are determined to meet statut
uy a copy o :
4.3(c) the information security 4 Py . Functional intersects with Compliance Scope CPL-01.2 ata privacy controts that are de e.rmlne o.me.e statutory, 5
https://www.iso.org/standard/27001 regulatory and/or contractual compliance obligations.
management system
. Mechanisms exist to formally document a Customer Responsibility
Determining the scope of B f1SO 27001 for control content Customer Responsibilit Matrix (CRM), delineati igned ibilities f trols bet
uy a copy o or :
4.3(c) the information security y Py . Functional intersects with . P y CLD-06.1 atrix ( ) .e inea |.ng assigne re§p0n3| iities tor controts between 5
https://www.iso.org/standard/27001 Matrix (CRM) the Cloud Service Provider (CSP) and its customers.
management system
. . Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity &
Information security Buy a copy of ISO 27001 for control content: . . .
4.4 . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
management system |https://www.iso.org/standard/27001
Program
Mechanisms exist to coordinate cybersecurity, data protection and
Inf ti it Buy a copy of ISO 27001 for control content: Steering Committee & i i i i i
4.4 nformation security uy py . Functional intersects with g : GOV-01.1 busme'ss alignment through é steering c‘ommlttee or édV|sory boal"d, 5
management system |https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
B opy of ISO 27001 for control content: This is merely a section title without content.
5.0 Leadership Sy IR Functional no relationship N/A N/A N/A N/A S Y 1on fite withou
https://www.iso.org/standard/27001
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity &
Leadership and Buy a copy of ISO 27001 for control content: . y . y . P y y
5.1 . . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
commitment https://www.iso.org/standard/27001
Program
Mechanisms exist to coordinate cybersecurity, data protection and
Leadership and Buy a copy of ISO 27001 for control content: Steering Co ittee & business ali ent through a steering committee or advisory board,
5.1 r. 'pan uy Py . reontt nren Functional subset of g mm|. GOV-01.1 usin . 'snment throug . g ] ] y . 10
commitment https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
L hi d B f1SO 27001 f trol tent: Defining Busi i i i fits busi deland
51 eaders. ip an uy a copy o . or control conten Functional intersects with efining u§|n§ss GOV-08 Mechanisms exist tq defme the.co.ntext of its business model an 5
commitment https://www.iso.org/standard/27001 Context & Mission document the organization's mission.
Publishing Cybersecurit Mechani istt tablish, intai ddi inat b it
Leadership and Buy a copy of ISO 27001 for control content: . . . gLy . y echanisms e.XIS ° es ablish, maintain and disseminate cybersecurity
5.1(a) . . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
commitment https://www.iso.org/standard/27001 .
Documentation
Cybersecurity & Data Mechani ist to facilitate the impl tati f cyb ity &
Leadership and Buy a copy of ISO 27001 for control content: . y . y e amsms‘ existiofaciiitate the iImptementation of cybersecurty
5.1(a) . ) Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
commitment https://www.iso.org/standard/27001
Program
Cybersecurity & Data Mechani ist to facilitate the impl tati f cybersecurity &
Leadership and Buy a copy of ISO 27001 for control content: . y . y e amsmg existiofactitate the Implementation of cybersectrity
5.1(b) . . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
commitment https://www.iso.org/standard/27001
Program
Ceadoren ; . 150 27001 ol - Cybersecurity & Data Mecha:lsrnslet:.st t?haddress all capltcz:l(;)ian.nlngif and T\t/sstment
rship an u r contr ntent:
5.1(c) eade s. pa y a copyo. or control conte Functional intersects with Privacy Resource PRM-02 requests, |rTc uding the resources needed to implement the ' 5
commitment https://www.iso.org/standard/27001 Management cybersecurity & data privacy programs and document all exceptions to
this requirement.
Cybersecurity & Data Mechani ist to facilitate the implementation of cybersecurity &
Leadership and Buy a copy of ISO 27001 for control content: . y . y e amsms‘ existtotaclitate the Imp y y
5.1(c) . . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
commitment https://www.iso.org/standard/27001
Program
Cybersecurity & Data Mechani ist to facilitate the impl tati f cyb ity &
Leadership and Buy a copy of ISO 27001 for control content: . y . y ee amsms existioTaciiitate the Implementation of cybersecirty
5.1(d) . . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
commitment https://www.iso.org/standard/27001
Program
Cybersecurity & Data Mechani ist to facilitate the impl tati f cyb ity &
Leadership and Buy a copy of ISO 27001 for control content: . y . ity e anlsm§ existtofactiitate the Imptementation of cybersecurty
5.1(e) . . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
commitment https://www.iso.org/standard/27001
Program
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity &
Leadership and Buy a copy of ISO 27001 for control content: . y . y . . . P y. . y
5.1(e) . . Functional subset of Privacy Portfolio PRM-01 [data privacy-related resource planning controls that define a viable plan 10
commitment https://www.iso.org/standard/27001 o . . L
Management for achieving cybersecurity & data privacy objectives.
Leadership and Buy a copy of ISO 27001 for control content Assigned Cybersecurity & Méchamsnﬁ: B aStSIgn o:e Sr i quallfledo:'ndl'\c”d:als \lNIth e
eade u : -
5.1(f) . P 4 Py . Functional intersects with Data Protection GOV-04 .m|33|on an resour.ces. © centratly manage, coordina e,. evelop, 5
commitment https://www.iso.org/standard/27001 Responsibilities implement and maintain an enterprise-wide cybersecurity & data
protection program.
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity &
Leadership and Buy a copy of ISO 27001 for control content: . y . y . P y y
5.1(f) . . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
commitment https://www.iso.org/standard/27001
Program
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity &
Leadership and Buy a copy of ISO 27001 for control content: . y . y . P y y
5.1(g) . . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
commitment https://www.iso.org/standard/27001 Program
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(optional)
Cybersecurity & Data Mechani ist to facilitate the impl tati f cyb ity &
Leadership and Buy a copy of ISO 27001 for control content: . y . unty e anlsms. existoTaciitate the Implementation of cybersectirty
5.1(h) . . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
commitment https://www.iso.org/standard/27001 Program
- - - — . hth
Ceadoren ; ; (150 27001 ¢ . - Assigned Cybersecurity & Méchanlsn':js exist to astS|gn o:e lc:r more quallfled(:;hdl'\clldzals \lN|t e
rship an or control content: -
5.1(h) eade S, pa Ly a copyo . Functional intersects with Data Protection GOV-04 @ssmn an resour'ces' o centratly manage, coordina e,' evelop, 5
commitment https://www.iso.org/standard/27001 Responsibilities implement and maintain an enterprise-wide cybersecurity & data
protection program.
. Buy a copy of ISO 27001 for control content: . . . Publishing Cybersgcurity Mechanisms e.xist to f:s'tablish, maintain and disseminate cybersecurity
5.2 Policy . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
‘ Buy a copy of ISO 27001 for control content: . . ‘ Publishing Cybersc?curity Mechanisms e.xist to (.es.tablish, maintain and disseminate cybersecurity
5.2(a) Policy . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
Publishing Cybersecurit Mechani istt tablish, intai d disseminate cybersecurit
. Buy a copy of ISO 27001 for control content: . . . gLy . y echanisms e.XIS ° es ablish, maintain and diss y y
5.2(b) Policy . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
Mechanisms exist to establish control objectives as the basis for the
. Buy a copy of ISO 27001 for control content: . . . Define Control . . : L
5.2(b) Policy . Functional intersects with L GOV-09 |selection, implementation and management of the organization’s 5
https://www.iso.org/standard/27001 Objectives .
internal control system.
. Buy a copy of ISO 27001 for control content: . . . Publishing Cybersgcurity Mechanisms e?<ist to c'as'tablish, maintain and disseminate cybersecurity
5.2(c) Policy . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
. Buy a copy of ISO 27001 for control content: . . . Publishing Cybersc?curity Mechanisms e.xist to ('es'tablish, maintain and disseminate cybersecurity
5.2(d) Policy . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
Publishing Cybersecurit Mechani istt tablish, intai d disseminate cybersecurit
. Buy a copy of ISO 27001 for control content: . . . gLy . y echanisms e.XIS © es ablish, maintain and dl y y
5.2(e) Policy . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
Publishing Cybersecurit Mechani istt tablish, maintain and disseminate cybersecurit
. Buy a copy of ISO 27001 for control content: . . . gLy . y echanisms e.><|s ° es abus y y
5.2(f) Policy . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
Publishing Cybersecurit Mechani ist to establish, maintain and disseminate cybersecurit
. Buy a copy of ISO 27001 for control content: . . . gLy . y echanisms e?<| . ! intal ! ! y unty
5.2(g) Policy . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
Organizational roles Mechanisms exist to coordinate cybersecurity, data protection and
I " |Buy a copy of ISO 27001 for control content: . . . Steering Committee & business alignment through a steering committee or advisory board,
5.3 responsibilities and . Functional intersects with . GOV-01.1 ) ] ] ] ) 5
authorities https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
. . i i i ified individuals with th
Organizational roles, ; 150 27001 for control contant Assigned Cybersecurity & Mc.acl'?amsn:js exist to ast3|gn o:e Sr more quallfledo:.n |;/| :a S \lNI e
acopyo : -
5.3 responsibilities and Wy Py . Functional intersects with Data Protection GOV-04 .m|33|on an resour.ces. o centratly manage, coordina e,. evelop, 5
. https://www.iso.org/standard/27001 s implement and maintain an enterprise-wide cybersecurity & data
authorities Responsibilities )
protection program.
(0] izati Lroles, . Mechani ist to defi b ity roles & ibilities for all
rganlza. |<')r'1c'.;1 r Buy a copy of ISO 27001 for control content: ' ' ’ Defined Roles & echanisms exist to define cybersecurity roles & responsibilities for a
5.3 responsibilities and . Functional intersects with . HRS-03 |personnel. 5
o https://www.iso.org/standard/27001 Responsibilities
authorities
Organizational roles Mechanisms exist to coordinate cybersecurity, data protection and
o " |Buy a copy of ISO 27001 for control content: . . . Steering Committee & business alignment through a steering committee or advisory board,
5.3(a) responsibilities and . Functional intersects with . GOV-01.1 ) ] A ] ) 5
authorities https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
i istt i lified indivi s with th
Organizational roles, Assigned Cybersecurity & M(.aci?anlsms exist to assign one or more qualified |'nd|V|dua S wi e
I Buy a copy of ISO 27001 for control content: . . . . mission and resources to centrally-manage, coordinate, develop,
5.3(a) responsibilities and . Functional intersects with Data Protection GOV-04 |. . ) : ; 5
. https://www.iso.org/standard/27001 erens implement and maintain an enterprise-wide cybersecurity & data
authorities Responsibilities )
protection program.
. i i i lified individuals with th
Organizational roles, Assigned Cybersecurity & Mc'acr?anlsms exist to assign one or more qualifie |'n ividuals wi e
R Buy a copy of ISO 27001 for control content: . . . . mission and resources to centrally-manage, coordinate, develop,
5.3(b) responsibilities and . Functional intersects with Data Protection GOV-04 | . ) : } 5
. https://www.iso.org/standard/27001 s implement and maintain an enterprise-wide cybersecurity & data
authorities Responsibilities )
protection program.
Organizational roles Mechanisms exist to coordinate cybersecurity, data protection and
" |B f1SO 27001 for control content: Steering Committee & i i teeri itt i
5.3(b) responsibilities and tyacopyo . Functional intersects with g . GOV-01.1 busme.ss alignment through ? steering c.omml eeor édwsory board, 5
authorities https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
Buy a copy of ISO 27001 for control content: This is merely a section title without content.
6.0 Planning gyl Functional no relationship N/A N/A N/A N/A 'S s merely
https://www.iso.org/standard/27001
Acti to add isks |B fISO 27001 f trol tent: This is merely a section title without content.
6.1 B e or controt conten Functional no relationship N/A N/A N/A N/A S| y fon fitte withou
and opportunities https://www.iso.org/standard/27001
- - T Risk M t - - — - - -
6.1.1 Actions to addre§§ risks |Buy a copy of.ISO 27001 for control conten Functional subset of isk Managemen RSK-01 Mecharnsms exist to'faC|l!tate the implementation of strategic, 10
and opportunities https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Cybersecurity & Data Mechani ist to facilitate the impl tati f cybersecurity &
Actions to address risks |Buy a copy of ISO 27001 for control content: . y ] y e amsmg existtotaciitate the iImpiementation of ¢y y
6.1.1 o . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
and opportunities https://www.iso.org/standard/27001 Program
Cybersecurity & Data Mechani ist to facilitate the implementation of cybersecurity &
Actions to address risks |Buy a copy of ISO 27001 for control content: . y . y ee anlsms. existtotacliitate the Imp ! y g
6.1.1(a) . . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
and opportunities https://www.iso.org/standard/27001 Program
6.1.1(a) Actions to addre§§ risks |Buy a copy of'ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mecha.nisms exist to.facil.itate the implementation of strategic, 10
and opportunities https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Cybersecurity & Data Mechani ist to facilitate the implementation of cybersecurity &
Actions to address risks |Buy a copy of ISO 27001 for control content: . y . y ee amsms existtotaciitate 'mp ! ¥ unty
6.1.1(b) . . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
and opportunities https://www.iso.org/standard/27001 Program
r
6.1.1(b) Actions to addre§§ risks |Buy a copy of'ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mecha.nisms exist to.facil.itate the implementation of strategic, 10
and opportunities https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Cybersecurity & Data Mechani ist to facilitate the implementation of cybersecurity &
Actions to address risks |Buy a copy of ISO 27001 for control content: . y . y ee amsms existtotaciitate 'mp ! ¥ any
6.1.1(c) N . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
and opportunities https://www.iso.org/standard/27001 Program
6.1.1(c) Actions to addre§§ risks |Buy a copy of'ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mecha.nisms exist to.facil.itate the implementation of strategic, 10
and opportunities https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Cybersecurity & Data Mechani ist to facilitate the impl tati f cyb ity &
Actions to address risks |Buy a copy of ISO 27001 for control content: . y . y ee amsms exist totaclitate the Implementation of cybersecurtty
6.1.1(d) N . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
and opportunities https://www.iso.org/standard/27001 Program
6.1.1(d) Actions to addre§§ risks |Buy a copy of'ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mecha.nisms exist to.facil.itate the implementation of strategic, 10
and opportunities https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
. . Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity &
Actions to address risks |Buy a copy of ISO 27001 for control content: . . .
6.1.1(e)(1) . . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
and opportunities https://www.iso.org/standard/27001 Program
6.1.1(e)(1) Actions to addre§§ risks |Buy a copy of'ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mecha.nisms exist to.facil.itate the implementation of strategic, 10
and opportunities https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
. . Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity &
Actions to address risks |Buy a copy of ISO 27001 for control content: . . .
6.1.1(e)(2) . . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
and opportunities https://www.iso.org/standard/27001 Program
6.1.1(e)(2) Actions to addre§§ risks |Buy a copy of.ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mecha.nisms exist to.facil.itate the implementation of strategic, 10
and opportunities https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
Inf ti ity risk |Buy a copy of ISO 27001 for control content: 2) Constraints affecting risk assessments, risk response and risk
6.1.2 normation security ns W Py . reont nten Functional intersects with Risk Framing RSK-01.1 @) L g P 5
assessment https://www.iso.org/standard/27001 monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
6.1.2 Information security risk [Buy a copy of.ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mecha.nisms exist to.facil.itate the implementation of strategic, 10
assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
Inf ti ity risk |B f1SO 27001 f trol tent: 2) Constraints affecting risk assessments, risk response and risk
6.1.2(a) nrormation security fs 1y acopyo . orcontrot conten Functional intersects with Risk Framing RSK-01.1 @) . g P 5
assessment https://www.iso.org/standard/27001 monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
i ity risk (B f1SO 27001 f trol tent: Risk M t i i ili impl i ic,
6.1.2(a) Information security ris uy a copy o . SO 27001 for control conten Functional subset of isk Managemen RSK-01 Mecha.nlsms exist to.faC|l.|tate the implementation of strategic 10
assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
6.1.2(a)(1) Information security risk [Buy a copy of.ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mecha.nisms exist to.facil.itate the implementation of strategic, 10
assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.

@6

Attribustion-NaDerivatives 4.0
International (CC BY-HD 4.0)

Secure Controls Framework (SCF)

20f9



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

STRM
Relationship

ISO 27001:2022

SCF Control

Secure Controls Framework (SCF)
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Strength of
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(optional)

Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
6.1.2(a)(1) Information security risk [Buy a copy of.ISO 27001 for control content: Functional intersects with Risk Framing RSK-01.1 (2) C')onte.traints affecting risk assessments, risk response and risk 5
assessment https://www.iso.org/standard/27001 monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
6.1.2(a)(2) Information security risk [Buy a copy of ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mechanisms exist to facilitate the implementation of strategic, 10
assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
6.1.2(a)(2) Information security risk |Buy a copy of.ISO 27001 for control content: Functional intersects with Risk Framing RSK-01.1 (2) C')on.straints affecting risk assessments, risk response and risk 5
assessment https://www.iso.org/standard/27001 monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
6.1.2(b) Information security risk [Buy a copy of.ISO 27001 for control content: Functional intersects with Risk Framing RSK-01.1 (2) (.)on?e,traints affecting risk assessments, risk response and risk 5
assessment https://www.iso.org/standard/27001 monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
6.1.2(b) Information security risk |Buy a copy of ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mechanisms exist to facilitate the implementation of strategic, 10
assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
6.1.2(c) Information security risk [Buy a copy of.ISO 27001 for control content: Functional intersects with Risk Framing RSK-01.1 (2) (?ont%traints affecting risk assessments, risk response and risk 5
assessment https://www.iso.org/standard/27001 monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
6.1.2(c) Information security risk |Buy a copy of ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mechanisms exist to facilitate the implementation of strategic, 10
assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
6.1.2(c) Information security risk [Buy a copy of.ISO 27001 for control content: Functional intersects with Risk Identification RSK-03 Mechanisms exist to identify and document risks, both internal and 5
assessment https://www.iso.org/standard/27001 external.
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
6.1.2(c)(1) Information security risk [Buy a copy of.ISO 27001 for control content: Functional intersects with Risk Framing RSK-01.1 (2) (T‘onistraints affecting risk assessments, risk response and risk 5
assessment https://www.iso.org/standard/27001 monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
6.1.2(c)(1) Information security risk |Buy a copy of ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mechanisms exist to facilitate the implementation of strategic, 10
assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
6.1.2(c)(1) Information security risk [Buy a copy of.ISO 27001 for control content: Functional intersects with Risk Identification RSK-03 Mechanisms exist to identify and document risks, both internal and 5
assessment https://www.iso.org/standard/27001 external.
6.1.2(c)(2) Information security risk |Buy a copy of ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mechanisms exist to facilitate the implementation of strategic, 10
assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
6.1.2(0)(2) Information security risk [Buy a copy of'ISO 27001 for control content: Functional intersects with Risk Identification RSK-03 Mechanisms exist to identify and document risks, both internal and 5
assessment https://www.iso.org/standard/27001 external.
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
6.1.2(c)(2) Information security risk [Buy a copy of.ISO 27001 for control content: Functional intersects with Risk Framing RSK-01.1 (2) (?on.straints affecting risk assessments, risk response and risk 5
assessment https://www.iso.org/standard/27001 monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
6.1.2(d) Information security risk |Buy a copy of ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mechanisms exist to facilitate the implementation of strategic, 10
assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Mechanisms exist to conduct recurring assessments of risk that
6.1.2(d) Information security risk [Buy a copy of.ISO 27001 for control content: Functional intersects with Risk Assessment RSK-04 includes the lil'<elihood anc':l magr\itude of‘r?arnj, from unauth9rized 5
assessment https://www.iso.org/standard/27001 access, use, disclosure, disruption, modification or destruction of the
organization's systems and data.
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
6.1.2(d) Information security risk [Buy a copy of'ISO 27001 for control content: Functional intersects with Risk Framing RSK-01.1 (2) (?ontstraints affecting risk assessments, risk response and risk 5
assessment https://www.iso.org/standard/27001 monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
6.1.2(d)(1) Information security risk [Buy a copy of ISO 27001 for control content: Functional intersects with Risk Management RSK-01 Mechanisms exist to facilitate the implementation of strategic, 5
assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
6.1.2(d)(1) Information security risk [Buy a copy of'ISO 27001 for control content: Functional subset of Risk Framing RSK-01.1 (2) (?on‘straints affecting risk assessments, risk response and risk 10
assessment https://www.iso.org/standard/27001 monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
Mechanisms exist to conduct recurring assessments of risk that
6.1.2(d)(1) Information security risk [Buy a copy of.ISO 27001 for control content: Functional intersects with Risk Assessment RSK-04 includes the li|'<elihood anc':l maghitude of‘harnj, from unauth?rized 5
assessment https://www.iso.org/standard/27001 access, use, disclosure, disruption, modification or destruction of the
organization's systems and data.
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
6.1.2(d)(2) Information security risk [Buy a copy of'ISO 27001 for control content: Functional intersects with Risk Framing RSK-01.1 (2) (?ontstraints affecting risk assessments, risk response and risk 5
assessment https://www.iso.org/standard/27001 monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
6.1.2(d)(2) Information security risk [Buy a copy of ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mechanisms exist to facilitate the implementation of strategic, 10
assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Mechanisms exist to conduct recurring assessments of risk that
6.1.2(d)(2) Information security risk [Buy a copy of.ISO 27001 for control content: Functional intersects with Risk Assessment RSK-04 includes the lil.<elihood anq magrlitude of.harn?, from unauth(.)rized 5
assessment https://www.iso.org/standard/27001 access, use, disclosure, disruption, modification or destruction of the
organization's systems and data.
Mechanisms exist to categorize systems and data in accordance with
applicable laws, regulations and contractual obligations that:
6.1.2(d)(3) Information security risk [Buy a copy of.ISO 27001 for control content: Functional intersects with Risk-Baseq Se'curity RSK-02 (1) Document the security categorization results (including supporting 5
assessment https://www.iso.org/standard/27001 Categorization rationale) in the security plan for systems; and
(2) Ensure the security categorization decision is reviewed and
approved by the asset owner.
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
6.1.2(d)(3) Information security risk [Buy a copy of'ISO 27001 for control content: Functional intersects with Risk Framing RSK-01.1 (2) C')on.straints affecting risk assessments, risk response and risk 5
assessment https://www.iso.org/standard/27001 monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
6.1.2(d)(3) Information security risk [Buy a copy of ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mechanisms exist to facilitate the implementation of strategic, 10
assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Mechanisms exist to conduct recurring assessments of risk that
6.1.2(d)(3) Information security risk [Buy a copy of.ISO 27001 for control content: Functional intersects with Risk Assessment RSK-04 includes the likelihood and magnitude of harm, from unauthorized 5
assessment https://www.iso.org/standard/27001 access, use, disclosure, disruption, modification or destruction of the
organization's systems and data.
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(optional)

Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
6.1.2(e) Information security risk [Buy a copy of ISO 27001 for control content: Functional intersects with Risk Framin RSK-01.1 (2) Constraints affecting risk assessments, risk response and risk 5
o assessment https://www.iso.org/standard/27001 g " [monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
6.1.2(e) Information security risk [Buy a copy of ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mechanisms exist to facilitate the implementation of strategic, 10
o assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Mechanisms exist to conduct recurring assessments of risk that
6.1.2(¢) Information security risk |Buy a copy of ISO 27001 for control content: Functional intersects with Risk Assessment RSK-04 includes the likelihood and magnitude of harm, from unauthorized 5
o assessment https://www.iso.org/standard/27001 access, use, disclosure, disruption, modification or destruction of the
organization's systems and data.
Mechanisms exist to conduct recurring assessments of risk that
6.1.2(e)(1) Information security risk [Buy a copy of ISO 27001 for control content: Functional intersects with Risk Assessment RSK-04 includes the likelihood and magnitude of harm, from unauthorized 5
o assessment https://www.iso.org/standard/27001 access, use, disclosure, disruption, modification or destruction of the
organization's systems and data.
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
6.1.2(e)(1) Information security risk |Buy a copy of ISO 27001 for control content: Functional intersects with Risk Framin RSK-01.1 (2) Constraints affecting risk assessments, risk response and risk 5
o assessment https://www.iso.org/standard/27001 g " |monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
6.1.2(e)(1) Information security risk |Buy a copy of ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mechanisms exist to facilitate the implementation of strategic, 10
o assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
monitoring;
6.1.2(e)(2) Information security risk |Buy a copy of ISO 27001 for control content: Functional intersects with Risk Framin RSK-01.1 (2) Constraints affecting risk assessments, risk response and risk 5
o assessment https://www.iso.org/standard/27001 g " |monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
managing risk.
6.1.2(e)(2) Information security risk |Buy a copy of ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mechanisms exist to facilitate the implementation of strategic, 10
o assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Mechanisms exist to conduct recurring assessments of risk that
6.1.2(e)(2) Information security risk [Buy a copy of ISO 27001 for control content: Functional intersects with Risk Assessment RSK-04 includes the likelihood and magnitude of harm, from unauthorized 5
o assessment https://www.iso.org/standard/27001 access, use, disclosure, disruption, modification or destruction of the
organization's systems and data.
. N Mechanisms exist to respond to findings from cybersecurity & data
Information security risk |Buy a copy of ISO 27001 for control content: . . . .
6.1.3 y v Py . Functional intersects with Risk Response RSK-06.1 |privacy assessments, incidents and audits to ensure proper remediation 5
treatment https://www.iso.org/standard/27001
has been performed.
613 Information security risk |Buy a copy of ISO 27001 for control content: Functional intersects with Risk Remediation RSK-06 Mechanisms exist to remediate risks to an acceptable level. 5
o treatment https://www.iso.org/standard/27001
Information security risk |Buy a copy of ISO 27001 for control content: Mechanisms exist to respond to findings from cybersecurity & data
6.1.3(a) y y it . ) Functional intersects with Risk Response RSK-06.1 |privacy assessments, incidents and audits to ensure proper remediation 5
treatment https://www.iso.org/standard/27001
has been performed.
6.1.3(a) Information security risk |Buy a copy of ISO 27001 for control content: Functional intersects with Risk Remediation RSK-06 Mechanisms exist to remediate risks to an acceptable level. 5
o treatment https://www.iso.org/standard/27001
Information security risk |Buy a copy of ISO 27001 for control content: Mechanisms exist to respond to findings from cybersecurity & data
6.1.3(b) y Y by ) ' Functional intersects with Risk Response RSK-06.1 |privacy assessments, incidents and audits to ensure proper remediation 5
treatment https://www.iso.org/standard/27001
has been performed.
6.1.3(b) Information security risk |Buy a copy of ISO 27001 for control content: Functional intersects with Risk Remediation RSK-06 Mechanisms exist to remediate risks to an acceptable level. 5
o treatment https://www.iso.org/standard/27001
6.1.3(c) Information security risk |Buy a copy of ISO 27001 for control content: Functional intersects with Risk Remediation RSK-06 Mechanisms exist to remediate risks to an acceptable level. 5
o treatment https://www.iso.org/standard/27001
. N Mechanisms exist to respond to findings from cybersecurity & data
Information security risk |Buy a copy of ISO 27001 for control content: . . . .
6.1.3(c) y v Py . Functional intersects with Risk Response RSK-06.1 |privacy assessments, incidents and audits to ensure proper remediation 5
treatment https://www.iso.org/standard/27001
has been performed.
Information security risk |Buy a copy of ISO 27001 for control content: Mechanisms exist to respond to findings from cybersecurity & data
6.1.3(d) y v Py . ’ Functional intersects with Risk Response RSK-06.1 |privacy assessments, incidents and audits to ensure proper remediation 5
treatment https://www.iso.org/standard/27001
has been performed.
6.1.3(d) Information security risk |Buy a copy of ISO 27001 for control content: Functional intersects with Risk Remediation RSK-06 Mechanisms exist to remediate risks to an acceptable level. 5
o treatment https://www.iso.org/standard/27001
6.1.3(¢) Information security risk |Buy a copy of ISO 27001 for control content: Functional intersects with Risk Remediation RSK-06 Mechanisms exist to remediate risks to an acceptable level. 5
o treatment https://www.iso.org/standard/27001
Information security risk |Buy a copy of ISO 27001 for control content: Mechanisms exist to respond to findings from cybersecurity & data
6.1.3(e) y y it . ) Functional intersects with Risk Response RSK-06.1 |privacy assessments, incidents and audits to ensure proper remediation 5
treatment https://www.iso.org/standard/27001
has been performed.
6.1.3(f) Information security risk |Buy a copy of ISO 27001 for control content: Functional intersects with Risk Remediation RSK-06 Mechanisms exist to remediate risks to an acceptable level. 5
o treatment https://www.iso.org/standard/27001
Information security risk |Buy a copy of ISO 27001 for control content: Mechanisms exist to respond to findings from cybersecurity & data
6.1.3(f) y v by ) ' Functional intersects with Risk Response RSK-06.1 |privacy assessments, incidents and audits to ensure proper remediation 5
treatment https://www.iso.org/standard/27001
has been performed.
Information securit i i i jecti i
nfort y Buy a copy of ISO 27001 for control content: . . . Define Control Mechgnlsrﬁs exist to esFabllsh control objectives as the b.aS|§ for the
6.2 objectives and planning ) Functional intersects with N GOV-09 |selection, implementation and management of the organization’s 5
. https://www.iso.org/standard/27001 Objectives .
to achieve them internal control system.
Information securit i i i jecti i
nfort y Buy a copy of ISO 27001 for control content: . . . Define Control Mechaynlsr'nS exist to esjcabllsh control objectives as the b'a3|§ for the
6.2(a) objectives and planning . Functional intersects with S GOV-09 |selection, implementation and management of the organization’s 5
. https://www.iso.org/standard/27001 Objectives .
to achieve them internal control system.
Information securit Mechani istt tablish trol objecti the basis for th
L ! ur y Buy a copy of ISO 27001 for control content: . . . Define Control e a.msr.ns existto es.ab ish control objectives as the .a3|§ orthe
6.2(b) objectives and planning . Functional intersects with . GOV-09 |selection, implementation and management of the organization’s 5
. https://www.iso.org/standard/27001 Objectives .
to achieve them internal control system.
Info tio it Mechani istt tablish trol objecti th is for th
T1 r.ma ion securi y Buy a copy of ISO 27001 for control content: ‘ ‘ . Define Control ec a.nISITlS exist to es.ab ish control objectives as the b.a3|§ or the
6.2(c) objectives and planning ) Functional intersects with L GOV-09 |selection, implementation and management of the organization’s 5
. https://www.iso.org/standard/27001 Objectives )
to achieve them internal control system.
Information securit Mechani istt tablish trol objecti the basis for th
. y Buy a copy of ISO 27001 for control content: . . . Define Control ec émsms exis oes.a ISh controt objectives as the ,aSI§ orthe
6.2(d) objectives and planning . Functional intersects with o GOV-09 |selection, implementation and management of the organization’s 5
. https://www.iso.org/standard/27001 Objectives .
to achieve them internal control system.
Information securit Mechani istt tablish trol objecti the basis for th
L y Buy a copy of ISO 27001 for control content: . . . Define Control ee E?I’]ISI’T'IS exis oes'a I13h contro® objectives asthe ‘a3|§ orthe
6.2(e) objectives and planning . Functional intersects with S GOV-09 |selection, implementation and management of the organization’s 5
. https://www.iso.org/standard/27001 Objectives .
to achieve them internal control system.
Information securit Mechani istt tablish trol objecti the basis for th
L. ! ur y Buy a copy of ISO 27001 for control content: . . . Define Control ee a.nlsr.ns exis oes.a Sh contro® objectives as the .a3|§ orthe
6.2(f) objectives and planning ) Functional intersects with e GOV-09 |selection, implementation and management of the organization’s 5
. https://www.iso.org/standard/27001 Objectives .
to achieve them internal control system.
Information securit Mechani istt tablish trol objecti th is for th
. r. on ur y Buy a copy of ISO 27001 for control content: . . . Define Control e a.nlsr.ns existto es.ab Ish control objectives as the b.a3|§ orthe
6.2(g) objectives and planning . Functional intersects with . GOV-09 |selection, implementation and management of the organization’s 5
. https://www.iso.org/standard/27001 Objectives )
to achieve them internal control system.
I pr T - - - — -
T1 or.ma ion securi y Buy a copy of ISO 27001 for control content: ' ' . Define Control MechaTnlsrTls exist to estcabllsh control objectives as the b.a3|§ for the
6.2(h) objectives and planning . Functional intersects with L GOV-09 |selection, implementation and management of the organization’s 5
. https://www.iso.org/standard/27001 Objectives .
to achieve them internal control system.
Information securit Mechani istt tablish trol objecti the basis for th
. L y Buy a copy of ISO 27001 for control content: . . . Define Control e ETI’]ISI’"nS exis oes'a ISh controt objectives as the 'a3|§ orthe
6.2(i) objectives and planning . Functional intersects with N GOV-09 |selection, implementation and management of the organization’s 5
. https://www.iso.org/standard/27001 Objectives .
to achieve them internal control system.
Information securit Mechani istt tablish trol objecti the basis for th
. L. y Buy a copy of ISO 27001 for control content: . . . Define Control ee ?nlsms exis oes.a SN contro® objectives as the .a3|§ orthe
6.2(j) objectives and planning . Functional intersects with S GOV-09 |selection, implementation and management of the organization’s 5
. https://www.iso.org/standard/27001 Objectives .
to achieve them internal control system.
Information securit Mechani istt tablish trol objecti th is for th
L ! ur y Buy a copy of ISO 27001 for control content: . . . Define Control e e?nlsr.ns existto es.ab Ish control objectives as the b.a3|§ orthe
6.2(k) objectives and planning . Functional intersects with . GOV-09 |selection, implementation and management of the organization’s 5
. https://www.iso.org/standard/27001 Objectives .
to achieve them internal control system.
Inf ti it Mechani istt tablish trol objecti th is for th
T1 or.ma ion securi y Buy a copy of ISO 27001 for control content: ' ' . Define Control ec énlsms exist to es.ab ish control objectives as the b.a3|§ or the
6.2(1) objectives and planning ) Functional intersects with . GOV-09 |selection, implementation and management of the organization’s 5
. https://www.iso.org/standard/27001 Objectives )
to achieve them internal control system.
6.3 Planning of changes Buy a copy of ISO 27001 for control content: Functional subset of Change Management CHG-01 Mechanisms exist to facilitate the implementation of a change 10
' https://www.iso.org/standard/27001 Program management program.
Buy a copy of ISO 27001 for control content: This i L tion title without tent.
7.0 Support v = . Functional no relationship N/A N/A N/A N/A B T E S A e nben
https://www.iso.org/standard/27001
Cybersecurity & Data Mechanisms exist to address all capital planning and investment
71 Resources Buy a copy of ISO 27001 for control content: Functional intersects with Privacy Resource PRM-02 requests, including the resources needed to implement the 5
' https://www.iso.org/standard/27001 Management cybersecurity & data privacy programs and document all exceptions to
this requirement.
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.. STRM STRM Secure Controls Framework (SCF) . ) .
Focal Document Element (FDE) Description . . . SCF Control L. Relationship Notes (optional)
Rationale Relationship Control Description .
(optional)
Competency Mechanisms exist to ensure that all security-related positions are
B fISO 27001 f trol tent: Requi tsf ified indivi i .
72 Competence uy a copy o . or control conten Functional intersects with equw.emen s for HRS-03.2 staffed by qualified individuals who have the necessary skill set 5
https://www.iso.org/standard/27001 Security-Related
Positions
- - v risk b — ok
Buy a copy of ISO 27001 for control content: . . . N o Me9han|§ms exist to r.n‘anage personm‘el s‘ecurl Y% rls. y a§3|gn|ng aris
7.2(a) Competence . Functional intersects with Position Categorization | HRS-02 |designation to all positions and establishing screening criteria for 5
https://www.iso.org/standard/27001 o - .
individuals filling those positions.
Competency Mechanisms exist to ensure that all security-related positions are
B opy of ISO 27001 for control content: R i ts fo ified indivi i .
7.2(a) Competence uy a copy . r control conten Functional intersects with eqU|r.emen s for HRS-03.2 staffed by qualified individuals who have the necessary skill set 5
https://www.iso.org/standard/27001 Security-Related
Positions
Competency Mechanisms exist to ensure that all security-related positions are
B f1SO 27001 f trol tent: Requirements for ified indivi i .
7.2(b) Competence uy a copy o ‘ or control conten Functional intersects with q | HRS-03.2 staffed by qualified individuals who have the necessary skill set 5
https://www.iso.org/standard/27001 Security-Related
Positions
Buy a copy of ISO 27001 for control content: Mechani istt L ity risk b i
7.2(b) Competence W Py . Functional intersects with Personnel Screening HRS-04 |. e? .anlsms ,eXIS ° ma”?ge personnet security risk by screening 5
https://www.iso.org/standard/27001 individuals prior to authorizing access.
Buy a copy of ISO 27001 for control content: Mechani istt ersonnel security risk by screeni
7.2(c) Competence wy BY . Functional intersects with Personnel Screening HRS-04 |. e.c 'anlsms ,eXIS © man?ge personn unty y screening 5
https://www.iso.org/standard/27001 individuals prior to authorizing access.
Competency Mechanisms exist to ensure that all security-related positions are
Buy a copy of ISO 27001 for control content: Requirements for ified indivi i .
7.2(c) Competence uy py . r r nten Functional intersects with q . HRS-03.2 staffed by qualified individuals who have the necessary skill set 5
https://www.iso.org/standard/27001 Security-Related
Positions
7.2(d) Competence Buy a copy of.ISO 27001 for control content: Functional subset of Hurr.1an Resources HRS-01 Mechanisms exist to facilitate the implementation of personnel security 10
https://www.iso.org/standard/27001 Security Management controls.
Competency Mechanisms exist to ensure that all security-related positions are
Buy a copy of ISO 27001 for control content: Requirements for ified indivi i t.
7.2(d) Competence W py . Functional intersects with q . HRS-03.2 staffed by qualified individuals who have the necessary skill se 5
https://www.iso.org/standard/27001 Security-Related
Positions
Mechanisms exist to define rules of behavior that contain explicit
B f1SO 27001 f trol tent: Social Media & Social icti i i i i i
7.3 Awareness uy acopyo . or control conten Functional intersects with ocia ' edia 'oc?|a HRS-05.2 restrlcthns onthe use of.somal medla and netyvorklng S|te§, postmg 5
https://www.iso.org/standard/27001 Networking Restrictions information on commercial websites and sharing account information.
Mechanisms exist to verify that individuals accessing a system
B f1SO 27001 f trol tent: i i itti itive i i
73 Awareness uy a copy o ' or control conten Functional intersects with Formal Indoctrination | HRS-04.2 .proces.smg, storing, or transmitting sen3|t.|ve |nformat|on ar.e formally 5
https://www.iso.org/standard/27001 indoctrinated for all the relevant types of information to which they have
access on the system.
Buy a copy of ISO 27001 for control content: Mechani istt icate with t their rol d
7.3 Awareness W Py . ' ' Functional intersects with User Awareness HRS-03.1 ec anl.sr.n.s. existto c%om.munlca e with users abOLf el .ro esan 5
https://www.iso.org/standard/27001 responsibilities to maintain a safe and secure working environment.
L Mechanisms exist to establish usage restrictions and implementation
Buy a copy of ISO 27001 for control content: . . . Use of Communications ] o . )
7.3 Awareness . Functional intersects with HRS-05.3 [guidance for communications technologies based on the potential to 5
https://www.iso.org/standard/27001 Technology . o
cause damage to systems, if used maliciously.
B f1SO 27001 f trol tent: Human Resources Mechani ist to facilitate the impl tati f L it
73 Awareness uya copyo. or control conten Functional subset of urr? n ur HRS-01 echanisms exist to facilitate the implementation of personnel security 10
https://www.iso.org/standard/27001 Security Management controls.
) U fCritical - - — — s,
23 Awareness Buy a copy of'ISO 27001 for control content Functional intersects with se of Cri |'ca HRS-05.4 Mechanisms exist to govern usage policies for critical technologies 5
https://www.iso.org/standard/27001 Technologies
73 Awareness Buy a copy of.ISO 27001 for control content: Functional intersects with Use of Mobile Devices | HRS-05.5 Mechanisms exist to manage I?usihess risks associated with permitting 5
https://www.iso.org/standard/27001 mobile device access to organizational resources.
Mechanisms exist to ensure personnel receive recurring familiarization
Buy a copy of ISO 27001 for control content: . . . Policy Familiarization & ?C anis _XI . urep . W . urm g . rarizatl .
7.3 Awareness . Functional intersects with HRS-05.7 [with the organization’s cybersecurity & data privacy policies and provide 5
https://www.iso.org/standard/27001 Acknowledgement
acknowledgement.
Mechanisms exist to define acceptable and unacceptable rules of
Buy a copy of ISO 27001 for control content: . . . . . . . .
7.3 Awareness . Functional intersects with Rules of Behavior HRS-05.1 [behavior for the use of technologies, including consequences for 5
https://www.iso.org/standard/27001 .
unacceptable behavior.
Buy a copy of ISO 27001 for control content: Mechani istt i lw L d tractors t \
7.3 Awareness W Py . Functional intersects with Terms of Employment HRS-05 ec anlsm.s exIstto re.qUIre a .err?p oy?es ar? C(?n ractors 1o apply 5
https://www.iso.org/standard/27001 cybersecurity & data privacy principles in their daily work.
) Defined Roles & - - - - —
73 Awareness Buy a copy of'ISO 27001 for control content Functional intersects with efine ‘ 9 es HRS-03 Mechanisms exist to define cybersecurity roles & responsibilities for all 5
https://www.iso.org/standard/27001 Responsibilities personnel.
Mechanisms exist to verify that individuals accessing a system
B fISO 27001 for control content: i i itti itive i i
7.3(a) Awareness Uy acopyo . ' ' nten Functional intersects with Formal Indoctrination | HRS-04.2 !:)roces.smg, storing, ortransmitting senS|t.|ve |nformat|on ar.e formally 5
https://www.iso.org/standard/27001 indoctrinated for all the relevant types of information to which they have
access on the system.
B fI1SO 27001 f trol tent: i i i d tractors t \
7.3(a) Awareness Hyacopyo . or controt conten Functional intersects with Terms of Employment HRS-05 MechanlsrrTs existto reguwe all.en?ploy(.aes ar.l 09n ractors to appty 5
https://www.iso.org/standard/27001 cybersecurity & data privacy principles in their daily work.
Mechanisms exist to define rules of behavior that contain explicit
B fISO 27001 f trol tent: Social Media & Social icti i i i i i
7.3(a) Awareness uy a copy o . or control conten Functional intersects with ocia . edia .oc.:la HRS-05.2 'restr|ct|o.ns on the use of'somal medla and netyvorkmg S|te§, postlng 5
https://www.iso.org/standard/27001 Networking Restrictions information on commercial websites and sharing account information.
7.3(a) Awareness Buy a copy of‘ISO 27001 for control content: Functional intersects with User AWareness HRS-03.1 Mechanishw's' exist to c.jomlﬁunicate with users abOL!t their roles and 5
https://www.iso.org/standard/27001 responsibilities to maintain a safe and secure working environment.
Mechani istt tablish tricti dimpl tati
Buy a copy of ISO 27001 for control content: . . . Use of Communications ejc anisms existto e,S a‘ 'sh usage res. rictions ancimp emen.a 'on
7.3(a) Awareness . Functional intersects with HRS-05.3 [guidance for communications technologies based on the potential to 5
https://www.iso.org/standard/27001 Technology . o
cause damage to systems, if used maliciously.
B f1SO 27001 f trol tent: U f Critical i i ici iti hnologies.
7.3(a) Awareness uy a copy o ' or control conten Functional intersects with se of Cri |‘ca HRS-05.4 Mechanisms exist to govern usage policies for critical technologies 5
https://www.iso.org/standard/27001 Technologies
B f1SO 27001 for control content: Mechani istt busi isk iated with itti
7.3(a) Awareness tyacopyo . or Functional intersects with Use of Mobile Devices | HRS-05.5 ec . anlsn?s existto manage 'u3|hess risks assoclated with permitting 5
https://www.iso.org/standard/27001 mobile device access to organizational resources.
i i i tabl d table rul f
Buy a copy of ISO 27001 for control content: . . . . Mechgnlsms exist to define accep a : ean | unacceptable rules o
7.3(a) Awareness . Functional intersects with Rules of Behavior HRS-05.1 [behavior for the use of technologies, including consequences for 5
https://www.iso.org/standard/27001 .
unacceptable behavior.
7.3(a) Awareness Buy a copy of.ISO 27001 for control content: Functional subset of Hun?an Resources HRS-01 Mechanisms exist to facilitate the implementation of personnel security 10
https://www.iso.org/standard/27001 Security Management controls.
7.3(b) Awareness Buy a copy of.ISO 27001 for control content: Functional intersects with User Awareness HRS-03.1 Mechani‘sm.s‘ exist to c.omfnunicate with users aboqt their ‘roles and 5
https://www.iso.org/standard/27001 responsibilities to maintain a safe and secure working environment.
B f1SO 27001 f trol tent: Defined Roles & i i i i
7.3(b) Awareness uy a copy o . SO 27001 for control conten Functional intersects with efine . q es HRS-03 Mechanisms exist to define cybersecurity roles & responsibilities for all 5
https://www.iso.org/standard/27001 Responsibilities personnel.
B opy of ISO 27001 for control content: Mechani istt i w L d tractorst \
7.3(b) Awareness Uy a copy . reontrot conten Functional intersects with Terms of Employment HRS-05 ec anlsn'Ts exIstto re(.:|UIre a .err.1p oy?es ar.l co.n ractors to apply 5
https://www.iso.org/standard/27001 cybersecurity & data privacy principles in their daily work.
Mechanisms exist to define rules of behavior that contain explicit
B fISO 27001 f trol tent: Social Media & Social icti i i i i i
7.3(b) Awareness uy a copy o . or control conten Functional intersects with ocia . edia .ogla HRS-05.2 restnctpns on the use of'somal medla and netyvorkmg S|te§, postlng 5
https://www.iso.org/standard/27001 Networking Restrictions information on commercial websites and sharing account information.
L Mechanisms exist to establish usage restrictions and implementation
Buy a copy of ISO 27001 for control content: . . . Use of Communications ] o . .
7.3(b) Awareness . Functional intersects with HRS-05.3 [guidance for communications technologies based on the potential to 5
https://www.iso.org/standard/27001 Technology . o
cause damage to systems, if used maliciously.
7.3(b) Awareness Buy a copy of'ISO 27001 for control content: Functional subset of Hun?an Resources HRS-01 Mechanisms exist to facilitate the implementation of personnel security 10
https://www.iso.org/standard/27001 Security Management controls.
B f1SO 27001 f trol tent: U f Critical i i ici itical technologies.
7.3(b) Awareness uy a copy o . or control conten Functional intersects with se of Cri l.ca HRS-05.4 Mechanisms exist to govern usage policies for critical technologies 5
https://www.iso.org/standard/27001 Technologies
Mechanisms exist to verify that individuals accessing a system
Buy a copy of ISO 27001 for control content: . . . L processing, storing, or transmitting sensitive information are formally
7.3(b) Awareness . Functional intersects with Formal Indoctrination | HRS-04.2 |’ ] ) ) . 5
https://www.iso.org/standard/27001 indoctrinated for all the relevant types of information to which they have
access on the system.
Mechani ist to defi tabl d table rul f
Buy a copy of ISO 27001 for control content: ' ' ’ ' ec énlsms exist to define accep a : ean .unaccep able rules o
7.3(b) Awareness . Functional intersects with Rules of Behavior HRS-05.1 [behavior for the use of technologies, including consequences for 5
https://www.iso.org/standard/27001 .
unacceptable behavior.
B fISO 27001 for control content: Mechani istt busi isk iated with itti
7.3(b) Awareness ty a copyo . Functional intersects with Use of Mobile Devices | HRS-05.5 ec . amsn’rs existto manage .u3|.ness risks assoclated with permitting 5
https://www.iso.org/standard/27001 mobile device access to organizational resources.
B opy of ISO 27001 for control content: Mechani istt icate with bout their rol d
7.3(c) Awareness Uy 8 copy . reontrot conten Functional intersects with User Awareness HRS-03.1 ec anllsr.n.s.ems ° c.om.munlca ewrthusers a ou. e .ro esan 5
https://www.iso.org/standard/27001 responsibilities to maintain a safe and secure working environment.
Mechanisms exist to define rules of behavior that contain explicit
B fISO 27001 f trol tent: Social Media & Social icti i i i i i
7.3() Awareness uy a copy o . or control conten Functional intersects with ocia . edia .ogla HRS-05.2 restnctpns on the use of'somal medla and netyvorkmg S|te§, postlng 5
https://www.iso.org/standard/27001 Networking Restrictions information on commercial websites and sharing account information.
7.3() Awareness Buy a copy of.ISO 27001 for control content: Functional subset of Hun?an Resources HRS-01 Mechanisms exist to facilitate the implementation of personnel security 10
https://www.iso.org/standard/27001 Security Management controls.
Buy a copy of ISO 27001 for control content: Mechanisms exist to require all employees and contractors to appl
7.3(c) Awareness y Py . Functional intersects with Terms of Employment HRS-05 ) q ) .p y‘ ) ] PRY 5
https://www.iso.org/standard/27001 cybersecurity & data privacy principles in their daily work.
- - 0 - ina familiarizat
7.3(c) Awareness Buy a copy of ISO 27001 for control content: Functional intersects with Policy Familiarization & HRS-05.7 Miﬁt:msms e'XIS:'tO ’ensubre perso'jlne& rdecicewe .recumn?_ ?ml Ia:ilza Io'r:j 5
' https://www.iso.org/standard/27001 Acknowledgement M € organization's Cybersecurity & data privacy policies and provide
acknowledgement.
Mechanisms exist to verify that individuals accessing a system
Buy a copy of ISO 27001 for control content: . . . L processing, storing, or transmitting sensitive information are formally
7.3(c) Awareness . Functional intersects with Formal Indoctrination | HRS-04.2 |’ ) ) ) . 5
https://www.iso.org/standard/27001 indoctrinated for all the relevant types of information to which they have
access on the system.
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STRM STRM Secure Controls Framework (SCF .
Focal Document Element (FDE) Description . . . SCF Control L. ( ) Relationship Notes (optional)
Rationale Relationship Control Description .
(optional)
B f1SO 27001 for control content: Mechani istto busi isk ociated with itti
7.3(c) Awareness Uy acopyo . Functional intersects with Use of Mobile Devices | HRS-05.5 ec . anlsn?s ex1s manage .u3|.ness risks assoclated with permitting 5
https://www.iso.org/standard/27001 mobile device access to organizational resources.
Mechani istt tablish usage restrictions and implementation
Buy a copy of ISO 27001 for control content: . . . Use of Communications ejc anisms existto e,s . 'sh usag . et 'mp . !
7.3(c) Awareness . Functional intersects with HRS-05.3 [guidance for communications technologies based on the potential to 5
https://www.iso.org/standard/27001 Technology . o
cause damage to systems, if used maliciously.
Mechani istt fi tabl d table rul f
Buy a copy of ISO 27001 for control content: . . . ‘ ec énlsms exist to define accep a : ean | unacceptable rules o
7.3(c) Awareness . Functional intersects with Rules of Behavior HRS-05.1 [behavior for the use of technologies, including consequences for 5
https://www.iso.org/standard/27001 .
unacceptable behavior.
B opy of ISO 27001 for control content: Use of Critical Mechani istt licies f itical technologies.
7.3(c) Awareness uy a copy . r control conten Functional intersects with se ' HRS-05.4 echanisms exist to govern usage policies for critical technologies 5
https://www.iso.org/standard/27001 Technologies
Mechanisms exist to maintain situational awareness of vulnerabilities
B f1SO 27001 f trol tent: Threat Intelligence Feeds i i tactics,
74 Communication uy a copy o . or control conten Functional intersects with g THR-03 and eYOlV|ng threats by leveragmg't'he knowl'edge of attac'ker actics 5
https://www.iso.org/standard/27001 Feeds techniques and procedures to facilitate the implementation of
preventative and compensating controls.
o Buy a copy of ISO 27001 for control content: . Cybe.rsecurit.y & Data Mechanisms exist to facilitate the implementation of security workforce
7.4 Communication . Functional subset of Privacy-Minded SAT-01 |development and awareness controls. 10
https://www.iso.org/standard/27001
Workforce
Mechanisms exist to provide governance oversight reporting and
B fISO 27001 f trol tent: Status Reporting To i i isi
74 Communication uy a copy o . or control conten Functional intersects with .p g GOV-01.2 recommendations tF) those entru'sted to make e?(ecytlve decisions ' 5
https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
o Buy a copy of ISO 27001 for control content: . . . Cyb.ersecurity & Data Mechanisms exist .to provide fal.l employees and contract.or.s approp.riate
7.4 Communication ) Functional intersects with Privacy Awareness SAT-02 |awareness education and training that is relevant for their job function. 5
https://www.iso.org/standard/27001 -
Training
o Buy a copy of ISO 27001 for control content: . . . Cy?ersecurity & Data Mechanisms exist jco provide 'al'l employees and contract'or's approp'riate
7.4(a) Communication . Functional intersects with Privacy Awareness SAT-02 |awareness education and training that is relevant for their job function. 5
https://www.iso.org/standard/27001 .
Training
Mechanisms exist to provide governance oversight reporting and
B fISO 27001 f trol content: Status Reporting To i trusted t k tive decisi
7.4(a) Communication uy a copy o . or con Functional intersects with .p g GOV-01.2 recommendations t? those en ru‘s ed to make e.xecy ive decisions ' 5
https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
o Buy a copy of ISO 27001 for control content: . Cybe.rsecurit.y & Data Mechanisms exist to facilitate the implementation of security workforce
7.4(a) Communication . Functional subset of Privacy-Minded SAT-01 |development and awareness controls. 10
https://www.iso.org/standard/27001
Workforce
Mechanisms exist to maintain situational awareness of vulnerabilities
B fI1SO 27001 f trol tent: Threat Intelligence Feeds i i i
7.4(a) Communication uy a copy o . or control conten Functional intersects with g THR-03 and eYOlV|ng threats by leveraglng‘t.he knowl‘edge of attac.ker tactics, 5
https://www.iso.org/standard/27001 Feeds techniques and procedures to facilitate the implementation of
preventative and compensating controls.
o Buy a copy of ISO 27001 for control content: . Cybe.rsecurit.y & Data Mechanisms exist to facilitate the implementation of security workforce
7.4(b) Communication . Functional subset of Privacy-Minded SAT-01 |development and awareness controls. 10
https://www.iso.org/standard/27001
Workforce
o Buy a copy of ISO 27001 for control content: . . . Cy?ersecurity & Data Mechanisms exist jco provide ?l.l employees and contract'or's approp'riate
7.4(b) Communication . Functional intersects with Privacy Awareness SAT-02 |awareness education and training that is relevant for their job function. 5
https://www.iso.org/standard/27001 .
Training
Mechanisms exist to provide governance oversight reporting and
B fISO 27001 f trol tent: Status Reporting To i i isi
7.4(b) Communication uy a copy o . or control conten Functional intersects with .p g GOV-01.2 recommendations t? those entru‘sted to make e.xecytlve decisions ' 5
https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Mechanisms exist to maintain situational awareness of vulnerabilities
B fISO 27001 for control content: Threat Intelligence Feeds i t L ing the k L f attacker tacti
7.4(b) Communication ya copyo' Functional intersects with '8 THR-03 and eYOIV|ng threats by everagmg. ) © now.edge ora ac. ertactics, 5
https://www.iso.org/standard/27001 Feeds techniques and procedures to facilitate the implementation of
preventative and compensating controls.
o Buy a copy of ISO 27001 for control content: ‘ ‘ . Cyb'ersecurity & Data Mechanisms exist .to provide él_l employees and contract.or.s approp.riate
7.4(c) Communication . Functional intersects with Privacy Awareness SAT-02 |awareness education and training that is relevant for their job function. 5
https://www.iso.org/standard/27001 o
Training
Cybersecurity & Data Mechani ist to facilitate the impl tation of security workforce
L Buy a copy of ISO 27001 for control content: . y . y echanisms exist to taciiitate the imptementation y
7.4(c) Communication . Functional subset of Privacy-Minded SAT-01 |development and awareness controls. 10
https://www.iso.org/standard/27001
Workforce
Mechanisms exist to maintain situational awareness of vulnerabilities
Buy a copy of ISO 27001 for control content: Threat Intelligence Feeds i i i
7.4(c) Communication uy py . r r nten Functional intersects with g THR-03 and eYOlV|ng threats by leveraglng.t.he knowl.edge of attac.ker tactics, 5
https://www.iso.org/standard/27001 Feeds techniques and procedures to facilitate the implementation of
preventative and compensating controls.
Mechanisms exist to provide governance oversight reporting and
B f1SO 27001 for control content: Status Reporting To i toth trusted t k ti isi
7.4(c) Communication Uy a copyo. Functional intersects with ‘p g GOV-01.2 recommendations 9 oseen ru.s edtomake e.xec.u Ive decisions . 5
https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Cybersecurity & Data Mechani istt i u L tract iat
o Buy a copy of ISO 27001 for control content: . . ‘ y : urity echanisms exis .o prowde? . emp oyees and contrac .or.s approp'rla e
7.4(d) Communication . Functional intersects with Privacy Awareness SAT-02 |awareness education and training that is relevant for their job function. 5
https://www.iso.org/standard/27001 o
Training
Mechanisms exist to maintain situational awareness of vulnerabilities
B f1SO 27001 f ontrol content: Threat Intelligence Feeds i by ing the k led f attacker tacti
7.4(d) Communication wya copyo. ore Functional intersects with g THR-03 and eyolV|ng threats by everagmg. ) © now.e geota ac' ertacties, 5
https://www.iso.org/standard/27001 Feeds techniques and procedures to facilitate the implementation of
preventative and compensating controls.
Cybersecurity & Data Mechanisms exist to facilitate the implementation of security workforce
L Buy a copy of ISO 27001 for control content: . . :
7.4(d) Communication . Functional subset of Privacy-Minded SAT-01 |development and awareness controls. 10
https://www.iso.org/standard/27001
Workforce
Mechanisms exist to provide governance oversight reporting and
B fISO 27001 f trol content: Status Reporting To i trusted t k tive decisi
7.4(d) Communication uy a copy o . or contr Functional intersects with .p g GOV-01.2 recommendations tF) those en ru.s ed to make e'xecy ive decisions ' 5
https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
B copy of ISO 27001 for control content: This is merely a section title without content.
7.5 Documented information Uy a copy ) Functional no relationship N/A N/A N/A N/A ! y
https://www.iso.org/standard/27001
Publishing Cybersecurit Mechani istt tablish, intain and disseminate cybersecurit
Buy a copy of ISO 27001 for control content: . . . gLy . y echanisms e?<|s ° es ablish, maintain a y d
7.5.1 General . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
Buy a copy of ISO 27001 for control content: . . . Publishing Cybersgcurity Mechanisms e.xist to f:s'tablish, maintain and disseminate cybersecurity
7.5.1(a) General . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
Buy a copy of ISO 27001 for control content: . . ‘ Publishing Cybersc?curity Mechanisms e.xist to (.es.tablish, maintain and disseminate cybersecurity
7.5.1(b) General . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
; (150 27001 ¢ ol - Periodic Review & Update .r\/le::h;nlsmsl.e%(lst t(z re\(/jlev(\; the ::jyberse(cj:urlty &tdalta prl\(/ja.cyt/ proglramff
or control content:
7.5.2 Creating and updating tyacopyo . Functional intersects with of Cybersecurity & Data | GOV-03 |r.10 l.J_mg poficies, standards an proce. ures,'a p ann.e |r.1 .erva sort 5
https://www.iso.org/standard/27001 . significant changes occur to ensure their continuing suitability,
Protection Program ]
adequacy and effectiveness.
Publishing Cybersecurity Mechanisms exist to establish, maintain and disseminate cybersecurity
. . Buy a copy of ISO 27001 for control content: . . . . . .
7.5.2 Creating and updating . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
; (150 27001 ¢ . - Periodic Review & Update !Vle::h;nlsmsl.e%(lst tci re\;lev: the Zyberse;:urlty &tdalta prl\(/ja.cyt/ proglramff
or control content:
7.5.2(a) Creating and updating tyacopyo . Functional intersects with of Cybersecurity & Data | GOV-03 |r?c lf',mg poticies, standards an proce. ures,'a p ann'e ”? .erva sort 5
https://www.iso.org/standard/27001 . significant changes occur to ensure their continuing suitability,
Protection Program ]
adequacy and effectiveness.
Publishing Cybersecurit Mechanisms exist to establish, maintain and disseminate cybersecurit
. . Buy a copy of ISO 27001 for control content: . . . gLy . y ! ,XI . ! intal I ! y unty
7.5.2(a) Creating and updating . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
- - - - " -
; 150 27001 o - Periodic Review & Update !Vle::h;nlsmsl.e%(lst t(i re\C/ilev; the Zyberse;:urlty &tdal a prl\;a.cyt/ pro%ramjf
or control content:
7.5.2(b) Creating and updating Hyacopyo . Functional intersects with of Cybersecurity & Data | GOV-03 |r?c H,Ing poficies, standards an proce. ures,'a p annfa ”? .erva sort 5
https://www.iso.org/standard/27001 . significant changes occur to ensure their continuing suitability,
Protection Program ]
adequacy and effectiveness.
Publishing Cybersecurity Mechanisms exist to establish, maintain and disseminate cybersecurity
. . Buy a copy of ISO 27001 for control content: . . . . . .
7.5.2(b) Creating and updating . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
Publishing Cybersecurity Mechanisms exist to establish, maintain and disseminate cybersecurity
. . Buy a copy of ISO 27001 for control content: . . . . . .
7.5.2(c) Creating and updating . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
https://www.iso.org/standard/27001 .
Documentation
- - - m " -
; (150 27001 ¢ . - Periodic Review & Update !Vle::h;msmsl.e%(lst tci re\(;lev; the (;yberse(c;url y &tdal a prl\éa.cyt/ proglramff
or control content:
7.5.2(c) Creating and updating tyacopyo . Functional intersects with of Cybersecurity & Data | GOV-03 |r?c lf',mg poficies, standards an proce. ures,'a p ann'e Ir‘] .erva sort 5
https://www.iso.org/standard/27001 . significant changes occur to ensure their continuing suitability,
Protection Program ]
adequacy and effectiveness.
Publishing Cybersecurit Mechanisms exist to establish, maintain and disseminate cybersecurit
Control of documented |Buy a copy of ISO 27001 for control content: . . . gLy . y ! ,XI . Y y
7.5.3 . . . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
information https://www.iso.org/standard/27001 .
Documentation
Publishing Cybersecurit Mechani xist to establish, maintain and disseminate cybersecurit
Control of documented |Buy a copy of ISO 27001 for control content: . . . gLy . y echanisms e. . Y y
7.5.3(a) . . . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
information https://www.iso.org/standard/27001 Documentation
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Set Theory Relationship Mapping (STRM) ISO 27001:2022

Strength of
Relationship
(optional)

STRM
Rationale

STRM
Relationship

Secure Controls Framework (SCF)
Control Description

SCF Control

Focal Document Element (FDE) Description

Notes (optional)

Publishing Cybersecurity Mechanisms exist to establish, maintain and disseminate cybersecurity
Control of documented |Buy a copy of ISO 27001 for control content: . . . . . .
7.5.3(b) . . . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
information https://www.iso.org/standard/27001 .
Documentation
Publishing Cybersecurit Mechanisms exist to establish, maintain and disseminate cybersecurit
Control of documented |[Buy a copy of ISO 27001 for control content: . . . gLy . y . . y y
7.5.3(c) . . . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
information https://www.iso.org/standard/27001 ]
Documentation
Publishing Cybersecurit Mechanisms exist to establish, maintain and disseminate cybersecurit
Control of documented |[Buy a copy of ISO 27001 for control content: . . . gLy . y . . y y
7.5.3(d) . . . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
information https://www.iso.org/standard/27001 .
Documentation
Publishing Cybersecurit Mechanisms exist to establish, maintain and disseminate cybersecurit
Control of documented |[Buy a copy of ISO 27001 for control content: . . . gLy . y ! ,XI . y y
7.5.3(e) . . . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
information https://www.iso.org/standard/27001 .
Documentation
Publishing Cybersecurit Mechanisms exist to establish, maintain and disseminate cybersecurit
Control of documented |Buy a copy of ISO 27001 for control content: . . . gLy . y n .XI . ! n y y
7.5.3(f) . . . Functional intersects with & Data Protection GOV-02 |& data protection policies, standards and procedures. 5
information https://www.iso.org/standard/27001 .
Documentation
Buy a copy of ISO 27001 for control content: This is merely a section title without content.
8.0 Operation Y aicopy et Functional no relationship N/A N/A N/A N/A y
https://www.iso.org/standard/27001
Operational planning and|Buy a copy of ISO 27001 for control content: Mechanisms exist to facilitate the implementation of operational
8.1 P ! P ng Wy Py . Functional subset of Operations Security OPS-01 . nisms exi . impiementation peration 10
control https://www.iso.org/standard/27001 security controls.
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity &
Operational planning and|Buy a copy of ISO 27001 for control content: . y . y ! . X n Imp ! y unty
8.1 . Functional subset of Protection Governance GOV-01 |data protection governance controls. 10
control https://www.iso.org/standard/27001
Program
Cybersecurity & Data Mechani ist to provid b ity & data protection controls
Operational planning and|Buy a copy of ISO 27001 for control content: . . . y . y e .anlsms e).(ls provide a cybersecur 'y . P .
8.1 . Functional intersects with Protection Controls CPL-02 |oversight function that reports to the organization's executive 5
control https://www.iso.org/standard/27001 . .
Oversight leadership.
. . Mechanisms exist to identify and document Standardized Operatin
Operational planning and|Buy a copy of ISO 27001 for control content: . . . Standardized Operating o y . P g
8.1 . Functional intersects with OPS-01.1 |Procedures (SOP), or similar documentation, to enable the proper 5
control https://www.iso.org/standard/27001 Procedures (SOP) . )
execution of day-to-day / assigned tasks.
Mechanisms exist to ensure managers regularly review the processes
(0] ti L pl i d|B f1SO 27001 f trol tent: Cybersecurity & Data ithi i ibili
8.1 perational planning and|Buy a copy o ‘ or control conten Functional intersects with y . y CPL-03 and documented procedur.es within their ar?a of re.sPonS|b|l|ty to adhere 5
control https://www.iso.org/standard/27001 Protection Assessments to appropriate cybersecurity & data protection policies, standards and
other applicable requirements.
Mechanisms exist to define supporting business processes and
Service Delivery implement appropriate governance and service management to ensure
Operational planning and|Buy a copy of ISO 27001 for control content: i i i ization'
8.1 P ! P ng Wy Py . Functional intersects with (Business Process OPS-03 appropriate pla””_'r,‘g’ delivery a!wd support of the c.)rgamzatlon s 5
control https://www.iso.org/standard/27001 Support) technology capabilities supporting business functions, workforce,
and/or customers based on industry-recognized standards to achieve
the specific goals of the process area.
Mechanisms exist to conduct recurring assessments of risk that
Information security risk [Buy a copy of ISO 27001 for control content: i ikeli i thori
8.2 i urity ri uy py ' Functional intersects with Risk Assessment RSK-04 includes the l|I.<el|hood an<;| mag.nltude of.harrr?, from unau tf)rlzed 5
assessment https://www.iso.org/standard/27001 access, use, disclosure, disruption, modification or destruction of the
organization's systems and data.
8.2 Information security risk [Buy a copy of.ISO 27001 for control content: Functional subset of Risk Management RSK-01 Mecha.nisms exist to.facil.itate the implementation of strategic, 10
assessment https://www.iso.org/standard/27001 Program operational and tactical risk management controls.
Information security risk [Buy a copy of ISO 27001 for control content: Mechani istt diaterisks t table level.
8.3 ' unitymisic) sty a copy of Functional intersects with Risk Remediation RSK-06 | ccnanisms existtoremediate rsks to an acceptable leve 5
treatment https://www.iso.org/standard/27001
Mechanisms exist to respond to findings from cybersecurity & data
Information security risk [Buy a copy of ISO 27001 for control content: . . . . . ! X! r' p' ! g . y y L
8.3 . Functional intersects with Risk Response RSK-06.1 |privacy assessments, incidents and audits to ensure proper remediation 5
treatment https://www.iso.org/standard/27001
has been performed.
Buy a copy of ISO 27001 for control content: This is merely a section title without content.
9.0 Performance evaluation |-~ & COPY OF Functional no relationship N/A N/A N/A N/A y
https://www.iso.org/standard/27001
Monitoring Mechanisms exist to provide governance oversight reporting and
’ . |Buy a copy of ISO 27001 for control content: . . . Status Reporting To recommendations to those entrusted to make executive decisions
9.1 measurement, analysis . Functional intersects with . GOV-01.2 ) ) o ) 5
and evaluation https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Monitoring Mechanisms exist to ensure managers regularly review the processes
’ B f1SO 27001 for control content: Cybersecurity & Data ithi i ibili
91 measurement, analysis uy a copy o ' Functional intersects with y : urity CPL-03 and docun’Tented procedutjes within their ar?a of re.sPonS|b|l|ty to adhere 5
and evaluation https://www.iso.org/standard/27001 Protection Assessments to appropriate cybersecurity & data protection policies, standards and
other applicable requirements.
Monitoring, . Mechanisms exist to document and review instances of non-
8 . |Buy a copy of ISO 27001 for control content: . . . Non-Compliance . . .
9.1 measurement, analysis . Functional intersects with . CPL-01.1 |compliance with statutory, regulatory and/or contractual obligations to 5
. https://www.iso.org/standard/27001 Oversight . ] L .
and evaluation develop appropriate risk mitigation actions.
Monitoring, Mechanisms exist to facilitate the identification and implementation of
g . |Buy a copy of ISO 27001 for control content: . Statutory, Regulatory & P
9.1 measurement, analysis . Functional subset of . CPL-01 [relevant statutory, regulatory and contractual controls. 10
. https://www.iso.org/standard/27001 Contractual Compliance
and evaluation
Monitoring, Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls
g . |Buy a copy of ISO 27001 for control content: . . . y . y . ! ),(I provi y 3 |‘y . P _I
9.1 measurement, analysis . Functional intersects with Protection Controls CPL-02 |oversight function that reports to the organization's executive 5
. https://www.iso.org/standard/27001 . .
and evaluation Oversight leadership.
Monitoring, Mechanisms exist to develop, report and monitor cybersecurity & data
g . |Buya copy of ISO 27001 for control content: . . . . ! X VeoP, repor ror eyberseetiy
9.1 measurement, analysis . Functional intersects with |Measures of Performance| GOV-05 [privacy program measures of performance. 5
. https://www.iso.org/standard/27001
and evaluation
Monitoring, Mechani ist to develop, tand it bersecurity & data
g . |Buy a copy of ISO 27001 for control content: . . . (.ac anisms exist o Feverop, Teport and montorcy y
9.1(a) measurement, analysis . Functional intersects with |Measures of Performance| GOV-05 |privacy program measures of performance. 5
. https://www.iso.org/standard/27001
and evaluation
Monitoring Mechanisms exist to provide governance oversight reporting and
’ Buy a copy of ISO 27001 for control content: Status Reporting To dati toth trusted t k tive decisi
9.1(a) measurement, analysis y by . Functional intersects with ‘p g GOV-01.2 recommendations 9 oseen ru.s edtomake e.xec.u Ive decisions . 5
and evaluation https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Monitoring Mechanisms exist to ensure managers regularly review the processes
’ . |Buy a copy of ISO 27001 for control content: . . . Cybersecurity & Data and documented procedures within their area of responsibility to adhere
9.1(a) measurement, analysis . Functional intersects with . CPL-03 . . ) o 5
and evaluation https://www.iso.org/standard/27001 Protection Assessments to appropriate cybersecurity & data protection policies, standards and
other applicable requirements.
Monitoring, . Mechanisms exist to document and review instances of non-
g . |Buy a copy of ISO 27001 for control content: . . . Non-Compliance . . o
9.1(a) measurement, analysis . Functional intersects with . CPL-01.1 |compliance with statutory, regulatory and/or contractual obligations to 5
. https://www.iso.org/standard/27001 Oversight . ] R )
and evaluation develop appropriate risk mitigation actions.
Monitoring Mechanisms exist to provide governance oversight reporting and
’ . |Buy a copy of ISO 27001 for control content: . . . Status Reporting To recommendations to those entrusted to make executive decisions
9.1(b) measurement, analysis . Functional intersects with . GOV-01.2 ) ) o ) 5
and evaluation https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Monitoring, Mechani isttod lop, tand it bersecurity & data
g . |Buy a copy of ISO 27001 for control content: . . . ?C anisms existto deveiop, report and monitor cybe y
9.1(b) measurement, analysis . Functional intersects with |Measures of Performance| GOV-05 |privacy program measures of performance. 5
. https://www.iso.org/standard/27001
and evaluation
Monitoring, . Mechanisms exist to document and review instances of non-
g . |Buy a copy of ISO 27001 for control content: . . . Non-Compliance . ! ,XI u View! L
9.1(b) measurement, analysis . Functional intersects with . CPL-01.1 [compliance with statutory, regulatory and/or contractual obligations to 5
. https://www.iso.org/standard/27001 Oversight . . L .
and evaluation develop appropriate risk mitigation actions.
Monitoring Mechanisms exist to ensure managers regularly review the processes
’ . |Buy a copy of ISO 27001 for control content: . . . Cybersecurity & Data and documented procedures within their area of responsibility to adhere
9.1(b) measurement, analysis . Functional intersects with . CPL-03 . . . o 5
and evaluation https://www.iso.org/standard/27001 Protection Assessments to appropriate cybersecurity & data protection policies, standards and
other applicable requirements.
Monitoring, Mechani isttod lop, tand itor cybersecurity & data
g . |Buy a copy of ISO 27001 for control content: . . . ?C anisms existto devetop, report and mon y y
9.1(c) measurement, analysis . Functional intersects with |Measures of Performance| GOV-05 [privacy program measures of performance. 5
. https://www.iso.org/standard/27001
and evaluation
Monitoring, . Mechanisms exist to document and review instances of non-
g . |Buyacopy of ISO 27001 for control content: . . . Non-Compliance . ! ,XI Y View! .
9.1(c) measurement, analysis . Functional intersects with . CPL-01.1 [compliance with statutory, regulatory and/or contractual obligations to 5
. https://www.iso.org/standard/27001 Oversight . . e .
and evaluation develop appropriate risk mitigation actions.
Monitoring Mechanisms exist to ensure managers regularly review the processes
’ . |Buy a copy of ISO 27001 for control content: . . . Cybersecurity & Data and documented procedures within their area of responsibility to adhere
9.1(c) measurement, analysis . Functional intersects with . CPL-03 . ) ) o 5
and evaluation https://www.iso.org/standard/27001 Protection Assessments to appropriate cybersecurity & data protection policies, standards and
other applicable requirements.
Monitoring Mechanisms exist to provide governance oversight reporting and
’ . |Buy a copy of ISO 27001 for control content: . . . Status Reporting To recommendations to those entrusted to make executive decisions
9.1(c) measurement, analysis . Functional intersects with . GOV-01.2 . . . . 5
and evaluation https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Monitoring Mechanisms exist to provide governance oversight reporting and
’ Buy a copy of ISO 27001 for control content: Status Reporting To dati toth trusted t k tive decisi
9.1(d) measurement, analysis y by . Functional intersects with ‘p g GOV-01.2 recommendations 9 oseen ru.s edtomake e.xec.u Ive decisions . 5
and evaluation https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Monitoring, . Mechanisms exist to document and review instances of non-
. |Buyacopy of ISO 27001 for control content: . . . Non-Compliance . ) o
9.1(d) measurement, analysis . Functional intersects with . CPL-01.1 |compliance with statutory, regulatory and/or contractual obligations to 5
. https://www.iso.org/standard/27001 Oversight . . oL .
and evaluation develop appropriate risk mitigation actions.
Monitoring Mechanisms exist to ensure managers regularly review the processes
’ . |Buy a copy of ISO 27001 for control content: . . . Cybersecurity & Data and documented procedures within their area of responsibility to adhere
9.1(d) measurement, analysis . Functional intersects with . CPL-03 . ) ) o 5
and evaluation https://www.iso.org/standard/27001 Protection Assessments to appropriate cybersecurity & data protection policies, standards and
other applicable requirements.
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Monitoring, Mechanisms exist to develop, report and monitor cybersecurity & data
. |Buyacopy of ISO 27001 for control content: . . . .
9.1(d) measurement, analysis . Functional intersects with |Measures of Performance| GOV-05 |privacy program measures of performance. 5
. https://www.iso.org/standard/27001
and evaluation
Monitoring, Mechanisms exist to develop, report and monitor cybersecurity & data
nitoring . |Buy a copy of ISO 27001 for control content: . . . . P, Tep y y
9.1(e) measurement, analysis . Functional intersects with |Measures of Performance| GOV-05 |privacy program measures of performance. 5
) https://www.iso.org/standard/27001
and evaluation
Monitoring Mechanisms exist to provide governance oversight reporting and
’ . |Buy a copy of ISO 27001 for control content: . . . Status Reporting To recommendations to those entrusted to make executive decisions
9.1(e) measurement, analysis . Functional intersects with . GOV-01.2 ) ) o . 5
and evaluation https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Monitoring Mechanisms exist to ensure managers regularly review the processes
’ . |Buy a copy of ISO 27001 for control content: . . . Cybersecurity & Data and documented procedures within their area of responsibility to adhere
9.1(e) measurement, analysis . Functional intersects with . CPL-03 . ) ) o 5
and evaluation https://www.iso.org/standard/27001 Protection Assessments to appropriate cybersecurity & data protection policies, standards and
other applicable requirements.
Monitoring, . Mechanisms exist to document and review instances of non-
g . |Buy a copy of ISO 27001 for control content: . . . Non-Compliance . ! ] o
9.1(e) measurement, analysis . Functional intersects with . CPL-01.1 [compliance with statutory, regulatory and/or contractual obligations to 5
. https://www.iso.org/standard/27001 Oversight . ] N .
and evaluation develop appropriate risk mitigation actions.
Monitoring Mechanisms exist to ensure managers regularly review the processes
’ . |Buy a copy of ISO 27001 for control content: . . . Cybersecurity & Data and documented procedures within their area of responsibility to adhere
9.1(f) measurement, analysis . Functional intersects with . CPL-03 . . . o 5
and evaluation https://www.iso.org/standard/27001 Protection Assessments to appropriate cybersecurity & data protection policies, standards and
other applicable requirements.
Monitoring Mechanisms exist to provide governance oversight reporting and
’ . |Buy a copy of ISO 27001 for control content: . . . Status Reporting To recommendations to those entrusted to make executive decisions
9.1(f) measurement, analysis . Functional intersects with . GOV-01.2 ) ) o . 5
and evaluation https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Monitoring, Mechanisms exist to develop, report and monitor cybersecurity & data
nitoring . |Buy a copy of ISO 27001 for control content: . . . . P, Tep y y
9.1(f) measurement, analysis . Functional intersects with |Measures of Performance| GOV-05 |privacy program measures of performance. 5
. https://www.iso.org/standard/27001
and evaluation
Monitoring, . Mechanisms exist to document and review instances of non-
g . |Buy a copy of ISO 27001 for control content: . . . Non-Compliance . . o
9.1(f) measurement, analysis . Functional intersects with . CPL-01.1 |[compliance with statutory, regulatory and/or contractual obligations to 5
. https://www.iso.org/standard/27001 Oversight . ] oo )
and evaluation develop appropriate risk mitigation actions.
Buy a copy of ISO 27001 for control content: This is merely a section title without content.
9.2 Internal audit pe e Functional no relationship N/A N/A N/A N/A y
https://www.iso.org/standard/27001
B of ISO 27001 for control content: Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
9.2.1 General Uy a copy . Functional subset of y g ] y CPL-01 P 10
https://www.iso.org/standard/27001 Contractual Compliance relevant statutory, regulatory and contractual controls.
Mechanisms exist to implement an internal audit function that is
f1SO 27001 f trol tent: idi i izati ith insi i
921 General Buy a copy o . or control conten Functional intersects with Internal Audit Function | CPL-02.1 capable of Prowdmg senior orgarylza'Flon management Wlth |nS|ght§ into 5
https://www.iso.org/standard/27001 the appropriateness of the organization's technology and information
governance processes.
Mechanisms exist to implement an internal audit function that is
B f1SO 27001 f trol tent: . . idi i izati ith insights int
9.2.1(a)(1) General Hyacopyo . orcontrot conten Functional intersects with Internal Audit Function | CPL-02.1 capable of p?rowdlng senior orgarleatolon management wi ) insig S 1nto 5
https://www.iso.org/standard/27001 the appropriateness of the organization's technology and information
governance processes.
Mechanisms exist to implement an internal audit function that is
Buy a copy of ISO 27001 for control content: le of idi i izati t with insights int
9.2.1(a)(2) General W Py ) Functional intersects with Internal Audit Function | CPL-02.1 capable o Prowdlng senior Organ.lzallon management wi . insig §|n o 5
https://www.iso.org/standard/27001 the appropriateness of the organization's technology and information
governance processes.
Mechanisms exist to implement an internal audit function that is
Buy a copy of ISO 27001 for control content: ble of idi i anizatio anagement with insights into
9.2.1(b) General y by . Functional intersects with Internal Audit Function | CPL-02.1 capable o va' Ing senior org rTIZ _I nmanagement wi ) Insig . n 5
https://www.iso.org/standard/27001 the appropriateness of the organization's technology and information
governance processes.
Buy a copy of ISO 27001 for control content: Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
9.2.2 Internal audit programme y Py . Functional subset of y g ] y CPL-01 P 10
https://www.iso.org/standard/27001 Contractual Compliance relevant statutory, regulatory and contractual controls.
Mechanisms exist to compel data and/or process owners to monitor
Buy a copy of ISO 27001 for control content: . . s icati i i trol i
9.2.2 Internal audit programme wy itd . Functional intersects with Monitor Controls GOV-15.5 syst.ems appl.lcatlons and/or sercheS under their control on an ongom.g 3
https://www.iso.org/standard/27001 basis for applicable threats and risks, as well as to ensure cybersecurity
& data privacy controls are operating as intended.
Mechanisms exist to implement an internal audit function that is
Buy a copy of ISO 27001 for control content: le of idi i izati t with insights int
9.2.2 Internal audit programme y by . Functional intersects with Internal Audit Function | CPL-02.1 capable o I?rOV|d|ng senior Orgaﬁlza.lon management wi . insig S Into 5
https://www.iso.org/standard/27001 the appropriateness of the organization's technology and information
governance processes.
Mechanisms exist to implement an internal audit function that is
B fISO 27001 for control content: . . idi i izati t with insights int
9.2.2(a) Internal audit programme 1y acopyo . or Functional intersects with Internal Audit Function | CPL-02.1 capable of p?rowdlng senior orgarleat.lon management wi . insig S 1nto 5
https://www.iso.org/standard/27001 the appropriateness of the organization's technology and information
governance processes.
Mechanisms exist to implement an internal audit function that is
Buy a copy of ISO 27001 for control content: le of idi i izati t with insights int
9.2.2(b) Internal audit programme wy itd . Functional intersects with Internal Audit Function | CPL-02.1 capable o PFOVIdIng senior Organ.lzallon management wi . insig S Into 5
https://www.iso.org/standard/27001 the appropriateness of the organization's technology and information
governance processes.
Mechanisms exist to implement an internal audit function that is
Buy a copy of ISO 27001 for control content: ble of idi ioro izatio t with insights into
9.2.2(c) Internal audit programme y by . Functional intersects with Internal Audit Function | CPL-02.1 capable o va' ing senior rgarlea.l nmanagement wi ) Insig S " 5
https://www.iso.org/standard/27001 the appropriateness of the organization's technology and information
governance processes.
Buy a copy of ISO 27001 for control content: This is merely a section title without content.
9.3 Management review i = . Functional no relationship N/A N/A N/A N/A y
https://www.iso.org/standard/27001
Mechanisms exist to coordinate cybersecurity, data protection and
Buy a copy of ISO 27001 for control content: Steering Committee & i i i i i
9.3.1 General uy py . r r Functional intersects with g : GOV-01.1 busme.ss alignment through ? steering 9ommlttee or édVlsory board, 5
https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
Mechanisms exist to provide governance oversight reporting and
B f1SO 27001 for control content: Status Reporting To i ted t k ti isi
9.3.1 General uy a copy o . Functional intersects with ‘p g GOV-01.2 recommendations t9 those entru.s ed to make e.xec.u ive decisions . 5
https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Mechanisms exist to coordinate cybersecurity, data protection and
9.3.2(a) Manag(.ament review |Buy a copy of.ISO 27001 for control content: Functional intersects with Steering Commit.tee & GOV-01.1 busine'ss alignment through é steering c‘ommittee or a'\dvisory boal"d, 5
inputs https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
Mechanisms exist to provide governance oversight reporting and
Management revie Buy a copy of ISO 27001 for control content: Status Reporting To ti toth trusted t ki ti isi
9.3.2(a) g' view uy py ' Functional intersects with ‘p g GOV-01.2 recommendations 9 oseen ru.s ed toma ee.xec.u ive decisions . 5
inputs https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Mechanisms exist to coordinate cybersecurity, data protection and
9.3.2(b) Manag(.ament review |Buy a copy of.ISO 27001 for control content: Functional intersects with Steering Commitjcee & GOV-01 .1 busine.ss alignment through ? steering c.ommittee or édvisory board, 5
inputs https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
Mechanisms exist to provide governance oversight reporting and
9.3.2(b) Managt.ement review |Buy a copy of.ISO 27001 for control content: Functional intersects with Status Re.porting To GOV-01.2 recommendations tF) those entru'sted to make e?(ecytive decisions . 5
inputs https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Mechanisms exist to provide governance oversight reporting and
Management revie Buy a copy of ISO 27001 for control content: Status Reporting To ti toth trusted t k ti isi
9.3.2(c) g' view uy py ' Functional intersects with ‘p g GOV-01.2 recommendations 9 oseen ru.s ed toma ee.xec.u ive decisions . 5
inputs https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Mechanisms exist to coordinate cybersecurity, data protection and
Management review |Buy a copy of ISO 27001 for control content: Steering Committee & busi li tth h a steeri ittee or advisory board,
9.3.2(c) g. v by . Functional intersects with g ) GOV-01.1 usme.ss alignment throug ?S eering c.omml ' ] visory r 5
inputs https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
Mechanisms exist to coordinate cybersecurity, data protection and
M t revi B opy of ISO 27001 fo trol content: Steering Committee & i i i i i
9.3.2(d) anag('emen review uy a copy . r control conten Functional intersects with g : GOV-01.1 busme.ss alignment through ? steering gommlttee or édV|sory board, 5
inputs https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
Mechanisms exist to provide governance oversight reporting and
Management review [Buy a copy of ISO 27001 for control content: Status Reporting To ti toth trusted t k ti isi
9.3.2(d) g. uy py ' Functional intersects with 'p g GOV-01.2 recommendations 9 oseen ru.s edtoma ee.xec.u ive decisions . 5
inputs https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Mechanisms exist to provide governance oversight reporting and
Management review |Buy a copy of ISO 27001 for control content: Status Reporting To commendations to those entrusted to make executive decisions
9.3.2(d)(1) & y:acopy ot Functional intersects with porting Gov-01.2|" 1ons i xecutive decisions 5
inputs https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Mechanisms exist to coordinate cybersecurity, data protection and
Management revie Buy a copy of ISO 27001 for control content: . Steering Committee & i i i i dvi board,
9.3.2(d)(1) g' review uy py . r contr n Functional intersects with g : GOV-01.1 busme.ss alignment through ? steering gommlttee oraT visory oar 5
inputs https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
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9.3.2(d)(2)

Management review

Buy a copy of ISO 27001 for control content:

Functional

intersects with

Steering Committee &

GOV-01.1

Mechanisms exist to coordinate cybersecurity, data protection and
business alignment through a steering committee or advisory board,

inputs https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
Mechanisms exist to provide governance oversight reporting and
Management revie Buy a copy of ISO 27001 for control content: Status Reporting To ti toth trusted t k ti isi
9.3.2(d)(2) g' view uy py ' Functional intersects with ‘p g GOV-01.2 recommendations 9 oseen ru.s ed toma ee.xec.u ive decisions . 5
inputs https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Mechanisms exist to provide governance oversight reporting and
Management review [Buy a copy of ISO 27001 for control content: Status Reporting To dati to th trusted t k tive decisi
9.3.2(d)(3) £ yacopyot Functional intersects with Porting GOv-01.2|recommendations to those entrusted to make executive decisions 5
inputs https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Mechanisms exist to coordinate cybersecurity, data protection and
M t revi B f1SO 27001 f trol tent: Steering Committee & i i i i i
9.3.2(d)(3) anag(.emen review uy a copy o . or control conten Functional intersects with g : GOV-01.1 busme‘ss alignment through ? steering c.ommlttee or édwsory board, 5
inputs https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
Mechanisms exist to provide governance oversight reporting and
Management revie Buy a copy of ISO 27001 for control content: Status Reporting To ti toth trusted t k ti isi
9.3.2(d)(4) g' view uy py ' Functional intersects with ‘p g GOV-01.2 recommendations 9 oseen ru.s ed toma ee.xec.u ive decisions . 5
inputs https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Mechanisms exist to coordinate cybersecurity, data protection and
Management review Buy a copy of ISO 27001 for control content: Steering Committee & busi Li tth h a steeri itt dvi board,
9.3.2(d)(4) £ v acopy ot Functional intersects with g . GOv-01.1|Pusiness alignment through a steering committee or advisory boar 5
inputs https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
Mechanisms exist to coordinate cybersecurity, data protection and
Management revie Buy a copy of ISO 27001 for control content: Steering Committee & i i i i i
9.3.2(e) n g' ment review uy py . r contr Functional intersects with g : GOV-01.1 busme.ss alignment through E.l steering gommlttee or e.\dwsory board, 5
inputs https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
Mechanisms exist to provide governance oversight reporting and
Management review [Buy a copy of ISO 27001 for control content: Status Reporting To ti toth trusted t k ti isi
9.3.2(¢) g. y py ‘ Functional intersects with ‘p g GOV-01.2 recommendations 9 oseen ru.s edtoma ee.xecy ive decisions . 5
inputs https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Mechanisms exist to provide governance oversight reporting and
9.3.2(f) Managément review |Buy a copy of.ISO 27001 for control content: Functional intersects with Status Re.porting To GOV-01.2 recommendations t? those entru'sted to make e'xec%,ltive decisions ' 5
inputs https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Mechanisms exist to coordinate cybersecurity, data protection and
Management revie Buy a copy of ISO 27001 for control content: Steering Committee & i i i i i
9.3.2(f) g' view uy py ' r r Functional intersects with g : GOV-01.1 busme.ss alighment through ? steering gommlttee or édVlsory board, 5
inputs https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
Mechanisms exist to coordinate cybersecurity, data protection and
Management review Buy a copy of ISO 27001 for control content: Steering Committee & i i tth h a steeri itt i .
9.3.2(g) g. y py . Functional intersects with g : GOV-01.1 busme.ss alignment throug z.a steering c.omml ee or édwsory board 5
inputs https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
Mechanisms exist to provide governance oversight reporting and
M t revi B fISO 27001 f trol content: Status Reporting To i i isi
9.3.2(g) anag(.amen review uy a copy o . or contr Functional intersects with .p g GOV-01.2 recommendations t? those entru‘sted to make e.xecytlve decisions ' 5
inputs https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Mechanisms exist to coordinate cybersecurity, data protection and
M t revi B fISO 27001 for control content: Steering Committee & i i i i i
933 anagement review uy a copy O ' or Functional intersects with ing i : GOV-01.1 busme.ss alignment through ? steering c.ommlttee or ardwsory board, 5
results https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
Mechanisms exist to provide governance oversight reporting and
M ment review |Buy a copy of ISO 27001 for control content: Status Reporting To i ted t k tive decisi
9.3.3 anage y py . Functional intersects with .p g GOV-01.2 recommendations t? those entru.s ed to make e.xec.u ive decisions . 5
results https://www.iso.org/standard/27001 Governing Body about matters considered material to the organization’s cybersecurity &
data protection program.
Buy a copy of ISO 27001 for control content: This is merely a section title without content.
10.0 Improvement o e . Functional no relationship N/A N/A N/A N/A y
https://www.iso.org/standard/27001
Cybersecurity & Data Mechani ist to facilitate the impl tati f cybersecurity &
. . Buy a copy of ISO 27001 for control content: . y . y ee amsmg existioTactiitate the Imptementation ot cy unty
10.1 Continual improvement . Functional subset of Protection Governance | GOV-01 |data protection governance controls. 10
https://www.iso.org/standard/27001
Program
‘ . Buy a copy of ISO 27001 for control content: . . . Cyberse'curity & Data Mech.anisms e>.(ist to provide a Cybersecurit'y &.data protec'tion controls
10.1 Continual improvement . Functional intersects with Protection Controls CPL-02 |oversight function that reports to the organization's executive 5
https://www.iso.org/standard/27001 . .
Oversight leadership.
Mechanisms exist to coordinate cybersecurity, data protection and
Buy a copy of ISO 27001 for control content: Steering Committee & busi li tth h a steeri itt advisory board,
10.1 Continual improvement v by . Functional intersects with g . GOV-01.1 usme.ss atignment throug ?S eering c.omml eeor ] visory r 5
https://www.iso.org/standard/27001 Program Oversight comprised of key cybersecurity, data privacy and business executives,
which meets formally and on a regular basis.
Mechanisms exist to document and review instances of non-
Nonconformity and Buy a copy of ISO 27001 for control content: . . . Non-Compliance . ! ,XI Y reviewt L
10.2 . . . Functional intersects with . CPL-01.1 [compliance with statutory, regulatory and/or contractual obligations to 5
corrective action https://www.iso.org/standard/27001 Oversight . . e .
develop appropriate risk mitigation actions.
Mechani isttod t and review instances of non-
Nonconformity and Buy a copy of ISO 27001 for control content: . . . Non-Compliance ¢ a.nlsms e.XIS o doctment and review o
10.2(a) . . . Functional intersects with . CPL-01.1 [compliance with statutory, regulatory and/or contractual obligations to 5
corrective action https://www.iso.org/standard/27001 Oversight . . L .
develop appropriate risk mitigation actions.
. Mechani ist to document and review instances of non-
Nonconformity and Buy a copy of ISO 27001 for control content: . . . Non-Compliance e a.nlsms e,XIS © L
10.2(a)(1) . . . Functional intersects with . CPL-01.1 |[compliance with statutory, regulatory and/or contractual obligations to 5
corrective action https://www.iso.org/standard/27001 Oversight . ] L .
develop appropriate risk mitigation actions.
Mechanisms exist to document and review instances of non-
Nonconformity and Buy a copy of ISO 27001 for control content: . . . Non-Compliance . . .
10.2(a)(2) . . . Functional intersects with . CPL-01.1 [compliance with statutory, regulatory and/or contractual obligations to 5
corrective action https://www.iso.org/standard/27001 Oversight . ] R )
develop appropriate risk mitigation actions.
Mechanisms exist to document and review instances of non-
Nonconformity and Buy a copy of ISO 27001 for control content: . . . Non-Compliance ee . ! ,XI Y viewt L
10.2(b) . . . Functional intersects with . CPL-01.1 [compliance with statutory, regulatory and/or contractual obligations to 5
corrective action https://www.iso.org/standard/27001 Oversight . . e .
develop appropriate risk mitigation actions.
Mechani isttod t and review inst f -
Nonconformity and Buy a copy of ISO 27001 for control content: . . . Non-Compliance e a.nlsms e_XIS 0 document and review instances otnon L
10.2(b)(1) . . . Functional intersects with . CPL-01.1 [compliance with statutory, regulatory and/or contractual obligations to 5
corrective action https://www.iso.org/standard/27001 Oversight . . oL .
develop appropriate risk mitigation actions.
. Mechanisms exist to document and review instances of non-
Nonconformity and Buy a copy of ISO 27001 for control content: . . . Non-Compliance . . L
10.2(b)(2) . . . Functional intersects with . CPL-01.1 |compliance with statutory, regulatory and/or contractual obligations to 5
corrective action https://www.iso.org/standard/27001 Oversight . ] o .
develop appropriate risk mitigation actions.
Mechanisms exist to document and review instances of non-
Nonconformity and Buy a copy of ISO 27001 for control content: . . . Non-Compliance . . L
10.2(b)(3) . . ) Functional intersects with . CPL-01.1 |[compliance with statutory, regulatory and/or contractual obligations to 5
corrective action https://www.iso.org/standard/27001 Oversight . ] R )
develop appropriate risk mitigation actions.
Mechanisms exist to document and review instances of non-
Nonconformity and Buy a copy of ISO 27001 for control content: . . . Non-Compliance . ! ,XI .
10.2(c) ) . ) Functional intersects with ) CPL-01.1 [compliance with statutory, regulatory and/or contractual obligations to 5
corrective action https://www.iso.org/standard/27001 Oversight . ] N )
develop appropriate risk mitigation actions.
Mechanisms exist to document and review instances of non-
Nonconformity and Buy a copy of ISO 27001 for control content: . . . Non-Compliance .n| m . L
10.2(d) . . . Functional intersects with . CPL-01.1 [compliance with statutory, regulatory and/or contractual obligations to 5
corrective action https://www.iso.org/standard/27001 Oversight . . L .
develop appropriate risk mitigation actions.
. Mechanisms exist to document and review instances of non-
Nonconformity and Buy a copy of ISO 27001 for control content: . . . Non-Compliance . . L
10.2(e) . . . Functional intersects with . CPL-01.1 [compliance with statutory, regulatory and/or contractual obligations to 5
corrective action https://www.iso.org/standard/27001 Oversight . ] L .
develop appropriate risk mitigation actions.
Mechanisms exist to document and review instances of non-
Nonconformity and Buy a copy of ISO 27001 for control content: . . . Non-Compliance . . L
10.2(f) . . ) Functional intersects with . CPL-01.1 |[compliance with statutory, regulatory and/or contractual obligations to 5
corrective action https://www.iso.org/standard/27001 Oversight . ] o .
develop appropriate risk mitigation actions.
Mechanisms exist to document and review instances of non-
Nonconformity and Buy a copy of ISO 27001 for control content: . . . Non-Compliance . . L
10.2(g) Functional intersects with CPL-01.1 [compliance with statutory, regulatory and/or contractual obligations to 5

corrective action

https://www.iso.org/standard/27001

Oversight

develop appropriate risk mitigation actions.
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