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a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]: 1. [Selection (one or
more): O ; p ;
System-level] access control policy that:a. Addresses purpose,
scope, roles, responsibilities, management commitment,
entities, and
andb. Is consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and guidelines;
AC-01 Policy and Procedures | and2. Procedures to facilitate the implementation of the access
control policy and the associated access controls;b. Designate
an [Assignment: organization-defined official] to manage the
and of the access
control policy and procedures; andc. Review and update the
urrent 1. Policy
defined
defined events]; and2. Procedures [Assignment: organization-
defined

Functional

Relationship

Intersects With

Publishing
Cybersecurity & Data
Protection
Documentation

GOV-02

Control Desc:

Mechanisms exist to establish,
maintain and disseminate
cybersecurity and data protection
policies, standards and procedures.

Relations|

AC-01

AC-01

AC-01

High
(FedRAMP)

AC-01

a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]: 1. [Selection (one or
more): O ; p ;
System-level] access control policy that:a. Addresses purpose,
scope, roles, responsibilities, management commitment,
entities, and
andb. Is consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and guidelines;
AC-01 Policy and Procedures | and2. Procedures to facilitate the implementation of the access
control policy and the associated access controls;b. Designate
an [Assignment: organization-defined official] to manage the
and of the access
control policy and procedures; andc. Review and update the
urrent 1. Policy
defined
defined events]; and2. Procedures [Assignment: organization-
defined

Functional

Intersects With

Periodic Review &
Update of
Cybersecurity & Data
Protection Program

GOV-03

Mechanisms exist to review the
cybersecurity and data protection
program, including policies, standards
and procedures, at planned intervals
orif significant changes occur to
ensure their continuing suitability,
adequacy and effectiveness.

AC-01

AC-01

AC-01

AC-01

a. Develop, document, and disseminate to [Assignment
organization-defined personnel or roles]: 1. [Selection (one or
more): ; p ;
System-level] access control policy that:a. Addresses purpose,
scope, roles, responsibilities, management commitment,
entities, and
andb. Is consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and guidelines;
AC-01 Policy and Procedures | and2. Procedures to facilitate the implementation of the access
control policy and the associated access controls;b. Designate
an [Assignment: organization-defined official] to manage the
and of the access
control policy and procedures; andc. Review and update the
urrent 1. Policy
defined
defined events]; and2. Procedures [Assignment: organization-
defined

Functional

Subset Of

Identity & Access
Management (IAM)

IAC-01

Mechanisms exist to facilitate the
implementation of identification and
access management controls.

AC-01

AC-01

AC-01

AC-01

a. Define and document the types of accounts allowed and
specifically prohibited for use within the system;b. Assign
account

prerequisites and criterial for group and role membership;d.
Specify:1. Authorized users of the system;2. Group and role
membership; and3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as required)) for
each accounte. R s by

defined personnel or roles] for requests to create accounts;f.
Create, enable, modify, disable, and remove accounts in

ith policy,
procedures, prerequisites, and criterial;g. Monitor the use of

ts;h. Notify account
defined personnel or roles] 1.

organization-defined time period] when accounts are no longer
required;2. time period]
users ar and3.
organization-defined time period] when system usage or need-to-
know changes for an individual;i. Authorize access to the system
based on:1. Avalid
usage; and3. [Assignment: organization-defined attributes (as
required)J;j. Review accounts for compliance with account

AC-02 Account Management

frequency);k. Establish and implement a process for changing
shared or t (if dep!

individuals are removed from the group; andL. Align account
management processes with personnel termination and transfer
orocesses

Functional

Intersects With

Termination of

IAC-07.2

Mechanisms exist to revoke user
access rights in a timely manner, upon

or
contract.

AC-02

AC-02

AC-02

AC-02

AC-02

. Define and document the types of accounts allowed and
specifically prohibited for use within the system;b. Assign

account fined

prerequisites and criteria] for group and role membership;d.
Specify:1. Authorized users of the system;2. Group and role
membership; and3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as required)] for

each accountie. R Is b
defined personnel or roles] for requests to create accounts;f.
Create, enable, modify, disable, and remove accounts in

ith defined policy,
procedures, prerequisites, and criterial;g. Monitor the use of

ts;h. Notify account
personnel or roles] 1.

organization-defined time period] when accounts are no longer
required;2. time period]
users are terminated or transferred; and3. [Assignment:
organization-defined time period] when system usage or need-to
know changes for an individual;i. Authorize access to the system
based o lid
usage; and3. [Assignment: organization-defined attributes (as
required)];j. Review accounts for compliance with account

AC-02 Account Management

frequency];k. Establish and implement a process for changing
shared or t (if deployed) when
individuals are removed from the group; and. Align account
management processes with personnel termination and transfer
nrocesses

Functional

Intersects With

Account Management

IAC-15

Mechanisms exist to proactively
govern account management of
individual, group, system, service,
application, guest and temporary
accounts.

AC-02

AC-02

AC-02

AC-02

AC-02
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Set Theory Relationship Mapping (STRM)

Secure Controls Framework (SCF)

trength of
FDEName SCF Control SCF# Strongth o

Focal Document Element (FDE) Description

Control Descri

. Define and document the types of accounts allowed and
specifically prohibited for use within the system;b. Assign
account
prerequisites and criteria] for group and role membership;d.
Specify:1. Authorized users of the system;2. Group and role
membership; and3. Access authorizations (L., privileges) and
[Assignment: organization-defined attributes (as required)] for
each accountie. R isb
defined personnel or oles] for requests to create accountsif.
Create, enable, modify, disable, and remove accounts in
ith policy,
procedures, prerequisites, and criterial;g. Monitor the se of
ts:h. Notify account
defined L Jwithin:1. Mechanisms exist to check the validit
AC-02 Account Management personnetor Functional | Intersects With | Input Data Validation | TDA-18 . ! Vet 5 Ac02 | Ac-02 | Ac02 | Aco2 | Ac-o2
organization-defined time period] when accounts are no longer of information inputs.
required;2. time period]
users ar and3. [ :
organization-defined time period] when system usage or need-to,
know changes for an individual;i. Authorize access to the system
based on:1. Avalid
usage; ands. [Assignment: organization-defined attributes (as
required)];j. Review accounts for compliance with account
frequencyl;k. Establish and implement a process for changing
shared or t (ifdep!
individuals are removed from the group; andl. Align account
management processes with personnel termination and transfer
orocesses.
a. Define and document the types of accounts allowed and
prohibited for use within the system;b. Assign
account : defined
prerequisites and criteria] for group and role membershipid.
Specify:1. Authorized users of the system;2. Group and role
membership; and3. Access authorizations (L., privileges) and
[Assignment: organization-defined attributes (as required)] for
each accountie. R is b
defined personnel o roles] for requests to create accountsi.
Create, enable, modify, disable, and remove accounts in
ith defined policy,
procedures, prerequisites, and criterial;g. Monitor the se of Cryptographic mechanisms exist to
tsih. Notify account implement strong cryptography and
ersonnel or 1. Safeguarding Data security protocols to safeguard
Ac-02 Account Management per ! Functional | Intersects With guardng NET-12 VP & 5 AC-02 | AC-02 | Aco2 | Ac-02 | AC-02
organization-defined time period] when accounts are no longer Over Open Networks sensitive/regulated data during
required;2. time period] over open, public
users are terminated or transferred; and3. [Assignment: networks.
organization-defined time period] when system usage or need-to
know changes for an individual;i. Authorize access to the system
based on:1. Avalid
usage; anda. [Assignment: organization-defined attributes (as
required)];j. Review accounts for compliance with account
frequency];k. Establish and implement a process for changing
shared or t (if deployed) when
individuals are removed from the group; andl. Align account
management processes with personnel termination and transfer
brocesses
Account Managementl| g, 1+ the management of system accounts usin d exstto
AC-02(01) Automated System | >*°P & e Functional | Intersects With | Account Management |IAC-15.1 | support the management of system 5 AC-02(01) AC-02(01) | AC-02(01) | AC-02(01)
Account (Directory Services) accounts (e.g.. directory services).
‘Account Management ‘Automated mechanisms exist to
o Mamegemen! | Automaticaty[Setection (one): remove;disabte] temporary and Removalof Tompora e e et
AC-02(02) porary it Functional Equal Poray | rc1s.2 porary. 10 AC-2(2) | AC-2(2)
and Emergency / Emergency Accounts emergency accounts after an
time period for each type of account].
Account fined time period for
Disabl time
period] when the accounts:a. Have expired;b. Are no longer Automated mechanisms exist to
Account | Disable Inactive
AC-02(03) P ith a user or individualic. Are in violation of Functional Equal PR 1AC-15.3 | disable inactive accounts after an 10 Ac2@) | Ac2(3)
organizational policy; ord. Have been inactive for [Assignment: organization-defined time period.
fined time periodl.
‘Automated mechanisms exist to audit
Account ! account creation, enablin Automated Audit account creation, modification,
AC-02(04) Automated Audit " & Functional Equal 1AC-15.4 | enabling, disabling and removal 10 AC-2(4) | AC-2(4)
disabling, and removal actions. Actions
Actions actions and notify organization-
defined personnel or roles.
Mechanisms exist to initiate a session
lock after an organization-defined time
Account Management | oAU et when period of inactivity, or upon receiving a
AC-02(05) o oo eined time period of expected nactivty or description of when | Functionat Equal Session Lock IAC-24 |request from a user and retain the 10 AC-2(5) | AC-2(5)
¥ Log tologout]. session lock until the user
reestablishes access using
a. Establish and administer privileged user accounts in Mechanisms exist to enforce Role-
Account Managament| ©€0TaCE wih Selecton (one): a roe-based access schame; Based Access Control (RBAC) for
ttribute-based hemel:b. Monitor privileged rols Role-Based A Technology Assets, Applications,
AC-0207) orilogen tuer |20 attbute-based access schemel. Monitor priviegedroloor | [ caual ole-Based Access | |, . | Technology Asssts, Applications o o) e e || e
e attribute assignments;c. Monitor changes to roles or attributes; Control (RBAC) Services and/or Data (TAASD) to
andd. Revoke access when privileged role o attribute restrict access to individuals assigned
are no longer t specific roles with legitimate business
‘Account Management | Mechanisms exist to athorize the use
Restrictions on Use of | O PeTMit the use of shared and group accounts that meet Restrictions on Shared of shared/group accounts only under
AC-02(09) conditions for Functional Equal 1AC-15.5 group v 10 Ac29) | Ac-2(9)
Shared and Group Groups / Accounts certain organization-defined
shared and group accounts].
Accounts ndition:
AC-02(10) Withdrawn Functional _|_not related to N/A NA NA 0| Withdrawn in NIST SP 800-53 RS AC-2(10) | AC-2(10)
. Vanagoment| ‘Automated mechanisms exist to
ccount
AC-02(11) Usagecmjmns and/or usage conditions] for [Assignment: organization-defined | Functional Equal Usage Conditions [ 1AC-15.8 | enforce usage conditions for users 10 Ac-2(11)
v sl and/or roles.
Mechanisms exist to utilize User &
Entity Behavior Analytics (UEBA)
a. Monitor system accounts for [Assignment: organization-
Account Management | and/or User Activity Monitoring (UAM)
defined atypical usagel; andb. Report atypical usage of system
AC-02(12) Account Monitoring for Functional Equal Anomalous Behavior | MON-16 |~ solutions to detect and respond to 10 AC2(12) | AC-2(12)
accounts to [Assignment: organization-defined personnel or
Atypical Usage ool anomalous behavior that could
g indicate account compromise or other
A v
Mechanisms exist to expedite the
ccount | o Morri | s [imatanaossaTosan
igh- - [individu
AC-02(13) Disable Accounts for |defined time period] of discovery of [Assignment: organization- |  Functional | Intersects With © e 5 AC-2(13)
Terminations 00.2 |Assets, Applications, Services and/or
High-risk Individuals |defined significant risks].
Data (TAASD) upon termination, as
by
Mechanisms exist to disable accounts
Account I Drsabl Account Disabling for mmediately upon notification fo
immediately u ification for
AC-02(13) Disable Accounts for |defined time period] of discovery of [Assignment: organization- |  Functional | Intersects With 1AC-15.6 v up 5 AC-2(13)
High Risk Individuals users posing a significant risk to the
High-risk Individuals |defined significant risks].
- N o ogont o Techansmte:ws:genfome Logn:a:‘ }
o
AC-03 Access Enforcement |information and system resources in accordance with applicable|  Functional | Intersects With | Access Enforcement | 1aC-20 |AcCesS Contrel (LAC) permissions that 5 AC-03 | Ac03 | Ac-03 | Ac-03
conform to the principle of "least
access control policies. b
privilege.
Cryptographic mechanisms exist to
lement st tography and
Enforce approved authorizations for logical access to Safoguarding Dot o o
uardi uri uar
AC-03 Access Enforcement.information and system resouroes in accordance with applicable|  Functional | Intersects With | 8T 98 | ner.12 VP o 5 AC-03 | AC03 | AC03 | AC-03
access control policies. P e
transmission over open, public
networks.
Enf d fortogioal o Mech tto check the validit
lechanisms exist to check the val
AC-03 Access Enforcement.information and system resources in accordance with applicable|  Functional | Intersects With | Input Data Validation | TDA-18 | 67091 & W“pms vandy 5 AC-03 | AC03 | AC03 | AC-03
polic -
Mechanisms exist to design,
Enforce approved authorizations for controlling the flow of i ! e
Data Flow implement and review firewall and
Information Flow [ information within the system and between connected systems
Ac-04 Functional Equal Enforcement - Access | NET-04 |router configurations to restrict 10 AC-04 Ac-0a | Ac04 | Acoa
based on defined information flow
Control Lists (ACLS) connections between untrusted
control policies].
networks and internal system:
Secure Controls Framework (SCF) 20f39
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Secure Controls Framework (SCF)
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a. Enforce information flow control using [Assignment:
organization-defined security or privacy policy filters] as a basis Automated mechanisms exist to
nformation Flow | decision defined evaluate access requests against
Enforcement | Security for : Policy Decision Point | NET- al 8
AC-04(08) and Prvocy Potiey | ormation flows}; andb. [Selection (one or morel: Block; Strp; | Functional Equal pop) 04 |established criteriato dynamically and 10 AC-04(08)
Fm:’s ¥ | Modify; Quarantine] data after a ilter processing failure in *" | uniformly enforce access rights and
ith or permissions.
privacy polieyl.
Mechanisms exist to ensure network
Information Flow Separate information flows logically or physically using architecture utilizes network
Physical| and/ol Network Segmentation 'segmentation to isolate Technolog
AC-04(21) | Physi ’ Functional Equal ricSeg N NET-06 | tonto e 10 AC-04(21) | AC-04(21)
orLogical Separation defined (macrosegementation) Assets, Applications and/or Services
of Information Flows required separations by types of information]. (TAAS) to protect from other network
resources.
a. Identify and document [Assignment: organization-defined Mechanisms exist to check the validity
AC-05 Separation of Duties  |duties of individuals requiring separation]; andb. Define system | Functional | Intersects With | Input Data Validation | TDA-18 |of information inputs. 5 Ac0s | Ac-05 | Ac-0s
to support separation of duties.
Mechanisms exist to enforce a two-
a. Identify and document [Assignment: organization-defined Dual Authorization for | CHG- erson rule for implementing changes
- | person rute for i
AC-05 Separation of Duties | duties of individuals requiring separation]; andb. Define system | Functional | Intersects With P P ' chang 5 Ac0s | Ac-05 | Ac-0s
Change 043 |tocritical Technology Assets,
access authorizations to support separation of duties.
Services (TAAS).
Cryptographic mechanisms exist to
implement strong cryptography and
a.Identify and document [Assignment: organization-defined Sateguarding Data e
AC-05 Separation of Duties | duties of individuals requiring separation]; andb. Define system Functional | Intersects With 8! s NET-12 P 8 5 AC-05 AC-05 AC-05
Over Open Networks sensitive/regulated data during
access authorizations to support separation of duties.
transmission over open, public
networks.
Mechanisms exist to implement and
@ Identify and document [Assignmant: orgnization-defined Separation of Duties mntain Soperaton of s (SoD)to
AC-05 Separation of Duties | duties of individuals requiring separation]; andb. Define system Functional | Intersects With P HRS-11 P 5 AC-05 AC-05 AC-05
(SoD) prevent potential inappropriate activity
access authorizations to support separation of duties.
without collusion.
Mechanisms exist to utilize the
tof least privilege, all
Employ the principle of least privilege, allowing only authorized concept of least privilege, allowing
only authorized access to processes
AC-06 LeastPrivilege | accesses for users (or processes acting on behalfof users) that | Functional | IntersectsWith | Least Privilege | 1AC-21 5 AC-06 Ac06 | AC-06 | Ac-0s
necessary to accomplish assigned
are necessary to accomplish assigned organizational tasks.
tasks in accordance with
business functions.
Mech tto enforce Logical
Employ the principle of least privilege, allowing only authorized lechanisms exist to enforce Logical
Access Control (LAC) permissions that
AC-06 LeastPrivilege | accesses for users (o processes acting on behalf of users) that | Functional | Intersects With | Access Enforcement | 1AC-20 |25 Bomire (4 parmiesns & 5 AC-06 Ac06 | AC-06 | Ac-0s
are necessary to accomplish assigned organizational tasks. princip
privilege.
Auth or
Least Privilege | Mechanisms exist to limit access to
roles] to:a. de d Authorize Access to
AC-06(01) Authorize Access to Functional Equal IAC-21.1 | security functions to explicitly- 10 AC-06(01) | AC-06(01)
security functions (deployed in hardware, software, and Security Functions
Security Functions authorized privileged users.
firmware)l: andb.
Lamst ool Non- | e ooy fumtons s Non-Priviged Access regacusr o s g
i : organization- defi urity functions or security- rivileged users from using privi
AC-06(02) privileged Access for © © Y Y| Functional Equal forNon-Security [ 1AC-21.2 | P18 g privicg 10 AC-06(02) AC-06(02) | AC-06(02)
relevant use d roles, when accounts, while performing non-
Nonsecurity Functions Functions
accessing functions. security functions.
Mechanisms exist to authorize remote
to perf leged
Authorize network access to [Assignment: organization-defined access to perform privilege
Least Privilege | commands on critical Technology
privileged for Network Access to
AC-06(03) Network Access to Functional Equal IAC-21.6 | Assets, Applications and/or Services 10 AC-06(03)
defined compelling operational needs] and document the Privileged Commands
Privileged Commands (TAAS) or where sensitive/regulated
rationale for such access in the security plan for the system.
datais stored, transmitted and/or
for compelling
Mechanisms exist to restrict the
LeastPrivilege | |Restrict the system Management Approval assignment of privileged accounts to
i rivil u
AC-06(05) " Functional Equal ForPrivileged  [1AC-21.3| 2% priviiee 10 AC-06(05) | AC-06(05)
Privileged A it personnelor roles]. pproved personnel
Accounts
and/or roles.
Mech: t 1 dically-
a. Review [Assignment: organization-defined frequency] the lechanisms exist to perlodically
review the privileges assigned to
Loast rivioge | Roviw | PVI98SS 8558NE0 o Assignment: organization-defined roles or Poriodic Roviowof e ot
AC-06(07) & classes of users] to validate the need for such privileges; andb. Functional Equal Iac-17 |"dviau e u 10 AC-06(07)
of User Privileges Account Privileges validate the need for such privileges
Reassign or remove privileges, if necessary, to correctly reflect
and reassign or remove unnecessary
organizational mission and business needs.
orivileges. as necessarv.
Automated mechanisms exist to
Least Privilege| | Prevent the following software from executing at higher privilege privtoge Lovals for :mm . mm"s‘ pieh :;ecw" o
AC-06(08) Privilege Levels for | levels than users executing the software: [Assignment: Functional Equal & 1ac-21.7|" PP e 10 AC-06(08)
Code Execution higher privilege levels than the user's
Code Execution  |organization-defined software].
orivileges.
Least Privilege | L Auditing Use of Mech tto audit th
AC-06(09) east Privilege [Log || o eecution of privileged functions. Functional Equal uditingUse of 1, 57 4| Mechanisms exist to audit the 10 AC-06(09) | AC-06(09)
Use of Privileged Privileged Functions execution of privileged functions.
Mechanisms exist to prevent non-
Least Privilege |
Prohibit Non-privileged Prohibit Non-Privileged privileged users from executing
AC-06(10) U rom Exaeumg | P7E¥e non-prvileged users rom excuting prleged functions. | - Functional Equal Users from Executing | IAC-21.5 | privileged functions to include 10 AC-06(10) AC-06(10) | AC-06(10)
Privileged Functions disabling, circumventing or altering
Privileged Functions
curity
a. Enforce a limit of [Assignment: organization-defined number]
consecutive invalid logon attempts by a user during & Mechanisms exist o onforce a it for
[Assignment: organization-defined time period]; andb.
consecutive invalid login attempts by a
Automatically [Selection (one or more): lock the account or node
. Logon |foram e poriod ook the user during an organization-defined
AC-07 : Functional Equal Account Lockout | 1AC-22 |time period and automatically locks 10 ac07 | Ac-07 | Aco7 | Aco7
Attempts account or node until released by an administrator; delay next
logon prompt per [Assignment: organization-defined delay the account when the maximum
r[Assi : organization-defi
0N prompt © © Y number of unsuccessful attempts is
lgorithm]; notify take other
exceeded.
organization-defined action]] when the maximum number of
attemp ded
Purge or wipe information from [Assignment: organization-
L Logon |defined based on Mechanisms exist to remotely purge
AC-07(02) Attempts | Purge or | defined purging or wiping requirements and techniques] after Functional Equal Remote Purging | MDM-05 | selected information from mobile 10 AC-07(02)
Wipe Mobile Device number] devices.
device logon att
a. Display
notification message or banner] to users before granting access
to the system that provides privacy and security notices
consistent with applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines and state that:1.
Users are us. system;2.
may be monitored, recorded, and subject to audit; Mechanisms exist to utilize system
Unauthorized use of the system is prohibited and subject to use notification / logon banners that
System Use criminal and civil penalties; and4. Use of the system indicates System Use display an approved system use
Ac-08 o | consent to monitoring and recordingib. Retain the notification | Functional Equal Notification (Logon | SEA-18 |notification message or banner before 10 Ac08 | Ac-08 | Acos | Ac-os
message or banner on the screen until users acknowledge the Banner) granting access to the system that
usage conditions and take explicit actions to log on to or further provides cybersecurity and data
access the system; andc. For publicly accessible systems:1. protection notices.
Display system use information [Assignment: organization-
defined conditions], before granting further access to the
publicly accessible system;2. Display references, if any, to
monitoring, recording, or auditing that are consistent with
privacy accommodations for such systems that generally
orohibit those activities: and3. Include a descriotion of the
Concurrent Session Limit the number of concurrent sessions for each [Assignment: Concurrent Session Mechanisms exist to limit the number
Ac-10 P organization-defined account and/or account type] to Functional Equal oot IAC-23 |of concurrent sessions for each 10 Ac-10 | ac-0
fined number]. system account.
Mechanisms exist to initiate a session
a. Prevent further access to the system by [Selection (one o
lock after an organization-defined time
more): initiati after
period of inactivity, or upon receiving a
defined time period] of inactivity; requiring the user to initiate a
AC-11 Device Lock Functional Intersects With Session Lock IAC-24 |request from a user and retain the 5 AC-11 AC-11 AC-11
device lock before leaving the system unattended]; andb. Retain
session lock until the user
the device lock until the user reestablishes access using access usin
usi
established identification and authentication procedures. -
Mechanisms exist to implement
Device Lock| Pattern- | Conceal,via the device lock, information previously visible on Pattern-Hidin attern-hiding displays to conceal
AC-11(01) ! P Y Functional Equal B |iac-zq.q [Pt hiding display 10 AC-11(01) | AC-11(01)
hiding Displays | the display with a publicly viewable image. Displays information previously visible on the
display during the session lock.
‘Automated mechanisms exist to (og
terminate a user session after out users, both locally on the network
Ac-12 Session Termination  |organization-defined conditions or trigger events requiring Functional Equal Session 1AC-25 |and for , atthe end of 10 Ac12 | Ac12 | Aca2
session disconnect]. the session or after an organization-
defined period of inactivity.
Secure Controls Framework (SCF) 30f39
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Mechanisms exist to provide a logout
session | |Provide atogout capebity for user-ntiated communicarions User-Initiated Logouts et
AC-12(01) ions whenever is used to gain access to Functional Equal & IAC-25.1 | °@PapIlty pLay an exp 10 AC-12(01)
User-initiated Logouts / Message Displays logout message to users indicating the
[Assignment: organization-defined information resources].
reliable the session.
a. 1dentlt actions] that
. e o ! Mechanisms exist to identify and
Permitted Actions | “°1 7 e T sm["’N m‘: 'ar‘"z';l ot issiom and Permitted Actions document the supporting rationale for
uthenticati i ith organizational missi
AC-14 Without Identification & Functional Equal Without dentification | 1AC-26  [specific user actions that can be 10 Ac-14 | Ac-1a | Ac4 | Acaa
business functions; andb. Document and provide supporting
or Authentication o Authorization performed on a system without
rationale in the security plan for the system, user actions not
identification or authentication.
requiring or
a. Establish and document usage restrictions,
and Mechanisms exist to define, control
Ac17 Remote Access | guidance for eachtype of remote access allowed; andb. Functional | Intersects With | RemoteAccess | NET-14 |and review organization-approved, 5 ac-17 | aca7 | Ac7 | ac17 | Acaz
Authorize each type of remote access to the system prior to secure remote access methods.
‘Automated mechanisms exist to
Remote Access | | Employ automated mechanisms to monitor and control remote Automated Monitoring | NET-
AC-17(01) | ploy Functional Equal e monitor and control remote access 10 AC-17(01) | AC-17(01) | AC-17(01)
Monitoring and Control | access methods. &Control 141
sessions.
Remote Access |
Protection of Protection of Cryptographic mechanisms exist to
1y i isms exi
Implement cryptographic mechanisms to protect the Confidentiality/ | NET-
AC-17(02) Confidentiality and |+ ptograp P Functional Equal v protect the confidentiality and integrity | 10 AC-17(02) AC-17(02) | AC-17(02) | AC-17(02)
confidentiality and integrity of remote access sessions. Integrity Using 142
Integrity Using of remote access sessions (e.g., VPN).
Encryption
Encryption
Mechanisms exist to route all remote
Remote Access| | g e remote accesses through authorized and managed ManagedAccess | NET- |accesses through managed network
- u i
AC-17(03) Managed Access N & Functional Equal & e & 10 AC-17(03) | AC-17(03)
network access control points. Control Points 14.3 |access control points (e.g., VPN
Controt Points
a. Authorize the execution of privileged commands and access Mechanisms exist to restrict the
Remote Access | |to security-relevant information via remote access only in a Remote Privileged |\ [execution of privileged commands and
AC-17(04) Privileged Commands |format that provides assessable evidence and for the following | Functional Equal Commands & e |accesstosecurity-retevant 10 AC-17(04) | AC-17(04)
d needs: needs]; andb. Sensitive Data Access - information via remote access only for
Document the rationale for remote access in the security plan need
Remote Access | | Provide the capability to disconnect or disable remote access to er to provide the
AC-17(09) Disconnect or Disable [ the system within [Assignment: organization-defined time Functional Equal Disconnect /Disable | . |capabilty to expeditiously disconnect 10 AC-17(09) | AC-17(09) | AC-17(09)
Access period]. Capability ®_|ordisable a user's remote access
a. Establish configuration requirements, connection
o o amot Mechanisms exist to control
Ac-18 Wireless Access foreach yp Functional | Intersects With | Wireless Networking | NET-15 |authorized wireless usage and monitor 5 Ac-1s | Ac-18 | Acs | Acais
wireless access; andb. Authorize each type of wireless access to
for unauthorized wireless access.
the system prior o allowing
a. Establish configuration requirements, connection
e typoof Wireless Access Mechanisms exist to protect wireless
AC-18 Wireless Access |0 g P 8 P Functional | IntersectsWith | Authentication& | CRY-07 |access via secure authentication and 5 Ac1s | Ac-18 | Ac-18 | Ac-s
wireless access; andb. Authorize each type of wireless access to
Encryption encryption.
the system prior to allowing such
Wireless Al Mech 10 protect wirel
reless Acoess| - | proact wiretess access to the system using authentication of Authentication& | NET. | '1echanisms exist o protect wireless
AC-18(01) Authentication and Functional Equal access through authentication and 10 AC-18(01) | AC-18(01)
[Selection (one or more): users; devices] and encryption. Encryption 15.1
Encryption
Mechanisms exist to disable
Wireless Access| | Disable, when notintended for use, wireless networking DisabloWireless | ner. |unnecessaryvirsless networking
AC-18(03) Disable Wireless prior to Functional Equal Networking lop |capabiltiesthatare nterally 10 AC-18(03)
Networking issuance and deployment. N embedded within system components.
orior to issuance to end users.
Mechanisms exist to identify and
Wireless Acoess | |0 e and explicitly authorize users allowed to independentl Restrict Configuration | NET- explicitly authorize users who are
AC-18(04) Restrict Configurations, plicitly P Y1 Functional Equal & plcitly 10 AC-18(04)
P configure wireless networking capabilites. By Users 15.3 | allowed toindependently configure
’ wireless networking capabilt
Wireless Access | Mechanisms exist to confine wireless
T e cores || setectradio antennas and catibratetransmission power tevels to T o e oo
- unicati ization-
AC-18(05) reduce the probability that signals from wireless access points | Functional Equal Wireless Boundaries © 10 AC-18(05)
Transmission Power 15.4 | controlled boundaries.
canbe of bound
Lovels
a. Establish configuration requirements, connection Mechanisms exist to enforce access
and guidance for control requirements for the
Access Control for Access Control For
Ac-19 controlled mobile devices, to include when such devices are Functional Equal MDM-02 | connection of mobile devices to 10 Ac-19 | Ac-19 [ Acs | Ac-1e
Mobile Devices Mobile Devices
outside of controlled areas; andb. Authorize the connection of organizational Technology Assots,
mobile devices to tem: ervices (TAAS).
Cryptographic mechanisms exist to
Access Controlfor | Employ [Selection: full-device encryption; container-based Yptograp!
Full Device & protect the confidentiality and integrity
Mobile Devices | Full_|encryption] to protect the confidentiality and integrity of
AC-18(05) Functional Equal Container-Based | MDM-03 |of information on mobile devices 10 AC-18(05) | AC-19(05)
Device or Container-|information on [Assignment: organization-defined mobile
Encryption through full-device or container
based Encryption | devices].
encrvption.
a. [Selection (one or more): Establish [Assignment: organization-
defined terms and conditions}; dentiy [Assignment:
organization-defined controls asserted to be implemented on
Mechanisms exist to govern how
external systems]], consistent with the trust relationships
Useof External | established with other organizations owning, operating, and/or Use of External external parties, including Technology
AC-20 © & operating. Functional Equal DCH-13 | Assets, Applications and/or Services 10 Ac20 | ac20 | Acz0 | Ac20
Systems maintaining external systems, allowing authorized individuals Information Systems
(TAAS), are used to securely store,
to:1. Access the system from external systems; and2. Process,
process and transmit data.
store, or transmit organization-controlled information using
external systems; orb. Prohibit the use of [Assignment:
tvpes of external systemsl.
Mechanisms exist to prohibit external
Permit authorized individuals to use an extornal system to parties, including Technology Assets,
Applications and/or Services (TAAS),
access the system or to process, store, or transmit organization-
from storing, processing and
controlled information only after:a. Verification of the
Useofxtemal |, o mentation of controls on the external system as specified Limits of Authorized | DCH-~ [!fnSMIting data unless authorized
AC-20(01) Systems| Limitson |"™" v P Functional Equal individuals first: 10 AC-20(01) | AC-20(01) | AC-20(01)
in the organization’s security and privacy policies and security Use 13.1
Authorized Use (1) Verifying the implementation of
and privacy plans; orb. Retention of approved system
required security controls; or
(2) Retaining a processing agreement
entity hosting the external system. @ ap &2
with the entity hosting the external
Use of External
96 OTBXIEML | pestrict the use of organization-controlled portable storage Mechanisms exist to restrict or
Systems | Portable Portable Storage | DCH-
AC-20(02) devices by authorized individuals on external systems using Functional | Intersects With prohibit the use of portable storage 5 AC-20(02) | AC-20(02)
Storage Devices — Devices 132
devices by users on exteral systems.
Restricted Use
a. Enable authorized users to determine whether access Mechanisms exist to disclose Personal
authorizations assigned to a sharing partner match the Data (PD) to third-parties only for the
information’s access and use restrictions for [Assignment: purposes identified n the data privacy
nformation sharin e Information Sharing tice and with the implicit or explicit
Ac-21 Information Sharing ! on sharing " | Functional | Intersects With rmation Sharng. | pgy.g7 [notice and with the implicit or explic 5 Ac21 | Ac21
user discretion is required]; andb. Employ [Assignment: With Third Parties consent of the data subject.
automated or manual
processes] to assist users in making information sharing and
ecisions.
a. Enable authorized sers to determine whether access
authorizations assigned to a sharing partner match the
information’s access and use restrictions for [Assignment: toutilize a process
information sharin re to assist users in making information
Ac-21 Information Sharing € Functional | Intersects With | Information Sharing | DCH-14 € 5 Ac21 | Ac21
user discretion is required]; andb. Employ [Assignment: sharing decisions to ensure data is
automated or manual appropriately protected.
processes] to assist users in making information sharing and
ecisions.
a. Designate individuals authorized to make information publicly
accessible;b. Train authorized individuals to ensure that publicly
accessible information does not contain nonpublic
Review the of information prior
Publict bl Publicly Accessible Mechanisms exist to control publicly-
Ac-22 to posting onto the publicly accessible system to ensure that Functional Equal Y DCH-15 publicty 10 Ac-22 | Ac22
Content Content accessible content.
nonpublic information is not included; andd. Review the content
on the publicly accessible system for nonpublic information
d remove such
information. i discovered
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(FedRAMP)

a. Develop, document, and disseminate to [Assignmen
organization-defined personnel o roles]:1. [Selection (one or
more): O level; P level;
] awareness that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
Mechanisms exist to review the
andb. with , executive
cybersecurity and data protection
orders, directives, regulations, policies, standards, and Periodic Review &
uidelines; and2. Procedures to facilitate the implementation of Update of program, including policies, standards
AT-01 Policy and Procedures & N - P Functional Intersects With P ‘GOV-03 |and procedures, at planned intervals 5 AT-01 AT-01 AT-01 AT-01
the awareness and training policy and the associated awareness Cybersecurity & Data
orif significant changes occur to
andtraining controls;b. Designate an [Assignment: organization- Protection Program
ensure their continuing suitability,
defined official] to manage the development, documentation,
adequacy and effectiveness.
and dissemination of the awareness and training policy and
procedures; andc. Review and update the current awareness
andtraining:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-defined
events; and2. : defined
freauencvl and
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
more): O level; P level;
] awareness that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
andb. , executive
orders, directives, regulations, policies, standards, and
icetness anc. Prasodures t ot the mlementaton of e &Data tofacilitate the

AT-01 Policy and Procedures & N - P Functional Subset Of SAT-01 f 10 AT-01 AT-01 AT-01 AT-01

the awareness and training policy and the associated awareness
Workforee development and awareness controls.

andtraining controls;b. Designate an [Assignment: organization-
defined official] to manage the development, documentation,
and dissemination of the awareness and training policy and
procedures; andc. Review and update the current awareness
andtraining:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-defined
events; and2. : defined
freauencvl and
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
more): O level; P level;

] awareness that:a. Addresses
purpose, scope, roles, responsibilities, management

entities, and

andb. , executive

orders, directives, regulations, policies, standards, and Publishing Mechanisms exist to establish,
delines; and2. Procedures to facilitate the implementation of Cyo &Dat tein and i ‘

AT-01 Policy and Procedures | BV19°1INeS: and2. Procedures to facilitate the implementation of | - ¢\ ionat | intersectswith | CYPerseourity &Data | o, | maintain and disseminate 5 AT-01 AT-01 AT-01 AT-01
the awareness and training policy and the associated awareness Protection cybersecurity and data protection
andtraining controls;b. Designate an [Assignment: organization- Documentation policies, standards and procedures.
defined official] to manage the development, documentation,
and dissemination of the awareness and training policy and
procedures; andc. Review and update the current awareness
andtraining:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-defined
events; and2. : defined
freauencvl and
a. Provide security and privacy literacy training to system users
(including managers, senior executives, and contractors):1. As
part of initial training for new users and [Assignment:
organization-defined frequency] thereafter; and2. When required
by system changes o following [Assignment: organization- Mechanisms exist to provide all
defined events];b. Employ the following techniques to increase &Data

Literacy Training and
AT-02 Awareness the security and privacy awareness of system users Functional Equal Protect A SAT-02 ducati d 10 AT-02 AT-02 AT-02 AT-02

: defined awareness Training training that s relevant for theirjob

Update literac and function.
followin
events]; andd.
from internal or external security incidents or breaches into
literacy d
Mechanisms exist to utilize securi
Literacy Trainingand. | e teracy training on recognizing and reporting potential Insider Threat avaromsss samingon reaogmang and
raini iz
AT-02(02) Awareness | Insider v reining . portingp Functional Equal THR-05 & enizing 10 AT-02(02) | AT-02(02) | AT-02(02)
neel indicators of insider threat. Awareness reporting potential indicators of insider
e
threat.

a. Provide role-based security and privacy training to personnel
with the following roles and responsibilities: [Assignment: Mechanisms exist to provide role-

defined roles and 1. Before based cybersecurity and data

thorizing access to the system, information, or performin rotection.-related training:
V performing Role-Based P! &
, and defined (1) Before authorizing access to the

AT-03 Role-based Training Functional Intersects With | Cybersecurity & Data [ SAT-03 5 AT-03 AT-03 AT-03 AT-03
frequency] thereafter; and2. When required by system brotection Trainin system or performing assigned duties;
changes:b. Update role-based training content [Assignment: e (2) When required by system changes;

following [ : and
-defined events]; andc. learned (3) Annually thereafter.
from internal or external security incidents or breaches into role-
Mechanisms exist to include practical
Role-based Training | | Provide practical exercises in security and privacy training that exercises in cybersecurity and data
AT-03(03) | " 1y and privacy trining Functional Equal Practical Exercises |SAT-03.1 v Y 10 AT-03(03)
Practical Exercises | reinforce training objectives. protection training that reinforce
training objectives.
AT-03(04) N/A Withdrawn Functional not related to N/A N/A N/A ] NIST SP 800-53 RS AT-03(04)
Mechanisms exist to document, retain
a. Document and monitor information security and privacy
and monitor individual training
training activities, including security and privacy awareness Cybersecurity & Data activities, including basic
ivities, inclu i
AT-04 Training Records | training and specific role-based seourity and privacy training: Functional Equal Protection Training | SAT-04 e 10 AT-04 | AT04 | AT-04 | AT-04
cybersecurity and data protection
andb. Retain individual training records for [Assignment: Records.
awareness training, ongoing
organization-defined time period].
training and specific-
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
ystem-level] audit and policy that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
andb. ith , executive Mechanisms exist to review the
orders, directives, regulations, policies, standards, and cybersecurity and data protection
Periodic Review &
guidelines; and2. Procedures to facilitate the implementation of Update of program, including policies, standards
AU-01 Policy and Procedures | the audit and policy and th tedauditand | Functional | IntersectsWith | o UPOEC! | GOV-03 [and procedures, at planned intervals 5 AU-01 | AUOT | AL01 | AU-01
b. D e V! Y orif significant changes occur to
Protection Program
organization-defined official] to manage the development, ensure their continuing suitability,
documentation, and dissemination of the audit and adequacy and effectiveness.
accountability policy and procedures; andc. Review and update
the current audit and accountability:1. Policy [Assignment:
followin :
organization-defined events]; and2. Procedures [Assignment:
followin
fined eventsl.
a. Develop, document, and disseminate o [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
more] level; pi 3
System-level] audit and accountability policy that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
andb. , executive
orders, directives, regulations, policies, standards, and
e P Publishing Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the implementation of
Cybersecurity & Data maintain and disseminate
AU-01 Policy and Procedures |the audit and accountability policy and the associated audit and Functional Intersects With GOV-02 5 AU-01 AU-01 AU-01 AU-01
De N Protection cybersecurity and data protection
- Documentation policies, standards and procedures.
organization-defined official] to manage the development,
documentation, and dissemination of the audit and
accountability policy and procedures; andc. Review and update
the current it and 1. i
following [ :
organization-defined events]; and2. Procedures [Assignment:
following [
defined eventsl.

06

At ion NoDerhatives
ksrnatianal (€€ YD A0)

Secure Controls Framework (SCF)

50f39



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

SCF Control

GovRAMP
Crosswalk Mapping

SCF#

Secure Controls Framework (SCF)

Strength of

version 2025.4
12/16/2025

Control Descri

Relat

a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): O { p level;
System-level] audit and accountability policy that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
andb. with , executive
orders, directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the implementation of Mechanisms exist to facilitate the
AU-01 Policy and Procedures | the audit and accountability policy and the associated auditand | Functional SubsetOf  |Cont g MON-01 of 10 Avo1 | Av01 | Awo1 | AUt
:b. Designats monitoring controls.
organization-defined official] to manage the development,
documentation, and dissemination of the audit and
accountability policy and procedures; andc. Review and update
the current audit and 1. Poli
following [ :
organization-defined events]; and2. Procedures [Assignment:
following [
defined eventsl.
a. dentify the types of events that the system is capable of
logging in support of the audit function: [Assignment:
organization-defined event types that the system is capable of
logging];b. Coordinate the event logging function with other
organizational entities requiring audit-related information to
guide and inform the selection criteria for events to be loggedc. Mechanisms exist to review event logs
Specify the foll ttypes for thin the system: MON- basis and escalat
AU-02 Event Logging pecify the following event types for logging within the system: Functional | Intersects With | Reviews & Updates on an ongoing basis and escalate 5 AU-02 | Au02 | Au-02 | Au-02
event ofthe 01.8 [incidents in accordance with
event types defined in AU-02a.) along with the frequency of (or established timelines and procedures.
situation requiring) logging for each identified event typel;d.
Provide arationale for why the event types selected for logging
tob tosupport
investigations of incidents; ande. Review and update the event
a. Identify the types of events that the system is capable of Mechanisms exist to utilize a Security
logging in support of the audit function: [Assignment: Incident Event Manager (SIEM) or
organization-defined event types that the system is capable of similar automated tool, to support the
logging];b. Coordinate the event logging function with other centralized collection of security-
organizational entities requiring audit-related information to related event logs.
guide and inform the selection criteria for events to be logged;c.
Specify the foll ttypes for thin the system: Centralized Collect
AU-02 Event Logging pecify the following event types forLogaing within the system: Functional | Intersects With | “cr o 200 CONCtON | v o 5 AU-02 | Au-02 | Au02 | AU-02
event ofthe of Security Event Logs
event types defined in AU-02a.) along with the frequency of (or
situation requiring) logging for each identified event typel;d.
Provide a rationale for why the event types selected for logging
tob tosupport
investigations of incidents; ande. Review and update the event
AU-02(03) NA Withdrawn Functional | _not related to N/A N/A N/A 0 |Withdrawn in NISTSP 800-53 RS AU-02(03) | AU-02(03) | AU-02(03)
Mechanisms exist to configure
Technology Assets, Applications
and/or Services (TAAS) to produce
event logs that contain sufficient
information to, at a minimum:
Ensure that audit records contain information that establishes (1) Establish what type of event
Contentotaugic | e folloving:e. What type of vent occurred:b. When the event occurred;
AU-03 e occurred;c. Where the event occurred;d. Source of the eventie. | Functional Equal Content of Event Logs | MON-03 | (2) When (date and time) the event 10 AU03 | AU-03 | Au-03 | Au-03
Outcome of the event; andf. Identity of any individuals, subjects, occurred;
or objects/entities associated with the event. (3)Where the event ocourred;
(4)The source of the event;
(5) The outcome (success or failure) of
the event; and
(6) The identity of any user/subject
the event
Contentof Audit | Generate audit records containing the following additional onaitvonadit | mon. | Mechanisms existto protect
AU-03(01) Records | Additional d additional Functional | Intersects With T o oy |sensitive/regutated data containedin 5 AU-03(01) | AU-03(01)
Audit " |togfiles.
AU-03(02) NIA Withdrawn Functional | _notrelated to NIA NIA NIA 0 NISTSP 800-53 RS AU-03(02)
Mechanisms exist to allocate and
AuditLog Storage | AL0Cte audit log storage capacity to accommodte Euent Log Storage proactively manage sufficient event
AU-04 Conecty [Assignment: organization-defined audit log retention Functional Equal Conecty MON-04 |log storage capacity to reduce the 10 Au04 | Au-0s | Au-04 | Au-0s
P requirements]. P likelihood of such capacity being
exceeded.
a. Alert [Assignment: organization-defined personnel or roles]
Mechanisms exist to alert appropriate
Response to Audit | within [Assignment: organization-defined time period] in the Response To Event Log ereomet e svontof aton
AU-05 Logging Process | event of an audit logging process failure; andb. Take the Functional Equal o Mon-0s | 10 AU0s | AU-05 | AU-0s | AU-0s
Processing Failures processing failure and take actions to
Failures fol dditional actions: PR
e oo remedy the disruption.
Provide a warning ‘Automated mechanisms exist o alert
Response to Audit
personnel, roles, and/or locations] within [Assignment: appropriate personnel when the
Logging Process EventLogStorage | MON-
AU-05(01) organization-defined time period] when allocated audit log Functional Equal allocated volume reaches an 10 AU-05(01)
Failures | Storage Capacity Alerting | 05.2
e age | storage volume reaches [Assignment; organization-defined organization-defined percentage of
pacity ¢ repository maximum audit log storage capacity. maximum event log storage capacity.
Provide an alert within [Assignment: organization-defined real-
Responseto Audit |, o) o [Assignme: anization-defined personnel, Mechanisms exist to provide 24x7x365
i i rganization-defi , i rovide 24
Logging Process P o © P Real-Time Alerts of | MON- P!
AU-05(02) roles, and/or locations] when the following audit failure events | Functional | Intersects With near real-time alerting capability when 5 AU-05(02)
Failures | Real-time Event Logging Failure | 05.1
s oceur: dit an event log processing falure occurs.
events requiring real-time alerts]
a. Review and analyze system audit records [Assignment:
frequency] for indications of [Assignm
organization-defined inappropriate or unusual activity) and the Mechanisms exist to utilize a Security
Audit Record Review, | potential impact of the inappropriate or unusual activity:b. Contratized Cotlection Incident Event Manager (SIEM) or
AU-06 Analysis, and personnel | Functionel | Intersects Wit | CECUS RS0 AR | MON-02 | similar automate tool, o supportthe 5 AU06 | AU-06 | AU-06 | AU-06
Reporting orroles}; ande. Adjust the level of audit record review, analysis, centralized collection of secuity-
and reporting within the system when there is a change in risk related event logs.
based on law enforcement information, intelligence information,
or other credible sources of
a Review and analyze system audit records [Assignment:
P dicat
requency] for [Assignme Mechanisms exist to adjust the level of
organization-defined inappropriate o unusual activity) and the
audit review, analysis and reporting
Audit Record Review, | potential impact of the inappropriate or unusual activity;b. it Lovel MO | e e
AU-06 Analysis, and personnel |  Functional | Intersects With © 5 AU06 | AU-06 | AU-06 | AU-06
Adjustments 02,6 |from law enforcement, industry
Reporting or roles]; ande. Adjust the level of audit record review, analysis,
associations or other credible sources
and reporting within the system when there is a change in risk
of threat intelligence.
based on law enforcement information, intelligence information,
or other formet
Audit Record Review,
apoor e ™" | ntegrate auit record review, analysis, and reporting processes sonsitvonudit | mon. | Mechanisms existto protect
AU-06(01) yuis using defined ted Functional | Intersects With sensitive/regulated data contained in 5 AU-06(01) | AU-06(01) | AU-06(01)
Reporting | Automated Information 03.1
mechanisms]. log files.
Process Integration
‘Automated mechanisms exist to
Audit Record Review, correlate both technical and non-
Analysis, and technical information f th
nalysis, an Analyze and correlate audit record: different Correlate Monitoring | MON- | ScnMcatinformation from across the
AU-08(03) Reporting | Correlate Functional | Intersects With enterprise by a Security Incident Event 5 AU-06(03) | AU-06(03)
to gain organization-wide situational awareness. Information 02.1
Audit Record Manager (SIEM) or similar automated
Repositories tool, to enhance organization-wide
ituational awaren
Audit Record Review,
u ‘M:IC:'S a::ew Provide and implement the capability to centrally review and ContratRoviews | MoN. |Automated mechanisms existto
AU-06(04) e analyze audit records from multiple components within the Functional Equal centrally collect, review and analyze 10 AU-06(04)
Reporting | Central Analysis 022
system. auditrecords from multiple sources.
Review and Analysis
I ograte anatyets of audit e of Selection ‘Automated mechanisms exist to
Audit Record Review, | % integrate the analysis of audit records
ormore):
Analysis, and 4 & Integration of Scanning| with analysis of vulnerability scanners,
AU-06(05) Reporting| Integrated | 212 System monitoring Functional Equal &Other Monitoring | O~ |network performance, system 10 AU-06(05)
X i r u u itori w \ -
porting | Integ efined data/information collected from other sources]] to d % | o023 P Y
Analysis of Audit d other sources to
further enhance the ability to identify inappropriate or unusual
Records further enhance the abillty to identify
activiy.
nusual activin
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Automated mechanisms exist to
Audit Record Review, correlate information from audit
Correlate information from audit records with information
Analysis, and records with information obtained
obtained from monitoring physical access to further enhance the Correlation with MON-
AU-06(06) Reporting | Correlation Functional Equal from monitoring physical access to 10 AU-06(06)
ability to dentify suspicious, inappropriate, unusual, or Physical Monitoring | 02.4
with Physical further enhance the abilty to identify
malevolent activity.
Monitoring suspicious, inappropriate, unusual or
activity.
Mechanisms exist to specify the
Audit Record Review, ermitted actions for both users and
amors S |specify the permitted actions for each [Selection (one or more): . 'TJechnalo e Ao
is, - , Applicati
AU-06(07) v system process; role; user] associated with the review, analysis, | Functional Equal Permitted Actions e PP 10 AU-06(07)
Reporting | Permitted 02,5 |and/or Services (TAAS) associated
and reporting of audit record information.
Actions with the review, analysis and reporting
of auditinformation.
AU-06(10) NA Withdrawn Functional _|_not related to N/A NA NIA 0| Withdrawn n NIST SP 800-53 RS AU-06(10)
Provide and implement an audit record reduction and report
Mechanisms exist to provide an event
Audit Record generation capability that:a. Supports on-demand audit record
log report generation capability to aid
AU-07 Reduction and Report | review, analysis, and reporting requirements and after-the-fact | Functional | Intersects With | Monitoring Reporting | MON-06 5 AU-07 Au07 | Au-07
in detecting and assessing anomalous
Generation investigations of incidents; andb. Does not alter the original ativities
content or time ordering of audit records. -
AuditRecord | Provide and implement the capability to process, sort, and Mechanisms exist to provide an event
Reduction and Report |search audit records for events of interest based on the followin, log report generation capability to aid
AU-07(01) P ] Functional | Intersects With | Monitoring Reporting | MON-06 | \8"¢Pr & pabiity 5 AU-07(01) AU-07(01) | AU-07(01)
Generation| | content: : fields within audit in detecting and assessing anomalous
Automatic Processing | records]. activities.
a. Use internal system clocks to generate fime stamps for audit
records; andb. Record time stamps for audit records that meet
[Assignment: organization-defined granularity of time Mechanisms exist to utlze time-
AU-08 Time Stamps. er : OrEs & "ty Functional Intersects With | Clock Synchronization | SEA-20 |synchronization technology to 5 AU-08 AU-08 AU-08 AU-08
measurement] and that use Coordinated Universal Time, have a synchronize all critical system clocks.
fixed local time offset from Coordinated Universal Time, or that Y 4 -
include the local time offset as part of the time stamp.
a. Use internal system clocks to generate time stamps for audit
Mechanisms exist to configure
records; andb. Record time stamps for audit records that meet
[Assignment: organization-defined granularity of time Technology Assets, Applications
AU-08 Time Stamps e : OrE & "ty Functional Intersects With Time Stamps MON-07 [and/or Services (TAAS) to use an 5 AU-08 AU-08 AU-08 AU-08
measurement] and that use Coordinated Universal Time, have a
authoritative time source to generate
fixed local time offset from Coordinated Universal Time, or that
time stamps for event logs.
include the local time offset as part of the time stamp.
AU-08(01) N/A Withdrawn Functional not related to N/A N/A N/A ] NIST SP 800-53 RS AU-08(01) | AU-08(01) | AU-08(01) | AU-08(01)
a. Protect audit information and audit logging tools from
unauthorized access, modification, and deletion; andb. Alert Mechanisms exist to protect event
Protection of Audit Protection of Event
AU-09 ormation [Assignment: organization-defined personnel or roles] upon Functional Equal s MON-08 |logs and audit tools from unauthorized 10 AU-09 AU-09 AU-09 AU-09
access, or deletion of & access, modification and deletion.
audit
Protection of Audit Mechanisms exist to back up event
Store audit records [Assignment: organization-defined Event Log Backup on P
Information | Store on | o\ 1 oy7in a repository that is part of a physically different Separate Physical | MON. |\OES ot physically different system
AU-09(02) Separate Physical || oo o 1 @ fePosttory thatis p prysicatly Functional | Intersects With P 9 or system component than the 5 AU-09(02) | AU-09(02)
system or system component than the system or component Systems / 08.1
Systems or boing auited Companonts Security Incident Event Manager
c : P (SIEM) or similar automated tool.
Protection of Audit Cryptographic Cryptographic mechanisms exist to
I Implement to protect the integrity of MON-
X P f ¥
AU-09(03) N o e Functional Equal rotection of Event Log | (| protect the integrity of event ogs and 10 AU-09(03)
Information audit tools.
Protection
Protection of Audit Mechanisms exist to restrict access to
Information | Access | " to otaucitlosging he Access by Subsetof | MON. the management of event logs to
AU-09(04) nly of privileged Functional Equal Y e e 10 AU-09(04) | AU-09(04)
by Subset of Privileged Privileged Users 08.2 privileged users with a specific
users or roles].
Users business need.
Mech: t to utili -
Provide irefutable evidence that an individual (or process acting r:c ::l'i'::x:h :i "‘:ze:l::l"
udiati ity to pr
AU-10 Non-repudiation | on behalf of an individual) has performed [Assignment: Functional Equal Non-Repudiation | MON-09 |"*P pabiliy top 10 AU-10
against an individual falsely denying
organization-defined actions to be covered by non-repudiation].
having performed a particular action.
Mechanisms exist to retain event logs
Retain audit records for tim for a time period consistent with
Audit Record period consistent with records retention policy] to provide records retention requirements to
AU-11 aetention support for after-the-fact investigations of incidents and to meet | Functional Equal Event Log Retention | MON-10|  provide support for after-the-fact 10 AU-11 AU-11 AU-11 AU-11 AU-11
regulatory and organizational information retention investigations of security incidents and
requirements. to meet statutory, regulatory and
ntractual retention
a. Provide audit record generation capability for the event types
the system is capable of auditing as defined in AU-2a on
system Mechanisms exist to provide an event
3
Audit Record log report generation capability to aid
AU-12 Allow [Assignment: organization-defined personnel or roles]to | Functional | Intersects With | Monitoring Reporting | MON-06 | \°8"2PO & pabitty 5 AUtz | AUtz | AUz | Aua2
Generation in detecting and assessing anomalous
select the event types that are to be logged by specific ot
components of the system; ande. Generate audit records for the -
event types defined in AU-2c that include the audit record
Compil dofined
Audit Record P af:;:smas oo (togant ot hytcal Automated mechanisms exist to
i wide (logicalor physi
AU-12(01) Generaton system- |0 eonetated ot [Agssv nent Functional Equal Wide/Time- | MON- : records into an 10 AU-12(01)
‘wide and Time- e 3 a Correlated Audit Trail 02.7 |organization-wide audit trail that is
organization-defined level of tolerance for the relationship
correlated Audit Trail time-correlated.
between time stamps of records in the audit traill
Provide and implement the capability for [Assignment: Mechanisms exist to provide privileged
AuditRecord | organization-defined individuals or roles] to change the logging users or roles the capability to change
Generation | Changes |to be system Changes by MON-  |the diting to be.
AU-12(03) | Ghang " Functional Equal & 10 AU-12(03)
by Authorized based : defined Individuals 02.8  [specified system components, based
Individuals ] on specific event criteria within
defined time thresholds] specified time thresholds.
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): Of H e 3
System-level] assessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles, responsibilities,
entities, and compliance; andb. Is consistent with applicable
laws, executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the
th d f and
cA01 Policy and Procedures N an Functional Subset Of SSUTANCE| 10-01 © 10 ca01 | cao1 | caor | caor
monitoring policy and the associated assessment, authorization, (1A) Operations data protection assessment and
and monitoring controls;b. Designate an [Assignment: authorization controls.
organization-defined official] to manage the development,
of th
authorization, and monitoring policy and procedures; andc.
the current and
monitoring:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-defined
events]; and2.
freauencvl and following d d
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): Of H e 3
System-level] assessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles, responsibilities,
entities, and compliance; andb. Is consistent with applicable
Mechanisms exist to review the
laws, executive orders, directives, regulations, policies,
cybersecurity and data protection
standards, and guidelines; and2. Procedures to facilitate the Periodic Review &
e i odateof program, including policies, standards
CA-01 Policy and Procedures Functional Intersects With P ‘GOV-03 |and procedures, at planned intervals 5 CA-01 CA-01 CA-01 CA-01
monitoring policy and the associated assessment, authorization, Cybersecurity & Data
orif significant changes oceur to
and monitoring controls;b. Designate an [Assignment: Protection Program
ensure their continuing suitability,
organization-defined official] to manage the development,
- adequacy and effectiveness.
authorization, and monitoring policy and procedures; andc.
P the current and
monitoring:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-defined
events]; and2.
freauencvl and following d d
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Relationship

Control Desc:

Relations|

High
(FedRAMP)

a. Develop, document, and disseminate to [Assignmen
organization-defined personnel o roles]:1. [Selection (one or
more): O level; p level;
System-level] assessment, authorization, and monitoring policy
thatia. Addresses purpose, scope, roles, responsibilities,
entities, and compliance; andb. Is consistent with applicable
laws, executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to facilitate the Publishing Mechanisms exist to establish,
ca01 Policy and Procedures the and Functional | Intersects With | <YPereecurty &Data | g gy | maintain and disseminate 5 cao01 | cao1 | caor | caor
monitoring policy and the associated assessment, authorization, Protection cybersecurity and data protection
and monitoring controls;b. Designate an [Assignment: Documentation policies, standards and procedures.
organization-defined official] to manage the development,
of th
authorization, and monitoring policy and procedures; ande.
Review and update the current assessment, authorization, and
monitoring:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-defined
events}; and2. : defi
freauencvl and
a. Select the appropriate assessor or assessment team for the
type of assessment to be conducted;b. Develop a control
assessment plan that describes the scope of the assessment
including:1. Controls and control enhancements under
procedures to be used
control and3.
team, and roles and Mechanisms exist to regularly review
Ensure the control assessment plan is reviewed and approved by Functionst Review Of Technology Assets, Applications
cA-02 Control Assessments | or designated priorto Functional | Intersects With | Cybersecurity &Data | O~ |2nd/er Senvices (TAAS) for adherence 5 ca02 | cao2 | cao2 | cao2
conducting the assessment;d. Assess the controls in the system orotoction Controts | 082 [to the organization's cybersecurity and
and of operation : data protection policies and
defined frequency] to determine the extent to which the controls standards.
areimplemented correctly, operating as intended, and
producing the desired outcome with respect to meeting
and priva Producea
control assessment report that document the results of the
assessment; andf. Provide the results of the control assessment
to rolesl.
a. Select the appropriate assessor or assessment team for the
type of assessment to be conducted;b. Develop a control
assessment plan that describes the scope of the assessment
including:1. Controls and control enhancements under
procedures to be used
control and3.
team, and roles and Mechanisms exist to perform
Ensure the control assessment plan is reviewed and approved by Information Assurance Program (IAP)
cA-02 Control Assessments | or designated priorto Functional | Intersects With | Technical Verification | 1a0-06 | 2C1Viies to evaluate the design, 5 ca02 | cao2 | cao2 | cao2
conducting the assessment;d. Assess the controls in the system implementation and effectiveness of
and of operation : technical cybersecurity and data
defined frequency] to determine the extent to which the controls protection controls.
are implemented correctly, operating as intended, and
producing the desired outcome with respect to meeting
and priva Producea
control assessment report that document the results of the
assessment; andf. Provide the results of the control assessment
to rolesl.
a. Select the appropriate assessor or assessment team for the
type of assessment to be conducted;b. Develop a control
assessment plan that describes the scope of the assessment
including:1. Controls and control enhancements under
procedures to be used
control and3. Mechanisms exist to assess
team, and roles and cybersecurity and data protection
Ensure the control assessment plan is reviewed and approved b controls in system project
n ordss\gn:(sd pv?:vm Y Oybersecurity & Data developmeni(o et the oxtent
CA-02 Control Assessments Functional Intersects With | Protection In Project | PRM-04 5 CA-02 CA-02 CA-02 CA-02
conducting the assessment;d. Assess the controls in the system Management to which the controls are implemented
and of operation : correctly, operating as intended and
defined frequency] to determine the extent to which the controls producing the desired outcome with
are implemented correctly, operating as intended, and respect to meeting the requirements.
producing the desired outcome with respect to meeting
and priva Producea
control assessment report that document the results of the
assessment; andf. Provide the results of the control assessment
to rolesl.
a. Select the appropriate assessor or assessment team for the
type of assessment to be conducted;b. Develop a control
assessment plan that describes the scope of the assessment
including:1. Controls and control enhancements under
Mechanisms exist to formally assess
procedures to be used
control and3. the cybersecurity and data protection
o o controls in Technology Assets,
Applications and/or Services (TAAS)
Ensure the control assessment plan is reviewed and approved by
. P PRI through Information Assurance
CA-02 Control Assessments Functional Intersects With Assessments 1A0-02 |Program (IAP) activities to determine 5 CA-02 CA-02 CA-02 CA-02
conducting the assessment;d. Assess the controls in the system
the extent to which the controls are
and of operation :
implemented correctly, operating as
defined frequency] to determine the extent to which the controls
intended and producing the desired
are implemented correctly, operating as intended, and
producing the desired outcome with respect to meeting outcome with respect to meeting
expected requirements.
and priva Producea
control assessment report that document the results of the
assessment; andf. Provide the results of the control assessment
to rolesl.
a. Select the appropriate assessor or assessment team for the
type of assessment to be conducted;b. Develop a control
assessment plan that describes the scope of the assessment
including:1. Controls and control enhancements under
procedures to be used
control and3.
Mechanisms exist to ensure managers
team, and roles and
regularly review the processes and
Ensure the control assessment plan is reviewed and approved by
. P PRI c &Data procedures within their
CA-02 Control Assessments Functional Intersects With Protection CPL-03 |area of responsibility to adhere to 5 CA-02 CA-02 CA-02 CA-02
conducting the assessment;d. Assess the controls in the system
and of operation : and data
protection policies, standards and
defined frequency] to determine the extent to which the controls
other applicable requirements.
are implemented correctly, operating as intended, and
producing the desired outcome with respect to meeting
and priva Produce
control assessment report that document the results of the
assessment; andf. Provide the results of the control assessment
to rolesl.
Mechanisms exist to ensure assessors
Control Assessments | or assessment teams have the
CA-02(01) Independent [~ feamstoconduet] ¢ tional Equal Assessor 1A0-02.1 | appropriate independence to conduct 10 CA-02(01) | CA-02(01) | CA-02(01) | CA-02(01)
control assessments. Independence
Assessors cybersecurity and data protection
ntrol
Mechanisms exist to conduct
specialized assessments for:
(1) Statutory, regulatory and
Include as part of control assessments, [Assignment: (2) Monitoring capabilities;
organization-defined frequency], [Selection (one): announced; (3) Mobile devices;
unannounced], [Selection (one or more): in-depth monitoring; (4) Databases;
Control Assessments | ! N
cno202) pocialned security instrumentation; automated security test cases; Functional | intersects With Specialized 1A0-02. | () Application securiy; s e
ey |vutnerabilty scanning; maliious user testing; insider threat Assessments (6) Embedded technologies (e.g.
testing; data oT, etc.);
loss form: (7) Vulnerability management;
of assessment]]. (8) Malicious code;
(9) Insider threats;
(10) Performance/load testing; and/or
(11) Artificial Intelligence and
[Slole]
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Control Assessments | | Leverage the results of control assessments performed by Mechanisms exist to accept and
Leveraging Results defined external on Third-Part respond to the results of external
CA-02(03) ging Functional Equal Y 1A0-02.3| "% 10 CA-02(03) | CA-02(03)
from External the that are performed by
ets [Assignmel -defined impartial, external
a. Approve and manage the exchange of information between the |
PP e & Mechanisms exist to authorize
system and other systems using [Selection (one or more): e er
interconnection security agreements; information exchange
- systems using Interconnection
ur Security Agreements (ISAs), or similar
" service level user System methods, that document, for each
CA-03 Exchange d d Functional Intersects With 4 NET-05 N the nlen:!ace 5 CA-03 CA-03 CA-03 CA-03
i
type of agreement]];b. Document, as part of each exchange
Vpe of ag I P & characteristics, cybersecurity and
agreement, the interface characteristics, security and privacy
data protection requirements and the
requirements, controls, and responsibilities for each system,
nature of the information
and the impact level of the information communicated; andc.
communicated.
Review and update the
CA-03(05) NA Withdrawn Functional _|_not related to N/A NA NA 0| Withdrawn n NIST SP 800-53 RS CA-03(05)
a. Develop a plan of action and milestones for the system to Mechanisms exist to generate a Plan
document the planned remediation actions of the organization of Action and Milestones (POA&M), o
to correct or the similar risk register, to document
Plan of Action and assessment of the controls and to reduce or eliminate known Plan of Action & lanned remedial actions to correct
cA0s Functional | Intersects With 1n0-05 | 5 caos | caos | caos | caos
Milestones in andb. plan of 0A&M) noted
action and during the assessment of the security
frequency] based on the findings from control assessments, controls and to reduce or eliminate
audits or reviews. and continuous monitoring known
a. Assign a senior offcial as the authorizing official for the
system;b. official as the for
common controls available for inheritance by organizational
Mechanisms exist to ensure
systems;c. Ensure that the authorizing official for the system,
before commencing operations:1. Accepts the use of common Technology Assets, Applications
CA-06 Authorization '8 0P o P Functional Equal Security Authorization | IA0-07 and/or Services (TAAS) are officially 10 CA-06 CA-06 CA-06 CA-06
controls inherited by the system; and2. Authorizes the system to > i
authorized prior to "go live" in a
operate;d. Ensure that the authorizing official for common
production environment.
controls authorizes the use of those controls for inheritance by
tems:e. Update th
frequencyl.
Develop a system-level continuous monitoring strategy and
implement continuous monitoring in accordance with the
organization-level continuous monitoring strategy that
includes:a. Establishing the following system-level metrics to be
monitored: : defined system-l
metrics];b.
for : Mechanisms exist to provide a
defined for of control Cy &Data and data protection
CA-07 Conti Ongoing control in iith the Functional Intersects With Protection Controls CPL-02 | controls oversight function that 5 CA-07 CA-07 CA-07 CA-07
continuous monitoring strategy;d. Ongoing monitoring of system Oversight reports to the organization's executive
d metrics in the leadership.
continuous monitoring strategy;e. Correlation and analysis of
information generated by control assessments and monitoring;f.
Response actions to address results of the analysis of control
assessment and monitoring information; andg. Reporting the
security and privacy status of the system to [Assignment:
fined personnel
Mechanisms exist to utilize
independent assessors to evaluate
Continuous Monitoring| ¢ independent assessors or assessment teams to monitor Independent cpL cybersecurity and data protection
rs or i - rsecur i
CA-07(01) | Independent ployindep: Functional | Intersects With P Y v P 5 CA-07(01) | CA-07(01) | CA-07(01)
e the controls in the system on an ongoing basis. Assessors 03.1 | controls at planned intervals or when
the Technology Asset, Application
and/or Service (TAAS) undergoes
Mechanisms exist to provide a
Continuous Monitoring Cybersecurity & Data cybersecurity and data protection
Employ independent assessors or assessment teams to monitor
CA-07(01) | Types of Functional | Intersects With | Protection Controls | CPL-02 |  controls oversight function that 5 CA-07(01) | CA-07(01) | CA-07(01)
the controls in the system on an ongoing basis. §
Assessments Oversight reports to the organization's executive
leadership.
Mechanisms exist to employ trend
analyses to determine if security
Employ trend analyses to determine if control implementations, v Y
control implementations, the
Continuous Monitoring  the frequency of continuous monitoring activities, and the types Trend Analysis MON-
CA-07(03) Functional Equal frequency of continuous monitoring 10 CA-07(03)
|Trend Analyses | of activities used in the continuous monitoring process need to Reporting 06.2
activities, and/or the types of activities
be modified based on empirical data.
used in the continuous monitoring
process need to be modified based on
Mechanisms exist to conduct
CGonduct tration testing on Technoloy
enetration testi
cA-08 Penetration Testing | frequency] on [Assignment: organization-defined systems or Functional Equal Penetration Testing | VPM-07 |P € ol 10 ca08 | caos | caos
Assets, Applications and/or Services
system components].
(TAAS).
Penetration Testing |
e ot |Employ anindependent penetration testing agent or team to vom toutilize an
CA-08(01) Penelre:an Testing perform penetration testing on the system or system Functional Equal Penetration Agent or 071 independent assessor or penetration 10 CA-08(01) | CA-08(01) | CA-08(01)
ion Testi .
© | components. Team team to perform penetration testing.
Agent or Team
a. Authorize internal connections of [Assignment: organization- Mechanisms exist to control internal
defined system components or classes of components] to the system connections through
system;b. Document, for each internal connection, the interface authorizing internal connections of
Internal System security and priva and the Internal System | NET- [ systems and documenting, for each
CA-09 4 Tty and p Functional Equal Ve A umenting, for 10 cA-09 CA-09 cA-09 CA-09
Ci nature of the Terminate internal Connections 05.2 |internal connection, the interface
after defined characteristics, security requirements
andd. and the nature of the information
frequencyl need for each internal connection
a. Develop, document, and disseminate to [Assignment: Mechanisms exist to facilitate the
organization-defined personnel or roles]:1. [Selection (one or implementation of configuration
more): ; 3 ; management controls.
y: level] policy that:a.
Addresses purpose, scope, roles, responsibilities, management
entities, and
andb. , executive
orders, directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the implementation of Configuration
cM01 Policy and Procedures | the configuration management policy and the associated Functional |  SubsetOf & CFG-01 10 cMo1 | cmo1 | omor | cmor
Management Program
controls;b. D it
[Assignment: organization-defined official] to manage the
and ofthe
policy and ande. Review
and update the current configuration management:1. Policy
: following
[Assignment: organization-defined events]; and2. Procedures
following
ined eventsl.
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
more): O levet; 2 tevel;
System-level] configuration management policy that:a.
Addresses purpose, scope, roles, responsibilities, management
entities, and
compliance; andb. Is consistent with applicable laws, executive Mechanisms exist to review the
orders, directives, regulations, policies, standards, and cybersecurity and data protection
gulations, polici Periodic Review & yersecurity protecti
guidelines; and2. Procedures to facilitate the implementation of et o program, including policies, standards
cM-01 Policy and Procedures | the configuration management policy and the associated Functional | Intersects With | bm:w”w & Data | GOV-03 | and procedures, at planned intervals 5 cM-01 cM-01 cM-01 cM-01
configuration management controls;b. Designate an " orif significant changes ocour to
Protection Program
[Assignment: organization-defined official] to manage the ensure their continuing suitability,
and ofthe adequacy and effectiveness.
policy and andc. Review
and update the current configuration management:1. Policy
following
[Assignment: organization-defined events]; and2. Procedures
following
[Slole]
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2. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): O { p level;
that:a.

Addresses purpose, scope, roles, responsibilities, management

entities, and

andb. with , executive
orders, directives, regulations, policies, standards, and

Control Descri Relat

Publishing Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the implementation of
Cybersecurity & Data maintain and disseminate
CM-01 Policy and Procedures |the configuration management policy and the associated Functional Intersects With GOV-02 5 CM-01 CM-01 CM-01 CM-01
ool Desigmt Protection cybersecurity and data protection
0 Documentation policies, standards and procedures.
[Assignment: organization-defined official] to manage the
and ofthe
policy and andc. Review
and update the current configuration management:1. Policy
following
[Assignment: organization-defined events]; and2. Procedures
following
defined eventsl.
a. Develop, document, and maintain under configuration Mechanisms exist to review and
control, a current baseline configuration of the system; andb. update baseline configurations:
Review and update the baseline configuration of the system:1. CFG- 1) At least annually;
cM-02 Baseline Configuration | o o 2" UP! ! gurati Ve Functional | Intersects With | Reviews & Updates n uaty: 5 cM02 | cMo02 | om0z | cMo2 | cm-02
: When required 021 (2) When required due to so; or
dueto and3. (3) As part of system component
installed or upgraded. .
a. Develop, document, and maintain under configuration Mechanisms exist to develop,
control, a current baseline configuration of the system; andb. document and maintain secure
Review and update the baseline configuration of the system:1 System Hardening baseline configurations for Technoloy
view and u i igurati . i igurati
cM-02 Baseline Configuration P & v Functional | Intersects With |  Through Baseline | CFG-02 © . 5 oMoz | cmo2 | oMoz | cmo2 | cmo2
: When required Assets, Applications and/or Services
Configurations
dueto and3. (TAAS) that are consistent with
installed or upgraded. industry-accepted system hardening
CM-02(01) NA Withdrawn Functional _|_not related to N/A NA 0| Withdrawn n NIST SP 800-53 RS CM-02(01) | CM-02(01) | CM-02(01)
Automated mechanisms exist to
Baseline Configuration jovern and report on baseline
omaton e o | Maintain the currency, completensss, accuracy, and avaiabilty Automated Central || B s,
CM-02(02) PP of the baseline the system using [ Functional Equal Management & B ol . 10 CM-02(02) CM-02(02) | CM-02(02)
for Accuracy and 02.2 | Applications and/or Services (TAAS)
defined automated Verification
Currency through Continuous Diagnostics and
Mitigation (CDM). or similar
Baseline C Retain number] of previous Mechanisms exist to retain previous
Retention Of Previous | CFG-
CM-02(03) | Retention of Previous versions of baseline configurations of the system to support Functional Equal Configurations 02.3 versions of baseline configuration to 10 CM-02(03) | CM-02(03) | CM-02(03)
c roliback. © - upport roll back.
a. ssue [Assignment: organization-defined systems or system
jith Mechanisms exist to configure
Baseline Configuration Configure Technology 1sms exi ure
configurations] to individuals traveling to locations that the Technology Assets, Applications
| Configure Systems Assets, Applications | CFG-
CM-02(07) organization deems to be of significant risk; andb. Apply the Functional Equal and/or Services (TAAS) utilized in high- 10 CM-02(07) | CM-02(07)
and Components for and/or Services (TAAS) | 02.5
following controls to the systems or components when the risk areas with more restrictive
High-risk Areas for High-Risk Areas
individuals return from travel: [Assignment: organization-defined baseline configurations.
controlsl.
a. Determine and document the types of changes to the system
that are configuration-controlled;b. Review proposed
to th te d or
disapprove such changes with explicit consideration for security
and privacy impact analyses;c. Document configuration change
decisions associated with the system;d. Implement approved
Configuration Change to . Retain Change Management Mechanisms exist to facilitate the
igurati
cM-03 o "% |records of configuration-controlled changes to the system for Functional Subset Of faiie CHG-01 |implementation of a change 10 cMo3 | cMo3 | cMo03
[Assignment: organization-defined time period;f. Monitor and & management program.
changes to the system; andg. Coordinate and provide oversight
for configuration change control activities through [Assignment:
organization-defined configuration change control element] that
or more):
defined frequency: when defined
a. Determine and document the types of changes to the system
that are configuration-controlled;b. Review proposed
to th te d or
disapprove such changes with explicit consideration for security
and privacy impact analyses;c. Document configuration change
decisions associated with the system;d. Implement approved
Configuration Change to . Retain Configuration Change Mechanisms exist to govern the
igurati igurati
cM-03 o "% |records of configuration-controlled changes to the system for Functional | Intersects With o U8 | CHG-02 | technical configuration chane control 5 cMo3 | cMo3 | cMo03
[Assignment: organization-defined time period;f. Monitor and processes.
changes to the system; andg. Coordinate and provide oversight
for configuration change control activities through [Assignment:
organization-defined configuration change control element] that
or more):
defined freauency: when defined
u automated Mechanisms exist to prohibit
to:a. Document proposed changes to the systemb. Notify unauthorized changes, unless
[Assignment: organization-defined approval authorities] of -2
Gonfiguration Ghange | A5 ganizati ined approval authorities] organization-approved change
to the systs d request ch: " requests are received.
Gontrol| Automated | iont proposed changes to the system that have not been Prohibition Of cHe.
i v -
CM-03(01) Documentation, |5 61" ProP & 9 Functional Equal 10 CM-03(01)
: Changes 02.1
Notification, and |, ¢ 4 time period;d. Prohibit changes to the system until
ime period];d. Prohibi unti
Prohibition of Changes P © g
designated approvals are received;e. Document all changes to
the system; andf. Notify [Assignment: organization-defined
personnell to the svst
Gonfiguration Ghange Mechanisms exist to verify the
Comral | esting functionality of cybersecurity and/or
" |Test, validate, and tchanges to the system bef Control Functionalit dat trols foll
CM-03(02) Validation, and est, validate, and document changes to the system before Functional | Intersects With | “OMrOtFunctionality | oy g ¢ |data privacy controls following 5 CM-03(02) | CM-03(02) | CM-03(02)
finalizing the implementation of the changes. Verification implemented changes to ensure
Documentation of applicable controls operate as
Changes Pl P
designed.
Configuration Change to test
Control | Testing, and document proposed changes in a
Test, validate, and document changes to the system before Test, Validate& | CHG-
CM-03(02) Validation, and & v Functional | Intersects With non-production environment before 5 CM-03(02) | CM-03(02) | CM-03(02)
finalizing the implementation of the changes. Document Changes | 022
Documentation of changes are implemented ina
Changes
G aData toincludea
Configuration Change | g e (assignment: organization-defined security and privacy Protection cybersecurity and/or data protection
Control | Security and | o0 e : OrEs y and privacy CHe. |CYpersecurity protecti
©M-03(04) Privee tobe the Functional Equal for | oy in 10 CM-03(04)
Y defined configuration change control element]. Asset Lifecycle 3| change control review process.
Representatives
Changes
to s
C h Et that Y ide the lved idi ot hi
ange | Ensure tha 0 provide the Cyptographic | oo, [oledinprovidingeryprographic
CM-03(06) Control | Ci under Functional Equal protections according to the 10 CM-03(06)
Management 025
controls]. organization's configuration
processes.
Mechanisms exist to analyze proposed
Analyze changes to the system to determine potential securit Security Impact changes for potential securit
cM-04 Impact Analyses v & 4 s ¥ | Functional Equal ime CHG-3 | Changes for potentiai security 10 cMo4 | cmoa | omos4 | cmoa | cMos
and privacy impacts prior to change implementation. Analysis for Changes impacts, prior to the implementation
of the change.
Mechanisms exist to manage separate
development, testing and operational
Analyze changes to the system in a separate test environment Separation of environments to reduce the risks of
Impact Analyses | | oo n an operational tookin D Testin changes to the
i rati i i
CM-04(01) Separate Test P ® | Functional Equal ® | Toa-08 & 10 CM-04(01)
e oous | or security and privacy impacts due to laws, weaknesses, and Operational operational environment and to ensure
incompatibility, or intentional malice. Environments noimpact to production Technology
Assets, Applications and/or Services
(TAAS).
Mechanisms exist to define,
document, approve and enforce
Access Restrictions for| Define, document, approve, and enforce physical and logical Governing Access | END-
cM-05 PP Pn € Functional | Intersects With © access restrictions associated with 5 cM-05 cMo0s | cMos | cMos
Change access restrictions associated with changes to the system. Restriction for Change |  03.2
changes to Technology Assets,
ervices (TAAS).
Mechanisms exist to enforce
Access Restrictions for| Define, document, approve, and enforce physical and logical Access Restriction For configuration restrictions in an effort to
cM-05 PP phys 8 Functional | Intersects With CHG-04 | ONMIBUration restrictions | 5 cM-05 cM05 | cmos | cMos
Change access restrictions associated with changes to the system. Change restrict the ability of users to conduct
anges.
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Access Restrictions for Mechanisms exist to perform after-the-
Change | Automated | oree aceess restritions using [Assignment: organization- Automated Access | CHG- |fact reviews of configuration change
CcM-05(01) & defined automated mechanisms; andb. Automatically generate | Functional Equal & & 10 cM-05(01) CM-05(01) | CM-05(01)
Access Enforcement Enforcement / Auditing| 04.1  [logs to discover any unauthorized
audit records of the enforcement actions.
and Audit Records changes.
CM-05(02) Withdrawn Functional | _not related to N/A NIA NIA 0| Withdrawn in NIST SP 800-53 RS CM-05(02)
CM-05(03) N/A Withdrawn Functional | _notrelated to NIA NIA NIA 0 NISTSP 800-53 RS CM-05(03) | CM-05(03)
‘Access Restrictions for Mechanisms exist to limit operational
a. Limit privileges to change system components and system-
Change | Privilege privileges for implementing changes.
related information within a production or operational PermissionsTo | CHG-
CM-05(05) Limitation for Functional Equal 10 CM-05(05) CM-05(05) | CM-05(05)
Prouerion o |environment; andb. Review and reevaluate privieges Implement Changes | 04.4
[Assignment: organization-defined frequency].
Operation
a. Establish and document configuration settings for
components employed within the system that reflect the most
P ployed within (ho ) Mechanisms exist to develop,
restrictive mode consistent with operational requirements using
[Assignment: organization-defined common secure document and maintain secure
i : organization- defi ur
& & e . System Hardening baseline configurations for Technology
cM-06 Configuration Settings P & Functional | Intersects With |  Through Baseline | CFG-02 | Assets, Applications and/or Services 5 cMos | cM0s | cMo0s | cM0s | cM-0s
Identify, document, and approve any deviations from established
et esiablt Configurations (TAAS) that are consistent with
g for - industry-accepted system hardening
standards.
defined operational requirements}; andd. Monitor and control
changes to settings in
a. Establish and document configuration settings for
components employed within the system that reflect the most
restrictive mode consistent with operational requirements using
[Assignment: organization-defined common secure Approved Mechanisms exist to document,
Implement the settingsic. CFG- |assess risk and approve or den
cM-06 Configuration Settings P & Functional | Intersects With Configuration PP Y 5 cM06 | cM0s | cM06 | cM0s | cM-08
Identify, document, and approve any deviations from established P 02.7 | deviations to standardized
settings for configurations.
defined operational requirements}; andd. Monitor and control
changes to settings in ith
‘Automated mechanisms exist to
Configuration Settings
govern and report on baseline
|Automated | Manage, apply, y settings for Automated Central [ (808 O o O et
CcM-06(01) system Functional | Intersects With | Management & e 8y Assets, 5 CM-06(01) CM-06(01) | CM-08(01) | CM-06(01)
02.2 | Applications and/or Services (TAAS)
Application, and defined automated Verification
through Continuous Diagnostics and
Verification
Mitigation (CDM). or similar
Configuration Settings | Take the following actions in response to unauthorized changes reomondTo ro. | Mechanisms existto respond to
CM-06(02) |Respondto [t settings): Functional Equal [ Changos| oz |Uneuthorized changes toconfiguration| 10 CM-06(02)
L ined actionsl. i security incidents.
a. Configure the system to provide only [Assignment: Mechanisms exist to configure
mission essential andb. systems to provide only essential
Prohibit or restrict the use of the following functions, ports, bilites by specifically prohibit
cM-07 Least Functionality | 'oMPitor restrict the use of the following functions, ports, Functional Equal Least Functionality | CFG-03 |C¢2Pabilities by specifically prohibiting 10 cm07 | cmo7 | oMoz | cMo7
protocols, software, and/or services: [Assignment: organization- orrestricting the use of ports,
defined prohibited or restricted functions, system ports, protocols, and/or services.
brotocols. software. and/or servicesl.
a. Revi : defined Mechanisms exist to periodically
frequency] to identify unnecessary and/or nonsecure functions, review system configurations to
Least Functionality | | ports, protocols, software, and services; andb. Disable or CFG-|identify and disable unnecessa
CM-07(01) V| |ports, p Functional Equal Periodic Review identify and disable ut i 10 cM-07(01) | cM-07(01)
Periodic Review | remove [Assignment: organization-defined functions, ports, 031 [and/or non-secure functions, ports,
protocols, software, and services within the system deemed to protocols and services.
be unnecessary and/or 1
Prevent program execution in accordance with [Selection (one or
Least | |more): policies, rules of prevent Program Automated mechanisms existto
cM-07(02) Prevent Program | behavior, and/or access agreements regarding software program | Functional | Intersects With PG, SEA-06 | prevent the execution of unauthorized 5 CM-07(02) | CM-07(02)
Execution usage and restrictions]; rules authorizing the terms and software programs.
Software program usagel.
Prevent program execution in accordance with [Selection (one or Mechanisms exist to configure
: d , rules of
Least | | more) policies, rules of prevent Unauthorized | GrG.|¥5tems to prevent the execution of
cM-07(02) Prevent Program | benavior, and/or access agreements regarding software program |  Functional | Intersects With | "o PIENOrEed | P unauthorized software programs. 5 CM-07(02) | CM-07(02)
Execution usage and restrictions]; rules authorizing the terms and :
conditions of software program usagel.
a. dentit programs
Least Functionality| | 2UM0riZed 0 execute o the system}i. Employ a deny-all, Mechanisms exist to explicitly allow
ermit-by-exception policy to allow the execution of authorized Explicitly Allow / Deny | CFG- | (allowlist / whitelist) and/or block
CM-07(05) Authorized Software — | P y-exception policy Functional Equal plcitly v ( ) 10 CcM-07(05) | cM-07(05)
o~ |sotttare programs on the system; ande. Review and update the Applications 03.3 |(denylist/ blacklist) applications that
Y-excep list of authorized software programs [Assignment: organization- are authorized to execute on systems.
defined freauencyl.
Mechanisms exist to perform
inventories of Technology Assets,
Applications, Services and/or Data
a. Develop and document an inventory of system components (TAASD) that:
that:1. Accurately reflects the system2. Includes all (1) Accurately reflects the current
components within the system;3. Does not include duplicate TAASD in use;
accounting of components o components assigned to any other (2) Identifies authorized software
Systom Componant | YSteMi4- 5 atthe levelof granularty deemed necessary for products, including business
cMm-08 e tracking and reporting; ands. Includes the following nformation | Functional | IntersectsWith |  AssetInventories | AST-02 [justification details; 5 cMos | cmos | cmos | cmos | cMos
i to achieve system component accountability: [Assignment: (3)1s at the level of granularity deemed
organization-defined information deemed necessary to achieve necessary for tracking and reporting;
effective system component accountability]; andb. Review and (4) Includes organization-defined
update inventor information deemed necessary to
organization-defined frequency]. achieve effective property
accountabiliy; and
(5)Is available for review and audit by
personnel.
a. Develop and document an inventory of system components
that:1. Accurately reflects the system;2. Includes all
components within the system;3. Does not include duplicate Mechanisms exist to establish and
accounting of components or components assigned to any other maintain an authoritative source and
Systemid. Is at the level of granularity deemed necessary for repository to provide a trusted source
System Component Component
cM-08 o tracking and reporting; ands. Includes the followingnformation | Functional | IntersectsWith | | S9MPON | AST-02.3  and accountabily for approved and 5 cMos | cmos | cmos | cmos | cMos
i to achieve system component accountability: [Assignment: P implemented system components
organization-defined information deemed necessary to achieve that prevents assets from being
effective system component accountability]; andb. Review and duplicated in other asset inventories.
update ntor
fined freauencvl.
System Component Mechanisms exist to Update assot
Inventory | Updates | Update the inventory of system components as part of Updates During inventories as part of component
CM-08(01) V] Up P Ty of sy P P Functional Equal Installations/ | AST-02.1 P P 10 CM-08(01) | cM-08(01) | CM-08(01) | cM-08(01)
During Installation and removals, installations, removals and asset
Removals
Removal upgrades.
Mechanisms exist to implement and
System Component | Maintain the currency, completeness, accuracy, and availability Configuration manage a Configuration Management
CcM-08(02) Inventory | Automated [ of the inventory of system components using [Assignment: Functional Equal Management | AST-02.8| Database (CMDB), or similar 10 CM-08(02)
defined automated Database (CMDB) technology, to monitor and govern
t-specific informat
a. Detect the presence of unauthorized hardware, software, and
the system using [
System C: t defined automated tomated Automated mechanisms exist to
Inventory | Automated |organization-defined frequency]; andb. Take the followiny detect and alert upon the detection of
CM-08(03) vl © auencyl © Functional | Intersects With | Unauthorized  [AST-02.2 P 5 CM-08(03) | CM-08(03)
L are detected: unauthorized hardware, software and
Component Detection
Component Detection | [Selection (one or more): disable network access by such firmware components.
isolate the
fined personnel or rolesll.
a. Detect the presence of unauthorized hardware, software, and
the system using [
System C: t defined automated
Inventory | Automated |organization-defined frequency]; andb. Take the followin Software Installation | END-  |Mechanisms exist to generate an alert
CM-08(03) vl © auencyl © Functional | Intersects With © 5 CM-08(03) | CM-08(03)
L are detected: Alerts 031 |when new software is detected.
Component Detection | [Selection (one or more): disable network access by such
isolate the
fined personnel or rolesll.
a. Detect the presence of unauthorized hardware, software, and
the system using [
System C: t defined automated Mechanisms exist to configure
Inventory | Automated |organization-defined frequency]; andb. Take the followiny Unauthorized CFG- |systems to generate an alert when the
CM-08(03) vl © auencyl © Functional | Intersects With v & 5 CM-08(03) | CM-08(03)
L are detected: Installation Alert 05.1 fsoftware is
Component Detection | [Selection (one or more): disable network access by such detected.
isolate the
fined personnel or rolesll.
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Systom G « Inctugein or . Mechanisms exist to include capturing
Inventory | means for identifying by [Selection (one or more): name; Accountability the name, position and/or role of
CM-08(04) Functional Equal AST-03.1 individuals responsible/accountable 10 CM-08(04)
Accountability  |position; role], individuals responsible and accountable for Information
for administering assets as part of the
i assetinventory process.
CM-08(05) NIA Withdrawn Functional _|_not related to N/A NA 0| Withdrawn in NIST SP 800-53 RS CM-08(05) | CM-08(05)
Develop, document, and implement a configuration
management plan for the system that:a. Addresses roles,
processes and
process for
items throughout the system development life cycle and for Mechanisms exist to facilitate the
cM-09 Configuration anagin of items;c. Defines | Functional Subset Of Configuration CFG-01 |  implementation of configuration 10 cM-09 cM09 | cmo09 | cMo9
Management Plan Management Program
the configuration items for the system and places the management controls.
Is
reviewed and approved by [Assignment: organization-defined
personnel or roles]; ande. Protects the configuration
blan disclosure and
Develop, document, and implement a configuration Mechanisms exist to ensure
management plan for the system thata. Addresses roles, stakeholders are made aware of and
processes and understand the impact of proposed
procedures;b. Establishes a process for identifying configuration changes.
Confiuration | 19MS hroUghout he system development if oycteand for Stakeholder
cM-09 Memegomontplan |87 of itemsic. Defines |  Functional | IntersectsWith | Notificationof | CHG-05 5 cM-09 cMos | cMoo | cM-09
the configuration items for the system and places the Changes
items under Is
dand db defined
personnel or roles]; ande. Protects the configuration
plan from d
a. Use soft d ted in
with contract agreements and copyright laws;b. Track the use of Mechanisms exist o enforce software
software and associated documentation protected by quantity
Software Usage Software Usage usage restrictions to comply with
CM-10 licenses to control copying and distribution; andc. Control and Functional Equal CFG-04 10 CM-10 CM-10 CM-10
Restrictions Restrictions. applicable contract agreements and
document the use of peer-to-peer file sharing technology to bt
ensure that this capability is not used for the unauthorized
display. or of
Software Usage Mechanisms exist to establish
CM-10(01) Restrictions | Open- Ezf::‘i‘z:;he following ’fs"mm"s ontheuse of open-source | ¢ yong Equal Open Source Software Co:,G; parameters for the secure use of open 10 CM-10(01) | CM-10(01)
source Software source software.
‘a. Establish [Assignment: organization-defined policies]
Userinstalleg | EOVEming the nstaliation of software by users;b. Enforce Prohibit Installation Automated mechanisms exist to
CM-11 Software software installation policies through the following methods: Functional Intersects With ‘Without Privileged END-03 |prohibit software installations without 5 CM-11 CM-11 CM-11 CM-11
[Assignment: organization-defined methods}; andc. Monitor Status explicitly assigned privileged status.
policy. defined
a. Establish [Assignment: organization-defined policies] to restrict the ability
governing the installation of software by users;b. Enforce of non-privileged users to install
User-installed User-Installed
oM PO Software installation policies through the following methods: Functional | Intersects With P, CFG-05 |unauthorized software. 5 cMa1 | ema1 | oMt | oM
[Assignment: organization-defined methods]; andc. Monitor
poli defined
cM-A1(01) NA Withdrawn Functional _|_not related to N/A NA NA 0| Withdrawn n NIST SP 800-53 RS CM-A1(01)
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
more): O P ;
] that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and Mechanisms exist to review the
andb. , executive
cybersecurity and data protection
orders, directives, regulations, policies, standards, and Periodic Review &
and2. Procedures to facilitate the implementation of Update of program, ineluding policies, standards
CP-01 Policy and Procedures Functional Intersects With ‘GOV-03 |and procedures, at planned intervals 5 CcP-01 CP-01 CcP-01 CP-01
the policy and the Cybersecurity & Data
orif significant changes oceur to
. Designat Protection Program
ensure their continuing suitability,
defined official] to manage the development, documentation,
adequacy and effectiveness.
and dissemination of the contingency planning policy and
procedures; andc. Review and update the current contingency
planning:1. Policy [Assignment: organization-defined frequency]
and events]; and2.
d
eventsl.
a. Develop, document, and disseminate to [Assignment: Mechanisms exist to facilitate the
organization-defined personnel o roles]:1. [Selection (one or implementation of contingency
more): Or P ; planning controls to help ensure
) that:a. Addresses resilient Technology Assets,
purpose, scope, roles, responsibilities, management Applications and/or Services (TAAS)
entities, and (e.&, Continuity of Operations Plan
andb. , executive (COOP) or Business Continuity &
orders, directives, regulations, policies, standards, and
guidelines; and2. sscures o acats s implementation of Business Gontinuity :x::::'k:iwvemacmm
CP-01 Policy and Procedures th olicy and the Functional Subset Of Management System | BCD-01 10 CcP-01 CP-01 CcP-01 CP-01
Demanat (BCMS)
defined official] to manage the development, documentation,
and dissemination of the contingency planning policy and
procedures; andc. Review and update the current contingency
planning:1. Policy [Assignment: organization-defined frequency]
and events]; and2.
d
eventsl.
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
more): O level; P ;
] that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
andb. , executive
orders, directives, regulations, policies, standards, and Publishing Mechanisms exist to establish,
chor Policy and Procedures | EUG€lnes: and2.Procedures tofocltate the implementationof ok Oybersecurty 8 Data | o oo maintain end disseminate . oot | oror | oror | cror
th policy and the Protection cybersecurity and data protection
. Designat Documentation policies, standards and procedures.
defined official] to manage the development, documentation,
and dissemination of the contingency planning policy and
procedures; andc. Review and update the current contingency
planning:1. Policy [Assignment: organization-defined frequency]
and events]; and2.
d
eventsl.
a. Develop a contingency plan for the system that:1. Identifies.
essential d business functions and ted
contingency requirements;2. Provides recovery objectives,
restoration priorities, and metrics;3. Addresses contingency
roles, responsibilities, assigned individuals with contact
. Addresses mission and
busin ) or
failure;s. Addresses eventual, full system restoration without
deterioration of the controls originally planned and Mechanisms existto faciltats the
implemented;6. Addresses the sharing of contingency
and7.1s dand db implementation of contingency
planning controls to help ensure
organization-defined personnel or roles};b. Distribute copies of
o i oy Business Continuity resilient Technology Assets,
cP-02 c an Functional |  SubsetOf tem | BCD-01 Services (TAAS) 10 cp02 | cpo2 | cpoz | cpo2
contingency personnel (identified by name and/or by role) and
olanning (BCMS) (.., Continuity of Operations Plan
activities with incident handling activities;d. Review the (GOOP) orBusiness Continuity &
Disaster Recovery (BC/DR)
o playbooks).
defined frequencyl;e. Update the contingency plan to address
changes to the organization, system, or environment of
tion and plan
implementation, execution, or testing;f. Communicate
plan changes 5
key personnel (identified by d/or by role)
\ \earned
from contingency plan testing, training, or actual contingency
activities testing and training: andh. Protect the
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. Develop a contingency plan for the system that:1. Ident
essential d business functions and ted
contingency requirements;2. Provides recovery objectives,
restoration priorities, and metrics;3. Addresses contingency
roles, responsibilities, assigned individuals with contact
. Addresses mission and
busin ) or
failure;s. Addresses eventual, full system restoration without
deterioration of the controls originally planned and
implemented;6. Addresses the sharing of contingency
and7.ls d and d by
Mechanisms exist to keep contingency
organization-defined personnel or roles};b. Distribute copies of
the o Ongoing Contingenc plans current with business needs,
lan i i
cp-02 c an s Y| Functional | Intersects witn | €% COMMENY 1 5o 06 | technology changes and feedback 5 cp02 | cpo2 | cpoz | cpo2
contingency personnel identified by name and/or by role) and Planning
from contingency plan testing
c planning activities.
activities with incident handling activities;d. Review the )
plan for
defined frequencyl;e. Update the contingency plan to address
changes to the organization, system, or environment of
tion and plan
implementation, execution, or testing;f. Communicate
plan changes 5 defined
key personnel (identified by d/or by role)
\ \earned
from contingency plan testing, training, or actual contingency
activities testing and training: andh. Protect the
Contingency Plan | Mechanisms exist to coordinate
Coordinate lan ith Coordinatewith | BCD- | contingency plan development with
CP-02(01) Coordinate with P Functional Equal gency pl P 10 CP-02(01) | CP-02(01)
elements responsible for related plans. Related Plans o1t internal and external elements
Related Plans
for related plans.
Mechanisms exist to conduct capacity
lanning so that necessary capaci
Contingency Plan| Conduct capacity planning so that necessary capacity for Lo mrgmarmalan me'sys np "ty
i i i ing,
CP-02(02) geney information processing, telecommunications, and Functional Equal Capacity Planning | CAP-03 P by 10 CP-02(02) | CP-02(02)
Capacity Planning telecommunications and
upport exists P
environmental support will exist during
perations.
Mechanisms exist to resume all
Contingency Plan |  [Plan for the resumption of [Selection (one): all; essential] Resume All Missions &|  BCD missions and business functions
- | mi usiness functi
CP-02(03) Resume Mission and | mission and business functions within [Assignment: Functional | Intersects With 5 CP-02(03) | CP-02(03)
Business Functions 02.1 within Recovery Time Objectives
Business Functions time period] of plan activation.
(RTOs) of plan's
Mechanisms exist to resume essential
Contingency Plan | [Plan for the resumption of [Selection (one): al; essential] Resume Essential | o | Meotnioe S o Tesame oo
CP-02(03) Resume Mission and d bus [ : Functional | Intersects With | Missions & Business 5 CP-02(03) | CP-02(03)
02.3 | within an organization-defined time.
Business Functions time period] of plan activation. Functions
period of plan activation.
CP-02(04) NA Withdrawn Functional _|_not related to N/A NA N/A 0| Withdrawn in NIST SP 800-53 RS CP-02(04)
Mechanisms exist to continue
Plan for the continuance of [Selection (one): all; essential] essential missions and business
Contingency Plan| | o and business functions with minimal or no loss of Continue Essential | g0, 1 tions with lttle or no loss of
CP-02(05) Continue Mission and Functional Equal Mission & Business 10 CP-02(05)
operational continuity and sustains that continuity until full 02.2 | operational continuity and sustain that
Business Functions Functions
system restoration at primary processing and/or storage sites. continuity until full system restoration
atprimary. d/or storage
Mechanisms exist to identify and
document the critical Technology
Contingency Plan | [1dentify criical system assets supporting [Selection (on:
CP-02(08) geny Plan| i v pporting ( Functional Equal Identify Critical Assets | BCD-02 | Assets, Applications, Services and/or 10 CP-02(08) | CP-02(08) | CP-02(08)
Identify Critical Assets | essential] mission and business functions.
Data (TAASD) that support essential
d business functions.
‘a. Provide contingency training to system users consistent with
assigned roles and responsibilities: 1. Within [Assignment:
organization-defined time period] of assuming a contingency role| Mechanisms exist to adequately train
When required anda. contingency personnel and applicable
cp-03 o Training | " a 4 Functional Equal Contingency Training | BCD-03 \gency p PP 10 cP-03 cP-03 cP-03 cP-03
[Assignment: organization-defined frequency] thereafter; andb. stakeholders in their contingency roles
2 and responsibilities.
following [
defined eventsl.
Mechanisms exist to incorporate
c Trainin into raining to BCD- |simulated events into contingency
CP-03(01) 8l € Functional Equal Simulated Events gency 10 CP-03(01) | CP-03(01)
Simulated Events | facilitate effective response by personnel in crsis situations. 031 |trainingto facilitate effective response
by personnel in crisis situations.
a Test plan for the system
organization-defined frequency] using the following tests to Mechanisms exist to conduct a Root
c an |determine the plan and the readiness to Contingeney Plan Root Cause Analysis (RCA) and "lessons
CP-04 Functional Intersects With | Cause Analysis (RCA) | BCD-05 5 CP-04 CP-04 CP-04 CP-04
Testing eexecute the plan: [Assignment: organization-defined tests].b. & Lessons Leared learned" activity every time the
Review the contingency plan test results; ande. Initiate contingency planis activated.
i ti if needed.
aTest planforthe system Mechanisms exist to conduct tests
organization-defined frequency] using the following tests to
c determine the plan and the readiness to Contingency Plan andlor exercises fo evaluate the
cP-04 an P! Functional | Intersects With gency BCD-04 |contingency plan's effectiveness and 5 CP-04 cP-04 CP-04 cP-04
Testing execute the plan: [Assignment: organization-defined tests].b. Testing & Exercises "
the organization’s readiness to
Review the contingency plan test results; ande. Initiate
execute the plan.
i ti if needed.
Contingency Plan Mechanisms exist to coordinate
lan testing with Coordinated Testing | BCD- n testing with internal
CP-04(01) Testing | Coordinate P ¢ Functional Equal e LS 4 10 CP-04(01) | CP-04(01)
elements responsible for related plans. with Related Plans | 04.1 |and external elements responsible for
with Related Plans
related plans.
Mechanisms exist to test contingency
lans at alternate storage &
c Tostthe planat o o ocessing sites to bo(ftam liarize
Plan rocessing si fliar
familiarize contingency personnel with the facility and available Altternate Storage & | BCD- | ¢
CP-04(02) Testing| Alternate Functional Equal contingency personnel with the facility | 10 CP-04(02)
resources; andb. To evaluate the capabilities of the alternate Processing Sites 04.2
Processing Site and evaluate the capabilities of the
processing site to support contingency operations.
alternate processing site to support
operations.
Mechanisms exist to establish an
a. Establish an alternate storage site, including necessary
agreements to permit the storage and retrieval of system backu atternate storage site that includes
cP-06 Alternate Storage Site | % o " P| Functionat Equal Alternate Storage Site | BCD-08 [both the assets and necessary 10 cpos | cP-06 | cP-0s
information; andb. Ensure that the alternate storage site
agreements to permit the storage and
provides controls equivalent to that of the primary site.
recovery of system backup
Mechanisms exist to separate the
Aterate Storage Site | dentify an sitethat eparated Soparationfrom | BCD- atomato storage st romthe prma
- " : i
CP-06(01) Separation from | from the primar toreduce thesame|  Functional Equal > & primary 10 CP-06(01) | CP-06(01)
Primary Site 08.1 storage site to reduce susceptibility to
Primary Site threats.
similar threats.
Alternate Storage Site Mechanisms exist to facilitate recover
PR !l Configure the aternate storage site to acilitate recovery Recovery Time /Point | | oo e e e o
CP-06(02) v operations in accordance with recovery time and recovery point |  Functional | Intersects With |  Objectives (RTO / P 5 CP-06(02)
Recovery Point | °2°% O 01.4  |Recovery Time Obijectives (RTOs) and
Obiectives ” - Recovery Point Obiectives (RPOs).
Mechanisms exist to identify and
Identify potential roblems to the alternate storage mitigate potential accessibilt
Alternate Storage Site | v P & BCD- lgate p Y
CP-06(03) Accessibility site in the event of an area-wide disruption or disaster and Functional Equal Accessibility 08.2 problems to the alternate storage site 10 CP-06(03) | CP-06(03)
outline explicit mitigation actions. " |inthe event of an area-wide disruption
or disaster.
. Establish an alternate processing site, including necessary
agreements to permit the transfer and resumption of
[Assignment: organization-defined system operations] for
essential mission and business functions within [Assignment:
organization-defined time period consistent with recovery time Mechanisms exist to establish an
P
chor Atternate Processing | and recovery point objectives] when the primary processing | caual Atternate Processing | o | attemate processing sie that provides | | chor oror | cpor | cror
site capabilities are unavailable;b. Make available at the alternate site security measures equivalent to that of|
processing site, the equipment and supplies required to transfer the primary site.
and resume operations o put contracts in place to support
delivery to the site within the organization-defined time period for|
transfer and resumption; andc. Provide controls at the alternate
brocessing site that to those at the primary site.
Mechanisms exist to separate the
Alternate Processing | Identify an alternate processing site that is sufficiently separated separation from 0D |t s“: P
CP-07(01) Site | Separation from |from the primar to reduce tothe Functional Equal P 0o P i AN 10 cP-07(01) | CP-07(01)
Primary Si 1 |primar u
Primary Site same threats. o
similar threats.
Mechanisms exist to identify and
mitigate potential accessibility
Atermate Proceseing |/4eNY potential accessibilty problems to alterate processing aco aliem:m e At mzess "
rocessi - o i
CP-07(02) © |sites n the event of an area-wide disruption or disaster and Functional Equal Accessibility o P € 10 CP-07(02) | CP-07(02)
Site | Accessibility 08.2 |site and possible mitigation actions, in
outlines explicit mitigation actions.
the event of an area-wide disruption or
disaster.
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Mechanisms exist to address priority
of-service provisions in alternate
Aternate Processing |1 °"0P Aiternate processing site agreements that contain Alternate Site Priority | BCD- | processing and storage sites that
CP-07(03) % o provisions ith availability Functional Equal "ty P e & 10 CP-07(03) | CP-07(03)
Site | Priority of Service of Service 09.3 |support availability requirements,
requirements (including recovery time objectives).
including Recovery Time Objectives
(RTOs).
Mechanisms exist to prepare the
alternate processing alternate to
Alternate Processing | Prepare the alternate processing site so that the site can serve [ oot
CP-07(04) Site | Preparation for |as the operational site supporting essential mission and Functional Equal Preparation for Use PP 10 CP-07(04)
09.4 |business functions so that the
Use business functions.
alternate site is capable of being used
as the primary site.
Establish alternate telecommunications services, including Mechanisms exist to reduce the
necessar to permitthe likelihood of a single point of ailure
organization-defined system operations] for essential mission with primary telecommunications
Telecommunications
CP-08 and busin Functional Intersects With BCD-10 |services. 5 CP-08 CP-08 CP-08 CP-08
Services Services Availability
defined time period] when the primary
capabilities are unavailable at either the primary or alternate
processing or storage sites.
a. Develop primary and alternate telecommunications service
Mechanisms exist to formalize primary
agreements that contain priority-of-service provisions in
and alternate telecommunications
ith availabilit recovery Tetecommunications | o tain prcrity-of
CP-08(01) Services |Priority of | time objectives); andb. Request Telecommunications Service Functional Equal Priority of Service prionty 10 CP-08(01) CP-08(01) | CP-08(01)
10.1 |service provisions that support
Service Provisions | Priority for all for national Provisions
security emergency preparedness if the primary and/or alternate availabiltyrequirements, including
gency prep: primary Recovery Time Objectives (RTOs).
are provided by a common carrier.
Obt: services to reduce the Mechanisms exist to reduce the
Telecommunications
CP-08(02) Services | Single Points likelihood of sharing a single point of failure with primary Functional | Intersects With | ' **™" #4181 | 8GD-10 |iketinood of asingle point offalure 5 CP-08(02) CP-08(02) | CP-08(02)
of Failure d with primar
Mechanisms exist to obtain alternate
Telecommunications
Obtain alternate telecommunications services from providers telecommunications services from
Services| Separation Separation of Primary /| BCD-
CP-08(03) that are separated from primary service providers toreduce | Functional Equal providers that are separated from 10 CP-08(03)
of Primary and Alternate Providers 10.2
susceptibility to the same threats. primary service providers to reduce
Alternate Providers
to the same threats.
a. Require primary and alternate telecommunications service
auire primary unicati . Mechanisms exist to contractually-
providers to have contingency plans:b. Review provider
Telecommunications contingency plans to ensure that the plans meet organizational Provider Contingency BCD-: require external service providers to
i u rganizati rovi i -
CP-08(04) Senvices | Provider goncy p P! 5 Functional Equal geney have contingency plans that meet 10 CP-08(04)
andc. Obtain evidence of Plan 10.3
c Plan organizational contingency
contingency testing and training by providers [Assignment:
requirements.
fined freauencyl.
. Conduct backups of user-levelinformation contained in
system
: [ nsisten
e mob::‘"ee";"b N Mechanisms exist to create recurring
recovery ti recovery poi ives};b. Condu
i VP i backups of data, software and/or
backups of system-level information contained i the system
[Assignment: organization-defined frequency consistent with system images, as well s verify the
i : organization-defined frequ istent wit
cP-09 System Backup © o ot Functional | IntersectsWith | DataBackups | BCD-11 [integrity of these backups, to ensure 5 cpos | cpos | cp0s | cpos | cp-09
L)ack vs o”fls slem‘ doc r;\e:t;lan ncluding security- and the avalability of the data to satisfy
u umentation, including security-
ps of sy: ¢ Y Recovery Time Objectives (RTOs) and
Recovery Point Objectives (RPOs).
defined frequency consistent with recovery time and recovery
point objectives]; andd. Protect the confidentialty, integrity, and
availability of backup infc i
Mechanisms exist to routinely test
System Backup | Test backup information [Assignment: organization-defined Testing for Reliability & | BCD- | backups that verify the reliability of the
: . - ups that ver jabili
CP-09(01) Testing for Reliability ° Functional Equal e 4 P Y 10 CP-08(01) | CP-09(01) | CP-09(01)
e frequency] to verify media reliability and information integity. Integrity 111 backup process, as well as the
i
ey integrity and availability of the data.
Mechanisms exist to utilize sampling
System Backup | Test |, , <ampte of backup information in the restoration of Test Restoration Using | BCD- |of available backups to test recovel
CP-09(02) Restoration Using P! P Functional Equal g P v 10 CP-09(02)
Sampling selected system functions as part of contingency plan testing. Sampling 11.5 |capabilities as part of business
P continuity plan testing.
Mechanisms exist to store backup
Systom Backup| it:vce;ackup copies of [:i:\gnhm:rm: organization-defined st | s |20 of c:l(‘wczl s:(mwar(e and other
riti t " - "
CP-09(03) Separate Storage for Functional Equal " “ seourlyrpelated informationin @ 10 CP-09(03) | CP-09(03)
. in a separate facility o in a fire rated container thatis not Critical Information | 11.2 [ separate facility or in a ire-rated
ith system. container that is not collocated with
being backed up.
Mechanisms exist to transfer backup
System Backup | Transfer system backup information to the alternate storage site Transferto Altemate | BCD data to the alternate storage site ata
CP-09(05) Transferto Alternate | [Assignment: organization-defined time period and transfer rate | Functional Equal Storage Sito 1.6 | retethatis capable of meeting both 10 CP-09(05)
StorageSite | consistent with the recovery time and recovery point objectives]. | Recovery Time Objectives (RTOs) and
Recovery Point Objectives (RPOs).
Mechanisms exist to ensure the
Provide for the recovery and reconstitution of the system to a
System Recoveryand | known state within [Assignment: organization-defined time {nformation System secure recovery and feconstiution of
cp-10 4 v gnment: Functional | Intersects With Recovery & BCD-12 |  Technology Assets, Applications 5 cp10 | cp10 | cpto | cpao | oo
Reconstitution period consistent with recovery time and recovery point
Reconstitution and/or Services (TAAS) to a known
objectives] after a disruption, compromise, or failure.
state after a disruption.
Mechanisms exist to facilitate the
implementation of contingency
Provide for the recovery and reconstitution of the system to a planning controls to help ensure
System Recovery and |k within time Business Continuity resilient Technology Assets
CP-10 ¥ v Functional Intersects With | Management System | BCD-01 8y y 5 CP-10 CP-10 CP-10 CP-10 CP-10
Reconstitution | period consistent with recovery time and recovery point Boms) Applications and/or Services (TAAS)
objectives] after a disruption, compromise, or failure. (e.&, Continuity of Operations Plan
(COOP) or Business Continuity &
Disaster Recovery (BC/DR)
Provide for the recovery and reconstitution of the system to a Mechanisms exist to facilitate recovery|
System Recovery and within time Recovery Tme /Point | gy | oerations i accordance with
ithi i - ions in accordance wi
cP-10 4 v Functional | Intersects With | Objectives (RTO / P 5 cp10 | cp10 | cpto | cpao | oo
ith recovery time and recovery point P, 014 |Recovery Time Objectives (RTOs) and
fter a disruption, or failure. Recovery Point Obiectives (RPOs).
to
backup mechanisms that will allow
System Recovery and | et transaction recovery for systems that are transaction. BCD- | transaction recovery for transaction.
CP-10(02) Reconstitution | P Ty for sy Functional Equal Transaction Recovery ol 10 CP-10(02) | CP-10(02) | CP-10(02)
Transaction Recover ased. 121 based Technology Assets,
84 Applications and/or Services (TAAS) in
th Recovery Point.
Mechanisms exist to restore
Provide to restore system i Technology Assets, Applications,
System Recoveryand |1 o Y 4 pplicati
[Assignment: organization-defined restoration time periods] Services and/or Data (TAASD) within
Reconstitution | Restore Within Time BCD-
CP-10(04) d o Functional Equal organization-defined restoration time- 10 CP-10(04)
Restore Within Time Period 12.4
Perod information representing a known, operational state for the periods from configuration-controlled
components. and integrity-protected information;
aknown, operational
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): Of H e 3
ystem-level] d policy that:a.
Addresses purpose, scope, roles, responsibilities, management
entities, and
andb. ith , executive Mechanisms exist to review the
orders, directives, regulations, policies, standards, and cybersecurity and data protection
Periodic Review &
guidelines; and2. Procedures to facilitate the implementation of Update of program, including policies, standards
1A-01 Policy and Procedures | the identification and authentication policy and the associated |  Functional | Intersects With | P8 % | GOV-03 |and procedures, at planned intervals 5 1A-01 1A-01 1A-01 1A-01
and controls;b. D e V! Y orif significant changes occur to
Protection Program
[Assignment: organization-defined official] to manage the ensure their continuing suitability,
and ofthe adequacy and effectiveness.
and policy and ande.
Review and update the current identification and
1. Y 5 defined
frequency] and following [Assignment: organization-defined
events; and2. defined
freauencvl and
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a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): O { p L
) d policy that:a.
Addresses purpose, scope, roles, responsibilities, management
entities, and
andb. with , executive
orders, directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the implementation of dentity & Access Mechanisms exist to facilitate the
1A-01 Policy and Procedures | the identification and authentication policy and the associated | Functional Subsetof | o eymem(IAM) IAC-01 |implementation of identification and 10 1A-01 1A-01 1A-01 1A-01
and controls;b. Designat & access management controls.
[Assignment: organization-defined official] to manage the
and ofthe
and policy and ande.
Review and update the current identification and
1.
frequency] and following [Assignment: organization-defined
events]; and2.
frequencyl and following defined
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): O ; p ;
ystem-level] d policy that:a.
Addresses purpose, scope, roles, responsibilities, management
entities, and
andb. , executive
ders, directives, regulations, policies, standards, and
orders, directives, regulations, policies, standards, an publishing Mochanisms exst to establish,
guidelines; and2. Procedures to facilitate the implementation of Cyberessunty & Data e o
1A-01 Policy and Procedures | the identification and authentication policy and the associated |  Functional | IntersectsWith | " Gov-02 5 1A-01 1A-01 1A-01 1A-01
- o, Protection cybersecurity and data protection
rolsib. t
Documentation olicies, standards and procedures.
[Assignment: organization-defined offcial] to manage the s P
and of the
and policy and ande.
Review and update the current identification and
1. Policy : defined
frequency] and following [Assignment: organization-defined
events}; and2. : d
frequencyland
Mechanisms exist to uniquely identify
Identification and | Uniquely identify and authenticate organizational users and Identification & and centrally Authenticate, Authorize
1A-02 Authentication | associate that unique identification with processes acting on Functional Equal Authentication for | 1AC-02 |and Audit (AAA) organizational users 10 1A-02 1A-02 1A-02 1A-02 1A-02
(organizational Users) | behalf of those users. Organizational Users and processes acting on behalf of
users.
‘Automated mechanisms exist o
enforce Multi-Factor Authentication
Identification and (MFA)for:
Authentication (1) Remote network access;
Users) || Implement multi-f for access to privileged Multi-Factor (2) Thirg-party Technology Assets,
1A-02(01 Functional | Intersects With 1AC-06 5 10-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01
0 Muttifactor  |accounts. unctional | Intersects Wi MER) Senvices (TAAS): (01) o) (01) 1) 01)
Authentication to and/ or
Privileged Accounts (3) Non-console access to critical
TAAS that store, transmit and/or
process
Identification and
Authentication Mechanisms exist to utilize Multi-
u Implement multi- f toprivileged Local Access t Factor Authentication (MFA) t
1A-02(01) sers) || Implemen oraccessto privilege Functional | Intersects With ocalAccessto |, o ¢ 5| Factor Authentication (MFA)to 5 18-02(01) | 14-02(01) | 1A-02(01) | 1a-02(01) | 1A-02(01)
Multi-factor  |accounts. Privileged Accounts authenticate local access for
Authentication to privileged accounts.
Privileged Accounts
Mechanisms exist to limit the use of
commercially-provided Information
Identification and
Assurance (1) and IA-enabled IT
Authentication products to those products that have
rodu u v
u Implement multi- f toprivileged Information As TDA-
1A-02(01) sers) || Implement or access o privilega Functional | Intersects With |10 ot on Assurance been successfully evaluated against a 5 1A-02(01) | 14-02(01) | 1A-02(01) | 1a-02(01) | 1A-02(01)
Multi-factor  |accounts. Enabled Products | 02.2
National Information Assurance
Authentication to artnership (NIAP)-approved
Privileged Accounts P P PP
Protection Profile or the cryptographic
module is FIPS-validated or NSA-
Mechanisms exist to implement Multi-
Identification and
Factor Authentication (MFA) for access
Authentication to privileged and non-privileged
Users) || Implement factor auther for access to privileged Out-of-Band Multi- privileg privileg
1A-02(01) Functional | Intersects With 1AC-06.4 |accounts such that one of the factors 5 1A-02001) | 1A-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01)
Multi-factor | accounts. Factor Authentication
is independently provided by a device
Authentication to separate from the system beiny
: i
Privileged Accounts P 4 ¢
accessed.
Identification and
Authentication Mechanisms exist to utilize Muli-
Users) || Implement mutti-factor authe for access to privileged Network Access to Factor Authentication (MFA) to
1A-02(01) )| ime! . " privilegs Functional | Intersects With W 1AC-06.1 r Authentication (MFA) 5 1A-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01)
Multi-factor | accounts. Privileged Accounts authenticate network access for
Authentication to privileged accounts.
Privileged Accounts
Identification and
Authentication Mechanisms exist to utilize Muli-
(organizational Users) || Implement multi-factor authentication for access to privileged Network Access to Factor Authentication (MFA) to
izati e uthentication for rivil r Authenticati
1A-02(01) © P priviiee Functional | IntersectsWith | Non-Privileged | IAC-06.2 5 1-02001) | 1A-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01)
Multi-factor accounts. authenticate network access for non-
Accounts
Authentication to privileged accounts.
Privileged Accounts
Identification and
Authentication Automated mechanisms exist to
Users) || Implement mutti-factor authe for access to privileged Hardware Token- ensure organization- defined token
1A-02(01) )| ime! . " privilegs Functional | Intersects With ) IAC-10.7 | °nSure organizati ! 5 14-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01)
Multi-factor | accounts. Based Authentication quality requirements are satisfied for
Authentication to hardware token-based authentication.
leged Account
Mechanisms exist to lmit the use of
. I
dentification and commercially-provided Information
Assurance (1A) and 1A-enabled IT
Authentication
Users) || Implement foraccess to non Information Assurance | TDA. |ProduCts to those products that have
1A-02(02) P Functional | Intersects With been successfully evaluated against a 5 1A-02(02) | 1A-02(02)
Multi-factor [ privileged accounts. Enabled Products | 02.2
National Information Assurance
Authentication to Non- Santnara (IAPY approved
i -approv
rivileged Accounts
privieg Protection Profile or the cryptographic
module is FIPS-validated o NSA-
Identification and
Authentication Mechanisms exist to utilize Muli-
Users) || Implement for access to non Network Access to Factor Authentication (MFA) to
r - r Authenticati
1A-02(02) P Functional | IntersectsWith | Non-Privileged | IAC-06.2 5 1A-02(02) | 1A-02(02)
Multi-factor [ privileged accounts. A authenticate network access for non-
Authentication to Non- privileged accounts.
lesed Accounts
Mechanisms exist to implement Multi-
Identification and
Factor Authentication (MFA) for access
Authentication to privileged and non-privileged
i -privi
Users) || Implement multi-f for access to non- Out-of-Band Multi-
1A-02(02) i Functional | Intersects With 1AC-06.4 | accounts such that one of the factors 5 1A-02(02) | 1A-02(02)
Multi-factor | privileged accounts. Factor Authentication
is independently provided by a device
Authentication to Non-
separate from the system being
privileged Accounts
accessed.
1dentification and
Authentication Automated mechanisms exist to
u Implement multi- f tonon- Hardware Token- tion-defined tok
oz sers) | implemen or access to non cunctional | intrsoctewii | HerdwareToken- | lensure organization-defined token . x| woxon
Multi-factor | privileged accounts. Based Authentication quality requirements are satisfied for
Authentication to Non- hardware token-based authentication.
orivileged Accounts
Identification and Mechanisms exist to utilize Multi-
Authentication Factor Authentication (MFA) to
u Implement multi- f tonon- Network Access t thenticate network f
oz sers) | implemen or access tonon runctionat | intersocte i | NetworkAceessto | lauthenticato network access for . x| woxon
Multi-factor | privileged accounts. Privileged Accounts privileged accounts.
Authentication to Non-
orivileged Accounts
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Automated mechanisms exist to
enforce Multi-Factor Authentication
Identification and (MFA)for:
Authentication (1) Remote network access;
- Users) || Implement for access to non- Functionat | inersacts wit Mult-Factor ac.06 | @) Thitd-party Technology Assets, . o || e
Multi-factor | privileged accounts. Services (TAAS);
Authentication to Non- and/ or
privileged Accounts (3) Non-console access to critical
TAAS that store, transmit and/or
process
Identification and
Authentication Mechanisms exist to utilize Muli-
10202) Users) || Implement for access to non- Functional | Intersects With LocalAccessto |\ o |Factor Authentication (MFA) to s nom | nem
Multi-factor | privileged accounts. Privileged Accounts authenticate local access for
Authentication to Non- privileged accounts.
leged Account
1A-02(03) N/A Withdrawn Functional | _not related to N/A NIA NIA 0| Withdrawn in NIST SP 800-53 RS 1A-02(03) | 1A-02(03)
I1A-02(04) N/A Withdrawn Functional not related to N/A N/A N/A ] NIST SP 800-53 RS 1A-02(04)
Identification and
Authentication Mechanisms exist to require
accounts or , require
1A-02(05) (organizational Users)If .o +5 he individually authenticated before granting accessto |  Functional Equal Group Authentication | IAC-02.1 | Mdividuals to be authenticated with an 10 1A-02(05) | 1A-02(05)
Individual individual authenticator when a group
the shared accounts or resources.
Authentication with authenticator is utilized.
Group
Identification and
Implement replay- for Roplay-Rosistant Automated mechanisms exist to
1A-02(08) (organizational Users) || access to [Selection (one or more): privileged accounts; non- Functional Equal thontiotion | 1AC-02:2| employ replay-resistant 10 1A-02(08) | 1A-02(08)
Access to Accounts — | privileged accounts]. authentication.
Replay Resistant
1A-02(09) Withdrawn Functional not related to N/A N/A N/A ] NIST SP 800-53 RS 1A-02(09)
1A-02011) N/A Withdrawn Functional | _not related to N/A N/A N/A 0| Withdrawn in NISTSP 800-53 RS 1A-02011) | 1A-02(11) | 1A-02011)
Identification and
oo Mechanisms exist to accept and
1A-02(12) (organizational Users) || 0P 2N etectronically verfy Personal [dentity Verification- Functional | Intersects With PV iac02.8 Y 5 1A-02(12) | 1A-02(12)
aceoptancaot Py |ComPaTtcrodentials. Credentials Personal Identity Verification (PIV)
credentials.
Credentials
Mechanisms exist to uniquely identify
and centrally Authenticate, Authorize
Devics Identification | Uriduely identiy and authenticate [Assignment: organization- Identification & and Audit (AAA) devices before
1A-03 e tmtication | defined devices and/or types of devices] before establishinga | Functional | Intersects With | ~ Authentication for | 1AC-04 | establishing a connection using 5 1no03 [ 1a03
[Selection (one or more): local; remote; network] connection. Devices bidirectional authentication that is
cryptographically- based and replay
resistant.
Manage system identifiers by:a. Receiving authorization from
[Assignment: organization-defined personnel or roles] to assign Mechanisms exist to strictly govern the
anindividual, group, role, service, o device identifier;b. Authenticate, use of Authenticate, Authorize and
1A-04 Identifier Management | Selecting an identifier that identifies an individual, group, role, Functional Intersects With Authorize and Audit | IAC-01.2 | Audit (AAA) solutions, both on- 5 1A-04 1A-04 1A-04 1A-04 1A-04
Senvice, or device;c. Assigning the identifier to the intended premises and those hosted by an
individual, group, role, service, or device; andd. Preventing reuse External Service Provider (ESP).
of identifiers for fined time period].
Manage system identifiers by:a. Receiving authorization from
[Assignment: organization-defined personnel or roles] to assign Mechanisms exist to gover naming
anindividual, group, role, service, or device identifier;b. dontier Management tomdorch for vsarhams and
1A-04 Identifier Management | Selecting an identifier that identifies an individual, group, role, |  Functional | Intersects With 1AC-00 5 o4 | o4 | iaoa | 104 | 104
service, or device;c. Assigning the identifier to the intended (User Names) Technology Assets, Applications
and/or Services (TAAS).
individual, group, role, service, or device; andd. Preventing reuse
of identifiers for fined time period].
Mechanisms exist to strictly govern the
Manage individual identifiers by uniquely identifying each Authenticate, use of Authenticate, Authorize and
1A-04(04) oty e individual : defined Functional | Intersects With | Authorize and Audit | IAC-01.2  Audit (AAR) solutions, both on- 5 1A-04(04) 1A-04(04) | 1A-04(04)
|1dentify UserStatus |, ifying individual status]. (AAA) premises and those hosted by an
External Service Provider (ESP).
dontiter Managemen | 127288 Indvidual dentiiers by uniqualy identiying oach User oty (D) Mechanisms exist to ensure proper
1A-04(04) individual Functional | Intersects With 1AC-09.1 |user identification management for 5 1A-04(04) 1A-04(04) | 1A-04(04)
| Identify User Status
identifying individual status] on mana
Manage individual identifiers by uniquely identifying each Mechanisms exist to identify
1A-04(04) emer individual : defined Functional | Intersects With | Identity User Status | IAC-09.2 and other third-p 5 1A-04(04) 1A-04(04) | 1A-04(04)
| Identify User Status through unique username
identifying individual status].
Manage system authenticators by:a. Verifying, as part of the Mechanisms exist to ensure default
initial authenticator distribution, the identity of the individual, authenticators are changed as part of
group, role, service, or device receiving the authenticator;b. account creation or system
initial content for any installation.
issued by the organization;c. Ensuring that authenticators have
sufficient strength of mechanism for their intended use;d.
Establishing and implementing administrative procedures for
Authonticatoy | Mitialauthenticator distribution, for ost or compromised or
1A-05 Mancgomant | camaged and for revoking Functional | Intersects With | Default Authenticators | IAC-10.8 5 nos | mos | iaos | 105 | aos
Changing default authenticators prior to first use;f. Changing or
time period by authenticator type] or when [Assignment:
_Protecting
content from unauthorized disclosure and modification;
Requiring individuals to take, and having devices implement,
specific controls to protect authenticators; andi. Changing
for group or rols wher to
For password-based authentication:a. Maintain a list of
d, expected, or ds and
update the list d
when organizational passwords are suspected to have been
Verify, when
or update passwords, that the passwords are not found on the
Authenticator | 15t Of commonly-used, expected, or compromised passwords in Automated mechanisms exist to
Vinsgamen| | -8 @l:c. Transmit passwords only over cryptographicaly- Automated Support determine if password authenticators
1A-05(01) e o | Protected channelsid.Store passwords using an approved Functional | Inersects With | S22 AP 11AC-10.4 aresufiientysirong enough to 5 1-05(01) | 1A-05(01) | 1A-05(01) | 1A-05(01) | 1A-05(01)
e oauond | salted key derivation function, preferably using a keyed hash. satisfy organization-defined password
Require immediate selection of a new password upon account length and complexity requirements.
recovery:f. Allow user selection of long passwords and
passphrases, including spaces and all printable characters;g.
Employ automated tools to assist the user in selecting strong
password authenticators; andh. Enforce the following
defined and combplexitv rules].
For password-based authentication:a. Maintain a list of Mechanisms exist to enforce
d, expected, or ds and complexity, length and lifespan
update the list d| considerations to ensure strong
when organizational passwords are suspected to have been criteria for password-based
Verify, when authentication.
or update passwords, that the passwords are not found on the
Authenticator | 15t Of commonly-used, expected, or compromised passwords in
Vinagamen| | -5 @)c. Transmit passwords only over cryptographicaly- Paseword.Based
1A-05(01) e o | Protected channelsid.Store passwords using an approved Functional | Intersects with | oo S P00 jac-04 5 1-05(01) | 1A-05(01) | 1A-05(01) | 1A-05(01) | 1A-05(01)
salted key derivation function, preferably using a keyed hashe.
Authentication
Require immediate selection of a new password upon account
recovery:f. Allow user selection of long passwords and
passphrases, including spaces and all printable characters;g.
Employ automated tools to assist the user in selecting strong
password authenticators; andh. Enforce the following
defined and combplexitv rules].
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d, expected, or ds and
update the list d
when organizational passwords are suspected to have been
Verify, when
or update passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised passwords in
Authenticator you P r compromised p rast
1A-5(1)(@:c. Transmit passwords only over cryptographically-
Management | to securely manage
1A-05(01) e o | Protected channelsid.Store passwords using an approved Functional | Intersects With 1AC-10 for 5 1-05(01) | 1A-05(01) | 1A-05(01) | 1A-05(01) | 1A-05(01)
salted key derivation function, preferably usinga keyed hashie. -
Authentication
Require immediate selection of a new password upon account
recovery:f. Allow user selection of long passwords and
passphrases, including spaces and all printable characters;g.
Employ automated tools to assist the user in selecting strong
password authenticators; andh. Enforce the following
defined and combplexitv rules].
a. For public key-based authentication:1. Enforce authorized
access to the corresponding private key; and2. Map the Automated mechanisms exist to
Authenticator | authenticated identity to the account of the individual or group; validate certificates by constructing
Management | Public [andb. When public key infrastructure (PKI) is used:1. Validate PKI-Based and verifying a certification path to an
1A-05(02) goment | Publ public key nfrastructure (PKY s u ! Functional Equal 1AC-10.2| 214 veriving a certification p 10 1A-05(02) | 1A-05(02)
Key-based by yinga pathto Authentication accepted trust anchor including
an accepted trust anchor, checking certificate status information
information; and2. Implement a local cache of revocation data to for PK-based authentication.
upport path discovery and validation.
IA-05(03) N/A Withdrawn Functional not related to N/A N/A N/A ] NIST SP 800-53 RS I1A-05(03) | 1A-05(03)
1A-05(04) N/A Withdrawn Functional | _not related to N/A N/A N/A 0| Withdrawn in NISTSP 800-53 RS 1A-05(04) | 1A-05(04)
Authenticator Mechanisms exist to protect
Vnsgomenn) | PrOt0% ith category ith
1A-05(06) of the information to which use of the authenticator permits Functional | Intersects With 1AC-10.5 | the sensitivity of the information to 5 1A-05(06) | 1A-05(06)
Protection of Authenticators
access. which use of the authenticator permits
Authenticators
access.
Authenticator
Mechanisms exist to ensure that
Management |No No Embedded
Ensure that not unencrypted, static authenticators are
1A-05(07) Embedded Functional Equal Unencrypted Static  |IAC-10.6 10 1A-05(07) | 1A-05(07)
in applications or other forms of static storage. not embedded in applications, scripts
Unencrypted Static Authenticators
or stored on function keys.
] Mechanisms exist to uniquely manage
Privileged Account
1A-05(08) Management | Multiple | to manage the risk of compromise due to individuals having Functional | Intersects With s 1AC-09.5 | privileged accounts to identiy the 5 1A-05(08)
System Accounts Aaccounts on multiple systems. account as a privileged user or service.
I1A-05(11) N/A Withdrawn Functional not related to N/A N/A N/A ] NIST SP 800-53 RS I1A-05(11) | 1A-05(11) [ IA-05(11) | 1A-05(11)
‘Authenticator ‘Automated mechanisms exist to
Management Prohibit the use of cached authenticators after [Assignment: Expiration of Cached | IAC- ohibit the use of cached
1A-05(13) goment| thosie Functional Equal " pronibittho u 10 1A-05(13)
Expiration of Cached organization-defined time period]. Authenticators 10.10 authenticators after organization-
defined time period..
Mechanisms exist to obscure the
feedback of authentication
Authentication Obseure feedback of authentication information during the Authenticator information duringthe authentiation
IA-06 authentication process to protect the information from possible Functional Equal IAC-11 s 10 IA-06 1A-06 IA-06 1A-06
Feedback Feedback process to protect the information
exploitation and use by unauthorized individuals.
from possible exploitation/use by
individuals.
Mechanisms exist to ensure
Implement for tographic modules adhere to
cryptographic modu r
Cryptographic Module | module that meet the requirements of applicable laws, executive Cryptographic Module
1A-07 fyptograp a PP Functional | Intersects With | CYP°8"P! 1AC-12 | applicable statutory, regulatory and 5 1A-07 1A-07 1A-07 107
Authentication orders, directives, policies, regulations, standards, and Authentication
contractual requirements for security
guidelines for such authentication.
strength.
implement for
Cryptographic Module | module that meet the requirements of applicable laws, executive| Cryptographic Module Automated mechanisms exist to
ul ir i ws, executive
1A-07 Yptograp o PP Funotional | Intersects With | ™ °€"?! CRY-02 | enable systems to authenticate to a 5 1A-07 1A-07 1A-07 1A-07
Authentication orders, directives, policies, regulations, standards, and Authentication
cryptographic module.
guidelines for such
Mechanisms exist to uniquely identify
Identification and Uniquely identify and authenticate non-organizational users or Identification & and centrally Authenticate, Authorize
1A-08 Authentication (non- | 1o ? o bt ot o Functional Equal | Authentication forNon| IAC-03 | and Audit (AAA) third-party users and 10 1A-08 no08 | 1a08
organizational Users) B Organizational Users processes that provide services to the
Identification and Mechanisms exist to accept and
oAu;:ez"a‘l‘c:r:‘:l'L‘J(s"::H Accept and electronically verify Personal Identity Verification. Acceptance of PIV sleC(lror:mal;;;/e)rwy Zers‘onlal'ldenl‘l:‘y o
rganizati s ically verify Per ity Verification-
1A-08(01) © 8 Y Y Functional Equal | Credentials from Other | IAC-03.1| Vo1 oo o (PIV) eredentials from thir 10 1A-08(01)
Acceptance of PIV | compliant credentials from other federal agencies. parties.
Organizations
Credentials from Other |
Agencies
Identification and
Authentication (non- |a. Accept only that are NIST-compliant; Automated mechanisms exist to
- Accept only pliant; Acceptance of Third- accept Federal Identity, Credential and
1A-08(02) organizational Users) | | andb. Document and maintain a list of accepted external Functional Equal IAC-03.2 10 1A-08(02)
Jeersl Party Credentials Access Management (FICAM)-
approved third-party credentials.
|1A-08(03) N/A Withdrawn Functional not related to N/A N/A N/A ] NIST SP 800-53 RS 1A-08(03)
Identification and Mechanisms exist to conform systems
Conform to the following profiles for identity management
(non- Use of FICAM-Issued to FederalIdentity, Credential and
1A-08(04) : defined identi Functional Equal 1AC-03.3 10 1A-08(04)
organizatonal Users) | 2T Profiles Access Management (FICAM)-issued
Use of Defined Profiles | i profiles.
a Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
more): O { p level;
System-level] incident response policy that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
andb. with , executive
orders, directives, regulations, policies, standards, and Publishing Mechanisms exist to establish,
delines; and2. Procedures to facilitate the implementation of Cyb &Dat tein and (
IR-01 Policy and Procedures | BV14°UNeS: and2. Procedures to facilitate the implementation of | - ¢\ iionat | intersectswith | CYPerseourity &Data | oy o, | maintain and disseminate 5 IR-01 IR-01 IR-01 IR-01
the incident response policy and the associated incident Protection cybersecurity and data protection
response controls;b. Designate an [Assignment: organization- Documentation policies, standards and procedures.
defined official] to manage the development, documentation,
and dissemination of the incident response policy and
procedures; andc. Review and update the current incident
response:1. Policy [Assignment: organization-defined frequency]
and events]; and2.
d
eventsl.
a. Develop, document, and disseminate to [Assignment: Mechanisms exist to implement and
organization-defined personnel or roles]: 1. [Selection (one or govern processes and documentation
more): Or level; p level; to facilitate an organization-wide
System-level] incident response policy that:a. Addresses response capability for cybersecurity
purpose, scope, roles, responsibilities, management and data protection-related incidents.
entities, and
andb. with , executive
orders, directives, regulations, policies, standards, and
delines; and2. Procedures to facilitate the implementation of Incident R
IR-01 Policy and Procedures | B %19 8nd2. Procedures to faciltate the implementation of | - yjon Subset Of neidentResponse | 1po.o1 10 IR-01 IR-01 IR-01 IR-01
the incident response policy and the associated incident Operations
response controls;b. Designate an [Assignment: organization-
defined official] to manage the development, documentation,
and dissemination of the incident response policy and
procedures; andc. Review and update the current incident
response:1. Policy [Assignment: organization-defined frequency]
and events]; and2.
d
eventsl.
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a. Develop, document, and disseminate to [Assignmen
organization-defined personnel o roles]:1. [Selection (one or
more): O level; p level;
System-level] incident response policy that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
andb. with , executive Mechanisms exist to regularly review
orders, directives, regulations, policies, standards, and and modify incident response
idelines; and2. Procedures to facilitate the implementation of ractices to incorporate lessons
IR-01 Policy and Procedures | P Functional | Intersects With IRP Update 1Ro-04.2 " P 5 IR-01 IR-01 IR-01 IR-01
the incident response policy and the associated incident learned, business process changes
response controls;b. Designate an [Assignment: organization- and industry developments, as
defined official] to manage the development, documentation, necessary.
and dissemination of the incident response policy and
procedures; andc. Review and update the current incident
response:1. Policy [Assignment: organization-defined frequency]
and events]; and2.
d
eventsl.
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
more): O level; p level;
System-level] incident response policy that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
andb. , executive Mechanisms exist to incorporate
orders, directives, regulations, policies, standards, and lessons learned from analyzing and
uidelines; and2. Procedures to facilitate the implementation of Root Gauss Analysis resolving cybersecurity and data
IR-01 Policy and Procedures & N 3 P Functional Intersects With (RCA) & Lessons IRO-13 gy Y 5 IR-01 IR-01 IR-01 IR-01
the incident response policy and the associated incident Y protection incidents to reduce the
response controls;b. Designate an [Assignment: organization- likelihood or impact of future
defined official] to manage the development, documentation, incidents.
and dissemination of the incident response policy and
procedures; andc. Review and update the current incident
response:1. Policy [Assignment: organization-defined frequency]
and events]; and2.
d
eventsl.
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
more): O level; p level;
System-level] incident response policy that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
Mechanisms exist to review the
andb. , executive
cybersecurity and data protection
orders, directives, regulations, policies, standards, and Periodic Review &
uidelines; and2. Procedures to facilitate the implementation of Update of program, including policies, standards
IR-01 Policy and Procedures & N 3 P Functional Intersects With P ‘GOV-03 |and procedures, at planned intervals 5 IR-01 IR-01 IR-01 IR-01
the incident response policy and the associated incident Cybersecurity & Data
orif significant changes oceur to
response controls;b. Designate an [Assignment: organization- Protection Program
ensure their continuing suitability,
defined official] to manage the development, documentation,
adequacy and effectiveness.
and dissemination of the incident response policy and
procedures; andc. Review and update the current incident
response:1. Policy [Assignment: organization-defined frequency]
and events]; and2.
d
eventsl.
a. Provide incident response training to system users consistent Mechanisms exist to train personnel in
ith droles and 1. their incident response roles and
organization-defined time period] of assuming an incident responsibilities.
response role o responsibility or acquiring system access;2.
Incident Response Incident Response
1R-02 e When required by system changes; and. [Assignment: Functional | Intersects With B IRO-05 5 1R-02 1R-02 1R-02 R-02
ini T
e organization-defined frequency] thereafter; andb. Review and i
update incident response training content [Assignment:
following [
defined eventsl.
Mechanisms exist to incorporate
IncidentResponse | ..o ot simulated events into incident response training to simulated events into incident
1R-02(01) Training | Simulated P P ¢ Functional Equal Simulated Incidents |IRO-05.1 10 1R-02(01)
i facilitate the required respanse by personnelin crisis situations. response training to facilitate effective
response by personnel in crisis
Incident Response vt an meidont response traiming envrmment asim Automated Incident Automated mechanisms exist to
1R-02(02) Training | Automated ponse training envirol ¢ Functional Equal Response Training |IR0-05.2| provide a more thorough and realistic 10 1R-02(02)
Training incident response training
Mechanisms exist to formally test
Testthe of the incident forthe incident response capabilities through
Incident Response Incident Response
IR-03 Testing the Functional Intersects With Testing IRO-06 |realistic exercises to determine the 5 IR-03 IR-03 IR-03 IR-03 IR-03
following tests: [Assignment: organization-defined tests]. operational effectiveness of those
Mechanisms exist to coordinate
Incident Response Coordinate incident response testing with organizational Coordination with incident response testing with
1R-03(02) Testing | Coordination P ¢ & Functional Equal IR0-06.1 P & 10 IR-03(02) | IR-03(02)
elements responsible for related plans. Related Plans organizational elements responsible
with Related Plans
for related plans.
a. Implement an incident handling capability for incidents that is
consistent with the incident response plan and includes Mechanisms exist to cover:
tion, detection and anal dicat (1) Preparation;
and recovery;b. Coordinate incident handling activities with (2) Automated event detection or
It tivities; learned manual incident report intake;
IR-04 Incident Handling Functional Equal Incident Handling | 1R0-02 P 10 R04 | R04 | R4 | R04 | IR04
from ongoing incident handling activities into incident response (3) Analysis;
procedures, training, and testing, and implement the resulting (4) Containment;
changes accordingly; andd. Ensure the rigor, intensity, scope, (5) Eradication; and
and results of incident handling activities are comparable and (6) Recovery.
dictabl
Incident Handling |
Support the incident handling process using [Assignment: Automated Incident Automated mechanisms exist to
1R-04(01) Automated Incident |- ep 8 [Assi Functional Equal 1R0-02.1 10 1R-04(01) 1R-04(01) | IR-04(01)
automated Handling Processes support the incident handling process.
Handling Processes
Include the following types of dynamic reconfiguration for Automated mechanisms exist to
Incident Handling | o defed system . art Dynamic dynamically reconfigure system
1R-04(02) Dynamic : A P Functional Equal ! 1R0-02.3| % Y igure sy 10 1R-04(02)
oo o |ofthe ncident response capabily: [Assignment: organization- Reconfiguration components as part of the incident
& defined types of dynamic
Mechanisms exist to facilitate the
implementation of contingenc
Identify [Assignment: organization-defined classes of incidents] P gency
planning controls to help ensure
Incident Handling| | and take the following actions in response to those incidents to Business Continuity D
1R-04(03) c ensure of mission and business Functional | Intersects With | Management System | BCD-01 Gl g 5 1R-04(03)
Applications and/or Services (TAAS)
Operations | functions: [Assignment: organization-defined actions to take in (BCMS)
(e.&, Continuity of Operations Plan
response to classes of incidents].
(COOP) or Business Continuity &
Disaster Recovery (BC/DR)
Identify [Assignment: organization-defined classes of incidents] to y
Incident Handling| | and take the following actions in response to those incidents to of incidents and actions to take to
Incident Classification
1R-04(03) c ensure of mission and business Functional | Intersects With e priortation . |FRO-02:4|ensure the continuation of 5 IR-04(03)
Operations | functions: [Assignment: organization-defined actions to take in organizational missions and business
response to classes of incidents]. functions.
Incident Handlin Implement an incident handling capability for incidents involving Insider Threat Mechanisms exist to implement and
1R-04(06) 8l |l & capablity | Functional | Intersects With 1R0-02.2 P 5 1R-04(06)
Insider Threats _|insider threats. Response Capability govern an insider threat program.
external Mechanisms exist to coordinate with
Incident Handling| | organizations] to correlate and share [Assignment: organization- Conetation with approved third-parties to achieve a
1R-04(08) Correlationwith | defined incident information] to achieve a cross-organization Functional Equal External Organirations | 10-02:5 | cross-organization perspective on 10 1R-04(08)
External O incident d more effective incident incident awareness and more effective
responses. incident responses.
Mechanisms exist to document,
monitor and report the status of
Situational Awareness and data protection
IR-05 Incident Monitoring | Track and document incidents. Functional Equal IRO-09 P § 10 IR-05 IR-05 IR-05 IR-05
For Incidents incidents to internal stakeholders all
the way through the resolution of the
incident.
‘Automated mechanisms exist to assist
Incident Monitoring |
Automated Trackin Track incidents and collect and analyze incident information Automated Tracking, in the tracking, collection and analysis
1R-05(01) ® Jusing defined automated Functional Equal Data Collection & |IR0-09.1 [of information from actual and 10 1R-05(01)
Data Collection, and
mechanisms]. Analysis potential cybersecurity and data
Analysis
protection incidents.
[Slole]
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Mechanisms exist to timely-report
a. Require personnel to report suspected incidents to the
incident response capability within Incident Stakeholder incidants to applicable:
1R-06 Incident Reporting Functional | Intersects With IRO-10 | (1) Internal stakeholders; 5 IR-06 1R-06 IR-06 1R-06 IR-06
organization-defined time period]; andb. Report incident Reporting
(2) Affected clients & third-parties;
information to [Assignment: organization-defined authorities]. o
& Require personnel to report suspected incidents to the Mechanisms exist to maintain incident
o6 Incident Reporting | "E@n2aionatincident response capabity within fAssignment: | L k| Regulatory&baw |- response contacts with appliable s 06 Ros 06 Ros 06
organization-defined time period]; andb. Report incident Enforcement Contacts regulatory and law enforcement
information tol. ed authorities] agencies.
a. Require personnel to report suspected incidents to the Mechanisms exist to identify and
R-06 Incident Reporting Incident rssponss capabillty within Functional | Intersectswith | SO W ] g g | document appropriate contacts with 5 IR-06 1R-06 IR-06 1R-06 IR-06
organization-defined time period]; andb. Report incident Authorities relevant law enforcement and
information to : defined authorities]. regulatory bodies.
Incident Reporting| | Report incidents using [Assignment: organization-defined Automated mechanisms existto assist
1R-06(01) Functional Equal Automated Reporting |IRO-10.1 [in the reporting of cybersecurity and 10 IR-06(01) 1R-06(01) | IR-06(01)
Automated Reporting | automated mechanisms].
data protection incidents.
Mechanisms exist to provide incident
response advice and assistance to
Provide an incident response support resource, integral to the
Incident Response incident , that offers ad Incident Reporting users offechnology Assets,
1R-07 Functional Equal IRO-11 | Applications and/or Services (TAAS) 10 1R-07 IR-07 1R-07 1R-07
Assistance and assistance to users of the system for the handling and Assistance
for the handling and reporting of actual
reporting of incidents.
and potential cybersecurity and data
brotection incidents.
Incident Response ‘Automated mechanisms exist to
Assistance| [Increase the availability of incident response information and Automation Support of increase the availability of incident
1R-07(01) Support [support : defined automated Functional Equal y IRO-11.1 [ resp: information and 10 1R07(01) | 1R-07(01)
for Availability of | mechanisms]. Information / Support support.
and
Incident Response | a. Establish a direct, cooperative relationship between ts Mechanisms exist to establish a diect,
Assistance | incident response capability and external providers of system Coordination With between the
1R-07(02) Functional Equal IRO-11.2 [ organization's incident response 10 1R-07(02) | IR-07(02) | IR-07(02)
Coordinationwith | protection capability; andb. Identify organizational incident External Providers
External Providers | response team members to the external providers. cepabilty and extsmal service
broviders.
2. Develop an incident response plan that:1. Provides the
ith a roadmap for its incident
Describes the struct
of the incident response capability;3. Provides a high-level
approach for how the incident response capability fts into the
overall . Meets the unique ofthe
organization, which relate to mission, size, structure, and
functions;5. Defines reportable incidents:6. Provides metrics for
measuring the incident response capability within the
. Defines the d support
needed to effectively maintain and mature an incident response
capability;8. Addresses the sharing of incident information;9. Is Mechanisms exist to maintain and
o8 Incident Response | reviewed and approved by [Assignment: organization-defined | [ caual ncident Response | o | make available a current and viable 0 o8 Ros 08 Ros 08
Plan personnel or roles] [Assignment: organization-defined Plan (IRP) Incident Response Plan (IRP) to all
frequency]; and10. Explicitly designates responsibility for stakeholders.
incident response to [Assignment: organization-defined entities,
personnel, or roles].b. Distribute copies of the incident response
plan to [Assignment: organization-defined incident response
personnel (identified by name and/or by role) and organizational
elementsl;c. Update the incident response plan to address
system and organizational changes or problems encountered
during plan implementation, execution, or testing;d.
Communicate incident response plan changes to [Assignment:
organization-defined incident response personnel (identified by
name and/or by role) and organizational elements]; ande.
Protect the incident resnonse plan disclosure
Respond to information spils by:a. Assigning [Assignment:
organization-defined personnel or roles] with responsibility for
responding to information spills:b. Identifying the specific
information involved in the system contamination;c. Alerting
[Assignment: organization-defined personnel or roles] of the
oo Information Spillage information spill using a method of communication not Functional | intersocts with RO12 torespondto s oo oo oo
Response associated with the spilld. Isolating the contaminated system o Response sensitive information spills.
system component;e. Eradicating the information from the
contaminated system or componentif. Identifying other systems
or system components that may have been subsequently
contaminated; andg. Performing the following additional
actions: : defined actionsl.
Respond to information spills by:a. Assigning [Assignment:
organization-defined personnel or roles] with responsibility for
responding to information spills;b. Identifying the specific
information involved in the system contamination;c. Alerting
[Assignment: organization-defined personnel or roles] of the Mechanisms exist to formally assign
oo Information Spillage |information spill using a method of communication not Functional | intersocts with B | irG12.4 | Personnetor oles with responsibilty s oo oo oo
Response ith the spill;d. Isolating systemor for responding to sensitive information
system component;e. Eradicating the information from the spilts.
contaminated system or componentif. Identifying other systems
orsystem that may have been
contaminated; andg. Performing the following additional
actions: defined acti
1R-09(01) N/A Withdrawn Functional | _not related to N/A N/A N/A 0 NIST SP 800-53 RS 1R-09(01) | 1R-09(01) | IR-09(01)
Mechanisms exist to ensure incident
R0902) Information Spillage | Provide information spillage response training [Assignment: Functional caual Trining 1RO-12.5 | FesPonse training material provides o mermyl e
Response | Training | organization-defined frequencyl. coverage for sensitive information
soillage response.
Mechanisms exist to ensure that
Implement the following procedures to ensure that organizational personnel impacted by
personnelimpacted by information spills can P / spills can
1R-08(03) Response | Post-spill | continue to carry out assigned tasks while contaminated Functional Equal Regulated Data Spill |IRO-12.3 | continue to carry out assigned tasks 10 1R-08(03) | IR-09(03)
Operations | systems are undergoing corrective actions: [Assignment: Operations while contaminated Technology
organization-defined procedures]. Assets, Applications and/or Services
(TARS) are
:::p’::;:";’;::i Employ the following controls for personnel exposed to Exposure to ;i:;j::z’:;?’:::z:::'::::::::gy
1R-09(04) information not within assigned access authorizations: Functional Equal Unauthorized  |IRO-12.4 10 1R-09(04) | 1R-09(04)
to Unauthorized sensitive information that is not within
[Assignment: organization-defined controls]. Personnel
Personnel their assigned access
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): O ; P ;
System-level] maintenance policy that:a. Addresses purpose,
scope, roles, responsibilities, management commitment,
entities, and
andb. Is consistent with applicable laws, executive orders, Mechanisms exist to develop,
directives, regulations, policies, standards, and guidelines; Maintenance disseminate, review & update
MA-01 Policy and Procedures | and2. Procedures to facilitate the implementation of the Functional Subset Of Operations MNT-01 | procedures to facilitate the 10 MA-01 | MAO1 | MAO1 | MA01
policy and th ted controls;b. implementation of maintenance
Designate an [Assignment: organization-defined official] to controls across the enterprise.
manage the of
the maintenance policy and procedures; andc. Review and
update the current maintenance:1. Policy [Assignment:
following :
organization-defined events]; and2. Procedures [Assignment:
fined following [Assignment:
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a. Develop, document, and disseminate to [Assignment
organization-defined personnel or roles]: 1. [Selection (one o
more): O ; p ;
System-level] maintenance policy that:a. Addresses purpose,
scope, roles, responsibilities, management commitment,

entities, and
andb. Is consistent with applicable laws, executive orders, Mechanisms exist to require
directives, regulations, policies, standards, and guidelines; Remote Maintenance | M. | aintenance personnel to notity
MA-01 Policy and Procedures | and2. Procedures to facilitate the implementation of the Functional | Intersects With Notifications 05 |?ffected stakeholders when remote, 5 MA-01 MA-01 MA-01 MA-01
policy and th ted controls;b. non-local maintenance is planned
Designate an [Assignment: organization-defined official] to (e.g., date/time).
manage the of
the maintenance policy and procedures; andc. Review and
update the current maintenance:1. Policy [Assignment:
following [ :
organization-defined events]; and2. Procedures [Assignment:
fined following [Assignmen
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]: 1. [Selection (one or
more): O ; p ;
System-level] maintenance policy that:a. Addresses purpose,
scope, roles, responsibilities, management commitment,
entities, and
andb. Is consistent with applicable laws, executive orders, Mechanisms exist to audit remote, non
directives, regulations, policies, standards, and guidelines; AucitingRamot . |locat maintenance and diagnostic
MA-01 Policy and Procedures |and2. Procedures to facilitate the implementation of the Functional | Intersects With Maintenance 051 |3essions, as wellas review the 5 MA-01 MA-01 MA-01 MA-01
policy and th ted controls;b. maintenance action performed during
Designate an [Assignment: organization-defined official] to remote maintenance sessions.
manage the of
the maintenance policy and procedures; andc. Review and
update the current maintenance:1. Policy [Assignment:
following [ :
organization-defined events]; and2. Procedures [Assignment:
fined following [Assignment:
a. Develop, document, and disseminate to [Assignment: Mechanisms exist to review the
organization-defined personnel or roles]: 1. [Selection (one or cybersecurity and data protection
more): O ; p ; program, including policies, standards
System-level] maintenance policy that:a. Addresses purpose, and procedures, at planned intervals
scope, roles, responsibilities, management commitment, orif significant changes occur to
entities, and ensure their continuing suitability,

andb. Is consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and guidelines;

adequacy and effectiveness.
Periodic Review & auacy v

Update of
MA-01 Policy and Procedures | and2. Procedures to faciltate the implementation of the Functional | Intersects With | bm:wm & oata | GOV-03 5 MA01 | MA01 | MAO1 | MA01
policy and th ted controls;b. "
Protection Program
Designate an [Assignment: organization-defined official] to
manage the of
the maintenance policy and procedures; andc. Review and
update the current maintenance:1. Policy [Assignment:
following [ :
organization-defined events]; and2. Procedures [Assignment:
fined following [Assignment:
‘a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): Of H P 3
System-level] maintenance policy that:a. Addresses purpose,
scope, roles, responsibilities, management commitment,
entities, and
andb. Is consistent with applicable laws, executive orders,
! th appli xeautive or Publishing Mechanisms exist to establish,
directives, regulations, policies, standards, and guidelines; ot ot oo
MA-01 Policy and Procedures | and2. Procedures tofaciltate the implementation of the Functional | Intersects With | v Gov-02 5 MA01 | MA01 | MAO1 | MA01
Protection cybersecurity and data protection
policy and th ted controls;b.
Documentation policies, standards and procedures.

Designate an [Assignment: organization-defined official] to

manage the of

the maintenance policy and procedures; andc. Review and

update the current maintenance:1. Policy [Assignment:

following [ :

organization-defined events]; and2. Procedures [Assignment:
fined following [Assignment:

‘a. Schedule, document, and review records of maintenance,

repair, and on system in
with orvendor and/or
requirements;b. Approve and monitor all maintenance activities,
whether remotely the system

or system components are serviced on site of removed to
another location;c. Require that [Assignment: organization-

a [Assig & Mechanisms exist to conduct
defined personnel o roles] explicitly approve the removal of the

Controlled system or system components from organizational facilities for Controlled controlled maintenance activities
MA-02 ¥ 4 P a Functional Equal MNT-02 [throughout the lifecycle of the 10 MA-02 MA-02 MA-02 MA-02

off-site repair, or Sanitize Maintenance
equipment to remove the following information from associated Technology Asset, Application and/or
quipr e Service (TAAS).

media prior to removal from organizational facilities for off-site
repair, or :

defined information];e. Check all potentially impacted controls

to verify that the controls are still functioning properly following

maintenance, repair, o replacement actions; andf. Include the

following information in organizational maintenance records:

a. Schedule, conduct, and document maintenance, repair, and

Controlled replacement actions for the system using [Assignment:
1 defined automated andb. Produce Automated M. [Automated mechanisms exist to
MA-02(02) - Functional Equal schedule, conduct and document 10 MA-02(02)
Automated up-to date, accurate, and complete records of all maintenance, Maintenance Activities [ 02.1

maintenance and repairs.
Maintenance Activities | repair, and replacement actions requested, scheduled, in

process. and completed.

a. Approve, control, and monitor the Use of system maintenance Mechanisms exist to controland
MA-03 Maintenance Tools | tools; andb. Review previously approved system Functional | Intersects With | Maintenance Tools | MNT-04 |monitor the use of system 5 MA-03 MA-03 | MA03 | MA-03
tools [Assignmi freauencyl. tools.
Mechanisms exist to inspect
1A0301) Maintenance Tools | Inspect the maintenance tools used by maintenance personnel | caual Inspect Tools MNT- | maintenance tools carried into a o e e g
InspectTools  [for improper or unauthorized modifications. 041 |facility by maintenance personnel for
improper or
Mechanisms exist to check media
A0302) Maintenance Tools | | Check media containing diagnostic and test programs for Functional caual nspest Media MNT- | containing diagnostic and test o e
Inspect Media | malicious code before the media are used in the system. 04.2 | programs for malicious code before
the media are used.
Prevent the removal of maintenance equipment containing Mechanisms exist to prevent or control
organizational information by:a. Verifying that there is no the removal of equipment undergoing
Tools | Z don prevent Unauthorized | T |maintenance that contains
MA-03(03) Prevent L destroying Retainingthe Functional Equal Remat a5 |oreanizationalinformation. 10 MA-03(03) | MA-03(03)
Removal equipment within the facility; ord. Obtaining an exemption from
personnelor
horizing removal of the eauipment from the facilty.
a. Approve and monitor nonlocal maintenance and diagnostic
tivities:b. Allow the use of nonlacal and
diagnostic tools only as consistent with organizational policy Mechanisms exist to authoriz,
MA-04 Nonlocal Maintenance " Plan for - Employ Functional | Intersects With | Remote Maintenance | MNT-05 |monitor and control remote, non-local 5 MA-04 | MA04 | MA04 | MA-04
strong authentication in the establishment of nonlocal
maintenance and diagnostic activities.
maintenance and diagnostic sessions;d. Maintain records for
nonlocal maintenance and diagnostic activities; ande. Terminate
d network when nonlocal
. Approve and monitor nonlocal maintenance and diagnostic torequire
tivities:b. Allow the use of nonlacal and maintenance personnel to notify
diagnostic tools only as consistent with organizational policy affected stakeholders when remote,
MA-04 Nonlocal Maintenance n plan for - Employ Functional | Intersects Wit | Remote Maintenance | MNT- | non-local maintenanceis planned 5 MA-04 | MA04 | MA-04 | Ma04
strong authentication in the establishment of nonlocal Notifications 052 |(e.g. date/time).

maintenance and diagnostic sessions;d. Maintain records for
nonlocal maintenance and diagnostic activities; ande. Terminate
d network when nonlocal

06
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FDE Name Focal Document Element (FDE) Description SCF Control
Control Descri
a. Approve and monitor nonlocal maintenance and diagnostic
tivities:b. Allow the use of nonlocal and
Mechanisms exist to audit remote, non
diagnostic tools only as consistent with organizational policy
n Employ Auditing Remote MNT- local maintenance and diagnostic
i lan for uditi 3
MA-04 Nonlocal Maintenance P POY 1 Functional | Intersects With ¢ sessions, as well as review the 5 MA04 | MA04 | MAO4 | MA04
strong authentication in the establishment of nonlocal Maintenance 05.1
maintenance action performed during
maintenance and diagnostic sessions;d. Maintain records for
remote maintenance sessions.
nonlocal maintenance and diagnostic activities; ande. Terminate
d network nonlocal
MA-04(02) N/A Withdrawn Functional not related to N/A N/A N/A ] NIST SP 800-53 RS MA-04(02) [ MA-04(02)
2. Require that nonlocal and be
Mechanisms exist to require
performed from a system that implements a security capability
comparable to the capability implemented on the system bein Technology Assets, Applications
r iy i i
P pability imp 4 ¢ and/or Services (TAAS) performing
Nonlocal Maintenance | serviced; orb. Remove the component to be serviced from the Remote Maintenance
MNT- remote, non-local maintenance
MA-04(03) | Comparable Security | system prior to nonlocal maintenance or diagnostic senvices; | Functional Equal | Comparable Security & 10 MA-04(03)
05.6 | and/or diagnostic services implement
sanitize (for and Sanitization
a security capability comparable to the.
after the service is performed, inspect and sanitize the
capability implemented on the system
component (for potentially malicious software) before
being serviced.
the system.
I
v b e b
integrit - integi idential
MA-04(06) | Cryptographic ety Functional Equal Cryptographic P ety Y 10 MA-04(06)
defined 05.3 | of remote, non-local maintenance and
Protection Protection
diagnostic
a. Establish a process for maintenance personnel authorization Mechanisms exist to maintain a
and maintain a list o authorized or current lst of authorized maintenance
personnel;b. Verify that non-escorted personnel performing uthorized organizations or personnel.
Maintenance maintenance on the system possess the re ed access
MA-05 ystem p require Functional Equal Maintenance MNT-06 10 MA-05 | MA05 | MA-0s | MA-0s
Personnel authorizations; andc. Designate organizational personnel with
Personnel
d technical to
supenvise the maintenance activities of personnel who do not
possess the required access
‘a. Implement procedures for the use of maintenance personnel
that lack appropriate security clearances or are not U.S. citizens,
that include the following requirements:1. Maintenance.
personnel who do not have needed access authorizations,
, or formal It and
the d
Mechanisms exist to ensure the risks
diagnostic activities on the system by approved organizational
Maintenance associated with maintenance
Persommel | Indinduats |POTSCTelwho are fuly cleared, have appropriate access Maintenance T | e
MA-05(01) authorizations, and are technically qualified; and2. Prior to Functional | Intersects With | Personnel Without P 5 MA-05(01) | MA-05(01)
Without Appropriate 06.1 |appropriate access authorizations,
initiating maintenance or diagnostic activities by personnel who Appropriate Access
Access clearances or formal access approvals
do not have needed access authorizations, clearances or formal
are appropriately mitigated.
is, allvolatile inf
within the system are sanitized and all nonvolatile storage media
are removed or physically disconnected from the system and
secured; andb. Develop and implement [Assignment:
organization-defined alternate controls] in the event a system
annot be sanitized. removed. or from
Mechanisms exist to obtain
Obtain o spare parts for maintenance support and/or spare
MA-06 Timely defined system Functional Equal Timely Maintenance | MNT-03 |parts for Technology Assets, 10 MA06 | MA-06 | MA-0
organization-defined time period] of failure. Applications and/or Services (TAAS)
within a defined Recovery Time
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): O ; P :
System-level] media protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
i
and Mechanisms exist to review the
compliance; andb. Is consistent with applicable laws, executive
cybersecurity and data protection
orders, directives, regulations, policies, standards, and Periodic Review &
delines; and2. Procedures to facilitate the implementation of Update of program, including policies, standards
idelines; and2. Procedu il i i
MP-01 Policy and Procedures | & P Functional | Intersects With P GOV-03 | and procedures, at planned intervals 5 MP-o1 | MP-01 | MP-01 | MP-o1
the media protection policy and the associated media protection Cybersecurity & Data
orif significant changes occur to
controls;b. Dy te Protection Program
ensure their contining suitability,
official] to manage the development, documentation, and
adequacy and effectiveness.
dissemination of the media protection policy and procedures;
ande. Review and update the current media protection: 1. Policy
following
[Assignment: organization-defined events]; and2. Procedures
following
a. Develop, document, and disseminate to [Assignment: Mechanisms exist to facilitate the
organization-defined personnel or roles]:1. [Selection (one or of data protection
more): O ; P ; controls.
System-level] media protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
andb. , executive
orders, directives, regulations, policies, standards, and
idelines; and2. Procedures to facilitate the implementation of
MP-01 Policy and Procedures |54 rocedu ! imp ! Functional Subset Of Data Protection | DCH-01 10 MP-01 MP-01 MP-01 MP-01
the media protection policy and the associated media protection
controls;b. D it
official] to manage the development, documentation, and
dissemination of the media protection policy and procedures;
andc. Review and update the current media protection:1. Policy
following
[Assignment: organization-defined events]; and2. Procedures
following
defined eventsl.
‘a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): O1 ; e 3
System-level] media protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
andb. , executive
orders, directives, regulations, policies, standards, and Publishing Mechanisms exist to establish,
idelines; and2. Procedures to facilitate the implementation of Cybersecurity & Data maintain and disseminate
MP-01 Policy and Procedures |54 rocedu ! imp ! Functional | Intersects With | ~Y°°"S°SU"Y Gov-02 | MM issemi 5 MP-01 MP-01 MP-01 MP-01
the media protection policy and the associated media protection Protection cybersecurity and data protection
controls;b. Dy te Documentation policies, standards and procedures.
official] to manage the development, documentation, and
dissemination of the media protection policy and procedures;
andc. Review and update the current media protection:1. Policy
following
[Assignment: organization-defined events]; and2. Procedures
following
defined eventsl.
Restrict access to [Assignment: organization-defined types of Mechanisms exist to control and
MP-02 MediaAccess | digital and/or non-digital media] to [Assignment: organization- | Functional | IntersectsWith | MediaAccess | DCH-03 |restrict access to digital and non- 5 MP02 | MP-02 | MP-02 | MP-02
defined personnel or rolesl. digital med d individuals.
Restrict access to [Assignment: organization-defined types of Endpomt Dovice Mechanisms exist to facilitate the
MP-02 MediaAccess | digital and/or non-digital media] to [Assignment: organization- |  Functional | Intersects With P Ebwy | END-0T [implementation of Endpoint Device 5 MP02 | MP-02 | MP-02 | MP-02
defined personnel o rolesl. (ED! .
Mechanisms exist to mark media in
a. Mark system media indicating the distribution limitations, ! ! e
accordance with data protection
handling caveats, and applicable security markings (if any) of the o ements so that personnel are
i s r
MP-03 Media Marking andb. Exempt defined | Functional | IntersectsWith | MediaMarking | DCH-04 | "% P 5 MP-03 | MP-03 | MP-03
alerted to distribution limitations,
types of system media] from marking if the media remain within
N handling caveats and applicable
security
‘Automated mechanisms exist to mark
a. Mark system media indicating the distribution limitations, physical media and digital files to
handling caveats, and applicable security markings (if any) of the . | Indicate the distribution imitations,
MP-03 Media Marking andb. Exempt defined | Functional | Intersects Witn | Automated Marking | 0 """ | handiing requirements and applicable 5 MP-03 | MP-03 | MP-03
types of system media] from marking if the media remain within g security markings (if any) of the
1 information to aid Data Loss
Prevention (DLP)
210f39
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Control Descri Rela
Mechanisms exist to:
(1) Physically control and securely
a. Physically and securely stor
store digital and non-digital media
organization-defined types of digital and/or non-digital media]
within [Assignment: organization-defined controlled areasl; within controlled areas using
MP-04 Media Storage Bnment: ore : Functional Equal MediaStorage | DCH-06 |organization-defined security 10 MP-04 | MP-04 | MP-04
andb. Protect system media types defined in MP-4a until the o
ures;
media are destroyed or sanitized using approved equipment,
(2) Protect system media until the
techniques, and procedures.
media are destroyed or sanitized using
aproved eauipment. techniaues and
a. Protect and control [Assignment: organization-defined types.
of system media] during transport outside of controlled areas Mechanisms exist to protect and
using . Maintain control digital and non-digital media
MP-05 Media Transport for system transport outside of Functional Equal Media Transportation | DCH-07 | during transport outside of controlled 10 MP-05 | MP-05 | MP-0s
controlled areas;c. Document activities associated with the areas using appropriate security
transport of system media; andd. Restrict the activities measures.
with the transport of system media to authorized
MP-05(04) NA Withdrawn Functional _|_not related to N/A NA NA 0| Withdrawn in NIST SP 800-53 RS MP-05(04) | MP-05(04)
a. Sanitize [Assignment: organization-defined system media]
prior to disposal, release out of organizational control, or release
o Physicat Madia Mechanisms exist to securely dispose
MP-06 Media el o Functional | Intersects With e o DCH-08 | of mediawhenitis no longer required, 5 MP-06 | MP-05 | MP-0s | MP-08
- Emp P using formal procedures.
ith and y
the security cat of the informati
a. Sanitize [Assignment: organization-defined system media] Mechanisms exist to sanitize system
prior to disposal, release out of organizational control, or release media with the strength and integrity
f
MP-06 Media forreuse using Functional | Intersects With System Media DCH-gg |COMMensurate with the classification 5 MP-06 | MP-06 | MP-06 | MP-06
d andb. Empl Sanitization or sensitivity of the information prior to
ith and v disposal, release out of organizational
the security cat of the informat controlor release for reuse.
a. Sanitize [Assignment: organization-defined system media]
prior to disposal, release out of organizational control, or release
- [
MP-06 Media forreuse using Functional | Intersects With of eH tofacilitate the 5 MP-06 | MP-06 | MP-06 | MP-06
d andb. Empl PersonalData(PD) | 09.3 |sanitization of Personal Data (PD).
ith and y
the security cat of the informati
Media Sanitization | System Media Mechanisms exist to supervise, track,
Review, approve, track, document, and verify meda sanitization DCH-
MP-06(01) Review, Approve, PP v Functional Equal Sanitization document and verify system media 10 MP-06(01) | MP-06(01) | MP-06(01)
and disposal actions. 08.1
Track. Document. and action:
" [Testsanitization equipment and procedures [Assignment: Mechanisms exist to test sanitization
Media Sanitization | DCH-
MP-06(02) o recior | organization-defined frequency] to ensure thatthe inended Functional Equal EquipmentTesting | 01 | quipment and procedures to verity 10 MP-06(02) | MP-06(02)
auip ® is being achieved. " _[that the intended resultis achieved.
Appl techniques to Mechanisms exist to appl
edaSanizaton | |0 ng st deces 0t syetem uncer e FirstTime Use DGH. | nondestrctie sentizaton
MP-06(03) Nondestructive o s 4 Functional | Intersects With ool P 5 MP-06(03)
Techniques - top
requiring portable storage prior o first use.
Mechanisms exist to sanitize system
Apply techniques to
media with the strength and integrity
Media Sanitization| | devices prior to connecting such devices to the system under the Syetom Modia N,
urate wi ificati
MP-06(03) i : defined Functional | Intersects With p DCH-09 5 MP-06(03)
Sanitization or sensitivity of the information prior to
Techniques |circumstances requiring sanitization of portable storage
disposal, release out of organizational
devices].
controlor release for reuse.
[
wedasanitzaion | |0 o oot o s syamundor e Sonztionof | DCH. |samtemtonetPesanm Dot 7
vices prior ing such devi under - |sanitzati s .
MP-06(03) Nondestructive P © v Functional | Intersects With 5 MP-06(03)
: defined Personal Data (PD) | 09.3
Techniques
reauiring portable storage
a. [Selection (one): Restrict; Prohibit] the use of [Assignment: Mechanisms exist to retain media and
organization-defined types of system media] on [Assignment: data n accordance with applicable
b7 Media Uso systems or system runctional | inersectewitn | Media&Data | oo statutory, regutatory and contractuat . P07
[Assignment: organization-defined controls]; andb. Prohibit the Retention obligations.
use of portable in ms when
such devices have no identifiable owner.
a. [Selection (one): Restrict; Prohibit] the Use of [Assignment:
organization-defined types of system media] on [Assignment:
el o e Jonhssig Mechanisms exist to restrict the use of
MP-07 Media Use " v Functional | Intersects With Media Use DCH-10 |types of digital media on systems or 5 MP-07
[Assignment: organization-defined controls]; andb. Prohibit the
system components.
use of portable in ms when
such devices have no identifiable owner.
a. [Selection (one): Restrict; Prohibit] the Use of [Assignment:
organization-defined types of system media] on [Assignment: Mechanisms exist to prohibit the use
b7 Media Uso systems or system runctional | intersectewitn | PONDItUseWithout | DCH-  fof portable storage devices in . P07
[Assignment: organization-defined controls]; andb. Prohibit the Owner 10.2 | organizational systems when such
use of portable in ms when devices have no identifiable owner.
such devices have no identifiable owner.
MP-07(01) NIA Withdrawn Functional | notrelated to NIA NIA NIA 0 NISTSP 800-53 RS MP-07(01)
a. Dovelop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): O ; P ;
System-level] physical and environmental protection policy
thatia. Addresses purpose, scope, roles, responsibilites,
entities, and compliance; andb. Is consistent with applicable
laws, executive orders, directives, regulations, policies, publishing Mochanisms exst to establish,
standards, and guidelines; and2. Procedures to facilitate the Cyberessunty & Data e o
PE-01 Policy and Procedures the physical and protection Functional | Intersects With | Gov-02 5 PE01 | PEO1 | PEO1 | PEOT
Protection cybersecurity and data protection
policy and the associated physical and environmental protection
Documentation policies, standards and procedures.
controls;b. Designat defined
official] to manage the development, documentation, and
of the physical protection
policy and procedures; andc. Review and update the current
ical protection:1. Poli
following [ :
organization-defined events]; and2. Procedures [Assignment:
fined following [Assienment:
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): O level; p L
System-level] physical and environmental protection policy
thatia. Addresses purpose, scope, roles, responsibilities,
entities, and compliance; andb. Is consistent with applicable
laws, executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to facilitate the Physical & Mechanisms exist to facilitate the
PE-01 Policy and Procedures the physical and protection Functional Subset Of Environmental | PES-01 |operation of physical and 10 PE01 | PE01 | PEO1 | PEOT
policy and the associated physical and environmental protection Protections environmental protection controls.
controls;b. Designats
official] to manage the development, documentation, and
of the physical protection
policy and procedures; andc. Review and update the current
physical protection:1. Poli
followin :
organization-defined events]; and2. Procedures [Assignment:
fined
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): O ; P ;
System-level] physical and environmental protection policy
thatia. Addresses purpose, scope, roles, responsibilities,
entities, and compliance; andb. Is consistent with applicable toreviewthe
laws, executive orders, directives, regulations, policies, cybersecurity and data protection
Periodic Review &
standards, and guidelines; and2. Procedures to facilitate the et program, including policies, standards
PE-01 Policy and Procedures the physical and protection Functional | Intersectswitn | PR | GOV-03 [and procedures, at plannedintervals 5 PE01 | PEO1 | PEO1 | PEOT
policy and the associated physical and environmental protection V! Y orif significant changes occur to
Protection Program
controls;b. Designat defined ensure their continuing suitability,
official] to manage the development, documentation, and adequacy and effectiveness.
of the physical protection
policy and procedures; andc. Review and update the current
physical protection:1. Poli
organization-defined events]; and2. Procedures [Assignment:
fined following [Assienment:
Secure Controls Framework (SCF) 220139



Set Theory Relationship Mapping (STRM)

GovRAMP
Crosswalk Mapping

Secure Controls Framework (SCF)

Strength of

version 2025.4
12/16/2025

FDE Name Focal Document Element (FDE) Description SCF Control SCF# Moderate
Control Descri Relat (1
a. Develop, approve, and maintain it of individuals with Physical access control mechanisms
authorized access to the facility where the system resides;b. exist to maintain a current list of
Physical A I thorization credentials for facili ;c. Review th Physical A Lwith authorized ‘
PE-02 ysical Access Issue authorization credentials for facility access;c. Review the Functional Equal ysical Access PES-02 personnel with authorized access to 10 PE-02 PE-02 PE-02 PE-02
Authorizations |access list detailing authorized facility access by individuals Authorizations organizational facilities (except for
[Assignment: organization-defined frequency]; andd. Remove those areas within the facilty officially
individuals from the facility access list when access is no longer as publicly ible).
a. Enforce physical :
organization-defined entry and exit points to the facility where
the system resides] by:1. Verifying individual access
authorizations before granting access to the facility; and2.
Controlling ingress and egress to the facility using [Selection
(one or more): [Assignment: organization-defined physical
access control systems or devices]; guards};b. Maintain physical physical access control mechanisms
dit logs for entry or
exist to enforce physical access
exit points;c. Control access to areas within the facility
Physical Access | designated as publicly accessible by implementing the followiny Physical Access authorizations for all physical access
i i ubli ible by i i i
PE-03 ¥ © publicly Y imPp € | Functional | Intersects With v PES-03 | points (including designated entry/exit 5 PE03 | PE03 | PE03 | PE03
Control controls: [Assignment: organization-defined physical access Control
points) to facilities (excluding those
controls];d. Escort visitors and control visitor activity
ors and i areas within the facilty offiially
: quiring designated as publicly accessible).
visitor escorts and control of visitor activity];e. Secure keys,
combinations, and other physical access devices:f. Inventory
physical
every [Assignment: organization-defined frequencyl; andg.
Change andkeys
defined frequency] and/or when keys are lost, combinations are
or when individuals kevs or
Physical access control mechanisms
Enforce physical access authorizations to the system in addition
Physical Access exist to enforce physical access to
to the physical forthe facility at : Access To Critical | PES-
PE-03(01) Control | System Functional Equal critical systems or sensitive/regulated 10 PE-03(01)
physical one or more Systems 03.4
Access data, in addition to the physical access
components of the system.
controls for the facility.
Physical security mechanisms exist to
Control physical access to [Assignment: organization-defined V Y
protect power and
Access Control for and lines] within Transmission Medium PES-
PE-04 Functional Equal telecommunications cabling carrying 10 PE-04 PE-04 PE-04
facilities : defined security Security 2.1
data or supporting information
controls].
services from
Physical security mechanisms exist to
Control physical access to output from [Assignment: restrict access to printers and other
Access Control for P P [Assig Access Controlfor | PES- P
PE-05 organization-defined output devices] to prevent unauthorized Functional Equal system output devices to prevent 10 PE05 | PE0S | PEOS
Output Devices Output Devices 122
individuals from obtaining the output. unauthorized individuals from
obtaining the output.
a Monitor access to th the system
resides to detect and respond to physical security incidents:b.
Review physical Physical access control mechanisms
Monitoring Physical Monitoring Physical
PE-06 g frequency] and upon ocourrence of [Assignment: organization- |  Functional Equal P PES-05 | exist to monitor for, detect and 10 PE06 | PE-06 | PE0s | PE0S
defined events or potential indications of events]; andc. respond to physical security incidents.
Coordinate results of reviews and investigations with the
incident response capability.
Monitoring Physical
8Py Intrusion Alarms / Physical access control mechanisms
Access | Intrusion | Monitor physical access to the facility where the system resides PES-
PE-06(01) Functional Equal Surveillance exist to monitor physical intrusion 10 PE-06(01) | PE-06(01)
Alarmsand | using physical intrusion alarms and surveillance equipment. 05.1
Equipment alarms and surveillance equipment.
Facility security mechanisms exist to
Monitoring Physical | Monitor physical access to the system in addition to the physical Y Y
Monitoring Physical monitor physical access to critical
Access | Monitoring | access monitoring of the facility at [Assignment: organization- PES-
PE-06(04) Functional Equal Access To Critical systems or sensitive/regulated data, in 10 PE-06(04)
Physical Accessto | defined physi oneormore of 05.2
Systems addition to the physical access
Systems the system].
the facility.
. Maintain visitor access records to the facility where the
Physical access control mechanisms
system resides for [Assignment: organization-defined time PES. | gomerato a log antry for cnch aceoss
PE-08 Visitor Access Records | period]:b. Review visitor access records [Assignment: Functional Equal Physical Access Logs 8 eniry 10 PE08 | PE08 | PE08 | PE0S
03.3 |attempt through controlled ingress
organization-defined frequencyl; andc. Report anomalies in
and egress points.
visitor access records to [Assis defined
Visitor Access Records
Automated mechanisms exist to
| Automated Records | Maintain and review visitor access Automated Records | PES-
PE-08(01) Functional Equal facilitate the maintenance and review 10 PE-08(01)
d automated Management & Review 06.4
of visitor access records.
Review
Facility security mechanisms exist to
Power Equipment and | Protect power equipment and power cabling for the system from rotect power equipment and power
PE-09 auip: P quip: P € Y Functional Equal Supporting Utilities | PES-07 | P quip P 10 PE-09 PE-09
Cabling damage and destruction. cabling for the system from damage
and destruction.
Facility security mechanisms exist to
a. Provide the capability of shutting off power to [Assignment: shut off power in emergency situations
defined system or tem by:
switches or pes. | (1) Placing emergency shutoft
PE-10 y devicesin bysystem | Functional Equal Emergency Shutoff | % [switches or devices in close proximity 10 PE10 | PE10
or system component] to facilitate access for authorized N to systems or system components to
personnel; ande. Protect emergency power shutoff capability facilitate safe and easy access for
from unauthorized activation. personnel; and
@ power
Facility security mechanisms exist to
Provide power supply to supply alternate power, capable of
(one or more): an orderly shutdown of the system; transition of PES- | maintaining minimally-required
PE-11 Emergency Power | ) Y V Functional | IntersectsWith | Emergency Power e y-rea 5 PE-11 PE-11
the system to long-term alternate power] in the event of a 07.3 | operational capability, in the event of
primary power source loss. an extended loss of the primary power
source.
Facility security mechanisms exist to
Emergency Power| Provide an alternate power supply for the system thatis supply alternate power, capable of
Alternate Power activated [Selection (one): manually; automatically] and that can PES- maintaining minimally-required
PE-11(01) [ ¢ Y 4] Functional | Intersects With | Emergency Power e y-req 5 PE-11(01)
Supply— Minimal | maintain minimally required operational capability in the event of 07.3 | operational capabilty, in the event of
Operational Capability an extended loss of the primary power source. an extended loss of the primary power
source.
Facility security mechanisms exist to
Employ and maintain automatic emergency lighting for the utilize and maintain automatic
'system that activates in the event of a power outage or PES- |emergency lighting that activates in
PE-12 Emergency Lighting | P © Functional Equal Emergency Lighting ency lehting 10 PE12 | PE12
disruption and that covers emergency exits and evacuation 07.4 [the event of a power outage or
routes within the facility. disruption and that covers emergency
exits and evacuation routes within the
Facility security mechanisms exist to
utilize and maintain fire suppression
Employ and maintain fire detection and suppression systems
PE-13 Fire Protection Functional Equal Fire Protection PES-08 |and detection devices/systems for the 10 PE-13 PE-13 PE-13 PE-13
that are supported by an independent energy source.
system that are supported by an
ergy source.
Facility security mechanisms exist o
Fire Protection| | Employ fire detection systems that activate automatically and utilize and maintain fire detection
Detection Systems — | notify [Assignment: organization-defined personnel or roles] and PES- that activate
PE-13(01) ! fy [Assies & P 1 Functional Equal Fire Detection Devices 10 PE-13(01)
Automatic Activation mergent inthe 08.1 and
and Notification | event of afire. personnel and emergency responders
in the event of a fire.
Fire Protection|  |a. Employ systems that activat Facility security mechanisms exist to
Systems |and personnelor roles] Astomatic Fire pgs. |emPloy an automatic ire suppression
PE-13(02) : defined emergen Functional | inersectswitn | “gPReE oas |capaiityfor citicat systems whenthe| 5 PE-13(02) | PE-13(02)
tivat d  |andb. Employ fire capability when the " |facility is not staffed on a continuous
facility is not staffed on a continuous basis. basi
Fire Protection| | a. Employ systems that activat Facility security mechanisms exist to
Systems |and : defined personnel or roles utilize fire suppression
¥ Y P 1 Fire Suppression PES- PP
PE-13(02) mergent Functional Intersects With Devices 08.2 devices/systems that provide 5 PE-13(02) | PE-13(02)
Activationand | andb. Employ an automatic fire suppression capability when the 2| automatic notification of any
facility is not staffed on a continuous basis. activation personnel
PE-13(03) N/A Withdrawn Functional not related to N/A N/A N/A ] NIST SP 800-53 RS PE-13(03) | PE-13(03)
‘a. Maintain [Selection (one or more): temperature; humidity;
pressure; radiation; [Assignment: organization-defined
Facility security mechanisms exist to
ithin the the Temperature &
PE-14 Functional Equal PES-09 | maintain and monitor temperatureand | 10 PE14 | PE14 | PE14 | PE4
Controls system resides at [Assignment: organization-defined acceptable Hurmidity Controls
humidity levels within the facility.
levels]; andb. Monitor environmental control levels [Assignment:
fined freauencyl.
Facility security mechanisms exist to
Eme! el that provides an alarm g an tarm ornotfcaton of
Controls | Monitoring |or notification of changes potentially harmful to personnel or Monitoring with Atarms | PES- | "'E&
PE-14(02) Functional Equal temperature and humidity changes 10 PE-14(02) | PE-14(02)
with Alarms and : d personnel or / Notifications 08.1
that be potentially harmful to
Notifications roles].
personnel or equipment..
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Secure Controls Framework (SCF) ~ Strength of

FDE Name Focal Document Element (FDE) Description SCF Control Moderate
Control Descri Relat (1
Facility security mechanisms exist to
Woter Damage | 1Ot the system rom damage resuiting from water leakage by WaterDamage nes. :’e’;’:‘::‘Zf;f“m;;{z:;i:::‘;y
PE-15 providing master shutoff or isolation valves that are accessible, Functional Equal 10 PE-15 PE-15 PE-15 PE-15
Protection Protection 07.5 | providing master shutoff valves that
working properly, and known to key personnel.
are accessible, working properly and
known to kev personnel.
WaterDamage | Detect the presence of water near the system and alert Automation Support Facility security mechanisms exist to
PES-  |detect the presence of water in the
PE-15(01) Protection | [Assignment: organization-defined personnel or roles] using Functional Equal for Water Damage 10 PE-15(01)
07.6 |vicinity of critical systems and alert
Support d automated Protection
facility d T personnel.
Physical security mechanisms exist to
a. Authorize and control [Assignment: organization-defined isolate information processing
PE-16 Delivery and Removal | types of system components] entering and exiting the facility; Functional Equal Delivery & Removal | PES-10 |facilities from points such as delivery 10 PE-16 PE-16 PE-16 PE-16
andb. Maintain records of the system components. and loading areas and other points to
avoid access.
. Det the Physical security mechanisms exist to
defined ites] for use by utilize appropriate management,
Employ the following controls at alternate work ites: operational and technical controls at
PE-17 Alternate Work Site | [Assignment: organization-defined controls];c. Assess the Functional Equal Alternate Work Site PES-11 |alternate work sites. 10 PE-17 PE-17 PE-17
effectiveness of controls at alternate work sites; andd. Provide a
means for employees to communicate with information security
and privacy personnel in case of incidents.
Physical security mechanisms exist to
Position system components within the facility to minimize locate system components within the
. Location of System | potential damage from [Assignment: organization-defined Functional | Intersects Wit | EUPmentSiting& | L | facility to minimize potential demage s o
c physical hazards] and to minimize the Protection from physical and environmental
opportunity for unauthorized access. hazards and to minimize the
for access.
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
more): O { P level;
System-level] planning policy that:a. Addresses purpose, scope,
roles,
among organizational entities, and compliance; andb. Is Mechanisms exist to faciltate the
consistent with applicable laws, executive orders, directives,
implementation of cybersecurity and
regulations, policies, standards, and guidelines; and2. Cybersecurity & Data data protection-related resource
PLO1 Policy and Procedures | Procedures to facilitate the implementation of the planning Functional Subset Of Protection Portfolio | PRM-01 10 PL-01 PL-01 PL-01 PL-01
planning controls that define a viable
policy and the associated planning controls;b. Designate an Management
plan for achieving cybersecurity and
[Assignment: organization-defined offcial] to manage the
data protection objectives.
and ofthe
planning policy and procedures; andc. Review and update the
current planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-defined
events]; and2.
freauencvl and following d d
a. Develop, document, and disseminate to [Assignment: Mechanisms exist to facilitate the
organization-defined personnel or roles]:1. [Selection (one or identification and implementation of
more): Or 1 P level; relevant statutory, regulatory and
System-level] planning policy that:a. Addresses purpose, scope, contractual controls.
roles,
among organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Statutory, Regulatory
PLO1 Policy and Procedures | Procedures to facilitate the implementation of the planning Functional Subset Of & Contractual cpL01 10 PL-01 PL-01 PL-01 PL-01
policy and the associated planning controls;b. Designate an Compliance
[Assignment: organization-defined offcial] to manage the
and ofthe
planning policy and procedures; andc. Review and update the
current planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-defined
events]; and2.
freauencvl and following d d
a. Develop, document, and disseminate to [Assignment: Mechanisms exist to facilitate the
organization-defined personnel or roles]:1. [Selection (one or implementation of tailored
more): O tevel; 3 level; development and acquisition
System-level] planning policy that:a. Addresses purpose, scope, strategies, contract tools and
roles, procurement methods to meet unique
among organizational entities, and compliance; andb. Is business needs.
consistent with applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Technology
PLO1 Policy and Procedures | Procedures to facilitate the implementation of the planning Functional Subset Of Development& | TDA-01 10 PL-01 PL-01 PL-01 PL-01
policy and the associated planning controls;b. Designate an Acquisition
[Assignment: organization-defined offcial] to manage the
and ofthe
planning policy and procedures; andc. Review and update the
current planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-defined
events]; and2.
freauencvl and following d d
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
more): O level; p level;
System-level] planning policy that:a. Addresses purpose, scope,
roles,
among organizational entities, and compliance; andb. Is Mechanisms exist to review the
consistent with applicable laws, executive orders, directives, cybersecurity and data protection
Periodic Review &
regulations, policies, standards, and guidelines; and2. Update of program, including policies, standards
PLO1 Policy and Procedures | Procedures to facilitate the implementation of the planning Functional | IntersectsWith | P pata | GOV-03 |and procedures, at planned intervals 5 PL-01 PL-01 PL-01 PL-01
policy and the associated planning controls;b. Designate an Protoction Program orif significant changes occur to
[Assignment: organization-defined offcial] to manage the ensure their contining suitability,
and ofthe adequacy and effectiveness.
planning policy and procedures; andc. Review and update the
current planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-defined
events]; and2.
freauencvl and following d d
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
more): O level; p level;
System-level] planning policy that:a. Addresses purpose, scope,
roles,
among organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders, directives, publishing Mochanisms exst to establish,
regulations, policies, standards, and guidelines; and2. Cybersseurity & Data ot e dissominate
PLO1 Policy and Procedures | Procedures to facilitate the implementation of the planning Functional | Intersects With Gov-02 5 PL-01 PL-01 PL-01 PL-01
Protection cybersecurity and data protection
policy and the associated planning controls;b. Designate an
Documentation policies, standards and procedures.
[Assignment: organization-defined offcial] to manage the
and ofthe
planning policy and procedures; andc. Review and update the
current planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-defined
events]; and2.
freauencvl and following d d
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Set Theory Relationship Mapping (STRM)

FDE Name

FDE #

PL-02
Privacy Plans

Focal Document Element (FDE) Description

consistent with the organization’s enterprise architecture;2.
Explicitly define the constituent system components;3. Describe
the operational context of the system in terms of mission and
business processes;4. Identify the individuals that fulfill system
roles and responsibilities;5. Identify the information types
processed, stored, and transmitted by the system;6. Provide the
security ofthe system,

rationale;7. Describe any specific threats to the system that are
of concern to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally identifiable
information;9. Describe the operational environment for the

e d or to other

System Security and

systems or 10. Provide the
security and privacy requirements for the system;11. Identify any
relevant control baselines or overlays, if applicable; 12. Describe
the controls in place or planned for meeting the security and
privacy requirements, including a rationale for any tailoring
decisions; 13. Include risk determinations for security and
privacy and 14.
and privacy-related activities affecting the system that require

t with [ :
defined individuals or groups; and15. Are reviewed and
approved by the authorizing official or designated representative
prior to plan implementation.b. Distribute copies of the plans
and communicate subsequent changes to the plans to
[Assignment: organization-defined personnel or roles];c. Review
the
Update the plans to address changes to the system and

of problems plan

STRM

Rationale

Functional

STRM
Relationship

Intersects With

SCF Control

Plan / Coordinate with
Other Organizational
Entities

GovRAMP
Crosswalk Mapping

version 2025.4
12/16/2025

1A0-03.1

Secure Controls Framework (SCF)
Control Descrip!

Mechanisms exist to plan and
coordinate Information Assurance
Program (AP) activities with affected
stakeholders before conducting such
activities in order to reduce the
potential impact on operations.

Strength of
Relations|

PL-02

PL-02

PL-02

PL-02

PL-
102 Privacy Plans

& BTG D VACY PRaTS TOT T SySeT et T
consistent with the organization’s enterprise architecture;2.
Explicitly define the constituent system components;3. Describe
the operational context of the system in terms of mission and
business processes;4. Identify the individuals that fulfill system
roles and responsibilities;5. Identify the information types
processed, stored, and transmitted by the system;6. Provide the

uri ofthe system,
rationale;7. Describe any specific threats to the system that are
of concern to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally identifiable
information;9. Describe the operational environment for the

tem and or to other

System Security and

systems or 10. Provide fthe
security and privacy requirements for the system;11. Identify any
relevant control baselines or overlays, if applicable; 12. Describe
the controls in place or planned for meeting the security and
privacy requirements, including a rationale for any tailoring
decisions; 13. Include risk determinations for security and
privacy and 14.
and privacy-related activities affecting the system that require

t with :
defined individuals or groups]; and15. Are reviewed and
approved by the authorizing official or designated representative
prior to plan implementation.b. Distribute copies of the plans
and communicate subsequent changes to the plans to
[Assignment: organization-defined personnel or roles];c. Review
the :
Update the plans to address changes to the system and

of problems plan

Functional

Intersects With

System Security &
Privacy Plan (SSPP)

1A0-03

Mechanisms exist to generate System
Security & Privacy Plans (SSPPs), or
similar document repositories, to
identify and maintain key architectural
information on each critical
Technology Assets, Applications
and/or Services (TAAS), as well as
influence inputs, entities and TAAS,
providing a historical record of the data
andits origins.

PL-02

PL-02

PL-02

PL-02

PL-02
Privacy Plans

System Security and

AT BTIVATY PaTTS TOT TTE SySTemmumatT-

Explicitly define the constituent system components;3. Describe
the operational context of the system i terms of mission and
business processes;4. Identify the individuals that fulfill system
roles and responsibilities;5. Identify the information types
processed, stored, and transmitted by the system6. Provide the

security ofthe system,
rationale;7. Describe any specific threats to the system that are
of concern to the organization;8. Provide the results of a privacy
risk for systems processing personally identifiabl
information;9. Describe the operational environment for the
tem and or to other
systems or system components; 10. Provide an overview of the
security and privacy requirements for the system;11. Identify any
relevant control baselines or overlays, if applicable;12. Describe
the controls in place or planned for meeting the security and
privacy requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security and
privacy and 14.
and privacy-related activities affecting the system that require
t with [ :
defined individuals or groups]; and15. Are reviewed and
approved by the authorizing official or designated representative
prior to plan implementation.b. Distribute copies of the plans
and communicate subsequent changes to the plans to
[Assignment: organization-defined personnel or roles];c. Review
the
Update the plans to address changes to the system and
of problems plan

Functional

Intersects With

Network Diagrams &
Data Flow Diagrams
(DFDs)

AST-04

Mechanisms exist to maintain network
architecture diagrams that:

(1) Contain sufficient detail to assess,
the security of the network's
architecture;

(2) Reflect the current architecture of
the network environment; and
(3) Document all sensitive/regulated
data flows.

PL-02

PL-02

PL-02

PL-02

PL-02(03) N/A

Withdrawn

Functional

not related to

N/A

N/A

N/A

Withdrawn in NIST SP 800-53 RS

PL-02(03)

PL-04 Rules of Behavior

a. Establish and provide to individuals requiring access to the|
system, the rules that describe their responsibilities and
expected behavior for information and system usage, security,
and privacy;b. Receive a documented acknowledgment from
suchindividuals, indicating that they have read, understand, and
agree to abide by the rules of behavior, before authorizing access
to information and the system;c. Review and update the rules of
behavior [Assignment: organization-defined frequency]; andd.
Require have ap

of the rules of behavior to read and re-acknowledge [Selection
(one or more): [Assignment: organization-defined frequency];
when the rules are revised or undated.

Functional

Intersects With

Terms of Employment

HRS-05

Mechanisms exist to require all
employees and contractors to apply
cybersecurity and data protection
principles in their daily work.

PL-04

PL-04.

PL-04

PL-02(03)

PL-04.

PL-04 Rules of Behavior

a. Establish and provide to individuals requiring access to the|
system, the rules that describe their responsibilities and
expected behavior for information and system usage, security,
and privacy;b. Receive a documented acknowledgment from
suchindividuals, indicating that they have read, understand, and
agree to abide by the rules of behavior, before authorizing access
to information and the system;c. Review and update the rules of
behavior [Assignment: organization-defined frequency]; andd.
Require have ap

of the rules of behavior to read and re-acknowledge [Selection
(one or more): [Assignment: organization-defined frequency];
when the rules are revised or undated.

Functional

Intersects With

Rules of Behavior

HRS-
05.1

Mechanisms exist to define
and rules of

behavior for the use of technologies,
including consequences for
unacceptable behavior.

PL-04

PL-04

PL-04

PL-04

PL-04 Rules of Behavior

a. Establish and provide to individuals requiring access to the|
system, the rules that describe their responsibilities and
expected behavior for information and system usage, security,
and privacy;b. Receive a documented acknowledgment from
suchindividuals, indicating that they have read, understand, and
agree to abide by the rules of behavior, before authorizing access
to information and the system;c. Review and update the rules of
behavior [Assignment: organization-defined frequency]; andd.
Require have ap

of the rules of behavior to read and re-acknowledge [Selection
(one or more): [Assignment: organization-defined frequency];
when the rules are revised or undated.

Functional

Intersects With

Technology Use
Restrictions

HRS-
05.3

Mechanisms exist to establish usage
restrictions and implementation
guidance for organizational
technologies based on the potential to
cause damage to Technology Assets,
Applications and/or Services (TAAS), if
used maliciously.

PL-04

PL-04

PL-04

PL-04

06
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

STRM

SCF Control

scrs  SecureControls Framework (SCF) ~Strength of

Moderate

Relationship

Control Desc: Relations|

High
(FedRAMP)

Include in the rules of behavior, restrictions on:a. Use of social Mechanisms exist to define rules of
Rules of Behavior| | | ;. cocial networking sites, and external behavior that contain explicit
ia, soci riing sites, n vi in explicit
sociatmedimana | e, Postingorganzationa formationan socialMediaaSocia | e | o sccial mocia
PL-04(01) External PP 0 8 ore Functional Equal Networking 10 PL-04(01) | PL-04(01)
P ; andc. Use of P identifiers 05.2 | and networking sites, posting
Site/application Usage Restrictions
s (e.g., email addresses) and authentication secrets (e.¢ information on commercial websites
passwords) for it and sh: 1t inf ti
a. D and priva for the system
that:1. Describe the requirements and approach to be taken for
proty integrity, and of
Describe the and Mechanisms exist to develop an
approach to be taken for processing personally identifiable enterprise architecture, aligned with
information to minimize privacy risk to individuals;3. Describe industry-recognized leading practices,
Security and Privac) how the architectures are integrated into and support the Alignment With 'with consideration for cybersecurity
PLOB Y 4 © PP Functional | Intersects With © SEA-02 ! v 5 pLO8 | PLOB | PLOB
' and4. Describy about, t and data protection principles that
on, external syst Review addresses risk to organizational
and update th : defined operations, assets, individuals, other
frequency] to reflect changes in the enterprise architecture; organizations.
and. Reflect planned architecture changes in security and
privacy plans, Concept of Operations (CONOPS), criticality
analysis. brocedures. and and
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
System-level] personnel security policy that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
andb. , executive
orders, directives, regulations, policies, standards, and Publishing Mechanisms exist to establish,
idelines; and2. Procedures to facilitate the implementation of Cybersecurity & Data maintain and disseminate
PS-01 Policy and Procedures & P Functional Intersects With V! ity GOV-02 5 PS-01 PS-01 PS-01 PS-01
the personnel security policy and the associated personnel Protection cybersecurity and data protection
security controls;b. Designate an [Assignment: organization- Documentation policies, standards and procedures.
defined official] to manage the development, documentation,
and dissemination of the personnel security policy and
procedures; andc. Review and update the current personnel
:1. Policy [Assignment: organization-defined frequency]
and events]; and2.
d
eventsl.
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
System-level] personnel security policy that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
Mechanisms exist to review the
andb. , executive
cybersecurity and data protection
orders, directives, regulations, policies, standards, and Periodic Review &
uidelines; and2. Procedures to facilitate the implementation of Update of program, including policies, standards
PS-01 Policy and Procedures & ’ ’ P Functional Intersects With P ‘GOV-03 |and procedures, at planned intervals 5 PS-01 PS-01 PS-01 PS-01
the personnel security policy and the associated personnel Cybersecurity & Data
orif significant changes oceur to
security controls;b. Designate an [Assignment: organization- Protection Program
ensure their continuing suitability,
defined official] to manage the development, documentation,
adequacy and effectiveness.
and dissemination of the personnel security policy and
procedures; andc. Review and update the current personnel
:1. Policy [Assignment: organization-defined frequency]
and events]; and2.
d
eventsl.
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
System-level] personnel security policy that:a. Addresses
purpose, scope, roles, responsibilities, management
entities, and
andb. , executive
orders, directives, regulations, policies, standards, and
uidelines; and2. Procedures to facilitate the implementation of Human Resources Mechanisms exist to facitate the
PS-01 Policy and Procedures & ’ ’ P Functional Subset Of HRS-01 |implementation of personnel security 10 PS-01 PS-01 PS-01 PS-01
the personnel security policy and the associated personnel Security Management ot
security controls;b. Designate an [Assignment: organization- )
defined official] to manage the development, documentation,
and dissemination of the personnel security policy and
procedures; andc. Review and update the current personnel
:1. Policy [Assignment: organization-defined frequency]
and events]; and2.
d
eventsl.
a. Assign a risk designation to all organizational positions;b. C to ensure that all
Position Risk fe fi ; fe HRS- ty-related iti ffed
ps.00 ition R Establish screening crteria forindividuals filling those positions; | ¢ or . 502 | pson
Designation ande. Review and update position risk designations 03.2 q have the
ined frequencyl. Positions necessary skl set.
Mechanisms exist to manage
a. Assign a risk designation to all organizational positions;b. &
personnel security risk by assigning a
Position Risk Establish screening criteria for individuals filling those positions; Position
PS-02 Functional Intersects With HRS-02 |risk designation to all positions and 5 PS-02 PS-02
Designation | andc. Review and update position risk designations Categorization
establishing screening criteria for
[Assignment: organization-defined frequency].
filling those positions.
a. Screen individuals prior to authorizing access to the system;
andb. Rescreen individuals in accordance with [Assignment: Mechanisms exist to manage
PS-03 Personnel Screening - P e o Functional Equal Personnel Screening | HRS-04 | personnel security risk by screening 10 PS-03 PS-03 PS-03 PS-03
jtions requiri
individuals prior to authorizing access.
where is so indicated, the freauency of
Mechanisms exist to ensure that
Verify that individuals accessing a system processing, storing, or
Personnel Screening| individuals accessing a system that
Information Ret ing transmitting information requiring special protection:a. Have Roles With Special HRS- stores, transmits or processes
ion Requri i - y its or
P5-03(03) AU | atia thatare byassigned | Functional | Intersects With i Sp P 5 PS-03(03)
Special Protective Protection Measures | 04.1 |information requiring special
Measures offictal duties; andb. Satisf otection satisfy organization-defined
ur rotection sati ization-defi
organization-defined additional personnel screening criterial. : ectionsa! “mf g,
Upon termination of individual employment:a. Disable system
: time period];b.
Terminate or revoke any authenticators and credentials
associated with the individual;c. Conduct exit interviews that Mechanisms exist to govern the
Ps-04 Personnel lud f Functional Equal | Personnel Termination | HRS-09 & 10 Ps-04 | Ps-04 | Ps0a | Ps-0s
termination of individual employment.
information security topics];d. Retrieve all security-related
organizational system-related property; ande. Retain access to
organizational information and systems formerly controlled by
terminated individual.
Use defined ted omated Automated mechanisms exist to notify
Personnel Termination |  to [Selection (one or more): notify [Assignment: organization- HRS-  |Identity and Access Management (IAM]
PS-04(02) b ! ):notty [Assig © Functional Equal Employment Status Y gement (AM)| PS-04(02)
| Automated Actions | defined personnel or roles] of individual termination actions; P rione 09.4 | personnel or roles upon termination of
disabl to system resources]. an individual or contract.
a. Review and confirm ongoing operational need for current
logical and physical access authorizations to systems and
faciliies when individuals are reassigned or transferred to other Mechanisms exist to adjust logical and
P the [ physical access authorizations to
transfer ] Technology Assets, Applications
PS-05 Personnel Transfer or Functional Equal Personnel Transfer HRS-08 ol PP 10 PS-05 PS-05 PS-05 PS-05
[Assignment: organization-defined time period following the and/or Services (TAAS) and facilities
formal transfer action;c. Modify access authorization as needed upon personnel reassignment or
to correspond with any changes in operational need due to transfer, in a timely manner.
reassignment or transfer; and. Notify [Assignment: organization
defined personnel or roles] wit
a. Devel for
systems;b. Review and update the access agreements Mechanisms exist to require Non-
frequency]; andc. Verify that Disclosure Agreements (NDAS) or
individuals requiring access to organizational information and Confidential HRS- | similar confidentialty agreements that
PS-06 Access Agreements quiring ¥ Functional | Intersects With y Ve 5 Ps-06 | Ps06 | Ps-0s | Ps-06
systems:1. Sign appropriate access agreements prior to being Agreements 06.1 |reflect the needs to protect data and
granted access; and2. Re-sign access agreements to maintain operational details, or both employees
access to organizational systems when access agreements have and third-parties.
been updated or fined frequencyl.
[Slole]
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FDE Name Focal Document Element (FDE) Description SCF Control
Control Descri Relat
a.D: for
systems;b. Review and update the access agreements
[Assignment: organization-defined frequency; and. Veriy that Mechanisms exist to require internal
individuals requiring access to organizational information and and third-party users to sign

PS-06 Access Agreements auiring & Functional | Intersects With | Access Agreements | HRS-06 party o 5 PS-06 PS-06 PS-06 PS-06
systems:1. Sign appropriate access agreements prior to being appropriate access agreements prior
granted access; and2. Re-sign access agreements to maintain to being granted access.
access to m hen access have
been updated or [Assignment: fined frequencvl.

a. Establish personnel security requirements, including security
roles and responsibilities for external providers;b. Require
external providers to comply with personnel security policies and|
rocedures established by the organization;c. Document
P Y the ore: Mechanisms exist to govern third-party
External Personnel personnel security requirements;d. Require external providers to Third-Party Personnel ersonnel by reviewing and monitoring
PS-07 notify [Assignment: organization-defined personnel or roles] of | Functional Equal Y HRs-10 |P Y & ¢ 10 PS-07 PS-07 PS-07 PS-07
Security Security third-party cybersecurity and data
any personnel transfers or terminations of external personnel
protection roles and responsibilities.
who possess organizational credentials and/or badges, or who
have system pr . defined
time period]; ande. Monitor provider compliance with personnel
. Employ a formal sanctions process for individuals failing to
‘comply with established information security and privacy
plywi ! nfor! ! uny privacy Mechanisms exist to sanction
policies and andb. Notify :
personnel failing to comply with

PS-08 Personnel Sanctions |defined personnel or roles] within [Assignment: organization- Functional Equal Personnel Sanctions | HRS-07 established security policies, 10 PS-08 PS-08 PS-08 PS-08

defined time period] when a formal employee sanctions process v poteles,
standards and procedures.

is initiated, identifying the individual sanctioned and the reason

for the sanction.

a. Develop, document, and disseminate to [Assignment:

organization-defined personnel or roles]:1. [Selection (one or

more): O1 H P 3

System-level] isk assessment policy that:a. Addresses purpose,

scope, roles, responsibilities, management commitment,

entities, and Mechanisms exist to review the

andb. Is consistent with applicable laws, executive orders,
cybersecurity and data protection

directives, regulations, policies, standards, and guidelines; Periodic Review &

and2. Procedures to facilitate the implementation of the risk Update of program, including policies, standards

. Procedu i i i i
RA-01 Policy and Procedures P Functional | Intersects With P GOV-03 |and procedures, at planned intervals 5 RA01 | RA01 | RAO1 | RA01
assessment policy and the associated risk assessment Cybersecurity & Data
or i significant changes occur to
controls;b. D e Protection Program
ensure their continuing suitability,
official] to manage the development, documentation, and
adequacy and effectiveness.
of the risk policy and
andc. Review and update the current risk assessment:1. Policy
following
[Assignment: organization-defined events]; and2. Procedures
following
defined eventsl.
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): Of H P 3
System-level] isk assessment policy that:a. Addresses purpose,
scope, roles, responsibilities, management commitment,
entities, and
andb. Is consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and guidelines; Mechanisms exist to facilitate the
and2. Procedures to facilitate the implementation of the risk. Risk Management implementation of strategic,

RA-01 Policy and Procedures P Functional Subset Of & Rsk-01 P by 10 RA-O1 | RAO1 | RAO1 | RAO1
assessment policy and the associated risk assessment Program operational and tacticalrisk
controls;b. D e management controls.
official] to manage the development, documentation, and

of the risk policy and
andc. Review and update the current risk assessment:1. Policy
following
[Assignment: organization-defined events]; and2. Procedures
following
defined eventsl.
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): O ; P ;
System-level] isk assessment policy that:a. Addresses purpose,
scope, roles, responsibilities, management commitment,
entities, and
andb. Is consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and guidelines; Publishing Mechanisms exist to establish,
and2. Procedures to facilitate the implementation of the risk. Cybersecurity & Data maintain and disseminate
RA-01 Policy and Procedures P Functional | Intersects With | v Gov-02 5 RA01T | RA01 | RAOT | RA01
policy and the associated risk assessment Protection cybersecurity and data protection
controls;b. D e Documentation policies, standards and procedures.
official] to manage the development, documentation, and
of the risk policy and
andc. Review and update the current risk assessment:1. Policy
following
[Assignment: organization-defined events]; and2. Procedures
following
defined eventsl.
Mechanisms exist to categorize
Technology Assets, Applications,
Services and/or Data (TAASD) in
accordance with applicable laws,
a. Categorize the system and information it processes, stores,
regulations and contractual
and Document results, Sbligations tht.
igati :
Securit including supporting rationale, in the security plan for the Risk-Based Securi
RA-02 Y & supporting VP Functional Equal " | Rsk-02 | (1) Document the security 10 RA-02 | RA02 | RA02 | RA-02
Categorization |system; andc. Verify that the authorizing official or authorizing Categorization
categorization results (including
official designated representative reviews and approves the
supporting rationale) in the security
security categorization decision.
plan for systems; and
(2) Ensure the security categorization
decision is reviewed and approved by
the asset owner.
. Conduct a isk assessment, including:1. 1dentiying threats to
and in the system;2. D the likelihood
and harm from use,
disclosure, disruption, modification, or destruction of the
system, the information it processes, stores, or transmits, and
any related information; and3. Determining the lielihood and
impact of adverse effects on individuals arising from the
processing of personally identifiable information;b. Integrate risk Mechanisms exist to regularly review
fr 3
e saon amd i or oo FncionalRionf | oo, | L e aameance
rganizati ion or busi ives wit - rSer
RA-03 Risk Assessment | *'® P persp Functional | Intersects With | Cybersecurity & Data ; 5 RA03 | RA-03 | RA03 | RA-03
ystem-level risk Document 032 |tothe organization's cybersecurity and
Protection Controls
results in [Selection (one): security and privacy plans; risk data protection policies and
report; def standards.
Review risk
D risk
results to [Assignment: organization-defined personnel or roles];
andf. Update the risk assessment [Assignment: organization-
defined hen changes to the
system, its environment of operation, or other conditions that
mav or orivacy state of the svstem.
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Control Descri Relat
a. Conduct a isk assessment, including:1. Identifying threats to
in D
and magnitude of harm from unauthorized access, use,
disclosure, disruption, modification, or destruction of the
system, the information it processes, stores, or transmits, and
any related ands. D the
impact of adverse effects on individuals arising from the Mechanisms exist to conduct recurring
processing of personally identifiable information;b. Integrate risk assessments of risk that includes the
assessment results and risk management decisions from the likelihood and magnitude of harm,
organization and mission or business process perspectives with from unauthorized access, use,
RA-03 Risk Assessment | 252" ission orbusiness process perspectives wi Functional | IntersectsWith | Risk Assessment | RsK-04 | O™ Unauthor u 5 RA03 | RA-03 RA03 | RA-03
level risk Document risk disclosure, disruption, modification or
results in [Selection (one): security and privacy plans; risk destruction of the organization's
report; : defined Technology Assets, Applications,
Review risk Services and/or Data (TAASD).
D risk
results to [Assignment: organization-defined personnel o roles];
andf. Update the risk assessment [Assignment: organization-
defined hen changes to the
system, its environment of operation, or other conditions that
mav impact the securitv or privacv state of the svstem.
. Monitor and scan for vulnerabilites in the system and hosted
frequency
and/or randomly in accordance with organization-defined
process] and when new vulnerabilities potentially affecting the
system are identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate interoperability
among tools and automate parts of the vulnerability
management process by using standards for:1. Enumeratin,
& pre Y using rds for:1. Enumerating Mechanisms exist to detect
Vulnerability | platforms, software flaws, and improper configurations;2. arors
RA-05 ite d and test and3. Measuring Functional Intersects With anning | VPM-06 5 RA-05 RA-05 RA-05 RA-05 RA-05
by routine vulnerability scanning of
Scanning impactic. Analy nreports and
systems and applications.
results from vulnerability monitoring;d. Remediate legitimate
de d response
times]in an of
riskie. Share information obtained from the vulnerability
monitoring process and control assessments with [Assignment:
organization-defined personnel or roles] to help eliminate similar
vulnerabilities in other systems; andf. Employ vulnerability
monitoring tools that include to readily update the
a. Monitor and scan for vulnerabilities in the system and hosted
frequency
and/or randomly in accordance with organization-defined
process] and when newvulnerabilities potentially affecting the
system are identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate interoperability
among tools and automate parts of the vulnerability
management process by using standards for:1. Enumerating
Vulnerability latforms, software flaws, and improper configurations;2.
u "y P! war improp gurati VPM- [ Mechanisms exist to update
RA-05 t d and test and3. Measuring Functional | Intersects With | Update Tool Capability 5 RA05 | RA05 | RA05 | RAO5 | RA0S
06.1 | vulnerability scanning tools.
Scanning impact;c. an reports and
results from vulnerability monitoring;d. Remediate legitimate
response
times]in an of
risk;e. Share information obtained from the vulnerability
monitoring process and control assessments with [Assignment:
organization-defined personnel o roles] to help eliminate similar
vulnerabilities in other systems; andf. Employ vulnerability
that includs to readilv undate the
RA-05(01) N/A Withdrawn Functional not related to N/A N/A N/A ] NIST SP 800-53 RS RA-05(01) | RA-05(01) | RA-05(01) | RA-05(01)
Update 0 be scanned [Selection (one
Monits d |ormore): frequency]; prior to VPM- | Mechanisms exist to update
RA-05(02 Functional | Intersects With | Update Tool Capabili 5 RA-05(02) | RA-05(02) | RA-05(02) | RA-05(02)
©2) Scanning| Update  |a new scan; when new vulnerabilities are identified and P PABIY | 6.1 | vutnerability scanning tools. (02) (02) (02) (02)
toBe |reported].
Vlneratiy i amtap o coverega o
r ver
Monitoring and Breadth/ Depthof | VPM-
RA-05(03) e Define the breadth and depth of vulnerability scanning coverage. | Functional Equal P Vulnerability scanning that define the 10 RA-05(03) | RA-05(03)
Scanning | Breadth and| Coverage 06.2
system components scanned and
Depth of Coverage
types of that are
Vulnerability Mechanisms exist to define what
Monit d Acceptabls formation is allowed to b
onitoring an Determine information about the system that is discoverable and| \cceptable VPM- information s allowed to be
RA-05(04) Scanning| e " Functional Equal Discoverable 06 |discoverable by adversaries and take 10 RA-05(04)
Discoverable Information % | corrective actions to remediated non-
ompliant system:
Vulnerability Mechanisms exist to implement
Moore | implement piviteged acoess authorization to [Assignment: PV st
RA-05(05) 2 system for Functional Equal Privileged A priviteg 10 RA-05(05) RA-05(05) | RA-05(05)
Scanning | Privileged oo 06.3 lected g
Access activities.
Vulnerability ‘Automated mechanisms exist to
Monitoringand | Compare the results of multiple vulnerability scans usiny VPM- | compare the resuilts of vulnerabilit
RA-05(06) € " P v ® Functional Equal Trend Analysis " Y 10 RA-05(06) | RA-05(06)
Scanning | Automated automated 06.4 [scans over ime to determine trends in
Trend Analyses tem
Vulnerability Review historic audit logs to determine if a vulnerability identified Mechanisms exist to review historical
" d : d system] has been ReviewHistorical | VPM- | eventlogs to determine fidentified
RA-05(08) ystem] Functional Equal & 10 RA-05(08) | RA-05(08)
Scanning| Review | previously exploited within an [Assignment: organization-defined event logs 06.5 |vulnerabilities have been previously
Historic Audit Logs _|time period]. exploited.
Automated mechanisms exist to
Vulnerability
Correlate the output from vulnerability scanning tools to correlate the output from vulnerability
Monitoring and Correlate Scanning | VPM-
RA-05(10) determine the presence of multi-vulnerability and multi-hop Functional Equal scanning tools to determine the 10 RA-05(10)
Scanning| Correlate Information 06.9
attack vectors. presence of multi-vulnerability/multi-
Scanning Information
hop attack vectors.
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
more): O levet; 2 level;
System-level] system and services acquisition policy that:a.
Addresses purpose, scope, roles, responsibilities, management
entities, and
compliance; andb. Is consistent with applicable laws, executive
orders, directives, regulations, policies, standards, and
s, directives, regulations, polici Publishing Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the implementation of
Cybersecurity & Data maintain and disseminate
SA-01 Policy and Procedures | the system and services acquisition policy and the associated Functional Intersects With GOV-02 5 SA-01 SA-01 SA-01 SA-01
Protection cybersecurity and data protection
system and services acquisition controls;b. Designate an
Documentation policies, standards and procedures.
[Assignment: organization-defined official] to manage the
of the system
and services acquisition policy and procedures; andc. Review
and update the current system and services acquisition:1. Policy
following
[Assignment: organization-defined events]; and2. Procedures
following
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): O1 H e 3
ystem-level] system and policy that:
Addresses purpose, scope, roles, responsibilities, management
entities, and
andb. ith , executive
i Mechanisms exist to facilitate the
orders, directives, regulations, policies, standards, and
implementation of tailored
guidelines; and2. Procedures to facilitate the implementation of Technology
development and acquisition
sA01 Policy and Procedures | the system and services acquisition policy and the associated |  Functional | SubsetOf Development& | TDA-01 10 sa01 | sao1 | sao1 | sa01
strategies, contract tools and
system and services acquisition controls;b. Designate an Acquisition
procurement methods to meet unique
[Assignment: organization-defined official] to manage the
business needs.
and of the system
and services acquisition policy and procedures; ande. Review
and update the current system and services acquisition:1. Policy
: following
[Assignment: organization-defined events]; and2. Procedures
following
ined eventsl.
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2. Develop, document, and disseminate to [Assignment Mechanisms exist to review the
organization-defined personnel orroles]:1. [Selection (one or cybersecurity and data protection
more): Or level; l program, including policies, standards

I system and tion policy thata and procedures, at planned intervals
Addresses purpose, scope, roles, responsibilities, management orif significant changes occur to
entities, and ensure their continuing suitability,
andb. , executive adequacy and effectiveness.
orders, directives, regulations, policies, standards, and periodic Review &
guidelines; and2. Procedures to facilitate the implementation of Updatoof
SA-01 Policy and Procedures |the system and services acquisition policy and the associated Functional Intersects With Cybersecurity & Data GOv-03 5 SA-01 SA-01 SA-01 SA-01
system and services acquisition controls;b. Designate an
Protection Program
[Assignment: organization-defined official] to manage the
and of the system
and services acquisition policy and procedures; andc. Review
and update the current system and services acquisition:1. Policy
following
[Assignment: organization-defined events; and2. Procedures
following
dofined events.
‘a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): O p ;
level] system and tion policy that:
Addresses purpose, scope, roles, responsibilities, management
entities, and
andb. , executive
orders, directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the implementation of Mechanisms exist to develop
SA-01 Policy and Procedures | the system and services acquisition policy and the associated Functional | IntersectsWith | Secure Coding | TDA-06 |applications based on secure coding 5 sa01 | sao1 | sao1 | sa01
system and services acquisition controls;b. Designate an principles.
[Assignment: organization-defined official] to manage the
and of the system
and services acquisition policy and procedures; andc. Review
and update the current system and services acquisition:1. Policy
following
[A55|gnmenl organization-defined events]; and2. Procedures
following
ined eventsl.
a. Determine the high-level information security and privacy
requirements for the system or system service in mission and Mechanisms exist to identify and
business process planning;b. Determine, document, and allocate resources for management,
sa02 Allocation of allocate the resources required to protect the system or system Functional Equal Allocation of pRM.03 |OPerational, technical and data 10 on o on o
Resources service as part of the organizational capital planning and Resources protection requirements within
investment control process; andc. Establish a discrete line item business process planning for projects
forinformation security and privacy in organizational initiatives.
d budgeting
a. Acquire, develop, and manage the system using [Assignment: Mechanisms exist to manage the
organization-defined system development life cycle] that usable lifecycles of Technology
incorporates information security and privacy considerations;b. Assets, Applications and/or Services
Define and document information security and privacy roles and (TAAS).
SA03 System Development | . <ibilties throughout the system development ife cycleic. |  Functional | Intersects With | 1ScTmoV08Y Lifecyele | - SEA- 5 sa03 | sa03 | sao0s | saos
Life Cycle Management 07.1
Identify individuals having information security and privacy roles
and andd. Integrate the
information security and privacy risk management process into
e activiti
a. Acquire, develop, and manage the system using [Assignment: Mechanisms exist to ensure changes
organization-defined system development life cycle] that to Technology Assets, Applications
incorporates information security and privacy considerations;b. and/or Services (TAAS) within the
Systom Development | 2@ and document information securit and privacy roles and Secure Development Secure Development Life Cycle (SDLC)
SA-03 Life Cycle responsibilities throughout the system development life cycle;c. Functional Intersects With Life Cycle (SDLC) PRM-07 |are controlled through formal change 5 SA-03 SA-03 SA-03 SA-03
Identify individuals having information security and privacy roles Management control procedures.
and andd. Integrate the
information security and privacy risk management process into
e activiti
Include the following requirements, descriptions, and criteria,
explicitly or by reference, using [Selection (one or more):
language;
defined contract language]] in the acquisition contract for the Mechanisms exist to design, develop
system, system component, or system service:a. Security and and produce Technology Assets,
privacy functional requirements;b. Strength of mechanism Applications and/or Services (TAAS) in
requirements;c. Security and privacy assurance requirements;d. Minimum Viable such away that risk-based technical
SA-04 Acquisition Process | Controls needed to satisfy the security and privacy Functional | Intersects With |Product (MVP) Security| TDA-02 |and functional specifications ensure 5 SA-04 SA-04
Security and priva Requirements Minimum Viable Product (MVP) criteria
requirements;f. Requirements for protecting security and privacy establish an appropriate level of
Description of security and resiliency based on
and inwhich tended to applicable risks and threats.
operate;h. Allocation of responsibility or identification of parties
responsible for mfovmanon security, privacy, and supply chain
risk criter
Includeme'allowmg requirements, descnpllans and criteria,
explicitly or by reference, using [Selection (one or more):
standardized contract language; [Assignment: organization-
defined contract language]] in the acquisition contract for the
system, system component, or system service:a. Security and
privacy Strength o
requirements;c. Security and privacy assurance requirements;d. Thirg-Party Mechanisms exist to facilitate the
SA-04 Acquisition Process Controls needed to satisfy the security and privacy Functional | Intersects With Management TPM-01 implementation of third-party 5 SA-04 SA-04
Security and priva management controls.
requirements;f. Requirements for protecting security and privacy
Description of
and inwhich tendedto
operate;h. Allocation of responsibility or identification of parties.
responsvble forinformation security, privacy, and supply chain
isk andi.
Include lhe following requirements, descriptions, and criteria, Mechanisms exist to facilitate the
explicitly or by reference, using [Selection (one or mor implementation of tailored
language; development and acquisition
defined contract language]] in the acquisition contract for the strategies, contract tools and
system, system component, or system service:a. Security and procurement methods to meet unique
privacy functional requirements;b. Strength of mechanism business needs.
requirements;c. Security and privacy assurance requirements;d. Technology
SA-04 Acquisition Process | Controls needed to satisfy the security and privacy Functional | Intersects With Development & TDA-01 5 SA-04 SA-04
Security and priva Acquisition
requirements;f. Requirements for protecting security and privacy
Description of
and inwhich tended to
operate;h. Allocation of responsibility or identification of parties
responsvble for mfovmanon security, privacy, and supply chain
i criteria.
Includeme'allowmg requirements, descriptions, and criteria,
explicitly or by reference, using [Selection (one or more):
standardized contract language; [Assignment: organization-
defined contract language]] in the acquisition contract for the
system, system component, or system service:a. Security and Mechanisms existto control changes
privacy Strength of
to services by suppliers, taking into
requirements;c. Security and privacy assurance requirements;d. Managing Changes To account the criioalty of business
SA-04 Acquisition Process Controls needed to satisfy the security and privacy Functional | Intersects With TPM-10 5 SA-04 SA-04
Securityand priva Third-Party Services Technology Assets, Applications,
Services and/or Data (TAASD) that are
requirements;f. Requirements for protecting security and privacy
in scope by the third-party.
Description of
and inwhich tended to
operate;h. Allocation of responsibility or identification of parties.
responsible for information security, privacy, and supply chain
risk andi.
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Control Descri
Mechanisms exist to require software
developers to provide information
describing the functional properties of
Acquisition Process | | Require the developer of the system, system component, or bing the functional properti
TDA- |the security controls to be utilized
SA-04(01) Functional Properties |system service to provide a description of the functional Functional | Intersects With | Functional Properties 5 SA-04(01) | SA-04(01)
041 |within Technology Assets,
of Controls properties of the controls to be implemented.
Applications and/or Services (TAAS) in
sufficient detal to permit analysis and
testing of
Mechanisms exist to maintain network
architecture diagrams that:
(1) Contain sufficient detail to assess
Acquisition Process | | Require the developer of the system, system component, or Network Diagrams & the security of the network's
$A-04(01) Functional Properties | system service to provide a description of the functional Functional | Intersects With | Data Flow Diagrams | AST-04 architecture; 5 SA-04(01) | SA-04(01)
of Controls properties of the controls to be implemented. FDs) (2) Reflect the current architecture of
the network environment; and
(3) Document all sensitive/regulated
data flows.
Mechanisms exist to maintain network
Require the developer of the system, system component, or
architecture diagrams that:
system service to provide design and implementation
Acquisition Process | (1) Contain sufficient detail to assess
information for the controls that includes: [Selection (one or
Design and more): security-relevant external system interfaces; high-level Network Diagrams & the securty of the network's
SA-04(02) Implementation : ¥ 4 : hiel Functional | IntersectsWith | Data Flow Diagrams | AST-04 |architecture; 5 SA-04(02)
design; low-Level design; source code or hardware schematics;
Information for o dosand FDs) (2) Reflect the current architecture of
Controls o o the network environment; and
(3) Document all sensitive/regulated
dotaill. (3) Docu itive/reg
data flows.
Require the developer of the system, system component, or
Acquisition Process | |system service to provide design and implementation
Design and information for the controls that includes: [Selection (one or Accsss to Program Mechanisms exist to limit privileges to
A-04(02) mplementation | more): security-relevant exteral system interfaces; high-lovel | Functional | IntersectsWitn | ““32%%® O™ | 10420 | hange software resident itin 5 SA-04(02)
Information for | design; low-level design; source code or hardware schematics; Software libraries.
Controls design and
at f
Require the developer of the system, system component, or Mechanisms exist to require software
system service to provide design and implementation developers to provide information
Acquisition Process | | P e P! pers to pf
o and information for the controls that includes: [Selection (one or describing the functional properties of
more): security-relevant external system interfaces; high-level TDA- | the security controls to be utilized
SA-04(02) Implementation ) ¥ 4 et Functional | Intersects With | Functional Properties ity 5 SA-04(02)
ot |esigns low-level design; source code or hardware schematis; 041 |within Technology Assets,
P : d design and Applications and/or Services (TAAS) in
at of sufficient detal to permit analysis and
detaill. testing of
Mechanisms exist to require the
Require the developer of the system, system component, or developers of Technology Assets,
Acaquisiion Process| | (°3 to paa cea {amarc:nl nuous r:on itoring of " TDA. . Ser gycesmus) ©
rodu inuous monitori e - i
SA-04(08) Continuous Monitoring P s ¢ Functional Equal 10 SA-04(08)
B | controleffectiveness that is consistent with the continuous Plan 081 |produce a plan for the continuous
monitoring program of the organization. monitoring of cybersecurity and data
Mechanisms exist to require the
developers of Technology Assets,
Acquisition Process | | o o the developer of the system, system component, or A VI p( . d/or S e (TAAS) t
ir veloper , )
$A-04(09) Functons,pors, | v:enmyme imetions, ports, porocat, and Functional Equal Pons, Prowcalsa, | Toa- (8 St e v $A-04(09)
Protocols, and ¥ » ports, pi g a Services In Use 2.1 [identify early ur
senvices intended for organizational use. Development Life Cycle (SDLC), the
Services in Use
functions, ports, protocols and
senices intended for use.
Mechanisms exist to limit the use of
commercially-provided Information
Assurance (1) and IA-enabled IT
Acquisition Process | | Employ onl hnology the FIPS 201- products to those products that have
Information Assurance | TDA-
$A-04(10) Use of Approved PIV | approved products st for Personal Identity Verification (PIV) Functional | IntersectsWitn | "o 0 PRASURNCE) PR been sucossstully evaluated againsta 5 SA-04(10)
rodu .
Products capability implemented within organizational systems. National Information Assurance
partnership (NIAP)-approved
Protection Profile or the cryptographic
module is FIPS-validated o NSA-
. Obtain o develop administrator documentation for the
system, system component, or system service that describes:1.
Secure configuration, installation, and operation of the system,
orsenice;2. N to obtain, protect
security and privacy functions and mechanisms; and3. Known e ot
anduse
s it documentation for Technology Assets,
priviteg Applications and/or Services (TAAS)
forthe system, system component, or system service that e
describes:1. User-accessible security and privacy functions and :
System mechanisms and how to effectively use those functions and Documentation (1) Secure configuration, installation
A0 v Functional | Intersects With TDA-04 |and operation of the TAAS; 5 sa05 | Sa0s | sA05 | sa05
Documentation | mechanisms;2. Methods for user interaction, which enables Requirements
(2) Effective use and maintenance of
individuals to use the system, component, or service in a more
security features/functions; and
secure manner and protect individual privacy; and3. User
(3) Known vulnerabilities regarding
responsibilities in maintaining the security of the system,
configuration and use of
component, or service and privacy of individuals;c. Document
administrative (e.g., privileged)
attempts to obtain system, system component, or system
functions.
hen such is either
and
defined actions] in response; andd. Distribute documentation to
ined personnel or olesl.
a. Obtain or develop administrator documentation for the
system, system component, or system service that describes:1.
Secure configuration, installation, and operation of the system,
or service:2. d
security and privacy functions and mechanisms; and3. Known
and use of
N Mechanisms exist to determine
orprivileged :b. Obtain or
cybersecurity and data protection
forthe system, system component, or system service that
control applicability by identifying,
describes: 1. User-accessible security and privacy functions and
system mechanisms and how to effectively use those functions and Asset Scope assigning and documenting the
i ively u uncti
A0 v Y Functional | Intersects With P AST-04.1|appropriate asset scope 5 sa05 | sa0s | sA05 | sa05
Documentation | mechanisms;2. Methods for user interaction, which enables Classification
categorization for all Technology
individuals to use the system, component, or service in a more
Assets, Applications and/or Services
secure manner and protect individual privacy; and3. User
(TAAS) and personnel (interal and
responsibilities in maintaining the security of the system, o
component, or service and privacy of individuals;c. Document partes)-
attempts to obtain system, system component, or system
hen such is either
and
defined actions] in response; andd. Distribute documentation to
ined personnel or rolesl.
Mechanisms exist to develop,
Apply the following systems securlty and privacy engineering
document and maintain secure
Socurity and Prvacy | PFCIPLes inthe specification, design, development, System Hardening o T oo
SA-08 "ty 4 and of the system and syst Functional | IntersectsWith | Through Baseline | CFG-02 y ‘gurati &4 5 SA-08 SA-08
Engineering Principles Assets, Applications and/or Services
Configurations
(TAAS) that are consistent with
security and privacy engineering principles].
industry-accepted system hardening
Mechanisms exist to facilitate the
Apply the following systems securlty and privacy engineering implementation of industry-
rinciples in the specification, design, development, recognized cybersecurity and data
Security and Privacy | PP P o P Secure Engineering e Y Y
sA-08 / and of the system and syst Functional | Intersects With o SEA-01 [ protection practices inthe 5 sa08 | saos
Engineering Principles Principles
specification, design, development,
security and privacy engineering principles]. implementation and modification of
Technology Assets.
a Require that providers of external system services comply with
urity and privacy and employ the
to mitigate the risks
. Defi rsight and associated with third-party access to
External System
SA-00 — user roles and responsibilities with regard to external system Functional Equal Third-Party TPM-04 Technol 10 sa09 | sa0s | sA09 | sa09
senvices; ande. Employ the following processes, methods, and Applications, Services and/or Data
techniques to monitor control compliance by external service (TAASD).
providers on an ongoing basis: [Assignment: organization-
defined processes. methods. and
External System | a. Conduct an organizational assessment of risk prior to the Mechanisms exist to conducta risk
Senvices | Risk of information security services; Thirg-PartyRisk | [assessment pror to the acquisition or
$A-09(01) Assessmentsand | andb. Verify that the acquisition or outsourcing of dedicated Functional Equal & | o f gy-rela 10 SA-09(01) | SA-08(01) | SA-08(01)
o information y is approved by Approvals "1 | Technology Assets, Applications
Approvals fined personnel or rolesl. and/or Services (TAAS).
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Control Descri Rela
External System Mechanisms exist to require External
Services | Require providers of the following external system services to External Connectivity Service Providers (ESPS) to identify
Identification of | identify the functions, ports, protocols, and other services Requirements- | TPM- |and document the business need for
SA-09(02) fy ports, p Functional Equal al 10 $A-09(02) | SA-09(02) | SA-09(02)
Functions, Ports, | required for the use of such services: [Assignment: organization- Identification of Ports, |  04.2 | ports, protocols and other services it
Protocols, and | defined external system services]. Protocols & Services requires to operate its Technology
Services Assets. nices
External System | Take the following actions to verify that the intorests of Mechanisms exist to ensure that the
Services | Consistent |[Assignment: organization-defined external service providers TPM- |interests of external service providers
SA-09(04) | [Assig & P 1 Functional Equal Conflict of Interests P 10 SA-09(04)
Interests of ith and reflect interests: 043 [are consistentwith and reflect
Consumers and defined actions]. interests.
Mechanisms exist to control the
External System | Restrict the location of [Selection (one or more): information Geolocation
location of cloud processing/storage
Services | Processing, |processing; information or data; system services] to Requirements for
$A-09(05) Functional | Intersects With CLD-08 |based on business requirements that 5 SA-09(05)
Storage, and defined locations] based on Processing, Storage et i
Location ditions], and Service Locations on. reBuiatory
Extornal System | Restrict the location of [Selection (one or more): information R Mechanisms exist to restrict the
Services | Processing, |processing; information or data; system services] to TPM- | tocation of information
SA-09(05) ! e |P & Ve 1 Functional | Intersects With | Processing, Storage 5 SA-09(05)
Storage, and locations] based on 04.4 | processing/storage based on business
and Service Locations
Location defined nditions1.
Mechanisms exist to inventory,
document and maintain data flows for
External System | Restrict the location of [Selection (one or more): information datathat s resident (permanently or
Services | Processing, |processing; information or data; system services] to graphic Location ithin a service's
SA-09(05) ! e |P & Ve 1 Functional | Intersects With DCH-19 5 SA-09(05)
Storage, and locations] based on of Data distributed
Location defined conditions]. (physical and virtual), infrastructure,
systems components and/or shared
with other third-parties.
Require the developer of the system, system component, or
toza. Perform during
system, component, or service [Selection (one or more): design;
operation; disposallb
Document, manage, and control the integrity of changes to Mechanisms exist to require system
Developer Developer developers and integrators to perform
SA-10 Implement on Functional Equal c TOA-14 during 10 sa10 | sat0
to the system, or service;d. Management system design, development,
Document approved changes to the system, component, or implementation and operation.
senvice and the potential security and privacy impacts of such
changes; ande. Track security flaws and flaw resolution within
the system, component, or service and report findings to
defined personnell.
Developer Mechanisms exist to require
Configuration | Require the developer of the system, system component, o developers of Technology Assets,
lgurati quir veloper V Vs P g Software / Firmware | TDA- |9eveloper 4
SA-10(01) 1 to enable integrity verification of soft d Functional Equal Applications and/or Services (TAAS)to | 10 SA-10(01) | SA-10(01)
Integrity Verification | 14.1
i d Firmware enable integrity verification of software
Integrity Verification and firmware
Mechanisms exist to require system
developers/integrators consult with
Require the developer of the system, system component, or cybersecurity and data protection
system service, at all post-design stages of the system personnel to:
developmentife cycle, to:a. Develop and implement a plan for (1) Create and implement a Security
ongoing security and privacy control assessments;b. Perform Testing and Evaluation (ST&E) plan, or
oing security and privacy Cybersecurity & Data ¢ (ST8E) P
Developer Testing and | SE1€ction (one or more): unit; ntegration; system; regression] e similar capability;
v i rotecti i
sA-11 P € frequency] | Functional Equal % | T0A-09 | (2) Implement a verifiabe flaw 10 SA-11 SA-11 SA11 SA-11
Evaluation Throughout
at depth ondionn remediation process to correct
Produce evidence of the execution of the assessment plan and P weaknesses and deficiencies
the results of the testing and evaluation;d. Implement a verifiable| identified during the security testing
flaw remediation process; ande. Correct flaws identified during and evaluation process; and
testing and evaluation. (3) Document the results of the
security testing/evaluation and flaw
processes.
Mechanisms exist to require the
developers of Technology Assets,
Developer Testing and | Require the developer of the system, system component, or oA, |ApPlications and/or Services (TAAS)to
SA11(01) Evaluation | Static | system service to employ static code analysis tools toidentify | Functional Equal Static Code Analysis | " [employ static code analysis tools to 10 SA-11(01) SA-11(01) | SA-11(01)
Code Analysis common flaws and document the results of the analysis. " |identify and remediate common flaws
and document the results of the
analysis.
Require the developer of the system, system component, or
system service to perform threat modeling and vulnerability
analyses andthe testing and
evaluation of the system, component, or service that:a. Uses the
Mechanisms exist to require system
developers and integrators to develoj
Developer Testing and |defined information concerning impact, environment of > e P
Evaluation | Threat | operations, known or assumed threats, and acceptable risk Developer Threat and implement an ongoing Security
valuation | Thr rations, known o assu ) i
SA-11(02) P P Functional | IntersectsWith | Analysis &Flaw | TDA-15 | Testing and Evaluation (ST&E) plan, or 5 SA11(02) | SA-11(02)
Modelingand | levels;b. Employs the following tools and methods:
Remediation similar process, to objectively identify
Analyses tools and methods];
and remediate vulnerabilities prior to
Conducts the modeling and analyses at the following level of
release to production.
rigor: breadth and depth of
modeling and analysesl; andd. Produces evidence that meets
the follo criteria:
defined criterial.
Require the developer of the system, system component, or
system service to perform threat modeling and vulnerability
analyses andthe testing and
evaluation of the system, component, or service that:a. Uses the
Mechanisms exist to perform threat
Developer Testingand | defined information concerning impact, environment of
Evaluation | Threat | operations, known or assumed threats, and acceptable risk TDA. modelling and other secure design
valuation | Thr rations, known o assu ) i -
SA-11(02) P P Functional | Intersects With | Threat Modeling techniques, to ensure that threats to 5 SA11(02) | SA-11(02)
Modeling and levels];b. Employs the following tools and methods: 06.2
Software and solutions are identified
Analyses tools and methods]; oo !
Conducts the modeling and analyses at the following level of :
rigor: [Assignment: organization-defined breadth and depth of
modeling and analysesl; andd. Produces evidence that meets
the follo criteria:
defined
Mechanisms exist to require the
developers of Technology Assets,
Developer Testingand | Require the developer of the system, system component, or Dynamic Gode oA, | Applications and/or Services (TAAS) to
SA-11(08) Evaluation | Dynamic |system service to employ dynamic code analysis tools to identify|  Functional Equal s tag|employdynamic code analysis oolsto| 10 SA-11(08) | SA-11(08)
Code Analysis common flaws and document the results of the analysis. v % | identify and remediate common flaws
and document the resuilts of the
analysis.
sA12 NA Withdrawn Functional _|_not related to N/A NA NA 0| Withdrawn in NIST SP 800-53 RS sA-12
. Require the developer of the system, system component, or
o follow proce:
that:1. Explicitly addresses security and privacy requirements;2.
Identifies the standards and tools used in the development
process;3. Documents the specific tool options and tool
figurat d i the development ; anda.
0 Frocass, | Dcuuments manage,andaneures e gty o changasto Hochanisms oist o dovelop
rocess, , integrity
sA-1 Functional Equal Secure Codiny TDA-06 |applications based on secure codin 10 SA-15
Standards, and Tools |the process and/or tools used in development; andb. Review the a e e €
development process, standards, tools, tool options, and tool principles.
: frequency] to
determine ifthe process, standards, tools, tool options and tool
configurations selected and employed can satisfy the following
security and priva
defined security and privacy
Mechanisms exist to require the
Require the developer of the system, system component, or
developers of Technology Assets,
Developer-provided | S¥S1°M Service to provide the following training on the correct Developer-Provided Applications and/or Services (TAAS) to
sA-16 perp use and operation of the implemented security and privacy Functional Equal P ToA-16 | AP 10 sa-16
Training Training provide training on the correct use and
functions, controls, and/or mechanisms: [Assignment:
operation of the Technology Asset,
organization-defined training].
Aoplication and/or Service (TAAS).
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Mechanisms exist to require the
developers of Technology Assets,
Applications and/or Services (TAAS) to
produce a design specification and
security architecture that:
Require the developer of the system, system component, or
(1)1s consistent with and supportive of
to produce a design specification and security :
the organization's security
and privacy architecture that:a. Is consistent with the
thatis an architecture which is established
Developer Security vty and priva within and is an integrated part of the
and Privacs integral part the organization’s enterprise architecture;b. Developer N
riv veloper
sA17 Y | Accurately and completely describes the required securityand | Functional Equal P TDA-05 10 sA-17
Architecture and &Design (2) Accurately and completely
privacy functionality, and the allocation of controls among
Design describes the required security
physical and logical components; andc. Expresses how
functionality and the allocation of
individual security and privacy functions, mechanisms, and
security controls among physical and
senvices work together to provide required security and privacy
logical components; and
capabilities and a unified approach to protection.
(3) Expresses how individual security
functions, mechanisms and services
work together to provide required
security capabilities and a unified
approach to protection..
a Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): O level; 2 level;
System-level] system and communications protection policy
thatia. Addresses purpose, scope, roles, responsibilities,
entities, and compliance; andb. Is consistent with applicable
laws, executive orders, directives, regulations, policies,
W utive orders, directives, regulations, polici Publishing Mechanisms exist to establish,
standards, and guidelines; and2. Procedures to facilitate the
Cybersecurity & Data maintain and disseminate
SC-01 Policy and Procedures the system and protection Functional Intersects With GOV-02 5 SC-01 SC-01 SC-01 SC-01
Protection cybersecurity and data protection
policy and the associated system and communications
Documentation policies, standards and procedures.
protection controls;b. Designate an [Assignment: organization-
to manage
and the system and
protection policy and procedures; ande. Review and update the
current system and communications protection:1. Policy
i : following
[Assignment: organization-defined events]; and2. Procedures
efined following
a. Develop, document, and disseminate to [Assignment: Mechanisms exist to develop, govern
organization-defined personnel or roles]:1. [Selection (one or &update procedures to facilitate the
more): Of ; Pt H implementation of Network Security
System-level] system and communications protection policy Controls (NSC).
that:a. Addresses purpose, scope, roles, responsibilities,
entities, and compliance; andb. Is consistent with applicable
laws, executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to facilitate the
Network Security
sco1 Policy and Procedures the system and protection | Functional | SubsetOf Comals (vsey | NETO1 10 sco1 | sco1 | sco1 | scor
policy and the associated system and communications
protection controls;b. Designate an [Assignment: organization-
defined official] to manage the development, documentation,
of the syst
protection policy and procedures; andc. Review and update the
current system and communications protection:1. Policy
following
[Assignment: organization-defined events]; and2. Procedures
ined following
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
o A o levels
System-level] system and communications protection policy
thatia. Addresses purpose, scope, roles, responsibilities,
Mechanisms exist to facilitate the
entities, and compliance; andb. Is consistent with applicable
implementation of industry-
laws, executive orders, directives, regulations, policies,
recognized cybersecurity and data
standards, and guidelines; and2. Procedures to facilitate the
Secure Engineering protection practices in the
SC-01 Policy and Procedures the system and protection Functional Subset Of SEA-01 10 SC-01 SC-01 SC-01 SC-01
Principles specification, design, development,
policy and the associated system and communications
implementation and modification of
protection controls;b. Designate an [Assignment: organization-
FO, Technology Assets, Applications
& and/or Services (TAAS).
and the system and
protection policy and procedures; ande. Review and update the
current system and communications protection:1. Policy
i : following
[Assignment: organization-defined events]; and2. Procedures
efined following
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]:1. [Selection (one or
more): Of H P 3
System-level] system and communications protection policy
that:a. Addresses purpose, scope, roles, responsibilities,
entities, and compliance; andb. Is consistent with applicable Mechanisms exist to review the
laws, executive orders, directives, regulations, policies, cybersecurity and data protection
Periodic Review &
standards, and guidelines; and2. Procedures to facilitate the odateof program, including policies, standards
sco1 Policy and Procedures the system and protection | Functional | IntersectsWith | o IPEES | GOV-03 |and procedures, at planned intervals 5 sco1 | sco1 | scor | scor
policy and the associated system and communications V! Y orif significant changes occur to
Protection Program
protection controls;b. Designate an [Assignment: organization- ensure their continuing suitability,
defined official] to manage the development, documentation, adequacy and effectiveness.
of the syst
protection policy and procedures; andc. Review and update the
current system and communications protection:1. Policy
following
[Assignment: organization-defined events]; and2. Procedures
ined following
Mechanisms exist to separate user
Separation of System |Separate user functionality, including user interface services, Application SEA-
sC-02 P Y P Y 8 Functional Equal PP functionality from system 10 sC-02 sc-02 | sc-02 sC-02
and User Partitioning 03.2
Mechanisms exist to ensure security
Security Function Restrict Access To functions are restricted to authorized
sc-03 Y unctions from functions. Functional | Intersects With END-16 [individuals and enforce least privilege 5 sc-03
Isolation Security Functions
control requirements for necessary job
functions.
Security Funct urity Function | SEA- [
sc-03 courttyFunetion functions from functions. Functional | Intersects With © 5 sC-03
Isolation Isolation 04.1 functions from non-security functions.
Mechanisms exist to prevent
Information in Shared Prevent unauthorized and unintended information transfer via Information In Shared unauthorized and unintended
SC-04 Functional Equal SEA-05 10 SC-04 SC-04 SC-04 SC-04
System Resources shared system resources. Resources information transfer via shared system
resources.
a. [Selection (one): Protect against; Limit] the effects of the Mechanisms exist to control resource
following types of denial-of-service events: [Assignment: utilzation of Technology Assets,
D types of andb. Applications and/or Services (TAAS)
sc-0s VP Functional | IntersectsWith |  Resource Priority | CAP-02 | " (TAAS) 5 scos | sc-05 | scos | scos
Protection Employ the to achieve the denial-of that are susceptible to Denial of
objective: [Assignment: organization-defined controls by type of Service (Do) attacks to limit and
denialof-service eventl. prioritize the use of resources.
a. [Selection (one): Protect against; Limit] the effects of the Mechanisms exist to conduct capacity.
following types of denial-of-service events: [Assignment: planning so that necessary capacity
D types of andb. for information processing,
sc-0s VP Functional | Intersects With |  Capacity Planning | CAP-03 P & 5 scos | sc-05 | scos | scos
Protection Employ the to achieve the denial-of telecommunications and
objective: [Assignment: organization-defined controls by type of environmental support will exist during
denial-of-service eventl. perations.
a. [Selection (one): Protect against; Limit] the effects of the Mechanisms exist to facilitate the
following types of denial-of-service events: [Assignment: Copaciya implementation of capacity
D types of andb. rmanagement controls to ensure
$C-05 P Functional | Intersects With Performance cAP-01 & ) ur 5 5C-05 sc-05 | sc-05 $C-05
Protection Employ the to achieve the denial-of oo optimal system performance to meet
objective: [Assignment: organization-defined controls by type of e expected and anticipated future
denialof-service eventl. apaci
[Slole]
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a. [Selection (one): Protect against; Limit] the effects of the
following types of denial-of-service events: [Assignment:
Denial-of- ion ypes of denistco e andb Denialof Service (Dos) | NET- | AUiomated mechanisms existto
SC-05 e - Functional Intersects With protect against or limit the effects of 5 SC-05 SC-05 SC-05 SC-05
Protection Employ the to achieve Protection 02.1
denial of service attacks.
objective: [Assignment: organization-defined controls by type of
denial-of-service event].
Mechanisms exist to control resource
tilization of Technology Assets,
Protect the availability of resources by allocating [Assignment: : ! 'f‘;‘:’;:s ;Z/T;egy CZS:TSMS
sC-06 Resource Availability | organization-defined resources] by [Selection (one or more): Functional | IntersectsWith | Resource Priority | cAP-02 | P! rServices (TAAS) 5 sC-06 SC-06
that are susceptible to Denial of
priority; quota; [Assignment: organization-defined controls]].
Service (DoS) attacks to limit and
orioritize the use of resources.
. Monitor and control communications at the external managed
interfaces to the system and at key internal managed interfaces
within the system;b. Implement subnetworks for publicly Mechanisms exist to monitor and
accessible system components that are [Selection (one): control communications at the
sc-07 Boundary Protection | physically; logically] separated from internal organizational Functional | Intersects With | Boundary Protection | NET-03 |external network boundary and at key 5 sC-07 sC-07 sC-07 sc-07 sC-07
networks; andc. Connect to external networks or systems only internal boundaries within the
through managed interfaces consisting of boundary protection network.
devices arranged in accordance with an organizational security
and privacy
Mechanisms exist to limit the number
Boundary Protection Limit Network NET- f It exte L nety k
5C-07(03) undary Protection| | ;- the number of external network connections to the system. |  Functional Equal it etw ofconcurrent extemat networl 10 5C-07(03) 5C-07(03) | 5C-07(03)
Access Points Connections 03.1 | connections tots Technology Assets,
ervices (TAAS).
a. Implement a managed interface for each external
telecommunication service;b. Establish a traffic flow policy for
each managed interface;c. Protect the confidentiality and
integrity of the information being transmitted across each
interface;d. Document each exception to the traffic flow policy Mechanisms exist to maintain a
Boundary Protection | | with a supporting mission or business need and duration of that Extemal managed interface for each external
External dse. Revi ions to the traffi : NET- | tel tion service that
5C-07(04) termnal neede prions tothe traffic flow policy Functional | Intersects With | Telecommunications elecommunication service tha 5 5C-07(04) | 5C-07(04)
frequency] and remove exceptions that are omione 03.2 protects the confidentiality and
Services no longer supported by an explicit mission or business need integrity of the information being
Prevent unauthorized exchange of control plane traffic with transmitted across each interface.
external networks;g. Publish information to enable remote
networks to detect unauthorized control plane traffic from
internal networks; andh. Filter unauthorized control plane traffic
from external networks.
Mechanisms exist to configure firewall
| Deny network communications traffic by default and allow § gure fi
Boundary Protection| Deny Traffic by Default and router configurations to deny
network communications traffic by exception [Selection (one or NET-
5C-07(05) Deny by Default — Functional | Intersects With | & Allow Traffic by network traffic by default and allow 5 5C-07(05) | SC-07(05) | SC-07(05)
more): at managed interfaces; for [Assignment: organization- 04.1
Allow by Exception Exception network traffic by exception (e.g., deny
defined systems]).
all, permit by exception).
Prevent split tunneling for remote devices connecting to Mechanisms exist to prevent split
Boundary Protection, | .. i ational systems unless the splittunnel s securel GFG- | tunneling for remote devices unless
5C-07(07) SplitTunnetingfor | & Y P! y Functional Equal Split Tunneling 8 10 5C-07(07) | 5C-07(07) | SC-07(07)
using 03.4 |the split tunnelis securely provisioned
Remote Devices
Boundary Protection | | Route [Assignment: organization-defined internal Mechanisms exist to route internal
Route Traffic to traffic] to Route Internal Traffic NET-  [communications traffic to external
5C-07(08) v raffc] Functional | Intersects With unicatt 1o 1o ex 5 5C-07(08) | C-07(08)
Proxy |extemal through proxy at toProxyServers | 18.1 | networks through organization-
Servers managed interfaces. approved proxy servers at managed
Mechanisms exist to force Interet-
bound network traffic through a pro»
Boundary Protection | | Route [Assignment: organization-defined internal u! vl traffic through a proxy
device (e.g., Policy Enforcement Point
Route Traffic to traffic] to DNS & Content.
5C-07(08) Functional | Intersects With NET-18 |(PEP)) for URL content filtering and 5 5C-07(08) | SC-07(08)
Proxy |external through proxy at Filtering
DNS filtering to limit a user's ability to
Servers managed interfaces.
connect to dangerous or prohibited
Internet sites.
‘Automated mechanisms exist to
Boundary Protection | |a. Prevent the exfiltration of information; andb. Conduct Prevent L NET- [ prevent exiiliration of
5C-07(10) ¢ ! Functional | Intersects With s A 5 SC-07(10)
Prevent Exfilration tests frequency). Extiltration 035 sensitive/regulated data across
‘managed interfaces.
Automated mechanisms exist to
Boundary Protection a. Prevent the exfiltration of information; andb. Conduct Data Loss Prevention le it Data L P i DLP)
5C-07(10) undary Protection | " (iitration of informat u Functional | Intersects With rovention | \pr.q7 | implement Data Loss Prevention (DLP) 5 5C-07(10)
Prevent Exfiltration | exdiltration tests [Assignment: organization-defined frequency]. to protect sensitive information as itis
stored, d processed.
Mechanisms exist to implement
| host-based Host-Based Security | END- |underlying software separation
Boundary Protection - - [under ware separati
5C-07(12) boundary protection Functional Equal vine P 10 5C-07(12) | $C-07(12) | 5C-07(12)
Host-based Protection Function Isolation 16.1 mechanisms to facilitate security
defined system components].
function isolation.
Mechanisms exist to implement
Boundary Protection | |Isolate [Assignment: organization-defined information security security management subnets to
Isolation of Security | tools, mechanisms, and support components] from other Seourity Managament | ner. | 1s0tate security toots and support
5C-07(13) Tools, Mechanisms, |internal system components by implementing physically Functional | Intersects With ;’ub"e‘sg 064 |components from other nternal 5 5C-07(13) | 5C-07(13) | SC-07(13)
and Support separate subnetworks with managed interfaces to other B system components by implementing
Components. components of the system. separate subnetworks with managed
interfaces to other the
Mechanisms exist to facilitate the
implementation of industry-
recognized cybersecurity and data
Boundary Protection | |Prevent systems from entering unsecure states in the event of an Secure Engineerin
5C-07(18) " ! v e Functional | Intersects With EINSCMNE | SEA01 |protection practices in the 5 5C-07(18) | 5C-07(18)
Fail Secure e of a boundary Principles
specification, design, development,
implementation and modification of
Technology As:
‘Automated mechanisms exist to
dynamically isolate (e.g., sandbo;
Boundary Protection | | Provide to isolate Dynamic solationa | |V one(m:dum m:"'me
5C-07(20) Dynamic Isolation and system from other system Functional Equal Segregation P g g 10 5C-07(20)
03.6 |where the component is isolated in a
Segregation | components. (Sandboxing)
fault-contained environment but t can
till with the licati
Mech tto employ bound:
Employ boundary protection mechanisms to isolate echanisms exist to employ boundary
Boundary Protection | protections to isolate Technology
defined system Isolation of System | NET-
5C-07(21) Isolation of System Functional Equal Assets, Applications and/or Services 10 5C-07(21)
d Components. 03.7
Components. (TAAS) that support critical missions
business functions].
and/or business functions.
Transmission Cryptographic mechanisms exist to
Protect the [Selection (one or more): confidentiality; integrity] of
sC-08 Confidentialityand | £ on (one or more): confidentiality; integrity] Functional | Intersects With CRY-03 | protect data 5 sC-08 sC-08 SC-08
transmitted information. Confidentiality
Integrity being
Transmission Cryptographic mechanisms exist to
Protect the [Selection (one or more): confidentiality; integrity] of
sC-08 Confidentialityand | £ on (one or more): confidentiality; integrity] Functional | Intersects With | Transmission Integrity | CRY-04 | protect the integrity of data being 5 sC-08 sC-08 SC-08
transmitted information.
Integrity
T Cryptographic mech; T
Confdentattyang | TP nptegaphic mechaniss o Selection one o AtemotePrysical | CRY.[prvenkunorsed sicionreof
- [preventunauthorized disclosur
5C-08(01) more): prevent detect | Functional | Intersects With v P 5 5C-08(01) | C-08(01)
Integrity | Protection 011 information as an alternative to
changes to information] during transmission. physical
Transmission Mechanisms exist to facilltate the
and Implement. to [Selection (one ol implementation of cryptographic
P [Setection (one or Use of Cryptographic ime fyptographi
SC-08(01) Integrity | more): prevent detect | Functional | Intersects With e CRY-01 | protections controls using known 5 5C-08(01) | SC-08(01)
Cryptographic changes to information] during transmission. public standards and trusted
Protection
Transmission
o - Implement cryptographic mechanisms to [Selection (one o Transmission Cryptographic mechanisms exist to
SC-08(01) ety | more): prevent detect | Functional | IntersectsWitn | (PSS | GRY-03 | - protect the confidentialtyof data 5 SC-08(01) | 5C-08(01)
Brity changes to information] during transmission. Y being transmitted.
. Mechanisms exist to terminate
Terminate the network connection associated with Network Connection network connections at the end of a
SC-10 Network Disconnect | communications session at the end of the session or after Functional Equal . NET-07 10 SCc-10 SC-10 SC-10
Termination session or after an organization-
[Assignment: organization-defined time period] of inactivity.
defined time period of inactivity.
Establish and keys when i Mechanisms exist to securely
c Key  |employed within the systemin ith the following key Publc Ko implement aninternal Public Key
sc-12 and Functional | Intersects With ‘"fras"ucmeywm CRY-08 |Infrastructure (PKI) infrastructure or 5 sc-12 sc-12 | sc2 sc-12
forkey , distribution, storage, access, obtain PKI services from a reputable
PKl service provider.
Cryptographic Key Mechanisms exist to ensure the
Establishi ttand |Maintain availability of information in the event of the loss of Ci Key CRY- |availabili f the it
5C-12(01) stablishment an n avallability ofinformation v Functional Equal Y in the even 10 $C-12(01)
Management|  |cryptographic keys by users. Loss or Change 09.3 | of the loss of cryptographic keys by
Availability individual users.
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Mechanisms exist to facilitate the
roduction and management of
Cryptographic Key product “
e e ooy Produce, control, and distribute symmatric cryptographic keys Gry. | symmetric eryptographic keys using
SC-12(02) Management | using [Selection (one): NIST FIPS-validated; NSA-approved] key Functional Equal Symmetric Keys 09.1 Federal Information Processing 10 SC-12(02) [ SC-12(02)
management technology and processes. " |standards (FIPS)-compliant key
Symmetric Keys
management technology and
Produce, control, and distribute asymmetric cryptographic keys Mechanisms exist to facilitate the
using [Selection (one): NSA-approved key management production and management of
Cryptographic Key  |technology and processes; prepositioned keying material; DoD- asymmetric cryptographic keys using
Establishmentand | approved or DoD-issued Medium Assurance PKI certificates; CRY- | Federal Information Processin
5C-12(03) PP Functional Equal Asymmetric Keys " fon Processing 10 SC-12(03) | SC-12(03)
Management| | DoD-approved or DoD-issued Medium Hardware Assurance PKI 09.2 [Standards (FIPS)-compliant key
Keys d kens that protect the user’s management technology and
private key; certificates issued in accordance with organization- processes that protect the user’s
defined orivate key.
‘a. Determine the [Assignment: organization-defined
tographi ; andb. Implement the following types of Cryptographic mech: t
Cryptographic |CTYPOEraphic uses]; andb. Implement the following types o Encrypting Deta At ryptographic mechanisms exist to
SC-13 Protection required for Functional Intersects With Rest CRY-05 | prevent unauthorized disclosure of 5 SC-13 SC-13 SC-13 SC-13 SC-13
: types of for dataatrest.
«each specified usel.
a. Determine the [Assignment: organization-defined Mechanisms exist to address the
cryptographic uses]; andb. Implement the following types of exporting of cryptographic
Cryptographic Export-Controlled | CRY-
sc13 yptograp required for : Functional | Intersects With | =0 technologies in compliance with 5 sc1s | sc1s | scas | scas | scs
Protection Cryptography 01.2
types of for relevant statutory and regulatory
each specified usel.
‘a. Determine the [Assignment: organization-defined Mechanisms exist to facilitate the
cryptographic uses; andb. Implement the following types of implementation of cryptographic
Cryptographic Typtograpl ; P! 8 typ Use of Cryptographic P! Typtograp
SC-13 required for Functional Intersects With CRY-01 | protections controls using known 5 SC-13 SC-13 SC-13 SC-13 SC-13
Protection Controls
: types of for public standards and trusted
«each specified usel.
Mechanisms exist to unplug or prohibit
a. Prohibit te the remote activation of collaborative
c and the following Golaborative computing devices with the following
sc-15 Computing Devices | organization-defined exceptions where remote activation s tobe|  Functional | Intersects With | - 2 ®39% 0 | END-14 exceptions: 5 sc-15
and Applications |  allowed]; andb. Provide an explicit indication of use to users puting (1) Networked whiteboards;
physically present at the devices. (2) Video teleconference cameras;
and
a. Issue public key certificates under an [Assignment: Mechanisms exist to securely
Public Key organization-defined certficate policy] or obtain public key Publc Ko implement aninternal Public Key
SC-17 Infrastructure certificates from an approved service provider; andb. Include Functional Intersects With \nfras(vuctuvey(PK\) CRY-08 |Infrastructure (PKI) infrastructure or 5 SC-17 SC-17 SC-17
Certificates | only approved trust anchors in trust stores or certificate stores obtain PKI services from a reputable
managed by the PKl service provider.
a. Define acceptable and unacceptable mobile code and mobile Mechanisms exist to address mobile
SC-18 Mobile Code code technologies; andb. Authorize, monitor, and control the Functional Intersects With Mobile Code END-10 |code / operating system-independent 5 SC-18 SC-18
use of mobile code within tem.
SC-19 N/A Withdrawn Functional not related to N/A N/A N/A ] NIST SP 800-53 RS SC-19 SC-19
‘a. Provide additional data origin authentication and integrity
rtitacts along with the name resolution
data the system returns in response to external name/address Mechanisms exist to ensure Domain
returnsi x r
seaursNameraacress | ovide o means o ndioto ne Domain Name Service Name Service (DNS)resolution is
SC-20 Resolution Service a " - Functional Intersects With NET-10 |designed, implemented and managed 5 SC-20 SC-20 SC-20 SC-20
security status of child zones and (if the child supports secure (DNS) Resolution
(authoritative Source) to protect the security of name /
resolution services) to enable verification of a chain of trust
address resolution.
among parent and child domains, when operating as part of a
Mechanisms exist to perform data
Secure Name/address Secure Name / origin authentication and data integrity
Resolution Service | c011oS! and perform data origin authentication and data Address Resolution | NET- |verification on the Domain Name
ution Senvi r u - | verif i
sc21 integrity verification on the name/address resolution responses | Functional Equal 10 sc21 | sc21 | sc21 | sc21 | sca1
(recursive or Caching Service (Recursiveor | 10.2 [Service (DNS) resolution responses
the system receives from authoritative sources.
Resolver) Caching Resolver) received from authoritative sources
when requested by client systems
Mechanisms exist to ensure systems
Architecture and Architecture & ' ure s
e oo | Ensure the systems that collectively provide name/address provme torname | ner. | thatcotlectively provide Domain Name
sc22 ¢ foran and Functional Equal & Service (DNS) resolution service are 10 sc22 | sc22 | sc22 | sc22
Name/address / Address Resolution | 10.1
implement internal and external role separation. fault-tolerant and implement
Resolution Service Service
role separation.
Mechanisms exist to protect the
sc-23 Protect the of sessions. Functional Equal Session Integrity | NET-09 |authenticity and integrity of 10 sC-23 sc-23
sessions.
‘Session Authenticity | ‘Automated mechanisms exist to
Invalidate session identifiers upon user logout or other session Invalidate Session | NET-
sc-23(01) Invalidate Session s & Functional Equal invalidate session identifiers upon 10 5C-23(01)
termination. Identifiers at Logout 09.1
Identifi it Logout user logout or other session
: ~defi
Fail to a [Assignment: organization-defined known system state] Mochanisms existto enable syetoms
for the folloy on the indicated
S, sea |tofeilto an organization-defined
SC-24 Failin Known State P 8 Functional Intersects With Fail Secure known-state for types of failures, 5 SC-24
in failure: list of 07.2
preserving system state information in
types of system failures on organization-defined system
failure.
Protection of Protect the [Selection (one or more): confidentiality; integrity] of Endpoint Protection Mechanisms exist to protect the
sc-28 the following infc trest: Functional | Intersects With P END-02 |confidentiality, integrity, availability 5 sc-28 sc-28 SC-28 sc-28
Information at Rest Measures
defined it rest]. and safety of endpoint devit
Protect the [Selection (one or more): confidentiality; integrity] of Cryptographic mechanisms exist to
Protection of Encrypting Data At
sC-28 rotection of the following inf trest: Functional | Intersectswith | - orPtngData CRY-05 | prevent unauthorized disclosure of 5 sc28 | sc28 | sc2s
Information at Rest Rest
lefined it rest]. data at rest.
Protection of Implement to prevent Cryptographic mechanisms exist to
atRest| |discl d f the following information at rest Cryptographic BCD- | prevent the unauthorized disclosure
5C-28(01) ! s Functional | Intersects With ryptograpl P 5 5C-28(01) | SC-28(01)
IS system or Protection 11.4  [and/or modification of backup
Protection mediat: [Assignment: defined
Protectionof | Implement to prevent
atRest| |discl d the fol information at rest Encrypting Data At Cryptographic mechanisms exist to
sC-28(01) Functional | Intersects With CRY-05 |prevent unauthorized disclosure of 5 5C-28(01) | SC-28(01)
Cr 5 -defined system or Rest
data at rest.
Protection medial: [Assigr
Protection of Implement to prevent
atRest| | discl  the following information at rest Cryptographic mechanisms exist to
SC-28(01) & system o Functional Intersects With | Transmission Integrity [ CRY-04 protect the integrity of data being 5 'SC-28(01) [ SC-28(01)
r
y transmitted.
Protection medial: defined
Cryptographic mechanisms exist to
Protectionof |Implement to prevent Typtographi sms exi
protect the confidentiality and integrity
atRest| |discl d the fol information at rest EncryptingDataln | DCH-
5C-28(01) Functional | Intersects With of information stored on digital media 5 5C-28(01) | SC-28(01)
c defined system or Storage Media 07.2
during transport outside of controlled
Protection media:
areas.
Maintain a separate execution domain for each executing system Mechanisms exist to implement a
SC-39 Process Isolation rocess. P Lhd Functional Equal Process Isolation SEA-04 |separate execution domain for each 10 SC-39 SC-39 SC-39 SC-39
P : uting pro
a Develop, document, and disseminate to [Assignment:
organization-defined personnel o roles]:1. [Selection (one or
more): O p
System-level] system and information integrity policy that:a.
Addresses purpose, scope, roles, responsibilities, management
entities, and
andb. , executive Mechanisms exist to review the
orders, directives, regulations, policies, standards, and cybersecurity and data protection
Periodic Review &
guidelines; and2. Procedures to facilitate the implementation of et ot program, including policies, standards
sl-01 Policy and Procedures | the system and information integrity policy and the associated Functional | Intersects With | bm:w”w & Data | GOV-03 [and procedures, at planned intervals 5 si-01 si-01 si-01 si-01
system and information integrity controls;b. Designate an 4 orif significant changes occur to
Protection Program
[Assignment: organization-defined official] to manage the ensure their continuing suitability,
and of the system adequacy and effectiveness.
and information integrity policy and procedures; andc. Review
and update the current system and information integrity:1. Policy|
following
[Assignment: organization-defined events]; and2. Procedures
following
defined eventsl.
Secure Controls Framework (SCF) 340f39




Set Theory Relationship Mapping (STRM)
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a. Develop, document, and disseminate to [Assignment
organization-defined personnel or roles]:1. [Selection (one o
more): Or level; p
System-level] system and information integrity policy that:a.

Addresses purpose, scope, roles, responsibilities, management

Control Desct
Mechanisms exist to facilitate the
implementation of industry-
recognized cybersecurity and data
protection practices in the
specification, design, development,

Relations|

High
(FedRAMP)

entities, and

andb. with , executive
orders, directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the implementation of
sl-01 Policy and Procedures | the system and information integrity policy and the associated
system and information integrity controls;b. Designate an
[Assignment: organization-defined official] to manage the

and of the system

and information integrity policy and procedures; andc. Review
and update the current system and information integrity:1. Policy
following
[Assignment: organization-defined events]; and2. Procedures
following

implementation and modification of
Technology Assets, Applications
and/or Services (TAAS).

Secure Engineering

SEA-01 10 s1-01 sI-01 s1-01 sI-01
Principles

Functional Subset Of

defined eventsl.
a. Develop, document, and disseminate to [Assignment:
organization-defined personnel or roles]: 1. [Selection (one or
more): O ; P ;
System-level] system and information integrity policy that:a.
Addresses purpose, scope, roles, responsibilities, management
ntities, and
compliance; andb. Is consistent with applicable laws, executive
orders, directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the implementation of
the system and information integrity policy and the associated
system and information integrity controls;b. Designate an
[Assignment: organization-defined official] to manage the
ofthe system
and information integrity policy and procedures; andc. Review
and update the current system and information integrity:1. Policy
: following
[Assignment: organization-defined events]; and2. Procedures
following

Publishing
Cybersecurity & Data
Protection
Documentation

Mechanisms exist to establish,
1t d di te
Gov-02 maintain and disseminate 5 sk-01 si-01 sk-01 si-01
cybersecurity and data protection

policies, standards and procedures.

s1-01 Policy and Procedures Functional | Intersects With

a.Identify, report, and correct system flaws;b. Test software and
firmware updates related to flaw remediation for effectiveness
and potential side effects before installation;c. Install security-
relevant software and firmware updates within [Assignment:
organization-defined time period] of the release of the updates;
andd. fla into the

Vulnerability & Patch
Management Program | VPM-01
(VPMP)

Mechanisms exist to facilitate the
implementation and monitoring of 5
vulnerability management controls.

s1-02 Flaw Remediation Functional | Intersects With s1-02 s1-02 s1-02 S1-02 s1-02

process.
a.Identify, report, and correct system flaws;b. Test software and
firmware updates related to flaw remediation for effectiveness
and potential side effects before installation;c. Install security-
relevant soft :
organization-defined time period] of the release of the updates;
andd. fla into

process.
a.Identify, report, and correct system flaws;b. Test software and
firmware updates related to flaw remediation for effectiveness
and potential side effects before installation;c. Install security-
relevant software and firmware updates within [Assignment:
organization-defined time period] of the release of the updates;
andd. into

Mechanisms exist to conduct software

atching for all deployed Technolo

VpM-05 |Petehing ploye 8y 5
Assets, Applications and/or Services

(TAAS), including firmware.

Software & Firmware

5102 Flay Patching

51-02 5102 51-02 5102 51-02

Functional | Intersects With

Automatic enp. | Automated mechanisms exist to
SI-02 Flaw Remediation Functional Intersects With 041 date 5 S1-02 SI-02 S1-02 SI-02 S1-02
Updates " [including signature definitions.

process.
Withdrawn

Determine if system components have applicable security-

relevant soft

not related to N/A N/A N/A 0
Automated mechanisms exist to
Automated VPM- | determine the state of system

Intersects With 5
" ! Status | 05.2 ith regard to flaw

$1-02(01) N/A Functional Withdrawn in NIST SP 800-53 RS $1-02(01)

Flaw Remediation |
Automated Flaw
Remediation Status

1-02(02) Functional 51-02(02) $1-02(02) | SI-02(02)

automated

3 ined frequencyl.

Flaw Remediation |~ [a. Measure the time between flaw identification and flaw

Time to Remediate andb. Establish the following ber for
Flaws and tions: defined

TimeTo Remediate/ |\~ |Mechanisms exist to track the
Equal For of 10

05.3
Corrective Acti through metrics reporting.

51:02(03) Functional §1-:02(03) | §1-02(03)

a. Implement [Selection (one or more): signature based; non-
signature based] malicious code protection mechanisms at
system entry and exit points to detect and eradicate malicious
code;b. Automatically update malicious code protection
mechanisms as new releases are available in accordance with

policy and
procedures;c. Configure malicious code protection mechanisms
to:1. Perform periodic scans of the system [Assignment:

d real offiles from
external sources at [Selection (one o more): endpoint; network
entry and exit points] as the files are downloaded, opened, or
executed in accordance with organizational policy; and2.
[Selection (one or more): block malicious code; quarantine
malicious code; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined personnel
or roles] in response to malicious code detection; andd. Address
the receipt of false positives during malicious code detection
and eradication and the resulting potential impact on the
availability of the svstem.
a.Implement [Selection (one or more): signature based; non-
signature based] malicious code protection mechanisms at
system entry and exit points to detect and eradicate malicious
code;b. Automatically update malicious code protection

as are available in

Mechanisms exist to conduct software
atching for all deployed Technoloy

VPM.gs |Patching for all deploye 8y s
Assets, Applications and/or Services

(TAAS), including firmware.

Malicious Code
Protection

Software & Firmware

S1-03
Patching

103 Functional | Intersects With s1-03 sS1-03 103 sS1-03

policy and
procedures;c. Configure malicious code protection mechanisms
t0:1. Perform periodic scans of the system [Assignment:

d offiles from
external sources at [Selection (one or more): endpoint; network
entry and exit points] as the files are downloaded, opened, or
executed in accordance with organizational policy; and2.
[Selection (one or more): block malicious code; quarantine
malicious code; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined personnel
orroles] in response to malicious code detection; andd. Address
the receipt of false positives during malicious code detection
and eradication and the resulting potential impact on the
availability of the svstem.

a. Implement [Selection (one or more): signature based; non-
signature based] malicious code protection mechanisms at
system entry and exit points to detect and eradicate malicious
code;b. Automatically update malicious code protection
are available in

policy and
procedures;c. Configure malicious code protection mechanisms
to:1. Perform periodic scans of the system [Assignment:

d real offiles from
external sources at [Selection (one or more): endpoint; network
entry and exit points] as the files are downloaded, opened, or
executed in accordance with organizational policy; and2.
[Selection (one or more): block malicious code; quarantine
malicious code; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined personnel
or roles] in response to malicious code detection; andd. Address
the receipt of false positives during malicious code detection
and eradication and the resulting potential impact on the
availability of the svstem.

&Patch tofacilitate the
Program | VPM-01 and 5
(VPMP) vulnerability management controls.

Malicious Code

5103
Protection

Functional | Intersects With 51-03 5103 51-03 s1-03 §1-03

as new relea

Mechanisms exist to utilize
END-04 |antimalware technologies to detect 5
and eradicate malicious code.

Malicious Code
Protection (Anti-
Malware)

Malicious Code
Protection

s1-03 Functional | Intersects With sS1-03 s1-03 sS1-03 s1-03 sS1-03
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S1-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature based; non-

signature based] malicious code protection mechanisms at

system entry and exit points to detect and eradicate malicious

code;b. Automatically update malicious code protection

mechanisms as new releases are available in accordance with
policy and

procedures;c. Configure malicious code protection mechanisms
to:1. Perform periodic scans of the system [Assignment:

d real of files from
external sources at [Selection (one or more): endpoint; network
entry and exit points] as the files are downloaded, opened, or
executed in accordance with organizational policy; and2.
[Selection (one or more): block malicious code; quarantine
malicious code; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined personnel
or roles] in response to malicious code detection; andd. Address
the receipt of false positives during malicious code detection
and eradication and the resulting potential impact on the
availability of the svstem.

Functional

Relationship

Intersects With

Heuristic /

END-

Control Desc:

Mechanisms exist to utilize heuristic /

Detection

04.4

detection capabilities.

Relations|

sS1-03

s1-03

sS1-03

103

High
(FedRAMP)

sS1-03

5103

Malicious Code
Protection

a.Implement [Selection (one or more): signature based; non-
signature based] malicious code protection mechanisms at
system entry and exit points to detect and eradicate malicious
code;b. Automatically update malicious code protection
mechanisms as new releases are available in accordance with

policy and
procedures;c. Configure malicious code protection mechanisms
t0:1. Perform periodic scans of the system [Assignment:
d offiles from

external sources at [Selection (one or more): endpoint; network
entry and exit points] as the files are downloaded, opened, or
executed in accordance with organizational policy; and2.
[Selection (one or more): block malicious code; quarantine
malicious code; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined personnel
orroles] in response to malicious code detection; andd. Address
the receipt of false positives during malicious code detection
and eradication and the resulting potential impact on the
availability of the svstem.

Functional

Intersects With

Safeguarding Data
Over Open Networks

NET-12

Cryptographic mechanisms exist to
implement strong cryptography and
security protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

S1-03

5103

51-03

5103

51-03

s1-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature based; non-
signature based] malicious code protection mechanisms at
system entry and exit points to detect and eradicate malicious
code;b. Automatically update malicious code protection
are available in

policy and

as new relea

procedures;c. Configure malicious code protection mechanisms
to:1. Perform periodic scans of the system [Assignment:

d real offiles from
external sources at [Selection (one or more): endpoint; network
entry and exit points] as the files are downloaded, opened, or
executed in accordance with organizational policy; and2.
[Selection (one or more): block malicious code; quarantine
malicious code; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined personnel
or roles] in response to malicious code detection; andd. Address
the receipt of false positives during malicious code detection
and eradication and the resulting potential impact on the
availability of the svstem.

Functional

Intersects With

Automatic

END-

Automated mechanisms exist to
dat

Updates

04.1

including signature definitions.

sS1-03

s1-03

sS1-03

103

sS1-03

5103

Malicious Code
Protection

a.Implement [Selection (one or more): signature based; non-
signature based] malicious code protection mechanisms at
system entry and exit points to detect and eradicate malicious
code;b. Automatically update malicious code protection

as are available in

policy and
procedures;c. Configure malicious code protection mechanisms
t0:1. Perform periodic scans of the system [Assignment:
d offiles from

external sources at [Selection (one or more): endpoint; network
entry and exit points] as the files are downloaded, opened, or
executed in accordance with organizational policy; and2.
[Selection (one or more): block malicious code; quarantine
malicious code; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined personnel
orroles] in response to malicious code detection; andd. Address
the receipt of false positives during malicious code detection
and eradication and the resulting potential impact on the
availability of the svstem.

Functional

Intersects With

Input Data Validation

TDA-18

Mechanisms exist to check the validity
ofinformation inputs.

S1-03

5103

51-03

5103

51-03

$1-03(01)

N/A

Withdrawn

Functional

not related to

N/A

o

NIST SP 800-53 R5

$1-03(01)

$1-03(01)

$1-03(02)

N/A

Withdrawn

Functional

not related to

N/A

o

Withdrawn in NIST SP 800-53 RS

$1-03(07)

N/A

Withdrawn

Functional

not related to

N/A

$1-03(02)

NIST SP 800-53 RS

$1-03(07)

5104

System Monitoring

a. Monitor the system to detect:1. Attacks and indicators of
potential attacks in accordance with the following monitoring

monitoring
objectives]; and2. Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system through
the following techniques and methods: [Assignment:

techniques and methods];c. Invoke internal
monitoring capabilities or deploy monitoring devices: 1.
Strategically within the system to collect organization-
determined essential information; and2. At ad hoc locations
within the system to track specific types of transactions of
interest to the organization;d. Analyze detected events and
anomalies;e. Adjust the level of system monitoring activity when
there is a change in risk to organizational operations and assets,
individuals, other organizations, or the Nation;f. Obtain legal
opinion regarding system monitoring activities; andg. Provide
[Assignment: organization-defined system monitoring

to defined personnel or
roles Selection (one or more): as needed:

Functional

Intersects With

Input Data Validation

TDA-18

Mechanisms exist to check the validity
ofinformation inputs.

s1-04

5104

s1-04

5104

$1-03(02)
$1-03(07)

S1-04

s1-04

System Monitoring

a. Monitor the system to detect:1. Attacks and indicators of
potential attacks in accordance with the following monitoring

: defined monitoring
objectives]; and2. Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system through
the following techniques and methods: [Assignment:
organization-defined techniques and methods;c. Invoke internal
monitoring capabilities or deploy monitoring devices:1.
Strategically within the system to collect organization-
determined essential information; and2. At ad hoc locations
within the system to track specific types of transactions of
interest to the organization;d. Analyze detected events and
anomalies;e. Adjust the level of system monitoring activity when
there is a change in risk to organizational operations and assets,
individuals, other organizations, or the Nation;f. Obtain legal
opinion regarding system monitoring activities; andg. Provide
[Assignment: organization-defined system monitoring

t personnel or
roles! [Selection (one or more): as needed:

Functional

Intersects With

Centralized Collection
of Security Event Logs

MON-02

Mechanisms exist to utilize a Security
Incident Event Manager (SIEM) or
similar automated tool, to support the
centralized collection of security-
related event logs.

SI-04

S1-04

SI-04

S1-04

SI-04
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Focal Document Element (FDE) Description

Control Descri Rela
. Monitor the system to detect:1. Attacks and indicators of
potential attacks in accordance with the following monitoring
: defined monitoring
objectives]; and2. Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system through
the following techniques and methods: [Assignment:
organization-defined techniques and methods];c. Invoke internal
Cryptographic mechanisms exist to
monitoring capabilities or deploy monitoring devices:1.
implement strong cryptography and
Strategically within the system to collect organization-
Safeguarding Data security protocols to safeguard
si-04 System Monitoring | determined essential information; and2. At ad hoc locations Functional | Intersects With NET-12 5 sto4 | swoa | seoa | seo4 | swoa
Over Open Networks sensitive/regulated data during
within the system to track specific types of transactions of
transmission over open, public
interest to the organization;d. Analyze detected events and e
anomalies;e. Adjust the level of system monitoring activity when :
there is a change in isk to organizational operations and assets,
individuals, other organizations, or the Nation;f. Obtain legal
opinion regarding system monitoring activities; andg. Provide
[Assignment: organization-defined system monitoring
t personnelor
roles][Selection (one or more): as needed:
. Monitor the system to detect:1. Attacks and indicators of
potential attacks in accordance with the following monitoring
monitoring
objectives]; and2. Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system through
the following techniques and methods: [Assignment:
techniques and methods]:c. Invoke internal
monitoring capabilities or deploy monitoring devices: 1.
Strategically within the system to collect organization- Mechanisms exist to facilitate the
sl-04 System Monitoring | determined essential information; and2. At ad hoc locations Functional | Intersects With [Conti 2| MON-01 of enterprise-wids 5 sto4 | swoa | seo4 | s.o4 | sioa
within the system to track specific types of transactions of
interest to the organization;d. Analyze detected events and
anomalies;e. Adjust the level of system monitoring activity when
there s a change in isk to organizational operations and assets,
individuals, other organizations, or the Nationf. Obtain legal
opinion regarding system monitoring activities; andg. Provide
[Assignment: organization-defined system monitoring
to defined personnel or
roles[Selection (one or more): as needed:
Mechanisms exist to implement
System Monitorin Intrusion Detection & Intrusion Detection / Prevention
Y €| | Connect and configure individual intrusion detection tools into a MON.
$1-04(01) System-wide Intrusion Functional Equal Prevention Systems Systems (DS / IPS) technologies on 10 S1-04(01) | $1-04(01)
system-wide intrusion detection system. o011
Detection System (DS &1PS) critical systems, key network
segments and netwark choke points.
Mechanisms exist to utilize a Security
System Monitoring | Incident Event Manager (SIEM), or
Automated Tools and | Employ automated tools and mechanisms to support near real- Automated Tools for | MON- & -
S1-04(02) Functional Equal similar automated tool, to support 10 $1-04(02) | $1-04(02)
Mechanisms for Real- |time analysis of events. Real-Time Analysis | 01.2
near real-time analysis and incident
time Analysis e
D for unusual or activties or
System Monitoring|
forinbound and traffic;b. Mechanisms exist to continuously
nbound and ot inbound and outbound communications traffic nbound & Outbound | -y oniorinbound and outbound
S1-04(04) Outbound Functional Equal Communications 10 51-04(04) S1-04(04) | SI-04(04)
frequency] for 01.3  |communications traffic for unusual or
Communications Traffic
defined unusual or unauthorized activities or conditions.
Traffic
Mechanisms exist to generate,
Alert [Assignment: organization-defined personnel or roles] &
System Montorngl |, o1 i followin d indications of System Generated | MoN- | TOMO" corretate and respondio
$1-04(05) System-generated &Y Functional Equal 4 alerts from physical, cybersecurity, 10 S1-04(05) | $1-04(05)
Alerts orpotential Alerts 04| data protection and supply chain
u i
defined compromise indicators]. P PPy
activities to achieve integrated
Mechanisms exist to utilize User &
Systom Monitorng| Entity Behavior Analytics (UEBA)
e Analyze trafic at and/or User Activity Monitoring (UAM)
S1-04(1) ¥ interfaces to the syst : Functional Equal Anomalous Behavior | MON-16 [solutions to detect and respond to 10 S1-04(11)
defined interior p the system] to discover anomalies. anomalous behavior that could
Traffic Anomalies
indicate account compromise or other
! v
Mechanisms exist to utilize Wireless
System Monitoring| | Employ a wireless intrusion detection system to identify rogue Wiretess intrusion | - |Intrusion Detection Protection
S1-04(14) Wireless Intrusion | wireless devices and to detect attack attempts and potential Functional | Intersects With | - Detection System | 2\ |Systems (WIDS/WIPS)to dentity 5 S1-04(14) | SI-04(14)
Detection compromises or breaches to the system. (WIDS) *® | rogue wireless devices and to detect
ttack via wireless networks.
‘Automated mechanisms exist to
correlate both technical and non-
System Monitoring| technical information from across the
Correlate information from monitoring tools and mechanisms Correlate Monitoring | MON-
$1-04(16) Correlate Monitoring © Functional Equal € enterprise by a Security Incident Event 10 S1-04(16) | SI-04(16)
employed throughout the system. Information 02.1
Information Manager (SIEM) o similar automated
tool, to enhance organization-wide
ituational awarene
Syotem Monitoring| | 7228 0Utbound commurications affic ot extomalnterfaces ‘Automated mechanisms exist to
to the system and at the following interior points to detect covert Data Loss Prevention implement Data Loss Prevention (DLP,
S1-04(18) Analyze Traffic and Ve i P Functional | Intersects With NET-17 | P (LP) 5 51-04(18)
f (©oLP) to protect sensitive information as itis
Covert Exiltration
interior points within stored. and processed.
Analyze outbound communications traffic at external interfaces
System MOnIOrg| | 6 system and at the following interior points to detect covert Analyze Trafficfor | MON- [AUtomated mechanisms existto
wing interior poi v -
S1-04(18) Analyze Traffic and v e P Functional | Intersects With v analyze network traffic to detect covert| & $1-04(18)
of d CovertExiltration | 11.1
Covert Exiltration data exfilration.
interior points within
Implement [Assignment: organization-defined additional Mechanisms exist to implement
System Monitoring| | monitoring] of individuals who have been identified b Individuals Posing | MON- |enhanced activity monitoring for
S1-04(19) Y el el Y Functional Equal € "ty e 10 51-04(19)
Risk for Individuals | [Assignment: organization-defined sources] as posing an Greater Risk 01.14 | individuals who have been identified
increased level of risk. as posing an increased level of risk.
Mechanisms exist to implement
System Monitoring| | Implement the following additional monitoring of privileged Privileged User | MON- P
$1-04(20) Functional Equal enhanced activity monitoring for 10 51-04(20)
Privileged Users | users: : defined aditional monitoring], Oversight o115
privileged users.
a. Detect network services that have not been authorized or Automated mechanisms exist to
System Monitoring | | approved by d or Unauthorized Network | MON. | 86tect unauthorized network services
s104(22) Unauthorized Network | approval processes]; andb. [Selection (one o more): Audit; Alert | Functional Equal PO 115 |andatertincidentresponse personnet. | 10 S1-04(22)
Services defined personnel or roles]] when -
detected.
Mechanisms exist to utilize Host-
based Intrusion Detection / Prevention
Implement the following host-based monitoring mechanisms at
Systems (HIDS / HIPS) to actively alert
$1-04(23) System Monitoring| system Functional Equal Host-Based Devices | O block ted activities and 10 $1-04(23) | SI-04(23)
X u u - vi on or block unwanted activities an g §
Host-based Devices |[Assignment: organization-defined host-based monitoring a o016
sendlogs to a Security Incident Event
mechanisms].
Manager (SIEM), or similar automated
tool, to maintain situationat
System Monitoring| | Discover, collect, and distribute to [Assignment: organization- Monitoring for on.|Automated mechanisms existto
S1-04(24) Indicators of | defined personnel or roles], indicators of compromise provided |  Functional | Intersects With Indicators of T1g [identty andaterton ndicators of 5 S1-04(24)
c b c 1oc) ° e (o€).
Mechanisms exist to utilize a File
Integrity Monitor (FIM), or similar
System Monitoring| | Discover, collect, and distribute to [Assignment: organization- e Integriy . chaf :dem‘ oLlec’hnoln o
i . - -detecti .
S1-04(24) Indicators of | defined personnel or oles], indicators of compromise provided |  Functional | Intersects With ey & e 5 $1-04(24)
. N Monitoring (FIM) | 01.7 [critical Technology Assets,
Applications and/or Services (TAAS) to
generate alerts for
a. Receive system security alerts, advisories, and directives from
: defined external onan
ongoing basis;b. Generate internal security alerts, advisories,
deemed b
Security Alerts, | alerts, advisories, and directives to: [Selection (one or more): Mochanisms exist to check the vl
si-05 Advisories, and | [Assignment: organization-defined personnel or roles]; Functional | Intersects With | Input Data Valication | TOA-18 | 1o 9% &4°1 10 v 5 so5 | skos | seo5 | skos
i ion inputs.
Directives [Assignment: organization-defined elements within the P
organizations]]; andd. Implement security directives in
accordance with established time frames, or notify the issuing
of
Secure Controls Framework (SCF) 370139




version 2025.4
12/16/2025

GovRAMP
Crosswalk Mapping

Set Theory Relationship Mapping (STRM)

Secure Controls Framework (SCF)

trength of
SCF Control SCF# Strength of
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Control Descri Relat
a. Receive system security alerts, advisories, and directives from Mechanisms exist to maintain
external onan situational awareness of
ongoing basis;b. Generate internal security alerts, advisories, vulnerabilities and evolving threats by
deemed D leveraging the knowledge of attacker
Security Alerts, |alerts, advisories, and directives to: [Selection (one or more): Threat Intelligence tactics, techniques and procedures to
s1-05 Advisories, and | [Assignment: organization-defined personnel or roles]; Functional | Intersects With o | THR-03 |faciltate the implementation of 5 sos | skos | seo5 | skos
Directives [Assignment: organization-defined elements within the preventative and compensating
controls.
organizations]]; andd. Implement security directives in
accordance with established time frames, or notify the issuing
of
a. Receive system security alerts, advisories, and directives from Cryptographic mechanisms exist to
external onan implement strong cryptography and
ongoing basis;b. Generate internal security alerts, advisories, security protocols to safeguard
deemed Di sensitive/regulated data during
Security Alerts, | alerts, advisories, and directives to: [Selection (one or more): Setequarding Data transmission over open, public
s1-05 Advisories, and | [Assignment: organization-defined personnel or roles]; Functional | Intersects with | 8 TE9NE | NET-12 | networks. 5 s05 | skos | seo5 | skos
Directives [Assignment: organization-defined elements within the P
organizations]]; andd. Implement security directives in
accordance with established time frames, or notify the issuing
of
Mechanisms exist to maintain
situational awareness of
Security Alerts,
Broadcast security alert and advisory information throughout the Vulnerabilities and evolving threats by
Advisories, and Threat Intelligence
S1-05(01) Functional | Intersects With THR-03 |leveraging the knowledge of attacker 5 S1-05(01)
Directives | Automated Feeds Feeds
mechanisms]. tactics, techniques and procedures to
Alerts and Advisories
facilitate the implementation of
‘a. Verify the correct operation of [Assignment: organization-
defined security and privacy functionslb. Perform the
verification of the functions specified in SI-06a [Selection (one or Mechanisms exist to verify the
more): [Assignment: organization-defined system transitional functionality of cybersecurity and/or
Security and Privacy [ states]; upon command by user with appropriate privilege; Control Functionalit data privacy controls followin
si-06 v " s up Y pPropriate privig Functional | Intersects With ¥ | cHo-0p | 2212 PTVESY € 5 s1-06 si-06
Function Verification 3 lert Verification implemented changes to ensure
[Assignment: organization-defined personnel or roles] to failed applicable controls operate as
security and privacy verification tests; andd. [Selection (one or designed.
more): Shut the system down; Restart the system; [Assignment:
defined alternative action(s)ll when anomalies are
:h:n'"’::a e (°°li ‘:’22‘;"6 Mechanisms exist to utilize File
irmware,
Software, Firmware, [Assvgmnenr organization-defined software, firmware, and Endpoint File Integri Integrity Monitor (FIM), or similar
SI-07 and Information e : OrEs N . Functional Intersects With P arity END-06 [technologies, to detect and report on 5 S1-07 S1-07 SI-07 Sl-07
andb. Take the foll Monitoring (FIM)
Integrity unauthorized changes to selected files
unauthorized changes to the software, firmware, and
and configuration settings.
information are detected: [Assi
a. Employ integrity tools to detect Cryptographic mechanisms exist to
changes to the firmware, and implement strong cryptography and
Software, Fimware, [Assvgmnenr rganiation deined software, imware, and Safeguarding Data cocinty protocsts o cafognd
SI-07 and Information e : OrEs N . Functional Intersects With 8! s NET-12 P 8! 5 S1-07 S1-07 SI-07 Sl-07
Itegrity andb. Take the foll Over Open Networks sensitive/regulated data during
unauthorized changes to the software, firmware, and transmission over open, public
information are detected: [Assi networks.
a. Employ integrity tools to detect
changes to the firmware, and
Software, Fimware, [Assvgmnen(' organization-defined ;Lny«arre firmware, and Mechanisms exist to check the validi
SI-07 and Information e : OrEs N . Functional Intersects With | Input Data Validation | TDA-18 "ty 5 S1-07 S1-07 SI-07 Sl-07
Integrity andb. Take the foll of information inputs.
unauthorized changes to the software, firmware, and
information are detected: [Assi
Perform an interity check of [Assignment: organization-defined Mechanisms exist to validate
Software, Firmware,
software, firmware, and information] [Selection (one or more): at configurations through integrity
and Information END-
$1-07(01) startup; at : tates | Functional Equal Integrity Checks checking of software and firmware. 10 s1-07(01) | $1-07(01)
Integrity | Integrity  |* avonte] 06.1
vents];
Checks
Software, Firmware,
Automated mechanisms exist to alert
and Information | Employ automated tools that provide nolification to Automated
END- |incident response personnel upon
S1-07(02) Integrity | Automated |[Assignment: organization-defined personnel or roles] upon Functional Equal Notifications of 06.3 during 10 S1-07(02)
of ion. Integrity Violations -
e integrity verification.
Integrity Violations
Software, Firmware,
and [Selection (one or more): shut Automated mechanisms exist to
Automated Response | END-
$1-07(05) Integrity | Automated |restart : Functional Equal e e | ges|imptement remediation actions when 10 51-07(05)
Response to Integrity |defined controls]] when integrity violations are discovered. iy ““ |integrity violations are discovered.
Violations
Software, Firmware,
Incorporate the detection of the following unauthorized changes
and Information Mechanisms exist to detect and
into the organizational incident response capability: Endpoint Detection & | END-
51-07(07) Integrity | Integration of Functional Equal respond to unauthorized configuration 10 51-07(07) $1-07(07) | s1-07(07)
: defined security-relevant changes to Response (EDR) | 06.2
Detection and changes as cybersecurity incidents.
the system].
Response
SI-07(14) N/A Withdrawn Functional not related to N/A N/A N/A ] NIST SP 800-53 RS S1-07(14)
a. Employ spam protection t andexit Mechanisms exist to utilize anti-
points to detect and act on unsolicited messages; andb. Update Phishing& Spam phishing and spam protection
sl-08 Spam Protection |spam protection mechanisms when new releases are available Functional Equal Pw‘:c‘w: END-08 |technologies to detect and take action 10 sl-08 s1-08 sl-08
ith on unsolicited messages transported
policy and d bv electronic mail.
S1-08(01) N/A Withdrawn Functional not related to N/A N/A N/A ] NIST SP 800-53 RS S1-08(01) | SI1-08(01)
Mechanisms exist to automatically
date anti-phishing and
Spam protcion] otection auomatspamand | gy, | S e unenne
rotecti - [protecti i w
$1-08(02) o P Functional Equal Phishing Protection s ¢ 10 $1-08(02) | $I-08(02)
Automatic Updates | [Assignment: organization-defined frequency. e 08.2 |releases are available in accordance
P with configuration and change
practices.
Cryptographic mechanisms exist to
implement strong cryptography and
ormation npat | Checkthevalidity o the following nformation inputs: Sateguarding Data Se: - mmcoi l;y:a'eg : dy
rmation Inpu uardi uri uar
5110 PUt | [Assignment: organization-defined information inputs to the Functional | Intersects With guarding NET-12 VP & 5 sI-10 si-10 sI-10
Validation wveten Over Open Networks sensitive/regulated data during
ysteml- transmission over open, public
networks.
Information Input | Check the validity of the following information inputs: Mechanisms exist to check the validi
SlI-10 P "ty e P Functional Intersects With | Input Data Validation | TDA-18 "ty 5 sl-10 SI-10 Ssl-10
Validation ined information inputs to the of inputs.
Mechanisms exist to handle error
conditions by:
(1) Identifying potentially security-
relevant erfor conditions;
(2) Generating error messages that
a. Generate error messages that provide information necessary
provide information necessary for
for corrective actions without revealing information that could be
Sl-11 Error Handling Functional Equal Error Handling TDA-19 | corrective actions without revealing 10 Sl-11 Sl-11 SI-11
exploited; andb. Reveal error messages only to [Assignment:
sensitive or potentially harmful
organization-defined personnel or roles].
information in error logs and
administrative messages that could be
exploited; and
(3) Revealing error messages only to
personnel.
tormation | Manage and retain information within the system and Mechanisms exist to retain media and
information output from the system in accordance with Media & Data data in accordance with applicable
si-12 Management and P! 4 Functional | Intersects With DCH-18 PP 5 si-12 si12 si-12 si12
i applicable laws, executive orders, directives, regulations, Retention statutory, regulatory and contractual
policies, standards, guidelines and operational
Mechanisms exist to:
(1) Retain Personal Data (PD),
including metadata, for an
time period to
fulfill the purpose(s) identified in the
\ormation | Manage and retain information within the system and notice or as required by law;
information output from the system in accordance with Personal Data (2) Dispose of, destroys, erases,
si12 ang | mormation output i ystem! ' Functional | Intersects With i pRI-0s | (2)DsP Vs o 5 si-12 k12 si-12 k12
b y , directives, regulations, Retention & Disposal and/or anonymizes the PD, regardiess
policies, standards, guidelines and operational requirements. of the method of storage; and
(3) Use organization-defined
techniques or methods to ensure
secure deletion or destruction of PD
(including originals, copies and
archived records).
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High
Rationale _ _Relationshin Control Description Relationshi (FedRAMP)
Mechanisms exist to implement
security safeguards to protect system
memory from unauthorized code
execution.

Implement the following controls to protect the system memory
si-16 Memory Protection code execution: Functional Equal Memory Protection | SEA-10
defined controls].

10 SI-16 SI-16 SI-16 SI-16
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