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Security |The hasa security policy, use Publishing Cybersecurit
Iy Lear Tty policy, 8 ny Mechanisms exist to establish, maintain and disseminate cybersecurity
HSUPO1T Policy - Policies for [ policy, topic-specific policies and to maintain Functional | Intersects With | & Data Protection Gov-02 ’ : 5
&data protection policies, standards and procedures.
information security |security. Documentation
Security | The organisation has a clear i security policy, use exist to define and Tules of
HSUPO1T Policy - Policies for | policy, topic-specific policies and to maintaini i Functional | IntersectsWith | Rules of Behavior | HRS-05.1 |behavior for the use of technologies, including consequences for 5
i security _|security. behavior.
Security |The has a clear security policy, use Standardized Operating Mechanisms exist to identify and document Standardized Operating
HSUPO1T Policy - Policies for | policy, topic-specific policies and to maintain Functional | Intersects With | **°0' W2 58 PO EITE | 0PS-01.1 | rocedures (SOP), or similar documentation, o enable the proper 5
security security. execution of day-to-day / assigned tasks.
Human Resource
HsUPo2 Security - Terms and [ Security oles and responsibiliis of personnal ae included vithin job runctionat | Subsat of Human Resources HRs.01 | Mechanisms exist o facilitate the implementation of personnel seurity o
conditions of descriptions. Security Management controls.
Human Resource
Security - Terms and | Security roles and responsibilities of personnel are included within job exist to define roles & forall
HSUP02 " ! " i ! Functional | Intersects With | Roles & Responsibilities | HRS-03 5
conditions of |descriptions. personnel.
Human Resource ! o .
o 4 |Abreach of nformation by personnet is considered a security policy Mochanisms exist to sanction personnel failing 1o comoly with
ecurity - Terms an isms exi i i i
HSUPO3 v violation. Consequences of a security policy violation leads to a disciplinary | Functional | Intersects With | Personnel Sanctions | HRS-07 P & Py 5
conditions of established security policies, standards and procedures.
process.
Human Resource
Abreach of information by personnelis considered a security policy ’ ’ S
Security - Terms and Workplace Mechanisms exist to conduct employee misconduct investigations when
HSUPO3 violation. Consequences of a security policy violation leads to a disciplinary | Functional | Intersects With - HRS-07.1 : h 5
conditions of orossen Investigations there is reasonable assurance that a policy has been violated.
Human Resource o e
Security - Onboarding, || o re decumented procedures for providing and revoking logical, and User Provisioning & De Mechanisms exist to utilize a formal user registration and de-registration
HSUPO4 ecurity - Onboarding, | -1 access when personnel join, have a role change or leave the Functional | Intersects With 4 8 IAC-07 1sms exi § gistrati Teglstrati 5
offboarding and role ° Provisioning process that governs the assignment of access rights.
organisation.
change
Human Resource
There are documented procedures for providing and revoking logical, and : ) ) v
Security - Onboarding, Change of Roles & Mechanisms exist to revoke user access rights following changes in
HSUPO4 physical access when personnel join, have a role change or leave the Functional | Intersects With 1AC-07.1 roke! ' 5
offboarding and role Duties personnel roles and duties, if no longer necessary o permitted.
organisation.
change
Human Resource o e
Security - Onboarding, || o 2re decumented procedures for providing and revoking logical, and Termination of Mechanisms exist to revoke user access rights in a timely manner, upon
ecurity - Onboarding, s ) ) rmi isms exist to revoke user rights i :
HSUP04 ¢ % | physical access when personnel join, have a role change or leave the Functional | Intersects With 1AC-07.2 © v P 5
offboarding and role ° Employment termination of employment or contract.
organisation.
change
Human Resource
o e | There are documented procedures forproviding and revoking ogical, and Role.Based Aucess Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy
rity - ing, -
HSUPO4 Y E | physical access when personnel join, have a role change or leave the Functional | Intersects With IAC-08  |over users and resources that applies need-to-know and fine-grained 5
offboarding and role Control (RBAC)
organisation. access control for sensitive/regulated data access.
change
Human Resource o e Physical access control mechanisms exist to maintain a current list of
o e | There are documented procedures fo provicing and revoking ogical, and physical Access e . eotonat faines (oxcapt
ecurity - Onboarding, o ) ) ersonnel with authorized access to organizational facilities (except for
HSUP04 ¢ % | physical access when personnel join, have a role change or leave the Functional | Intersects With v pes-02 | " | access to organt: P 5
offboardingand role |72 £ Authorizations those areas within the facility officially designated as publicly
change )
Human Resource
There are documented procedures for providing and revoking logical, and ) )
Security - Onboarding, Role-Based Physical Physical access control mechanisms exist to authorize physical access
HSUPO4 physical access when personnel join, have a role change or leave the Functional | Intersects With PES-02.1 ° ° thor 5
offboarding and role Access to facilities based on the position or role of the individual.
organisation.
change
‘Asset Lifecyole Security - ) ]
Mechanisms exist to facilitate an IT Asset Management (ITAM) program
HSUPOS and  |Asset arein place. Functional |  Subset Of Asset Governance Asto1 [° goment (ITAM) prog 10
to implement and manage asset management controls.
assets
Asset Lifecycle Security -
Media Equipment v . . Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
Processes are in place for media equipment management, decommissioning
HSUPOB Management, (717705508 @101 P Functional Equal | Destruction or Re-Use of |  AST-09 using and methods to 10
Decommissioning and posal- Equipment prevent information being recovered from these components.
Disposal
Mechanisms exist to cover:
1) Preparation;
Information Security ‘) P P -
e (2) Automated event detection or manual incident report intake;
i .
HSUPO7 PaagerT e JAni ion security incident process s in place. Functional | Intersects With |  Incident Handling 1RO-02 | (3) Analysis; 5
i
e (4) Containment;
rati
prep (5) Eradication; and
(6) Recovery.
Information Security
Incident Management - Incident Response Plan Mechanisms exist to maintain and make available a current and viable
HSUPO7 ! € An security incident process is in place. Functional | Intersects With P 1RO-04 ‘ 5
Planning and (IRP) Incident Response Plan (IRP) to all stakeholders.
Business Continuity and v ) ) ] )
Mechanisms exist to facilitate the implementation of contingency
Disaster Recovery Organisations have a documented, approved, business continuity and Business Continuity N "
planning controls to help ensure resilient assets and services (e.g.,
HSUPOB Management - |disaster recovery management, operational resilience policies and Functional | SubsetOf | ManagementSystem | BCD-01 nne ! : ices (.. 10
Continuity of Operations Plan (COOP) or Business Continuity & Disaster
Information security | procedures in place. (BCMS)
Recovery (BC/DR) playbooks).
during disruption
dentity and Access ) - ) v ) o
Establish, document, approve, and implement rules to control physical and Mechanisms exist to enforce Logical Access Control (LAC) permissions
HSUPOS Management - Access | .. ‘ Functional | Intersects With | Access Enforcement | 1AC-20 ne °ee 5
o logical access to information and its assets. that conform to the principle of "least privilege.”
contro
Identity and Access Physical access control mechanisms exist to enforce physical access to
i Establish, document, approve, and implement rules to control physical and ) | Access To Information Ve " sms ex physt
HSUPOS Management - Access Functional | Intersects With PES-03.4 |critical systems or data, in addition to the 5
logical access to information and its assets. Systems.
control physical access controls for the facility.
- isms exist to i data protection and
Information Security The 's Board security steerin; s Steering Committee & b i it thi th a steeri itte dvi: b d,
HSUP10 Governance - Ownership rdor 1ty steering : Functional | Intersects With ring " GOv-01.1 |Pusiness alignment through a steering committee or advisory board, 5
! for security Program Oversight comprised of key cybersecurity, data privacy and business executives,
of Information Security " ¢
which meets formally and on a regular basis.
Mechanisms exist to provide governance oversight reporting and
Information Security 1 Board ori security steerin ittee is Status Reporting To recomm‘endat:nsto’:ho:e eft sted to make ;gecx/e e:ei sions about
or
HSUP10 Governance - Ownership v ) ) V steering Functional | Intersects With porting Gov-01.2 ! u recutive decit 5
for security Governing Body matters material to the &data
of Information Security
protection program.
Physical and olicy and for hysical Physical & Mechanisms exist to facilitate the operation of physical and
HSUP11 Environmental Security - poliey physk Functional Subset Of Environmental PES-01 1Sms exi e peration of physl 10
! security within the organisation is in place. " environmental protection controls.
Policies and Procedures Protections
ohysicatand Mechanisms exist to document a Site Security Plan (SitePlan) for each
olicy and i for hysical Site Security Plan server and oom to the
HSUPT1 Environmental Security - [ oo 0 POCY aNG SUpROTLY phy Functional | Intersects With Y PES-01.1 ) 5
security within the organisation is in place. (SitePlan) security controls to protect physical access to technology assets, as well
Policies and Procedures
as licable risks and threats.
Physicaland
Envis tal S ity - |A documented and a oved procedure to remove papers and removable Mechanisms exist to facilitate the implementation of data protection
HSUP12 nvironmentat Seeurity ; pprovedp ) pap femov: Functional |  Subset Of Data Protection DCH-01 roms et . imp ! protectt 10
Clear Desk and Clear [ storage from easily accessible areas is to be implemented. controls.
Soreen Procedure
Physical and
Environmental Security - | A documented and approved procedure to remove papers and removable Sensitive / Regulated exist to protect data whereveritis
HSUP12 v i 1 approvec procecre to Temove pap Functional | Intersects With e DCH-01.2 P 5
Clear Desk and Clear | storage from easily accessible areas is to be implemented. Data Protection stored.
Soreen Procedure
Physicaland
Envi tal Security - | A documented and approved procedure to remove papers and removable Removable Media Mechanisms exist to restrict removable media in accordance with data
HSUP12 nvironmentat Seeurity ; pprovedp ) pap femov: Functional | Intersects With 9 DCH-12 oms exist fo rest al ! 5
Clear Desk and Clear [ storage from easily accessible areas is to be implemented. Security handling and acceptable usage parameters.
Soreen Procedure
Cloud Security - Cloud
P :u-:y& o have planned of and services that Mechanisms exist to develop, disseminate, review & update procedures
ri u
HSUP13 . Vt” . Zemem are being provided to their customers via cloud services as per documented | Functional SubsetOf | Maintenance Operations| MNT-01 [to facilitate the implementation of maintenance controls across the 10
rity agre
(yCSgA) Policies and agreements. enterprise.
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Systems Acquisition,
Development and
Maintenance - Security

Information systems are securely designed, and appropriate controls are

System Hardening

Mechanisms exist to develop, document and maintain secure baseline

HSUP14 Functional | IntersectsWith | Through Baseline CFG-02  |configurations for technology platforms that are consistent with industry- 5
while developing  [implemented.
Configurations accepted system hardening standards.
applications, products
or services
Systems Acquisition,
Development and
Mamenance. Seouty [iformaton systems are securely designed,and approprite controlsare Operationalizing Mechanisms exist to compel data and/or process owners to
i - Securi i re secu igned, i r
HSUP14 Y v v desig Pprop Functional | Intersects With | Cybersecurity & Data | GOV-15 |operationalize cybersecurity & data privacy practices for each system, 5
while developing  [implemented. - ° P
Protection Practices application and/or service under their control.
applications, products
or services
Systems Acquisition,
Development and
Matmenance. Seouty [iformaton systems are securely designed,and approprite controls are Secure Engineerin Mechanisms exist to facilitate the implementation of industry.recognized
i - Securi i re secu igned, i r re Engineeri
HSUP14 4 ¥ Y desig PProp! Functional Subset Of gl J SEA-01 |cybersecurity & data privacy practices in the specification, design, 10
while developing  |implemented. Principles ’ e )
and of systems and services.
applications, products
or services
Mechanisms exist to create recurring backups of data, software and/or
Information Backups - system images, as well as verify the integrity of these backups, to ensure
HSUP15 P | Abackup and recovery procedure is in place. Functional | Intersects With Data Backups BCD-11 | /Stem imae 1 the integrity of these backups 5
Policy and procedures the availability of the data to satisfying Recovery Time Objectives (RTOS)
and Recovery Point Objectives (RPOS).
) Information System ) -
Information Backups - Mechanisms exist to ensure the secure recovery and reconstitution of
HSUP15 Abackup and recovery procedureis in place. Functional | Intersects With Recovery & BCD-12 ) ° - 5
Policy and procedures erv 8 systems to a known state after a disruption, compromise or failure.
Mechanisms exist to create recurring backups of data, software and/or
Information Backups - system images, as well as ver the integrity of these backups, to ensure
HSUP15 § UPS | A backup and recovery procedure is in place. Functional | Intersects With Data Backups BCp-11 | SYStem imae well as verify gty up v 5
Policy and procedures the availability of the data to satisfying Recovery Time Objectives (RTOs)
and Recovery Point Objectives (RPOS).
Information Backups Information System Mechanisms exist to ensure the secure recovery and reconstitution of
HSUP1S Abackup and recovery procedure is in place. Functional | Intersects With Recovery & BCD-12 Y 5
Policy and procedures systems to a known state after a disruption, compromise or failure.
Hsup1e Changs Management - |Adocumented process is in place for parforming changes to new and existing| ¢ I 7| Ghange Management | | Mechanisms exist o faciltats the mplementation of a hange o
Policy and systems or services. Program program.
Change Management - | Adocumented process is in place for performing changes to new and existin Configuration Change Mechanisms exist to govern the technical configuration change control
HSUP16 & & U processisinp performing chang XN Eunctional | Intersects With gurart € | che-02 sms exist to gover ! gurat ge contr 5
Policy and procedures_|systems or services. Control processes.
Patoh and Vulnerability | There is a documented and approved process for identifying vulnerabilities Vulnerability & Patch } ] - - —
! c eapr e vy Mechanisms exist to facilitate the implementation and monitoring of
HSUP17 Management - Policy |and updating patches on the organisation’s systems, applications, tools, Functional | SubsetOf | ManagementProgram | VPM-01 " 10
h Vlnerability management controls.
and services et (VPMP)
Patoh and Vulnerability | There is a documented and approved process for identifying vulnerabilities
. i ! . pproved proo identifying raoits . - Vulnerability exist to ensure that are properly identified,
HSUP17 Management - Policy ~|and updating patches on the organisation's systems, applications, tools, Functional | Intersects With VPM-02 5
Remediation Process tracked and remediated.
and procedures __|services etc.
Patoh and Vulnerability | Th d ted and d for identifying vulnerabiliti
ateh and Vulnerability | There s  documented and approved process for identifying vulnerabilities Software & Firmware Mechanisms exist to conduct software patching for all deployed
HSUP17 Management - Policy |and updating patches on the organisation’s systems, applications, tools, Functional | Intersects With i VPM-05 " 5
h Patching operating systems, applications and firmware.
and services etc.
Human Resource
Security-Termsand | OrEerisations, at a minimum, screen all personnel by verifying their identity, Mechanisms exist to manage personnel security risk by screening
rity -
HSUP18 Y previous and criminal Functional Equal Personnel Screening | HRS-04 | o' © 28e P! Y 10
conditions of individuals prior to authorizing access.
before of
) are to ensure: a) security are . .
exist to data protection and
Human Resource [ clearly defined and assigned b) a governance body or steering committee ) ’ ) ° Y )
Steering Committee & business alignment through a steering committee o advisory board,
HSUP1® Security - Roles and | overseeing information security activities s in place o) there is atleastone |  Functional | Intersects With Gov-01.1 > ] " 5
Program Oversight comprised of key cybersecurity, data privacy and business executives,
responsibilities |individual for rity within the ’ :
which meets formally and on a regular basis.
[o] are to ensure: a; security are
ure: a) urity Mechanisms exist to assign one or more qualified individuals with the
Human Resource [ clearly defined and assigned b) a governance body or steering committee Assigned Cybersecurity eon "
mission and resources to centrally-manage, coordinate, develop,
HSUP19 Security - Roles and | overseeing information security activities is in place o) there is at leastone | Functional | Intersects With | & Data Protection cov-0s | ) manat ' 5
implement and maintain an enterprise-wide cybersecurity & data
responsibilities |individual for rity within the Responsibilities "
protection program.
) are to ensure: a) security are i N
Mechanisms exist to enforce an accountability structure so that
Human Resource [ clearly defined and assigned b) a governance body or steering committee stakenotder cams and indi o blo and
HSUP19 Security - Roles and | overseeing information security activities s in place o) there is atleastone |  Functional | Intersects With " cov-0a.1 |?PF " ! ‘ 5
Accountability Structure trained for mapping, measuring and managing data and technology-
responsibilities |individual for rity within the
related risks.
Human R Cyb ity & Dat
uUman ReSOUrCe | 1y o re has been an assessment of information security training needs and a ybersecurity &Data Mechanisms exist to facilitate the implementation of security workforce
HSUP20 Security - Training orans Functional |  Subset Of Privacy-Minded SAT-01 10
training plan is putin place. development and awareness controls.
Workforce
Information Security
Incident Management - |Organisations are to have roles and responsibilities determined to carry out Defined Roles & exist to define ity roles & ibilities for all
HSUP21 ! & eans " i Functional Equal -~ HRS-03 10
Roles and the incident management process. Responsibilities personnel.
Responsibilities
Business Continuity and v ) ) ] ]
Mechanisms exist to facilitate the implementation of contingency
Disaster Recovery Establish criteria for developing business continuity, disaster recovery, Business Continuity N N
planning controls to help ensure resilient assets and services (e.g.
HSUP22 Management-ICT  [operational resilience strategies, and capabilities based on disruptionand | Functional | SubsetOf | ManagementSystem | BCD-01 nne ! : ices (. 10
Continuity of Operations Plan (COOP) or Business Continuity & Disaster
readiness for business |impact to the organisation. (BCMS)
Recovery (BC/DR) playbooks).
continuity
Business Continuity and
Disaster Recovery Establish criteria for developing business continuity, disaster recovery, N 5 . . N
HSUP22 Management - ICT |operational resilience strategies, and capabilities based on disruptionand |  Functional | Intersects With | "o0VerY Time/Point | g, o, | Mechanisms exist to facilitate recovery operations in accordance with 5
- r resili rategies, it isrupti uncti i -01.
© P © P P Objectives (RTO/RPO) Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS).
readiness for business |impact to the organisation.
continuity
Mechanisms exist to assi \ified individuals with th
Information Security | Roles and ibilities are defined and for planning, Assigned Cybersecurity ec! va"'s";s existto “{s‘g" “:'e Fl' more qualifies d'_" ':” :a S‘L"‘ ©
mission and resources to centrally-manage, coordinate, develop,
HSUP23 Governance - Roles and |implementing, operating, assessing, and reporting on the organisation's Functional | Intersects With | & Data Protection cov-os |" ' y-manag » develop. 5
RO otee implement and maintain an enterprise-wide cybersecurity & data
security Responsibilities "
protection program.
Mechanisms exist to enforce an accountability structure so that
Information Security  |Roles and are defined and for planning, roms ext " )
’ Stakeholder teams and are and
HSUP23 Governance - Roles and |implementing, operating, assessing, and reporting on the organisation's Functional | Intersects With " GOV-04.1 5
o Accountability Structure trained for mapping, measuring and managing data and technology-
Y related risks.
Information Securi
" °g"a fon Security Operationalizing Mechanisms exist to compel data and/or process owners to
overnance -
HSUP24 o | organisations are to integrate information security into project management.|  Functional | Intersects With | Cybersecurity & Data | GOV-15 |operationalize cybersecurity & data privacy practices for each system, 5
nformation security in Protection Practices application and/or service under their control.
proiect
Information Security ) Mechanisms exist to assess cybersecurity & data privacy controls in
Governance Cybersecurity &Data system project development to determine the extent to which the
vernance - r v rmi x i
HSUP24 Organisations are to integrate information security into project management.|  Functional | Intersects With | Privacy In Project PRM-04 | SYSteM PrOJ P 5
Information security in Management controls are implemented correctly, operating as intended and producing
project management the desired outcome with respect to meeting the requirements.
Compliance -
Relevant legal, regulatory, and contractual requirements are identified and ) Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
HSUP25 Compliance Functional |  Subset Of cPL01 10
implemented. Contractual Compliance relevant statutory, regulatory and contractual controls.
reauirements
Cloud Seaurity - Cloud |,y o egsment methodology and cloud assurance activities that support Risk Management Mechanisms exist to facilitate the implementation of strategic
HSUP26 security risk assessment | Gd . i PP Functional Subset Of . 8 RSK-01 1sms exi i imp . rategic, 10
the use of cloud technologies are in place. Program operational and tactical risk management controls.
and assurance
Systems Acquisition,
Development and R - Stakeholder Mechanisms exist to identify and involve pertinent stakeholders of
Business, customer, and security requirements are identified, documented,
HSUP27 Maintenance - Business, : - e Functional | Intersects With | Identification & AST-01.2 | critical systems, applications and services to support the ongoing secure 5
and approved when developing or acquiring applications.
customer and security Involvement management of those assets.
requirements
Systems Acquisition,
t4 quisi Mechanisms exist to identify critical system components and functions
Developmentand | oo customer, and security requirements are identified, documented, Cybersecurity & Data by performing a criticality analysis for critical systems, system
HSUP27 Maintenance - Business, ’ ’ i ’ " | Functional | Intersects With | Privacy Requirements | PRM-05 | ¥ P v ystems. sy 5

customer and security
requirements

and approved when developing or acquiring applications.

Definition

components or services at pre-defined decision points in the Secure
Development Life Cycle (SDLC).
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Strength of

STRM STRM S Controls Fi k (SCF)
FDE Name Focal Document Element (FDE) Description SCF Control eoure Gontrols Framework (SCF) Relationship Notes (optional)
LENLEICY Relationship Control Description
(optional)
Mechanisms exist to define business processes with consideration for
Systems Acquisition, cybersecurity & data privacy that determine:
Development and 1) The resulting isk to assets, and
velop Business, customer, and security requirements are identified, documented, Business Process o ulting i
HsUP27 Maintenance - Business, : - o Functional | Intersects With o PRM-06 |other organizations; and 5
and approved when developing or acquiring applications. Definition
customer and security (2) Information protection needs arising from the defined business
requirements processes and revises the processes as necessary, until an achievable
set of protection needs is obtained.
Mechanisms exist to conduct recurring assessments of fisk that includes
HsUP2s Risk Management -Risk [ Risk assessments are performed on new, existing systems, and applications | caual Risk Assassmant askoa |the likelinood and magnitude of arm, from unauthorized access, use, o
Assessments [ to understand the risks posed to the organisation while using them. disolosure, disruption, or of the
systems and data.
Change Management - |The proposed changes are to be analysed for potential security threats and Security Impact Analysis Mechanisms exist to analyze proposed changes for potential secu
HSUP29 g 8 Prop! ges ar ysedfor potent ity Functional Equal ity Imp Y81 che-03 1sms ext V2 prop! ges for potenti ity 10
Security testing their impact on the and their cust for Changes impacts, prior to the of the change.
‘Asset Lifecyole Security -
sset Lifecycle Seourity -\, o isation's i ion and jated assets are i Mechanisms exist to facilitate the implementation of data protection
HSUP30 Information and - Functional |  Subset Of Data Protection DCH-01 10
protected, used, and handled based on their importance. controls.
assets
Asset Lifecycle Security - ) Mechanisms exist to ensure data and assets are categorized in
The s and assets are ) ) Data & Asset
HSUP30 Information and Functional | Intersects With DCH-02  |accordance with applicable statutory, regulatory and contractual 5
s |Protected, used, and handled based on their mportance. Classification
‘Asset Lifecyole Security -
sset Lifecycle Seourity -\, o isation's i ion and jated assets are i Mechanisms exist to facilitate the implementation of endpoint security
HSUP30 Information and - Functional |  Subset Of Endpoint Security END-01 10
protected, used, and handled based on their importance. controls.
assets
Business Continuity and
Disaster Recovery
Inthe event of a disruption or failure, critical information or services are ) | Resume Al Missions & Mechanisms exist to resume all missions and business functions within
HSUP31 Management - Functional | Intersects With BCD-02.1 5
identified, and measures are taken for the continuity of services. Business Functions Recovery Time Objectives (RTOs) of the contingency plan’s activation.
Information security
during disruption
Business Continuity and
DisasterRecovery || eotion o ailure, orticalinformation or services are Continue Essential Mechanisms exist to continue essential missions and business functions
v isruption o failure, critical i ion or services ar ) ) o ) ° i ’ o
HSUP31 Management - P Functional | Intersects With | Mission & Business | BCD-02.2 |with little or no loss of operational continuity and sustain that continuity 5
identified, and measures are taken for the continuity of services. ) ) ’ .
Information security Functions until full system restoration at primary processing and/or storage sites.
during disruption
Mechanisms exist to facilitate the implementation of cryptographic
Cryptography - Use of |Rules for effective use of cryptography, including encryption, and key ) Use of Cryptographic
HSUP32 yptography ryprography, g encryp! o Functional | Subset Of Typtograp CRY-01 |protections controls using known public standards and trusted 10
are defined and Controls
dentity and A isms exist t i t f
entity and Access | o mplete lifecycle of the account(s) being used to access, process, or Mec existto ly govern account ©
HSUP33 Management - dentity : o Functional Equal Account Management |  IAC-15 |individual, group, system, service, application, guest and temporary 10
manage information and services is managed.
accounts.
dentity and Access
v X X . o X Mechanisms exist to strictly govern the use of Authenticate, Authorize
Management- |User accounts are and the Authenticate, Authorize
HSUP34 A Functional Equal ° IAC-01.2  |and Audit (AAA) solutions, both on-premises and those hosted by an 10
Information process is prevented. and Audit (AAA)
External Service Provider (ESP).
Identity and Access | Access to information and its associated assets is defined and authorised isms exist to govern account of
HSUP3s Management - Access | according to the business, customer and security requirements by adhering | Functional | Intersects With | Account Management | IAC-15 |individual, group, system, service, application, guest and temporary 5
Rights to the organisation’s identity and access management policy or procedures. accounts.
Identity and Access | Access to information and its associated assets is defined and authorised : ’ ) o
User Provisioning & De- Mechanisms exist to utilize a formal user registration and de-registration
HSUP35 Management - Access |according to the business, customer and security requirements by adhering |  Functional | Intersects With stonr 1AC-07 ? 5
. Provisioning process that governs the assignment of access rights.
Rights to the organisation's identity and access management policy or procedures.
Identity and Access
> Organisations are to ensure that only authorised users, software ) Privileged Account Mechanisms exist to restrict and control privileged access rights for
HSUP36 Management - Privileged Functional Equal 1AC-16 10
components and services are provided with privileged access rights. Management (PAM) users and services.
Access Rights
dentity and Access Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy
e Access to source code, development tools, and software libraries are ) | Role-Based Access sms ext ol (RBAC) policy
HSUP37 Management - Access to Functional | Intersects With IAC-08  |over users and resources that applies need-to-know and fine-grained 5
restricted, appropriately managed, and maintained. Control (RBAC)
source code access control for sensitive/regulated data access.
dentity and A
entity and Accass |, o< to source code, development tools, and software libraries are Access to Program Mechanisms exist to limit privileges to change software resident within
HSUP37 Management - Access to and Functional | Intersects With TDA-20 " 5
restricted, appropriately managed, and maintained. Source Code Software libraries.
source code
Information Security. Mechanisms exist to provide governance oversight reporting and
Governance - Metrics affecting the organisation's cyber security posture are regulart Status Reporting To recommendations to those entrusted to make executive decisions about
HSUP38 ver 8 the ore "o P gularly Functional | Intersects With porting Gov-01.2 ! u recutive decisi 5
Performance reported to the Board, and any decisions made are clearly documented. Governing Body matters material to the 's &data
protection program.
Information Security
HsUPas Governance - Metrics affecting the organisation's cyber security posture are regularly Functional | Intersects With Measures of Gov.os | Mechanisms exist to develop, report and monitor cybersecurity & data s
Performance reported to the Board, and any decisions made are clearly documented. Performance privacy program measures of performance.
Physicaland
Environmental Security - Update, protect and maintain the devices installed as physical security Physical & Mechanisms exist to facilitate the operation of physical and
HSUP39 Maintenance of Physical [ - ' P' nta roest physt e Functional |  Subset Of Environmental PES-01 rsms ext H peration of physi 10
° safeguards including the utilities. ) environmental protection controls.
and Environmental Protections
Security
Physical and Physical access control mechanisms exist to enforce physical access
Environmental Security - authorizations for all physical access points (including designated
HSUP40 Vi UMY | Secure areas of the organisation are protected from unauthorised personnel. | Functional | Intersects With | Physical Access Control | PES-03 | 2Uthorizati physi points (including desig 5
Visitor Management entry/exit points) to facilities (excluding those areas within the facilty
System officially as publicly
o Phys\(:lall:nd . ohysioal Securityof Meche:vnisms wistto u:er::f;: sysu?mi, ef:ufrr:nf anLd ,especnv:,h ]
HSUP40 nvironmental SeCunty - | . .\ e areas of the organisation are protected from unauthorised personnel. |  Functional | Intersects With|  Offices, Rooms & pES.04 | OPeratingenvironments that require limited physical access so tha 5
Visitor Management o appropriate physical access controls are designed and implemented for
System offices, rooms and facilites.
Identification &
RemoteWorking- |, o mechanisms are available and supported by a documented policy or Authentication for Third Mechanisms exist to identify and authenticate third-party systems and
HSUP41 Remote Working and supp Y poliey Functional | Intersects With \cation for Thir IAC-05 party sy 5
guidelines to connect to the organisation's or customer's network. Party Systems & services.
Requirements
Services
Remote Working - ’ I v N
" Secure mechanisms are available and supported by a documented policy or Network Security Mechanisms exist to develop, govern & update procedures to facilitate
HSUP41 Remote Working ol Functional |  Subset Of NET-01 : 10
guidelines to connect to the organisation's or customer's network. Controls (NSC) the implementation of Network Security Controls (NSC).
Web Security -Security | 55U contots are ifthe is the web Technology Mechanisms exist to facilitate the implementation of tailored
HSUP42 ot Wab Applicasions | PPIications to protect them and their customers from potential cyber- Functional |  Subset Of Development & TDA-01  |development and acquisition strategies, contract tools and procurement 10
P attacks. Acauisition methods to meet unique business needs.
Mechanisms exist to design and implement product management
processes to proactively govern the design, development and production
of products and/or services across the System Development Life Cycle
Security controls arei if the organisation is ing the web SDLC) to:
Web Security - Security |- o. ) y ) ) spLojto '
HSUP42 Wb Aamtications | PPlations to protect them and their customers from patential cyber- Functional | Intersects With | Product Management | TDA-01.1 |(1) Improve functionality; 5
icati
attacks. (2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Web Securiy - Securty |SECUTY controls are ifthe is the web Secure Software Mechanisms exist to develop applications based on Secure Software
HSUP42 st Wab Applicarions | PPcations to protect them and their customers from potential cyber- Functional | Intersects With | Development Practices |  TDA-06 | Development Practices (SSDP). 5
attacks. (SSDP)
Mechani: t e the cloud i hitectt rts the
Cloud Security - Cloud |The organisation's architectural strategy supports the adoption of cloud Cloud Security lechanisms exist to ensure the cloud security architecture supports the
HSUP43 ey Functional Equal CLD-02  |organization's technology strategy to securely design, configure and 10
Security Architecture [ technologies. Architecture :
maintain cloud
Cloud Security - Use of
application& | Organisations are to make se of developed and configured APIs for secure Application & Program Mechanisms exist to ensure support for secure interoperability between
HSUP44 PP © ° devetop ¢ Functional Equal PP BaM | clp.os ISt to ensure subp perability 10
programming interface |transfer of information between different cloud components. Interface (API) Security components with Application & Program Interfaces (APIs).
)
Mechanisms exist to ensure multi-tenant owned or managed assets
HsUPds Cloud Security - Cloud |0 are to ensure that controls are to Functional caual Multi-Tenant CLo.0s |(Physical andvirtual) are designed and governed such that providr and o
security controls | protect inamul cloud . Environments customer (tenant) user access is appropriately segmented from other
tenant users.
Communications |\ q\,,s and network devices that are used within the organisation are to be Mechanisms exist to facilitate an IT Asset Management (ITAM) program
HSUP46 Security - Network © Functional Subset Of Asset Governance AST-01 8 prog! 10
Soourt securely managed. to implement and manage asset management controls.
rity
Communications ) o o System Hardening Mechanisms exist to develop, document and maintain secure baseline
Networks and network devices that are used within the organisation are to be "  ba
HSUP46 Security-Network |7 %% 7 e Functional | Intersects With | Through Baseline CFG-02 | configurations for technology platforms that are consistent with industry- 5
security Y gec: c accepted system hardening standards.
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Communications . P " .
Networks and network devices that are used within the organisation are to be Network Security Mechanisms exist to develop, govern & update procedures to facilitate
HSUP46 Security - Network Functional |  Subset Of NET-01 : 10
o securely managed. Controls (NSC) the implementation of Network Security Controls (NSC).
securi
Communications Mechanisms exist to employ boundary protections to isolate systems,
The systems and applications that are used to process, store, or transmit ) | 1solation of Information
HSUP47 Security - Segregation of Functional | Intersects With NET-03.7 |services and processes that support critical missions and/or business 5
information are connected to a separate, dedicated network. System Components
networks functions.
Communications . ) Mechanisms exist to ensure network architecture utilizes network
The systems and applications that are used to process, store, or transmit Network Segmentation " rentt >
HSUP47 Security - Segregation of ° Functional | Intersects With ' NET-06  [segmentation to isolate systems, applications and services that 5
information are connected to a separate, dedicated network. (macrosegementation)
networks from other network resource:
. ) 3 Mechanisms exist to create recurring backups of data, software and/or
Information Backups - | 22CKHP COPies of information, software, services provided, and relevant system images, as well as verify the integrity of these backups, to ensure
i ups - images, as well as verify the integri ups, to ensu
HSUP48 P9~ |systems are protected and maintained in accordance with the backup and |  Functional | Intersects With Data Backups sep-11 | & ety P 5
Information backup the availability of the data to satisfying Recovery Time Objectives (RTOs)
recovery procedures.
and Recovery Point Objectives (RPOS).
Backup copies of information, software, services provided, and relevant Mechanisms exist to restrict access to modify and/or delete backups to
Information Backups - ) | Backup Modification
HSUP48 Systems are protected and maintained in accordance with the backup and |  Functional | Intersects With BCD-11.10 | privileged users with assigned data backup and recovery operations 5
backup and/or Destruction
recover roles.
Back tested for thei i ith th
Information Backups - | o0 <P* are tested for their inac with the Testing for Reliability & Mechanisms exist to routinely test backups that verify the reliability of
HSUP49 backup and recovery procedures. Organisations are able to access restored |  Functional Equal ’ BCD-11.1 packul 1 the 10
Backup restoration Integrity the backup process, as well as the integrity and availability of the data.
backups as well.
Change Management - Separation of Mechanisms exist to manage separate development, testing and
Separate and|Organi inhouse systems, or services are to Development, Testiny operational environments to reduce the risks of unauthorized access o
HSUPSO per ° : v Functional Equal P S I VI v n ' ! " 10
non-production | maintain separate and and Operational changes to the operational environment and to ensure no impact to
production systems.
Patoh and Vulnerability
. y . fied,
HsUPst Management-Patoh _Identifed vlnerabilties o unpatched systems, services or applicationsare | L Vulnerability vPmo2 exist to ensure that are properly identified .
and vulnerabilities | properly identified, tracked, and remediated. Remediation Process tracked and remediated.
Patoh and Vulnerability
Management - Patch | Identified vulnerabilities or unpatched systems, services or applications are exist to detect ilties and errors b
HSUPS1 & P o PP Functional | Intersects With | Vulnerability Scanning |  VPM-06 ! ‘ * figur Y 5
and vulnerabilities | properly identified, tracked, and remediated. routine vulnerability scanning of systems and applications.
Configuration ) - System Hardening Mechanisms exist to develop, document and maintain secure baseline
havea baseline in place for new "  ba
HSUPs2 Management - Secure ) ‘ ne Functional Equal Through Baseline CFG-02 | configurations for technology platforms that are consistent with industry- 10
nent-s and existing systems, services, and applications.
c accepted system hardening standards.
Mechanisms exist to facilitate the implementation of contingenc
Capacity Management - | " c2P2¢iY for of Business Continity anning conral 0 holp enoutcresiont assets ad semicos & !
- i r re resili ices (e.g.,
HSUP53 pactt facilities, and support during Functional SubsetOf | ManagementSystem | BCD-01 |P oMM P £ 10
Capacity management Continuity of Operations Plan (COOP) or Business Continuity & Disaster
operations are met. (BCMS)
Recovery (BC/DR)
Capacity Managament .| 8 GAPSGIY reguiremens for mai of i : Capacity & Performance Meshanisms exist to faclitate the implementation of capasity
HSUPS3 ) facilities, and support during Functional |  Subset Of CAP-01 | management controls to ensure optimal system performance to meet 10
Capacity management Management 2
are met. expected and future capacity
Endpoint Securit services, and on systems and Maicious Code exist to utilize to detect and
HSUPs4 v ' Functional Equal Protection (Anti- END-04 10
Malware protection  |associated assets are protected against malware. et eradicate malicious code.
Data Leakage Prevention| Organisati to detect and t data leakage through th
ata Leakage Prevention) Organisations are to detect and prevent data leakage through the Monitoring For Mechanisms exist to monitor for evidence of unauthorized exfiltration or
HSUPSS -Dataleakage |unauthorised disclosure and siphoning of information by individuals, Functional | Intersects With MON-11 | on ° 5
Information Disclosure disclosure of non-public information.
prevention systems, or services.
Data Leakage Prevention| Organisations are to detect and prevent data leakage through the Data Loss Provention existto Data Loss Prevention (DLP)
HSUPSS -Dataleakage |unauthorised disclosure and siphoning of information by individuals, Functional | Intersects With oy NET-17  [to protect sensitive information as it is stored, transmitted and 5
prevention systems, or services. processed.
Business Continuity and
Disaster Recovery | The lessons learned from business continuity and disaster recovery testing Contingency Plan Root ’ ) .
Mechanisms exist to conduct a Root Cause Analysis (RCA) and "lessons
HSUPS6 Management -ICT  |are reflected in the established and implemented information security Functional Equal | Cause Analysis (RCA)& | BCD-05 e ) : o 10
learned" activity every time the contingency plan is activated.
readiness for business |controls. Lessons Learned
continuity
Physical and
Environmental Security -
v UMY~ nstalled physical and environmental security mechanisms are monitored for Monitoring Physical Physical access control mechanisms exist to monitor for, detect and
HSUPS7 Monitoring of physical catand Functional Equal PES-05 ) rechan 10
potential security incidents. Access respond to physical security incidents.
and environmental
security
Compliance - R f Cyb ity & Dat
ompliance - Review of | oo ular reviews are performed to confirm that the legal, regulatory, ybersecurity & Data exist to provide a & data protection controls
HSUPS8 compliance " Functional | Intersects With | ~ Protection Controls | CPL-02 A ! ° 5
5 statutory, and contractual requirements are met. Oversight oversight function that reports to the organization's executive leadership.
versi
Mechanisms exist to implement an internal audit function that is capable
Compliance - Review of | .12 reviews are performed to confirm that the legal, regulato of providing senior organization management with insights into the
HSUPS8 compliance e P : gal, regulatony, Functional | Intersects With | Internal Audit Function | CPL-02,1 | " Providing senior organizati o ith insights | 5
statutory, and contractual requirements are met. of the 's and
requirements
) Periodic Review & Mechanisms exist to review the cybersecurity & data protection program,
Gompliance - Review of | oo 1, eviews are performed to confirm that the legal, regulator Update of Cyb i including policies, standards and procedures, at planned intervals or if
HsuPss compliance gular revi P i gal, regulatory, Functional | Intersects with | UP4ate of Cybersecurity |, - |including policies, standards and procedures, at planned intervals or i s
requirements statutory, and contractual requirements are met. & Data Protection significant changes occur to ensure their continuing suitability, adequacy
a Program and
Systems Acquisition,
Developmentand | Independent security reviews are defined and implemented before any new Information Assurance Mechanisms exist to facilitate the implementation of cybersecurity &
HSUPS9 velop " " P omened herore any Functional |  Subset Of 1A0-01 " e Y v 10
Maintenance - |or major upgrades on systems are moved to the production environment. (1A) Operations data privacy assessment and authorization controls.
reviews
Mechanisms exist to formally assess the cybersecurity & data privac
Systems Acquisition, " ‘/ ‘/ Y pv 4
Development and | Independent security reviews are defined and implemented before any new controls in systems, applications and services through Information
v urity reviews are defi i e
HSUPS9 P P Y P Y Functional | Intersects With Assessments 1A0-02  |Assurance Program (IAP) activities to determine the extent to which the 5
Maintenance - or major upgrades on systems are moved to the production environment. ) ) ) N
o s controls are implemented correctly, operating s intended and producing
revi
P the desired outcome with respect to meeting expected requirements.
Mechanisms exist to create recurring backups of data, software and/or
Information Backups - system images, as well as verify the integrity of these backups, to ensure
HSUPSO PS " | Authorised personnel or teams are alerted upon unsuccessful backups. Functional | Intersects With Data Backups BCD-11 | /Stom ima 1y the integrity of these backups 5
Monitoring of backups the availability of the data to satisfying Recovery Time Objectives (RTOS)
and Recovery Point Objectives (RPOS).
Information Backups - Testing for Reliability & Mechanisms exist to routinely test backups that verify the reliability of
HSUPG0 PS | Authorised personnel or teams are alerted upon unsuccessful backups. Functional | Intersects With g forReliability & | g 194 y testbackup: ify the Y 5
Monitoring of backups Integrity the backup process, as well as the integrity and availability of the data.
Information Backups. Mechanisms exist to automatically alert incident response personnel to
HSUPGO o o [Authorised personnel or teams are alerted upon unsuccessful backups. Functional | Intersects With |  Automated Alerts | MON-01.12 |inappropriate or anomalous activities that have potential security 5
€ i incident
I tommation Backuns Mechanisms exist to generate, monitor, correlate and respond o alerts
HSUPSO o e are | Authorised personnet or taams are alerted upon unsuccessut backups. Functional | Intersects With | System Generated Alerts| MON-01.4 |from physical, cybersecurity, data privacy and supply chain activities to 5
¢ " achieve integrated situational
The activities performed on the information processing systems, services,
Logging and Monitoring - N . - Mechanisms exist to facilitate the implementation of enterprise-wide
HSUP61 and applications are logged and stored as per the organisation's (and the Functional | SubsetOf | ContinuousMonitoring | MON-01 10
Logging and monitoring monitoring controls.
customer's) logging and auditing
Mechanisms exist to configure systems to produce event logs that
contain sufficient information to, at a minimum:
) ) (1) Establish what type of event occurred;
Logaing and Monitoring .| T® 2€tivities performed on the information processing systems, servces, 2) When (4ate and s the svamt atouned
i itoring - i urred;
HSUP61 eeing | and applications are logged and stored as per the organisation’s (and the Functional | Intersects With | Content of Event Logs | MON-03 5
Logging and monitoring o e ) ) (3) Where the event occurred;
customer's) logging and auditing requirements.
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any with the event.
The activities performed on the informati ing systems, : v . ) )
Logging and Monitoring - 1" 2Ct1VItles performed on the information processing systems, services. Mechanisms exist to link system access to individual users or service
HSUP61 j "€ | and applications are logged and stored as per the organisation’s (and the Functional | Intersects With Audit Trails MON-03.2 5
Logging and monitoring > € accounts.
customer's) logging and auditing
Synchronization With
Logging and Monitoring - [ The systems, devices, and services are Mechanisms exist to synchronize internal system clocks with an
HSUP62 eing oring v ! ! Functional Equal Authoritative Time MON-07.1 1sms ext ynenronize i v : 10
Clock synchronisation |synchronised to an approved time source. — authoritative time source.
u
Human Resource
Security - T d Mechanisms exist to sanction personnel failing to comply with
HSUP63 ecurity -Terms and g o1y of employment and supplier agreements are enforced. Functional | Intersects With | Personnel Sanctions HRS-07 1sms exi lon p ling Ply wi 5
conditions of established security policies, standards and procedures.
Human Resource exist to require for
Security - Terms and Third-Party Contract
HSUP63 c:n’; o Breach of employment and supplier agreements are enforced. Functional | Intersects With o u::mems TPM-05  |&data privacy requirements with third-parties, reflecting the 5
it
d organization's needs to protect its systems, processes and data.
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Asset Lifecycl Misuse of the organisation's assets is investigated, and - ) . )
> ! Mechanisms exist to sanction personnel failing to comply with
HSUPs4 Informationand | procedures are followed as stated in the acceptable use policy, contractor | Functional | Intersects With | ~Personnel Sanctions |  HRS-07 ! " 5
established security policies, standards and procedures.
assets or service
Asset Lifecycl ty -| Misuse of the ‘s assets is and
. . Workplace Mechanisms exist to conduct employee misconduct investigations when
HSUP6a Informationand | procedures are followed as stated in the acceptable use policy, contractor |  Functional | Intersects With HRS-07.1 5
Investigations there is reasonable assurance that a policy has been violated.
assets agreements, or service
‘Asset Lifecycl ity -| Misuse of the organisation's assets s investigated, and Monitoring for Third- - - - o
> ! " Mechanisms exist to monitor for evidence of unauthorized exfiltration or
HSUPs4 Informationand | procedures are followed as stated in the acceptable use policy, contractor |  Functional | Intersects With | Party Information M7 | o monttor ) 5
[ disclosure of organizational information.
assets or service Disclosure
Asset Lifecycl ty -| Misuse of the ‘s assets is and Rovtow of Third-Party Mechanisms exist to monitor, regularly review and assess External
HSUP64 Informationand | procedures are followed as stated in the acceptable use policy, contractor | Functional | Intersects With oo TPM-08  |Service Providers (ESPs) for compliance with established contractual 5
assets agreements, or service for. & data privacy controls.
Information security Publishing Cybersecurity|
’ Aclear information security policy, acceptable use policy, topic-specific ) ° Mechanisms exist to establish, maintain and disseminate cybersecurity
HMLOT policy - Policies for Functional Equal &Data Protection Gov-02 10
policies and procedures are in place to maintain information security. & data protection policies, standards and procedures.
information security Documentation
Information Security
Incident Management Organisations report all security incidents and near misses to their senior Mechanisms exist to provide governance oversight reporting and
or to the Board by a Security Officer. All y - Status Reporting To recommendations to those entrusted to make executive decisions about
HSUPeS Learning from Functional | Intersects With cov-01.2 " 5
. ! | customer-related incidents are to be notified to the customer as per agreed Governing Body matters material to the s &data
information security
h timelines. protection program.
incident
Information Security
Incident Management Organisations report all security incidents and near misses to their senior existto L o] incidents to
ortothe Board by a Security Officer. All ) | Incident takeholder (1) Internal stakeholders;
HSUP6S Learning from Functional | Intersects With IRO-10 5
nformation soeurity | C1StomerTelated incidents are o be notifed to the customer as per agreed Reporting (2) Affected clients & third-parties; and
N timelines. (3) Regulatory authorities.
incident
Information Security
Evidence gathered as part of the incident management process is Mechanisms exist to facilitate the implementation of data protection
HSUP66 Incident Management - |+ oo & P net & process Functional | SubsetOf Data Protection DCH-01 isms exi . imp ! protecti 10
appropriately protected. controls.
Collestion of evidence
Information Securi
nformation Security. | g o o gathered as part of the incident management process is Sensitive / Regulated exist to protect sensiti data wherever it is
HSUPe6 Incident Management - ° Functional | Intersects With ! DCH-01.2 5
appropriately protected. Data Protection stored.
Collection of evidence
Information Security. Mechanisms exist to perform digital forensics and maintain the integrity
Evidence gathered as part of the incident management process is Chain of Custody &
HSUP66 Incident Management - © P & P Functional | Intersects With v IRO-08 | of the chain of custody, in with laws, 5
appropriately protected. Forensics
Collestion of evidence and industry-recognized secure practices.
Suppl t0 be systematically evaluated, and their informati it
uppliers are to be systematically evaluated, and thelr information security Mechanisms exist to facilitate the implementation of third-party
HSUPe7 Third-Party Management |activities are reviewed before and after onboarding of their systems and Functional | SubsetOf |Third-Party Management| TPM-01 10
Y management controls.
services.
Suppliers are o be systematically evaluated, and their information security Third-Party Risk
" N - Mechanisms exist to conduct a risk assessment prior to the acquisition
HSUP67 Third-Party Management |activities are reviewed before and after onboarding of their systems and Functional | Intersects With | Assessments & TPM-04.1 8
or outsourcing of technology-related services.
services. Approvals
Suppliers are to be systematically evaluated, and their information security oviow of Thrd bt Mechanisms exist to monitor, regularly review and assess External
HSUP67 Third-Party Management |activities are reviewed before and after onboarding of their systems and Functional | Intersects With orione ™| TPM-08 | Service Providers (ESPS) o compliance with established contractual 5
services. i for ity & data privacy controls.
exist to require for
The organisation's i ion security requi are to be included in Third-Party Contract
HSUPes Third-Party Contracts ' secunty Functional |  Subset Of I TPM-05  |& data privacy requirements with third-parties, reflecting the 10
the agreements with the suppliers. Requirements ;
organization's needs to protect its systems, processes and data.
Information security Publishing Cybersecurity|
’ Aclear information security policy, acoeptable s policy and topic-specific ) ° Mechanisms exist to establish, maintain and disseminate cybersecurity
HHSPO1 policy - Policies for Functional Equal &Data Protection Gov-02 10
°  |policies and procedures are in place. &data protection policies, standards and procedures.
information security Documentation
Human resource
security -Terms and | Hospitals processing and storing health information include the securi Defined Roles & isms exist to define ity roles & ibilities for all
HHSPO2 urty - er pitals processing a e oo o v Functional Equal o HRS-03 10
conditions of roles and responsibilities of personnel within job descriptions. Responsibilities personnel.
H
'""f" _’:s"“me 4 |bresch ofinformation security, inluding health information by personnel, Mechanisms exist o sanction personnel faling to complywith
security - Terms an isms exi i i i
HHSPO3 v is considered a security policy violation. Consequences of a security policy | Functional | Intersects With | ~Personnel Sanctions | HRS-07 P & Py 5
conditions of - et established security policies, standards and procedures.
violation leads to a disciplinary process.
Human resource
uman resour Abreach of information security, including health information by personnel, § § R
security - Terms and Workplace Mechanisms exist to conduct employee misconduct investigations when
HHSPO3 is considered a security policy violation. Consequences of a security policy | Functional | Intersects With “ HRS-07.1 " " 5
conditions of Investigations there is reasonable assurance that a policy has been violated.
violation leads to a disciplinary process.
Human resource
ty - Onboarding, |Procedures for providing and revoking logical and physical access when User Provisioning & De- Mechanisms exist to utilize a formal user registration and de-registration
HHSP04 security - Onboarding, res for providing and revoking log physi Functional | Intersects With 4 8 IAC-07 1sms exi § gistrati Teglstrati 5
offboarding and role | personneljoin, have a role change, or leave the hospital are in place. Provisioning process that governs the assignment of access rights.
change
Human resource
security - Onboarding, | Procedures for providing and revoking logical and physical access when Change of Roles & Mechanisms exist to revoke user access rights following changes in
HHSPO4 Lty reing ® forproviding € 8 prysical ac Functional | Intersects With & 1AC-07.1 o © & chang 5
offboarding and role | personneljoin, have a role change, or leave the hospital are in place. Duties personnel roles and duties, if no longer necessary o permitted.
change
Human resource
ty - Onboarding, |Procedures for providing and revoking logical and physical access when Termination of Mechanisms exist to revoke user access rights in a timely manner, upon
HHSP04 security - Onboarding, res for providing and revoking log physi Functional | Intersects With i 1AC-07.2 1Sms existto revoke user fights | d P 5
offboarding and role | personneljoin, have a role change, or leave the hospital are in place. Employment termination of employment or contract.
change
Human resource Physical access control mechanisms exist to maintain a current list of
security - Onboarding, | Procedures for providing and revoking logical and physical access when Physical Access ersonnel with authorized access to organizational facilities (except for
HHSPO4 Uty reing ® forproviding € 8 prysiea ac Functional | Intersects With veica pes-02 P th authort ganizat iities (excep! 5
offboarding and role | personneljoin, have a role change, or leave the hospital are in place. Authorizations those areas within the facility officially designated as publicly
change
Asset ifecycle security - Mechanisms exist to facilitate an IT Asset Management (ITAM) program
HHSPOS Health i ionand [Asset isin place. Functional | Subset Of Asset Governance AST-01 > & prog 10
to implement and manage asset management controls.
assets
‘Asset lifecycle security -
Mediacquipment | o s for media sauibment management, decommissionin Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
rei a equi 3 issioni ) ' ey !
HHSPOS management, (7100508 99 M A & €] Functional Equal | Destruction orRe-Useof |  AST-09 using defined and methods to 10
u .
decommissioning and P Equipment prevent information being recovered from these components.
disposal
Mechanisms exist to cover:
1) Preparation;
Health information () Prep . ;
ooty motdont (2) Automated event detection or manual incident report intake;
HHSPO7 Ahealth information security incident management process s in place. Functional | Intersects With |  Incident Handling 1RO-02 | (3) Analysis; 5
management - Planning >
and preparation (4) Containment;
(5) Eradication; and
(6) Recovery.
Health information
security incident Incident Response Plan Mechanisms exist to maintain and make available a current and viable
HHSPO7 urity fnc Ahealth information security incident management process is in place. Functional | Intersects With | " P IRO-04 1sms exi it " ) : 5
management - Planning (IRP) Incident Response Plan (IRP) to all stakeholders.
and preparation
Business continuity and
N . . N . Mechanisms exist to facilitate the implementation of contingency
disaster recovery | Documented, approved, business continity and disaster recovery Business Continuity
‘ e - ) planning controls to help ensure resilient assets and services (e.g.,
HHSPOS - resilience policies and procedures are Functional | SubsetOf | ManagementSystem | BCD-01 10
) Continuity of Operations Plan (COOP) or Business Continuity & Disaster
Information security |established. (BCMS)
A v Recovery (BC/DR) playbooks).
during disruption
exist to require for
Supplier - |the security requi for managing the risks while a supplier Third-Party Contract
HHSPO9 PP ity requ s for managing - PP Functional Equal "y TPM-05 | & data privacy requirements with third-parties, reflecting the 10
Policy for suppliers  |is accessing health information are identified and communicated. Requirements °
organization's needs to protect its systems, processes and data.
dentity and access ) - ) v ) o
Establish, document, approve, and implement rules to control physical and Mechanisms exist to enforce Logical Access Control (LAC) permissions
HHSP10 management - Access | ! " ° Functional | Intersects With | ~Access Enforcement | 1AC-20 ne °ee 5
o logical access to health information and its assets. that conform to the principle of "least privilege.”
contro
Identity and access Physical access control mechanisms exist to enforce physical access to
v Establish, document, approve, and implement rules to control physical and ) | Access To Information Ve " sms ex physt
HHSP10 management - Access Functional | Intersects With PES-03.4 |critical systems or data, in addition to the 5
logical access to health information and its assets. Systems.
control physical access controls for the facility.
Operational Mechanisms exist  data and/ t
Medical devices - | Hospitals are to include cyber security in procurement planning and perationalizing echanisms exist to compel data and/or process owners to
HHSP11 Functional | Intersects With | Cybersecurity & Data | GOV-15 |operationalize cybersecurity & data privacy practices for each system, 5
Purchase or lease |decisions. - ° P
Protection Practices andor service under their control.
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Medical devices -

Hospitals are to include cyber security in procurement planning and

Cybersecurity & Data

Mechanisms exist to assess cybersecurity & data privacy controls in
system project development to determine the extent to which the

HHSP11 Functional | Intersects With | Privacy In Project PRM-04 A A ) 5
Purchase or lease |decisions. o controls are implemented correctly, operating as intended and producing
8 the desired outcome with respect to meeting the requirements.
Modiatdovices - |Hospitas et nclod ybor seurtyn prosuremnt plaing an i b pefoming s icaty syt for ot v, e
HHSP11 " ; P ! yber security In procur planning Functional | Intersects With | Privacy Requirements | PRM-05 |°Y Performinga criticality analysis for critical systems, system 5
Purchase or lease |decisions. AP components or services at pre-defined decision points in the Secure
D Life Cycle (SDLC).
existto data protection and
Information Security Steering Committee & business alignment through a steering committee or advisory board,
i i i i i d,
HHSP12 hip | The Board is for hospitals security Functional Equal GOV-01.1 © © e v 10
Program Oversight comprised of key cybersecurity, data privacy and business executives,
of information security
which meets formally and on a regular basis.
Mechanisms exist to document a Site Security Plan (SitePlan) for each
Physical and A olicy and for hysical Site Security Plan d jcati t izethe
HHSP13 environmental security - poliey physk Functional Equal ! urity PES-01.1 |SeTveran reomto ° 10
N security within the hospital is in place. (SitePlan) security controls to protect physical access to technology assets, as well
Policies and procedures y control
as applicable risks and threats.
Physical and
environmental security - | A documented and approved procedure to remove papers and removable Mechanisms exist to facilitate the implementation of data protection
HHSP14 b Uy e approvec P ’ pap Functional |  Subset Of Data Protection DCH-01 P P 10
Clear deskand clear [ storage from easily accessible areas is implemented. controls.
screen policy
Physicaland
tal ity - | A documented and a oved procedure to remove papers and removable Sensitive / Regulated exist to protect data wherever it is
HHSP14 environmentat security ; pprovedp ) pap femov: Functional | Intersects With tive /e DCH-01.2 Histtop o 5
Clear deskand clear | storage from easily accessible areas is implemented. Data Protection stored.
screen policy
Physical and
environmental security - | A documented and approved procedure to remove papers and removable Removable Media Mechanisms exist to restrict removable media in accordance with data
HHSP14 bl Uy e approver P . pap Functional | Intersects With ° DCH-12 5
Clear deskand clear [ storage from easily accessible areas is implemented. Security handling and acceptable usage parameters.
screen policy
Cloud security - Cloud
iy oty &cloud|Hospitals ave planned maintenance of health nformton ia cloud exist to develop, disseminate, review & update
HHSP15 security policy & clou P P ! {nrormation vi Functional SubsetOf | Maintenance Operations| MNT-01 |to facilitate the implementation of maintenance controls across the 10
‘security agreement services as documented in policies and agreements. enterprise.
(csA) prise.
System acquisition,
development and
. . . . 3 Operationalizing Mechanisms exist to compel data and/or process owners to
maintenance - Security |Health information systems are securely designed, and appropriate controls
HHSP16 . Functional | Intersects With | Cybersecurity & Data | GOV-15 |operationalize cybersecurity & data privacy practices for each system, 5
while developing  |are implemented.
Protection Practices application and/or service under their control.
applications, products
or services
System acquisition,
development and
) v ) ) ) ) Mechanisms exist to facilitate the implementation of industry-recognized
maintenance - Security |Health information systems are securely designed, and appropriate controls Secure Engineering
HHSP16 . Functional |  Subset Of h SEA-01  [cybersecurity & data privacy practices in the specification, design, 10
while developing | are implemented. Principles
and of systems and services.
applications, products
or services
Mechanisms exist to create recurring backups of data, software and/or
Information backups - system images, as well as verify the integrity of these backups, to ensure
HHSP17 rmat UPS - |\ hackup and recovery procedure is in place. Functional | Intersects With Data Backups BCp-11 | SYStem imae well as verify grity up . 5
Policies and procedures the availability of the data to satisfying Recovery Time Objectives (RTOs)
and Recovery Point Objectives (RPOS).
Information backups Information System Mechanisms exist to ensure the secure recovery and reconstitution of
HHSP17 Abackup and recovery procedure is in place. Functional | Intersects With Recovery & BCD-12 Y 5
Policies and procedures systems to a known state after a disruption, compromise or failure.
Change Management - |A documented process is in place for performing changes to new and existin Change Management Mechanisms exist to facilitate the implementation of a change
HHSP18 ange Manag P P P 8 chang: ®| Functional | SubsetOf e Manag CHG-01 P & 10
Policies and procedures |systems or services related to health information. Program management program.
- f
HHSP1s Change Management - [ documented process s in place for performing changes tonew and existing| | | Configuration Change | o | Mechanisms exist to govern the technical configuration change control .
Policies and procedures |systems or services related to health information. Control processes.
Patoh and vulnerabilit Vulnerability & Patch
ateh andvulnerability | \ .o mented process is in place for identifying vulnerabilities and updating uinerability & Patal Mechanisms exist to facilitate the implementation and monitoring of
HHSP19 management - Policies ) Functional | SubsetOf | ManagementProgram | VPM-01 " 10
patches on the hospitals systems, services and applications. Vlnerability management controls.
and (VPMP)
Patoh and vulnerabilit
vl 1Y | A documented process is in place for identifying vulnerabilities and updating § § Vulnerability exist to ensure that are properly identified,
HHSP19 management - Policies Functional | Intersects With VPM-02 5
patches on the hospitals systems, services and applications. Remediation Process tracked and remediated.
and procedures
Patoh and vulnerability v I . ] : :
"Y' | A documented process is in place for identifying vulnerabilities and updating Software & Firmware Mechanisms exist to conduct software patching for all deployed
HHSP19 management - Policies ) Functional | Intersects With i VPM-05 " 5
: patches on the hospitals systems, services and applications. Patching operating systems, applications and firmware.
an
Human resource
secuty.Termaana | 10SPel. ot 8 minimum, crsen al personinet by vertying thele dentry. Mechanisms exist to manage personnel security risk by screening
urity - Ter
HHSP20 Y previous health and Functional Equal Personnel Screening | HRS-04 |0 € age p Y 10
conditions of individuals prior to authorizing access.
criminal before of
Hospitals processing health information are to ensure: a: information Mechanisms exist to assign one or more qualified individuals with the
Human resource : e - Assigned Cybersecurity eon "
security responsibilities are clearly defined and assigned b: a governance mission and resources to centrally-manage, coordinate, develop,
HHSP21 security - Roles and ; ) AR Functional | Intersects With | & Data Protection cov-0s | ) manat ' 5
e |body overseeing heaith information security actviies is in place c: at least PR implement and maintain an enterprise-wide cybersecurity & data
ibilti ibilti
P one individual is responsible for health information security. P protection program.
Humanresource | HOSPIaS ing health i ion are to ensure: a i Mechanisms exist to enforce an accountability structure so that
uman resour
security responsibilities are clearly defined and assigned b: a governance Stakeholder teams and ind are ible and
HHSP21 security - Roles and 1 resp . 1y cefined and assigned b: 2 ¢ Functional | Intersects With ’ cov-04.1 | PP " : : 5
e |body overseeing heaith information security actviies is in place c: at least Accountability Structure trained for mapping, measuring and managing data and technology-
ponsibllitl one individual is responsible for health information security. related risks.
Hospitals processing health information are to ensure: as information
Human resource ) o i : Mechanisms exist to establish an authoritative chain of command with
security responsibilities are clearly defined and assigned b: a governance Authoritative Chain of
HHSP21 security - Roles and ; ) e Functional | Intersects With GOV-04.2 | clear lines of communication to remove ambiguity from indivicuals and 5
body overseeing health information security activities is in place c: at least Command
responsibilities . ’ . . ) teams related to managing data and technology-related risks.
one individual is responsible for health information security.
H Cyb ity & Dat
UMANTESOUICe |1 ore has been an assessment of information security training needs and a ybersecurity &Data Mechanisms exist to facilitate the implementation of security workforce
HHSP22 security - Training orans Functional |  Subset Of Privacy-Minded SAT-01 10
training plan is putin place. development and awareness controls.
Workforce
Health information
! ! Hospitals processing and storing health information have roles and ) ) ) .
security incident Defined Roles & exist to define roles & forall
HHSP23 responsibilities determined for carrying out the incident management Functional Equal oS HRS-03 10
management - Roles and 2" Responsibilities personnel.
responsibilities .
Business continuity and v ) ) ] ]
Mechanisms exist to facilitate the implementation of contingency
disaster recovery Establish criteria for developing business continuity, disaster recovery, Business Continuity N "
planning controls to help ensure resilient assets and services (e.g.
HHSP24 management - ICT  |operational resilience strategies, and capabilities based on disruption Functional | SubsetOf | ManagementSystem | BCD-01 nne ! : ices (. 10
Continuity of Operations Plan (COOP) or Business Continuity & Disaster
readiness for business |impacts and risk to hospitals. (BCMS)
Recovery (BC/DR) playbooks).
continuity
Business continuity and
disaster recovery | Establish criteria for developing business continuity, disaster recovery, ) : ’ . )
HHSP24 management - ICT  |operational resilience strategies, and capabilities based on disruption Functional | Intersects With | Fecover/ Time /Point | g, o 4 | Mechanisms exist to facilitate recovery operations in accordance with 5
- rational resil rategies, it isrupti uncti i -01.
& P © P P Objectives (RTO/RPO) Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS).
readiness for business |impacts and risk to hospitals.
continuity
Suppl tematically evaluated, and their informati i - N ) ] .
Supplier management - | >UPPIIeTS are systematically evaluated, and their information security Mechanisms exist to facilitate the implementation of third-party
HHSP25 activities are reviewed before and after onboarding of their systems and Functional | SubsetOf |Third-Party Management| TPM-01 10
Supply chain risks v management controls.
services.
Suppliers are systematically evaluated, and their information security Third-Party Risk
Supplier management - N N Mechanisms exist to conduct a risk assessment prior to the acquisition
HHSP25 activities are reviewed before and after onboarding of their systems and Functional | Intersects With | Assessments & TPM-04.1 5
Supply chain risks or outsourcing of technology-related services.
services. Approvals
Supplior management - | SUPPrs are systematicaly evaluated, and their nformation security Aoviews of Third.Party Mechanisms exist o moritor, egularly eview and assoss Extornal
HHSP25 e |activities are reviewed before and after onboarding of their systems and Functional | Intersects With oo TPM-08  |Service Providers (ESPs) for compliance with established contractual 5
i services. i for ity & data privacy controls.
Medical devices - | Vulnerability scanning on medical devices is only performed when they are in Compensatin Mechanisms exist to identify and implement compensatin
HHSP26 . " Y ity ing . ices s only pertort Yarein | Eunctional | Intersects With pensating RSK-06.2 Isms exist to identify and Imp! pensating 5
Medical device scanning | test environment not connected for patient care. Countermeasures countermeasures to reduce risk and exposure to threats.
Vulnerability & Patch
Medical devices - |Vulnerability scanning on medical devices is only performed when they are in utnerability & Patd Mechanisms exist to facilitate the implementation and monitoring of
HHSP26 Functional | SubsetOf | ManagementProgram | VPM-01 10

Medical device scanning

a test environment not connected for patient care.

(VPMP)

vulnerability management controls.

(SloC)

ttribution: WoDerivatives 6.0
International (€€ BY-ND 4.0)

Secure Controls Framework (SCF)

60f15



Set Theory Relationship Mapping (STRM)

New Zealand Health Information Security Framework (HISF) 2022

STRM

STRM

Secure Controls Framework (SCF)

Strength of

version 2025.2
6/26/2025
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Medical devices - | Vulnerability scanning on medical devices is only performed when they are in exist to detect ilties and errors b
HHSP26 ° ¢ ) Y e Stsonyp Y Functional | Intersects With | Vulnerability Scanning |  VPM-06 ! ) ! figur Y 5
Medical device scanning | test environment not connected for patient care. routine vulnerability scanning of systems and applications.
Mechanisms exist to assign one or more qualified individuals with the
Information Security | Roles and are defined and for planning, Assigned Cybersecurity o mgcem e man: PN
issi u rally- , coordinate, \
HHSP27 Governance - Roles and |implementing, operating, assessing, and reporting on the hospitals Functional | Intersects With | & Data Protection GOv-04 v 8 P 5
implement and maintain an enterprise-wide cybersecurity & data
security Responsibilities
protection program.
Mechani: st t e tability structt that
Information Security |Roles and are defined and for planning, echanisms exist to enforce an accountability structure so tha
: N . . . . " Stakeholder teams and are and
HHSP27 Governance - Roles and |implementing, operating, assessing, and reporting on the hospitals Functional | Intersects With cov-0a.1 | PP " " ‘ 5
RO o Accountability Structure trained for mapping, measuring and managing data and technology-
Y related risks.
Information Security
P Y Operationalizing Mechanisms exist to compel data and/or process owners to
vernance -
HHSP28 Information security in Hospitals are to integrate information security into project management. Functional Intersects With Cybersecurity & Data GOV-15 operationalize cybersecurity & data privacy practices for each system, 5
i rity i
oo Y Protection Practices application and/or service under their control.
Information Securi Mechanisms exist to assess cybersecurity & data privacy controls in
v Cybersecurity & Data ' " " privacy
Governance - system project development to determine the extent to which the
HHSP28 ° | Hospitals are to integrate information security into project management. Functional | Intersects With | Privacy In Project PRM-04 * ne exte ! 5
Information security in o controls are implemented correctly, operating as intended and producing
project management 8 the desired outcome with respect to meeting the requirements.
Inio(rsmauon Security Cybersseuity & Dot bMechiifnisms exis(‘({u id:nlify clri(i‘cafl syslf‘m (:um[sonenls a(nd functions
overnance - erforming a criticality analysis for critical systems, system
HHSP28 © " | Hospitals are to integrate information security into project management. Functional | Intersects With | Privacy Requirements | PRM-05 | P g acriticality analysis | bal systems, y: 5
Information security in AP components or services at pre-defined decision points in the Secure
project D Life Cycle (SDLC).
Compliance -
Relevant legal, regulatory and contractual requirements are identified and ) Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
HHSP29 Compliance Functional |  Subset Of cPL01 10
implemented. Contractual Compliance relevant statutory, regulatory and contractual controls.
reauirements
Cloud seaurity - Cloud |,y o oqsment methodology and cloud assurance activities that support Risk Management Mechanisms exist to facilitate the implementation of strategic.
HHSP30 security risk assessment | Gd . i PP Functional Subset Of . 8 RSK-01 1sms exi i imp . rategic, 10
the use of cloud technologies are in place. Program operational and tactical risk management controls.
and assurance
System acquisition,
. Mechanisms exist to assess cybersecurity & data privacy controls in
development and Cybersecurity & Data
‘ "9 |Heatth information business security requirements are identified, ) ) system project development to determine the extent to which the
HHSP31 maintenance - Business Functional | IntersectsWith | Privacy In Project PRM-04 5
o documented and approved when developing or acquiring applications. Monagoment controls are implemented correctly, operating as intended and producing
: the desired outcome with respect to meeting the requirements.
System acquisition,
N Mechanisms exist to identify critical system components and functions
development and Cybersecurity & Data
N N Health information business security requirements are identified, N N N by performing a criticality analysis for critical systems, system
HHSP31 maintenance - Business Functional | Intersects With | Privacy Requirements | PRM-05 5
o documented and approved when developing or acquiring applications. AP components or services at pre-defined decision points in the Secure
) Development Life Cycle (SDLC).
System acquisition, Mechanisms exist to design, develop and produce products and/or
dovalopmentand ||| L on business securty requiraments are dentifsd Minimum Viable Product services in such a way that risk-based technical and functional
HHSP31 maintenance - Business g Functional | IntersectsWith | (MVP) Security TDA-02  |specifications ensure Minimum Viable Product (MVP) criteria establish 5
> documented and approved when developing or acquiring applications.
and security Requirements an appropriate level of security and resiliency based on applicable risks
il and threats.
Mechanisms exist to conduct recurring assessments of risk that includes
Risk management - Risk | " 2ssessments are performed on new and existing systems and the likelihood and magnitude of harm, from unauthorized access, use.
. kel i ,fr i , use,
HHSP32 applications that manage health information to understand and manage the | Functional Equal Risk Assessment RSK-04 © . 10
assessments discl disruption, or of the 's
risks posed to the hospital while using them.
systems and data.
era Changs Management - | The proposed changes are o be analysed for potential security threats and | ¢ cquot | Seoury Impact Analysis | - Mechanisms exist to analyze proposed changes for potantial security o
Seourity testing___|their impact to the hospital. for Changes impacts, prior to the of the change.
Asset lifecycle security -
Health and assets are otected, used, Mechanisms exist to facilitate the implementation of data protection
HHSP34 Health information and " pr Functional |  Subset Of Data Protection DCH-01 oms ext " imp ! protectt 10
and handled based on their importance. controls.
assets
‘Asset lifecycle security - - ) v ) ) ] ) .
) ° Health and assets are protected, used, Mechanisms exist to facilitate the implementation of endpoint security
HHSP34 Health information and . Functional |  Subset Of Endpoint Security END-01 10
and handled based on their importance. controls.
assets
Business continuity and
disaster recovery
Inthe event of a disruption or failure, critical health information and/or ) | Resume Al Missions & Mechanisms exist to resume all missions and business functions within
HHSP35 management - Functional | Intersects With BCD-02.1 5
_ [services are identified, and measures are taken for the continuity of services. Business Functions Recovery Time Objectives (RTOs) of the contingency plan’s activation.
Information security
during disruption
Business continuity and
disaster recovery Continue Essential Mechanisms exist to continue essential missions and business functions
Inthe event of a disruption or failure, critical health information and/or ) ) o ) . i ’ o
HHSP35 management - Functional | Intersects With | Mission & Business | BCD-02.2 |with little or no loss of operational continuity and sustain that continuity 5
_ |services are identified, and measures are taken for the continuity of services. ) ) ’ ’
Information security Functions until full system restoration at primary processing and/or storage sites.
during disruption
Supplier management -
Information security | The hospitals information security requirements are to be included in the Third-Party Contract exist torequire for
HHSP36 N Functional Equal TPM-05  |& data privacy requirements with third-parties, reflecting the 10
within supplier |agreements with the suppliers. Requirements °
organization's needs to protect its systems, processes and data.
agreements
) i - Mechanisms exist to facilitate the implementation of cryptographic
Cryptography - Use of |Rules for effective use of cryptography including encryption and ke Use of Cryptographic
HHSP37 Typtography ryptography g enerp o Functional | SubsetOf Typtograp! CRY-01 |protections controls using known public standards and trusted 10
are defined and Controls "
Identity and access existto ‘govern account of
The complete lifecycle of user account(s) being used to access, process, or )
HHSP38 management - Identity Functional Equal Account Management | 1AC-15 [individual, group, system, service, application, guest and temporary 10
manage health information is managed.
accounts.
dentity and
entity an: acfess User accounts are and o Authenticate, Authorize Mechanisms exist to strictly govern the use of Authenticate, Authorize
management - u uthenticate, i : ) )
HHSP39 © Functional Equal IAC-01.2  |and Audit (AAA) solutions, both on-premises and those hosted by an 10
Information process is prevented. and Audit (AAA) : :
atior External Service Provider (ESP).
Identity and access | Access to health information and its associated assets is defined and : ) .
Mechanisms exist to enforce Logical Access Control (LAC) permissions
HHSP40 management - Access |authorised according to the business and security requirements and adhere | Functional | Intersects With | Access Enforcement |  1AC-20 ot oo 5
that conform to the principle of “least privilege.
rights to the hospitals identity and access management policy or procedures.
Identity and access | Access to health information and its associated assets is defined and Role-Based Acoess Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy
HHSP40 management - Access_authorised according o the business and securlty requirements and adhere | - Functional | Intersects with | "2 898 E IAC-08  |over users and resources that applies need-to-know and fine-grained 5
e
rights to the hospitals identity and access management policy or procedures. access control for sensitive/regulated data access.
Identity and access
v Hospitals are to ensure that only authorised users, software components Privileged Account Mechanisms exist to restrict and control privileged access rights for
HHSP41 management - Privileged re that only ac > Functional Equal 1AC-16 10
and services are provided with privileged access rights. Management (PAM) users and services.
access rights
dentity and Mechanisms exist to enforce a Role-Based Access Control (RBAC) poli
entity andaccess | sess to source code, development tools, and software libraries are Role-Based Access echanisms exist to enforce a Role-Based Access Gontrol (RBAC) policy
HHSP42 management - Access to and Functional | Intersects With IAC-08 | over users and resources that applies need-to-know and fine-grained 5
restricted, appropriately managed, and maintained. Control (RBAC) °
source code access control for sensitive/regulated data access.
dentity and access
Acsess to source code, development tools, and software libraries are ) | Accessto Program Mechanisms exist to limit privileges to change software resident within
HHSP42 management - Access to Functional | Intersects With TDA-20 5
restricted, appropriately managed, and maintained. Source Code software libraries.
source code
Medical devices - Mechanisms exist to employ boundary protections to isolate systems,
\Where possible, production and legacy medical devices are on a separate Isolation of Information ploy 1Y protection: st
HHSP43 Protecting medical Functional | Intersects With NET-03.7 | services and processes that support critical missions and/or business 5
network. System Components °
devices functions.
Medical devices - |, e sossible, production and legacy medical devices are on a separate Compensatin Mechanisms exist to identify and implement compensatin
HHSP43 Protecting medical ' tad Functional | Intersects With s RSK-06.2 v e 5
devices network. Countermeasures countermeasures to reduce risk and exposure to threats.
Mechanisms exist to prevent unsupported systems by:
Mogical devicas (1) Replacing systems when support for the components is no longer
Where possible, production and legacy medical devices are on a separate available from the developer, vendor or manufacturer; and
HHSP43 Protecting medical P P gacy P Functional | Intersects With | Unsupported Systems | TDA-17 P 5
devices network. (2) Requiring justification and documented approval for the continued
use of unsupported system components required to satisfy
mission/business needs.
sra Medical devices - |All medical deices are maintained as per he latest updates from the Fomctionat cauat Stabto Veratons P04y | Mechanisms axst o nstal the latest stable version of any software o
and current industry/regulatory standard and/or security-related updates on all applicable systems.
Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
Medical devices - | Medical devices with patient health information are digitally sanitised before ure Disp: 1sms exi rely disp: oY OF repurpose sy
HHSP45 Functional Equal | Destruction or Re-Useof |  AST-09 using def and methods to 10

Dispose or return lease

their disposal or when they are being returned.

Equipment

prevent information being recovered from these components.
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Information Security

Mechanisms exist to provide governance oversight reporting and

Governance - Metrics affecting the hospitals cyber security posture are regularly reported . . Status Reporting To recommendations to those entrusted to make executive decisions about
HHSP46 Functional | Intersects With cov-01.2 ) 5
Performance to the Board, and any decisions made are clearly documented. Governing Body matters. material to the &data
protection program.
Information Security
Governance - Metrics affecting the hospitals cyber security posture are regularly reported Measures of Mechanisms exist to develop, report and monitor cybersecurity & data
HHSP46 ver € prals o VP euaryrep Functional | Intersects With cov-os | P 19 4 v 5
Performance to the Board, and any decisions made are clearly documented. Performance privacy program measures of performance.
measurement
Physical and
environmental security - Physical &
date, protect and maintain the devices installed as physical securi Mechanisms exist to facilitate the operation of physical and
HHSP47 Maintenance of physical [ - ' Proect a” " P v Functional |  Subset Of Environmental PES-01 ° ) i P 10
safeguards including the utilities. environmental protection controls.
and environmental Protections
security
Physicaland Physical access control mechanisms exist to enforce physical access
tal security - thorizations for all physical ints (including designated
HHSP48 environmental UMY - | . e areas of the hospital are protected from unauthorised personnel. Functional | Intersects With | Physical Access Control |  PES-03 | 2uthorizations forall physical access points (including designated 5
Visitor management entry/exit points) to facilities (excluding those areas within the facility
system officially as publicly
Physical and Mechanisms exist to identify systems, equipment and respective
envronmental socr Prsical Socurity o opeatingamironmens ha et e physica 30000 0 tht
i urity - ing envir uire limi i
HHSP4g ¥ | secure areas of the hospital are protected from unauthorised personnel. Functional | IntersectsWith |~ Offices, Rooms & PES-04 |OPOTENINE d ph 5
Visitor management Facilities appropriate physical access controls are designed and implemented for
system offices, rooms and facilities.
dentification &
Remote working - niio )
N Secure mechanisms are available and supported by a documented policy or . .| Authentication for Third Mechanisms exist to identify and authenticate third-party systems and
HHSP49 Remote working Functional | Intersects With 1AC-05 5
guidelines to connect to the hospital network and access health information. Party Systems & services.
requirements
Services
Remote working -
Secure mechanisms are available and supported by a documented policy or ) Network Security Mechanisms exist to develop, govern & update procedures to facilitate
HHSP49 Remote working Functional |  Subset Of NET-01 10
equirements guidelines to connect to the hospital network and access health information. Controls (NSC) the implementation of Network Security Controls (NSC).
reauirt
Technol Mechan tto facilitate the implementation of tailored
Web security - Security |Security controls arei hile the web applications to echnotogy echanisms existto facilitate the implementation of tailore
HHSPS0 o ° Functional |  Subset Of Development & TDA-01 | development and acquisition strategies, contract tools and procurement 10
of web applications | protect hospitals from potential cyber-attacks. Pr '
Acquisition methods to meet unique business needs.
Mechanisms exist to design and implement product management
processes to proactively govern the design, development and production
of products and/or services across the System Development Life Cycle
y y N . - (SDLC) to:
Web security - Security |Security controls are the web to
HHSP50 v - Security Y omedwhte Functional | Intersects With | Product Management | TDA-01.1 |(1) Improve functionality; 5
of web applications | protect hospitals from potential cyber-attacks.
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
] ] - ; - Secure Software Mechanisms exist to develop applications based on Secure Software
Web security - Security |Security controls are hile the web to °
HHSPS0 o ° Functional | Intersects With | Development Practices | TDA-06 | Development Practices (SSDP). 5
of web applications | protect hospitals from potential cyber-attacks. g
Mechanisms exist to ensure the cloud security architecture si orts the
Cloud security - Cloud | The hospital's architectural strategy supports the adoption of cloud . Cloud Security isms ex u u rity architecture supp!
HHSPS1 Functional Equal CLD-02 |organization's technology strategy to securely design, configure and 10
security architecture | technologies. Architecture
maintain cloud
Cloud security - Use of
lication& | Hospitals are to make use of developed and configured APIs for secure Application & Program Mechanisms exist to ensure support for secure interoperability between
HHSP52 application P velop gur . Functional Equal pplicat 8re CLD-04 1sms exi ure supp ure interoperability 10
programming interface |transfer of health information between different cloud components. Interface (API) Security components with Application & Program Interfaces (APs).
(API)
Mechanisms exist to ensure multi-tenant owned or managed assets
Cloud security - Cloud | Hospitals are to ensure that appropriate controls are implemented to Multi-Tenant hysical and virtual) are designed and governed such that provider and
HHSP53 ounty " : e appropr P Functional Equal ) ctoos [Pt irtual) are desig & provi 10
security controls | protect health inamul cloud Environments customer (tenant) user access is appropriately segmented from other
tenant users.
Communications
Networks and network devices used within hospitals or supporting hospitals Mechanisms exist to facilitate an IT Asset Management (ITAM) program
HHSP54 security - Network P pporting hospi Functional | Subset Of Asset Governance AST-01 > e (ITAM) prog 10
ity systems and applications are securely managed. to implement and manage asset management controls.
securi
Communications System Hardening Mechanisms exist to develop, document and maintain secure baseline
Networks and network devices used within hospitals or supporting hospitals ) )
HHSPS4 security - Network Functional | Intersects With | Through Baseline CFG-02  |configurations for technology platforms that are consistent with industry- 5
systems and applications are securely managed.
security C accepted system hardening standards.
Communications . . . " " .
Networks and network devices used within hospitals or supporting hospitals Network Security Mechanisms exist to develop, govern & update procedures to facilitate
HHSPS4 security - Network Functional |  Subset Of NET-01 : 10
o systems and applications are securely managed. Controls (NSC) the implementation of Network Security Controls (NSC).
securi
Communications Mechanisms exist to employ boundary protections to isolate systems,
The systems and applications used to process, store or transmit health N N Isolation of Information
HHSPSS security - Segregation of Functional | Intersects With NET-03.7 |services and processes that support critical missions and/or business 5
information are connected to a separate, dedicated network. System Components
networks functions.
Communications ) ) Mechanisms exist to ensure network architecture utilizes network
The systems and applications used to process, store or transmit health Network Segmentation " rentt >
HHSP55 security - Segregation of ° Functional | Intersects With N NET-06  |segmentation to isolate systems, applications and services that 5
information are connected to a separate, dedicated network. (macrosegementation)
networks from other network resource:
Mechanisms exist to facilitate the implementation of contingency
’ . : Business Continuity
Information backups - |Backup copies of health information, software and systems are protected planning controls to help ensure resilient assets and services (e.g.,
HHSPS6 : ; ) Functional | SubsetOf | ManagementSystem | BCD-01 10
backup |and in with the backup and recovery procedures. laoms) Continuity of Operations Plan (COOP) or Business Continuity & Disaster
Recovery (BC/DR)
Mechanisms exist to create recurring backups of data, software and/or
Information backups - |Backup copies of health information, software and systems are protected system images, as well as verify the integrity of these backups, to ensure
HHSP56 i P copies o ) v P Functional | Intersects With | Data Backups BCD-11 | /Stem ima 1y the integrity of these backups 5
backup |and in with the backup and recovery procedures. the availability of the data to satisfying Recovery Time Objectives (RTOS)
and Recovery Point Objectives (RPOS).
Mechanisms exist to create recurring backups of data, software and/or
Information backups - |Backup copies of health information, software and systems are protected system images, as well as verify the integrity of these backups, to ensure
HHSP56 i P copies o ; v P Functional | Intersects With | Data Backups BCD-11 | /Stem ima 1 the integrity of these backups 5
backup |and in with the backup and recovery procedures. the availability of the data to satisfying Recovery Time Objectives (RTOS)
and Recovery Point Objectives (RPOS).
Mechan tto restrict to modify and/or delete backups t
Information backups - |Backup copies of health information, software and systems are protected Backup Modification chanisms exist to restrict access to modify and/or delete backups to
HHSPS6 : ; ) Functional | Intersects With ) BCD-11.10 | privileged users with assigned data backup and recovery operations 5
backup |and in with the backup and recovery procedures. and/or Destruction \
roles.
Health information backups are tested for their restoration in accordance
Information backups - ! ! ps ar e Tesoraten ) Testing for Reliability & Mechanisms exist to routinely test backups that verify the reliability of
HHSPS7 with the documented backup and recovery procedures. Hospitals are able to |  Functional Equal BCD-11.1 10
Backup restoration Integrity the backup process, as well as the integrity and availability of the data.
access restored backups as well.
Change Management - Separation of Mechanisms exist to manage separate development, testing and
P Separate production and| Hospitals developing inhouse systems and applications are to maintain Functional caual Davelopment, Testing | o, oo [operational environments to reduse the isks of unauthorized access or o
separate and and Operational changes to the operational environment and to ensure no impact to
i systems.
Patoh and vulnerability
management - Patch | Identified vulnerabilities or unpatched systems, services or applications Vulnerabilit exist to ensure are properly identified,
HHSP59 & " paraher o PP Functional | Intersects With ’ Y VPM-02 that property 5
and vulnerabilities | within the hospital are properly identified, tracked and remediated. Remediation Process tracked and remediated.
Patoh and vulnerability
it - Patch  [ldentified vulnerabilities or unpatched systems, services or applications exist to detect and errors by
HHSP59 management - Patcl 1 rabllities or unp: Y vices or applicat Functional | Intersects With | Vulnerability Scanning |  VPM-06 X rors by 5
and vulnerabilities | within the hospital are properly identified, tracked and remediated. routine vulnerability scanning of systems and applications.
Configuration System Hardening Mechanisms exist to develop, document and maintain secure baseline
Hospitals have a standardised baseline configuration in place for new and )
HHSPEO management - Secure Functional Equal Through Baseline CFG-02 | configurations for technology platforms that are consistent with industry- 10
existing operating systems, services and applications.
c accepted system hardening standards.
J o . Susingss Continuity Mlecnénismslex‘lsxlxu;alcix‘xa(e the i@rle;nenta:iun Zv contingency
HHSP61 pacity 8 facilities, ication and envi support during Functional Subset Of Management System | BCD-01 | P\@nning controls to help ensure resilient assets and services (e €., 10
Capacity management Continuity of Operations Plan (COOP) or Business Continuity & Disaster
operations are met. (BCMS)
Recovery (BC/DR)
The capacity for of Mechanisms exist to facilitate the implementation of capacity
Capacity management - ) Capacity & Performance
HHSP61 facilities, and support during Functional |  Subset Of CAP-01 | management controls to ensure optimal system performance to meet 10
Capacity management Management
operations are met. expected and future capacity requirements.
Malicious Cod
Endpoint security - | Health information on hospital systems and associated assets are protected alicious Code exist to utilize to detect and
HHSP62 h Functional Equal Protection (Anti- END-04 " ! 10
Malware protection |against malware. eradicate malicious code.
Malware)
t
HHSP63 Data leakage prevention | Hospitals detect and prevent data leakage through the unauthorised Functional Intersects With Monitoring For MON-11 Mechanisms exist to monitor for evidence of unauthorized exfiltration or 5
Data leakage prevention and siphoning of by systems or services. Information Disclosure disclosure of non-public information.
‘Automated mech ist to implement Data Loss Prevention (DLP)
Data leakage prevention | Hospitals detect and prevent data leakage through the unauthorised Data Loss Prevention \utomated mechanisms exist to implement Data Loss Prevention (DLP)
HHSP63 Functional Intersects With NET-17 to protect sensitive information as it is stored, transmitted and 5

Data leakage prevention

and siphoning of i ion by i systems or services.

(DLP)
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FDE Name Focal Document Element (FDE) Description SCF Control new Relationship Notes (optional)
LENLEICY Relationship Control Description
(optional)
Business continuity and
disaster recover The lessons learned from business continuity and disaster recovery testin Contingency Plan Root
’ very rom busi inuityand di very testing ingency Mechanisms exist to conduct a Root Cause Analysis (RCA) and “lessons
HHSPG4 management - ICT [ are reflected in the established and implemented information security Functional Equal | Cause Analysis (RCA)& | BCD-05 omee ) : o 10
learned" activity every time the contingency plan is activated.
readiness for business |controls. Lessons Learned
continuity
System Hard Mechanisms exis to develop, d tand maintai baseli
Medical devices - | Medical devices are compliant with relevant standards, and the identified ystem Hardening echanisms exist to develop, document and maintain secure baseline
HHSPGS SO ) : standares, Functional | IntersectsWith | Through Baseline CFG-02  |configurations for technology platforms that are consistent with industry- 5
Compliance activities |risks are documented within the medical device risk register.
c accepted system hardening standards.
Medical devices - Medical devices are compliant with relevant standards, and the identified Mechanisms exist to maintain a risk register that facilitates monitorin;
HHSP65 § ! . ! pliant wi identifi Functional | Intersects With Risk Register RSK-04.1 isms exi intain a risk reg il ftoring 5
c activities | risks are within the medical device risk register. and reporting o risks.
eres Medical devicos - | Madical davioes are compliant with elevant standards, and the identified romctionat | imoresete win | Compensating askopz | Mechanisms exist o dentify and implemant compensating .
c activities |risks are ithin the medical device risk register. c to reduce risk and exposure to threats.
Physicaland
environmental security -
onm! """ | Instalied physical and environmental security mechanisms are monitored for ) Monitoring Physical Physical access control mechanisms exist to monitor for, detect and
HHSPE6 Monitoring of physical Functional Equal PES-05 10
potential security incidents. Access respond to physical security incidents.
and environmental
security
Compliance - Review of Cybersecurity & Data
Regular reviews are performed to confirm that the legal, regulatory, exist to provide a &data protection controls
HHSPG7 compliance gular revi P i gal, regutatory, Functional | Intersects With | ~ Protection Controls | CPL-02 XISt to provi 1@ protectl ) 5
statutory, and contractual requirements are met. Oversight oversight function that reports to the organization's executive leadership.
- Mechanisms exist to implement an internal audit function that is capable
Gompliance - Review of | g o1 eviews are performed to confirm that the legal, regulato  providing seni izati twith insights into th
HHSP67 compliance gular revi P " gal, regulatory, Functional | Intersects With | Internal Audit Function | CPL-02.1 |C' ProVidingsenior organization management with insights into the 5
N statutory, and contractual requirements are met. of the and
requirements
Periodic Review & Mechanisms exist to review the cybersecurity & data protection program,
Compliance - Review of | .. 12 reviews are performed to confirm that the legal, regulato Update of Cybersecurit ncluding policies, standards and procedures, at planned intervals or if
HHSP67 compliance e P : gal, regulatony, Functional | Intersects With | v "] Gov-gg | !Nelucing policies, procedures, at pl ! ” 5
equirements statutory, and contractual requirements are met. & Data Protection significant changes occur to ensure their continuing suitability, adequacy
Program and effectiveness.
System acquisition,
developmentand  [Independent security reviews are defined and implemented before any new Information Assurance Mechanisms exist to facilitate the implementation of cybersecurity &
HHSP68 evelopment an P urity reviews are defl imp re any Functional Subset Of ' ! 1A0-01 1sms exi ! imp ! V! s 10
maintenance- | or major upgrades on systems are moved to the production environment. (1A) Operations data privacy assessment and authorization controls.
reviews
- Mechanisms exist to formally assess the cybersecurity & data privacy
System acquisition,
) ) . controls in systems, applications and services through Information
developmentand  |Independent security reviews are defined and implemented before any new
HHSPGS e Functional | Intersects With Assessments 1A0-02  |Assurance Program (IAP) activities to determine the extent to which the 5
maintenance - or major upgrades on systems are moved to the production environment.
) controls are implemented correctly, operating as intended and producing
Independent reviews
the desired outcome with respect to meeting expected requirements.
Mechanisms exist to create recurring backups of data, software and/or
Information backups - | Authorised personnel or teams are alerted upon unsuccessful or incomplete system images, as well as verify the integrity of these backups, to ensure
HHSP69 rmat up uthorised p " up rincomp Functional | Intersects With Data Backups BCp-11 | SYStem imae verify grity up . 5
Monitoring of backups | backups. the availability of the data to satisfying Recovery Time Objectives (RTOs)
and Recovery Point Objectives (RPOS).
Information backups - | Authorised personnel or teams are alerted upon unsuccessful or incomplete Testing for Reliability & Mechanisms exist to routinely test backups that verify the reliability of
HHSP69 " ups - |Authorisedp " P rincome Functional | Intersects With e YR Bep-11.1 sms exist fo routinely P Y tability 5
Monitoring of backups | backups. Integrity the backup process, as well as the integrity and availability of the data.
) - Mechanisms exist to automatically alert incident response personnel to
Information backups - | Authorised personnel or teams are alerted upon unsuccessful or incomplete ! 2 " >
HHSP69 Functional | Intersects With |  Automated Alerts MON-01.12 |inappropriate or anomalous activities that have potential security 5
Monitoring of backups | backups. ! >
incident
Mechanisms exist to generate, monitor, correlate and respond to alerts
Information backups - | Authorised personnel or teams are alerted upon unsuccessful or incomplete ) )
HHSP69 Functional | Intersects With | System Generated Alerts| MON-01.4|from physical, cybersecurity, data privacy and supply chain activities to 5
Monitoring of backups | backups.
achieve integrated situational awareness.
—[The activities performed on the health information processing systems, - " - - -
Logging and monitoring - - Y ) Mechanisms exist to facilitate the implementation of enterprise-wide
HHSP70 : “"ME | ervices and applications are logged and stored as per the hospitals logging | Functional | SubsetOf | Continuous Monitoring | MON-01 nant 10
Logging and monitoring ) monitoring controls.
and auditing
Mechanisms exist to configure systems to produce event logs that
contain sufficient information to, at a minimum:
(1) Establish what type of event ocourred;
_ |The activities performed on the health information processing systems, N
Logging and monitoring - (2) When (date and time) the event occurred;
HHSP70 : """ Services and applications are logged and stored as per the hospitals logging | Functional | Intersects With | Content of Event Logs | MON-03 5
Logging and monitoring (3) Where the event ocourred;
and auditing requirements.
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any i with the event.
The activities performed on the health information processing systems,
Logging and monitoring - ) ) ’ Mechanisms exist to link system access to individual users o service
HHSP70 services and applications are logged and stored as per the hospitals logging | Functional | Intersects With Audit Trails MON-03.2 5
Logging and monitoring accounts.
and auditing
Synchronization With
Logging and monitoring - The health systems, services and applications are Y ) Mechanisms exist to synchronize internal system clocks with an
HHSP71 - N : Functional Equal Authoritative Time MON-07.1 U 10
Clock synchronisation |synchronised to an approved time source. . authoritative time source.
ource
Human resource
security - Terms and Mechanisms exist to sanction personnel failing to comply with
HHSP72 urity - Tert Breach of and supplier areenforced. | Functional | Intersects With |~ Personnel Sanctions |  HRS-07 " noon B € Py 5
conditions of established security policies, standards and procedures.
Human resource )
ty - Terms and Third-Party Contract exitto require for
security - .
HHSP72 e Breach of and supplier areenforced. | Functional | Intersects With oo TPM-05  |& data privacy requirements with third-parties, reflecting the 5
conditions o 2
. organization's needs to protect its systems, processes and data.
Asset lifecycle security - | Misuse of the hospitals assets is investigated, and documented procedures
) ) ) Mechanisms exist to sanction personnel failing to comply with
HHSP73 Health information and [are followed as stated in the acceptable use policy, contractor agreements | Functional | Intersects With | Personnel Sanctions |  HRS-07 5
established security policies, standards and procedures.
assets or service agreements.
‘Asset lifecycl ty- M  the hospitals assets is investigated, and d ted proced
sset Hfecyole security - Misuse of the hospitals assets is investigated, and documented procedures Workplace Mechanisms exist to conduct employee misconduct investigations when
HHSP73 Health information and |are followed as stated in the acceptable use policy, contractor agreements | Functional | Intersects With “ HRS-07.1 " " 5
) Investigations there is reasonable assurance that a policy has been violated.
assets or service
‘Asset lifecycle security - | Misuse of the hospitals assets is investigated, and documented procedures Monitoring for Third-
) ) Mechanisms exist to monitor for evidence of unauthorized exfiltration or
HHSP73 Health information and | are followed as stated in the acceptable use policy, contractor agreements | Functional | Intersects With | Party Information PM-07 5
disclosure of organizational information.
assets or service agreements. Disclosure
‘Asset lifecycle security - | Misuse of the hospitals assets is investigated, and documented procedures ovow of Thrd bt Mechanisms exist to monitor, regularly review and assess External
HHSP73 Health information and |are followed as stated in the acceptable use policy, contractor agreements | Functional | Intersects With orione ™| TPM-08 | Service Providers (ESPS) for compliance with established contractual 5
assets _|or service i for ity & data privacy controls.
Health information
securityincident | Evidence gathered as part of the health incident management process is Mechanisms exist to facilitate the implementation of data protection
HHSP74 Uty e P gement Functional |  Subset Of Data Protection DCH-01 P P 10
management - appropriately protected. controls.
Collestion of evidence
Health information
tyincident  |Evidence gathered as part of the health incident management process is Sensitive / Regulated exist to protect data wherever tis
HHSP74 seeurtty incident vidence & P et € processt Functional | Intersects With ive /e DCH-01.2 Histtop o 5
management - appropriately protected. Data Protection stored.
Collection of evidence
Health information Mechanisms exist to perform digital forensics and maintain the integrity
securityincident | Evidence gathered as part of the health incident management process is Chain of Custody &
HHSP74 Uty e P gementp Functional | Intersects With v IRO-08  [of the chain of custody, in with laws, 5
management - appropriately protected. Forensics
and industry-recognized secure practices.
Collestion of evidence
Health information
security incident Mechanisms exist to provide governance oversight reporting and
Y Hospitals report all security incidents and near misses to the hospital's provide g Eht reporting
management - Learning | . N 3 N . . Status Reporting To recommendations to those entrusted to make executive decisions about
HHSP75 Senior management or to the Board by a nominated Information Security Functional | Intersects With cov-01.2 " 5
from a health Officer. Governing Body matters material to the 's &data
information security ) protection program.
incident
Health information
security incident - ’ ’ exist to timely-report incidents to
Hospitals report all security incidents and near misses to the hospital's
management - Learning | : ’ h ) | Incident takeholder (1) Internal stakeholders;
HHSP75 Senior management or to the Board by a nominated Information Security Functional | Intersects With IRO-10 5
from a health Officer. Reporting (2) Affected clients & third-parties; and
information security ) (3) Regulatory authorities.
incident
Human resource
Lo security - Terms and | Securityroles and responsibilties of personnel are ncluded withinjob functionat | Subsat of Human Resources HRs.01 | Mechanisms exist o facilitate the implementation of personnel security o
conditions of descriptions. Security Management controls.
Human resource
security -Terms and | Security roles and responsibilities of personnel are included within job Defined Roles & exist to define roles & forall
HMLO2 unty - Ter ! " P ! Functional | Intersects With -~ HRS-03 5
conditions of |descriptions. Responsibilities personnel.

(SloC)

ttribution: WoDerivatives 6.0
International (€€ BY-ND 4.0)

Secure Controls Framework (SCF)

9of15



Set Theory Relationship Mapping (STRM) New Zealand Health Information Security Framework (HISF) 2022 version 2025.2
6/26/2025

Strength of

STRM STRM Secure Controls Framework (SCF)
FDE Name Focal Document Element (FDE) Description SCF Control nework (SCF) Relationship Notes (optional)
LENLEICY Relationship Control Description
(optional)
Human resource
I 4 |Ppreach ofinformation security, inctuding information by personnel, is Mochanisms exist to sanction personnel failing 1o comoly wih
security - Terms an isms exi i i i
HMLO3 v considered a security policy violation. Consequences of a security policy Functional | Intersects With | Personnel Sanctions | HRS-07 P & Py 5
conditions of P et established security policies, standards and procedures.
violation leads to a disciplinary process.
Human resource
Abreach of information security, including information by personnel, is ) ’ R
security - Terms and Workplace Mechanisms exist to conduct employee misconduct investigations when
HMLO3 considered a security policy violation. Consequences of a security policy Functional | Intersects With “ HRS-07.1 " " 5
conditions of Investigations there is reasonable assurance that a policy has been violated.
violation leads to a disciplinary process.
Human resource
ty - Onboarding, |Procedures for providing and revoking logical and physical access when User Provisioning & De- Mechanisms exist to utilize a formal user registration and de-registration
HMLO4 security - Onboarding, res for providing and revoking log Physi Functional | Intersects With 4 8 IAC-07 1sms exi § gistrati Teglstrati 5
offboarding and role | personnel join, have a role change or leave the organisation are in place. Provisioning process that governs the assignment of access rights.
change
Human resource
security - Onboarding, |Procedures for providing and revoking logical and physical access when Change of Roles & Mechanisms exist to revoke user access rights following changes in
HMLO4 Ly reing o forproviding & o prysical acees Functional | Intersects With & 1AC-07.1 o © & chang 5
offboarding and role | personnel join, have a role change or leave the organisation are in place. Duties personnel roles and duties, if no longer necessary or permitted.
change
Human resource
ty - Onboarding, |Procedures for providing and revoking logical and physical access when Termination of Mechanisms exist to revoke user access rights in a timely manner, upon
HMLO4 security - Onboarding, res for providing and revoking log Physi Functional | Intersects With i 1AC-07.2 1Sms existto revoke user fights | d P 5
offboarding and role | personnel join, have a role change or leave the organisation are in place. Employment termination of employment or contract.
change
Human resource Physical access control mechanisms exist to maintain a current list of
security - Onboarding, |Procedures for providing and revoking logical and physical access when Physical Access ersonnel with authorized access to organizational facilities (except for
HMLO4 uny reing o forproviding & o physion acces Functional | Intersects With veica pes-02 P th authort ganizat iities (excep! 5
offboarding and ole | personnel join, have a role change or leave the organisation are in place. Authorizations those areas within the facility officially designated as publicly
change
Asset lifecycle security - Mechanisms exist to facilitate an IT Asset Management (ITAM) program
HMLOS and  |Asset isinplace. Functional |  Subset Of Asset Governance AST-01 > P 10
to implement and manage asset management controls.
assets
‘Asset lifecycle security -
Mediacquipment | o s for media sauiment management, decommissionin Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
rei a equi ) issioni ) ' ey .
HMLOG management, (7100508 6 A & €] Functional Equal | Destruction orRe-Useof|  AST-09 using defined and methods to 10
u .
decommissioning and P Equipment prevent information being recovered from these components.
disposal
Mechanisms exist to cover:
(1) Preparation;
Information security P -
(2) Automated event detection or manual incident report intake;
incident management - . . " . "
HMLO7 e |an security incident process s in place. Functional | Intersects With |  Incident Handling 1RO-02 | (3) Analysis; 5
i
e (4) Containment;
reparati
prep (5) Eradication; and
(6) Recovery.
Information security
incident management - Incident Response Plan Mechanisms exist to maintain and make available a current and viable
HMLO7 ! & An security incident process is in place. Functional | Intersects With P 1RO-04 ‘ 5
Planning and (IRP) Incident Response Plan (IRP) to all stakeholders.
preparation
Business continuity and v ) ) ] ]
Mechanisms exist to facilitate the implementation of contingency
disaster recovery | Documented, approved, business continuity and disaster recovery Business Continuity ° ;
planning controls to help ensure resilient assets and services (e.g.,
HMLO8 - resilience policies and procedures are Functional | SubsetOf | ManagementSystem | BCD-01 nne ! : ices (. 10
Continuity of Operations Plan (COOP) or Business Continuity & Disaster
Information security |established. (BCMS)
Recovery (BC/DR) playbooks).
during disruption
exist to require. i for
Supplier - |the securit for managing the risks while a supplier Third-Party Contract
HMLO9 PP Y 8ing PP Functional Equal Y TPM-05 & data privacy requirements with third-parties, reflecting the 10
Policy for suppliers  |is accessing information are to be identified and communicated. Requirements vac !
organization's needs to protect its systems, processes and data.
Identity and access
v Establish, document, approve, and implement rules to control physical and ) ) Mechanisms exist to enforce Logical Access Control (LAC) permissions
HML10 management - Access Functional | Intersects With | Access Enforcement | IAC-20 " 5
ol logical access to information and its assets. that conform to the principle of "least privilege."
dentity and access Physical access control mechanisms exist to enforce physical aceess to
v Establish, document, approve, and implement rules to control physical and Access To Information ysical A N physicalac
HML10 management - Access N N Functional [ Intersects With PES-03.4 |critical systems or data, in addition to the. 5
logical access to information and its assets. Systems. 5 !
control physical access controls for the facility.
Operationalizing Mechanisms exist to compel data and/or process owners to
Medical devices - | Organisations are to include cyber security in procurement planning and ) )
HML11 Functional | Intersects With | Cybersecurity & Data | GOV-15 |operationalize cybersecurity & data privacy practices for each system, 5
Purchase or lease |decisions.
Protection Practices and/or service under their control.
Mechanisms exist to assess cybersecurity & data privacy controls in
) ’ . . ’ Cybersecurity & Data ' " " privacy
Medical devices - | Organisations are to include cyber security in procurement planning and system project development to determine the extent to which the
HML11 Functional | Intersects With | Privacy In Project PRM-04 ) oo ) 5
Purchase or lease |decisions. o controls are implemented correctly, operating as intended and producing
€ the desired outcome with respect to meeting the requirements.
) existto i ity, data protection and
Information seourity The 's Board security steerin; s Steering Commiittee & b i it thi th a steeri itte dvi: b d,
HML12 governance - Ownership raor 1ty steering ! Functional | Intersects With e ! GOv-o1.1 |Pusiness alignment through a steering committee or advisory board, 5
‘ ) ! for security Program Oversight comprised of key cybersecurity, data privacy and business executives,
of information security T ©
which meets formally and on a regular basis.
Mechanisms exist to provide governance oversight reporting and
Information security - : : ) ) . .
The Board or security steering is Status Reporting To recommendations to those entrusted to make executive decisions about
HML12 governance - Ownership e . h Functional | Intersects With Gov-01.2 5
for security Governing Body matters material to the &data
of information security
protection program.
Mechanisms exist to document a Site Security Plan (SitePlan) for each
Physical and olicy and for hysical Site Security Plan d jcati t ize the
i i ite Secu server an room to N
HML13 environmental security - poliey phy Functional Equal Y PES-01.1 i 10
! security within the organisation is in place. (SitePlan) security controls to protect physical access to technology assets, as well
Policies and procedures y control
as applicable risks and threats.
Physical and
environmental security - | A documented and approved procedure to remove papers and removable Mechanisms exist to facilitate the implementation of data protection
HML14 i urity d approved pi g pap! Functional Subset Of Data Protection DCH-01 P P 10
Clear deskand clear [ storage from easily accessible areas is implemented. controls.
screen policy
Physicaland
ML environmental security - | A documented and approved procedure to remove papers and removable Functional | Intersects wign|  SenSTtive/ Regutated | exist to protect data wherever itis s
Clear deskand clear |storage from easily accessible areas is implemented. Data Protection stored.
screen policy
Physical and
environmental security - | A documented and approved procedure to remove papers and removable Removable Media Mechanisms exist to restrict removable media in accordance with data
HML14 i Uy e approver P . pap Functional | Intersects With ° DCH-12 5
Clear deskand clear [ storage from easily accessible areas is implemented. Security handling and acceptable usage parameters.
screen policy
Cloud security - Cloud
ouity policy & loud [0 have planned via cloud services exist to develop, disseminate, review & update
HML15 security policy & clou I3 o : " Functional Subset Of Operati MNT-01  |to facilitate the implementation of maintenance controls across the 10
security agreement  |as per documented policies and agreements. N
enterprise.
(CSA)
System acquisition,
development and
) ) ) ) System Hardening Mechanisms exist to develop, document and maintain secure baseline
maintenance - Security |Information systems are securely designed, and appropriate controls are
HML16 whito dovetong  |imelomentod Functional | IntersectsWith | Through Baseline CFG-02 | configurations for technology platforms that are consistent with industry- 5
P P g Configurations accepted system hardening standards.
applications, products
or services
System acquisition,
development and
. . . ) Operationalizing Mechanisms exist to compel data and/or process owners to
maintenance - Security |Information systems are securely designed, and appropriate controls are
HML16 Functional | Intersects With | Cybersecurity & Data | GOV-15 |operationalize cybersecurity & data privacy practices for each system, 5
while developing  |implemented.
Protection Practices application and/or service under their control.
applications, products
or services
System acquisition,
development and
) ) ) ) o Mechanisms exist to facilitate the implementation of industry-recognized
maintenance - Security |Information systems are securely designed, and appropriate controls are Secure Engineering
HML16 Functional |  Subset Of ! SEA-01  [cybersecurity & data privacy practices in the specification, design, 10
while developing |implemented. Principles
and of systems and services.
applications, products
or services
Mechanisms exist to create recurring backups of data, software and/or
Information backups - system images, as well as verify the integrity of these backups, to ensure
HML17 PS” | A backup and recovery procedure is in place. Functional | Intersects With Data Backups sep-11 | & fy Bty P 5
Policies and procedures the availability of the data to satisfying Recovery Time Objectives (RTOs)
and Recovery Point Objectives (RPOS).
Information backups Information System Mechanisms exist to ensure the secure recovery and reconstitution of
HML17 Abackup and recovery procedure is in place. Functional | Intersects With Recovery & BCD-12 Y 5
Policies and procedures systems to a known state after a disruption, compromise or failure.
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Change management -

A documented process is in place for performing changes to new and existing|

Change Management

Mechanisms exist to facilitate the implementation of a change

HML18 " ° ‘ Functional |  Subset Of CHG-01 10
Policies and procedures |systems or services related to information. Program management program.
Change management - |A documented process is in place for performing changes to new and existin Configuration Change Mechanisms exist to govern the technical configuration change control
HML18 e & Y processisin p performing changs XN Eunctional | Intersects With gurat € | che-02 sms exist to gover ' gurat 8o contr 5
Policies and procedures |systems or services related to information. Control processes.
Patoh and vulnerabilit Vulnerability & Patch
"] A documented process is in place for identifying vulnerabilities and updating Y Mechanisms exist to facilitate the implementation and monitoring of
HML19 management - Policies 518 Vine ° Functional | SubsetOf | ManagementProgram | VPM-01 " 10
" patches on the organisations systems, applications, tools, services etc. hMP) vulnerability management controls.
an
Patoh and vulnerabilit
Y | A documented process is in place for identifying vulnerabilities and updating § § Vulnerability exist to ensure that are properly identified,
HML19 management - Policies Functional [ Intersects With VPM-02 5
patches on the organisations systems, applications, tools, services etc. Remediation Process tracked and remediated.
and procedures
Patoh and vulnerability v I . ] : ;
"] A documented process is in place for identifying vulnerabilities and updating Software & Firmware Mechanisms exist to conduct software patching for all deployed
HML19 management - Policies 518 Vine ° Functional | Intersects With i VPM-05 ! 5
" patches on the organisations systems, applications, tools, services etc. Patching operating systems, applications and firmware.
an
Human resource
security - Terms ang | O"Eanisations, ata minimum, screen all personnel by verifying their identity, Mechanisms exist to manage personnel security risk by screening
urity - Ter
HML20 Y previous health and Functional Equal Personnel Screening | HRS-04 | o' © 28e P! Y 10
conditions of individuals prior to authorizing access.
criminal before of
) are to ensure: a) security are .
existto data protection and
Human resource | clearly defined and assigned b) a governance body or steering committee ) ’ ) ° Y )
Steering Committee & business alignment through a steering committee o advisory board,
HML21 security - Roles and | overseeing information security activities is in place c) thereis atleastone | Functional | Intersects With Gov-01.1 ° ’ ‘ 5
Program Oversight comprised of key cybersecurity, data privacy and business executives,
responsibilities | individual for rity within the ’ :
which meets formally and on a regular basis.
[o] are to ensure: a; security are
ure: a) urity Mechanisms exist to assign one or more qualified individuals with the
Human resource | clearly defined and assigned b) a governance body or steering committee Assigned Cybersecurity eon "
mission and resources to centrally-manage, coordinate, develop,
HML21 security - Roles and | overseeing information security activities is in place c) there is at least one Functional [ Intersects With & Data Protection GOv-04 | N N N N 5
implement and maintain an enterprise-wide cybersecurity & data
responsibilities  |individual for rity within the Responsibilities !
protection program.
) are to ensure: a) security are i N
Mechanisms exist to enforce an accountability structure so that
Human resource | clearly defined and assigned b) a governance body or steering committee stakenotder cams and indi o blo and
HML21 security - Roles and | overseeing information security activities is in place c) thereis atleastone | Functional | Intersects With ’ cov-04.1 | 2P " ) ‘ 5
Accountability Structure trained for mapping, measuring and managing data and technology-
responsibilities  [individual for rity within the
related risks.
Human resource Cybersecurity & Data
There has been an assessment of information security training needs and a ybersecurity Mechanisms exist to facilitate the implementation of security workforce
HML22 security - Training onans Functional |  Subset Of Privacy-Minded SAT-01 10
training plan is putin place. development and awareness controls.
Workforce
Information security
incident management - |Organisations are to have roles and responsibilities determined to carry out Defined Roles & exist to define roles & forall
HML23 ! & gants P i Functional Equal o HRS-03 10
Roles and the incident management process. Responsibilities personnel.
responsibilities
Business continuity and v ) ) ] ]
Mechanisms exist to facilitate the implementation of contingency
disaster recovery Establish criteria for developing business continuity, disaster recovery, Business Continuity N "
planning controls to help ensure resilient assets and services (e.g.,
HML24 management - ICT  |operational resilience strategies, and capabilities are to be determined Functional | SubsetOf | ManagementSystem | BCD-01 nne ! : ices (. 10
Continuity of Operations Plan (COOP) or Business Continuity & Disaster
readiness for business |based on disruption and impact to the organisation. (BCMS)
Recovery (BC/DR) playbooks).
continuity
Business continuity and
disaster recovery | Establish criteria for developing business continuity, disaster recovery, ) ) ' o )
Recovery Time / Point Mechanisms exist to facilitate recovery operations in accordance with
HML24 management - ICT  |operational resilience strategies, and capabilities are to be determined Functional | Intersects With ‘ BCD-01.4 ) I accord: 5
Objectives (RTO/RPO) Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS).
readiness for business |based on disruption and impact to the organisation.
continuity
Suppliers are to be systematically evaluated, and their information securit - N ] ] .
Supplier management - | > PP ¥: v X " Y Mechanisms exist to facilitate the implementation of third-party
HML25 activities are reviewed before and after onboarding of their systems and Functional | SubsetOf |Third-PartyManagement| TPM-01 10
Supply chain risks v management controls.
services.
Suppliers are to be systematically evaluated, and their information security Third-Party Risk
Supplier management - N N Mechanisms exist to conduct a risk assessment prior to the acquisition
HML25 activities are reviewed before and after onboarding of their systems and Functional | IntersectsWith | Assessments & TPM-04.1 5
Supply chain risks or outsourcing of technology-related services.
services. Approvals
) Suppliers are to be systematically evaluated, and their information security ) Mechanisms exist to monitor, regularly review and assess External
Supplier management - |>“°P " ' Review of Third-Party " ° ! "
HML25 e |activities are reviewed before and after onboarding of their systems and Functional | Intersects With oo TPM-08  |Service Providers (ESPs) for compliance with established contractual 5
i services. i for ity & data privacy controls.
Medical devices - | Vulnerability scanning on medical devices is only performed when they are in Compensatin Mechanisms exist to identify and implement compensatin
HML26 ! ' uinerability seanning ! 1oes s onty perfort YAreIN | Functional | Intersects With P e RSK-06.2 sms exist toldentify and imp ponsating 5
Medical device scanning | test environment not connected for patient care. Countermeasures countermeasures to reduce risk and exposure to threats.
Vulnerability & Patch
Medical devices - | Vulnerability scanning on medical devices is only performed when they are in Y Mechanisms exist to facilitate the implementation and monitoring of
HML26 ! ) * Functional | SubsetOf | ManagementProgram | VPM-01 " 10
Medical device scanning |a test environment not connected for patient care. hMP) vulnerability management controls.
Medical devices - | Vulnerability scanning on medical devices is only performed when they are in exist to detect and errors b
HML26 . Y ity ing . ices s only pertort Yarein | Eunctional | Intersects With | Vulnerability Scanning | VPM-06 X rorsby 5
Medical device scanning | test environment not connected for patient care. routine vulnerability scanning of systems and applications.
Mechanisms exist to assign one or more qualified individuals with the
Information security | Roles and are defined and for planning, Assigned Cybersecurity P . © o d PR
mission and resources to centrally-manage, coordinate, develop,
HML27 governance - Roles and [implementing, operating, assessing, and reporting on the organisations Functional | Intersects With | & Data Protection cov-04 |" ) y-manag r develop. 5
o otee implement and maintain an enterprise-wide cybersecurity & data
security Responsibilities "
protection program.
Mechanisms exist to enforce an accountability structure so that
Information security | Roles and are defined and for planning,
Stakeholder teams and are and
HML27 governance - Roles and |implementing, operating, assessing, and reporting on the organisations Functional | Intersects With " GOV-04.1 5
securit Accountability Structure trained for mapping, measuring and managing data and technology-
Y related risks.
Inf ti ity
nformation security Operationalizing Mechanisms exist to compel data and/or process owners to
overnance -
HML28 i @ " | organisations are to integrate information security into project management.|  Functional | Intersects With | Cybersecurity & Data | GOV-15 [operationalize cybersecurity & data privacy practices for each system, 5
nformation security in
v Protection Practices application and/or service under their control.
proiect
Information security Mechanisms exist to assess cybersecurity & data privacy controls in
rover‘nance e Cybersecurity & Data system ; ] ectxde elopment ti der(e nl:n:the [ (:’:(‘ to \/yVh ich the !
- r Ve rmi x i
HML28 & Organisations are to integrate information security into project management.|  Functional | Intersects With | Privacy In Project PRM-04  |YSteM PrOJ P 5
Information security in Management controls are implemented correctly, operating as intended and producing
project management the desired outcome with respect to meeting the requirements.
Compliance -
Relevant legal, regulatory and contractual requirements are identified and ) Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
HML29 Compliance Functional |  Subset Of cPL01 10
implemented. Contractual Compliance relevant statutory, regulatory and contractual controls.
requirements
Cloud seaurity - Cloud |,y o oqsment methodology and cloud assurance activities that support Risk Management Mechanisms exist to facilitate the implementation of strategic.
i u ivit i isms ex il i i rategic,
HML30 security risk assessment o PP Functional |  Subset Of & RSK-01 P © 10
the use of cloud technologies are in place. Program operational and tactical risk management controls.
and assurance
System acquisition,
. Mechanisms exist to assess cybersecurity & data privacy controls in
development and Cybersecurity & Data
‘ "9 |Business and security requirements are identified, documented and ) ] system project development to determine the extent to which the
HML31 maintenance - Business Functional | IntersectsWith | Privacy In Project PRM-04 5
> approved when developing or acquiring applications. controls are implemented correctly, operating as intended and producing
and security Management
: the desired outcome with respect to meeting the requirements.
System acquisition,
N Mechanisms exist to identify critical system components and functions
development and Cybersecurity & Data
N N Business and security requirements are identified, documented and N N N by performing a criticality analysis for critical systems, system
HML31 maintenance - Business Functional | Intersects With | Privacy Requirements | ~PRM-05 5
> approved when developing or acquiring applications. oo components or services at pre-defined decision points in the Secure
and security Definition
) Development Life Cycle (SDLC).
System acquisition, Mechanisms exist to design, develop and produce products and/or
dovalopmentand | L ecurity requirements are identied, documented and Minimum Viable Product services in such a way that risk-based technical and functional
HML31 maintenance - Business ' Functional | Intersects With | (MVP) Security TDA-02  |specifications ensure Minimum Viable Product (MVP) oriteria establish 5
> approved when developing or acquiring applications.
and security Requirements an appropriate level of security and resiliency based on applicable risks
il and threats.
Mechanisms exist to conduct recurring assessments of risk that includes
Risk management - Risk | = 2ssessments are performed on new and existing systems and the likelihood and magnitude of harm, from unauthorized access, use.
- kel i ,fr i , use,
HML32 that manage to the risks posed to the Functional Equal Risk Assessment RSK-04 © ' 10
assessments discl disruption, or of the 's
organisation while using them.
systems and data.
e Change managemant - |The proposed changes are to be analysed for potentialsecurity treatsand | [ oo cquot | Sooury Impact Analysis | - Mechanisms exist to analyze proposed changes for potantial security o
Security testing __|their impact on the for Changes impacts, prior to the of the change.
Asset lifecycle security - Mechanisms exist to ensure data and assets are categorized in
and assets are protected, used, and ) Data & Asset
HML34 Information and Functional Equal DCH-02  |accordance with applicable statutory, regulatory and contractual 10

assets

handled based on their importance.
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Business continuity and
disaster recovery

In the event of a disruption or failure, critical information or services are

Resume All Missions &

Mechanisms exist to resume all missions and business functions within

security.

applications are to be securely managed.

IS

accepted system hardening standards.

HML35 management - Functional | Intersects With BCD-02.1 5
& identified, and measures are taken for the continuity of services. Business Functions Recovery Time Objectives (RTOs) of the contingency plan’s activation.
Information security
during disruption
Business continuity and
disaster recovery ; " . . - N N Continue Essential Mechanisms exist to continue essential missions and business functions
Inthe event of a disruption or failure, critical information or services are
HML35 management - . N Functional [ Intersects With Mission & Business BCD-02.2 |with little or no loss of operational continuity and sustain that continuity 5
identified, and measures are taken for the continuity of services.
Information security Functions until full system restoration at primary processing and/or storage sites.
during disruption
Supplier management -
o . ity [The 's securit are to be included in Third-Party Contract et to reauire i for
securi i r i i ird- r
HML36 " Y Y Functional Equal v TPM-05  |& data privacy requirements with third-parties, reflecting the 10
within supplier the agreements with the suppliers. Requirements - N
organization's needs to protect its systems, processes and data.
Mechanisms exist to facilitate the implementation of cryptographic
Cryptography - Use of |Rules for effective use of cryptography including encryption and ke Use of Cryptographic
HML37 yptography fyptography g encryp Y Functional Subset Of Typtograp CRY-01 |protections controls using known public standards and trusted 10
are defined and Controls
Identity and access exist to jovern account of
Y ® | The complete lifecycle of the account(s) being used to access, process, or Mec &
HML38 management - [dentity : o Functional Equal Account Management |  IAC-15 |individual, group, system, service, application, guest and temporary 10
manage information and services is managed.
accounts.
Identity and access
m;n”a B User accounts are X e ingthe Authenticate, Authorize Mechanisms exist to strictly govern the use of Authenticate, Authorize
HML3® & A Functional Equal - IAC-01.2  |and Audit (AAA) solutions, both on-premises and those hosted by an 10
Information process is prevented. and Audit (AAA)
External Service Provider (ESP).
Identity and access | Access to information and its associated assets is defined and authorised Mechanisms exist to enforce Logical Access Control (LAC) permissions
isms exi i issi
HML40 management - Access |according to the business and security requirements and adhere to the Functional | Intersects With | ~Access Enforcement | IAC-20 ¢ i P 5
N . . that conform to the principle of "least privilege.’
rights identity and access policy or
Identity and access | Access to information and its associated assets is defined and authorised Role.Based Aucess Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy
HML40 management - Access |according to the business and security requirements and adhere to the Functional | Intersects witn | " 8380 IAC-08  |over users and resources that applies need-to-know and fine-grained 5
rights organisation's identity and access management policy or procedures. access control for sensitive/regulated data access.
Identity and access
®%$ | Organisations are to ensure that only authorised users, software ) Privileged Account Mechanisms exist to restrict and control privileged access rights for
HML41 management - Privileged Functional Equal 1AC-16 10
) components and services are provided with privileged access rights. Management (PAM) users and services.
access rights
dentity and access Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy
v Access to source code, development tools, and software libraries are ) | Role-Based Access sms ext ol (RBAC) policy
HML42 management - Access to Functional | Intersects With IAC-08  |over users and resources that applies need-to-know and fine-grained 5
restricted, appropriately managed, and maintained. Control (RBAC)
source code access control for sensitive/regulated data access.
dentity and access
v Access to source code, development tools, and software libraries are Access to Program Mechanisms exist to limit privileges to change software resident within
HML42 management - Access to and Functional | Intersects With TDA-20 " 5
restricted, appropriately managed, and maintained. Source Code Software libraries.
source code
Medical devices - Mechanisms exist to employ boundary protections to isolate systems,
Where possible, production and legacy medical devices are on a separate . | 1sotation of Information ploy VP v
HML43 Protecting medical Functional | Intersects With NET-03.7 |services and processes that support critical missions and/or business 5
network. System Components
devices funotions.
Medical devices - |\, o o 1 ossible, production and legacy medical devices are on a separate Compensatin Mechanisms exist to identify and implement compensatin
HML43 Protecting medical P »P gacy P Functional | Intersects With P e RSK-06.2 andime! P e 5
d network. Countermeasures countermeasures to reduce risk and exposure to threats.
evices
Mechanisms exist to prevent unsupported systems by:
Medical devices (1) Replacing systems when support for the components is no longer
i .
Where possible, production and legacy medical devices are on a separate available from the developer, vendor or manufacturer; and
HML43 Protecting medical Functional | Intersects With | Unsupported Systems | TDA-17 rom the deve ) 5
e network. (2) Requiringjustification and documented approval for the continued
use of unsupported system components required to satisfy
mission/business needs.
Medical devices - | All medical devices are maintained as per the latest updates from the Mechanisms exist to install the latest stable version of any software
HML44 ' ! ' ! ntained as per pdatese Functional Equal Stable Versions VPM-04.1 sms existto ! ! Y 10
and current industry/regulatory standard and/or security-related updates on all applicable systems.
Medical devices - | Medical devices with patient information are digitally sanitised before their Secure Disposal Mechanisms exist to securely dispose of, destroy or repurpose system
HML45 " . " th patl " Igitally saniti re thel Functional Equal Destruction or Re-Use of | AST-09 using ization-defi and methods to 10
Dispose or return lease |disposal or when they are being returned. " ) !
Equipment prevent information being recovered from these components.
Information security Mechanisms exist to provide governance oversight reporting and
overnance - Metrics affecting the organisations cyber security posture are regulart Status Reporting To recommendations to those entrusted to make executive decisions about
HML46 g 8 the ore & VP eularty Functional | Intersects With porting Gov-01.2 ! u recutive decisi 5
Performance reported to the Board, and any decisions made are clearly documented. Governing Body matters material to the 's &data
measurement protection program.
Information security
HMLG governance - Metrics affecting the organisations cyber security posture are regularly Functional | Intersects With Measures of Gov.os | Mechanisms exist to develop, report and monitor cybersecurity & data s
Performance reported to the Board, and any decisions made are clearly documented. Performance privacy program measures of performance.
Physicaland
environmental seourity - | |\ o toot and maintain the devices installed as physical securit Physical & Mechanisms exist to facilitate the operation of physical and
, pr intail ices i i ri ) isms exi i i i
HML47 Maintenance of physical | P2 " P phy d Functional Subset Of Environmental PES-01 P phy: 10
° safeguards including the utilities. ) environmental protection controls.
and environmental Protections
security
Physical and Physical access control mechanisms exist to enforce physical access
environmental security - authorizations for all physical access points (including designated
HML48 i UMY - [ secure areas of the organisation are protected from unauthorised personnel. |  Functional | Intersects With | Physical Access Control | PES-03 | 2-thorzat physi points (including desig 5
Visitor management entry/exit points) to facilities (excluding those areas within the facilty
svstem officially as publicly
Phys\c(al‘and . ohysioal Securityof Meche:vnisms wistto u:er::fyl/ sysu?mi, ezu:arr:‘enf anLd ,especnv:,h ]
HML48 environmental SeCUIYY - | 5. . e areas of the organisation are protected from unauthorised personnel. | Functional | Intersects With | Offices, Rooms & pES.Qq | OPeratingenvironments that require limited physical access so tha 5
Visitor management o appropriate physical access controls are designed and implemented for
system offices, rooms and facilites.
Identification &
Remoteworking - | 1o mechanisms are available and supported by a documented policy or Authentication for Third Mechanisms exist to identify and authenticate third-party systems and
HML49 Remote working and supp Y poliey Functional | Intersects With \cation for Thir IAC-05 party sy 5
guidelines to connect to the organisations network. Party Systems & services.
requirements
Services
Remote working - ’ I v N
" Secure mechanisms are available and supported by a documented policy or Network Security Mechanisms exist to develop, govern & update procedures to facilitate
HML4S Remote working ol Functional |  Subset Of NET-01 : 10
guidelines to connect to the organisations network. Controls (NSC) the implementation of Network Security Controls (NSC).
Technolog Mechanisms exist to facilitate the implementation of tailored
Web security - Security |Security controls are ifthe is the web ) &Y 1sms ext ! imp ! !
HMLS0 Functional |  Subset Of Development & TDA-01  |development and acquisition strategies, contract tools and procurement 10
of web applications applications to protect them from potential cyber-attacks.
Acauisition methods to meet unique business needs.
Mechanisms exist to design and implement product management
processes to proactively govern the design, development and production
of products and/or services across the System Development Life Cycle
(SDLC) to:
‘Web security - Security |Security controls are if the is the web
HMLS0 v v v Functional | Intersects With | Product Management | TDA-01.1 |(1) Improve functionality; 5
of web applications applications to protect them from potential cyber-attacks. N .
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Web securty - Securtty | Security controts are e . oweb Secure Software Mechanisms exist to develop applications based on Secure Software
HMLS0 Functional | Intersects With | Development Practices |  TDA-06 | Development Practices (SSDP). 5
of web applications applications to protect them from potential cyber-attacks. DP)
Mechanisms exist to ensure the cloud security architecture supports the
Cloud security - Cloud |The organisation's architectural strategy supports the adoption of cloud Cloud Security ! y arc © supp
HMLS1 : Functional Equal CLD-02  |organization's technology strategy to securely design, configure and 10
security architecture | technologies. Architecture ©
maintain cloud
Cloud security - Use of
application& | Organisations are to make use of developed and configured APIs for secure Application & Program Mechanisms exist to ensure support for secure interoperability between
HML52 PP & ° e or e Functional Equal PP g2 | cip-oa ISt 0 eneure sUbh perability 10
programming interface |transfer of information between different cloud components. Interface (API) Security components with Application & Program Interfaces (APIs).
)
Mechanisms exist to ensure multi-tenant owned or managed assets
s Cloud security - Cloud |0 are to ensure that controls are to Functional caual Multi-Tenant CLo.0s |(Physical andvirtual) are designed and governed such that providr and o
security controls | protect inamul cloud . Environments customer (tenant) user access is appropriately segmented from other
tenant users.
Communications
Networks and network devices st orting the organisations systems and Mechanisms exist to facilitate an IT Asset Management (ITAM) program
HML54 security - Network Tk devices supporting ganisations sy: Functional Subset Of Asset Governance AST-01 1sms exi i 8 (ITAM) progr 10
i applications are to be securely managed. to implement and manage asset management controls.
rity
Communications ) ) o System Hardening Mechanisms exist to develop, document and maintain secure baseline
Networks and network devices supporting the organisations systems and "  ba
HML54 security - Network Functional | Intersects With | Through Baseline CFG-02 | configurations for technology platforms that are consistent with industry- 5
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Communications

Networks and network devices supporting the organisations systems and

Network Security

Mechanisms exist to develop, govern & update procedures to facilitate

HML54 security - Network Functional |  Subset Of NET-01 10
Y o applications are to be securely managed. Controls (NSC) the implementation of Network Security Controls (NSC).
securi
Communications Mechanisms exist to employ boundary protections to isolate systems,
The systems and applications that are used to process, store or transmit ) | 1sotation of Information
HMLSS security - Segregation of Functional | Intersects With NET-03.7 |services and processes that support critical missions and/or business 5
information are connected to a separate, dedicated network. System Components
networks functions.
Communications ) ) Mechanisms exist to ensure network architecture utilizes network
" The systems and applications that are used to process, store or transmit Network Segmentation " > rentt >
HMLS5 security - Segregation of N Functional [ Intersects With 3 NET-06  [segmentation to isolate systems, applications and services that 5
information are connected to a separate, dedicated network. (macrosegementation)
networks from other network resource:
Mechanisms exist to create recurring backups of data, software and/or
Information backups - | Backup copies of information, software and relevant systems are protected system images, as well as ver the integrity of these backups, to ensure
HMLS6 rmat up up copi rmat v e pre Functional | Intersects With Data Backups BCD-11 | SYStemima verify erity up v 5
backup [and in with the backup and recovery procedures. the availability of the data to satisfying Recovery Time Objectives (RTOs)
and Recovery Point Objectives (RPOS).
Mechanisms exist to restrict access to modify and/or delete backups to
Information backups - |Backup copies of information, software and relevant systems are protected ) | Backup Modification fy P
HMLS6 Functional | Intersects With BCD-11.10 | privileged users with assigned data backup and recovery operations 5
backup [and in with the backup and recovery procedures. and/or Destruction e
Backups are tested for their ionin with the
Information backups - P in ac Testing for Reliability & Mechanisms exist to routinely test backups that verify the reliability of
HML57 “P$” | packup and recovery procedures. Organisations are able to access restored |  Functional Equal ’ BCD-11.1 Jackl e 10
Backup restoration Integrity the backup process, as well as the integrity and availability of the data.
backups as well.
Change management - Separation of Mechanisms exist to manage separate development, testing and
Separate and|Organi inhouse systems, orservices are to Development, Testiny operational environments to reduce the risks of unauthorized access o
HML58 par ° y v Functional Equal P "8 | ppog |OPere v ! i d 10
non-production maintain separate and and Operational changes to the operational environment and to ensure no impact to
production systems.
Patoh and vulnerability
. y . fied,
HML59 management ’ PEvilCh Identified vulnerabilities or unpatched systems, services or applications Functional Intersects With Vulnerability VPM-02 exist to ensure that are properly identified, 5
and vulnerabilities | within the organisation are properly identified, tracked and remedated. Remediation Process tracked and remediated.
Patoh and vulnerability
management - Patch | Identified vulnerabilities or unpatched systems, services or applications exist to detect ilties and errors b
HML59 8 t abit patched syst pptics Functional | Intersects With | Vulnerability Scanning |  VPM-06 ! . ! figur Y 5
and vulnerabilities | within the organisation are properly identified, tracked and remediated. routine vulnerability scanning of systems and applications.
Configuration ) - System Hardening Mechanisms exist to develop, document and maintain secure baseline
havea baseline in place for new "  ba
HML60 management - Secure ) ‘ Functional Equal Through Baseline CFG-02 | configurations for technology platforms that are consistent with industry- 10
ment - and existing systems, services and applications.
c accepted system hardening standards.
Mechanisms exist to facilitate the implementation of contingenc
- i r re resili ices (e.g.,
HMLE1 pacity facilities, and support during Functional SubsetOf | ManagementSystem | BCD-01 |P oMM P £ 10
Capacity management Continuity of Operations Plan (COOP) or Business Continuity & Disaster
operations are met. (BCMS)
Recovery (BC/DR)
The capaci for mai of i Mechanisms exist to facilitate the implementation of capacit
Capacity management - | ¢ C2Pacity requireme X " Capacity & Performance P pacity
HML61 ' facilities, and support during Functional |  Subset Of CAP-01 | management controls to ensure optimal system performance to meet 10
Capacity management Management 2
are met. expected and future capacity
Endpoint securit services, and on systems and Maicious Code exist to utilize to detect and
HML62 v : Functional Equal Protection (Anti- END-04 10
Malware protection |associated assets are protected against malware. Malware) eradicate malicious code.
Business continuity and
disaster recover The lessons learned from business continuity and disaster recovery testin Contingency Plan Root
’ very rom busi inuityand di very testing ingency Mechanisms exist to conduct a Root Cause Analysis (RCA) and “lessons
HML63 management - ICT  [are reflected in the established and implemented information security Functional Equal | Cause Analysis (RCA)& | BCD-05 e ) : o 10
learned" activity every time the contingency plan is activated.
readiness for business |controls. Lessons Learned
continuity
System Hard Mechanisms exis to develop, d tand maintai baseli
Medical devices - | Medical devices are compliant with relevant standards, and the identified ystem Hardening echanisms exist to develop, document and maintain secure baseline
HML64 N ! e standards. | Functional | IntersectsWith | Through Baseline CFG-02 | configurations for technology platforms that are consistent with industry- 5
Compliance activities |risks are documented within the medical device risk register.
c accepted system hardening standards.
Medical devices - Medical devices are compliant with relevant standards, and the identified Mechanisms exist to maintain a risk register that facilitates monitorin;
HML64 i i i i pliant wi identifi Functional | Intersects With Risk Register RSK-04.1 1sms ext intain a risk regt . ioring 5
c activities | risks are within the medical device risk resister. and reporting of risks.
natos Medical devicos - | Madical davioes are compliant with relevant standards, and the identified romctionat | mtoreete win | Compensating askopz | Mechanisms exist o dentify and implemant compensating .
c activities |risks are ithin the medical device risk register. c to reduce risk and exposure to threats.
Physicaland
environmental security -
onm! """ | Instalied physical and environmental security mechanisms are monitored for ) Monitoring Physical Physical access control mechanisms exist to monitor for, detect and
HML65 Monitoring of physical Functional Equal PES-05 10
potential security incidents. Access respond to physical security incidents.
and environmental
security
Compliance - Review of Cybersecurity & Data
P Regular reviews are performed to confirm that the legal, regulatory, § § ¢ Y exist to provide a & data protection controls
HMLEG compliance Functional | Intersects With |  Protection Controls |  CPL-02 ; 5
statutory, and contractual requirements are met. Oversight oversight function that reports to the organization's executive leadership.
- Mechanisms exist to implement an internal audit function that is capable
Gompliance - Review of | g o1, eviews are performed to confirm that the legal, regulator  providing seni izati twith insights into th
HMLEG compliance eutarrevi P ! gal. regulatory Functional | Intersects With | Internal Audit Function | CPL.02,1 | " Providing senior organization management with Insights into the 5
N statutory, and contractual requirements are met. of the and
requirements
Periodic Review & Mechanisms exist to review the cybersecurity & data protection program,
Compliance - Review of |\ 12 reviews are performed to confirm that the legal, regulato Update of Cybersecurit ncluding policies, standards and procedures, at planned intervals or if
HML66 compliance e P : gal, regulatony, Functional | Intersects With | v "] Govg | !Nelucing policies, procedures, at pl ! ” 5
equirements statutory, and contractual requirements are met. & Data Protection significant changes occur to ensure their continuing suitability, adequacy
Program and effectiveness.
System acquisition,
developmentand  [Independent security reviews are defined and implemented before any new ) Information Assurance Mechanisms exist to facilitate the implementation of cybersecurity &
HMLE7 Functional |  Subset Of 1A0-01 10
maintenance- | or major upgrades on systems are moved to the production environment. (1A) Operations data privacy assessment and authorization controls.
reviews
. Mechanisms exist to formally assess the cybersecurity & data privacy
System acquisition,
) ) . controls in systems, applications and services through Information
developmentand  |Independent security reviews are defined and implemented before any new
HML67 ted bete Functional | Intersects With Assessments 1A0-02  |Assurance Program (IAP) activities to determine the extent to which the 5
maintenance - or major upgrades on systems are moved to the production environment.
) controls are implemented correctly, operating as intended and producing
Independent reviews
the desired outcome with respect to meeting expected requirements.
Mechanisms exist to create recurring backups of data, software and/or
Information backups - | Authorised personnel or teams are alerted upon unsuccessful or incomplete system images, as well as verify the integrity of these backups, to ensure
HML68 rmatl up uthorised p " up rincomp Functional | Intersects With Data Backups BCD-11 | SYStemima verify eriy up v 5
Monitoring of backups | backups. the availability of the data to satisfying Recovery Time Objectives (RTOs)
and Recovery Point Objectives (RPOS).
Information backups - | Authorised personnel or teams are alerted upon unsuccessful or incomplete ) | Testing for Reiability & Mechanisms exist to routinely test backups that verify the reliability of
HMLE8 Functional | Intersects With BCD-11.1 5
Monitoring of backups | backups. Integrity the backup process, as well as the integrity and availability of the data.
) - Mechanisms exist to automatically alert incident response personnel to
Information backups - | Authorised personnel or teams are alerted upon unsuccessful or incomplete ! 2 " >
HML68 Functional | Intersects With |  Automated Alerts | MON-01.12 |inappropriate or anomalous activities that have potential security 5
Monitoring of backups | backups. ! >
incident
Mechanisms exist to generate, monitor, correlate and respond to alerts
Information backups - | Authorised personnel or teams are alerted upon unsuccessful or incomplete ) ]
HML68 Functional | Intersects With | System Generated Alerts| MON-01.4|from physical, cybersecurity, data privacy and supply chain activities to 5
Monitoring of backups | backups.
achieve integrated situational awareness.
Organisations are to detect and prevent data leakage through the
Data leakage prevention | ' ° d prevent da 8o through! Monitoring For Mechanisms exist to monitor for evidence of unauthorized exfiltration or
HML69 unauthorised disclosure and siphoning of information by individuals, Functional | Intersects With MON-11 | on ’ 5
Data leakage prevention ) Information Disclosure disclosure of non-public information.
systems or services.
Organisations are to detect and prevent data leakage through the exist to Data Loss Prevention (DLP)
Data leakage prevention ) | Data Loss Prevention
HML69 unauthorised disclosure and siphoning of information by individuals, Functional | Intersects With NET-17  [to protect sensitive information as it is stored, transmitted and 5
Data leakage prevention (oLP)
systems or services. processed.
" [The activities performed on the information processing systems, services - " - - -
Logging and monitoring - oyste ‘ Mechanisms exist to facilitate the implementation of enterprise-wide
HML70 N " |and applications are logged and stored as per the organisations loggingand | Functional Subset Of | Continuous Monitoring |  MON-01 - 10
Logging and monitoring N monitoring controls.
auditing
Mechanisms exist to configure systems to produce event logs that
contain sufficient information to, at a minimum:
(1) Establish what type of event ocourred;
|The activities performed on the information processing systems, services N
Logging and monitoring - (2) When (date and time) the event occurred;
HML70 " """ and applications are logged and stored as per the organisations loggingand |  Functional | Intersects With | Content of Event Logs | MON-03 5
Logging and monitoring (3) Where the event ocourred;
auditing requirements.
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of any i with the event.
The activities performed on the information processing systems, services
Logging and monitoring - ) ) ’ Mechanisms exist to link system access to individual users o service
HML70 and applications are logged and stored as per the organisations loggingand | Functional | Intersects With Audit Trails MON-03.2 5
Logging and monitoring accounts.
auditing requirements.
Synchronization With
Logging and monitoring - systems, devices, and services are Mechanisms exist to synchronize internal system clocks with an
HML71 geing v Functional Equal Authoritative Time | MON-07.1 V! Y 10

Clock synchronisation

synchronised to an approved time source.

Source

authoritative time source.
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ERELEICY Relationship Control Description
(optional)
Human resource
security - Terms and Mechanisms exist to sanction personnel failing to comply with
HML72 Y- Breach of employment and supplier agreements are enforced. Functional | Intersects With | Personnel Sanctions HRS-07 P 8 e 5
conditions of established security policies, standards and procedures.
Human resource exist to require for
security - Terms and Third-Party Contract
HML72 conyd e Breach of employment and supplier agreements are enforced. Functional | Intersects With . u::mems TPM-05  |& data privacy requirements with third-parties, reflecting the 5
it
d organization's needs to protect its systems, processes and data.
‘Asset lifecycle security - | Misuse of the assets is investigated, and - - N )
: " Mechanisms exist to sanction personnel failing to comply with
HML73 Informationand | procedures are followed as stated in the acceptable use policy, contractor | Functional | Intersects With | ~Personnel Sanctions |  HRS-07 ! " 5
° established security policies, standards and procedures.
assets or service
‘Asset lifecycle security - | Misuse of the assetsis and
) ) Workplace Mechanisms exist to conduct employee misconduct investigations when
HML73 Informationand | procedures are followed as stated in the acceptable use policy, contractor |  Functional | Intersects With HRS-07.1 5
Investigations there is reasonable assurance that a policy has been violated.
assets agreements or service agreements.
‘Asset lifecycl ty- M f th isati ts is investi d Monitoring for Third-
sset lifecyole security - Misuse of the assetsis and docur onitoring for Thir Mechanisms exist to monitor for evidence of unauthorized exfiltration or
HML73 Informationand  |procedures are followed as stated in the acceptable use policy, contractor |  Functional | Intersects With | Party Information M7 | onter ) 5
° [ disclosure of organizational information.
assets or service Disclosure
Asset lifecycle security - | Misuse of the assetsis and Rovtow of Third-Party Mechanisms exist to monitor, regularly review and assess External
HML73 Informationand | procedures are followed as stated in the acceptable use policy, contractor | Functional | Intersects With orvions TPM-08  |Service Providers (ESPs) for compliance with established contractual 5
assets agreements or service agreements. for. & data privacy controls.
Information security
Evidence gathered as part of the incident management process is Mechanisms exist to facilitate the implementation of data protection
HML74 incident management - °& P & P Functional | Subset Of Data Protection DCH-01 P P 10
appropriately protected. controls.
Collection of evidence
Information security
Evidence gathered as part of the incident management process is Sensitive / Regulated exist to protect data wherever tis
HML74 incident management - | © P net & process Functional | Intersects With tive /Reg DCH-01.2 Aisttop 1 5
appropriately protected. Data Protection stored.
Collestion of evidence
Information securit Mechanisms exist to perform digital forensics and maintain the integri
K Y| Evidence gathered as part of the incident management process is Chain of Custody & " pert e ’ " erity
HML74 incident management - ° Functional | Intersects With IRO-08 |of the chain of custody, in with applicable laws, 5
appropriately protected. Forensics 8
Collection of evidence and industry-recognized secure practices.
Information security
. ’ - ’ exist to timely-report incidents to
incident management - | Organisations report all security incidents and near misses to the
’ P . ) | incident stakeholder (1) Internal stakeholders;
HML75 Leamingfroman  |organisation’s senior management or to the Board by a nominated Functional | Intersects With IRO-10 5
' ! Reporting (2) Affected clients & third-parties; and
information security | Information Security Officer.
h (3) Regulatory authorities.
incident
Information security
N . o . Mechanisms exist to provide governance oversight reporting and
incident management - | Organisations report all security incidents and near misses to the
" " . " " N N Status Reporting To recommendations to those entrusted to make executive decisions about
HML75 Leamingfroman  |organisation’s senior management or to the Board by a nominated Functional | Intersects With GOv-01.2 " 5
5 " Governing Body matters material to the s &data
information security | Information Security Officer.
h protection program.
incident
Governance -
Information securit Defined Roles & exist to define roles & forall
HMS01 Y security roles and are to be clearly defined. Functional Equal o HRS-03 10
roles and Responsibilities personnel.
responsibilities
Publishing Cybersecuri
Governance - Policies for | A defined health information security policy is documented and approved by ) 8 Cybersecurity Mechanisms exist to establish, maintain and disseminate cybersecurity
HMS02 Functional Equal &Data Protection Gov-02 10
information security management. & data protection policies, standards and procedures.
Documentation
exist to perform i ies of assets that:
(1) Acourately reflects the current systems, applications and services in
use;
(2) Identifies authorized software products, including business
Asset Management - justificati details;
8 An inventory of assets where health information is stored, including software, Justification details: } X
HMS03 Inventory of information o i Functional | Intersects With | Asset Inventories AST-02 | (3)1s at the level of granularity deemed necessary for tracking and 5
endpoint devices and relevant owners are identified and maintained.
and assets reporting;
(4) Includes organization-defined information deemed necessary to
achieve effective property accountability; and
(5)1s available for review and audit by designated organizational
bersonnel.
Asset Management -
BEMENt” | o1 inventory of assets where health information is stored, including software, Sensitive Data Mechanisms exist to maintain inventory logs of all sensitive media and
HMS03 Inventory of information nation i oud Functional | Intersects With DCH-06.2 o a ! 5
PP endpoint devices and relevant owners are identified and maintained. Inventories conduct sensitive media inventories at least annually.
and assets
Supplier Management - Mechanisms exist to monitor, regularly review and assess External
PP 8 All suppliers responsible for delivering health information related assets and . Review of Third-Party gularly
HMS04 Supply Chain Risk Functional Equal TPM-08  |Service Providers (ESPs) for compliance with established contractual 10
services are to undergo periodic security assurance activities. Services
for. & data privacy controls.
Risk Management - Mechanisms exist to routinely update fisk assessments and react
gement - |\ security risk assessment is conducted periodically, and the identified risks ‘o routinely update ri rentsandreact
HMS05 Information Security |~ *°7*" ¥ Functional Equal  |RiskAssessment Update| RSK-07 |accordingly upon identifying new security vulnerabilities, including using 10
Risk gec: outside sources for security i i
Information Sharing - exist to require for
g ng are identified, and are met before the Third-Party Contract st 10 require
HMS06 Protection of health ) . : : Functional Equal TPM-05  |& data privacy requirements with third-parties, reflecting the 10
information is shared with authorised parties. Requirements °
information organization's needs to protect its systems, processes and data.
‘Access Management - | Access to health information and endpoint devices is provided based on the roto Bracd Avcoes Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy
HMS07 Access Controland | legitimate business and health information security requirements and onthe | Funtional | Inersects With | " B9 (200 IAC-08  |over users and resources that applies need-to-know and fine-grained 5
Secure role of the individual. access control for sensitive/regulated data access.
Access Management - | Access to health information and endpoint devices is provided based on the
8 P P . § Mechanisms exist to enforce Logical Access Control (LAC) permissions
HMS07 Access Controland | legitimate business and health information security requirements and onthe | Functional | Intersects With | Access Enforcement IAC-20 . N 5
that conform to the principle of “least privilege.
Secure role of the individual.
Device Management - | Latest operating systems, hardware devices, relevant software and internet Mochanisms exist to install the latest stable version of any software
isms exist to i i
HMS08 Managementof |browsers are used and kept up-to-date and where applicable, licensed Functional Equal Stable Versions VPM-04.1 Y 10
A . ’ and/or security-related updates on all applicable systems.
Technical Vulnerabilities |versions are to be used.
Device Management - | Permissions for all personnel is restricted so that external media, System Hardening Mechanisms exist to develop, document and maintain secure baseline
HMS09 Installation of software |unauthorised or malicious software is not installed on devices that are used | Functional | Intersects With | Through Baseline CFG-02 | configurations for technology platforms that are consistent with industry- 5
on systems |to store, process or transfer health Ci accepted system hardening standards.
Device M t- | Permissions for all Lis restricted so that external media,
evice Management - | Permissions forall personnel s festricted so that external mecia Removable Media Mechanisms exist to restrict removable media in accordance with data
HMS09 Installation of software |unauthorised or malicious software is not installed on devices that are used | Functional | Intersects With ° DCH-12 5
g Security handling and acceptable usage parameters.
on systems |to store, process or transfer health
Device Management - | Permissions for all personnel is restricted so that external media,
N N Endpoint Protection Mechanisms exist to protect the confidentiality, integrity, availability and
HMS09 Installation of software |unauthorised or malicious software is not installed on devices that are used | Functional | Intersects With END-02 5
Measures safety of endpoint devices.
on systems |to store, process or transfer health
Device Management | Up-to-date anti-virus, anti-malware/endpoint security software s installed Malicious Code ]
¢ € ¢ 5 © exist to utilize to detect and
HMS10 Protection against | on all computers and servers to protect health information and endpoint Functional Equal Protection (Anti- END-04 ’ ! 10
' : eradicate malicious code.
malware devices against malicious code or software. Malware)
Mechanisms exist to create recurring backups of data, software and/or
bevics Management .| AL etevant heath information is backed up securely (as outlined in your B e wmegme t"mhese e
v - images, as well as verify the integri ups, to ensu
HMS11 & documented policy) in an encrypted format and restoration is tested Functional | Intersects With Data Backups oot | & ey P 5
Information backup eriodicall the availability of the data to satisfying Recovery Time Objectives (RTOs)
P v and Recovery Point Objectives (RPOS).
Allrelevant health information is backed up securely (as outlined in your
Device Management - P v Y . | Testing for Reliability & Mechanisms exist to routinely test backups that verify the reliability of
HMS11 documented policy) in an encrypted format and restoration is tested Functional | Intersects With BCD-11.1 5
Information backup Integrity the backup process, as well as the integrity and availability of the data.
‘Allrelevant health information is backed up securely (as outlined in your
Device Management - ‘ P  (@s out v Cryptographic Cryptographic mechanisms exist to prevent the unauthorized disclosure
HMS11 ? documented policy) in an encrypted format and restoration is tested Functional | Intersects With BCD-11.4 ! " 5
Information backup um Protection and/or modification of backup information.
Device Management - | Only authorised devices that are managed and have security controls in Mechanisms exist to facilitate an IT Asset Management (ITAM) program
HMS12 Vi 8 Y authori Vi 8 fity controls | Functional Subset Of Asset Governance AST-01 1sms ext ! & (ITAM) prog: 10
User endpoint devices | place are to be used to process health to and manage asset controls.
Device Management | Only authorised devices that are managed and have security controls in Mechanisms exist to maintain a current list of approved technologies
HMS12 & Y & v Functional | Intersects With | Approved Technologies | AST-01.4 PP ¢ 5
User endpoint devices | place are to be used to process health (hardware and software).
When personnel are working remotely, security measures are in place to
Device Management - P g v v P . X Mechanisms exist to define, control and review organization-approved,
HMS13 protect health information which could be accessed, processed, or stored Functional | Intersects With Remote Access NET-14 5
Remote working secure remote access methods.
outside the premises.
When personnel are working remotely, security measures are in place to Work From Anywhere
Device Management - Mechanisms exist to define secure telecommuting practices and govern
HMS13 & protect health information which could be accessed, processed, or stored Functional | Intersects With | (WFA) - Telecommuting | NET-14.5 &P & 5
Remote working N N N remote access to systems and data for remote workers.
outside the organisations premises. Security
Information Sharing - | Licensed and secure software, tools or services are used to manage health Mechanisms exist to facilitate an IT Asset Management (ITAM) program
HMS14 ! ing- L . W rservices are u 8 Functional Subset Of Asset Governance AST-01 1Sms ex ! & (ITAM) prog: 10
Data Leakage Prevention information. to implement and manage asset management controls.
Information Sharing - | Licensed and secure software, tools or services are used to manage health Software Licensiny Mechanisms exist to maintain a current list of approved technologies
HMS14 e & Functional | Intersects With € | ast027 PP & 5
Data Leakage Prevention information. Restrictions (hardware and software).
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Notes (optional)

Network Management -

Network services used for transmitting and receiving health information and

Sensitive / Regulated

existto i

controls to restrict

(optional)

HMS15 e | data are kept secure, to ensure minimal security impact upon clinical Functional Equal Data Enclave (Secure | NET-06.3 |inbound and outbound connectivity for sensitive / regulated data 10
Y practice. Zone) enclaves (secure zones).
Devices or storing or health are. Mechanisms exist to employ boundary protections to isolate systems,
Network Management - ) Isolation of Information
HMS16 where possible, to a separate network with heightened security |  Functional Equal NET-03.7 |services and processes that support critical missions and/or business 10
Separation of networks System Components
away from other and assets. funotions.
Operations Security | Web taffie i enrypted for public facing websites which contain health Safoguarding Data Over Cryptographic mechanisms exist to mplement strong cryptography and
HMs17 o information, 50 that they are protected against Distributed Denial of Service | Functional | Intersects With [~ 1% 2918 NET-12  [security protocols to safeguard sensitive/regulated data during 5
e (DDoS) attacks. P over open, public networks.
Web traffic is encrypted for public facing websites which contain health
Operations Security - P P ing websi ! ! ) | Denial of Service (Dos) Automated mechanisms exist to protect against or limit the effects of
HMS17 information, so that they are protected against Distributed Denial of Service Functional [ Intersects With NET-02.1 5
Encryption Protection denial of service attacks.
(DDoS) attacks.
518 Operations Althealth i user activities are ecorded, stored foraperiodortme | ¢ oo T T T wonr | Mechanisms exst o faciltate the implemantation of enterprise-wide o
Logging and protected for analysis in case of a seourity incident. controls.
Mechanisms exist to retain event logs for a time period consistent with
Operati Allhealth i user activities are recorded, stored for a period of time records retention requirements to provide support for after-the-fact
HMS18 A er orded. P Functional | Intersects With |  Event Log Retention | MON-10 rds retention requir provide supp 5
Logging and protected for analysis in case of a security incident. investigations of security incidents and to meet statutory, regulatory and
retention requirements.
Mechani t to utilize a Security Incident Event M. SIEM),
Operations Security - |Unusual behaviour and potential information security incidents amongst Automated Tools for lechanisms exist to utilize a Security Incident Event Manager (SIEM), or
HMs19 ! eunt ‘ ! ! Functional | Intersects With °" | MON-01.2 |similar automated tool, to support near real-time analysis and incident 5
Real time monitoring | endpoints and interal and external networktraffic are detected. Real-Time Analysis o
Operations Security - |Unusual behaviour and potential information security incidents amongst Mechanisms exist to detect and respond to anomalous behavior that
HMS19 pers =4 viourand potential informati 1y inet & Functional | Intersects With | Anomalous Behavior | MON-16 ems ex P o 5
Real time monitoring |endpoints and internal and external network traffic are detected. could indicate account compromise or other malicious activities.
Incident Management -
Information security
" Y | A documented and approved security incident management process is Incident Response Plan Mechanisms exist to maintain and make available a current and viable
HMS20 incident management " ’ /ine Functional Equal 1RO-04 ¢ 10
maintained, reviewed, and tested periodically. (IRP) Incident Response Plan (IRP) to all stakeholders.
planning and
Business Continuity - Mechanisms exist to facilitate the implementation of contingency
it of health stobe n the event of a service, Business Continity lanning controls to hel ilient assets and servi
Hns21 - i inthe eve | Functional | Subsetof | Managoment System | BCD.o1 |Planmingcontrols o help ensure resiint assets and services (o8- o
readiness for business |system, or application being disrupted for a prolonged period.

continuity

(BCMS)

Continuity of Operations Plan (COOP) or Business Continuity & Disaster
Recovery (BC/DR)
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