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ional)
OSFI" (Guidelines - not requirements.
oyber risk it toall
financial institutions (FRFs), including foreign bank branches and
foreignii , o the extent it ith
A Purpose and scope applicable requirements and legal obligations related to their businessin| g, cuor oy o o No applicable SCF control .
Canada.Footnote Expectations for branches are set out in Guideline E-4|
on Foreign Entities Operating in Canada on a Branch Basis. These
i to support FRFIsi i resilience to
technology and cyber risks.
“Technology risk”, which includes “cyber risk”, refers to the risk arising 10 standard process termin reduce
from the inadequacy, disruption, destruction, failure, damage from confusion amongst groups and departments.
access, or mal of information
technology assets, people or processes that enable and support
business needs, and can result in financial loss and/or reputational
damage.
A1 Definitions A “Tachnology asset” s something tanglble (6., hardwars, Functional | Intersects With i SEA-02.1 5
infrastructure) or intangible (e.g., software, data, information) that needs
protection and supports the provision of technology services.
“Technology” is broadly used in this Guidaline to includs “information
technology” (IT), and “cyber” is broadly used to include “information
security.”
This Guideline is organized into three domains. Each sets out key (Guidelines - not requirements.
components of sound technology and cyber risk management.
1. — Sets OSF's the
formal eadership,
framework used to supportrisk management and oversight of
A2 Structure Y Functional | No Relationship NiA NiA No applicable SCF control NiA
2. i i s ons for
tisks related .
& and
services.
3. Cyber secur OSF nd
Each domain has a desired outcome for FRFIS to achieve through (Guidelines - not requirements.
A3 Outcomes managing risks that contribute to developing FRFIs' resilience to Functional NA NA No applicable SCF control NiA
risks.
ey risks sk (Guidelines - not requirements.
areas. ion with other OSFI
guidance, tools and supervisory communications, as well as guidance
issued by other authorities applicable to the FRFI's operating
environment; in particular:
. 0SFI Corporate Governance Guideline;
Related guid d
Ad EEE AT 0SFi Guideli (Operational Risk Functional NIA NIA No applicable SCF control NIA
information
0SFI Guidetine B-10 (Outsourcing);
OSFI Cyber Security Salt-Assessment Tool;
osFi yand Cy y
Alerts, adi d oth i anadian
Centre for Cyber Security; and
for &
) Outcome: Technology and cyber risks are governed through clear Cybersecurity & Data o facilitate
Governance and risk ! )
1 and structures, and d Functional Subset Of Protection Governance | GOV-01 |governance controls. 10
management
Program
Outcome: Technology and cyber risks are governed through clear Mechanisms exist to coordinate cybersecuriy, data protection and business
G d isk i d Steering Committee & i it i
| overnance and s/ and structures, and runctional | ntersects with cering Committes & | 1 o alignment through a steering committes or advisory board, comprised of key s
management frameworks. Program Oversight cybersecurity, data privacy and business executives, which meats formally and on a
roular hasis
Outcome: Technology and cyber risks are governed through clear tto oversight
G d isk i d Status Reporting T h dto mak d dered
| overnance and s/ and structures, and runctional | ntersects with atus ReportingTo | fto material to s
management frameworks. Governing Body : & program
Outcome: Technology and cyber risks are governed through clear Mechanisms exist o establish, maintain and disseminate cybersecurity & data
Governance and risk i d struct d d Publshing Gybersocurity tection poli dards and proced
1 and structures, an Functional | Intersacts With &Data Protection Gov-0z  [Protection pelicies, standards and procedures 5
management frameworks.
Documentation
I Du\come.Technol:gytandtcyber ms:saregoverneﬁthrough cleor periodic Roview & Update s e e he ety & ot ot pr:grar{\,\hncluﬁmg
| and structures, an Functional | IntersectsWith | of Gybersecurity & bata | Gov-oa _|POUicies, standards and procedures, at plannedintervals o f significant changes s
management frameworks. occurto ensure their quacy
Protection Program
Governanceandrisk | 0Utcome: Technology and cyber risks are governed through clear ‘Assigned Cybersecurity & Mechanisms exist to assign one or more qualified individuals with the mission and
1 AR ilities and structures, and d Functional | Intersects With Data Protection GOV-04 |resources to centrally-manage, coordinate, develop, implement and maintain an 5
& i orosram
Governanceandrisk | QUtcome: Technology and cyber risks are governed through clear ] stkehotder to enforce an ucture so .
1 ilities and structures, and d Functional | Intersacts With GOV-04.1[and indivi trained for mapping, measuring 5
management Accountability Structure
and manasine data and risks.
) Outcome: Technology and cyber risks are governed through clear i Mechanisms exist to establish an authoritative chain of command with clear lines of
Governance and risk ! ) Authoritative Chain of " °
1 and structures, and d Functional | Intersacts With GOV-04.2 | communication to remove ambiguity from individuals and teams related to 5
management Command
manasing data and risks
Governanceandrisk | CUtcome: Technology and cyber risks are governed through clear Mechanisms exist to develop, report and monitor cybersecurity & data privacy
1 ilities and structures, and d Functional | Intersects With | Measures of Performance |  GOV-05 | program measures of performance. 5
management
Principle 1: Senior Management should assign responsibilty for Mechanisms exist to assign one or more qualified individuals with the mission and
Accountabily and managing technology and cyberrisks to senior officers. It should also Assigned Gybersecurity & resources to centrally-manage, coordinate, develop, implement and maintain an
11 organizational structure ensure an appropriate Functional Intersects With Data Protection GOV-04 |enterprise-wide cybersecurity & data protection program. 5
are in place for managing technology and cyber risks across the FRFI. Responsibilites
Principle 1: Senior Management should assign responsibilty for tto enforce an Uoture so .
Accountabily and managing technology and cyber risks to senior officers. It should also ) Stakehotder and trained for mapping, measuring
1 ensure an appropriate Functional | Intersects With GOV-04.1 | and managing data and technology-related risks. 5
organizational structure " Accountability Structure
are in place for managing technology and cyber risks across the FRFI.
Senior directing the FRFI's technolog) Mechanisms exist to assign one or more qualified individuals with the mission and
and cyber y should assign clear for resources to centrally-manage, coordinate, develop, implement and maintain an
oo | SSTEL08 n cberisk governanco o enfr ofcers. xampls of Assigned Gybersecurity & enterprise-wide cybersecurity & data protection program.
11 g such roles include: Head of Information Technology; Chief Technology | purciona | ntersects with Data Protastion covoe s
‘accountabilityis established | Officer (CTO); Chief Information Officer (CIO); Head of Cyber Security or Responsibiliies
Chief Information Security Officer (CISO). These roles should have
y throughou
Senior directing the FRFI’s technolog) tto enforce an Uoture so .
and cyber y should assign clear for andindivi trained for mapping, measuring
technology and cyber risk governance to senior officers. Examples of and managing data and technology-related risks.
Senior M t i i Stakehold,
1a enior Managemen such roles include: Head of Information Technology; Chief Technology | purciona | ntersects With akeholder sovor .
accountabilityis established | Officer (CTO); Chief Information Officer (CIO); Head of Cyber Security or Accountability Structure
Chief Information Security Officer (CISO). These roles should have
y throughou
Senior directing the FRFI's technolog) Mechanisms exist to incorporate cybersecurity & data privacy principles into
and cyber y should assign clear for Business As Usual (BAU) practices through executive leadership involvement.
technology and cyber risk governance to senior officers. Examples of
Senior M t i i Business As Usual (BAU
tan enior Managemen such roles inolude: Head of Information Technology; Chief Technology | oo oo | Business As Usual BAU) | o 0 s
‘accountabilityis established | Officer (CTO); Chief Information Officer (CIO); Head of Cyber Security or Secure Practices
Chief Information Security Officer (CISO). These roles should have
y throughou
Senior directing the FRFI’s technolog) Mechanisms exist to compel data and/or process owners to operationalize
and cyber y should assign clear for cybersecurity & data privacy practices for each system, application and/or service
technology and cyber risk governance to senior officers. Examples of Operationalizing under their control.
Senior M t i i
1a o SonorManagement | such lesnc s Head of formation Technlogy: G Tehnlos) | unciona | iorsects Win | Cyporsecury&Data | GOV-1S s
untability Officer (CTO); Chief Information Officer (CIO); Head of Cyber Security or Prtotion Practions
Chief Information Security Officer (CISO). These roles should have
y throughou
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Senior Management
accountability s established

Senior Management is accountable for directing the FRFI’s technology
and cyber security d should assign for
technology and cyber risk governance to senior officers. Examples of
such roles include: Head of Information Technology; Chief Technology
Officer (CTO); Chief Information Officer (CIO); Head of Cyber Security or
Chief Information Security Officer (CISO). These roles should have

y throughout

Functional

Intersects With

Select Controls

GOV-15.1

to compel data and to select required

for each system, applicati service

under their control.

Senior Management
accountability is established

Senior Management is accountable for directing the FRFI’s technology
and cyber security d should assign for
technology and cyber risk governance to senior officers. Examples of
such roles include: Head of Information Technology; Chief Technology
Officer (CTO); Chief Information Officer (CIO); Head of Cyber Security or
Chief Information Security Officer (CISO). These roles should have

y throughout

Functional

Intersects With

Implement Controls

GOV-15.2

to compel data and toimplement required

for each system, applicati service

under their control.

Senior Management
accountability is established

Senior Management is accountable for directing the FRFI’s technology
and cyber security d should assign for
technology and cyber risk governance to senior officers. Examples of
such roles include: Head of Information Technology; Chief Technology
Officer (CTO); Chief Information Officer (CIO); Head of Cyber Security or
Chief Information Security Officer (CISO). These roles should have

y throughout

Functional

Intersects With

Assess Controls

GOV-15.3

to compel data and to assess if required

for each system, applicati service

under their control are i are

Senior Management
accountability is established

Senior Management is accountable for directing the FRFI’s technology
and cyber security d should assign for
technology and cyber risk governance to senior officers. Examples of
such roles include: Head of Information Technology; Chief Technology
Officer (CTO); Chief Information Officer (CIO); Head of Cyber Security or
Chief Information Security Officer (CISO). These roles should have

y throughout

Functional

Intersects With

Authorize Systems,
Applications & Services

GOV-15.4

to obtain ization for

to compel data and
the production use of each system, application and/or service under their control.

Senior Management
accountability is established

Senior Management is accountable for directing the FRFI's technology
and cyber security d should assign for
technology and cyber risk governance to senior officers. Examples of
such roles include: Head of Information Technology; Chief Technology
Officer (CTO); Chief Information Officer (CIO); Head of Cyber Security or
Chief Information Security Officer (CISO). These roles should have

y throughout

Functional

Intersects With

Monitor Controls

GOV-15.5

to compel data and/or to monitor systems,
applications and/or services under their control on an ongoing basis for applicable
threats and risks, as well as ity & data privacy

operating as intended.

Appropriate structure,
resources and training are
provided

FRFIs should:

Establish structure for managing !
risks across the institution, with clear roles and responsibilities,
adequate people and financial resources, and appropriate subject-
matter expertise and training;
Include among its Senior Management ranks persons with sufficient
understanding of technology and cyber risks; and
Promote a culture of risk awareness in relation to technology and cyber
risks throughout the institution.
Please refer to OSFI's Corporate Governance Guideline for OSFI's

FRFI Boards of Direct ding business strategy,

risk appetite and operational, business, risk and crisis management

Functional

Intersects With

Cybersecurity & Data
Protection Governance
Program

GOv-01

to facilitate the i ion of &

governance controls.

Appropriate structure,
resources and training are
provided

FRFIs should:

Establish
risks across the institution, with clear roles and responsibilities,
adequate people and financial resources, and appropriate subject-
matter expertise and training;
Include among its Senior Management ranks persons with sufficient
understanding of technology and cyber risks; and
Promote a culture of risk awareness in relation to technology and cyber
risks throughout the institution.
Please refer to OSFI's Corporate Governance Guideline for OSFI's

FRFI Boards of Direct ding business strategy,

structure for managing

risk appetite and operational, business, risk and crisis management

Functional

Intersects With

Steering Committee &
Program Oversight

GOV-01.1

Mechanisms exist to coordinate cybersecurity, data protection and business
d, comprised of key

alignment through a dvisory b

data privacy and b , which meet yandona

regular basis.

Appropriate structure,
resources and training are
provided

FRFIs should:

Establish
risks across the institution, with clear roles and responsibilities,
adequate people and financial resources, and appropriate subject-
matter expertise and training;
Include among its Senior Management ranks persons with sufficient
understanding of technology and cyber risks; and
Promote a culture of risk awareness in relation to technology and cyber
risks throughout the institution.
Please refer to OSFI's Corporate Governance Guideline for OSFI's

FRFI Boards of Direct business strategy,

structure for managing

risk appetite and operational, business, risk and crisis management

Functional

Intersects With

Status Reporting To
Governing Body

GOV-01.2

o bout matt idered material to

& ion program.

Appropriate structure,
resources and training are
provided

FRFIs should:

Establish structure for managing !
risks across the institution, with clear roles and responsibilities,
adequate people and financial resources, and appropriate subject-
matter expertise and training;
Include among its Senior Management ranks persons with sufficient
understanding of technology and cyber risks; and
Promote a culture of risk awareness in relation to technology and cyber
risks throughout the institution.
Please refer to OSFI's Corporate Governance Guideline for OSFI's

FRFI Boards of Direct ding business strategy,

risk appetite and operational, business, risk and crisis management

Functional

Intersects With

Assigned Cybersecurity &
Data Protection
Responsibilities

GOV-04

1o assi ivi the mission and
resources to centrally-manage, coordinate, develop, implement and maintain an
enterprise-wide cybersecurity & data protection program.

Appropriate structure,
resources and training are
provided

FRFIs should:

Establish
risks across the institution, with clear roles and responsibilities,
adequate people and financial resources, and appropriate subject-
matter expertise and training;
Include among its Senior Management ranks persons with sufficient
understanding of technology and cyber risks; and
Promote a culture of risk awareness in relation to technology and cyber
risks throughout the institution.
Please refer to OSFI's Corporate Governance Guideline for OSFI's

FRFI Boards of Direct ding business strategy,

structure for managing

risk appetite and operational, business, risk and crisis management

Functional

Intersects With

Stakeholder
Accountability Structure

GOV-04.1

1o enforce an

tructure so that appropriate teams
and individual ained for mapping, measuring
and managing data and technology-related risks.

Appropriate structure,
resources and training are
provided

FRFIs should:

Establish
risks across the institution, with clear roles and responsibilities,
adequate people and financial resources, and appropriate subject-
matter expertise and training;
Include among its Senior Management ranks persons with sufficient
understanding of technology and cyber risks; and
Promote a culture of risk awareness in relation to technology and cyber
risks throughout the institution.
Please refer to OSFI's Corporate Governance Guideline for OSFI's

FRFI Boards of Direct business strategy,

structure for managing

risk appetite and operational, business, risk and crisis management

Functional

Intersects With

Authoritative Chain of
Command

GOV-04.2

10 establish an
to from individual

clear lines of
d teams related to

chain of

managing data and technology-related risks.

Technology and cyber strategy

Principle 2: FRFIs should define, document, approve and implement a
strategic technology and cyber plan(s). The plan(s) should align to
business strategy and set goals and objectives that are measurable and
evolve with changes in the FRFI's technology and cyber environment.

Functional

Intersects With

Measures of Performance

GOV-05

Mechanisms exist to develop, report and monitor cybersecurity & data privacy
program measures of performance.

Technology and cyber strategy

Principle 2: FRFIs should define, document, approve and implement a
strategic technology and cyber plan(s). The plan(s) should align to
business strategy and set goals and objectives that are measurable and
evolve with changes in the FRFI's technology and cyber environment.

Functional

Intersects With

Defining Business
Context &Mission

GOV-08

Mechanisms exist to define the context of its business model and document the

s mission.

Technology and cyber strategy

Principle 2: FRFIs should define, document, approve and implement a
strategic technology and cyber plan(s). The plan(s) should align to
business strategy and set goals and objectives that are measurable and
evolve with changes in the FRFI's technology and cyber environment.

Functional

Intersects With

Define Control Objectives

GOV-09

the basis for

s internal control system.
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Strategy is proactive,
ive and

FRFI's strategic technology and cyber plan(s) should consider the
following elements:

Anticipate and evolve with potential changes in the FRFI's internal and
external technology and cyber environment;
Reference planned changes in the FRFI's technology environment;

the drivers, threats and
measures to report on progress against strategic objectives;

Include risk indicators that are defined, measured, monitored and
reported on; and

yber y support the

Functional

to facilitate the i ion of &d
related resource planning controls that define a viable plan for achieving
cybersecurity & data privacy objectives.

Cybersecurity & Data
Intersects With Privacy Portfolio PRM-01 5
Management

Strategy is proactive,
ive and

FRFI's strategic technology and cyber plan(s) should consider the
following elements:

Anticipate and evolve with potential changes in the FRFI's internal and
external technology and cyber environment;
Reference planned changes in the FRFI's technology environment;

the drivers, threats and
measures to report on progress against strategic objectives;

Include risk indicators that are defined, measured, monitored and
reported on; and

yber y support the

Functional

1o establish i &data privacy-sp
business plan and set of objectives to achieve that plan.

Intersects With Swategic Plan & PRM-01.1 5
Objectives

Strategy is proactive,
ive and

FRFI's strategic technology and cyber plan(s) should consider the

Anticipate and evolve with potential changes in the FRFI's internal and
external technology and cyber environment;
Reference planned changes in the FRFI's technology environment;

the drivers, threats and
measures to report on progress against strategic objectives;

Include risk indicators that are defined, measured, monitored and
reported on; and

technology and cyber y supportthe

Functional

Mechanisms exist to define and identify targeted capability maturity levels.

Intersects With Torgeted Gapablily | ooy 1 5
Maturity Levels

Strategy is proactive,
ive and

FRFI's strategic technology and cyber plan(s) should consider the
following elements:

Anticipate and evolve with potential changes in the FRFI's internal and
external technology and cyber environment;
Reference planned changes in the FRFI's technology environment;

the drivers, threats and
measures to report on progress against strategic objectives;

Include risk indicators that are defined, measured, monitored and
reported on; and

yber y support the

Functional

Mechanisms exist to address all capital planning and investment requests, including
needed to implement data privacy and
document all exceptions to this requirement

Cybersecurity & Data
Intersects With Privacy Resource PRM-02 5
Management

Strategy is proactive,
ive and

FRFI's strategic technology and cyber plan(s) should consider the
following elements:

Anticipate and evolve with potential changes in the FRFI's internal and
external technology and cyber environment;
Reference planned changes in the FRFI's technology environment;

the drivers, threats and
measures to report on progress against strategic objectives;

Include risk indicators that are defined, measured, monitored and
reported on; and

yber y support the

Functional

Mechanisms exist to identify and allocate resources for management, operational,
technical and data privacy requirements within business process planning for
projects /initiatives.

Intersects With | Allocation of Resources | ~ PRM-03 5

Strategy is proactive,
ive and

FRFI's strategic technology and cyber plan(s) should consider the
following elements:

Anticipate and evolve with potential changes in the FRFI's internal and
external technology and cyber environment;
Reference planned changes in the FRFI's technology environment;

the drivers, threats and
measures to report on progress against strategic objectives;

Include risk indicators that are defined, measured, monitored and
reported on; and

yber y support the

Functional

to assess ity & data privacy in system project
e extent to which the control

correctly, operating as intended and producing the desired outcome with respect to

meeting the requirements.

Cybersecurity & Data
Intersects With Privacy In Project PRM-04 5
Management

Strategy is proactive,
ive and

FRFI's strategic technology and cyber plan(s) should consider the
following elements:

Anticipate and evolve with potential changes in the FRFI's internal and
external technology and cyber environment;
Reference planned changes in the FRFI's technology environment;

the drivers, threats and
measures to report on progress against strategic objectives;

Include risk indicators that are defined, measured, monitored and
reported on; and

yber y support the

Functional

to identify criti and functions by
performing a criticality analysis for critical systems, system components or services
at pre-defined points in the Secure D ife Cycle (SDLC).

Cybersecurity & Data
Intersects With | Privacy Requirements |  PRM-05 5
Definition

Strategy is proactive,
ive and

FRFI's strategic technology and cyber plan(s) should consider the

Anticipate and evolve with potential changes in the FRFI's internal and
external technology and cyber environment;
Reference planned changes in the FRFI's technology environment;

the drivers, threats and
measures to report on progress against strategic objectives;

Include risk indicators that are defined, measured, monitored and
reported on; and

yber y support the

Functional

to define business p ideration for

& data privacy that determines:

o ing risk izational operations, assets, indivi h

organizations; and

(2) Information protection needs arising from the defined business processes and

Business Process PRM.0g | Fevises the processes as necessary, until an achievable set of protection needs is 5
Definition obtained.

Intersects With

Technology and cyber risk
management framework

Principle 3: FRFIs should establish a technology and cyber risk
management framework (RMF). The framework should set out a risk
appetite for technology and cyber risks and define FRFI’s processes and
requirements to identify, assess, manage, monitor and report on
tachnolosy and cvher risks.

Functional

to facilitate the i ion of strategic, operational and
Fisk Management tactical risk management controls.

Subset Of RSK-01 10
Program

Technology and cyber risk
management framework

Principle 3: FRFIs should establish a technology and cyber risk
management framework (RMF). The framework should set out a risk
appetite for technology and cyber risks and define FRF's processes and
requirements to identify, assess, manage, monitor and report on
technology and cyber risks.

Functional

Mechanisms exist to identify

(1) Assumptions affecting risk assessments, risk response and risk monitoring;

(2) Constraints affecting risk assessments, risk response and risk monitor

Intersects With Risk Framing RSK-01.1 | (3) The organizational risk tolerance; and s
(@) Priorities, benefi d by ization for managing

risk.

Technology and cyber risk
management framework

Principle 3: FRFIs should establish a technology and cyber risk
management framework (RMF). The framework should set out a risk
appetite for technology and cyber risks and define FRFI’s processes and
requirements to identify, assess, manage, monitor and report on
tachnolosy and cvher risks.

Functional

a izational risk appeti

e, the o uncertainty the|
organization is willing to accept in anticipation of a reward.
Intersects With Risk Appetite RSK-01.5 5

Technology and cyber risk
management framework

Principle 3: FRFIs should establish a technology and cyber risk
management framework (RMF). The framework should set out a risk
appetite for technology and cyber risks and define FRFI’s processes and
requirements to identify, assess, manage, monitor and report on
tachnolosy and cvher risks.

Functional

to identify and isks, both internal and external.

Intersects With Risk Identification RSK-03 B

Technology and cyber risk
management framework

Principle 3: FRFIs should establish a technology and cyber risk
management framework (RMF). The framework should set out a risk
appetite for technology and cyber risks and define FRFI’s processes and
requirements to identify, assess, manage, monitor and report on
tachnolosy and cvher risks.

Functional

ist to i risk the
likelihood and magnitude of harm, from unauthorized access, use, disclosure,
Intersects With Risk Assessment RSK-04  disruption, modification or destruction of th ization's syst d data. 5

Technology and cyber risk
management framework

Principle 3: FRFIs should establish a technology and cyber risk
management framework (RMF). The framework should set out a risk
appetite for technology and cyber risks and define FRFI’s processes and
requirements to identify, assess, manage, monitor and report on
tachnolosy and cvher risks.

Functional

Mechanisms exist to maintain a risk register that facilitates monitoring and reporting
of risks.
Intersects With Risk Register RSK-04.1 5

RMF is well-aligned and

FRFIs should establish a framework for managing technology and cyber

K framework. FRFls

should regularly review and refresh its technology and cyber RMF to

based on monitoring

and other lessons learned (e.g., past incidents).

Functional

to facilitate the i ion of &
governance controls.

Cybersecurity & Data
Intersects With | Protection Governance | GOV-01 5
Program

(Sl0le)
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(optional
FRFIs should establish a framework for managing technology and cyber Mechanisms exist to coordinate cybersecurity, data protection and business
k framework. FRFls alignment through a dvisory board, comprised of key
RMF is well-aligned and i Steering Committee & b i ich meets
131 i g should regularly review and refresh ts technology and cyber RMF to Functional Intersects With e Gov-ora data privacy and , which yandona s
P based on monitoring Program Oversight regular basis.
and other lessons learned (e.g., past incidents).
FRFIs should establish a framework for managing technology and cyber i dst to review & ion program, including
k framework. e Rovi ici it si
s vt otioned ng seon en i s et  ramovor FRFIs Periodic Review & Update policies, slandar:s and procedures, at planned intervals or fsignificant changes
131 i g should regularly review and refresh ts technology and cyber RMF to Functional IntersectsWith | of Cybersecurity & Data | Gov-og | 0ceur to ensure their quacy s
P based on monitoring
Protection Program
and other lessons learned (e.g., past incidents).
FRFIs should establish a framework for managing technology and cyber i dst to facilitate the i and of relevant
k framework. FRFls statutory, regulatory and contractual controls.
RMF is well-aligned and i Statutory, Regulatory &
131 i g should regularly review and refresh ts technology and cyber RMF to Functional Intersacts With v, Regulatory cpLo 5
P based on monitoring Contractual Compliance
and other lessons learned (e.g., past incidents).
FRFIs should establish a framework for managing technology and cyber i dstto d and review instances of pliance wit
k framework. FRFls statutory, regulatory and/or contractual obligations to develop appropriate risk
RMF is well-aligned and i Non-Compliance ion actions.
131 i g should regularly review and refresh ts technology and cyber RMF to Functional Intersects With p GpLo14 | mitigation actions. s
P based on monitoring Oversight
and other lessons learned (e.g., past incidents).
FRFIs should establish a framework for managing technology and cyber i dst to d validate the scope of ity & data
k framework. FRFls to meet statutory, regulatory contractual
RMF is well-aligned and i i i
131 i g should regularly review and refresh ts technology and cyber RMF to Functional Intersects With GomplisnceScope | GpLo1.2 |comPliance obligations. s
P based on monitoring
and other lessons learned (e.g., past incidents).
FRFIs should establish a framework for managing technology and cyber i dst to facilitate the i ion of strategic, operational and
k framework. FRFls tactical risk management controls
RMF is well-aligned and i Risk Management
131 i g should regularly review and refresh ts technology and cyber RMF to Functional SubsetOf e RSK.01 0
pr based on monitoring Program
and other lessons learned (e.g., past incidents).
FRFIs should establish a framework for managing technology and cyber i dst to facilitate find d
k framework. FRFls &data practices in design,
RMF is well-aligned and i Secure Engineerin i ices.
131 i g should regularly review and refresh ts technology and cyber RMF to Functional Intersects With  Engineering - plementation and modification of systems and services. s
P based on monitoring Principles
and other lessons learned (e.g., past incidents).
FRFIs should establish a framework for managing technology and cyber i i 1 ae and
k framework. . d .
RMF is well-aligned and hould ty revi . d refresh d cyber RMF . Centralized Management e precesses
131 : e should regularly review and refresh its technology and cyber RMF to Functional Intersects With | of Cybersecurity & Data | SEA-01.1 5
P based on monitoring
Privacy Controls
and other lessons learned (e.g., past incidents).
FRFIs should establish a framework for managing technology and cyber Mechanisms exist to manage the usable lifecycles of technology assets.
k its framework. FRFs
RMF is well-aligned and i Technology Lifecycle
131 i g should regularly review and refresh ts technology and cyber RMF to Functional Intersacts With gy Lifecy — 5
P on monitoring Management
and other lessons learned (e.g., past incidents).
FRFIs should consider thi i hen Mechanisms exist to develop a security Concept of Operations (CONOPS), or a
h gy and cyber RMF: plan for 3
management, operational and technical measures implemented to apply defense-in-
for cyber risk including for depth techniques all
relevant Oversight Functions;
8y and cyber risk appetite and (e.g.,limits,
thresholds and tolerance levels);
A technology and cyber risk taxonomy;
Control domains for technology and cyber security;
Policies, standards and processes governing technology and cyber risk,
which y d Security Concept Of
132 RMF captures key elements Functional Intersects With 0Ps-02 5
ptu; Y enterprise-wide; u Operations (CONOPS)
Processes for identifying, assessing, managing, monitoring and reporting
on technology and cyber risks, including processes for managing
exceptions;
Management of unique risks posed by emerging threats and
technologies; and
Reporting to Senior £y and cyber risk appetit
measures, exposures and trends to inform the FREP's current and
emerging risk profile.
Please refer to OSFI's Corporate Governance Guideline for OSFI's
in relation to FRFI Oversigt . which include Risk
FRFIs should consider thi i hen i dst to facilitate the i ion of strategic, operational and
establishing the technology and cyber RMF: tactical risk management controls.
for cyber risk including for
relevant Oversight Functions;
8y and cyber risk appetite and (e.g.,limits,
thresholds and tolerance levels);
A technology and cyber risk taxonomy;
Control domains for technology and cyber security;
Policies, standards and processes governing technology and cyber risk,
which y d Risk Management
132 RMF captures key elements [ orerprise-wide; Functional Subset Of Progrom RSK-01 10
Processes for identifying, assessing, managing, monitoring and reporting
on technology and cyber risks, including processes for managing
exception:
Management of unique risks posed by emerging threats and
technologies; and
Reporting to Senior 8y and cyber risk appetit
measures, exposures and trends to inform the FREP's current and
emerging risk profile.
Please refer to OSFI's Corporate Governance Guideline for OSFI's
in relation to FRFI Oversigt . which include Risk
Outcome: A thatis stable, i dst to facilitate the i ion of capacit trols
Technology operations and [ - o at s stable, Capacity & Performance o factliate " controts
2 resilient. The environment s kept current and supported by robust and Functional Intersects With CAP-01 system d futur 5
resilience Management .
recoverv orocesses. avacit
Outcome: A thatis stable, i dst to facilitate find d
Technology operations and Secure Engineering
2 resilient. The environment s kept current and supported by robust and Functional Intersects With " SEA-01 &data practices in design, 5
resilience Principles N ! .
recoverv orocesses. and of svstems and services.
Outcome: A thatis stable, i dst to achieve resilience requi innormal and adverse
Technology operations and Achieving Resilience
2 resilient. The environment s kept current and supported by robust and Functional Intersects With € SEA-01.2 |situations. 5
resilience Requirements
recoverv orocesses.
Outcome: A thatis stable, i dstto devel i i aligned with industry-
Technoloy d ilient. kept tand Alignment With Enterprise| i h
N ey resilient supported by robust and Functional Intersectswith | A€ P e ° y . s
resilience & yp X Architecture principles that addresses risk to organizational operations, assets, individuals, other
Principle 4: FRFIs should implement a technology architecture i dst to define business p ideration for
framework, with supporting processes to ensure solutions are built in & data privacy that determines:
line with business, technology, and security requirements. 4] ing risk izational operations, assets, indivi other
Business Process
2.1 Technology architecture Functional Intersects With PRM-06 |organizations; and 5
(2) Information protection needs arising from the defined business processes and
revises the processes as necessary, until an achievable set of protection needs is
abtined
Principle 4: FRFIs should implement a technology architecture Socure Engineering i dst to facilitate find d
21 Technology architecture | framework, with supporting processes to ensure solutions are builtin Functional Intersects With ot SEA-01 &data practices in design, 5
P i ion and of svstems and services.
Principle 4: FRFIs should implement a technology architecture i dst to devel i i aligned with industry-
i i Alignment With Enterprise| i h
21 Tachnology architecture | !TameWork, with supporting processes to ensure solutions are built in Functional Intersectswith | AE o seace |recognized ° y . s
line with business, technology, and security requirements. Architecture ples that addresses risk to organizational operations, assets, individuals, other
FRFIS shoutd‘estat:lsh aframe\‘/vork oic prin llpTles n:cessary to gover:, Cybersecurity & ata (‘o facilitate
214 technology supports business |™2"28% €volve and consistently implement IT architecture across the Functional Intersects With | Protection Governance | GOv-01 |EOVermance controls 5
institution in support of the enterprise’s strategic technology, security
needs Program
nd b 1s and
FRFIs should establish a framework of principles necessary to govern, Mechanisms exist to define the context of its business model and document the
i i Defining Business 's missic
5 technology supports businss | M"2E¢: evolve and consistently implement T architecture across the Functional Intersacts With g Bus Gov.os |OrEenization's mission s
onds institution in support of the enterprise’s strategic technology, security Context & Mission
nd b 1s and
FRFIs should establish a framework of principles necessary to govern, i i blish L the basis for
i i d s X
214 technology supports business | ™28, évolve and consistently implement T architecture across the Functional Intersects With | Define Control Objectives |~ GOV-09 of sinternal control system. 5
onds institution in support of the enterprise’s strategic technology, security
and b 1s and
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FRFIs should establish a framework of principles necessary to govern, Operationalizing 0 compel data and/or o
211 echnlogy suppona susnss |TENaES: o andcanstotly mplomont T actacturoacros 10 | corcion | ersociawin | CopersocunyOma | G0v15 prctes o aach ysam,apicationonr s s
- ISt i supprtof e e’ srtegc echnoloy, scuty P, under their control.
FRFIs should establish a framework of principles necessary to govern, o compel data and/or 0 select required
- lochnology supports buames | MNP, ovolve and consistently implement T architecture acrossthe | po Setoct Controts cov1si for each system, applicat service s
- institution in support of the enterprise’s strategic technology, security under their control.
nd b s and
FRFIs should establish a framework of principles necessary to govern, o compel data and/or toimplement required
N Ceehmotogy supports busimons. | neE: evolve and consistenty implement T architecture acrossthe | Lo s for each system, applicati service s
- institution in support of the enterprise’s strategic technology, security under their control.
nd b s and
FRFIs should establish a framework of principles necessary to govern, o compel data and/or o assess ff required
- lochnology supports buames | NS, ovolve and consistently implement T architecture acrossthe | p nssess Gontrols covss & for each system, applicati service s
- institution in support of the enterprise’s strategic technology, security under their control are implemented correctly and are operating as intended.
15 and
FRFIs should establish a framework of principles necessary to govern, o compel data and/or 0 obtain authorization for
- Ceehmotogy supports busimoss. | mneES evolve and consistenty implement T architecture acrossthe | ¢ oo | AuthorizeSystems, |- ihe production use of sach system, applicaton and/or service under thei contrl. s
S institution in support of the enterprise’s strategic technology, security Applications & Services
nd b L
FRFIs should establish a framework of principles necessary to govern, o compel data and/or to monitor systems,
N lochnology supports buames | NS, ovolve and consistently implement T architecture acrossthe | p Monitor Gontrols | GoV-ts.5. | PPIiations andor senvices under theircontrolon an angoing basis fr applicable s
- institution in support of the enterprise’s strategic technology, security threats and risks, as well as data privacy
and b 1s and intended
The scope of architecture principles should be comprehensive (6.¢. istto facilitate the i on of ind d
d merging o or in design,
relevant data). Using a isk-based approach, systems and associated plementation and modification of systems and services.
Secure Engineering
212 be designed and to achieve Functional | Intersects With orncotee SEAOT 5
ty, scalability, security (Secure-by-Design) and resilience
Design), with b d
The scope of architecture principles should be comprehensive (e 0 achieve resilience innormal and adverse
d merging situations.
relevant data). Using a isk-based approach, systems and associated
212 be designed and to achieve Functional | Intersectswith | ACMevnEResience | e, 5, 5
Requirements
ty, scalability, security (Secure-by-Design) and resilience
Design), with b d
The scope of architecture principles should be comprehensive (6.¢. devel ise archi aligned with industry-
d merging o recognized h '
relevant data). Using a isk-based approach, systems and associated Agnment Wit Enterprise principles that addresses sk to organizational operations, assets, individuals, other
212 be designed and o achieve Functional | Intersects With U SEA02  [organizations. 5
availabiliy, scalability, security (Secure-by-Design) and resilience
Design), with b d
Principle 5: FRFIs should maintain an updated inventory of ll technology o facilitate an IT Asset ITAM) program
assets supporting business processes o functions. FRFI's asset and manage asset management controls.
should address of assets to
22 8y 1, record Functional | IntersectsWith | Asset Governance AST01 5
ensure asset integrity, provide for the safe disposal of assets at the end
of their lfe cycle, and monitor and manage technology currency.
Principle 5: FRFIs should maintain an updated inventory of ll technology Mechanisms exist to dentify and assess the security of technology assets that
assets supporting business processes o functions. FRFI's asset support more than one critical business function.
should address of assets to noset-Sorvice
22 8y a t,record Functional | Intersects With AST-01.1 5
Dependencies
ensure asset integrity, provide for the safe disposal of assets at the end
of their lfe cycle, and monitor and manage technology currency.
Principle 5: FRFIs should maintain an updated inventory of ll technology 0 perform i technology assets that:
assets supporting business processes or functions. FRFI's asset a reflects d services in use;
should address of assets to (2) dentifies authorized software products, including business justification deta
2s & assot management d 1, record Functional | ntersects With Asset Inventories ast.o2 | (158t the level of granularity deemed necessary for racking and reporting; s
ensure asset integrity, provide for the safe disposal of assets at the end @ ization-defined i d necessary to achieve
of their lfe cycle, and monitor and manage technology currency. effective property accountability; and
(5)15 available for review and audit by designated organizational personnel.
Principle 5: FRFIs should maintain an updated inventory of ll technology Mechanisms exist to securely dispose of, destroy or repurpose system components
assets supporting business processes o functions. FRFI's asset using organization-defined techniques and methods to prevent information being.
should address of assets to Secure Disposal, recovered from these components
22 8y a 1, record Functional | Intersects With | Destruction o Re-Use of |  AST-09 s
ensure asset integrity, provide for the safe disposal of assets at the end Equipment
of their lfe cycle, and monitor and manage technology currency.
Principle 5: FRFIs should maintain an updated inventory of ll technology Mechanisms exist to manage the usable lifecycles of technology assets.
assets supporting business processes o functions. FRFI's asset
should address of assets to Tochnology Lifecycls
22 8y a t,record Functional | Intersects With SEA07.1 5
Management
ensure asset integrity, provide for the safe disposal of assets at the end
of their life cycle, and monitor and manage technology currency.
FRFIs should establish standards and procedures to manage technology o acilitate an IT Asset ITAM) program
221 Technology asset managoment |, Functional SubsetOf Asset Governance AST-01  [and manage asset management controls. 10
standards are established
221 Technology asset management :::::hww SR SR IO CELIES 0 TN | pamtonat | mrsectown | SnGordeed Oporaing | oo (SOP), or slmnardo(:::::r:gl:: o anablethe poser exei‘:weo’:‘:;i:;‘.)«c:.::;s 5
standards are established Procedures (SOP) - "
assiened tasks.
FRFIs should establish standards and procedures to manage technology ‘Mechanisms exist to define supporting business processes and implement
assets. Service Delivery planning,
221 T oy aosel Mgt Functional | IntersectsWith | (Business Process ops.03 support of ey 5
Support) business functions, workforce, and/or customers based on industry-recognized
standards to achieve i t
FRFIs should maintain a current and comprehensive asset management i to facilitate an IT Asset ITAM) program
system, o inventory, 8y roughout thei and manage asset management controls.
i cycle. Based on the FRFI's sk tolerance, this may include assets
owned o leased by a FRF, and third-party assets that store or process
FRFlinformation or provide critical business services. The asset
management system, or inventory, should be supported by:
P based on their criticalit
222 TenIon 8 A &1 | andor classifcarion. Thess i Y Functional | IntersectsWith | Asset Governance AST01 5
technology assets that are of high importance to the FRFI, or which could|
attract threat actors and cyber attacks, and therefore require enhanced
cyber protections; and
between critical B :
where appropriate, to enable proper change and configuration
management processes, and to assist in response to security and
operational incidents, including cyber attacks.
FRFIs should maintain a current and comprehensive asset management Mechanisms exist to dentify and assess the security of technology assets that
system, o inventory, 8y roughout thei support more than one critical business function.
i cycle. Based on the FRFI's risk tolerance, this may include assets
owned o Leased by a FRF, and third-party assets that store or process
FRFlinformation or provide critical business services. The asset
management system, or inventory, should be supported by:
P based on their criticalit
222 inventoryls maintained and | Tt eiication. These i Y Functional | Intersects With Asset-Service AST-01.1 5

assets

technology assets that are of high importance to the FRFI, or which could|
attract threat actors and cyber attacks, and therefore require enhanced
cyber protections; and

between critical ) 3
where appropriate, to enable proper change and configuration
management processes, and to assist in response to security and
operational incidents, including cyber attacks.

Dependencies
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FRFIs should maintain a current and comprehensive asset management
system, or inventory, gy roughout thei
life cycle. Based on the FRFI's risk tolerance, this may include assets
owned or leased by a FRFI, and third-party assets that store or process.
FRFI information o provide critical business services. The asset
management system, or inventory, should be supported by:

Inventory is maintained and

P based on ther criticality
andor classification. These i

assets

technology assets that are of high importance to the FRFI, or which could|
attract threat actors and cyber attacks, and therefore require enhanced
cyber protections; and

between critical 2
where appropriate, to enable proper change and configuration
management processes, and to assist in response to security and
operational incidents, including cyber attacks.

Functional

Intersects With

Asset Inventories. AST-02

to perform i technology assets that:
« reflects d services in use;
(2)Identifies authorized software products, including business justification detail
(3)1s at the level of granularity deemed necessary for tracking and reporting;

(@) Includ ization-defined ion deemed necessary to achieve
effective property accountability; and

(5)1s available for review and audit by designated organizational personnel.

FRFIs should maintain a current and comprehensive asset management
system, or inventory, gy roughout thei
life cycle. Based on the FRFI's risk tolerance, this may include assets
owned or leased by a FRFI, and third-party assets that store or process.
FRFI information o provide critical business services. The asset
management system, or inventory, should be supported by:

Inventory is maintained and

P based on ther criticality
andlor classification. These i

assets d

technology assets that are of high importance to the FRFI, or which could|
attract threat actors and cyber attacks, and therefore require enhanced
cyber protections; and

between critical ) 3
where appropriate, to enable proper change and configuration
management processes, and to assist in response to security and
operational incidents, including cyber attacks.

Functional

Intersects With

Identify Critical Assets | BCD-02

Mechanisms exist to identify and document the critical systems, applications and
services that support essential missions and business functions.

FRFIs should maintain a current and comprehensive asset management
system, or inventory, gy roughout thei
life cycle. Based on the FRFI's risk tolerance, this may include assets
owned or leased by a FRFI, and third-party assets that store or process.
FRFI information or provide critical business services. The asset
management system, or inventory, should be supported by:

Inventory is maintained and

P based on ther criticality
andlor classification. These i

assets

technology assets that are of high importance to the FRFI, or which could|
attract threat actors and cyber attacks, and therefore require enhanced
cyber protections; and

between critical ) 3
where appropriate, to enable proper change and configuration
management processes, and to assist in response to security and
operational incidents, including cyber attacks.

Functional

Intersects With

Data & Asset

DCH-02
Classi

n

dataand izedin

applicable statutory, regulatory and contractual requirements.

FRFIs should maintain a current and comprehensive asset management
system, or inventory, gy roughout thei
life cycle. Based on the FRFI's risk tolerance, this may include assets
owned or leased by a FRFI, and third-party assets that store or process.
FRFI information o provide critical business services. The asset
management system, or inventory, should be supported by:

Inventory is maintained and

P based on ther criticality
andlor classification. These i

assets

technology assets that are of high importance to the FRFI, or which could|
attract threat actors and cyber attacks, and therefore require enhanced
cyber protections; and

between critical 2
where appropriate, to enable proper change and configuration
management processes, and to assist in response to security and
operational incidents, including cyber attacks.

Functional

Intersects With

Sensitive Data Inventories | DCH-06.2

to maintain y all conduct

sensitive media inventories at least annually.

The technology inventory should also include a system for recording and

Inventory records and manages

to y and mitigate the risk
of technology outages and unauthorized activity. Processes should bein
place to identify, assess, and remediate discrepancies from the

2y

approved and to report on breaches.

Functional

Intersects With

Asset Inventories. AST-02

to perform i technology assets that:
« reflects 'd services in use;
(2)Identifies authorized software products, including business justification detai
(3)1s at the level of granularity deemed necessary for tracking and reporting;
@ ization-defined i d necessary to achieve
effective property accountability; and

(5)1s available for review and audit by designated organizational personnel.

The technology inventory should also include a system for recording and

to y and mitigate the risk

Inventory records and manages
technology asset configurations

t gy outages and ized activity. Processes should be in
place to identify, assess, and remediate discrepancies from the
approved baseline configuration, and to report on breaches.

Functional

Intersects With

Configuration
Management Database
(CMDB)

AST-02.9

Mechanisms exist to implement and manage a Configuration Management Database
(CMDB), or similar technology, to monitor and govern technology asset-specific
information

Standards for safe disposal of

FRFIs should define standards and implement processes to ensure the

8y are
established

or destruction of 2y

Functional

Equal

Secure Disposal,
Destruction or Re-Use of
Eauipment

AST-09

Mechanisms exist to securely dispose of, destroy or repurpose system components
using organization-defined techniques and methods to prevent information being
recovered from

Technology currency is
continuously assessed and
managed

FRFls should

d ts used in the 8y support of
business processes. It should proactively implement plans to mitigate
and manage risks stemming from unpatched, outdated or unsupported
assets and replace or upgrade assets before maintenance ceases.

Functional

Intersects With

Technology Lifecycle

SEA-07.1
Management

Mechanisms exist to manage the usable lifecycles of technology assets.

Technology currency is
continuously assessed and
managed

FRFIs should

d ts used in the ey support of
business processes. It should proactively implement plans to mitigate
and manage risks stemming from unpatched, outdated or unsupported
assets and replace or upgrade assets before maintenance ceases.

Functional

Intersects With

Unsupported Systems | TDA-17

Mechanisms exist to prevent unsupported systems by:
(1) Replacing systems when support for the components is no longer available from
the developer, vendor or manufacturer; and

(2) Requiring justification and documented approval for the continued use of

system to

‘Technology project
management

Princiy

ple 6: Effective processes are in place to govern and manage
technology projects, from initiation to closure, to ensure that project
outcomes are aligned with business objectives and are achieved within

the FRFI’s risk anoetit

Functional

Intersects With

Cybersecurity & Data
Privacy In Project
Management

PRM-04

to assess &data privacy system project

e extent to which the control
correctly, operating as intended and producing the desired outcome with respect to
meetine the

Technology project
management

Principle 6: Effective processes are in place to govern and manage
technology projects, from initiation to closure, to ensure that project
outcomes are aligned with business objectives and are achieved wi
the FRE

< risk anoetit

Functional

Intersects With

Cybersecurity & Data
Privacy Requirements
Definition

PRM-05

to identify criti and
performing a criticality analysis for critical systems, system components or services.

at pre-defined d points in the Secure D ife Cycle (SDLC).

Technology project
management

Principle 6: Effective processes are in place to govern and manage
technology projects, from initiation to closure, to ensure that project
outcomes are aligned with business objectives and are achieved withii
the FRFI's risk appetite.

Functional

Intersects With

Business Process
n

PRM-06

to define business p ideration for
& data privacy that determines:
o ing risk
organizations; and
(2) Information protection needs arising from the defined business processes and
revises the processes as necessary, until an achievable set of protection needs is

operations, assets, indivi other

Technology projects are
governed by an enterprise-wide
framework

Technology projects are often distinguished by their scale, required
investment and importance in fulfilling the FRFI's broader strategy. As a
result, they should be governed by an enterprise-wide project

for tent hes and

achievement of project outcomes in support of the FRFI’s technology
strategy. The FRFI should measure, monitor and periodically report on
nrni and assnsiated risks

Functional

Equal

Cybersecurity & Data
Privacy In Project
Management

PRM-04

ohtained

to assess &data privacy
e extent to which the control
correctly, operating as intended and producing the desired outcome with respect to

meeting the requirements.

system project

System Development Life Cycle

Principle 7: FRFIs should implement a System Development Life Cycle
(SDLC) framework for the secure development, acquisition and

technology as expected in support
of biect

Functional

Equal

Secure Development Lite
Cycle (SDLC)
Management

PRM-07

hangesto sy ithin th i
Cycle (SDLC) are controlled through formal change control procedures.

SDLC framework guides system
and software development

The SDLC framework should outline processes and controls in each
phase of the SDLC life cycle to achieve security and functionality, while
ensuring systems and software perform as expected to support business
objectives. The SDLC framework can include software development
methodologies adopted by the FRFI (e.g., Agile, Waterfall).

Functional

Intersects With

Cybersecurity & Data
Privacy In Project
Management

PRM-04

to assess &data privacy
e extent to which the control
correctly, operating as intended and producing the desired outcome with respect to

meeting the requirements.

system project

SDLC framework guides system
and software development

The SDLC framework should outline processes and controlsin each
phase of the SDLC life cycle to achieve security and functionality, while
ensuring systems and software perform as expected to support business
objectives. The SDLC framework can include software development
methodologies adopted by the FRFI (e.g., Agile, Waterfall).

Functional

Intersects With

Cybersecurity & Data
Privacy Requirements
Definition

PRM-05

to identify criti and
for critical systems, system components or services
points in the Secure D ife Cycle (SDLC).
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SDLC framework guides system

The SDLC framework should outline processes and controlsin each
phase of the SDLC life cycle to achieve security and functionality, while
ensuring systems and software perform as expected to support business

Business Process

to define business p ideration for
& data privacy that determines:
o ing risk operations, assets, indivi other

241 objectives. The SDLC framework can include software development Functional | Intersects With PRM-06  |organizations; and 5
and software development n
methodologies adopted by the FRFI (e.g., Agie, Waterfall). (@) Information protection needs arising from the defined business processes and
revises the processes as necessary, ntil an achievable set of protection needs s
ontained
The SDLC framework should outline processes and controls in each i hanges to sy ithin th i
phase of the SDLC lfe cycle to achieve security and functionality, while Socure Dovelopment Life Gycle (SDLC) are controlled through formal change control procedures.
SDLC framework guides system [ensuri
2an uides system | ensuring systems and software perform as expected o supportbusiness | [ oot (50100 . s
and software development [ objectives. The SDLC framework can include software development Management
methodologies adopted by the FRFI (e.g., Agie, Waterfall).
The SDLC framework should outline processes and controls in each tohavean jowof design to confirm
phase of the SDLC lfe cycle to achieve security and functionality, while thatall metand that any
SDLC framework guides system [ensuri i i .
2an ides system |ensuring systems and software perform as expected to supportbusiness | o | e |fsks aresatstactory adaressed s
and software development [ objectives. The SDLC framework can include software development
methodologies adopted by the FRFI (e.g., Agie, Waterfall).
n addition to the general technology processes and controls, FRFIs o identiy criti and
gtesto ensu Cybersscuriy & Data y for critical systems, system components or services
Security requirements are i . For Agil defined d b i .
N yreq expectations are embedded in each phase of the SDLC. For Agile — cauat ey oaromeme | pRm0s | points in the Secure Cycle (SDLC). o
embedded throughout the SDLC FRFIs )
Definition
the ySDLC and design principles
n addition to the general technology processes and controls, FRFIs tohavean jowof design to confirm
gtesto ensu thatall met and that any
Security requirements are i . For Agil i i .
o yreq expectations are embedded in each phase o the SDLC. For Agile Functionat | Intorsects With | Software Design Reviow | Toa065 |75k re setitactorly adressed s
embedded throughout the SDLC FRFIs
the ySDLC and design principles
i i and o identiy criti and
Integration of development, pmertan . Gybersecurity & Data pertoming il aralys ol systams, st component o seices
2. security and technology be detivered ap Functional | IntersectsWith | Privacy Requirements | PRM-05  [** points Inthe Secure ife Cycle (SDLC). 5
security. When these practices are employed, FRFIs should ensure they :
operations Definition
are aligned with the SDLC framevwork and applicable technology and
 uher nelieias and standtards
i i and 0 define business p ideration for
, & data privacy that determines:
Integration of be delivered rap Susiness Process m ing isk operations, assets, indiv other
243 security andtechnology | security. When these practices are employed, FRFIs should ensure they | Functional |  Intersacts With e PRM-06  |organizations; and 5
operations are aligned with the SDLC framevwork and applicable technology and (@) Information protection needs arising from the defined business processes and
cyber policies and standards. revises the processes as necessary, until an achievable set of protection needs s
ontained
y and p pv— — m
ntegraton of dovelopment, pntan Socure Dovelopment Life Gycle (SDLC) are controlled through formal change control procedures.
243 security and technology be delivered rap Functional | Intersects With Cycle (SDLC) PRM-07 5
security. When these practices are employed, FRFIs should ensure they
operations Management
are aligned with the SDLC framework and applicable technology and
 uher nelieias and stantards
i i and o tacilitate fralored and
Integration of development, prentar Technotogy Dovelopmont scasilon suategies. conra and
243 security and technology be delivered rap Functional | Intersects With 8y Develop) ToAQ1  |Pusiness needs. 5
oenations security. When these practices are employed, FRFIs should ensure they & Acquisition
are aligned with the SDLC framework and applicable technology and
 uher nolieias and stanrtards
i i and o designand esses t
proactively govern the design, of products and
ntegraton of dovelopment, be delivered rapi Services across the System Development Life Cycle (SDLC) to:
sas ceourity and tochnology | SSCUM. When these practices are employed, FRFIs should ensurethey | gy i | rccicwin | product Management | Toacor.1 | (1 Improve functionaliy; s
oenations are aligned with the SDLC framework and applicable technology and (2) Enhance security and resitiency capabilities;
cyber policies and standards. (3) Correct security deficiencies; and
4) Conform with applicable statutory, regulatory and/or contractual obligations.
v and o requi developers to ensure that their software
Integration of development, i g o . . secure pr | r‘a u
2. security and technology be delivered rap Functional | Intersects With - | Toao2s engineering methods, quallty control processes and validation 5
oerations security. When these practices are employed, FRFIs should ensure they Techniques & Processes techniques to minimize flawed and/or malformed software.
are aligned with the SDLC framevwork and applicable technology and
 uher nolieias and stanrtards
For software and systems that are acquired, FRFIs should ensure that o aciltate the i ion of ad
Acaquired systems and software and Information Assurance izati
e au . y . . ‘ Functional SubsetOf : \Ao1  |assessmentand authorization controts. o
forrisk is subjectto the control required by the (14) Operations
FRFI's SDLC framework
For software and systems that are acquired, FRFIs should ensure that Mechanisms exist to establish the scope of by defining
Acaquired systems and software and . . i i
s qu . y . . ) Functional | IntorsectsWith | Assessment Boundaries || 1A0-01.1 |P0Undany. according o people, procsses and technology thatdirectly o ndirectly s
forrisk is subjectto the control required by the pact the confidentiality,integrity, avalability and safety of the data and systems
FRFI's SDLC framework under review
For software and systems that are acquired, FRFIs should ensure that i © the &datap
Acauired systoms and softiare y  and systems, applications and services through Information Assurence Program (IAP)
244 e is subjectto the control requiredbythe|  Functional | Intersects With Assessments 14002 activities to determine the extent to which the controls are implemented correctly, 5
FRFI's SDLC framework. tended and producing respect to meeting
exnected
For software and systems that are acquired, FRFIs should ensure that i 0 perform thr and other design techniques,
Acaquired systems and software and Lt ified and tedfor.
244 a * Y ° ' ) Functional | Intersects With Threat Modeling ToA0p [(©Ensure thatthreats o identfied for 5
forrisk is subjectto the control required by the
FRFI's SDLC framework
FRFIs should define and implement coding principles and best practices o requi developers to ensure that their software
c defor | (e. , ird d y D, : ’ for secu
245 08, secy uee of tnird-party coding Functional | Intersects With ToA02.3 : securep ! 8
secure and stable code | repositories and tools, etc.). Techniques & Processes programming, engineering methods, quality control processes and validation
s software.
Coding oriintos prowide for | Should define and implement coding principles and best practices Secure Software on
245 SE;:’E n :m;le o e . use of third-party . coding Functional Intersects With | Development Practices | TDA-06 | Practices (SSDP). 8
itories and tools. etc.). (sSDP)
Coding orimontos prowida for _|FRFS should define and implement coding principles and best practices torequire of the system, ponentor
245 SE;:’E n :m;le o e ding, use of third-party . coding Functional Intersects With Criticality Analysis | TDA-06.1 |service to perf points inthe 5
itories and tools. etc.). Secure D ife Cycle (SDLC).
Principle 8: FRFIs should establish and implement  technology change i o acilitate the i ion of
and process and program.
Change and release Change Management
25 & to technology i trolled Functional Intersects With & & CHG-01 5
management Program
manner that ensures minimal disruption to the production environment
Principle 8: FRFIs should establish and implement  technology change Mechanisms exist to govern the technical configuration changs control processes.
and process and
Change and release Configuration Change
25 & totechnology i trolled Functional Intersects With e % | cHe-02 5
management Control
manner that ensures minimal disruption to the production environment
Principle 8: FRFIs should establish and implement  technology change <0 prohibit Changes, unless organizati d
Changoandratease | process and change requests are received.
25 et totechnology ina controlled Functional | IntersectsWith | Prohibition Of Changes | CHG-02.1 5
manner that ensures minimal disruption to the production environment
Principle 8: FRFIs should establish and implement  technology change Mechanisms exist to enforce configuration restrictions in an effort to restrict the
Changoandratease | process and ccess Restriction For ability of users to conduct unauithorized changes.
25 totechnology ina controlled Functional | Intersects With cHo-04 s
management Change
manner that ensures minimal disruption to the production environment
Principle 8: FRFIs should establish and implement  technology change Mechanisms exist to imit operational privileges for implementing changes.
and process and
Change and release Permissions To
25 & totechnology i trolled Functional Intersects With CHG-04.4 5
management Implement Changes
manner that ensures minimal disruption to the production environment
FRFIs should that changes to gy assets in o faciltate the i ion of
environment are documented, assessed, tested, approved, program.
Ghanges to technology assets | MPeMented and veified n  controlied manner. The change and
" Change Management
251 are conductedin a controlled |€1°25¢ Y Functional | Intersects With g Manag cHe-01 5
. throughout the change management process. The standard should also Program
0 ensure that such
changes are implemented in a controlled manner with adequate
cotogiards
FRFIs should that changes to gy assets in Mechanisms exist to govern the technical configuration change control processes.
enuironment are documented, assessed, tested, approved,
Ghanges to technology assets | MPeMented and veified n a controlied manner. The change and
" Configuration Change
251 are conducted in a controlled |€1°25 Y Functional | Intersects With & & | choe.02 5

manner

throughout the change management process. The standard should also

to ensure that such
changes are implemented in a controlled manner with adequate
cafesards

ontrol
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Set Theory Relationship Mapping (STRM)

Canada OSFI-B13

version 2025.2
6/26/2025

Strength of

STRM STRM Secure Controls Framework (SCF)
FDE Name Focal Document Element (FDE) Description SCF Control tionship Notes (optional)
Rationale Relationship Control Descri ontiona
(optional
FRFls should that changes to By in to prohibit changes, unless organizati d
environment are documented, assessed, tested, approved, change requests are received.
Changes to teshnology assets |'MPlemented and verified in a controlled manner. The change and
251 are conducted in a controlled | "¢ Y Functional Intersects With | Prohibition Of Changes | CHG-02.1 5
anner throughout the change management process. The standard should also
to ensure that such
changes are implemented in a controlled manner with adequate
sofequarde
FRFls should that changes to 8 in to i d oposed changes ina non-
environment are documented, assessed, tested, approved,
and verified in a controlled manner. The change and
Ghanges o & " Test, Validate &
251 are conducted in a controlled |"¢5 Y Functional | Intersects With . CHG-02.2 5
ranner throughout the change management process. The standard should also Document Changes
to ensure that such
changes are implemented in a controlled manner with adequate
sofequarde
Segregation of duties is a key control used in protecting assets from Mechanisms exist to enforce configuration restrictions in an effort to restrict the
Segregation of duties controls | M2UNorized ehanges. FRFIS should segregate duties in the change Aceess Restriction For ability of users to conduct unauthorized changes.
252 management process to ensure that the same person cannot develop, Functional | Intersects With CHG-04 5
against unauthorized changes Change
authorize, execute and move code of releases between production and
Segregation of duties is a ke control used in protecting assets from Mechanisms exist o limit operational privileges for implementing changes.
Segregation of duties controls | M2UNorized ehanges. FRFIS should segregate duties in the change pormissions To
252 management process to ensure that the same person cannot develop, Functional | Intersects With CHG-04.4 5
against unauthorized changes Implement Changes
authorize, execute and move code of releases between production and
Segregation of duties is a key control used in protecting assets from Mechanisms exist to implement and maintain Separation of Duties (SaD) to prevent
Segregation of duties controls | M2UNorized ehanges. FRFIS should segregate duties i the change potential inappropriate activity without collusion.
252 management process to ensure that the same person cannot develop, Functional | Intersects With | Separation of Duties (SoD)|  HRS-11 5
against unauthorized changes
authorize, execute and move code of releases between production and
C be to ensure ility and integrity of Mechanisms exist to govern the technical configuration change control processes.
Changes to g, code, Configuration Change
253 & as well as the asset g Functional Subset Of e % | cHe.02 10
are traceable releases) in each phase of the change management process. Control
Principle 9: FRFIS should implement patch management processes fo Vulnerability & Patch to facilitate the i ion and ity
26 Patch lled and timely app! of pateh its Functional Subset Of Management Program | VPM-01 [ management controls. 10
flaws, WPMP)
Principle 9: FRFIS should implement patch management processes to to ensure that , tracked and
Vulnerability Remediation
26 Patch lled and timely app! of pateh its Functional Subset Of Y VPM-02  |remediated. 10
Process
flaws,
Principle 9: FRFIs should implement patch management processes o Sottware & Firmaare Mechanisms exist to conduct software patching for all deployed operating systems,
26 Patch lled and timely app! of pateh its Functional Subset Of o VPM-05 |applications and firmware. 10
es and flaws. ®
The patch management process should define clear roles and Mechanisms exist to conduct software patching for all deployed operating systems,
forall ved. Patching should follow the firmware.
Patches are applied in a timel Software & Firmware
264 i Y |rrer Functional Subset Of VPM-05 10
and controlled manner Patching
. Patches should be tested the
oroduction
Principle 10: FRFIs should effectively detect, log, manage, resolve, Mechanisms exist to implement and govern processes and documentation to
Incident and problem Incident Response
27 monitor and report on technology incidents and minimize their impacts. | Functional Subset Of ° 1RO-01 | facilitate an for data privacy- 10
management Operations o an
related incidents.
Principle 10: FRFIs should ffectively detect, log, manage, resolve, Mechanisms exist to cover
monitor and report on technology incidents and minimize their impacts. (1) Preparation;
@ d event detection or manual inci 3
Incident and problem
27 i Functional Intersects With Incident Handling 1RO-02 | (3) Analysis; 5
management
(4) Containment;
(5) Eradication; and
(8 Rerrvery
Incidontand problem | PFINCPLe 10: FRFIS should efectively detect, og, manage, esolve, Incidont Classiication & i to identi actions to take to ensure the
27 monitor and report on technology incidents and minimize their impacts. | Functional | Intersects With 1RO-02.4 of ission functions. 5
management
Incidontand problem | PFINCPLe 10: RIS should efectively detect, og, manage, esolve, Stuational Awareness For Mechanisms exist to document, monitor and report the status of cybersecurity &
27 monitor and report on technology incidents and minimize their impacts. | Functional | Intersects With : 1RO-09 | data privacy incidents to internal stakeholders all the way through the resolution of 5
management Incidents o prvcy
FRFIs should define standards and implement processes for incident Mechanisms exist to cover
Incidents are managed to |1 Problem management. Standards should provide an appropriate (1) Preparation;
minimize impact on affected for tmely | d fon of @ d event detection or manual inci g
274 N incidents, restoration and/or recovery of an affected system, and Functional Subset Of Incident Handling 1RO-02 | (3) Analysis; 10
systems and business
investigation and resolution of incident root causes. (4) Containment;
processes
(5) Eradication; and
(8 Rerrvery
Ry FRFs should define standards and implement processes for incident Mechanisms exist to maintain and make available a current and viable Incident
Incidents are managed to
and problem management. Standards should provide an appropriate Response Plan (IRP) to all stakeholders.
minimize impact on affected 1. Stan ° Incident Response Plan
274 N for timely d f Functional | Intersects With 1RO-04 5
systems and business RP)
incidents, restoration and/or recovery of an affected system, and
processes . ¥
! ident oot oauses
FRFls should implement processes and procedures for managing Mechanisms exist to implement and govern processes and documentation to
technology incidents; elements may include: facilitate an for data privacy-
related incidents.
roles and
and external parties to support effective incident response;
Establishing early warning indicators or triggers of system disruption
(i., detection) that are informed by ongoing threat assessment and risk
surveillance activities;
Identifying and classifying incidents according to priority, based on their
impacts on business services;
Developing and procedures that Incident Response
272 s clear, responsive and isk- | itigate the impacts of incidents, including internal and external Functional Subset Of Operations 1RO-01 0
communication actions that contain escalation and notification triggers
and processes;
scenarios in
order to identify and remedy gaps in incident response actions and
capabilities;
c testing of inciden
process, playbooks, and other response tools (e.g., coordination and
maintain their and
and periodically
with third parties.
FRFIs should implement processes and procedures for managing Mechanisms exist to cover
technology incidents; elements may include: (1) Preparation;
@ d event detection or manual inci 3
roles and (3) Analysis;
and external parties to support effective incident response; (4) Containment;
Establishing early warning indicators or triggers of system disruption (5) Eradication; and
(ie., detection) that are informed by angoing threat assessment and risk (6) Recovery.
suveillance activities;
Identifying and classifying incidents according to priority, based on their
impacts on business services;
Developing and procedures that
272 is clear, responsive and risk- Functional Subset Of Incident Handling 1RO-02 10

based

mitigate the impacts of incidents, including internal and external
communication actions that contain escalation and notification triggers
and processes;

scenarios in
order to identify and remedy gaps in incident response actions and
capabilities;
c

testing of inciden
process, playbooks, and other response tools (e.g., coordination and
maintain their and

and periodically
with third parties.
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

STRM
Relationship

Canada OSFI-B13

SCF Control

Secure Controls Framework (SCF)
Control Descri

Strength of

tionship
(optional)

version 2025.2
6/26/2025

Notes (optional)

FRFIs should implement processes and procedures for managing
technology incidents; elements may include:

roles and

and external parties to support effective incident response;
Establishing early warning indicators or triggers of system disruption
(i.e., detection) that are informed by ongoing threat assessment and risk
surveillance activities;

Identifying and classifying incidents according to priority, based on their
impacts on business services;

272 i clear, responsive and risk-
based

Developing and procedures that
mitigate the impacts of incidents, including internal and external
communication actions that contain escalation and notification triggers
and processes;

scenarios in
order to identify and remedy gaps in incident response actions and
capabilities;
c

testing of inciden
process, playbooks, and other response tools (e.g., coordination and

maintain their and

and periodically
with third parties.

Functional

Intersects With

(10c)

IR0-03

to define specific Ind f C
signs of potential cybersecurity events.

10C) to identify the

FRFIs should implement processes and procedures for managing
technology incidents; elements may include:

roles and

and external parties to support effective incident response;

Establishing early warning indicators or triggers of system disruption
(i.e., detection) that are informed by ongoing threat assessment and risk
surveillance activi
Identifying and classifying incidents according to priority, based on their
impacts on business services;

ies;

272 i clear, responsive and risk-

Developing and procedures that
mitigate the impacts of incidents, including internal and external
communication actions that contain escalation and notification triggers
and processes;

scenarios in
order to identify and remedy gaps in incident response actions and
capabilities;
c

testing of inciden
process, playbooks, and other response tools (e.g., coordination and

maintain their and

and periodically
with third parties.

Functional

Intersects With

Incident Response Plan
(IRP)

IRO-04

Mechanisms exist to maintain and make available a current and viable Incident
Response Plan (IRP) to all stakeholders.

FRFIs should implement processes and procedures for managing
technology incidents; elements may include:

roles and
and external parties to support effective

ident response;

Establishing early warning indicators or triggers of system disruption
(i.e., detection) that are informed by ongoing threat assessment and risk
surveillance activities;

Identifying and classifying incidents according to priority, based on their
impacts on business services;

27.2 i clear, responsive and risk-
based

Developing and procedures that
mitigate the impacts of incidents, including internal and external
communication actions that contain escalation and notification triggers
and processes;

scenarios in
order to identify and remedy gaps in incident response actions and
capabilities;
c

testing of inciden
process, playbooks, and other response tools (e.g., coordination and

maintain their and

and periodically
with third parties.

Functional

Intersects With

Incident Response Testing|

IRO-06

o inci capabilities through reali
exercises f

FRFIs should implement processes and procedures for managing
technology incidents; elements may include:

roles and

and external parties to support effective incident response;
Establishing early warning indicators or triggers of system disruption
(i.e., detection) that are informed by ongoing threat assessment and risk
surveillance activities;

Identifying and classifying incidents according to priority, based on their
impacts on business services;

272 i clear, responsive and risk-
based

Developing and procedures that
mitigate the impacts of incidents, including internal and external
communication actions that contain escalation and notification triggers
and processes;

scenarios in
order to identify and remedy gaps in incident response actions and
capabilities;
c

testing of inciden
process, playbooks, and other response tools (e.g., coordination and

maintain their and

and periodically
with third parties.

Functional

Intersects With

Integrated Security
Incident Response Team
(SIRT)

IR0-07

Mechanisms exist to estat
function
incident response operations.

ish an integrated team of cybersecurity, IT and business

FRFIs should esses that provide for
the detection, categorization, investigation and resolution of suspected
incident cause(s). Processes should include post-incident reviews, root

[t

B

27.3 investigate, resolve and learn
from problems

cause and d of trends or pattemns in
incidents. Problem management activities and findings should inform
related control processes and be used on an ongoing basis to improve
incident management processes and procedures, including change and
release management.

Functional

Equal

Root Cause Analysis
(RCA) & Lessons Learned

IRO-13

to learned from analyziny

incidents to reduce. impact of future

FRFIs should esses that provide for
the detection, categorization, investigation and resolution of suspected
incident cause(s). Processes should include post-incident reviews, root

27.3 investigate, resolve and learn
from problems

cause and d of trends or pattems in
incidents. Problem management activities and findings should inform
related control processes and be used on an ongoing basis to improve
incident management processes and procedures, including change and
release management.

Functional

Intersects With

IRP Update

IR0-04.2

y and modify incident response practices to
d, business d Y

as necessary.

Technology service
measurement and monitoring

Principle 11: FRFIs should develop service and capacity standards and
processes to monitor operational management of technology, ensuring
business needs are met.

Functional

Intersects With

Standardized Operating
Procedures (SOP)

0PS-01.1

toidentify and document Operating Procedures
(SOP), or similar documentation, to enable the proper execution of day-to-day /
assigned tasks.

Technology service
measurement and monitoring

Principle 11: FRFIs should develop service and capacity standards and
processes to monitor operational management of technology, ensuring
business needs are met

Functional

Intersects With

Service Delivery
(Business Process
Support)

0OPS-03

Mechanisms exist to define supporting business processes and implement

planning,

supportof
business functions, workforce, and/or customers based on industry-recognized

Technology service
measurement and monitoring

Principle 11: FRFIs should develop service and capacity standards and
processes to monitor operational management of technology, ensuring
business needs are met

Functional

Intersects With

Cybersecurity & Data
Privacy Requirements
Definition

PRM-05

standards to achieve

to identify criti and
performing a criticality analysis for critical systems, system components or services
points in the Secure D ife Cycle (SDLC).

Technology service
measurement and monitoring

Principle 11: FRFIs should develop service and capacity standards and
processes to monitor operational management of technology, ensuring
business needs are met

Functional

Intersects With

Business Process

PRM-06

to define business p ideration for
& data privacy that determines:
o ing risk
organizations; and

(2) Information protection needs arising from the defined business processes and
revises the processes as necessary, until an achievable set of protection needs is
ahtained

operations, assets, indivi other

Technology service
performance is measured,
monitored and regularly
reviewed for improvement

FRFIs should establish technology service management standards with
defined performance indicators and/or service targets that can be used

r 8 . Processes

should also provide for remediation where targets are not being met.

Functional

Intersects With

Measures of Performance

GOV-05

Mechanisms exist to develop, report and monitor cybersecurity & data privacy
program measures of performance.

Technology service
performance is measured,
monitored and regularly
reviewed for improvement

FRFIs should establish technology service management standards with
defined performance indicators and/or service targets that can be used

mor . Processes

r
should also provide for remediation where targets are not being met.

Functional

Intersects With

Key Performance
Indicators (KPIs)

GOV-05.1

Mechanisms exist to develop, report and monitor Key Performance Indicators (KP1s)
t monitoring and
of the cybersecurity & data privacy program
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FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

STRM
Relationship

Canada OSFI-B13

SCF Control

Secure Controls Framework (SCF)

Strength of

tionship
(optional)

version 2025.2
6/26/2025

Notes (optional)

FRFIs should define performance and capacity requirements with

gy i

- These should be

282 d capacity are
sufficient

against defined thresholds to ensure technology
performance and capacity support current and future business needs.

Functional

Intersects With

Capacity & Performance
Management

cAP-01

to facilitate controls

system d futur

FRFIs should define performance and capacity requirements with

- These should be

2y
282 d capacity are
sufficient

against defined thresholds to ensure technology
performance and capacity support current and future business needs.

Functional

Intersects With

Capacity Planning

CAP-03

Mechanisms exist to conduct capacity planning so that necessary capacity for
d

processing, twill exist
during contingency operations.

FRFIs should define performance and capacity requirements with

gy i

ese should be
against defined thresholds to ansure technology

282 d capacity are
sufficient

performance and capacity support current and future business needs.

Functional

Intersects With

Performance Monitoring

CAP-04

Automated
and health status of critical systems, applications and services.

T ‘and alert on the operating state

29 Disaster recovery

Principle 12: FRFIs should establish and maintain an Enterprise
Recovery Program (EDRP) to support s abilty to deliver technology
services through disruption and operate its risk tolerance.

isaster

Functional

Subset Of

Business Continuity
Management System
(BCMS)

BCD-01

tofacilitate the i ion of
to help ensure resilient assets and services (e.g., Continity of Operations Plan
(COOP) or Business Continuity & Disaster Recovery (BG/DR) playbooks).

29 Disaster recovery

Principle 12: FRFIs should establish and maintain an Enterprise Disaster
Recovery Program (EDRP) to support s ability to deliver technology
services through disruption and operate within ts risk tolerance.

Functional

Intersects With

Recovery Time / Point
Objectives (RTO/ RPO)

BCD-01.4

p in Recovery
Time Objectives (RTOs) and Recovery Point Objectives (RPOS).

Disaster recovery program is
established

FRFIs should develop, implement and maintain an ERDP that sets out
their approach to n
FRFIs should align the disaster recovery program with its business

ntinu The EDRP

recovery of

, including y
A process for identifying and analyzing technology services and key
dependencies required to operate within the FRFI's risk tolerance;
Plans, procedures and/or capabilities to recover technology services to
an acceptable level, within an acceptable timeframe, as defined and
prioritized by the FRFI; and,

A policy or standard with controls for data back-up and recovery
processes, requirements for data storage and periodic testing.

Functional

Subset Of

Business Continuity
Management System
(BCMS)

BCD-01

to facilitate the ion of
to help ensure resilient assets and services (e.g., Continuity of Operations Plan
(COOP) or Business Continuity & Disaster Recovery (BG/DR) playbooks).

Disaster recovery program is
established

FRFIs should develop, implement and maintain an ERDP that sets out
their approach to n
FRFIs should align the disaster recovery program with its business

wtinu The EDRP

recovery of

, including y
A process for identifying and analyzing technology services and key
dependencies required to operate within the FRFI's risk tolerance;
Plans, procedures and/or capabilities to recover technology services to
an acceptable level, within an acceptable timeframe, as defined and
prioritized by the FRFI; and,

A policy or standard with controls for data back-up and recovery
processes, requirements for data storage and periodic testing.

Functional

Intersects With

Recovery Time / Point
Objectives (RTO/ RPO)

BCD-01.4

to facil perations in
Time Objectives (RTOs) and Recovery Point Objectives (RPOS).

Recovery

Disaster recovery program is
established

FRFIs should develop, implement and maintain an ERDP that sets out
their approach to n
FRFIs should align the disaster recovery program with its business

ntinu The EDRP

recovery of

, including y
A process for identifying and analyzing technology services and key
dependencies required to operate within the FRFI's risk tolerance;
Plans, procedures and/or capabilities to recover technology services to
an acceptable level, within an acceptable timeframe, as defined and
prioritized by the FRFI; and,

A policy or standard with controls for data back-up and recovery
processes, requirements for data storage and periodic testing.

Functional

Intersects With

Recovery Operations
Criteria

BCD-01.5

Mechanisms exist to define specific criteria that must be met to initiate Business
Continuity / Disaster Recover (BC/DR) plans that facilitate business continuity

Recovery Time Objectives (RTOs) and
Recovery Point Objectives (RPOs).

Disaster recovery program is
established

FRFIs should develop, implement and maintain an ERDP that sets out
their approach to n
FRFIs should align the disaster recovery program with its business

ntinu The EDRP

recovery of

, including y
A process for identifying and analyzing technology services and key
dependencies required to operate within the FRFI's risk tolerance;
Plans, procedures and/or capabilities to recover technology services to
an acceptable level, within an acceptable timeframe, as defined and
prioritized by the FRFI; and,

A policy or standard with controls for data back-up and recovery
processes, requirements for data storage and periodic testing.

Functional

Intersects With

Data Backups.

BCD-11

backups of data, system
images, as well as verify the integrity of these backups, to ensure the availability of
the data to satisfying Recovery Time Objectives (RTOs) and Recovery Point
Objectives (RPOS).

292 Key dependencies are managed

FRFIs should manage key dependencies required to support the EDRP,
such as:

Information security requirements for data security and storage (e..,
encryption); and,

Lecanen of technology asset centres, backup sites, service prevnder
ns and proximity to primary data centres, and other crit
Iechnology assets and locations.

Principle 13: FRFIs should perform scenario testing on disaster recevery

to confirmit 8y

Functional

Intersects With

Asset Governance

AST-01

to facilitate an IT Asset
and manage asset management controls.

ITAM) program

292 Key dependencies are managed

FRFIs should manage key dependencies required to support the EDRP,
such as:

Information security requirements for data security and storage (e..,
encryption); and,

Lecanen of technology asset centres, backup sites, service prevnder
ns and proximity to primary data centres, and other crit
Iechnology assets and locations.

Principle 13: FRFIs should perform scenario testing on disaster recevery

to confirmit 8

Functional

Intersects With

Asset-Service
Dependencies

AST-01.1

Mechanisms exist to identify and assess the security of technology assets that
support more than one critical business function.

292 Key dependencies are managed

FRFIs should manage key dependencies required to support the EDRP,
such as:

for data security and storage (e.g.,
encryption); and,

Lecanen of technology asset centres, backup sites, service prevnder
ns and proximity to primary data centres, and other crit
Iechnology assets and locations.

Principle 13: FRFIs should perform scenario testing on disaster recevery

to confirmit 8

Functional

Intersects With

Identify Critical Assets

BCD-02

Mechanisms exist to identify and document the critical systems, applications and
services that support essential missions and business functions.

292 Key dependencies are managed

FRFIs should manage key dependencies required to support the EDRP,
such as:

Information security requirements for data security and storage (e..,
encryption); and,

Lecanen of technology asset centres, backup sites, service prevnder
ns and proximity to primary data centres, and other crit
Iechnology assets and locations.

Principle 13: FRFIs should perform scenario testing on disaster recevery

to confirmit 8

Functional

Intersects With

Data Protection

DCH-01

1o facilitate

f data protection controls.
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

RM

Relationship

Canada OSFI-B13

SCF Control

Secure Controls Framework (SCF)
Control Descri

Strength of

tionship
(optional)

version 2025.2
6/26/2025

Notes (optional)

292 Key dependencies are managed

FRFIs should manage key dependencies required to support the EDRP,
such as:

Information security requirements for data security and storage (e..,
encryption); and,

Location of technology asset centres, backup sites, service provider
locations and proximity to primary data centres, and other critical
technology assets and locations.

Principle 13: FRFIs should perform scenario testing on disaster recovery

to confirmit 8

Functional

Intersects With

Sensitive / Regulated Data|
Protection

DCH-01.2

1o pre it itis stored.

292 Key dependencies are managed

FRFIs should manage key dependencies required to support the EDRP,
such as:

u for data security and storage (e.g.,
encryption); and,

Location of technology asset centres, backup sites, service provider
locations and proximity to primary data centres, and other critical
technology assets and locations.

Principle 13: FRFIs should perform scenario testing on disaster recovery

to confirmit 8

Functional

Intersects With

Geographic Location of
Data

DCH-19

Mechanisms exist to inventory, document and maintain data flows for data that is

P a
and virtual),

shared with other third-parties.

Disaster recovery scenarios are

To promote learning, continuous improvement and technology
resilience, FRFIs should regularly validate and report on their disaster

y strategies, plans and/or severe but
hould be

consider, where appropriate:

New and emerging risks or threats
Material changes to business objectives or technologies;
Situations that can lead to prolonged outage; and,

Previous rown technolog or
weaknesses.

FRFIs’ disaster recovery scenarios should test:

The FRFI’s backup and recovery capabilities and processes to validate
resiliency strategies, plans and actions, and confirm the organization’s
ability to meet pre-defined requirements; and,

(Critical third-party technologies and integration points with upstream
and on-

Functional

Intersects With

Contingency Plan Testing
&Exercises

BCD-04

Mechanisms exist to conduct tests and/or exercises to evaluate the contingency
plan's effectiveness and the organization’s readiness to execute the plan.

3 Cyber security

Outcome: A secure technology posture that maintains the

integrity and

Functional

Subset Of

Cybersecurity & Data
Protection Governance
Program

GOv-01

to facilitate the i ion of &

governance controls.

3 Cyber security

Outcome: A secure technology posture that maintains the

integrity and

Functional

Intersects With

Publishing Cybersecurity
& Data Protection
Documentation

GOV-02

Mechanisms exist to establish, maintain and disseminate cybersecurity & data
protection policies, standards and procedures.

3 Cyber security

Outcome: A secure technology posture that maintains the

integrity and FRFI

Functional

Intersects With

Operations Security

0PS-01

1o facilitate f operational

3 Cyber security

Outcome: A secure technology posture that maintains the

integrity and FRFI gy

Functional

Intersects With

Standardized Operating
Procedures (SOP)

0PS-01.1

toidentify and document Operating Procedures
(SOP), or similar documentation, to enable the proper execution of day-to-day /
assigned tasks.

Confidentiality, integrity and
30 availability of technology assets
is maintained

FRFIs should proactively identify, defend, detect, respond and recover
from external and insider cyber security threats, events and incidents to
maint integrity and ity of its technology

assets.

Functional

Subset Of

toimplementa thr program that i across-

Program

THR-01

hat can influence the of
the system and security architectures, selection of security solutions, monitoring,
es.

Confidentiality, integrity and
3.0 availability of technology assets
is maintained

FRFIs should proactively identify, defend, detect, respond and recover
from external and insider cyber security threats, events and incidents to
maintai i i

integrity and its technology
a

Functional

Intersects With

Threat Intelligence Feeds
eds

THR-03

to maintain situational

and evolving
d procedures

threats by leveragin attacker tactics, tech
o facilitate ive and

Confidentiality, integrity and
3.0 availability of technology assets
is maintained

ssets
FRFIs should proactively identify, defend, detect, respond and recover
from external and insider cyber security threats, events and incidents to
maintain integrity and ity of its technology

Functional

Intersects With

Insider Threat Program

THR-04

Mechanisms exist to implement an insider threat program that includes a cross-
discipline insider threat incident handling team.

Confidentiality, integrity and
30 availability of technology assets
is maintained

assets.
FRFIs should proactively identify, defend, detect, respond and recover
from external and insider cyber security threats, events and incidents to
maint integrity and ity o its technology

assets.

Functional

Intersects With

Threat Hunting

THR-07

that uses Indi f

to perform cyber
Compromise (10C) to detect, track and disrupt threats that evade existing security
controls.

Confidentiality, integrity and
3.0 availability of technology assets
is maintained

FRFIs should proactively identify, defend, detect, respond and recover
from external and insider cyber security threats, events and incidents to
maintai i i

integrity and its technology
assets.

Functional

Intersects With

Threat Catalog

THR-09

Mechanisms exist to develop and keep current a catalog of applicable internal and
external threats to the organization, both natural and manmade.

31 Identify

P

le 14: FRFIs should maintain a range of practices, capabilities,
d tools to identify and jber security for

weaknesses that could be exploited by external and insider threat actors.

Functional

Intersects With

(10c)

IR0-03

to define specific Ind f C
signs of potential cybersecurity events.

10C) to identify the

31 Identify

Principle 14: FRFIs should maintain a range of practices, capabilities,
d tools to identify and jber security for

weaknesses that could be exploited by external and insider threat actors.

Functional

Subset Of

toimplementa thr program that i across-

Program

THR-01

hat can influence the of
the system and security architectures, selection of security solutions, monitoring,
es.

31 Identify

Principle 14: FRFIs should maintain a range of practices, capabilities,

d tools to identify and ber security for
weaknesses that could be exploited by external and insider threat actors.

Functional

Intersects With

Indicators of Exposure
(10E)

THR-02

Mechanisms exist to develop Indicators of Exposure (I0E) to understand the
potential attack vectors that use to attack

31 Identify

Principle 14: FRFIs should maintain a range of practices, capabilities,
d tools to identify and jber security for

that could be exploited by external and insider threat actors.

Functional

Intersects With

Threat Intelligence Feeds
Feeds

THR-03

to maintain situational

and evolving
d procedures

threats by leveragin attacker tactics, tech
o facilitate ive and

31 Identify

Principle 14: FRFIs should maintain a range of practices, capabilities,
d tools to identify and jber security for

weaknesses that could be exploited by external and insider threat actors.

Functional

Intersects With

Threat Analysis

THR-10

Mechanisms exist to identify, assess, prioritize and document the potential impact(s)|
and likelihood(s) of applicable internal and external threats.

31 Identify

Principle 14: FRFIs should maintain a range of practices, capabilities,

d tools to identify and ber security for
weaknesses that could be exploited by external and insider threat actors.

Functional

Intersects With

Vulnerability & Patch

to facilitate the i ion and ility
controls.

(VPMP)

VPM-01

314 Security risks are identified

FRFIs should identi or ively
threat to evaluate th d risk. This

threats py

includes implementing information and cyber security threat and risk
assessments, processes, and tools to cover controls at different layers
of dafence

Functional

Intersects With

Risk Management
Program

RSK-01

to facilitate

f strategic, operational and
tactical risk management controls

311 Security risks are identified

FRFIs should identi or y

threats pi

threat to evaluate th d risk. This
includes implementing information and cyber security threat and risk
assessments, processes, and tools to cover controls at different layers
of dafence

Functional

Intersects With

Risk Identification

RSK-03

to identify and . both internal and external.

311 Security risks are identified

FRFIs should identi or threats proactively using

threat to evaluate th d risk. This
includes implementing information and cyber security threat and risk
assessments, processes, and tools to cover controls at different layers
of dafence

Functional

Intersects With

Risk Catalog

RSK-03.1

Mechanisms exist to develop and keep current a catalog of applicable risks
associated with the organization's business operations and technologies in use.

311 Security risks are identified

FRFIs should identi or ively
threat to evaluate th d risk. This

threats pi

includes implementing information and cyber security threat and risk
assessments, processes, and tools to cover controls at different layers
of dafence

Functional

Intersects With

Risk Assessment

RSK-04

to i [ the

likelihood and magnitude of harm, from unauthorized access, use, disclosure,

disruption, destruction of thy i ste d data.

311 Security risks are identified

FRFIs should identi or y

threats pi

threat to evaluate th d risk. This
includes implementing information and cyber security threat and risk
assessments, processes, and tools to cover controls at different layers
of dafence

Functional

Intersects With

Risk Register

RSK-04.1

Mechanisms exist to maintain a risk register that facilitates monitoring and reporting
of risks.

311 Security risks are identified

FRFIs should identi or threats proactively using

threat to evaluate th d risk. This
includes implementing information and cyber security threat and risk
assessments, processes, and tools to cover controls at different layers
of dafence

Functional

Subset Of

toimplementa thr program that i across-

Program

THR-01

hat can influence the of
the system and security architectures, selection of security solutions, monitoring,
threat hunting, response and recovery activities.

314 Security risks are identified

FRFIs should identi or ively
threat to evaluate th d risk. This

threats pi

includes implementing information and cyber security threat and risk
assessments, processes, and tools to cover controls at different layers
of defence

Functional

Intersects With

Threat Intelligence Feeds
eds

THR-03

to maintain situational

and evolving
d procedures

threats by leveragin attacker tactics, tech
o facilitate ive and
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Set Theory Relationship Mapping (STRM) Canada OSFI-813 version 2025.2
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Strength of

STRM STRM Secure Controls Framework (SCF)
FDE Name Focal Document Element (FDE) Description SCF Control D Notes (optional)
Rationale Relationship Control Descri P
FRFIs should identi or threats proactively using Mechanisms exist to identify, assess, prioritize and document the potential impact(s)|
threat to evaluate th d risk. This and likelihood(s) of applicable internal and external threats.
311 Security risks are identified [ includes implementing information and cyber security threat and risk Functional Intersects With Threat Analysis THR-10 5
assessments, processes, and tools to cover controls at different layers
of dafence
FRFls should adopt a risk-based approach to threat assessment and Mechanisms exist to identify, assess, prioritize and document the potential impact(s)|
testing. FRFIs should set defined triggers, and minimum frequencies, for and likelihood(s) of applicable internal and external threats.
i d threat to test cyber y and

controls. FRFIs should also regularly perform tests and exercises, to
identify vulnerabilities or control gaps in its cyber security programs
(e.g. penetration testing and red teaming) using an intelligence-led
approach. The scope and potential impacts of such testing should be
by the FRFI with mitigation controls applied
throughout the assessment to manage any associated inherent isks.

Intelligence-led threat
assessment and testing is
conducted

Functional Equal Threat Analysis THR-10 10

FRFls should adopt a risk-based approach to threat assessment and i dstto detect it i routin
testing. FRFIs should set defined triggers, and minimum frequencies, for anning of systems
i d threat to test cyber y and

Intelligence-led threat | COTIIOlS: FRFIs should also regularly perform tests and exercises, to
312 assessmentand testingis |19°" ies or control gaps in its cyber security programs
conducted (e.g. penetration testing and red teaming) using an intelligence-led
approach. The scope and potential impacts of such testing should be

by the FRFI with mitigation controls applied
throughout the assessment to manage any associated inherent isks,

Functional Intersects With | Vulnerability Scanning |  VPM-06 2

FRFls should adopt a risk-based approach to threat assessment and i istto testing on syst d web
testing. FRFIs should set defined triggers, and minimum frequencies, for

i threat to test cyber y and
controls. FRFIs should also regularly perform tests and exercises, to
ider ies or control gaps in its cyber security programs
(e.g. penetration testing and red teaming) using an intelligence-led
approach. The scope and potential impacts of such testing should be

by the FRFI with mitigation cont 1

throughout the assessment to manage any associated inherent isks,

Intelligence-led threat
312 assessment and testing is
conducted

Functional Intersects With Penetration Testing VPM-07 2

FRFIs should establish processes to conduct regular vulnerability Mechanisms exist to identify and assign a risk ranking to newly discovered security

assessments of its technology assets, including but not imited to bl for y

network devices, systems and applications. Processes should articulate
an: are

e frequency
Vulnerabilities are identified, |conducted. FRFIs should assess and rank relevant cyber vulnerabilities

313 assessed and ranked and threats according to the severity of the threat and risk exposure to Functional Intersects With Vulnerability Ranking VPM-03 5

8 astandard risk In
doing so, FRFIs should consider the potential cumulative impact of
vulnerabilities, irrespective of risk level, that could present a high-risk
exposure when combined.

FRFIs should establish processes to conduct regular vulnerability i dstto detect it i routin

assessments of its technology assets, including but not imited to anning of systems

network devices, systems and applications. Processes should articulate
e frequency an: are

Vulnerabilities are identified, |conducted. FRFIs should assess and rank relevant cyber vulnerabilities

g L i s rabili X
313 assessed and ranked and threats according to the severity of the threat and risk exposure to Functional Intersects With | Vulnerability Scanning VPM-08 5

8 astandard risk In
doing so, FRFIs should consider the potential cumulative impact of
vulnerabilities, irrespective of risk level, that could present a high-risk
exposure when combined.

FRFIs should ensure that adequate controls are n place o identiy, isms exist o facilitate the i lon of data protection controls.
iy and protect structured and data based on their
Data are identified, classified et i
314 © Functional SubsetOf Data Protection DCH-01 10
and protected perform an: v
from established standards and controls to protect data from
FRFIS should ensure that adequate controls are in place o identiy, isms exist o pr it itis stored.
iy and protect structured and data based on their
Data are identified, classified et i Sensitive / Regulated Data
314 t© Functional | Intersects With - DCH-01.2 5
and protected perform an: y Protection
from established standards and controls to protect data from
FRFIS should ensure that adequate controls are n place o identiy, isms exi data and zedin
iy and protect structured and data based on their applicable statutory, regulatory and contractual requirements.
Data are identiied, classified et i Data & Asset
314 © Functional | Intersects With DCH-02 5
and protected perform an: v Classification
from established standards and controls to protect data from
FRFIS should ensure that adequate controls are n place o identiy, isms exist to maintain y al ia and conduct
iy and protect structured and data based on their sensitive media inventories at least annually.
Data are identiied, classified et i
314 © Functional | Intersects With | Sensitive Data Inventories| DCH-06.2 5
and protected perform an: v
from established standards and controls to protect data from
FRFIS should ensure that adequate controls are n place o identiy, Mechanisms exist to inventory, document and maintain data flows for data thatis
iy and protect structured and data based on their P aservice!
Data are identiied, classified et i Geographic Location of i
314 t© Functional | Intersects With grep DCH-19 andvirtual), 5
and protected perform an: y Data shared with other third-parties.
from established standards and controls to protect data from
FRFIs should maintain continuous situational awareness of the external Mechanisms exist to maintain situational awareness of vulnerabiliies and evolving
b its itapplies o its threats by leveragin attacker tactics, tech d procedures
technology sssets. This could include partcipating in industry threat o acilitate i d
Continuous situational ion shari i
information sharing forums and subscribing to timely Threstintelligence Fesds
318 awareness and information [ and reputable threat information sources. Where feasible, FRFIs are Functional | Intersects With P THR.03 5
sharing are maintained 1o provide timely ] 1o faciltate
prevention of cyber attacks, thereby contributing to its own cyber
! d that of the broader tor
Where feasible, FRFIs should maintain cyber threat models to identify isms exist to perform thri ing and other design techniques,
ber secu facin gy assots and services. 1o ensure that threats to Lt identified and ted for.
Threats should be assessed regularly to enhance the cyber secuity
Threat modelling and hunting
318 o program, capabilities and controls required to mitigate current and Functional | Intersects With Threat Modeling TDA06.2 5
emerging threats. FRFIs shold use manual techniques to proactively
identify and isolate threats which may not be detected by automated
incis (e o_theeat hunting!
Where feasible, FRFIs should maintain cyber threat models to identify isms exist to Implement a threat i program thati across-
ber secu facin gy assots and services. rat can influence the of
Threat modeling and hunting | 17215 Should be assessed regularty to enhance the oyber securty Thveat neligonce Feads the system and securiy architectures, selection of security solutions, monitoring,
316 program, capabilities and controls required to mitigate current and Functional Subset Of THR-01 |threat hunting, response and recovery activties. 10
are conducted Program
emerging threats. FRFIs should use manual techniques to proactively
identify and isolate threats which may not be detected by automated
incis (e o_theeat hunting!
Where feasible, FRFIs should maintain cyber threat models to identify Mechanisms exist to develop and keep current a catalog of applicable internal and
ber secu facin gy assots and services. external threats to the organization, both natural and manmade.
Threat modeling and hunting | 17215 Should be assessed regularty to enhance the cyber securty
316 o program, capabilities and controls required to mitigate current and Functional | Intersects With Threat Catalog THR-08 5
emerging threats. FRFIs shold use manual techniques to proactively
identify and isolate threats which may not be detected by automated
incis (e o_theeat hunting!
Where feasible, FRFIs should maintain cyber threat models to identify Mechanisms exist to dentify, assess, prioritize and document the potential impact(s)
ber secu facin gy assots and services. and likelihood(s) of applicable internal and external threats.
Threat modeling and hunting | 17215 Should be assessed regularty to enhance the oyber securty
316 o program, capabilities and controls required to mitigate current and Functional | Intersects With Threat Analysis THR-10 5
emerging threats. FRFIs shold use manual techniques to proactively
identify and isolate threats which may not be detected by automated
incis (e o_theeat hunting!
FRFIs should enable and ployees. third isms exist o facilitate the i ion of
parties activity, recognizing the role that each ~
cyborammene i promorad |oypareree i d Cybersecurity & Data
317 4 P cyber attack Functional SubsetOf Privacy-Minded saT01 10
andtested relevant third parties. In addition, the FRFI should regularly tes o

employees to assess their awareness of cyber threats and the
effectiveness of their reporting processes and tools.
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

STRM
Relationship

Canada OSFI-B13

SCF Control

Secure Controls Framework (SCF)
Control Descri

Strength of

tionship
(optional)

version 2025.2
6/26/2025

Notes (optional)

FRFIs should enable and ployees, thir 10 provide all awareness
parties activity, nizing the role that each education and training that s relevant for their job function.
Cyber awareness s promoted |yt o i d Cybersecurity & Data
317 v P cyber attack Functional Intersects With Privacy Awareness SAT-02 5
and tested relevant third parties. In addition, the FRFI should regularly test Training
employees to assess their awareness of cyber threats and the
effectiveness of their reporting processes and tools.
FRFIs should enable and ployees, third 10 provide role-based ity & data pi lated
parties activity, nizing the role that each taining:
can play in attacks. FRFIs should f (1) Before authorizing access to the system or performing assigned duties;
Cyber awareness is promoted t d Role-Based Cybersecurit
317 y P cyber attack Functional Intersacts With ybersecurity| (o | (2) When required by system changes; and 5
and tested relevant third parties. In addition, the FRFI should regularly test its. & Data Privacy Training (3) Annually thereafter.
employees to assess their awareness of cyber threats and the
effectiveness of their reporting processes and tools.
FRFIs should enable and ployees, third 1o ises i ity & data privacy
parties activity, nizing the role that each training that reinforce training objectives.
can play in attacks. FRFIs should f
Cyber awareness is promoted t d
317 v P cyber attack Functional Intersects With Practical Exercises SAT-03.1 3
and tested relevant third parties. In addition, the FRFI should regularly test
employees to assess their awareness of cyber threats and the
effectiveness of their reporting processes and tools.
FRFIs should enable and ployees, thir Mechanisms exist to provide training to personnel on organization-defined indicators
parties activity, nizing the role that each of malware to behavior
an play in attacks. FRFIs should f Suspicious
Cyber awareness is promoted t d Communications &
317 v P cyber attack Functional Intersects With v SAT-03.2 5
and tested relevant third parties. In addition, the FRFI should regularly tes Anomalous System
employees to assess their awareness of cyber threats and the Behavior
effectiveness of their reporting processes and tools.
FRFIs should maintain, and report on, a current and comprehensive Mechanisms exist to identify
cyber security risk profile to facilitate oversight and timely decision- (1) Assumptions affecting risk assessments, risk response and risk monitoring;
making. The profile should draw on existing internal and external risk (2) Constraints affecting risk assessments, risk response and risk monitor
Cyber risk profile is monitored
318 and reported on 'd assessment sources, processes, tools and Functional Intersects With Risk Framing RSK-01.1 | (3) The organizational risk tolerance; and s
capabilities. FRFIs should also ensure that processes and tools exist to (@) Priorities, benefi d by ization for managing
measure, monitor and aggregate residual risks. risk.
FRFIs should maintain, and report on, a current and comprehensive d izational risk tolerance, range of
cyber security risk profile to facilitate oversight and timely decision- acceptable results.
making. The profile should draw on existing internal and external risk
Cyber risk profile is monitored
318 and reportod on identification and assessment sources, processes, tools and Functional Intersects With Risk Tolerance RSK-01.3 5
capabilities. FRFIs should also ensure that processes and tools exist to
measure, monitor and aggregate residual risks.
FRFIs should maintain, and report on, a current and comprehensive Mechanisms exist to define organizational risk threshold, the level of risk exposure
cyber security risk profile to facilitate oversight and timely decision- ks dand risks may be accepted.
making. The profile should draw on existing internal and external risk
Cyber risk profile is monitored
318 and reportod on identification and assessment sources, processes, tools and Functional Intersects With Risk Threshold RSK-01.4 5
capabilities. FRFIs should also ensure that processes and tools exist to
measure, monitor and aggregate residual risks.
FRFIs should maintain, and report on, a current and comprehensive d izational risk appetite, the d uncertainty the|
cyber security risk profile to facilitate oversight and timely decision- organization is willing to accept in anticipation of a reward.
making. The profile should draw on existing internal and external risk
Cyber risk profile is monitored
318 and reportod on identification and assessment sources, processes, tools and Functional Intersects With Risk Appetite RSK-01.5 5
capabilities. FRFIs should also ensure that processes and tools exist to
measure, monitor and aggregate residual risks.
Principle 15: FRFIs should design, implement and maintain multi-tayer, to facilitate the i ion of ind d
Secure Engineering
32 Defend y d measu its Functional Subset Of ot SEA-01 &data practices in design, 10
technolosy assets. " ion and of svstems and servicss.
Principle 15: FRFIs should design, implement and maintain multi-tayer, to functions as a layered
d measu i Defense-In-Depth (DID) i i i
32 Defend its Functional Intersacts With Pth (DID) | o g |interactions betwaen tayers o the design and avoiding any dependence by lower s
technology assets. Architecture layers on the functionality or correctness of higher Layers.
FRFIs should adopt secure-by-design practices to safeguard its i i &data privacy principles into
3 ld aim to be B Usual (BAU) pr rough
preventive, where feasible, and FRFIs should regularly review security
aview reliance on p
Secure-by-design practices are Business As Usual (BAU)
321 detective controls. Standard security controls should be applied end-to- Functional Intersects With y GOV-14 5
adopted Secure Practices
end, starting at the design stage, to applications, micro-services and
application programming interfaces developed by the FRFI.
FRFIs should adopt secure-by-design practices to safeguard its 10 compel data and/or to
3 ld aim to be pr for each system, applicati ser
preventive, where feasible, and FRFIs should regularly review security under their control.
aview reliance on pi Operationalizing
Secure-by-design practices are
321 adopted detective controls. Standard security controls should be applied end-to- | Functional Intersects With | Cybersecurity&Data |  GOV-15 5
end, starting at the design stage, to applications, micro-services and Protection Practices
application programming interfaces developed by the FRFI.
FRFIs should adopt secure-by-design practices to safeguard its to facilitate the i ion of ind d
3 ld aim to be &data practices in design,
preventive, where feasible, and FRFIs should regularly review security implementation and modification of systems and services.
aview reliance on p
Secure-by-design practices are Secure Engineering
321 adopted detective controls. Standard security controls should be applied end-to- | Functional Subset Of Princinles SEA-01 10
end, starting at the design stage, to applications, micro-services and
application programming interfaces developed by the FRFI.
FRFIs should adopt secure-by-design practices to safeguard its 10 achieve resilience innormal and adverse
3 ld aim to be situations.
preventive, where feasible, and FRFIs should regularly review security
aview reliance on p
Secure-by-design practices are Achieving Resillence
321 detective controls. Standard security controls should be applied end-to- Functional Intersects With . SEA-01.2 3
adopted Requirements
end, starting at the design stage, to applications, micro-services and
application programming interfaces developed by the FRFI.
FRFIs should implement and maintain strong cryptographic technologies| to facilitate the i ion of
to protect integrity of its techn trol known and trusted
assets. This includes controls for the protection of encryption keys from
stongand disclosure throughout th Use of Cryptographic
322 e \ usage and Functional Subset Of Vptograp) CRY-01 10
ployed life cycle. FRFIs should regularly assess. Controls
d to remain effecti t
current and emerging threats.
FRFIs should implement and maintain strong cryptographic technologies| 1o facil i controls to protect the|
to protect integrity of its techn confidentiality, integrity and availability of keys.
assets. This includes controls for the protection of encryption keys from
stongand disclosure throughout th Cryptographic Ke
322 e \ usage and Functional Intersects With Yptographic Key CRY-09 5
ployed life cycle. FRFIs should regularly assess. Management
d to remain effecti t
current and emerging threats.
FRFIs should empl rapidly Mechanisms exist to configure systems utilized in high-risk areas with more
urity threats, defend its critical ey and
resilient against cyber attacks by considering the following:
required to
Enhanced controlsand [ 1ehnology assets; Gonfigure Systems,
Designing application controls to contain and limit the impact of a cyber 3
functionality are applied to
323 u y are app! Functional Intersects With | Components or Services | CFG-02.5 5

protect critical and external-

attack;

facin, gy

monitoring and y 1

basel d securit and
Deploying additional layers of security controls, as appropriate, to
defend against cyber attacks (e.g., volumetric, low/slow network and
application business logic attacks).

for High-Risk Areas
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

Canada OSFI-B13

RM
SCF Control

Relationship

Secure Controls Framework (SCF)
Control Descri

Strength of

tionship
(optional)

version 2025.2
6/26/2025

Notes (optional)

Cyber security controls are
layered

FRFIs should implement and maintain multiple layers of cyber security
controls and defend against cyber security threats at every stage of the
attack life cycle (e.g., from reconnaissance and i
executing on objectives). FRFIs should also ensure resilience against

itial access to

current and i controls and
tools. This includ L f
controls by minimizing Where feasible,

Protect networks, including external-facing services, from threats by
minimizing its attack surface;

Define authorized logical network zones and apply controls to segregate
and imit, or block d traffic to and from network

Leverage a combination of allow/deny lists, including file integrity
checks (e.., dind " in

add

ion to advanced behaviour-based protection capabilities that are
continuously updated; and

| Apply defence controls and capabilities for intrusion prevention and
detection on its network perimeter in addition to controls for data loss,
malware and viruses.

Functional

Intersects With Lavered Network NET-02
Defenses

to layered structure that

minimizes interactions between layers of the design and avoids any dependence by
Lower layers on the functionality or correctness of higher layers.

Cyber security controls are
layered

FRFIs should implement and maintain multiple layers of cyber security
controls and defend against cyber security threats at every stage of the
attack life cycle (e.g., from reconnaissance and i
executing on objectives). FRFIs should also ensure resilience against
current and i i controls and
tools. This includ L f
controls by minimizing Where feasible,

itial access to

Protect networks, including exteral-facing services, from threats by
minimizing its attack surface;

Define authorized logical network zones and apply controls to segregate
and imit, or block d traffic to and from network

Leverage a combination of allow/deny lists, including ile integrity
checks (e... dind " in

add

ion to advanced behaviour-based protection capabilities that are
continuously updated; and

| Apply defence controls and capabilities for intrusion prevention and
detection on its network perimeter in addition to controls for data loss,
malware and viruses.

Functional

SubsetOf Defense-In-Depth (OID) | o o
Architecture

o functions as a layered
interactions between layers of the design and avoiding any dependence by lower
layers on the functionality or correctness of higher layers.

Data protection and loss
prevention security controls are
implemented

ing with clear o its data,

design and f its data
throughoutits life cycle. This includes data loss prevention capabiliti
and controls for data at rest, data n transit and data in use.

Functional

1o ensure network network ionto

(macrosegementation) | NET-06
(macrosegementation)

Intersects With

3 \d services that protections from other network
resources.

Data protection and loss
prevention security controls are
implemented

ing with clear o its data,

design and f its data
throughoutits life cycle. This includes data Loss prevention capabi
and controls for data at rest, data n transit and data in use.

Functional

Intersectswigh | D@ Loss Prevention NET17
(oLP)

| Automated mechanisms exist to implement Data Loss Prevention (DLP) to protect
sensitive information as itis stored, transmitted and processed.

Security vulnerabilities are
remediated

To ensure y managed,

Maintain capabilities to ensure timely risk-based patching of

invendor
considers the severity of the threat and vulnerability of the exposed
systems;

Apply patches at the earliest opportunity, commensurate with risk and in
accordance with established timelines;

Implement compensating controls as needed to sufficiently mitigate
risks when remediation options are not available (e.g., “zero-day”
attacks); and

dinternal that

andreporton
remediation against defined timelines, including any backlog and

Functional

Compensating

Intersects With
Countermeasures

RSK-06.2

Mechanisms exist to identify and implement compensating countermeasures to
reduce risk and exposure to threats.

Security vulnerabilities are
remediated

To ensure y

managed,

Maintain capabilities to ensure timely risk-based patching of

invendor dinternal that
considers the severity of the threat and vulnerability of the exposed
systems;

Apply patches at the earliest opportunity, commensurate with risk and in
accordance with established timelines;

Implement compensating controls as needed to sufficiently mitigate
risks when remediation options are not available (e.g., “zero-day”
attacks); and

ly andreporton
remediation against defined timelines, including any backlog and

Functional

Continuous Vulnerability

Intersects With ,
Remediation Activities

VPM-04

Mechanisms exist to address new threats and vulnerabilities on an ongoing basis
and ensure assets are protected against known attacks.

Security vulnerabilities are
remediated

To ensure y

managed,

Maintain capabilities to ensure timely risk-based patching of

invendor dinternal that
considers the severity of the threat and vulnerability of the exposed
systems;

Apply patches at the earliest opportunity, commensurate with risk and in
accordance with established timelines;

Implement compensating controls as needed to sufficiently mitigate
risks when remediation options are not available (e.g., “zero-day”
attacks); and

ly andreporton
remediation against defined timelines, including any backlog and

Functional

Software & Firmware

Intersects With
Patching

VPM-05

Mechanisms exist to conduct software patching for all deployed operating systems,
applications and firmware.

Identity and access
management controls are

FRFIs should implement risk-based identity and access controls,

actor (MFA) and

Where feasible, FRFIs should

Enforcing the principles of least privilege, conducting regular attestation
of access and passwords
employee, customer and third-party access to technology assets;

A

privileged
accounts (e.g, customers, employees, and third parties);
Managing privileged account credentials using a secure vault;

d monitoring account
monitoring;

as part of conti ity

and

'd and monitored usage; and

feasible) on persons
granted access to the FRFI's systems or data, commensurate with the

y of the

Functional

Identity & Access
Intersects With 1AC-01
Management (1AM)

1o facilitate f identif and access

controls.

Identity and access
management controls are

FRFIs should implement risk-based identity and access controls,

actor (MFA) and privileged

Where feasible, FRFIs should consid

Enforcing the principles of least privilege, conducting regular attestation
of access and passwords
employee, customer and third-party access to technology assets;

MFA privileged
accounts (e.g, customers, employees, and third parties);
Managing privileged account credentials using a secure vault;

d monitoring account as part of conti ity
monitoring;
and
d and monitored usage; and

feasible) on persons
granted access to the FRFI's systems or data, commensurate with the

y of the

Functional

Multi-Factor
Intersects With 1AC-06
Authentication (MFA)

Automated mechanisms exist to enforce Multi-Factor Authentication (MFA) for:
(1) Remote network access;

(2) Third-party systems, applications and/or services; and/ or

(3)Non-console access to critical systems or systems that store, transmit and/or
process sensitive/regulated data.
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FRFIs should implement risk-based identity and access controls,

actor (MFA) and privileged

Where feasible, FRFIs should

Enforcing the principles of least privilege, conducting regular attestation
of access and passwords
employee, customer and third-party access to technology assets;

Identity and access

MFA privileged
accounts (e.g, customers, employees, and third parties);

Privileged Account

Mechanisms exist to restrict and control privileged access rights for users and
services.

327 management controls are | anaging priviloged acoount credentials using a secure vault; Functional | Intersectswitn | - (VBT 1AC-16 5
L d monitoring account as partof
monitoring;
and
d and monitored usage; and
background feasible) on persons
ranted access to the FRFI's systems or data, commensurate with the
y of the .
FRFIs should implement risk-based identity and access controls, Mechanisms exist to Utilize the concept of least privilege, allowing only authorized
actor (MFA) and access to processes igned tasks in
Where feasible, FRFIs should organizational business functions.
Enforcing the principles of Least privilege, conducting regular attestation
of access and passwords
employes, customer and third-party access to technology assets;
A privileged
dentity andaccess [ accounts (eg., customers, employess, and third parties);
327 management controls are | Managing privileged account credentials using a secure vault; Functional | Intersects With Least Privilege 1ac-21 5
L d monitoring account as part of cont ity
monitoring;
and
d and monitored usage; and
background feasible) on persons
granted access to the FRFI's systems or data, commensurate with the
y of the
FRFIs should implement risk-based identity and access controls, Mechanisms exist to configure systems to produce event logs that contain sufficient
actor (MFA) and privileged information to, at a minimum:
Where feasible, FRFIs should consid (1) Establish what type of event occurred;
(2)When (date and time) the event occurred;
Enforcing the principles of least privilege, conducting regular attestation (3) Where the event occurred;
of access and passwords 4)The source of the event;
employes, customer and third-party access to technology assets; (5) The outcome (success or failure) of the event; and
MFA privileged (6) The identity of any user/subject associated with the event.
dentity andaccess [ accounts (eg., customers, employess, and third parties);
327 management controls are | Managing privileged account credentials using a secure vault; Functional | IntersectsWith | Contentof EventLogs | MON-03 3
L d monitoring account as part of cont ity
monitoring;
and
d and monitored usage; and
background feasible) on persons
granted access to the FRFI's systems or data, commensurate with the
y of the
FRFIs should implement approved, risk-based security configuration to facilitate
Security configuration basetings | P25°NeS logy assets and tools, including controls.
228 ot oatons e | ose Provided by third partes. Whore possible, security configuration Functional Subsetf Configuration creon o
anagod baselines for different defence layers should disable settings and access Management Program
by default. define and esses to manage
FRFIs should implement approved, risk-based security configuration Mechanisms exist to develop, document and maintain secure bassline
Security configuration baselines | P25°117S logy and toots, including System Hardening for technology platforr
328 are enforced and deviations are | 1952 Provided by third parties. Where possible, security configuration Functional | Intersects With Through Baseline CFG.0z |Fystem hardening standards 5
managed baselines for different defence layers should disable settings and access Contiguratons
by default. define and esses to manage
FRFIs should implement approved, risk-based security configuration Mechanisms exist to configure systems to provide only essential capabilities by
Security configuration basetings | P25°NeS logy assets and tools, inclucing specifically prohibiting or restricting the use of ports, protocols, and/or services.
328 are enforced and deviations are | 1952 Provided by third parties. Where possible, security configuration Functional | IntersectsWith |  Least Functionality |  CFG-03 5
anagod baselines for different defence layers should disable settings and access
by default. define and esses to manage
Where feasible, static and/or dynamic scanning and testing capabiliies to requi i twith
should be used to ensure new, and/or changes to existing, systems and cybersecurity & data privacy personnel to:
applications are assessed for vulnerabilities prior to release into the (1) Create and implement a Security Testing and Evaluation (ST&E) plan, or similar
production should also be Cybersecurity & Data capability;
329 amabiliios oo amployerd "8lto maintain security when development and operations practices are Functional Subset OF Privacy Testing TDA08 | (2) Implement a verifiable flaw remediation process to correct weaknesses and 10
combined through a continuous and automated development pipeline Throughout identified during the security testing and evaluation process; and
(see paragraph 2.4.2). (3) Document the results of the security testing/evaluation and flaw remediation
processes.
Where feasible, static and/or dynamic scanning and testing capabiliies torequire systems,
should be used to ensure new, and/or changes to existing, systems and services to empl tools to identify and
applications are assessed for vulnerabilities prior to release into the flaws and document the results of the analysis.
329 ' should also be Functional | IntersectsWith | Static Code Analysis | TDA-09.2 5
capabilities are employed (o maintain security when development and operations practices are
combined through a continuous and automated development pipeline
(see paragraph 2.4.2).
Where feasible, static and/or dynamic scanning and testing capabiliies torequire systems,
should be used to ensure new, and/or changes to existing, systems and services to employ dynamic code analyss tools to identify and remediate common
applications are assessed for vulnerabilities prior to release into the flaws and document the results of the analysis.
329 ' should also be Functional | Intersects With | Dynamic Code Analysis | TDA-09.3 5
capabilities are employed (o maintain security when development and operations practices are
combined through a continuous and automated development pipeline
(see paragraph 2.4.2).
FRFIs should define and implement physical access management o failitat of physical
w210 Physical is and|controlsand p — Subsoror | PPYsical & Envronmental| 1 |orotection controls o
processes are applied from ized access Protections
hazards.
FRFIs should define and implement physical access management Physical \
w210 Physical lsand | controls ond p Functional | Intersects With | Physical Accoss Gontrol | pEs.g |10 o1l Physical access points inclucing designated enty/exit point) tofacltes s
processes are applied from ized access (excluding those areas within the faciliy offic ignated as publicly i
hazards.
Principle 16: FRFIs design, implement and maintain continuous security to facilitate the i ion of enterpy
33 Detect detection capabilities to enable monitoring, alerting and forensic Functional SubsetOf | Continuous Monitoring | MON-01  [controls. 10
Principle 16: FRFIs design, implement and maintain continuous security cidont Response Mechanisms exist to implement and govern processes and documentation to
33 Detect detection capabilities to enable monitoring, alerting and forensic Functional | Intersects With Oprotions 1RO-01 |facilitate an for data privacy- 5
i related incidents.
Principle 16: FRFIs design, implement and maintain continuous security Mechanisms exist to cover
detection capabilities to enable monitoring, alerting and forensic (1) Preparation
investigations. @ d event detection or manual inci ;
33 Detect Functional | Intersects With Incident Handling 1R0-02 | (3) Analysis; 5
(@) Containment;
(5) Eradication; and
(81 Berouery
FRFls should ity logging for to facilitate the i ion of enterpy
and different layers of defence tools. Gentral tools for aggregating, controls.
correlating and managing security event logs should enable timely log
b For an h
s Continuous, centralized security|or incident, the FRFI's forensic investigation should not be limited or Functional SubsetOf | Continuous Monitoring | MON-01 10

logging to support

Y
logs. FRFIs should implement minimum security log retention periods
and maintain cyber security event logs to facilitate a thorough and

forensi f cyber y g
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Continuous, centralized security|

FRFIs should ity logging for
and different layers of defence tools. Central tools for aggregating,

correlating and managing security event logs should enable timely log

westigation should not be limited or

or incident, the FRFI's forensi

Automated Tools for Real-|

to util tanager (SIEM), or simil
automated tool, to support near real-time analysis and incident escalation.

331 ° Functional | Intersects With : ‘ MON-01.2 5
ogging to suppor y Time Analysis
logs. FRFIs should implement minimum security og retention periods
and meintain cyber securlty event logs to facilitate a thorough and
forensi f cyber security
FRFIs should ity logging for logsonan escalats incidents in
and different layers of defence tools. Central tools for aggregating, accordance with established timelines and procedures.
correlating and managing security event logs should enable timely log
b Foran :
331  Continuous, centralized securty orincident, the FRFI's forensic investigation should not be Uimited ot Functional | Intersects With | Security Event Monitoring | MON-01.8 5
ogging to suppor y
logs. FRFIs should implement minimum security og retention periods
and meintain cyber securty event logs to facilitate a thorough and
forensi f cyber security events.
FRFIs should ity logging for oul fanager (SIEM) or similar
and different layers of defence tools. Central tools for aggregating, automated tool, to support logs.
correlating and managing security event logs should enable timely log
b Foran :
. (Continuous,centralized security|orincident, the FRFI's forensic investigation should not be limited or Functionat | ntorsecta i | Centalzed Colectionof | s
ogging to suppor y Security Event Logs
logs. FRFIs should implement minimum security og retention periods
and meintain cyber securty event logs to facilitate a thorough and
forensi f cyber security
FRFls should ity logging for [Automated isms exi technicaland hnical
and different layers of defence tools. Central tools for aggregating, from across bya Manager (SIEM)
correlating and managing security event logs should enable timely log or similar automated tool, to enhance organization-wide situational awareness.
a1 (Continuous,centralized security|or incident, the FRFI's forensic investigation should not beimited or Functionat | ntorsectawiy | COTelste Moritoring | s
ogging to suppor y Information
logs. FRFIs should implement minimum security og retention periods
and meintain cyber securty event logs to facilitate a thorough and
forensi f cyber security
FRFIs should ity logging for [Automated isms existto y collect, review and anal
and different layers of defence tools. Central tools for aggregating, from multiple sources.
correlating and managing security event logs should enable timely log
b Foran :
331  Continuous, centralized securty orincident, the FRFI's forensic investigation should not be Uimited ot Functional | Intersects With | Central Review & Analysis| MON.02.2 5
ogging to suppor y
logs. FRFIs should implement minimum security og retention periods
and maintain cyber securty event logs to facilitate a thorough and
forensi f cyber security events.
FRFIs should ity logging for [Automated 0 complle audi i ization-wid
and different layers of defence tools. Central tools for aggregating, audit tral that s time-correlated.
correlating and managing security event logs should enable timely log
b Foran :
s (Continuous,centralized security|orincident, the FRFI's forensic investigation should not be limited or Functionat | ntorsectawiy | SYStemWide/Tme | o s
ogging to suppor y Correlated Audit Trail
logs. FRFIs should implement minimum security og retention periods
and meintain cyber securty event logs to facilitate a thorough and
forensi f cyber security
FRFIs should ity logging for Mechanisms exist to configure systems to produce event logs that contain sufficient
and different layers of defence tools. Central tools for aggregating, information to, at a minimum:
correlating and managing security event logs should enable timely log (1) Establish what type of event oceurred;
331 Cont centralized securit o Foran N Functional | IntersectsWith | Contentof EventLogs | MON-03 | (2)When (date and time) the event occurred; 5
loggingto incident, the FRFI timited or (3) Where the event occurred;
detayed by 4)The source of the event;
logs. FRFIs should implement minimum security og retention periods (5) The outcome (success ot failure) of the event; and
FRFIs should maintain security information and event management tio facilitate 9
apabilities to ensure continuous detection and alerting of malicious controls.
and user and system activity. Where feasible, advanced
332 us and behavi d d and prevention usedto Functional Subset Of Continuous Monitoring | MON-01 10
activity s detected detect user and entity behaviour anomalies, and emerging external and
internal threats. The latest threatintelligence and indicators of
bousedto hance FRFI monitoring
FRFIs should maintain security information and event management Mechanisms exist to implement Intrusion Detection / Prevention Systems (IDS 1PS)
apabilities to ensure continuous detection and alerting of malicious echnologies on critical systems, key network segments and network choke points.
- tem activity. Where feasible,
332 Functional | IntersectsWith | Prevention Systems (IDS | MON-01.1 s
activity s detected detect user and entity behaviour anomalies, and emerging external and A 1p%)
internal threats. The latest threatintelligence and indicators of
bousedto hance FRFI monitoring
FRFIs should maintain security information and event management Automated to y collect, review and anal
apabilities to ensure continuous detection and alerting of malicious from muttple sources.
and user and system activity. Where feasible, advanced
332 us and behaviour-based d and prevention usedto Functional Intersects With | Central Review & Analysis| MON-02.2 5
activity s detected detect user and entity behaviour anomalies, and emerging external and
internal threats. The latest threatintelligence and indicators of
bousedto hance FRFI monitoring
FRFIs should maintain security information and event management Automated mechanisms exist o identfy and alert on Indicators of Compromise
apabilities to ensure continuous detection and alerting of malicious (100)
and user and system activity. Where feasible, advanced
a2 us and behavi d d and prevention wedto | i | ersectewin | MonitOringfor nciators | .
activity s detected detect user and entity behaviour anomalies, and emerging external and of Compromise 10C)
internal threats. The latest threatintelligence and indicators of
bousedto hance FRFI monitoring
FRFIs should maintain security information and event management t respond t 1 thatcould indicate
apabilities to ensure continuous detection and alerting of malicious account compromise or other malicious activiies.
and user and system activity. Where feasible, advanced
332 Malcious and behavi d d and prevantion usedto Functional | IntersectsWith | Anomalous Behavior | MON-16 5
activity s detected detect user and entity behaviour anomalies, and emerging external and
internal threats. The latest threatintelligence and indicators of
bousedto hance FRFI monitoring
FRFIS roles and o allow for the triage of Mechanisms exist to cover:
high-risk cyber securi torapidly and mitigate s (1) Preparation;
b they terial incident or an (2) Automated event detection or manual incident report intake;
333 Gyber security alerts are triaged | operational disruption. Functional Subset Of Incident Handling 1R0-02 | (3) Analysis; 10
(@) Containment;
FRFIS roles and o allow for the triage of Mechanisms exist to establish an integrated team of cybersecurlty, IT and business.
) " forthe Integrated Security
333 Cyber security alerts are triaged | MENT1Sk cyber to rapidly and Functional Intersects With | Incident Response Team |  IR0-07 | ™U"Stion that &d 5
b they terial incident or an incident response operations.
disruntion. (SIRD
Principle 17: FRFIs should réspond o, contain, recover and lear from ] oot Couse Analyets Mechanisms exit 1o incorporatelassons leard from analying and resolving
34 Respond, recover and learn | cyber securit th , including Functional Equal ROy toveons o | 1RO-13 [cybersacurity & data privacy ncidents o reduce th ikelinood or mpact o uture 10
" third-carty oroviders incidents
Domain 2 sets out the foundational expectations for FRFIS' incident and tto implement and govern d
problem capabilties ensure facilitate an d pabiltyfor data privacy-
Incident responso capabiltes | IMegration between theircyber securiy, echnology,crsis ) Incident Response related incidents.
341 a protocols. i Functional Subset Of 1RO-01 10
and aligned Operations
y and
stakeholder coordination (internal and external)in response to a major
o incident
Domain 2 sets out the foundational expectations for FRFIS' incident and Mechanisms exist to cover:
problem capabilties ensure (1) Preparation;
ncident responso capabiltes | Itegration between theircyber securi, echnology,crsis ) ) (2) Automated event detection or manual incident report intake;
341 a protocols. i Functional | IntersectsWith | Incident Handling 1R0-02 | () Analysis; s

and aligned

ly and
stakeholder coordination (interal and external) in response to a major
arincidant

(4) Containment;
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Domain 2 sets out the foundational expectations for FRFIs' incident and response testing with
problem management capabilities. FRFIs should ensure the alignment elements responsible for related plans.
Incident response capabilites |21 INteEation between their eyber securiy, technology, crisis Coordination with Related
341 . N protocols. Functional | Intersects With 1RO-06.1 5
are integrated and aligned
i and
stakeholder coordination (internal and external)in response to a major
cvher sacui arincident
Domain 2 sets out the foundational expectations for FRFIs' incident and to timely-reportincidents
problem management capabilities. FRFIs should ensure the alignment (1) Internal stakeholders;
341 Incident response capabilities |21 integration between their CY"E;VS:;\::‘Y; technology, crisis runctonat st Incident Stakeholder om0 :g ﬁ::j:::;:::j‘«‘r‘:r:rpsmes; and .
are integrated and aligned . - Reporting g
stakeholder coordination (internal and external)in response to a major
cvher sacui incient
FRFIs should clearly define and implement a cyber incident taxonomy. to identi actions to take to ensure the
This taxonomy should include specific cyber and information security of ission functions.
242 Gyberincident taxonomys  incident classifcation, such as severity, category, type and rootcause. It | ¢ Equal Incident Classification & | o 0 o
efined should be designed to support the FRFI in respondingto, managing and
reporting on cyber security incidents.
FRFIs should maintain a cyber security incident management process Mechanisms exist to cover
and playbooks to enable timely and effective management of cyber (1) Preparation;
Cyber securityincident [ security incidents. @ d event detection or manual inci ;
343 management process and tools Functional Subset Of Incident Handling 1RO-02 | (3) Analysis; 10
are maintained (4) Containment;
(5) Eradication; and
(6 Recrvery
Cyber security incident | FRFIs should maintain a cyber security incident management process Incident Rosponse Plan Mechanisms exist to maintain and make available a current and viable Incident
343 management process and tools | and playbooks to enable timely and effective management of cyber Functional | Intersects With s 1RO-04 | Response Plan (IRP) to all stakeholders. 5
are maintained security incidents.
FRFIs should establish a cyber incident response team with tools and Mechanisms exist to cover
capabilities available on a continuous basis to rapidly respond, contain (1) Preparation:
y response, and recover from cyber y incidents that could @ d event detection or manual inci ;
344 and iy impact the FRF . cust d other Functional Subset Of Incident Handling 1RO-02 | (3) Analysis; 10
established stakeholders. (4) Containment;
(5) Eradication; and
(8 Rerrvery
FRFIs should establish a cyber incident response team with tools and Mechanisms exist to establish an integrated team of cybersecurity, IT and business
y response, tabl basis to rapidly respond, contain Integrated Security function &data privacy
344 and and recover from cyber incidents that could Functional | Intersects With | Incident Response Team | 1R0-07  incident response operations. 5
established iy impact the FRFI" . cust d other
FRFls should conduct a forensic on for i 1o perform digital maintain the integrity of the chain
may have been . For of custody, in accordance with applicable laws, regulations and industry-recognized
incidents, the FRFI should conduct a detailed post-incident assessment secure practices.
Forensic investigations and r0ot o et and indirect impacts (fnancial ancyor non-financial), including Ghain of Gustody &
345 . |aroot toidenti iation actions, address the root Functional | Intersects With Forenoine 1RO-08 5
as necessary cause and respond to lessons learned. The root cause analysis should
assess threats, weaknesses and vulnerabilites in its people, processes,
technology and data.
FRFIs should conduct a forensic on for i to learned from analyzin
may have been . For incidents to reduce impact of future
incidents, the FRFI should conduct a detailed post-incident assessment
Forensic investigations and root [ of direct and indirect impacts (financial and/or non-financial), including Root Gause Analysis
345 . |aroot to identi iation actions, address the root Functional | Intersects With 1RO-13 5
g (RCA) & Lessons Learned
as necessary cause and respond to lessons learned. The root cause analysis should
assess threats, weaknesses and vulnerabilites in its people, processes,
technology and data.
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