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Set Theory Relationship Mapping (STRM) is well-suited for mapping between sets of elements that exist in two distinct concepts that are mostly the same as each other (e.g.,
cybersecurity & data privacy requirements). STRM also allows the strength of the mapping to be captured.

STRM relies on a justification for the relationship claim. There are three (3) options for the rationale, which is a high-level context within which the two concepts are related:

1. Syntactic: How similar is the wording that expresses the two concepts? This is a word-for-word analysis of the relationship, not an interpretation of the language.
2. Semantic: How similar are the meanings of the two concepts? This involves some interpretation of each concept’s language.
3. Functional: How similar are the results of executing the two concepts? This involves understanding what will happen if the two concepts are implemented, performed, or

otherwise executed.

Based on NIST IR 8477, STRM supports five (5) five relationship types to describe the logical similarity between two distinct concepts:

1. Subset Of

2. Intersects With
3. Equal

4. Superset Of

5. No Relationship

Relationship Type #1:
SUBSET OF

Focal Document Element is
a subset of SCF control. In
other words, SCF contral
contains everything that
Focal Document Element
does and mare.

SUBSET OF
Relative Relationship
Strength (control versus
control})

STRONG
(10)

MODERATE
(5)

NOMINAL
(1) '
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Relationship Type #2:
INTERSECTS WITH

SCF control has some
overlap with Focal
Document Element, but
each includes content that
the other does not.

INTERSECTS WITH
Relative Relationship
Strength (control versus
control)

A

STRONG
(10)

MODERATE
(5)

NOMINAL
(1

\J

Relationship Type #3:
EQUAL

SCF control and Focal
Document Element are the
same, although not
necessarily identical

EQUAL
Relative Relationship Strength
(control versus control)

A

EQUAL
COVERAGE
(10)

Relationship Type #4:
SUPERSET OF

Faocal Document Element is a
superset of SCF control. In
other words, Focal Document
Element contains everything
that SCF control does and
more.

SUPERSET OF
Relative Relationship Strength
(control versus control)

A

STRONG
(10)

MODERATE
(5)

NOMINAL
1)

\

Secure Controls Framework (SCF)

Relationship Type #5:
NO RELATIONSHIP

SCF control and Focal
Document Element are
unrelated; their content does
not overlap.

NO RELATIONSHIP
Relative Relationship Strength
{control versus control)

A

NONE
(NOT
APPLICABLE)




AICPA 2017 Trust Services Criteria (TSC)
Revised Points of Focus - 2022

Version 2024.3
9/25/2024

Set Theory Relationship Mapping (STRM)

Strength of
Relationship
(optional)

STRM STRM
Rationale Relationship

Secure Controls Framework (SCF)

SCF Control
ontro Control Description

Focal Document Element (FDE) Description

Notes (optional)

@06

Attribution-MeDerivatives 4.0

International (CC BY-HD 4.0)

. Mechanisms exist to facilitate the implementation of capacity management controls to
. Capacity & Performance . o ]
Functional subset of Management CAP-01 [ensure optimal system performance to meet expected and anticipated future capacity 10
requirements.
The entity maintains, monitors, and evaluates current processing capacity and use of system components Mechanisms exist to control resource utilization of systems that are susceptible to
Al.l (infrastructure, data, and software) to manage capacity demand and to enable the implementation of additional Functional intersects with Resource Priority CAP-02 |Denial of Service (DoS) attacks to limit and prioritize the use of resources. 5
capacity to help meet its objectives.
Mechanisms exist to conduct capacity planning so that necessary capacity for
Functional intersects with Capacity Planning CAP-03 [information processing, telecommunications and environmental support will exist 5
during contingency operations.
. Mechanisms exist to facilitate the implementation of capacity management controls to
. . . Capacity & Performance . o I
Functional intersects with Management CAP-01 [ensure optimal system performance to meet expected and anticipated future capacity 5
Al1.1-POF1 Measures Current Usage requirements. - - - -
Automated mechanisms exist to centrally-monitor and alert on the operating state and
Functional subset of Performance Monitoring | CAP-04 [health status of critical systems, applications and services. 10
Mechanisms exist to conduct capacity planning so that necessary capacity for
A1.1-POF2 Forecasts Capacity Functional equal Capacity Planning CAP-03 [information processing, telecommunications and environmental support will exist 10
during contingency operations.
. Mechanisms exist to facilitate the implementation of capacity management controls to
. Capacity & Performance ] o ]
Al1l.1-POF3 Makes Changes Based on Forecasts Functional subset of Management CAP-01 [ensure optimal system performance to meet expected and anticipated future capacity 10
requirements.
Business Continuity hMtlechanlsms ex.llsjt to facilitate (’;he @plementahon 9f c'ontl;wgency Plannlrllg controls to
Functional subset of Management System BCD-01 e p ensure re.5| |fent ass.ets and services (e.g., Continuity of Operations Plan (COOP) or 10
(BCMS) Business Continuity & Disaster Recovery (BC/DR) playbooks).
Mechanisms exist to establish an alternate storage site that includes both the assets
Functional intersects with Alternate Storage Site BCD-08 [and necessary agreements to permit the storage and recovery of system backup 5
information.
. . Mechanisms exist to separate the alternate storage site from the primary storage site
. . . Separation from Primary o o
Functional intersects with Site BCD-08.1 [to reduce susceptibility to similar threats. 5
Mechanisms exist to identify and mitigate potential accessibility problems to the
Functional intersects with Accessibility BCD-08.2 |alternate storage site in the event of an area-wide disruption or disaster. 5
Mechanisms exist to establish an alternate processing site that provides security
Functional intersects with Alternate Processing Site [ BCD-09 [measures equivalent to that of the primary site. 5
. . Mechanisms exist to separate the alternate processing site from the primary
. . . Separation from Primary . ] o o
Functional intersects with Site BCD-09.1 [processing site to reduce susceptibility to similar threats. 5
Mechanisms exist to identify and mitigate potential accessibility problems to the
Functional intersects with Accessibility BCD-09.2 |alternate processing site and possible mitigation actions, in the event of an area-wide 5
disruption or disaster.
. . . Alternate Site Priority of Mechanls.ms exist to address F.>r|o.r|.ty-of-se.rV|ce prov.|5|ons '|n alternate prf)cessmg and
Functional intersects with Service BCD-09.3 |storage sites that support availability requirements, including Recovery Time 5
Objectives (RTOs).
o Mechanisms exist to reduce the likelihood of a single point of failure with primary
. . ) Telecommunications
Functional intersects with . . BCD-10 [telecommunications services. 5
Services Availability
Telecommunications Mechanisms exist to formalize primary and alternate telecommunications service
Functional intersects with Priority of Service BCD-10.1 |agreements contain priority-of-service provisions that support availability 5
Provisions requirements, including Recovery Time Objectives (RTOs).
Mechanisms exist to create recurring backups of data, software and/or system images,
Functional intersects with Data Backups BCD-11 |®S well as verify the integrity of these backups, to ensure the availability of the data to 5
satisfying Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs).
. . . Testing for Reliability & Mechanisms exist to rqutlnely test back.ups.t.hat verify the reliability of the backup
Functional intersects with Integrity BCD-11.1 [process, as well as the integrity and availability of the data. 5
Mechanisms exist to store backup copies of critical software and other security-related
. . . Separate Storage for ) o - ) . ) ) )
Functional intersects with o . BCD-11.2 [information in a separate facility or in a fire-rated container that is not collocated with 5
Critical Information )
the system being backed up.
. Mechanisms exist to reimage assets from configuration-controlled and integrity-
. ) ) Information System ) .
Functional intersects with Imaging BCD-11.3 |protected images that represent a secure, operational state. 5
Cryptographic mechanisms exist to prevent the unauthorized disclosure and/or
Functional intersects with Cryptographic Protection | BCD-11.4 |modification of backup information. 5
. Mechanisms exist to ensure the secure recovery and reconstitution of systems to a
. . . Information System . ] ) ]
Functional intersects with o BCD-12 [known state after a disruption, compromise or failure. 5
Recovery & Reconstitution
Mechanisms exist to utilize specialized backup mechanisms that will allow transaction
Functional intersects with Transaction Recovery [ BCD-12.1 [recovery for transaction-based applications and services in accordance with Recovery 5
Point Objectives (RPOs).
Mechanisms exist to implement real-time or near-real-time failover capability to
Functional intersects with Failover Capability BCD-12.2 |maintain availability of critical systems, applications and/or services. 5
. . Mechanisms exist to facilitate the operation of physical and environmental protection
. . . . . L . . . . Physical & Environmental
AL2 The entity authorizes, designs, develops or acquires, implements, operates, approves, maintains, and monitors Functional intersects with Protecti PES-01 |controls. 5
. . . . . - rotections
environmental protections, software, data backup processes, and recovery infrastructure to meet its objectives.
Facility security mechanisms exist to protect power equipment and power cabling for
Functional intersects with Supporting Utilities PES-07 |the system from damage and destruction. 5
. Facility security mechanisms exist to utilize automatic voltage controls for critical
. . . Automatic Voltage
Functional intersects with PES-07.1 |system components. 5
Controls
Facility security mechanisms exist to shut off power in emergency situations by:
= Placing emergency shutoff switches or devices in close proximity to systems or
Functional intersects with Emergency Shutoff PES-07.2 [system components to facilitate safe and easy access for personnel; and 5
= Protecting emergency power shutoff capability from unauthorized activation.
Facility security mechanisms exist to supply alternate power, capable of maintaining
Functional intersects with Emergency Power PES-07.3 |minimally-required operational capability, in the event of an extended loss of the 5
primary power source.
Facility security mechanisms exist to utilize and maintain automatic emergency lighting
Functional intersects with Emergency Lighting PES-07.4 [that activates in the event of a power outage or disruption and that covers emergency 5
exits and evacuation routes within the facility.
Facility security mechanisms exist to protect systems from damage resulting from
Functional intersects with | Water Damage Protection | PES-07.5 |water leakage by providing master shutoff valves that are accessible, working properly 5
and known to key personnel.
Facility security mechanisms exist to utilize and maintain fire suppression and detection
Functional intersects with Fire Protection PES-08 |devices/systems for the system that are supported by an independent energy source. 5
Facility security mechanisms exist to utilize and maintain fire detection devices/systems
Functional intersects with Fire Detection Devices PES-08.1 [that activate automatically and notify organizational personnel and emergency 5
responders in the event of a fire.
Facility security mechanisms exist to utilize fire suppression devices/systems that
Functional intersects with Fire Suppression Devices | PES-08.2 |provide automatic notification of any activation to organizational personnel and 5
emergency responders.
. . . Temperature & Humidity Facility security mechanisms exist to maintain and monitor temperature and humidity
Functional intersects with PES-09 |levels within the facility. 5
Controls
. . . Monitoring with Alarms / Facility se':c'urlty mechanisms exist to fcrlgger an alarm or notification of temperature
Functional intersects with Notifications PES-09.1 |and humidity changes that be potentially harmful to personnel or equipment. 5
Physical security mechanisms exist to isolate information processing facilities from
Functional intersects with Delivery & Removal PES-10 |points such as delivery and loading areas and other points to avoid unauthorized 5
access.
Physical security mechanisms exist to utilize appropriate management, operational and
Functional intersects with Alternate Work Site PES-11 |technical controls at alternate work sites. 5
. . . Equipment Siting & Ph.yf,lcz'al securlty.mechanlsms exist to I.ocate syster.n components within the faC|.I|’fy t.o
Functional intersects with Protection PES-12 |minimize potential damage from physical and environmental hazards and to minimize 5
the opportunity for unauthorized access.
Information Leakage Due Facility security mechanisms exist to protect the system from information leakage due
Functional intersects with To Electromagnetic Signals| PES-13 [to electromagnetic signals emanations. 5
Emanations
N T Electromagnetic Pulse e 1 PEh'\\;IsFl’ca;I securlt}/ mechamsmsgmst to employ safeguards against Electromagnetic Pulse :
(EMP) Protection ( ) damage for systems and system components.
Mechanisms exist to identify and document risks, both internal and external.
Functional intersects with Risk Identification RSK-03 5
Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
Functional intersects with Risk Assessment RSK-04 and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data.
Business Continuity hM(lechanlsms ex.lls:t to facilitate the |mplementat|on .Of c.ontl;\gency p.)lannlrllg controls to
Functional intersects with Management System BCD-01 e p ensure re'5| |§nt ass.ets and services (e.g., Continuity of Operations Plan (COOP) or 5
(BCMS) Business Continuity & Disaster Recovery (BC/DR) playbooks).
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. . Mechanisms exist to facilitate the operation of physical and environmental protection
. . . Physical & Environmental
Functional intersects with Protecti PES-01 |controls. 5
Al1.2-POF1 Identifies Environmental Threats rotections
Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional subset of Risk Management Program| RSK-01 |[risk management controls. 10
Mechanisms exist to identify and document risks, both internal and external.
Functional equal Risk Identification RSK-03 10
Business Continuity hM(lechanlsms ex-lls:t to facilitate the |mplementat|on pf pontl;\gency plannlrl1g controls to
Functional intersects with Management System BCD-01 e p ensure repn |pnt asspts and services (e.g., Continuity of Operations Plan (COOP) or 5
(BCMS) Business Continuity & Disaster Recovery (BC/DR) playbooks).
. . Mechanisms exist to facilitate the operation of physical and environmental protection
Functi | - ts with Physical & Environmental PES-O1 : c
Al1.2-POF2 Designs Detection Measures unctiona intersects wi Protections controls.
Temperature & Humidit ili i i i intai i idi
Functional intersects with p A PES-09 Facility sfec.urlty mecﬁamsms exist to maintain and monitor temperature and humidity 5
Controls levels within the facility.
. . . Monitoring with Alarms / Facility sgc.urlty mechanisms exist to tcrlgger an alarm or notification of temperature
Functional intersects with Notifications PES-09.1 |and humidity changes that be potentially harmful to personnel or equipment. 5
Business Continuity hMclechanlsms ex.llsjt to facilitate (’;he npplementatlon pf ponn:gency plannlrllg controls to
Functional intersects with Management System BCD-01 e p ensure re.5| |pnt ass.ets and services (e.g., Continuity of Operations Plan (COOP) or 5
(BCMS) Business Continuity & Disaster Recovery (BC/DR) playbooks).
A1.2-POF3 Implements and Maintains Environmental Protection Mechanisms
. . Mechanisms exist to facilitate the operation of physical and environmental protection
. Physical & Environmental
Functional subset of ) PES-01 [controls. 10
Protections
Business Continuity rI\}/ITchanlsms ex.lls.t to facilitate ;he npplementatlon pf cpnu:gency plann|r|1g controls to
Functional intersects with Management System BCD-01 e p ensure re.5| |pnt ass.ets and services (e.g., Continuity of Operations Plan (COOP) or 5
(BCMS) Business Continuity & Disaster Recovery (BC/DR) playbooks).
. . Mechanisms exist to facilitate the operation of physical and environmental protection
Functional bset of Physical & Environmental PES-O1 10
Al1.2-POF4 Implements Alerts to Analyze Anomalies unctiona subset o Protections controls.
Temperature & Humidit ili i i i intai i idi
Functional intersects with p y PES-09 Facility s.ec.urlty mecpamsms exist to maintain and monitor temperature and humidity 5
Controls levels within the facility.
' . . Monitoring with Alarms / Facility sc?c'urlty mechanisms exist to Frlgger an alarm or notification of temperature
Functional intersects with Notifications PES-09.1 |and humidity changes that be potentially harmful to personnel or equipment. 5
Business Continuity hMTchanlsms ex'llsjt to facilitate (’;he |mplementat|on pf pontl;\gency plannlrl1g controls to
Functional intersects with Management System BCD-01 e p ensure reg |pnt asspts and services (e.g., Continuity of Operations Plan (COOP) or 5
(BCMS) Business Continuity & Disaster Recovery (BC/DR) playbooks).
Mechanisms exist to implement and govern processes and documentation to facilitate
Incident Response ization-wi ili i i -
Functional subset of ; p IRO-01 f':m prganlzatlon wide response capability for cybersecurity & data privacy-related 10
Operations incidents.
Al1.2-POF5 Responds to Environmental Threat Events - - - - - —
Mechanisms exist to cover the preparation, automated detection or intake of incident
Functional intersects with Incident Handling IRO-02 reporting, analysis, containment, eradication and recovery. 5
Mechanisms exist to facilitate the operation of physical and environmental protection
Physical & Environmental
Functional subset of ¥ . PES-01 controls. 10
Protections
Business Continuity hM(lechanlsms ex-llsft to facilitate the |mplementat|on pf pontl;\gency plannlrl1g controls to
Functional subset of Management System BCD-01 e p ensure repn |pnt asspts and services (e.g., Continuity of Operations Plan (COOP) or 10
(BCMS) Business Continuity & Disaster Recovery (BC/DR) playbooks).
Al1.2-POF6 Communicates and Reviews Detected Environmental Threat Events
. . Mechanisms exist to facilitate the operation of physical and environmental protection
. Physical & Environmental
Functional subset of . PES-01 |controls. 10
Protections
Functional subset of Data Protection DCH-01 [Mechanisms exist to facilitate the implementation of data protection controls. 10
Sensitive / Regulated Data i i iti iti .
Functional intersects with / Reg : DCH-01.2 Mechanisms exist to protect sensitive/regulated data wherever it is stored 5
Protection
Mechanisms exist to create recurring backups of data, software and/or system images,
A1.2-POF7 Determines Data Requiring Backup Functional intersects with Data Backups BCD-11 [*° Yvel! as verify the |ptegrlty. of 'Fhese backups, to ensure the' avalla.blll'py of the data to 5
satisfying Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs).
. . Mechanisms exist to facilitate the operation of physical and environmental protection
. . . Physical & Environmental
Functional intersects with . PES-01 |controls. 5
Protections
Mechanisms exist to create recurring backups of data, software and/or system images,
A1.2-POF8 Performs Data Backup Functional intersects with Data Backups BCD-11 [*° Yvel! as verify the |ptegrlty' of 'Fhese backups, to ensure the. avalla'blll'py of the data to 5
satisfying Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs).
Mechanisms exist to establish an alternate storage site that includes both the assets
Functional intersects with Alternate Storage Site BCD-08 [and necessary agreements to permit the storage and recovery of system backup 5
information.
Mechanisms exist to store backup copies of critical software and other security-related
. . . Separate Storage for ) o - ) . ) ) )
Functional intersects with . . BCD-11.2 |information in a separate facility or in a fire-rated container that is not collocated with 5
Critical Information .
A1.2-POF9 Addresses Offsite Storage the svstgm belng backed up. - -
Mechanisms exist to transfer backup data to the alternate storage site at a rate that is
. ) ) Transfer to Alternate ) i . )
Functional intersects with Storage Site BCD-11.6 |capable of meeting both Recovery Time Objectives (RTOs) and Recovery Point 5
Obijectives (RPOs).
. . Mechanisms exist to facilitate the operation of physical and environmental protection
. . . Physical & Environmental
Functional intersects with . PES-01 |controls. 5
Protections
Business Continuity Mechanisms ex-ls-t to facilitate the |mplementat|on pf pontlngency plannlng controls to
Functional subset of Management System BCD-01 help ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or 10
(BCMS) Business Continuity & Disaster Recovery (BC/DR) playbooks).
A1.2-POF10 Implements Alternate Processing Infrastructure
Mechanisms exist to establish an alternate processing site that provides security
Functional subset of Alternate Processing Site | BCD-09 |measures equivalent to that of the primary site. 10
Business Continuity hMtlechanlsms ex-lls-t to facilitate the @plementatmn pf pontlpgency plannlrl1g controls to
Functional intersects with Management System BCD-01 elp ensure resilient assets and services (e.g., Continuity of Operations Plan (COOP) or 5
(BCMS) Business Continuity & Disaster Recovery (BC/DR) playbooks).
Mechanisms exist to identify:
= Assumptions affecting risk assessments, risk response and risk monitoring;
Functional intersects with Risk Framing RSK-01.1 | " Constraints affecting risk assessments, risk response and risk monitoring; 5
* The organizational risk tolerance; and
* Priorities, benefits and trade-offs considered by the organization for managing risk.
Al1l.2-POF11 Considers Data Recoverability
L - Mechanisms exist to achieve resilience requirements in normal and adverse situations.
. . . Achieving Resilience
Functional intersects with . SEA-01.2 5
Requirements
Mechanisms exist to develop and keep current a catalog of applicable internal and
Functional intersects with Threat Catalog THR-09 |external threats to the organization, both natural and manmade. 5
Mechanisms exist to identify, assess, prioritize and document the potential impact(s)
Functional intersects with Threat Analysis THR-10 (and likelihood(s) of applicable internal and external threats. 5
. . . . Mochani - - — - - —
Functional intersects with Simulated Events BCD-03.1 ec anisms e>f|st to incorporate simu ate'd ev'e'nts'lnto .contlngency training to 5
facilitate effective response by personnel in crisis situations.
Al.3 The entity tests recovery plan procedures supporting system recovery to meet its objectives. Contingency Plan Testing & Mechanisms exist to conduct tests and/or exercises to evaluate the contingency plan's
Functional intersects with Exercises BCD-04 |effectiveness and the organization’s readiness to execute the plan. 5
. . Mechanisms exist to conduct tests and/or exercises to evaluate the contingency plan's
. . . i Contingency Plan Testing &
A1.3-POF1 Implements Business Continuity Plan Testing Functional equal Exercises BCD-04 |effectiveness and the organization’s readiness to execute the plan. 10
. . . Contingency Plan Testing & Mech.anlsms exist to condupt te.sts and/o.r exercises to evaluate the contingency plan's
Functional intersects with Exercises BCD-04 |effectiveness and the organization’s readiness to execute the plan. 5
A1.3-POF2 Tests Integrity and Completeness of Backup Data Testing for Reliability & i i i i iabili
grity p p Functional intersects with g ' Y BCD-11.1 Mechanisms exist to rputlnely test back.ups.t.hat verify the reliability of the backup 5
Integrity process, as well as the integrity and availability of the data.
Test Restoration Usin i i ili i i iliti
Functional intersects with : g BCD-11.5 Mechanisms c'exmt to utl'llze. sampling of available backups to test recovery capabilities 5
Sampling as part of business continuity plan testing.
Functional intersects with Data Protection DCH-01 Mechanisms exist to facilitate the implementation of data protection controls. 5
. - S . o . . N . . . e Mechanisms exist to ensure data and assets are categorized in accordance with
C11 The entity identifies and maintains confidential information to meet the entity’s objectives related Functional intersects with Data & Asset Classification | DCH-02 . ? 5
applicable statutory, regulatory and contractual requirements.
Functional intersects with Media Access DCH-03 Mecha.nlsm.s e?(lpt to control and restrict access to digital and non-digital media to 5
authorized individuals.
Mechanisms exist to maintain network architecture diagrams that:
Network Diagrams & Data . i ici i i ' i .
Functional intersects with o g FDs) AST-04 Contain sufficient detall.to assess the security of th(.e network's architecture; 5
C1.1-POF1 Defines and Identifies Confidential information ow Diagrams S = Reflect the current architecture of the network environment; and
= Document all sensitive/regulated data flows
. . . . . Mechanisms exist to maintain inventory logs of all sensitive media and conduct
Functional intersects with Sensitive Data Inventories | DCH-06.2 o o . 5
sensitive media inventories at least annually.
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Functional subset of Data Protection DCH-01 Mechanisms exist to facilitate the implementation of data protection controls. 10
C1.1-POF2 Retains Confidential Information Sensitive / Regulated Data ocham — roct tive/ —tod data wh ——
Functional intersects with g. DCH-01.2 |Mechanisms exist to protect sensitive/regulated data wherever it is stored. 5
Protection
. . . Mechanisms exi retain media an in rdan ith licabl ry,
Functional subset of Media & Data Retention DCH-18 echanisms exist to retai e'dla? d data in accordance with applicable statutory 10
regulatory and contractual obligations.
Mechanisms exist to:
= Retain Personal Data (PD), including metadata, for an organization-defined time
C1.1-POF3 Protects Confidential Information From Destruction . period to fulfill the purpose(s) identified in the notice or as required by law;
Functional intersects with Personal D.ata Retention & PRI-05 | * Dispose of, destroys, erases, and/or anonymizes the PD, regardless of the method of 5
Disposal storage; and
= Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).
Functional subset of Information Disposal DCH-21 |Mechanisms exist to securely dispose of, destroy or erase information. 10
Mechanisms exist to retain event logs for a time period consistent with records
Functional intersects with Event Log Retention MON-10 retention requirements to provide support for after-the-fact investigations of security 5
incidents and to meet statutory, regulatory and contractual retention requirements.
Mechanisms exist to:
C1.2 The entity disposes of confidential information to meet the entity’s objectives related to confidentiality. » Retain Personal Data (PD), including metadata, for an organization-defined time
period to fulfill the purpose(s) identified in the notice or as required by law;
Functional intersects with Personal D?ta Retention & PRI-05 | " Dispose of, destroys, erases, and/or anonymizes the PD, regardless of the method of 5
Disposal storage; and
= Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).
Functional subset of Information Disposal DCH-21 Mechanisms exist to securely dispose of, destroy or erase information. 10
Mechanisms exist to:
= Retain Personal Data (PD), including metadata, for an organization-defined time
C1.2-POF1 Identifies Confidential Information for Destruction . period to fulfill the purpose(s) identified in the notice or as required by law;
Functional intersects with Personal D?ta Retention & PRI-05 | " Dispose of, destroys, erases, and/or anonymizes the PD, regardless of the method of 5
Disposal storage; and
= Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).
Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system components
Functional intersects with Destruction or Re-Use of | AST-09 |using organization-defined techniques and methods to prevent information being 5
Equipment recovered from these components.
Functional intersects with Physical Media Disposal DCH-08 Mechanisms exist to securely dispose of media when it is no longer required, using 5
formal procedures.
Mechanisms exist to sanitize system media with the strength and integrity
Functional intersects with | System Media Sanitization | DCH-09 |commensurate with the classification or sensitivity of the information prior to disposal, 5
release out of organizational control or release for reuse.
) . . . . . . . Mechanisms exist t rely di f, tr r erase information.
C1.2-POF2 Destroys Confidential Information Functional intersects with Information Disposal DCH-21 ec sms exist to securely dispose of, destroy or erase informatio 5
Mechanisms exist to:
= Retain Personal Data (PD), including metadata, for an organization-defined time
period to fulfill the purpose(s) identified in the notice or as required by law;
Functional intersects with Personal D.ata Retention & PRI-05 | * Dispose of, destroys, erases, and/or anonymizes the PD, regardless of the method of 5
Disposal storage; and
= Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity & data protection
Functional subset of Protection Governance GOV-01 |governance controls. 10
Program
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional intersects with Protection Controls CPL-02 |function that reports to the organization's executive leadership. 5
Oversight
Assigned Cybersecurity & Mechanisms exist to assign one or more qualified individuals with the mission and
Functional intersects with Data Protection GOV-04 |resources to centrally-manage, coordinate, develop, implement and maintain an 5
cC1l1 COSO Principle 1 Responsibilities enterprise-wide cvbersecurity & data protection program.
Human Resources Securit i i ili i i i .
Functional intersects with y HRS-01 Mechanisms exist to facilitate the implementation of personnel security controls 5
Management
. . . Mechanisms exist to require all employees and contractors to apply cybersecurity &
Functional intersects with Terms of Employment HRS-05 . o q o ploy PRy ¢y y 5
data privacy principles in their daily work.
. . . . Mechanisms exi fin le and un le rules of behavior for th
Functional intersects with Rules of Behavior HRs-05.1 |Mechanis S'EXISTt to d(.e ine acceptable and unacceptable rules o. behavior for the use 5
of technologies, including consequences for unacceptable behavior.
Functional intersects with Workplace Investigations | HRS-07.1 Mechanisms exist to conduct er’r'1 ployee mlsco.nduct investigations when there is 5
reasonable assurance that a policy has been violated.
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity & data protection
Functional subset of Protection Governance GOV-01 |governance controls. 10
Program
. Business As Usual (BAU) Mechanisms exist to '|ncorporate cyberse.:curlty & dat'a Prlvacy principles into Business
CC1.1-POF1  |Sets the Tone at the Top Functional subset of . GOV-14 |As Usual (BAU) practices through executive leadership involvement. 10
Secure Practices
. Mechanisms exist to facilitate the implementation of personnel security controls.
. . . Human Resources Security
Functional intersects with HRS-01 5
Management
CC1.1-POF2 Establishes Standards of Conduct Functional equal Rules of Behavior HRS-05.1 Mechanlsms.exw't to d'eflne acceptable and unacceptable rules of behavior for the use 10
of technologies, including consequences for unacceptable behavior.
. Mechanisms exist to develop, report and monitor cybersecurity & data privacy
Functional subset of Measures of Performance | GOV-05 10
program measures of performance.
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional subset of Protection Controls CPL-02 |function that reports to the organization's executive leadership. 10
Oversight
CC1.1-POF3 Evaluates Adherence to Standards of Conduct Mechanisms exist to ensure managers regularly review the processes and documented
Cybersecurity & Data ithi i ibili i i
Functional intersects with y : y CPL-03 procedures \{Vlthln t.hfalr area of responsibility to a(':lhere to approprlate cybersecurity & 5
Protection Assessments data protection policies, standards and other applicable requirements.
Human Resources Securit i i ili i i i .
Functional intersects with y HRS-01 Mechanisms exist to facilitate the implementation of personnel security controls 5
Management
Mechanisms exist to document and review instances of non-compliance with statutory,
Functional intersects with [ Non-Compliance Oversight| CPL-01.1 |regulatory and/or contractual obligations to develop appropriate risk mitigation 5
actions.
CC1.1-POF4 Addresses Deviations in a Timely Manner i i i ili i i i
y Functional intersects with Personnel Sanctions HRS-07 Me.chanlsms exist to sanction personnel failing to comply with established security 5
policies, standards and procedures.
. . . . . Mechanisms exist to remediate risks to an acceptable level.
Functional intersects with Risk Remediation RSK-06 P 5
Mechanisms exist to facilitate the implementation of third-party management controls.
Functional intersects with Third-Party Management | TPM-01 5
Mechanisms exist to evaluate security risks associated with the services and product
Functional intersects with Supply Chain Protection TPM-03 supply chain. 5
Mechanisms exist to require contractual requirements for cybersecurity & data privacy
Third-Party Contract i i ird- i i ization’ i
CC1.1-POF5 Considers Contractors and Vendor Employees in Demonstrating Its Commitment Functional intersects with . ¥ TPM-05 requirements with third-parties, reflecting the organization’s needs to protect its 5
Requirements systems, processes and data.
. Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, | ; ) - ] y
Functional intersects with Supportive, Consulted & | TPM-05.4 Cor)su ted & Informed (RA'SCI) matrix, o'r similar documentatlo'n, to delineate 5
Informed (RASCI) Matrix assignment for cybersecurity & data privacy controls between internal stakeholders
and External Service Providers (ESPs)
Mechanisms exist to control personnel security requirements including security roles
Third-Party Personnel ibiliti ird- i
Functional intersects with y . TPM-06 and responsibilities for third-party providers. 5
Security
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity & data protection
Functional intersects with Protection Governance GOV-01 |governance controls. 5
Program
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i i i i
Functional subset of g . GOV-01.1 th.rough a steerllng commlttf:e or ad\-nsory board, comprised of key cybersec.urlty, data 10
Program Oversight privacy and business executives, which meets formally and on a regular basis.
Functional intersects with Measures of Performance | GOV-05 Mechanisms exist to develop, report and monitor cybersecurity & data privacy 5
program measures of performance.
Mechanisms exist to develop, report and monitor Key Performance Indicators (KPIs) to
. . . Key Performance ) S ) o .
Functional intersects with Indicators (KPIs) GOV-05.1 |assist organizational management in performance monitoring and trend analysis of the 5
cC1.2 COSO Principle 2 cvbersegurltv &.data privacy program. : : : :
Mechanisms exist to develop, report and monitor Key Risk Indicators (KRIs) to assist
Functional intersects with Key Risk Indicators (KRIs) [ GOV-05.2 [senior management in performance monitoring and trend analysis of the cybersecurity 5
& data privacy program.
Mechanisms exist to manage personnel security risk by assigning a risk designation to
Functional intersects with Position Categorization HRS-02 |all positions and establishing screening criteria for individuals filling those positions. 5
. . . Defined Roles & Mechani i fi i | ibilities for all I
Functional intersects with Roles HRS-03 echanisms exist to define cybersecurity roles & responsibilities for all personne 5
Responsibilities
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. Mechanisms exist to ensure that all security-related positions are staffed by qualified
Competency Requirements - dividuals who h o il
Functional intersects with for Security-Related HRs-03.2 |'Ndlviauals who ave the necessary skill set. 5
Positions
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
. Steering Committee & i i i i i
Functional subset of g ' GOV-01.1 th.rough a steerl.ng commltt(.ee or adylsory board, comprised of key cybersec.urlty, data 10
Program Oversight privacy and business executives, which meets formally and on a regular basis.
Publishing Cybersecurity & Mechar-nsms e.X|.st to establish, maintain and disseminate cybersecurity & data
Functional intersects with Data Protection GOV-02 protection policies, standards and procedures. 5
Documentation
. . . Stakeholder Accountability !Vle.cr-wanlsms exist to enforce an acco.untablllty s.tructure SO th?t approprla-te teams and
Functional intersects with Structure GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technology-related risks.
o . Mechanisms exist to establish an authoritative chain of command with clear lines of
. . ) Authoritative Chain of S o o i
Functional intersects with GOV-04.2 |communication to remove ambiguity from individuals and teams related to managing 5
. . . Command
CC12‘POF1 EStab|ISheS oVerSlght ResponSIbI|ItIeS data and technologv_related risks‘
. . . Defining Business Context Mechani i fine th text of it i I t th
Functional intersects with g ine GOV-08 .ec. anisms exist to.de .me e context of its business model and document the 5
& Mission mission of the organization.
Mechanisms exist to facilitate data governance to oversee the organization's policies,
Functional intersects with Data Governance GOV-10 star-1da|jds ar.1d procedures s? that se.n5|t|ve/regulated data is effectively managed and 5
maintained in accordance with applicable statutory, regulatory and contractual
obligations
. . . Human Resources Securit Mechani i facili he impl i f | i Is.
Functional intersects with y HRS-01 echanisms exist to facilitate the implementation of personnel security controls 5
Management
Mechanisms exist to manage personnel security risk by assigning a risk designation to
Functional intersects with Position Categorization HRS-02 |all positions and establishing screening criteria for individuals filling those positions. 5
Functional intersects with Defined I'Ro'lfe? & HRS-03 Mechanisms exist to define cybersecurity roles & responsibilities for all personnel. 5
Responsibilities
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
. . . Steering Committee & i i i i i
Functional intersects with g . GOV-01.1 th.rough a steerl.ng commltt(.ee or ad\'/lsory board, comprised of key cybersec.urlty, data 5
Program Oversight privacy and business executives, which meets formally and on a regular basis.
. Mechanisms exist to facilitate the implementation of personnel security controls.
i i . Human Resources Security
Functional intersects with HRS-01 5
Management
Mechanisms exist to manage personnel security risk by assigning a risk designation to
CC1.2-POF2 Applies Relevant Expertise Functional intersects with Position Categorization HRS-02 |all positions and establishing screening criteria for individuals filling those positions. 5
. . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all personnel.
Functional intersects with e HRS-03 5
Responsibilities
. Mechanisms exist to ensure that all security-related positions are staffed by qualified
Competency Requirements i dividuals who h h il
Functional intersects with for Security-Related HRs-03.2 |'Ndlviauals who ave the necessary skill set. 5
Positions
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i i i i
Functional intersects with g . GOV-01.1 th.rough a steerl.ng commltt(.ee or ad\'/lsory board, comprised of key cybersec.urlty, data 5
Program Oversight privacy and business executives, which meets formally and on a regular basis.
CC1.2-POF3 Operates Independentl Human Resources Securit i i ili i i i .
p p y Functional intersects with Yy HRS-01 Mechanisms exist to facilitate the implementation of personnel security controls 5
Management
Mechanisms exist to manage personnel security risk by assigning a risk designation to
Functional intersects with Position Categorization HRS-02 [all positions and establishing screening criteria for individuals filling those positions. 5
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
. . . Steering Committee & i i i i i
Functional intersects with g . GOV-01.1 th.rough a steerllng commltt(.ee or ad\-nsory board, comprised of key cybersec.urlty, data 5
Program Oversight privacy and business executives, which meets formally and on a regular basis.
. Mechanisms exist to facilitate the implementation of personnel security controls.
. . . Human Resources Security
Functional intersects with HRS-01 5
Management
CC1.2-POF4 Supplements Board Expertise - - — — - - -
Mechanisms exist to manage personnel security risk by assigning a risk designation to
Functional intersects with Position Categorization HRS-02 [all positions and establishing screening criteria for individuals filling those positions. 5
. Mechanisms exist to ensure that all security-related positions are staffed by qualified
Competency Requirements - dividuals who h o il
Functional intersects with for Security-Related HRs-03.2 |'Ndlviauals who ave the necessary skill set. 5
Positions
Assigned Cybersecurity & Mechanisms exist to assign one or more qualified individuals with the mission and
Functional intersects with Data Protection GOV-04 |resources to centrally-manage, coordinate, develop, implement and maintain an 5
Responsibilities enterprise-wide cybersecurity & data protection program.
' . . Stakeholder Accountability f\/le.chanlsms exist to enforce an accguntablllty s.tructure SO th?t approprla'te teams and
Functional intersects with Structure GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technology-related risks.
N . Mechanisms exist to establish an authoritative chain of command with clear lines of
) ) ) Authoritative Chain of o o S i
Functional intersects with Command GOV-04.2 |communication to remove ambiguity from individuals and teams related to managing 5
data and technology-related risks.
Defined Roles & i i i i ibiliti .
Functional intersects with . o HRS-03 Mechanisms exist to define cybersecurity roles & responsibilities for all personnel 5
cc1.3 COSO Principle 3 csponsiorities : : : — —
. Mechanisms exist to ensure that all security-related positions are staffed by qualified
Competency Requirements o )
Functional intersects with for Security-Related HRS-03.2 individuals who have the necessary skill set. 5
Positions
Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:
= The resulting risk to organizational operations, assets, individuals and other
Functional intersects with Business Process Definition| PRM-06 organizations; and 5
*» Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i i i i
Functional intersects with g . GOV-01.1 th.rough a steerl.ng commlttfee or adylsory board, comprised of key cybersec.urlty, data 5
Program Oversight privacy and business executives, which meets formally and on a regular basis.
CC1.3-POF1 Considers All Structures of the Entity . . . Stakeholder Accountability !\/Ie.chanlsms exist to enforce an acco.untablllty s.tructure 30 the.1t approprla'te teams and
Functional intersects with Structure GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technology-related risks.
o . Mechanisms exist to establish an authoritative chain of command with clear lines of
) ) ) Authoritative Chain of - o S i
Functional intersects with Command GOV-04.2 |communication to remove ambiguity from individuals and teams related to managing 5
data and technology-related risks.
. . . Stakeholder Accountability !\/Ie.cl?anlsms exist to enforce an acco.untablllty s.tructure SO th?t approprla-te teams and
Functional intersects with Structure GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
CC1.3-POF2 Establishes Reporting Lines managing data f:md technol.ogv-related I"ISkS.. : : :
o . Mechanisms exist to establish an authoritative chain of command with clear lines of
. ) ) Authoritative Chain of o o S i
Functional intersects with Command GOV-04.2 |communication to remove ambiguity from individuals and teams related to managing 5
data and technology-related risks.
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i i i i
Functional intersects with g . GOV-01.1 through a steering committee or advisory board, comprised of key cybersecurity, data 5
Program Oversight privacy and business executives, which meets formally and on a regular basis.
. . . Stakeholder Accountability !Vle.cl?anlsms exist to enforce an acco.untablllty s.tructure SO th?t approprla-te teams and
Functional intersects with Structure GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technology-related risks.
o . Mechanisms exist to establish an authoritative chain of command with clear lines of
' . - o . . . ) Authoritative Chain of
CC1.3-POF3 Defines, Assigns, and Limits Authorities and Responsibilities Functional intersects with Command GOV-04.2 |communication to remove ambiguity from individuals and teams related to managing 5
data and technology-related risks.
. . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all personnel.
Functional intersects with N HRS-03 5
Responsibilities
. Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, ted ; g ) —— ] del
Functional intersects with Supportive, Consulted & | TPM-05.4 Corjnsu te &fln org\e (RA.SCIQTU'X’ C_'r Stmitar olcu:entatlo.n, to el |neiteh y 5
Informed (RASCI) Matrix assignment for cy. ersecu_rlty ata privacy controls between internal stakeholders
and External Service Providers (ESPs)
. . . Stakeholder Accountability -I\/Ie.cr-wanlsms exist to enforce an acco.untablllty s.tructure SO the.1t approprla-te teams and
Functional intersects with Structure GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technology-related risks.
—— . Mechanisms exist to establish an authoritative chain of command with clear lines of
. . ) Authoritative Chain of o o o :
Functional intersects with Command GOV-04.2 |communication to remove ambiguity from individuals and teams related to managing 5
data and technology-related risks.
CC1.3-POF4 Addresses Specific Requirements When Defining Authorities and Responsibilities Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all personnel.
Functional intersects with . HRS-03 5
Responsibilities
. Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, ted ; g ] - ] del
Functional intersects with Supportive, Consulted & | TPM-05.4 Cor?su te &fln orme (RASCI) matrix, c.)r simiiar olcumentatloh, to el |ne:;1(teh | 5
Informed (RASCI) Matrix assignment for cy.bersecu.rlty & data privacy controls between internal stakeholders
and External Service Providers (ESPs)
Mechanisms exist to enforce an accountability structure so that appropriate teams and
. . . Stakeholder Accountabilit indivi i i i i
Functional intersects with y GOV-04.1 |nd|V|dl'1aIs are empowered, responsible .and trained for mapping, measuring and 5
Structure managing data and technology-related risks.
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Mechanisms exist to establish an authoritative chain of command with clear lines of
. . . Authoritative Chain of icati igui indivi i
Functional intersects with GOV-04.2 communication to remove am.blgwty from individuals and teams related to managing 5
Command data and technology-related risks.
CC1.3-POFS Considers Interactions With External Parties When Establishing Structures, Reporting Lines, Authorities, and
’ Responsibilities Mechanisms exist to define cybersecurity roles & responsibilities for all personnel.
Defined Roles &
Functional intersects with o HRS-03 5
Responsibilities
. Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, ) o ] i
Functional intersects with Supportive, Consulted & | TPM-05.4 Cor?sulted &flnfoaned (RA.SCI) n;atrlx, 9r similar dolcuLnentatloiw, to de||me?(t(; y 5
Informed (RASCI) Matrix assignment for cy. ersecu-rlty & data privacy controls between internal stakeholders
and External Service Providers (ESPs)
. . . Stakeholder Accountability !Vle.cr-wanlsms exist to enforce an acco.untablllty s.tructure SO th?t approprla-te teams and
Functional intersects with Structure GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technology-related risks.
o . Mechanisms exist to establish an authoritative chain of command with clear lines of
. . . Authoritative Chain of o o S )
Functional intersects with Command GOV-04.2 |communication to remove ambiguity from individuals and teams related to managing 5
data and technology-related risks.
Establishes Structures, Reporting Lines, and Authorities to Support Compliance With Legal and Contractual . . . Human Resources Security Mechanisms exist to facilitate the implementation of personnel security controls.
CC1.3-POF6 . . Functional intersects with HRS-01 5
Privacy Requirements Management
Mechanisms exist to facilitate the implementation and operation of data privacy
Functional intersects with Data Privacy Program PRI-01 |controls. 5
Mechanisms exist to ensure that the interests of external service providers are
Functional intersects with Conflict of Interests TPM-04.3 |consistent with and reflect organizational interests. 5
Human Resources Securit i i ili i i i .
Functional subset of y HRS-01 Mechanisms exist to facilitate the implementation of personnel security controls 10
Management
Cybersecurity & Data Mechanisms exist to address all capital planning and investment requests, including
Functional intersects with Privacy Resource PRM-02 |the resources needed to implement the cybersecurity & data privacy programs and 5
Management document all exceptions to this requirement.
Mechanisms exist to identify and allocate resources for management, operational,
Functional intersects with Allocation of Resources PRM-03 [technical and data privacy requirements within business process planning for projects / 5
CCi1.4 COSO PrinCipIe 4 initiatives.
. Mechanisms exist to facilitate the implementation of security workforce development
Functional int ts with Cybersecurity & Data SAT-O1 q | 5
unctiona intersects wi . . - .
Privacy-Minded Workforce and awareness controls
Continuing Professional Mechanisms exist to ensure cybersecurity & data privacy personnel receive Continuing
Education (CPE) - i i ini intai ici i
Functional intersects with ‘ (CPE) SAT-03.7 !Drofesswnal Edl.fcatlon (CPE) tralrung to maintain <.:urrency anFI pro.f|C|ency with 5
Cybersecurity & Data industry-recognized secure practices that are pertinent to their assigned roles and
Privacy Personnel responsibilities
Publishing Cybersecurity & Mechar-nsms e.X|.st to establish, maintain and disseminate cybersecurity & data
Functional subset of Data Protection GOV-02 protection policies, standards and procedures. 10
CC1.4-POF1 Establishes Policies and Practices Documentation
Human Resources Securit i i ili i i i .
Functional intersects with y HRS-01 Mechanisms exist to facilitate the implementation of personnel security controls 5
Management
Artificial Intelligence (Al) & Mechfanlsms EXISt.tO enzure poll?les, ;f)rociés.esl, pro;gdures and pr:ctlces related to the
Functional intersects with Autonomous Technologies| AAT-01 mappineg, r.‘neasurlng an ma.nag|ng<.) Artiticial Intelligence (AI_) and Autonomous ] 5
Technologies (AAT)-related risks are in place, transparent and implemented effectively.
Governance
Mechanisms exist to ensure Artificial Intelligence (Al) and Autonomous Technologies
Al & Autonomous o o ; 0
Functional intersects with Technologies Stakeholder | AAT-13.1 (AAT)-related operator and practitioner proficiency requirements for Artificial 5
. Intelligence (Al) and Autonomous Technologies (AAT) are defined, assessed and
Competencies
documented
. Mechanisms exist to facilitate the implementation of personnel security controls.
i i . Human Resources Security
Functional intersects with HRS-01 5
Management
Mechanisms exist to identify newly onboarded personnel for enhanced monitoring
Functional intersects with Probationary Periods HRS-02.2 |during their probationary period. 5
CC1.4-POF2 Evaluates Competence and Addresses Shortcomings
. Mechanisms exist to ensure that all security-related positions are staffed by qualified
Competency Requirements o )
Functional intersects with for Security-Related HRS-03.2 individuals who have the necessary skill set. 5
Positions
. . . Identify Critical Skills & Mechanisms exist -to Pjvaluat(? tf.1e CI”I'[ICE?| cyb.ersecurlty & da-ta privacy skills needed to
Functional intersects with Gaps HRS-13  |support the organization’s mission and identify gaps that exist. 5
Mechanisms exist to facilitate the implementation of third-party management controls.
Functional intersects with Third-Party Management | TPM-01 5
. . Mechanisms exist to monitor, regularly review and audit External Service Providers
. . . Review of Third-Party ) ) > ) )
Functional intersects with Services TPM-08 |(ESPs) for compliance with established contractual requirements for cybersecurity & 5
data privacy controls.
Robust Stakeholder Mechanisms exist to compel ongomg engagement with relevant Artificial Intelligence
Functional intersects with Engagement for Al & AAT-11 (Al) and Autonomous Technologies (AAT) stakeholders to encourage feedback about 5
. positive, negative and unanticipated impacts.
Autonomous Technologies
Mechanisms exist to ensure Artificial Intelligence (Al) and Autonomous Technologies
Al & Autonomous ) ) o )
Functional intersects with Technologies Stakeholder | AAT-13 (AAT) stakeholder competencies, skills and capacities incorporate demographic 5
; . diversity, broad domain and user experience expertise.
Diversity
. Mechanisms exist to facilitate the implementation of personnel security controls.
i i . Human Resources Security
Functional intersects with HRS-01 5
Management
Mechanisms exist to identify newly onboarded personnel for enhanced monitoring
Functional intersects with Probationary Periods HRS-02.2 |during their probationary period. 5
CC1.4-POF3 Attracts, Develops, and Retains Individuals . . . Identify Critical Skills & Mechanisms exist -to e.valuate.' the cr|t|cz?l cyb-ersecunty & da-ta privacy skills needed to
Functional intersects with Gaps HRS-13  |support the organization’s mission and identify gaps that exist. 5
. Mechanisms exist to facilitate the implementation of security workforce development
Functional intersects with Cybersecurity & Data SAT-01 d I 5
Privacy-Minded Workforce and awareness controls.
Continuing Professional Mechanisms exist to ensure cybersecurity & data privacy personnel receive Continuing
Education (CPE) - i i ini intai ici i
Functional intersects with ‘ (CPE) SAT-03.7 Professmnal Edecatlon (CPE) tralr'nng to maintain <.:urrency anf:I pro.f|C|ency with 5
Cybersecurity & Data industry-recognized secure practices that are pertinent to their assigned roles and
Privacy Personnel responsibilities
Mechanisms exist to facilitate the implementation of third-party management controls.
Functional intersects with Third-Party Management | TPM-01 5
. . Mechanisms exist to monitor, regularly review and audit External Service Providers
. . . Review of Third-Party ) ] > ) )
Functional intersects with Services TPM-08 |(ESPs) for compliance with established contractual requirements for cybersecurity & 5
data privacy controls.
Identify Critical Skills & i i iti i i i
Functional intersects with fy . HRS-13 Mechanlshms exist .to e'val’uatt? the crltlsa?(ljcyb.ersecurlt:/] & da.ta privacy skills needed to 5
CC1.4-POF4 Plans and Prepares for Succession Perform zscszcession ;;ijp:rtjc £ orggr;ltzatlonfs Mission an. . elntlfY ga?st it fXIS;' v & dat -
Functional intersects with ( HRS.13.4 |Mechanisms exist to perform succession planning for vital cybersecurity & data privacy 5
Planning roles.
. - . . Mechanisms exist to manage personnel security risk by screening individuals prior to
CC1.4-POF5 Considers the Background of Individuals Functional equal Personnel Screening HRS-04 o gep ¥ v & P 10
authorizing access.
' . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all personnel.
Functional intersects with e HRS-03 5
Responsibilities
CC1.4-POF6 Considers the Technical Competency of Individuals . Mechanisms exist to ensure that all security-related positions are staffed by qualified
Competency Requirements - dividuals who h o il
Functional equal for Security-Related HRs-03.2 |'Ndiviauals who have the necessary skill set. 10
Positions
' . ' Cybersecurity & Data Mecha.nlsms eX|st.t<.) prowd('e all employees an'd 'contractc.)rs appropriate awareness
Functional intersects with . . SAT-02 |education and training that is relevant for their job function. 5
Privacy Awareness Training
Mechanisms exist to provide role-based cybersecurity & data privacy-related training:
ction et with Role-Based Cybersecurity <AT-03 = Before authonzmg access to the system or performing assigned duties; ;
& Data Privacy Training = When required by system changes; and
* Annually thereafter.
CC1.4-POF7 Provides Training to Maintain Technical Competencies — - - - - - - —
Continuing Professional Mechanisms exist to ensure cybersecurity & data privacy personnel receive Continuing
Education (CPE) - i i ini intai ici i
Functional intersects with . (CPE) SAT-03.7 Professional Education (CPE) training to maintain currency and proficiency with 5
Cybersecurity & Data industry-recognized secure practices that are pertinent to their assigned roles and
Privacy Personnel responsibilities
Continuing Professional Mechanlslms e)fISt to en.sur.e apph:atu.)n d:—:'velopm-ent and ope.ra.tlons (DevOps)
Functional intersects with Education (CPE) - DevOps | SAT-03.8 personnel receive C.ontlnumg Pro e55|ona. Education (CPE) tra?lnlng on Secure Software 5
Development Practices (SSDP) to appropriately address evolving threats.
Personnel
Functional intersects with Measures of Performance | GOV-05 Mechanisms exist to develop, report and monitor cybersecurity & data privacy 5
program measures of performance.
Mechanisms exist to develop, report and monitor Key Performance Indicators (KPIs) to
) ) . Key Performance . L . L .
Functional intersects with Indicators (KPIs) GOV-05.1 |assist organizational management in performance monitoring and trend analysis of the 5
cybersecurity & data privacy program.
Mechanisms exist to develop, report and monitor Key Risk Indicators (KRIs) to assist
Functional intersects with Key Risk Indicators (KRIs) | GOV-05.2 |senior management in performance monitoring and trend analysis of the cybersecurity 5
& data privacy program.
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Statutory, Regulatory & i i ili i ificati i i
Functional intersects with Yy, Reg : y CPL-01 Mechanisms exist to facilitate the identification and implementation of relevant 5
Contractual Compliance statutory, regulatory and contractual controls.
Mechanisms exist to document and review instances of non-compliance with statutory,
Functional intersects with | Non-Compliance Oversight| CPL-01.1 |regulatory and/or contractual obligations to develop appropriate risk mitigation 5
actions.
. Mechanisms exist to ensure that all security-related positions are staffed by qualified
Competency Requirements o )
Functional intersects with for Security-Related HRS-03.2 individuals who have the necessary skill set. 5
Positions
Functional intersects with Access Agreements HRS-06 Mechanisms e).(lst to reguwe internal and third-party users to sign appropriate access 5
agreements prior to being granted access.
CC1.5 COSO Principle 5 Mechanisms exist to require Non-Disclosure Agreements (NDAs) or similar
Functional intersects with  |Confidentiality Agreements| HRS-06.1 |confidentiality agreements that reflect the needs to protect data and operational 5
details, or both emplovees and third-parties.
. . . . Mechanisms exi nction personnel failin mply with lish ri
Functional intersects with Personnel Sanctions HRS-07 e.c.a isms exist to sanction personnel failing to comply with established security 5
policies, standards and procedures.
Functional intersects with Workplace Investigations | HRS-07.1 Mechanisms exist to conduct er’r.1 ployee mlsco.nduct investigations when there is 5
reasonable assurance that a policy has been violated.
Mechanisms exist to adjust logical and physical access authorizations to systems and
Functional intersects with Personnel Transfer HRS-08 |facilities upon personnel reassignment or transfer, in a timely manner. 5
. . . L Mechanisms exi rn the termination of individual employment.
Functional intersects with Personnel Termination HRS-09 echanisms exist to govern the termination of individual employment 5
Functional intersects with Asset Collection HRS-09 1 !\/Ie.chanlsms exist to retrieve organization-owned assets upon termination of an 5
individual's employment.
Mechanisms exist to expedite the process of removing "high risk" individual’s access to
Functional intersects with High-Risk Terminations | HRS-09.2 |systems and applications upon termination, as determined by management. 5
. . . Post-Employment !\/Ie.chanlsms exist .to govern form.er e.zmployee behavior by notlfylng terminated
Functional intersects with Requirements HRS-09.3 |individuals of applicable, legally binding post-employment requirements for the 5
protection of organizational information.
. . . Stakeholder Accountability !\/Ie'chanlsms exist to enforce an acc?untablllty s'tructure SO thét approprla.te teams and
Functional intersects with Structure GOV-04.1 [individuals are empowered, responsible and trained for mapping, measuring and 5
managing data and technology-related risks.
. . Mechanisms exist to establish an authoritative chain of command with clear lines of
. . . . . ) Authoritative Chain of
CC1.5-POF1 Enforces Accountability Through Structures, Authorities, and Responsibilities Functional intersects with Command GOV-04.2 |communication to remove ambiguity from individuals and teams related to managing 5
data and technology-related risks.
' . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all personnel.
Functional intersects with e HRS-03 5
Responsibilities
Mechanisms exist to develop, report and monitor cybersecurity & data privacy
Functional intersects with Measures of Performance | GOv-05 |Pro8ram measures of performance. 5
CC1.5-POF2 Establishes Performance Measures, Incentives, and Rewards - - — - - -
Mechanisms exist to facilitate the implementation of personnel security controls.
. Human Resources Securit
Functional subset of ¥ HRS-01 10
Management
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
. . . Steering Committee & i i i i i
Functional intersects with g . GOV-01.1 th.rough a steerl.ng commltt(.ee or ad\'/lsory board, comprised of key cybersec.urlty, data 5
Program Oversight privacy and business executives, which meets formally and on a regular basis.
CC1.5-POF3 Evaluates Performance Measures, Incentives, and Rewards for Ongoing Relevance
. Mechanisms exist to facilitate the implementation of personnel security controls.
i i . Human Resources Security
Functional intersects with HRS-01 5
Management
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
. Steering Committee & i i i i i
Functional subset of g . GOV-01.1 th.rough a steerl.ng commltt(.ee or ad\'/lsory board, comprised of key cybersec.urlty, data 10
Program Oversight privacy and business executives, which meets formally and on a regular basis.
CC1.5-POF4 Considers Excessive Pressures
. Mechanisms exist to facilitate the implementation of personnel security controls.
i i . Human Resources Security
Functional intersects with HRS-01 5
Management
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
. Steering Committee & through a steering committee or advisory board, comprised of key cybersecurity, data
Functional subset of & . GOV-01.1 | & ) & ) . ¥ P yey ] ¥ 10
Program Oversight privacy and business executives, which meets formally and on a regular basis.
Mechanisms exist to develop, report and monitor cybersecurity & data privacy
. . . rogram measures of performance.
Functional intersects with Measures of Performance | GOV-05 prog P 5
CC1.5-POF5 Evaluates Performance and Rewards or Disciplines Individuals - - — - - -
Mechanisms exist to facilitate the implementation of personnel security controls.
i i . Human Resources Security
Functional intersects with HRS-01 5
Management
Mechanisms exist to sanction personnel failing to comply with established security
. . . . olicies, standards and procedures.
Functional intersects with Personnel Sanctions HRS-07 P P 5
Mechanisms exist to sanction personnel failing to comply with established security
CC1.5-POF6 Takes Disciplinary Actions Functional equal Personnel Sanctions HRS-07 |policies, standards and procedures. 10
Mechanisms exist to maintain network architecture diagrams that:
Network Diagrams & Data . i ici i i ' i :
Functional intersects with - 8 AST-04 Contain sufficient detall.to assess the security of th? network's architecture; 5
Flow Diagrams (DFDs) = Reflect the current architecture of the network environment; and
= Document all sensitive/regulated data flows
Functional intersects with Data Protection DCH-01 Mechanisms exist to facilitate the implementation of data protection controls. 5
. . . . Mechanisms exist to ensure data stewardship is assigned, documented and
Functional intersects with Data Stewardship DCH-01.1 ) P & 5
communicated.
Functional intersects with Data & Asset Classification| DCH-02 Mecl'har;llsms exist to ensulre data agd assets areI categorlzed in accordance with 5
cc21 COSO Principle 13 applica .e statu.tory, regulatory and contractual requirements. : _
Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
Functional intersects with Data Quality Operations DCH-22 f:lata to enfure the accura'cy, relevance, .tlmellnefs, |rT1pact, completeness and de- 5
identification of information across the information lifecycle.
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
. . . Service Deliver ization' iliti i i i
Functional intersects with . Yy 0Ps-03 |support of the organization's technology capabilities supporting business functions, 5
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Mechanisms exist to establish control objectives as the basis for the selection,
Functional intersects with Define Control Objectives [ GOV-09 [implementation and management of the organization’s internal control system. 5
Operationalizing Mechanisms exist to compel data and/or process owners to operationalize
Functional intersects with Cybersecurity & Data GOV-15 |cybersecurity & data privacy practices for each system, application and/or service 5
CC2.1-POF1 Identifies Information Requirements Protection Practices under their con'FroI. - - - - -
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
Service Deliver ization' iliti i i i
Functional intersects with . y 0PS-03 |support of the organization's technology capabilities supporting business functions, 5
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Operationalizing Mechanisms exist to compel data and/or process owners to operationalize
Functional intersects with Cybersecurity & Data GOV-15 |cybersecurity & data privacy practices for each system, application and/or service 5
Protection Practices under their control.
Mechanisms exist to maintain network architecture diagrams that:
. . . Network Diagrams & Data . i ici i i ! i .
Functional intersects with ' g AST-04 Contain sufficient detall.to assess the security of tht.e network's architecture; 5
Flow Diagrams (DFDs) = Reflect the current architecture of the network environment; and
CC2.1-POF2 Captures Internal and External Sources of Data « Document all sensitive/resulated data flows
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
Service Deliver ization' iliti i i i
Functional intersects with . Y 0Ps-03 |support of the organization's technology capabilities supporting business functions, 5
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Operationalizing Mechanisms exist to compel data and/or process owners to operationalize
Functional intersects with Cybersecurity & Data GOV-15 |cybersecurity & data privacy practices for each system, application and/or service 5
Protection Practices under their control.
Mechanisms exist to define supporting business processes and implement appropriate
CC2.1-POF3  |Processes Relevant Data Into Information governance and service management to ensure appropriate planning, delivery and
Service Deliver ization' iliti i i i
Functional intersects with . Y 0Ps-03 |support of the organization's technology capabilities supporting business functions, 5
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Operationalizing Mechanisms exist to compel data and/or process owners to operationalize
Functional intersects with Cybersecurity & Data GOV-15 |cybersecurity & data privacy practices for each system, application and/or service 5
Protection Practices under their control.
Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
Functional intersects with Data Quality Operations DCH-22 f:lata to enfure the accura'cy, relevance, 'tlmellnefs, |rT1pact, completeness and de- 5
identification of information across the information lifecycle.
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Mechanisms exist to develop, report and monitor cybersecurity & data privacy

(optional)

CC2.1-POF4 Maintains Quality Throughout Processing . . .

Functional intersects with Measures of Performance | GOV-05 |program measures of performance. 5
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and

Service Deliver ization' iliti i i i
Functional intersects with ' Yy 0PS-03 |support of the organization's technology capabilities supporting business functions, 5
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Functional intersects with Data Action Mapping AST-02.8 Mec.hia\nlsms exist to crea.te and maintain fa\ map of technology assets where 5
sensitive/regulated data is stored, transmitted or processed.
CC2.1-POF5 Documents Data Flow . Mechan'lsms e.X|.st to mal.ntaln network archlt.ecture diagrams that: .
. Network Diagrams & Data = Contain sufficient detail to assess the security of the network's architecture;
Functional subset of . AST-04 ] - 10
Flow Diagrams (DFDs) = Reflect the current architecture of the network environment; and
= Document all sensitive/regulated data flows
Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement

Functional subset of Asset Governance AST-01 |and manage asset management controls. 10
Mechanisms exist to perform inventories of technology assets that:
= Accurately reflects the current systems, applications and services in use;
= |[dentifies authorized software products, including business justification details;

Functional intersects with Asset Inventories AST-02 | "!satthe level of granularity deemed necessary for tracking and reporting; 5
* Includes organization-defined information deemed necessary to achieve effective
property accountability; and
= |s available for review and audit by designated organizational personnel.

CC2.1-POF6 Manages Assets . . . Autornated Location Mechanisms exist to track the geographic location of system components.
Functional intersects with . AST-02.10 5
Tracking

Mechanisms exist to maintain inventory logs of all sensitive media and conduct

Functional intersects with Sensitive Data Inventories | DCH-06.2 |sensitive media inventories at least annually. 5

. . . Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all personnel.
Functional intersects with - HRS-03 5
Responsibilities

Mechanisms exist to maintain a current, accurate and complete list of External Service

Functional intersects with Third-Party Inventories | TPM-01.1 Providers (ESPs) that can potentially impact the Confidentiality, Integrity, Availability 5
and/or Safety (CIAS) of the organization's systems, applications, services and data.
Mechanisms exist to ensure data and assets are categorized in accordance with

Functional equal Data & Asset Classification| DCH-02 |applicable statutory, regulatory and contractual requirements. 10
Mechanisms exist to reclassify data, including associated systems, applications and

e . Functional inter ith Data Reclassification DCH-11 i i i
CC2.1-POF7 Classifies Information unctiona intersects wit ata Reclassificatio C services, commensurate with the security category and/or classification level of the 5
information.
Mechanisms exist to determine cybersecurity & data privacy control applicability by

Functional intersects with Asset Scope Classification | AST-04.1 identifying, assigning and documenting the appropriate asset scope categorization for 5
all systems, applications, services and personnel (internal and third-parties).

Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
CC2.1-POF8 Uses Information That Is Complete and Accurate Functional subset of Data Quality Operations DCH-22 data to ensure the accuracy, relevance, timeliness, impact, completeness and de- 10

identification of information across the information lifecycle.

Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement

Functional intersects with Asset Governance AST-01 and manage asset management controls. 5
Mechanisms exist to perform inventories of technology assets that:

= Accurately reflects the current systems, applications and services in use;
= |[dentifies authorized software products, including business justification details;
Functional intersects with Asset Inventories AST-02 | " !s atthe level of granularity deemed necessary for tracking and reporting; 5
* Includes organization-defined information deemed necessary to achieve effective
property accountability; and
= |s available for review and audit by designated organizational personnel.
Mechanisms exist to create and maintain a map of technology assets where
Functional intersects with Data Action Mapping AST-02.8 sensitive/regulated data is stored, transmitted or processed. 5
Mechanisms exist to track the geographic location of system components.
Automated Location
Functional intersects with . AST-02.10 5
Tracking
Mechanisms exist to perform periodic security reviews of storage locations that
. Data Storage Location i iti
CC2.1-POF9 Manages the Location of Assets Functional intersects with R g BCD-02.4 contain sensitive / regulated data. 5
eviews
. . Mechanisms exist to control the location of cloud processing/storage based on
Geolocation Requirements busi i hat includ | p | oblicati
Functional intersects with  |for Processing, Storage and| CLD-09 usiness requirements that includes statutory, regulatory and contractual obligations. 5
Service Locations
Mechanisms exist to inventory, document and maintain data flows for data that is
. . . Geographic Location of i i ithi ice' i istri
Functional intersects with grap DCH-19 re5|d.ent. (permangntly or te.mporarllly) within a service's geographically distributed 5
Data applications (physical and virtual), infrastructure, systems components and/or shared
with other third-parties
Mechanisms exist to identify and document the location of information and the specific
Functional intersects with Information Location DCH-24 system components on which the information resides. 5
Automated mechanisms exist to change the location of processing and/or storage at
Change Processing & imei
Functional intersects with g ) g SEA-14.2 random time intervals. 5
Storage Locations
Third-Party Processing, Me.chanlsms e-XISt to restrict the location of information processing/storage based on
Functional intersects with Storage and Service TPM-04.4 business requirements. 5
Locations
Statutory, Regulatory & i i ili i ificati i i
Functional intersects with Yy, Reg : y CPL-01 Mechanisms exist to facilitate the identification and implementation of relevant 5
Contractual Compliance statutory, regulatory and contractual controls.
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional intersects with Protection Controls CPL-02 |function that reports to the organization's executive leadership. 5
Oversight
. . . Mechanisms exi lop, report and monitor r ri ri

Functional intersects with Measures of Performance | GOV-05 echanisms exist to develop, report and monitor cybersecurity & data privacy 5
program measures of performance.

Mechanisms exist to develop, report and monitor Key Performance Indicators (KPIs) to
. . . Key Performance ) - ) o )

Functional intersects with Indicators (KPIs) GOV-05.1 |assist organizational management in performance monitoring and trend analysis of the 5
cybersecurity & data privacy program.

Mechanisms exist to develop, report and monitor Key Risk Indicators (KRIs) to assist

Functional intersects with Key Risk Indicators (KRIs) | GOV-05.2 |senior management in performance monitoring and trend analysis of the cybersecurity 5
& data privacy program.

Mechanisms exist to establish control objectives as the basis for the selection,
Functional intersects with Define Control Objectives [ GOV-09 [implementation and management of the organization’s internal control system. 5
o Functional intersects with Defined I.Ro.lfe? & HRS-03 Mechanisms exist to define cybersecurity roles & responsibilities for all personnel. 5
Ccc2.2 COSO Principle 14 Responsibilities
. . . . . Mechanisms exi facili he implementation of rational ri ntrols.
Functional intersects with Operations Security 0PS-01 echanisms exist to facilitate the implementation of operational security controls 5
. . . Standardized Operating Mec.hafnlsms exist to |qent|fy and document Standardlz.ed Operating Procedu.res (sop),
Functional intersects with OPS-01.1 |or similar documentation, to enable the proper execution of day-to-day / assigned 5
Procedures (SOP)
tasks.
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity & data privacy-
Functional intersects with Privacy Portfolio PRM-01 |related resource planning controls that define a viable plan for achieving cybersecurity 5
Management & data privacy objectives.
Cybersecurity & Data M.e.chal\-nlsms <|-:‘X|:¢.tfto |de.n.t|f\I/ critical system components and funcjclons by perfofr-mlng a
Functional intersects with Privacy Requirements PRM-05 | Criticality analysis for critical systems, system components or services at pre-defined 5
. decision points in the Secure Development Life Cycle (SDLC).
Definition
. . Mechanisms exist to facilitate the implementation of industry-recognized cybersecurity
. . . Secure Engineering ) o o ] - A

Functional intersects with Principles SEA-01 [& data privacy practices in the specification, design, development, implementation and 5
modification of systems and services.

. . . . . Mechanisms exist to standardize technology and process terminology to reduce

Functional intersects with Standardized Terminology | SEA-02.1 . &Y P gy 5
confusion amongst groups and departments.

Publishing Cybersecurity & Mechar.nsms ?XI~St to est:bln;h, m:mtam;nd disseminate cybersecurity & data
Functional intersects with Data Protection GOV-02 protection policies, standards and procedures. 5
Documentation
Mechanisms exist to establish control objectives as the basis for the selection,
Functional intersects with | Define Control Objectives [ GOV-09 [implementation and management of the organization’s internal control system. 5
CC2.2-POF1 Communicates Internal Control Information
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Service Delivery

Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
support of the organization's technology capabilities supporting business functions,

(optional)

Functional intersects with . OPS-03 5
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Mechanisms exist to provide governance oversight reporting and recommendations to
Status Reporting To i isi i i
CC2.2-POF2  |communicates With the Board of Directors Functional equal p g GOV-01.2 those.ent.rusted to make e.zxecutlve deC|S|on§ about matters considered material to the 10
Governing Body organization’s cybersecurity & data protection program.
. Mechanisms exist to facilitate the implementation of personnel security controls.
i . . Human Resources Security
Functional intersects with HRS-01 5
Management
Mechanisms exist to conduct employee misconduct investigations when there is
Functional intersects with Workplace Investigations | HRS-07.1 |reasonable assurance that a policy has been violated. 5
CC2.2-POF3 Provides Separate Communication Lines - - - - —
Incident Response Mechanisms exist to implement and govern processes and documentation to facilitate
Functional intersects with Operations IRO-01 |an organization-wide response capability for cybersecurity & data privacy-related 5
incidents.
Mechanisms exist to cover the preparation, automated detection or intake of incident
Functional intersects with Incident Handling IRO-02 [reporting, analysis, containment, eradication and recovery. 5
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
Steering Committee & i i i i i
Functional intersects with g . GOV-01.1 through a steering committee or advisory board, comprised of key cybersecurity, data 5
Program Oversight privacy and business executives, which meets formally and on a regular basis.
Functional intersects with Contacts With Authorities | GOV-06 Mechanisms exist to identify and.document appropriate contacts with relevant law 5
enforcement and regulatory bodies.
Mechanisms exist to establish contact with selected groups and associations within the
CC2.2-POF4 Selects Relevant Method of Communication cybersecurity & data privacy communities to:
= Facilitate ongoing cybersecurity & data privacy education and training for
. . . Contacts With Groups & organizational personnel;
Functional intersects with Associations GOV-07 |« Maintain currency with recommended cybersecurity & data privacy practices, >
techniques and technologies; and
= Share current cybersecurity and/or data privacy-related information including
threats, vulnerabilities and incidents.
Mechanisms exist to define cybersecurity roles & responsibilities for all personnel.
Defined Roles &
Functional equal o HRS-03 10
Responsibilities
CC2.2-POF5 Communicates Responsibilities - - — - -
. Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, ted & Inf g ] i d i deli
Functional intersects with Supportive, Consulted & | TPM-05.4 Corlmsu te Informe (RA_SCI) matrix, c?r simiiar ocumentatlo.n, to delineate 5
Informed (RASCI) Matrix assignment for cybersecurity & data privacy controls between internal stakeholders
and External Service Providers (ESPs)
Functional intersects with Incident Handling IRO-02 Mecha.nlsms eX|sjc to cove.r the prepara?tlor?, automated detection or intake of incident 5
reporting, analysis, containment, eradication and recovery.
Integrated Security Mechanisms exist to establish an integrated team of cybersecurity, IT and business
Functional intersects with Incident Response Team IRO-07 [function representatives that are capable of addressing cybersecurity & data privacy 5
(ISIRT) incident response operations.
. . Mechanisms exist to document, monitor and report the status of cybersecurity & data
. . . Situational Awareness For ) o ] ]
Functional intersects with Incidents IRO-09 |privacy incidents to internal stakeholders all the way through the resolution of the 5
CC2.2-POF6 Communicates Information on Reporting Failures, Incidents, Concerns, and Other Matters |nC|dent.. - - — -
Mechanisms exist to timely-report incidents to applicable:
Incident Stakeholder . .
Functional intersects with . IRO-10 Internal stakeholders; 5
Reporting = Affected clients & third-parties; and
= Regulatory authorities
Functional intersects with Cyber Incid(?th Reporting IRO-10.2 Mechanisms exist to report sensitive/regulated data incidents in a timely manner. 5
for Sensitive Data
. ) . Coordination With External Mechani i lish a di i lationshi h
Functional intersects with . IRO-11.2 ec e'anls'ms e>.<|st' to establish a direct, .c.ooperatlve re atlons' ip between the 5
Providers organization's incident response capability and external service providers.
Publishing Cybersecurity & Mechar.usms TXI~St to establish, maintain and disseminate cybersecurity & data
Functional intersects with Data Protection GOV-02 protection policies, standards and procedures. 5
Documentation
CC2.2-POF7 Communicates Objectives and Changes to Objectives Periodic Review & Update MTFhamsmSjXIj © r(?V'eW tze Cyberse|curltydgf oo F:rlvaC.: Progfr'am, mr:IUdmg
. ] g ) Functional intersects with of Cybersecurity & Data Gov-o3 |Policies, stan : ards én -proce. urfe.s, at planned intervals o-r if significant changes occur 5
. to ensure their continuing suitability, adequacy and effectiveness.
Protection Program
Mechanisms exist to establish control objectives as the basis for the selection,
Functional intersects with Define Control Objectives | GOV-09 |implementation and management of the organization’s internal control system. 5
. Mechanisms exist to facilitate the implementation of security workforce development
Functional intersects with Cybersecurity & Data SAT-01 d I 5
Privacy-Minded Workforce and awareness controls.
. Mechanisms exist to provide all employees and contractors appropriate awareness
. . . . . . Cybersecurity & Data
CC2.2-POF8 Communicates Information to Improve Security Knowledge and Awareness Functional intersects with . . SAT-02 |education and training that is relevant for their job function. 5
Privacy Awareness Training
Mechanisms exist to provide role-based cybersecurity & data privacy awareness
Functional intersects with | Cyber Threat Environment | SAT-03.6 |training that is current and relevant to the cyber threats that users might encounter in 5
day-to-day business operations.
Sensitive Information Mechanisms exist to ensure that every user accessing a system processing, storing or
Functional intersects with Storage, Handling & SAT-03.3 [transmitting sensitive information is formally trained in data handling requirements. 5
Processing
Mechanisms exist to provide specific training for privileged users to ensure privileged
Functional intersects with Privileged Users SAT-03.5 |users understand their unique roles and responsibilities 5
. Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, ) o ] ]
Functional intersects with Supportive, Consulted & | TPM-05.4 C0|'.lsulted & Informed (RA.SCI) matrix, (?r similar documentatlop, to delineate 5
CC2.2-POF9 Communicates Information to Improve Privacy Knowledge and Awareness Informed (RASCI) Matrix assignment for cybersecurity & data privacy controls between internal stakeholders
and External Service Providers (ESPs)
Mechanisms exist to perform recurring validation of the Responsible, Accountable,
Supportive, Consulted & Informed (RASCI) matrix, or similar documentation, to ensure
Functional intersects with | Third-Party Scope Review [ TPM-05.5 [cybersecurity & data privacy control assighments accurately reflect current business 5
practices, compliance obligations, technologies and stakeholders.
Mechanisms exist to define and manage the scope for its attack surface management
Functional intersects with Attack Surface Scope VPM-01.1 |activities. 5
Defining Business Context i i i i i
Functional intersects with g ine GOV-08 M.echanlsms exist to.def'lne the context of its business model and document the 5
& Mission mission of the organization.
. Mechanisms exist to implement and govern processes and documentation to facilitate
. ) ) Incident Response o } > ) )
Functional intersects with Operations IRO-01 |an organization-wide response capability for cybersecurity & data privacy-related 5
incidents.
CC2.2-POF10 |Communicates Incident Reporting Methods i i i i i inci
p g Functional intersects with Incident Handling IRO-02 Mecha.nlsms eX|s-t to cove.r the prepara?tlor-n automated detection or intake of incident 5
reporting, analysis, containment, eradication and recovery.
. . . Incident Classification & Mechani i i ifv cl finci . K h
Functional intersects with - Classiti IRO-02.4 ec' anls.ms exist to |f:len't| y C as'se's 0 mudents. and actlor'ms to take to ensure the 5
Prioritization continuation of organizational missions and business functions.
Incident Response Plan i i intai i i i
Functional intersects with p IRO-04 Mechanisms exist to maintain and make available a current and viable Incident 5
(IRP) Response Plan (IRP) to all stakeholders.
Mechanisms exist to determine cybersecurity & data privacy control applicability by
Functional intersects with Asset Scope Classification | AST-04.1 identifying, a55|g'n|ng and doc'umentlng the approPrlate asset sc<?pe cate.gorlzatlon for 5
all systems, applications, services and personnel (internal and third-parties).
Control Applicability Mechanisms exist to ensure control applicability is appropriately-determined for
Functional intersects with Boundary Graphical AST-04.2 |systems, applications, services and third parties by graphically representing applicable 5
Representation boundaries.
Mechanisms exist to document and validate the scope of cybersecurity & data privacy
Functional intersects with Compliance Scope CPL-01.2 |[controls that are determined to meet statutory, regulatory and/or contractual 5
CC2.2-POF11 |Communicates Information About System Operation and Boundaries compliance obligations.
Mechanisms exist to establish the scope of assessments by defining the assessment
Functional intersects with Assessment Boundaries 1A0-01.1 'boundary, acconlng'to'pec.)pIe, p.rocess?s ahf:l technology that directly or indirectly 5
impact the confidentiality, integrity, availability and safety of the data and systems
under review
Mechanisms exist to generate System Security & Privacy Plans (SSPPs), or similar
. . . System Security & Privacy document repositories, to identify and maintain key architectural information on each
Functional intersects with Plan (SSPP) IAO-03 [critical system, application or service, as well as influence inputs, entities, systems, 5
applications and processes, providing a historical record of the data and its origins.
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
. . . Steering Committee & i i i i i
Functional intersects with g ' GOV-01.1 th.rough a steerllng commlttclee or ad\-/lsory board, comprised of key cybersec.urlty, data 5
Program Oversight privacy and business executives, which meets formally and on a regular basis.
. Mechanisms exist to facilitate the implementation of security workforce development
Functional intersects with Cybersecurity & Data SAT-01 d I 5
Privacy-Minded Workforce and awareness controls.
CC2.2-POF12 |Communicates System Objectives Cybersecurity & Data Mechanisms exist to provide all employees and contractors appropriate awareness
Functional intersects with SAT-02 |education and training that is relevant for their job function. 5

[clole
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Mechanisms exist to provide role-based cybersecurity & data privacy-related training:
nction et with Role-Based Cybersecurity <AT-03 = Before authorlzmg access to the system or performing assigned duties; :
& Data Privacy Training = When required by system changes; and
* Annually thereafter.
. . . Change Management i i ili i i .
Functional intersects with g g CHG-01 Mechanisms exist to facilitate the implementation of a change management program 5
Program
Configuration Change i i i i i .
Functional intersects with g g CHG-02 Mechanisms exist to govern the technical configuration change control processes 5
Control
. . . Stakeholder Notification of Mechanisms exist to ensure stakeholders are made aware of and understand the
Functional intersects with CHG-05 |. 5
Changes impact of proposed changes.
Mechanisms exist to provide role-based cybersecurity & data privacy-related training:
CC2.2-POF13 [Communicates System Changes . izi i i ies:
Yy g nction et with Role-Based Cybersecurity <AT-03 Before authorizing access to the system or performing assigned duties; :
uncti i wi - . i .
& Data Privacy Training When required by system changes; and
* Annually thereafter.
Suspicious Mechanisms exist to provide training to personnel on organization-defined indicators
Communications & i ici icati i
Functional intersects with SAT-03.2 of malware to recognize suspicious communications and anomalous behavior. 5
Anomalous System
Behavior
Statutory, Regulatory & i i ili i ificati i i
Functional intersects with Yy, Reg : y CPL-01 Mechanisms exist to facilitate the identification and implementation of relevant 5
Contractual Compliance statutory, regulatory and contractual controls.
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional intersects with Protection Controls CPL-02 |function that reports to the organization's executive leadership. 5
Oversight
. . . . . Mechanisms exist to identify and document appropriate contacts with relevant law
Functional intersects with Contacts With Authorities | GOV-06 y ) pprop 5
enforcement and regulatory bodies.
Mechanisms exist to establish contact with selected groups and associations within the
cybersecurity & data privacy communities to:
= Facilitate ongoing cybersecurity & data privacy education and training for
. . . Contacts With Groups & organizational personnel;
Functional intersects with Associations GOV-07 . Maintain currency with recommended cybersecurity & data privacy practices, 5
cc2.3 COSO Principle 15 techniques and technologies; and
= Share current cybersecurity and/or data privacy-related information including
threats, vulnerabilities and incidents.
Mechanisms exist to timely-report incidents to applicable:
Incident Stakeholder . :
Functional intersects with . IRO-10 Internal Sté kehOIderjc" ) 5
Reporting = Affected clients & third-parties; and
= Regulatoryv authorities
Regulatory & Law i i intain inci i i
Functional intersects with g y IRO-14 Mechanisms exist to malnta-ln incident response contacts with applicable regulatory 5
Enforcement Contacts and law enforcement agencies.
Mechanisms exist to maintain data privacy-related records and develop, disseminate
. . . Data Privacy Records & i i i
Functional intersects with y ' PRI-14 and.update report§ to internal senior managemenfc,. as V\{ell as e).(t.ernal oversight 5
Reporting bodies, as appropriate, to demonstrate accountability with specific statutory and
regulatorv data privacv program mandates
Mechanisms exist to timely-report incidents to applicable:
. . . Incident Stakeholder . :
Functional intersects with ) IRO-10 Internal Sta_' kehOIderjc" ) 5
Reporting = Affected clients & third-parties; and
= Regulatoryv authorities
. . Mechanisms exist to report sensitive/regulated data incidents in a timely manner.
. . . . . Cyber Incident Reporting
CC2.3-POF1 Communicates to External Parties Functional intersects with . IRO-10.2 5
for Sensitive Data
Mechanisms exist to provide cybersecurity & data privacy incident information to the
Functional intersects with Supply Chain Coordination | 1R0-10.4 provider of the product or service and other organizations involved in the supply chain 5
for systems or system components related to the incident.
. . . Coordination With External Mech?nls-ms e).(lst. to establish a direct, -c.ooperatlve relatlonshlp between the
Functional intersects with Providers IRO-11.2 |organization's incident response capability and external service providers. 5
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
— . . . Service Deliver ization' iliti i i i
CC2.3-POF2 Enables Inbound Communications Functional intersects with . : oPs-03 [support of the organization's technology capabilities supporting business functions, 5
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
. . . Third-Party Contract Mechanlsms EXI.St to reqwre .contractua.l requwemenjcs f?r cybersecurity & datai! privacy
Functional intersects with Requirements TPM-05 |requirements with third-parties, reflecting the organization’s needs to protect its 5
systems, processes and data.
Mechanisms exist to coordinate cybersecurity, data protection and business alignment
. . . Steering Committee & i i i i i
Functional intersects with g ' GOV-01.1 th.rough a steerllng commltt?e or adylsory board, comprised of key cybersec.urlty, data 5
Program Oversight privacy and business executives, which meets formally and on a regular basis.
CC2.3-POF3 Communicates With the Board of Directors - - - - - -
Mechanisms exist to provide governance oversight reporting and recommendations to
. . . Status Reporting To i isi i i
Functional intersects with p g GOV-01.2 those.ent'rusted to make ?xecutlve decmon.s about matters considered material to the 5
Governing Body organization’s cybersecurity & data protection program.
. Mechanisms exist to facilitate the implementation of personnel security controls.
i i . Human Resources Security
Functional intersects with HRS-01 5
Management
CC2.3-POF4 Provides Separate Communication Lines - - - - — -
Mechanisms exist to conduct employee misconduct investigations when there is
Functional intersects with Workplace Investigations | HRS-07.1 [reasonable assurance that a policy has been violated. 5
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity & data protection
Functional intersects with Protection Governance GOV-01 |governance controls. 5
Program
Mechanisms exist to provide governance oversight reporting and recommendations to
CC2.3-POF5  |Selects Relevant Method of Communication . . ) Status Reporting To those entrusted to make executive decisions about matters considered material to the
Functional intersects with . GOV-01.2 o i ) 5
Governing Body organization’s cybersecurity & data protection program.
Eunctional intersects with Statutory, Regulat(.)ry & CPL-01 Mechanisms exist to facilitate the identification and implementation of relevant 5
Contractual Compliance statutory, regulatory and contractual controls.
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
Service Deliver ization' iliti i i i
Functional intersects with . Yy OPS-03 |support of the organization's technology capabilities supporting business functions, 5
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
CC2.3-POF6 Communicates Objectives Related to Confidentiality and Changes to Those Objectives Third-Partv Contract Mechanlsms eX|.sthtohre:|uwe 'contra:l:tuaTI reqhwremen.ts fc.)r c’yberszcurlty & data.1 privacy
Functional intersects with : y TPM-05 |reauirements with third-parties, reflecting the organization’s needs to protect its 5
Requirements systems, processes and data.
. Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, ited & Inf g ] il d ] deli
Functional intersects with Supportive, Consulted & | TPM-05.4 Cor?su te fln orme (RA_SCI) matrix, c.)r simiiar o<|:umentat|or1, to el meiti | 5
Informed (RASCI) Matrix assignment for cybersecurity & data privacy controls between internal stakeholders
and External Service Providers (ESPs).
Mechanisms exist to facilitate the implementation and operation of data privacy
Functional intersects with Data Privacy Program PRI-01 controls. 5
Mechanisms exist to:
= Make data privacy notice(s) available to individuals upon first interacting with an
organization and subsequently as necessary;
= Ensures that data privacy notices are clear and easy-to-understand, expressing
information about Personal Data (PD) processing in plain language that meets all legal
. o . - . . . . . obligations;
CC2.3-POF7 Communicates Objectives Related to Privacy and Changes to Those Objectives Functional intersects with Data Privacy Notice PRI-02 |, pefines the scope of PD processing activities, including the geographic locations and 5
third-party recipients that process the PD within the scope of the data privacy notice;
= Content of the privacy notice is periodically reviewed and updates made as necessary;
and
= Prior versions of the privacy notice are retained in accordance with data retention
requirements.
Mechanisms exist to require contractual requirements for cybersecurity & data privacy
Third-Party Contract i i ird- i i ization’ i
Functional intersects with . % TPM-05 requirements with third-parties, reflecting the organization’s needs to protect its 5
Requirements systems, processes and data.
Functional intersects with Incident Handling IRO-02 Mecha.nlsms EXIS't to cove.r the prepara?tlor?, automated detection or intake of incident 5
reporting, analysis, containment, eradication and recovery.
Functional intersects with Incident Response Plan IRO-04 Mechanisms exist to maintain and make available a current and viable Incident 5
(IRP) Response Plan (IRP) to all stakeholders.
. . Mechanisms exist to document, monitor and report the status of cybersecurity & data
. . : . . , Situational Awareness For ) o ] ]
CC2.3-POF8 Communicates Incident Reporting Methods Functional intersects with Incidents IRO-09 |privacy incidents to internal stakeholders all the way through the resolution of the 5
incident.
Mechanisms exist to timely-report incidents to applicable:
. . . Incident Stakeholder . :
Functional intersects with ) IRO-10 Internal St‘-’_' keholder?c», ) 5
Reporting = Affected clients & third-parties; and
= Regulatorv authorities
Mechanisms exist to generate System Security & Privacy Plans (SSPPs), or similar
. System Security & Privacy document repositories, to identify and maintain key architectural information on each
Functional subset of Plan (SSPP) IAO-03 |critical system, application or service, as well as influence inputs, entities, systems, 10
applications and processes, providing a historical record of the data and its origins.
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CC2.3-POF9 Communicates Information About System Operation and Boundaries ' . Mechanisms exist to facilitate the implementation of third-party management controls.
Functional subset of Third-Party Management | TPM-01 10
. Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, ted & Inf g ] il d i deli
Functional subset of Supportive, Consulted & | TPM-05.4 Corlmsu te Informe (RA.SCI) matrix, ?r similar ocumentatloh, to delineate 10
Informed (RASCI) Matrix assignment for cybersecurity & data privacy controls between internal stakeholders
and External Service Providers (ESPs)
Mechanisms exist to generate System Security & Privacy Plans (SSPPs), or similar
. . . System Security & Privacy document repositories, to identify and maintain key architectural information on each
Functional intersects with Plan (SSPP) IAO-03 |critical system, application or service, as well as influence inputs, entities, systems, 5
applications and processes, providing a historical record of the data and its origins.
Mechanisms exist to facilitate the implementation of tailored development and
. N . . . Technology Development o ) )
CC2.3-POF10 |Communicates System Objectives Functional intersects with & Acquisition TDA-01 |acquisition strategies, contract tools and procurement methods to meet unique 5
business needs.
. . . . Mechanisms exist to facilitate the implementation of third-party management controls.
Functional intersects with Third-Party Management | TPM-01 P party g 5
' . ' Third-Party Contract Mechanlsms EXI.St to reqwre 'contractua'l reqwremen.ts f?r cybersecurity & data'l privacy
Functional intersects with Requirements TPM-05 |requirements with third-parties, reflecting the organization’s needs to protect its 5
systems, processes and data.
Mechanisms exist to generate System Security & Privacy Plans (SSPPs), or similar
. . . System Security & Privacy dgclument rep05|tor.|es, lto |dent|fy-and maintain .key archlt.ectural |nfc->r-mat|on on each
Functional intersects with Plan (SSPP) IAO-03 |critical system, application or service, as well as influence inputs, entities, systems, 5
applications and processes, providing a historical record of the data and its origins.
CC2.3-POF11  |Communicates System Responsibilities . . . Third-Party Contract Mechamsms EXI.St to |.'eqU|re -contractua.l reqmremen.ts fz?r cybersecurity & dat? privacy
Functional intersects with Requirements TPM-05 |requirements with third-parties, reflecting the organization’s needs to protect its 5
systems, processes and data.
. Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, ted ; q ) i d ] del
Functional subset of Supportive, Consulted & | TPM-05.4 Cor.1su te &fln oane (RA.SCI)&rr;atnx, C_'r simiar olcuLnentatlo.n, to el |neit(; y 10
Informed (RASCI) Matrix assignment for cy. ersecu-rlty ata privacy controls between internal stakeholders
and External Service Providers (ESPs)
. . . Cyber Incident Reporting Mechanisms exist to report sensitive/regulated data incidents in a timely manner.
Functional intersects with . IRO-10.2 5
for Sensitive Data
. . . Coordination With External Mech?nls.ms e>-(|st. to establish a direct, -c-ooperatlve relatlonshlp bet\/\./een the
Functional intersects with Providers IRO-11.2 |organization's incident response capability and external service providers. 5
Suspicious Mechanisms exist to provide training to personnel on organization-defined indicators
. . . Communications & i ici icati i
Functional intersects with SAT-03.2 of malware to recognize suspicious communications and anomalous behavior. 5
Anomalous System
Behavior
Mechanisms exist to facilitate the implementation of third-party management controls.
CC2.3-POF12 Communicates Information on Reporting System Failures, Incidents, Concerns, and Other Matters Functional intersects with Third-Party Management | TPM-01 5
. . . Third-Party Contract Mechamsms EXI.St to llrequlre .contractua.l reqmremen.ts fc?r cybersecurity & dat? privacy
Functional intersects with Requirements TPM-05 |requirements with third-parties, reflecting the organization’s needs to protect its 5
systems, processes and data.
Mechanisms exist to compel External Service Providers (ESPs) to provide notification of
. . . Security Compromise i ises i i i
Functional intersects with c Y p TPM-05.1 actual or potential compromlses.ln the supply chain Fhat can potentlaIIY aff.ect or. have 5
Notification Agreements adversely affected systems, applications and/or services that the organization utilizes.
. . . Contract Flow-Down Mechanisms exist to ensure cybe.rsecurlty & data privacy reqmrements are included in
Functional intersects with . TPM-05.2 |contracts that flow-down to applicable sub-contractors and suppliers. 5
Requirements
Mechanisms exist to establish control objectives as the basis for the selection,
Functional subset of Define Control Objectives [ GOV-09 [implementation and management of the organization’s internal control system. 10
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity & data privacy-
Functional intersects with Privacy Portfolio PRM-01 |related resource planning controls that define a viable plan for achieving cybersecurity 5
Management & data privacy objectives.
Cybersecurity & Data (I;/Iecllwanlsms exm;: to ass'ess chybersecurlty 8;f(:|itahpr|vacy clontrol's in Isystem Zro;ect |
Functional intersects with Privacy In Project PRM-04 |deve o!oment.to etermine the ext.ent tow |c. the controls a.re implemente co.rrect Y, 5
operating as intended and producing the desired outcome with respect to meeting the
Management )
reguirements
Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:
= The resulting risk to organizational operations, assets, individuals and other
CC3.1 COSO Principle 6 Functional intersects with Business Process Definition| PRM-06 organizations; and 5
= Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.
. . . . Mechanisms exist to facilitate the implementation of strategic, operational and tactical
Functional intersects with  |Risk Management Program| RSK-01 | P g P 5
risk management controls.
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
. . . Supply Chain Risk i i isiti i i
Functional intersects with pply RSK-09 associated with the developm.ent, .aCC]UIS.ItIOI’\, malnter?ance and dlsp.o.sal ?f syste.ms, 5
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monjtoring performance against those plans
Mechanisms exist to develop an enterprise architecture, aligned with industry-
Alignment With Enterprise i i i i i i i i
Functional intersects with g ' p SEA-02 ref:ognlzed leading practlcgs, with con.5|dt?rat|on for cYbersecurlty & d.a’Fa privacy 5
Architecture principles that addresses risk to organizational operations, assets, individuals, other
organizations
Mechanisms exist to establish control objectives as the basis for the selection,
Functional intersects with | Define Control Objectives [ GOV-09 [implementation and management of the organization’s internal control system. 5
. . . Defining Business Context Mechani i fine th fi i I h
Functional intersects with g ine GOV-08 'ec. anisms exist to.de .me the context of its business model and document the 5
& Mission mission of the organization.
Mechanisms exist to identify:
= Assumptions affecting risk assessments, risk response and risk monitoring;
Functional intersects with Risk Framing RSk-01.1 | Constralnt's affectmg risk assessments, risk response and risk monitoring; 5
CC3.1-POF1  |Reflects Management's Choices * The organizational risk tolerance; and
= Priorities, benefits and trade-offs considered by the organization for managing risk.
. . . . Mechanisms exist to define organizational risk tolerance, the specified range of
Functional intersects with Risk Tolerance RSK-01.3 g P g 5
acceptable results.
Mechanisms exist to define organizational risk threshold, the level of risk exposure
Functional intersects with Risk Threshold RSK-01.4 [above which risks are addressed and below which risks may be accepted. 5
. . . . . Mechanisms exi fine organizational risk ite, th r f uncertainty th
Functional intersects with Risk Appetite RSK-01.5 ec e.a |s' s 'eX|sjc 'fo define o ga' |zat|'o' a 'IS appetite, the degree of uncertainty the 5
organization is willing to accept in anticipation of a reward.
Functional equal Risk Tolerance RSK-01.3 Mechanisms exist to define organizational risk tolerance, the specified range of 10
acceptable results.
Mechanisms exist to define organizational risk threshold, the level of risk exposure
CC3.1-POF2 Considers Tolerances for Risk Functional intersects with Risk Threshold RSK-01.4 [above which risks are addressed and below which risks may be accepted. 5
. . . . . Mechanisms exi fine organizational risk ite, th r f uncertainty th
Functional intersects with Risk Appetite RSK-01.5 ec e'a |s. s .EXIS.t ’fo define o ga. |zat|.o. a .IS appetite, the degree of uncertainty the 5
organization is willing to accept in anticipation of a reward.
Defining Business Context i i i i i
Functional intersects with g ine GOV-08 M.ec.hanlsms exist to.def'lne the context of its business model and document the 5
& Mission mission of the organization.
Mechanisms exist to identify:
CC3.1-POF3 Includes Operations and Financial Performance Goals . Assump.tlons affet?tlng.rlsk assessments,.rlsk response and.rlsk mo.nlto'rlng;
Functional intersects with Risk Framing RSK-01.1 | Constraints affecting risk assessments, risk response and risk monitoring; 5
= The organizational risk tolerance; and
= Priorities, benefits and trade-offs considered by the organization for managing risk.
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity & data privacy-
Functional intersects with Privacy Portfolio PRM-01 |related resource planning controls that define a viable plan for achieving cybersecurity 5
CC3.1-POF4 Forms a Basis for Committing of Resources Management & data quvacv 9b|ect_|ves. - -
Mechanisms exist to identify and allocate resources for management, operational,
Functional intersects with Allocation of Resources PRM-03 [technical and data privacy requirements within business process planning for projects / 5
initiatives.
Operationalizing Mechanisms exist to compel data and/or process owners to operationalize
Functional intersects with Cybersecurity & Data GOV-15 |cybersecurity & data privacy practices for each system, application and/or service 5
CC3.1-POF5 Complies With Applicable Accounting Standards Protection Practices under thelr contcrol. — - — - -
Mechanisms exist to facilitate the identification and implementation of relevant
. . . Statutory, Regulatory &
Functional intersects with ] CPL-01 (statutory, regulatory and contractual controls. 5
Contractual Compliance
Functional intersects with Materiality Determination | GOV-16 !\/Ie.chanlsms eX|st. to define mate.rlal.lty threshold criteria capable of designating an 5
incident as material to the organization.
Mechanisms exist to identify:
= Assumptions affecting risk assessments, risk response and risk monitoring;
CC3.1-POF6 Considers Materiality Functional intersects with Risk Framing RSK-01.1 |© Constraints affecting risk assessments, risk response and risk monitoring; 5
* The organizational risk tolerance; and
= Priorities, benefits and trade-offs considered by the organization for managing risk.
. . . . . Mechanisms exi identify an ign a risk rankin newly di r ri
Functional intersects with Risk Ranking RSK-05 echa |j<,' 's exist t9 identify a .d assign a ris .a ing to. ewly discovered security 5
vulnerabilities that is based on industry-recognized practices.
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
. . . Service Deliver ization' iliti i i i
Functional intersects with . Yy 0Ps-03 |support of the organization's technology capabilities supporting business functions, 5
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
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CC3.1-POF7

Reflects Entity Activities

Functional

intersects with

Business Process Definition

PRM-06

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

* The resulting risk to organizational operations, assets, individuals and other
organizations; and

= Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

(optional)

CC3.1-POF8

Complies With Externally Established Frameworks

Functional

intersects with

Define Control Objectives

GOV-09

Mechanisms exist to establish control objectives as the basis for the selection,
implementation and management of the organization’s internal control system.

Functional

intersects with

Statutory, Regulatory &
Contractual Compliance

CPL-01

Mechanisms exist to facilitate the identification and implementation of relevant
statutory, regulatory and contractual controls.

Functional

intersects with

Service Delivery
(Business Process Support)

OPS-03

Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
support of the organization's technology capabilities supporting business functions,
workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.

Functional

intersects with

Business Process Definition

PRM-06

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
organizations; and

= Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

CC3.1-POF9

Considers the Required Level of Precision

Functional

intersects with

Define Control Objectives

GOV-09

Mechanisms exist to establish control objectives as the basis for the selection,
implementation and management of the organization’s internal control system.

Functional

intersects with

Statutory, Regulatory &
Contractual Compliance

CPL-01

Mechanisms exist to facilitate the identification and implementation of relevant
statutory, regulatory and contractual controls.

Functional

intersects with

Service Delivery
(Business Process Support)

OPS-03

Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
support of the organization's technology capabilities supporting business functions,
workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.

Functional

intersects with

Business Process Definition

PRM-06

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

* The resulting risk to organizational operations, assets, individuals and other
organizations; and

= Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

CC3.1-POF10

Reflects Entity Activities

Functional

intersects with

Status Reporting To
Governing Body

GOV-01.2

Mechanisms exist to provide governance oversight reporting and recommendations to
those entrusted to make executive decisions about matters considered material to the
organization’s cybersecurity & data protection program.

Functional

intersects with

Contacts With Authorities

GOV-06

Mechanisms exist to identify and document appropriate contacts with relevant law
enforcement and regulatory bodies.

Functional

intersects with

Cybersecurity & Data
Privacy Status Reporting

GOV-17

Mechanisms exist to submit status reporting of the organization's cybersecurity and/or
data privacy program to applicable statutory and/or regulatory authorities, as
reguired.

Functional

intersects with

Service Delivery
(Business Process Support)

OPS-03

Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
support of the organization's technology capabilities supporting business functions,
workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.

Functional

intersects with

Business Process Definition

PRM-06

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
organizations; and

= Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

CC3.1-POF11

Reflects Management's Choices

Functional

intersects with

Steering Committee &
Program Oversight

GOV-01.1

Mechanisms exist to coordinate cybersecurity, data protection and business alignment
through a steering committee or advisory board, comprised of key cybersecurity, data
privacy and business executives, which meets formally and on a regular basis.

Functional

intersects with

Status Reporting To
Governing Body

GOV-01.2

Mechanisms exist to provide governance oversight reporting and recommendations to
those entrusted to make executive decisions about matters considered material to the
organization’s cybersecurity & data protection program.

Functional

intersects with

Service Delivery
(Business Process Support)

OPS-03

Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
support of the organization's technology capabilities supporting business functions,
workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.

Functional

intersects with

Business Process Definition

PRM-06

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
organizations; and

= Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

CC3.1-POF12

Considers the Required Level of Precision

Functional

intersects with

Service Delivery
(Business Process Support)

OPS-03

Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
support of the organization's technology capabilities supporting business functions,
workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.

Functional

intersects with

Business Process Definition

PRM-06

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
organizations; and

* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

CC3.1-POF13

Reflects Entity Activities

Functional

intersects with

Service Delivery
(Business Process Support)

OPS-03

Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
support of the organization's technology capabilities supporting business functions,
workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.

Functional

intersects with

Business Process Definition

PRM-06

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

= The resulting risk to organizational operations, assets, individuals and other
organizations; and

* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

CC3.1-POF14

Reflects External Laws and Regulations

Functional

subset of

Statutory, Regulatory &
Contractual Compliance

CPL-01

Mechanisms exist to facilitate the identification and implementation of relevant
statutory, regulatory and contractual controls.
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Functional

intersects with

Service Delivery
(Business Process Support)

OPS-03

Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
support of the organization's technology capabilities supporting business functions,
workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.

Functional

intersects with

Business Process Definition

PRM-06

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

* The resulting risk to organizational operations, assets, individuals and other
organizations; and

*» Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

@06

Functional

intersects with

Defining Business Context
& Mission

GOV-08

Mechanisms exist to define the context of its business model and document the
mission of the organization.

Functional

intersects with

Define Control Objectives

GOV-09

Mechanisms exist to establish control objectives as the basis for the selection,
implementation and management of the organization’s internal control system.

Functional

intersects with

Service Delivery
(Business Process Support)

OPS-03

Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
support of the organization's technology capabilities supporting business functions,
workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
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CC3.1-POF15

Considers Tolerances for Risk

Functional

intersects with

Business Process Definition

PRM-06

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

* The resulting risk to organizational operations, assets, individuals and other
organizations; and

= Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Functional

intersects with

Risk Tolerance

RSK-01.3

Mechanisms exist to define organizational risk tolerance, the specified range of
acceptable results.

Functional

intersects with

Risk Threshold

RSK-01.4

Mechanisms exist to define organizational risk threshold, the level of risk exposure
above which risks are addressed and below which risks may be accepted.

Functional

intersects with

Risk Appetite

RSK-01.5

Mechanisms exist to define organizational risk appetite, the degree of uncertainty the
organization is willing to accept in anticipation of a reward.

CC3.1-POF16

Establishes Sub-Objectives for Risk Assessment

Functional

intersects with

Service Delivery
(Business Process Support)

OPS-03

Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
support of the organization's technology capabilities supporting business functions,
workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.

Functional

intersects with

Business Process Definition

PRM-06

Mechanisms exist to define business processes with consideration for cybersecurity &
data privacy that determines:

* The resulting risk to organizational operations, assets, individuals and other
organizations; and

* Information protection needs arising from the defined business processes and revises
the processes as necessary, until an achievable set of protection needs is obtained.

Functional

intersects with

Risk Framing

RSK-01.1

Mechanisms exist to identify:

= Assumptions affecting risk assessments, risk response and risk monitoring;

= Constraints affecting risk assessments, risk response and risk monitoring;

* The organizational risk tolerance; and

= Priorities, benefits and trade-offs considered by the organization for managing risk.

Functional

intersects with

Risk Assessment

RSK-04

Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
and magnitude of harm, from unauthorized access, use, disclosure, disruption,
modification or destruction of the organization's systems and data.

CC3.2

Considers Tolerances for Risk

Functional

intersects with

Risk Framing

RSK-01.1

Mechanisms exist to identify:

= Assumptions affecting risk assessments, risk response and risk monitoring;

= Constraints affecting risk assessments, risk response and risk monitoring;

* The organizational risk tolerance; and

= Priorities, benefits and trade-offs considered by the organization for managing risk.

Functional

equal

Risk Tolerance

RSK-01.3

Mechanisms exist to define organizational risk tolerance, the specified range of
acceptable results.
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Functional

intersects with

Risk-Based Security
Categorization

RSK-02

Mechanisms exist to categorize systems and data in accordance with applicable local,
state and Federal laws that:

= Document the security categorization results (including supporting rationale) in the
security plan for systems; and

= Ensure the security categorization decision is reviewed and approved by the asset

OWner

Functional

intersects with

Risk Identification

RSK-03

Mechanisms exist to identify and document risks, both internal and external.

Functional

intersects with

Business Impact Analysis
(BIA)

RSK-08

Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and assess
cybersecurity and data protection risks.

Functional

intersects with

Supply Chain Risk
Management (SCRM) Plan

RSK-09

Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
associated with the development, acquisition, maintenance and disposal of systems,
system components and services, including documenting selected mitigating actions
and monitoring performance against those plans

Functional

intersects with

Data Protection Impact
Assessment (DPIA)

RSK-10

Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on systems,
applications and services that store, process and/or transmit Personal Data (PD) to
identifvy and remediate reasonably-expected risks.

Functional

intersects with

Secure Engineering
Principles

SEA-01

Mechanisms exist to facilitate the implementation of industry-recognized cybersecurity
& data privacy practices in the specification, design, development, implementation and
modification of systems and services.

CC3.2-POF1

Includes Entity, Subsidiary, Division, Operating Unit, and Functional Levels

Functional

subset of

Risk Management Program

RSK-01

Mechanisms exist to facilitate the implementation of strategic, operational and tactical
risk management controls.
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Functional

intersects with

Risk Identification

RSK-03

Mechanisms exist to identify and document risks, both internal and external.

Functional

intersects with

Risk Assessment

RSK-04

Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
and magnitude of harm, from unauthorized access, use, disclosure, disruption,
modification or destruction of the organization's systems and data.

CC3.2-POF2

Analyzes Internal and External Factors

Functional

intersects with

Risk Framing

RSK-01.1

Mechanisms exist to identify:

= Assumptions affecting risk assessments, risk response and risk monitoring;

= Constraints affecting risk assessments, risk response and risk monitoring;

* The organizational risk tolerance; and

= Priorities, benefits and trade-offs considered by the organization for managing risk.

Functional

subset of

Risk Identification

RSK-03

Mechanisms exist to identify and document risks, both internal and external.
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Functional

intersects with

Risk Assessment

RSK-04

Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
and magnitude of harm, from unauthorized access, use, disclosure, disruption,
modification or destruction of the organization's systems and data.

CC3.2-POF3

Involves Appropriate Levels of Management

Functional

intersects with

Cybersecurity & Data
Privacy Status Reporting

GOvV-17

Mechanisms exist to submit status reporting of the organization's cybersecurity and/or
data privacy program to applicable statutory and/or regulatory authorities, as
required.

Functional

subset of

Risk Management Program

RSK-01

Mechanisms exist to facilitate the implementation of strategic, operational and tactical
risk management controls.

10

Functional

equal

Risk Assessment

RSK-04

Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
and magnitude of harm, from unauthorized access, use, disclosure, disruption,
modification or destruction of the organization's systems and data.

10

CC3.2-POF4

Estimates Significance of Risks Identified

Functional

intersects with

Impact-Level Prioritization

RSK-02.1

Mechanisms exist to prioritize the impact level for systems, applications and/or
services to prevent potential disruptions.

Functional

intersects with

Risk Ranking

RSK-05

Mechanisms exist to identify and assign a risk ranking to newly discovered security
vulnerabilities that is based on industry-recognized practices.

CC3.2-POF5

Determines How to Respond to Risks

Functional

subset of

Risk Management Program

RSK-01

Mechanisms exist to facilitate the implementation of strategic, operational and tactical
risk management controls.
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Functional

equal

Risk Response

RSK-06.1

Mechanisms exist to respond to findings from cybersecurity & data privacy
assessments, incidents and audits to ensure proper remediation has been performed.

10

CC3.2-POF6

Identifies Threats - The entity identifies threats to the achievement of its objectives from intentional (including
malicious) and unintentional acts and environmental events.

Functional

intersects with

Risk Identification

RSK-03

Mechanisms exist to identify and document risks, both internal and external.

Functional

intersects with

Risk Catalog

RSK-03.1

Mechanisms exist to develop and keep current a catalog of applicable risks associated
with the organization's business operations and technologies in use.

Functional

intersects with

Risk Assessment

RSK-04

Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
and magnitude of harm, from unauthorized access, use, disclosure, disruption,
modification or destruction of the organization's systems and data.

Functional

subset of

Threat Intelligence Feeds
Program

THR-01

Mechanisms exist to implement a threat intelligence program that includes a cross-
organization information-sharing capability that can influence the development of the
system and security architectures, selection of security solutions, monitoring, threat
huntine. response and recoverv activities
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Functional

intersects with

Indicators of Exposure
(IOE)

THR-02

Mechanisms exist to develop Indicators of Exposure (IOE) to understand the potential
attack vectors that attackers could use to attack the organization.

Functional

intersects with

Threat Intelligence Feeds
Feeds

THR-03

Mechanisms exist to maintain situational awareness of vulnerabilities and evolving
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