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Set Theory Relationship Mapping (STRM) is well-suited for mapping between sets of elements that exist in two distinct concepts that are mostly the same as each other (e.g.,
cybersecurity & data privacy requirements). STRM also allows the strength of the mapping to be captured.

STRM relies on a justification for the relationship claim. There are three (3) options for the rationale, which is a high-level context within which the two concepts are related:

1. Syntactic: How similar is the wording that expresses the two concepts? This is a word-for-word analysis of the relationship, not an interpretation of the language.
2. Semantic: How similar are the meanings of the two concepts? This involves some interpretation of each concept’s language.
3. Functional: How similar are the results of executing the two concepts? This involves understanding what will happen if the two concepts are implemented, performed, or

otherwise executed.

Based on NIST IR 8477, STRM supports five (5) five relationship types to describe the logical similarity between two distinct concepts:

1. Subset Of

2. Intersects With
3. Equal

4. Superset Of

5. No Relationship

Relationship Type #1:
SUBSET OF

Focal Document Element is
a subset of SCF control. In
other words, SCF contral
contains everything that
Focal Document Element
does and maore.

SUBSET OF
Relative Relationship
Strength (control versus
control})

STRONG
(10)

MODERATE
(5)

NOMINAL
(1 '
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Relationship Type #2:
INTERSECTS WITH

SCF control has some
overlap with Focal
Document Element, but
each includes content that
the other does not.

INTERSECTS WITH
Relative Relationship
Strength (control versus
control)

A

STRONG
(10)

MODERATE
(5)

NOMINAL
(6]

\J

Relationship Type #3:
EQUAL

SCF control and Focal
Document Element are the
same, although nat
necessarily identical

EQUAL
Relative Relationship Strength
(control versus control)

A

EQUAL
COVERAGE
(10)

Relationship Type #4:
SUPERSET OF

Focal Document Element is a
superset of SCF control. In
other words, Focal Document
Element contains everything
that SCF control does and
more.

SUPERSET OF
Relative Relationship Strength
(control versus control)

A

STRONG
(10)

MODERATE
(5)

NOMINAL
(1)

\J

Secure Controls Framework (SCF)

Relationship Type #5:
NO RELATIONSHIP

SCF contral and Focal
Document Element are
unrelated; their content does
not overlap.

NO RELATIONSHIP
Relative Relationship Strength
{control versus control)

A

NONE
{NOT
APPLICABLE)
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. Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement
Functional subset of Asset Governance AST-01 echanisms exist to facilitate a sset Management ( ) program to impleme 10
and manage asset management controls.
. . . . Mechanisms exist to identify and assess the security of technology assets that support
Functional intersects Asset-Service Dependencies | AST-01.1 . ) y . y gy PP 5
more than one critical business function.
Mechanisms exist to perform inventories of technology assets that:
= Accurately reflects the current systems, applications and services in use;
* [dentifies authorized software products, including business justification details;
Functional intersects Asset Inventories AST-02 | "Isat the level of granularity deemed necessary for tracking and reporting; 5
* Includes organization-defined information deemed necessary to achieve effective
property accountability; and
* |s available for review and audit by designated organizational personnel.
Mechanisms exist to establish and maintain an authoritative source and repository to
Component Duplication i ili i
Functional intersects p . p AST-02.3 provide a trusted source and accountablllt_y for ap_proved_ and |mpleme.nted sys’Fem 5
Avoidance components that prevents assets from being duplicated in other asset inventories.
. . . . Mechanisms exi r nd maintainam f technol her
Functional intersects Data Action Mapping AST-02.8 ec. ? Isms exist to ¢ ea'te and maintai ? ap of technology assets where 5
sensitive/regulated data is stored, transmitted or processed.
) . Mechanisms exist to implement and manage a Configuration Management Database
Functional intersects Configuration Management AST-02.9 [(CMDB imilar technol t it d technol t ifi 5
Database (CMDB) . ( ),F)r similar technology, to monitor and govern technology asset-specific
information.
Mechanisms exist to maintain network architecture diagrams that:
Network Diagrams & Data . i ici i i ' i :
Functional intersects . g AST-04 Contain sufficient detall.to assess the security of the. network's architecture; 5
Flow Diagrams (DFDs) = Reflect the current architecture of the network environment; and
= Document all sensitive/regulated data flows.
Mechanisms exist to determine cybersecurity & data privacy control applicability by
Functional intersects Asset Scope Classification AST-04.1 identifying, a55|g.n|n'g and doc.umentlng the approPrlate asset sc9pe cate.gorlzatlon for 5
all systems, applications, services and personnel (internal and third-parties).
Mechanisms exist to facilitate the implementation of cloud management controls to
Functional intersects Cloud Services CLD-01 |ensure cloud instances are secure and in-line with industry practices. 5
NIST Tenet 1 All data sources and computing services are considered resources.
Mechanisms exist to specify applicable cybersecurity & data protection controls that
. . Hosted Systems, Applications must t?e |mplejmented on external.system?, consistent Wlt.h the contr.actual obligations
Functional intersects & Services CLD-13 [established with the External Service Providers (ESP) owning, operating and/or 5
maintaining external systems, applications and/or services.
Functional intersects Data Protection DCH-01 |Mechanisms exist to facilitate the implementation of data protection controls. 5
Functional intersects Data & Asset Classification DCH-02 Mec.hanlsms exist to ensure data and assets are categorlzed in accordance with 5
applicable statutory, regulatory and contractual requirements.
. . . . Mechani i intain i I fall iti i
Functional intersects Sensitive Data Inventories DCH-06.2 ec. ?msms e?m'st to mal'n ain inventory logs of all sensitive media and conduct 5
sensitive media inventories at least annually.
Non-Organizationally Owned Mechanisms exist to restrict the use of non-organizationally owned information
Functional intersects Systems / Components / DCH-13.4 |systems, system components or devices to process, store or transmit organizational 5
Devices information.
. . . . Mechanisms exist to identify and document the location of information and the specific
Functional intersects Information Location DCH-24 .y ) ) ) P 5
system components on which the information resides.
. . Centralized Management Of i i i ile Devi D
Functional intersects ' g MDM-01 Mechanisms exist to implement and govern Mobile Device Management (MDM) 5
Mobile Devices controls.
Functional intersects Access Contr?l For Mobile MDM-02 Met':hanisms exis't to' enforce access control requirements for the connection of mobile 5
Devices devices to organizational systems.
Functional intersects Personally—OYvned Mobile MDM-06 Mech?nis_ms exist to restrict the connection of personally-owned, mobile devices to 5
Devices organizational systems and networks.
. . Organization-Owned Mobile Mec'hanllsms exist to F)rohlblt the mstallatlon.of r.won—approved app!lca'%lons or approved
Functional intersects Devices MDM-07 |applications not obtained through the organization-approved application store. 5
Mechanisms exist to establish, maintain and update an inventory that contains a listing
Functional intersects Inventory of Personal Data PRI-05.5 |of all programs and systems identified as collecting, using, maintaining, or sharing 5
Personal Data (PD).
Mechanisms exist to maintain a current, accurate and complete list of External Service
Functional intersects Third-Party Inventories TPM-01.1 Providers (ESPs) that can potentlaj\IIy .|mpact the Conflde.ntla?llty, Integrlty, Availability 5
and/or Safety (CIAS) of the organization's systems, applications, services and data.
Mechanisms exist to facilitate the implementation of cryptographic protections
Functional intersects Use of Cryptographic Controls [ CRY-01 |controls using known public standards and trusted cryptographic technologies. 5
Functional intersects Transmission Confidentiality CRY-03 Cryptographlc mechanisms exist to protect the confidentiality of data being 5
transmitted.
. . . . r raphic mechanisms exi r he integrity of ing transmi .
Functional intersects Transmission Integrity CRY-04 Cryptographic mechanisms exist to protect the integrity of data being transmitted 5
. Mechanisms exist to protect wireless access via secure authentication and encryption.
. . Wireless Access
Functional intersects L. . CRY-07 5
Authentication & Encryption
Mechanisms exist to securely implement an internal Public Key Infrastructure (PKI)
Functional intersects Public Key Infrastructure (PKI) | CRY-08 [infrastructure or obtain PKI services from a reputable PKI service provider. 5
. . Mechanisms exist to strictly govern the use of Authenticate, Authorize and Audit (AAA)
L . . . Authenticate, Authorize and
NIST Tenet 2 All communication is secured regardless of network location. Functional intersects Audit (AAA) IAC-01.2 |solutions, both on-premises and those hosted by an External Service Provider (ESP). 5
Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Functional intersects - : IAC-04  [(AAA) devices before establishing a connection using bidirectional authentication that is 5
Authentication for Devices ] .
cryptographically- based and replay resistant.
. Network Security Controls Mechanisms exist to develop, govern & update procedures to facilitate the
Functional subset of ¥ NET-01 |, ) P. & ; P P 10
(NSC) implementation of Network Security Controls (NSC).
. . Protection of Confidentiality / Cryptographic mechanisms exist to protect the confidentiality and integrity of remote
Functional intersects . . . NET-14.2 [access sessions (e.g., VPN). 5
Integrity Using Encryption
. . Work From Anywhere (WFA) - Mechanisms exist to define secure telecommuting practices and govern remote access
Functional intersects . . NET-14.5 [to systems and data for remote workers. 5
Telecommuting Security
Functional intersects Wireless Networking NET-15 M.echanlsms exist to control authorized wireless usage and monitor for unauthorized 5
wireless access.
o ion —_— Defining Access Authorizations ocioLa ]Ic\/letlzha'mslmsdemst tc;ex'plllutly define auth?rlzatlonls fo:jsg)euflc individuals and/or roles .
uncti i -01. .
for Sensitive/Regulated Data or logical and /or physical access to sensitive/regulated data
Mechanisms exist to ensure that the requirements for the protection of sensitive
Protecting Sensitive Data on i i i i i
Functional intersects g DCH-13.3 information p.rocesse.d, stored or transmitted on external systems, a_re |rT1pIemented in 5
External Systems accordance with applicable statutory, regulatory and contractual obligations.
Mechanisms exist to verify that individuals or systems transferring data between
Functional intersects Transfer Authorizations DCH-14.2 |interconnecting systems have the requisite authorizations (e.g., write permissions or 5
privileges) prior to transferring said data.
. . Authenticate, Authorize and Mechanlsms exist to strlFtIy govern the use of Authenticate, Auth9r|ze an(.:I Audit (AAA)
Functional intersects Audit (AAA) IAC-01.2 |solutions, both on-premises and those hosted by an External Service Provider (ESP). 5
Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Functional intersects Authentication for IAC-02 [(AAA) organizational users and processes acting on behalf of organizational users. 5
Organizational Users
Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Functional intersects Authentication for Non- IAC-03 [(AAA) third-party users and processes that provide services to the organization. 5
Organizational Users
Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Access to individual enterprise resources is granted on a per- Functional intersects . . IAC-04 |(AAA) devices before establishing a connection using bidirectional authentication that is 5
NIST Tenet 3 . . Authentication for Devices ] .
session basis. cryptographically- based and replay resistant.
Identification & Mechanisms exist to identify and authenticate third-party systems and services.
Functional intersects Authentication for Third Party | IAC-05 5
Systems & Services
Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy over users and
. . Role-Based Access Control . . .
Functional intersects (RBAC) IAC-08 [resources that applies need-to-know and fine-grained access control for 5
sensitive/regulated data access.
Automated System Account Automated mechanisms exist to support the management of system accounts (e.g.,
Functional intersects Management (Directory IAC-15.1 |directory services). 5
Services)

Secure Controls Framework (SCF)

20f4



Set Theory Relationship Mapping (STRM) NIST SP 800-207 Version 2024.3
Zero Trust Architecture (ZTA) Tenets 9/25/2024

Strength of

o STRM STRM Secure Controls Framework (SCF) . . .
Focal Document Element (FDE) Description . . . SCF Control . Relationship Notes (optional)
Rationale Relationship Control Description .
(optional)
. . Access To Sensitive Mechani ist to limit t iti lat tat ly th individual
Functional intersects / IAC-20.1 ec ar'usms EXI'S o limit access to sensitive/regulated data to only those individuals 5
Regulated Data whose job requires such access.
Mechanisms exist to utilize the concept of least privilege, allowing only authorized
Functional intersects Least Privilege IAC-21 ]access to processes necessary to accomplish assigned tasks in accordance with 5

organizational business functions.
Non-Privileged Access for Non- Mechanisms exist to prohibit privileged users from using privileged accounts, while

Functional intersects . . IAC-21.2 |performing non-security functions. 5
Security Functions

Mechanisms exist to treat all users and devices as potential threats and prevent access

Functional intersects Zero Trust Architecture (ZTA) | NET-01.1 [to data and resources until the users can be properly authenticated and their access 5
authorized.
Sensitive / Regulated Data i i i icati i
Functional intersects / Reg CFG-08 Mec.h?nlsms exist to configure systems, applications and processes to restrict access to 5
Access Enforcement sensitive/regulated data.
. . Sensitive / Regulated Data Mechanisms exi r nsitive/regul herever it i red.
Functional intersects / g' DCH-01.2 echanisms exist to protect sensitive/regulated data wherever it is stored 5
Protection
o ton et Defining Access Authorizations SCHoLa ]Ic\/leclzha.mslmsdemst tzex'ph::ltly define auth?rlzatlon;s fo:js(;:)eaflc individuals and/or roles .
uncti i -01. .
for Sensitive/Regulated Data or logical and /or physical access to sensitive/regulated data
Mechanisms exist to ensure that the requirements for the protection of sensitive
Protecting Sensitive Data on i i i i i
Functional intersects g DCH-13.3 information p.rocesse.d, stored or transmitted on external systems, a_re |rT1pIemented in 5
External Systems accordance with applicable statutory, regulatory and contractual obligations.

Mechanisms exist to verify that individuals or systems transferring data between
Functional intersects Transfer Authorizations DCH-14.2 |interconnecting systems have the requisite authorizations (e.g., write permissions or 5

privileges) prior to transferring said data.
Automated mechanisms exist to identify by data classification type to ensure adequate

Automated Tools to Support

Functional intersects . . DCH-24.1 |cybersecurity & data privacy controls are in place to protect organizational information 5
Information Location T .
and individual data privacy.
. . Transfer of Sensitive and/or Mechani i i h fer of iti I
Functional intersects / DCH-25 ec ' anisms e>f|st to .restrlct ?nd govern.t e'trans er of sensitive and/or regulated data 5
Regulated Data to third-countries or international organizations.
Mechanisms exist to establish organization-defined "normal business activities" to
Functional intersects Transfer Activity Limits DCH-25.1 identify anomalous tran.safctlo.n activities that can redece the opportunity for sending 5
(outbound) and/or receiving (inbound) fraudulent actions.
. . . . Mechanisms exi facili he implementation of endpoin ri ntrols.
Functional intersects Endpoint Security END-01 echanisms exist to facilitate the implementation of endpoint security controls 5
. . Authenticate, Authorize and Mechamsms exist to strlFtIy govern the use of Authenticate, Auth9r|ze am.:i Audit (AAA)
Functional intersects Audit (AAA) IAC-01.2 |solutions, both on-premises and those hosted by an External Service Provider (ESP). 5
Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Functional intersects Authentication for Non- IAC-03 |(AAA) third-party users and processes that provide services to the organization. 5
Organizational Users
Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Functional intersects - . IAC-04 |(AAA) devices before establishing a connection using bidirectional authentication that is 5
Authentication for Devices ] .
cryptographically- based and replay resistant.
Identification & Mechanisms exist to identify and authenticate third-party systems and services.
Functional intersects Authentication for Third Party| IAC-05 5
Systems & Services
Functional intersects Pri(\;ilege.d At?cess; lljy Non- IAC-05.2 Mechanisms exist to prohibit privileged access by non-organizational users. 5
Access to resources is determined by dynamic policy—including reanizationa’ sers - - -
L . L . Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy over users and
the observable state of client identity, application/service, and the . . Role-Based Access Control ) . .
NIST Tenet 4 . . . Functional intersects IAC-08 [resources that applies need-to-know and fine-grained access control for 5
requesting asset—and may include other behavioral and (RBAC) o
. . sensitive/regulated data access.
environmental attributes. Identifier Management (User Mechanisms exist to govern naming standards for usernames and systems
Functional intersects & IAC-09 g & ¥ ) 5
Names)
. . Federated Credential Mechanisms exist to federate credentials to allow cross-organization authentication of
Functional intersects IAC-13.2 | . . 5
Management individuals and devices.
Automated System Account Automated mechanisms exist to support the management of system accounts (e.g.,
Functional intersects Management (Directory IAC-15.1 |directory services). 5
Services)
Functional intersects Mobile Device Geofencing MDM-09 Mechanlsms exist to restrict the functionality of mobile devices based on geographic 5
location.
Automated mechanisms exist to integrate the analysis of audit records with analysis of
Integration of Scanning & ili itori
Functional intersects g on g : MON-02.3 vulnerability scanners, r.1fetwor.k per.for.mance, sy.stem monitoring a.n(.:l other sources to 5
Other Monitoring Information further enhance the ability to identify inappropriate or unusual activity.

. . . Automated mechanisms exist to correlate information from audit records with
) ) Correlation with Physical . . ) o . "
Functional intersects MON-02.4 |information obtained from monitoring physical access to further enhance the ability to 5

Monitoring N o . .
identify suspicious, inappropriate, unusual or malevolent activity.
Functional intersects Anomalous Behavior MON-16 Mechanisms exist jco detect and re.spond to.a.nf)malous behavior that could indicate 5
account compromise or other malicious activities.
Mechanisms exist to implement a Cross Domain Solution (CDS) to mitigate the specific
Functional intersects Cross Domain Solution (CDS) | NET-02.3 [security risks of accessing or transferring information between security domains. 5

Mechanisms exist to design, implement and review firewall and router configurations
Data Flow Enforcement —

Functional intersects . NET-04 |[to restrict connections between untrusted networks and internal systems. 5
Access Control Lists (ACLs)

Mechanisms exist to configure firewall and router configurations to deny network

Deny Traffic by Default & i i i i
Functional intersects y ! Y : NET-04.1 traffic by default and allow network traffic by exception (e.g., deny all, permit by 5
Allow Traffic by Exception exception).
Functional intersects Cross Domain Authentication | NET-04.12 Authma’.ced mejchanlsr’.ns exist t.o uniquely identify and authenticate source and 5
destination points for information transfer.
. . . .. . Autom mechanism i | r inst lish riteri
Functional intersects Policy Decision Point (PDP) | NET-04.7 uto tated echa .|s s exist to evaluate aFcess equests 'agél st established criteria to 5
dynamically and uniformly enforce access rights and permissions.
Functional intersects Host Containment NET-08.3 Automajced mechzlmisms exist to enforce host containment protections that revoke or 5
guarantine a host’s access to the network.
Functional intersects Resource Containment NET-08.4 Automated mechanisms exist to enforce resource containment protections that 5

remove or quarantine a resource’s access to other resources.
Automated mechanisms exist to validate the security posture of the endpoint devices
Functional intersects Endpoint Security Validation | NET-14.7 |(e.g., software versions, patch levels, etc.) prior to allowing devices to connect to 5

organizational technology assets.
Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement

Functional intersects Asset Governance AST-01 5
and manage asset management controls.
. . Automated Unauthorized Automated mechanisms exist to detect and alert upon the detection of unauthorized
Functional intersects . AST-02.2 ; 5
Component Detection hardware, software and firmware components.
Configuration Management i i ili i i i i
Functional intersects g g CEG-01 Mechanisms exist to facilitate the implementation of configuration management 5
Program controls.
. Mechanisms exist to develop, document and maintain secure baseline configurations
. . System Hardening Through ) o )
Functional intersects . . . CFG-02 (for technology platforms that are consistent with industry-accepted system hardening 5
Baseline Configurations
standards.
Mechanisms exist to review and update baseline configurations:
Functional intersects Reviews & Updates CFG-02.1 | " At least annually; 5

* When required due to so; or

= As part of system component installations and upgrades.
Automated mechanisms exist to govern and report on baseline configurations of
Automated Central

Functional intersects CFG-02.2 i i i itigati imi ies. 5
Management & Verification systems through Continuous Diagnostics and Mitigation (CDM), or similar technologies

Approved Configuration Mechanisms exist to document, assess risk and approve or deny deviations to

Functional intersects . CFG-02.7 ] . . 5
Deviations standardized configurations.
Respond To Unauthorized i i i i i i
Functional intersects p CFG-02.8 Mech'am‘sm's exist to respond to unauthorized changes to configuration settings as 5
Changes security incidents.
Functional intersects Configuration Enforcement CEG-06 Autom.ated m.echanlsms exist to monitor, enforce and report on configurations for 5
endpoint devices.
. Automated mechanisms exist to identify unauthorized deviations from an approved
. . Integrity Assurance & . . . . . .
Functional intersects CFG-06.1 |baseline and implement automated resiliency actions to remediate the unauthorized 5
Enforcement (IAE)
change.
. . Mechanism i facili he implementation of a change management program.
Functional intersects Change Management Program| CHG-01 echanisms exist to facilitate the iImplementation of a change management progra 5
. . . . Mechanisms exist to govern the technical configuration change control processes.
Functional intersects Configuration Change Control | CHG-02 g g g P 5
Functional intersects Prohibition Of Changes CHG-02.1 Mechanisms exist to prohibit unauthorized changes, unless organization-approved 5

change requests are received.
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. . . Automated mechanisms exist to implement remediation action n th tection of
Functional intersects Automated Security Response | CHG-02.4 utoma e'd echa '|s >€ _S ° . plement remediation actions upo e detection o 5
unauthorized baseline configurations change(s).
NIST Tenet 5 The enterprise monitors and measures the integrity and security Mechanisms exist to prohibit external parties, systems and services from storing,
posture of all owned and associated assets. processing and transmitting data unless authorized individuals first:
Functional intersects Limits of Authorized Use DCH-13.1 | Venfymg the imp]ementation of required security contro|5; or 5
* Retaining a processing agreement with the entity hosting the external systems or
service
Functional subset of Continuous Monitoring MON-01 Mechanisms exist to facilitate the implementation of enterprise-wide monitoring 10
controls.
. . Automated Tools for Real- Mechanisms exist to utilize a Security I'nC|dent Ev'ent Mz?na'ger (SIEM), o'r similar
Functional intersects . . MON-01.2 |automated tool, to support near real-time analysis and incident escalation. 5
Time Analysis
. . Mechanisms exist to utilize a Security Incident Event Manager (SIEM) or similar
. ) Centralized Collection of . ) .
Functional intersects . MON-02 |automated tool, to support the centralized collection of security-related event logs. 5
Security Event Logs
Automated mechanisms exist to correlate both technical and non-technical information
Correlate Monitorin i i i imi
Functional intersects . g MON-02.1 from across the enterprise by a Se(.:ur|.ty InC|.dent. Evellwt Manager (SIEM) or similar 5
Information automated tool, to enhance organization-wide situational awareness.
. . . . Autom mechanism i ntrall llect, revi nd anal it recor
Functional intersects Central Review & Analysis | MON-02.2 uto atef:l echanisms exist to centrally collect, review and analyze audit records 5
from multiple sources.
Automated mechanisms exist to integrate the analysis of audit records with analysis of
Integration of Scanning & ili itori
Functional intersects g on o 8 : MON-02.3 vulnerability scanners, r_1.etwor_k per.for.mance, sy.stem monitoring a.m_:i other sources to 5
Other Monitoring Information further enhance the ability to identify inappropriate or unusual activity.
Mechanisms exist to treat all users and devices as potential threats and prevent access
Functional intersects Zero Trust Architecture (ZTA) | NET-01.1 [to data and resources until the users can be properly authenticated and their access 5
authorized.
. . . Autom mechanisms exi nforce h ntainment pr ions that revoke or
Functional intersects Host Containment NET-08.3 uto ajced ec ? isms exist to enforce host containment protections that revoke o 5
guarantine a host’s access to the network.
. . . Automated mechanisms exist to enforce resource containment protections that
Functional intersects Resource Containment NET-08.4 : , P 5
remove or quarantine a resource’s access to other resources.
Automated Monitoring & i i i ions.
Functional intersects g NET-14.1 Automated mechanisms exist to monitor and control remote access sessions 5
Control
Automated mechanisms exist to validate the security posture of the endpoint devices
Functional intersects Endpoint Security Validation | NET-14.7 |(e.g., software versions, patch levels, etc.) prior to allowing devices to connect to 5
organizational technology assets.
. . Automated Unauthorized Automated mechanisms exist to detect and alert upon the detection of unauthorized
Functional intersects . AST-02.2 ] 5
Component Detection hardware, software and firmware components.
Automated mechanisms exist to employ Network Access Control (NAC), or a similar
Functional intersects Network Access Control (NAC) [ AST-02.5 |technology, which is capable of detecting unauthorized devices and disable network 5
access to those unauthorized devices.
) . Mechanisms exist to implement and manage a Configuration Management Database
Functional intersects Configuration Management AST-02.9 |(CmMDB imil hnol i d hnol ifi 5
Database (CMDB) . ( ), .or similar technology, to monitor and govern technology asset-specific
information.
. Identity & Access Mechanisms exist to facilitate the implementation of identification and access
Functional subset of Y IAC-01 P 10
Management (I1AM) management controls.
All resource authentication and authorization are dynamic and , . Authenticate, Authorize and Mechanlsms existto strl.ctly govern the use of Authenticate, Auth9r|ze a”fj Audit (AAA)
NIST Tenet 6 . ) Functional intersects . IAC-01.2 |solutions, both on-premises and those hosted by an External Service Provider (ESP). 5
strictly enforced before access is allowed. Audit (AAA)
Automated mechanisms exist to enforce Multi-Factor Authentication (MFA) for:
. . Multi-Factor Authentication " Remote network access;
Functional intersects (MFA) IAC-06 | = Third-party systems, applications and/or services; and/ or 5
= Non-console access to critical systems or systems that store, transmit and/or process
sensitive/regulated data
. . . . Mechanisms exist to facilitate the implementation of enterprise-wide monitorin
Functional intersects Continuous Monitoring MON-01 P P g 5
controls.
Mechanisms exist to treat all users and devices as potential threats and prevent access
Functional intersects Zero Trust Architecture (ZTA) | NET-01.1 [to data and resources until the users can be properly authenticated and their access 5
authorized.
Dynamic Host Configuration Mechanisms exist to enable Dynamic Host Configuration Protocol (DHCP) server logging
Functional intersects Protocol (DHCP) Server AST-02.6 [to improve asset inventories and assist in detecting unknown systems. 5
Logging
Functional intersects Data Action Mapping AST-02.8 Mec.hénlsms exist to crea_te and maintain ? map of technology assets where 5
sensitive/regulated data is stored, transmitted or processed.
) . Mechanisms exist to implement and manage a Configuration Management Database
Functional intersects Configuration Management AST-02.9 ((CcMDB imilar technol t it d technol t ifi 5
Database (CMDB) . ( ),F)r similar technology, to monitor and govern technology asset-specific
information.
. . Automated Tools to Support Automated' mechanlsm§ exist to identify t?y data classification type. to 'ensur'e adequ?te
Functional intersects . . DCH-24.1 |cybersecurity & data privacy controls are in place to protect organizational information 5
Information Location T :
and individual data privacy.
. . Mechanism i lop, r rt and monitor r ri ri
Functional intersects Measures of Performance GOV-05 echanisms exist to develop, report and monitor cybersecurity & data privacy 5
program measures of performance.
. . . Mechanisms exist to facilitate the implementation of enterprise-wide monitorin
Functional subset of Continuous Monitoring MON-01 P P g 10
controls.
' . Automated Tools for Real- Mechanisms exist to utilize a Security I.nC|dent Eernt Ma.ma.ger (SIEM), o.r similar
Functional intersects . . MON-01.2 |automated tool, to support near real-time analysis and incident escalation. 5
Time Analysis
Mechanisms exist to generate, monitor, correlate and respond to alerts from physical,
Functional intersects System Generated Alerts | MON-01.4 |cybersecurity, data privacy and supply chain activities to achieve integrated situational 5
awareness.
The enterprise collects as much information as possible about the Centralized Collection of Mechanisms exist to utilize a Security Incident Event Manager (SIEM) or similar
NIST Tenet 7 |current state of assets, network infrastructure and Functional intersects Security Event Logs MON-02 |automated tool, to support the centralized collection of security-related event logs. 5
communications and uses it to improve its security posture. y &
Automated mechanisms exist to correlate both technical and non-technical information
. . Correlate Monitorin i i i imi
Functional intersects . g MON-02.1 from across the enterprise by a Set.:un'ty InC|'dent' Eve'nt Manager (SIEM) or similar 5
Information automated tool, to enhance organization-wide situational awareness.
. . . . Automated mechanisms exist to centrally collect, review and analyze audit records
Functional intersects Central Review & Analysis | MON-02.2 . Y ¥ 5
from multiple sources.
Automated mechanisms exist to integrate the analysis of audit records with analysis of
. . Integration of Scanning & ili itori
Functional intersects 8 on o 8 : MON-02.3 vulnerability scanners, r'1.etwor'k per'for'mance, sy'stem monitoring a'n(':l other sources to 5
Other Monitoring Information further enhance the ability to identify inappropriate or unusual activity.
Automated mechanisms exist to validate the security posture of the endpoint devices
Functional intersects Endpoint Security Validation | NET-14.7 |(e.g., software versions, patch levels, etc.) prior to allowing devices to connect to 5
organizational technology assets.
Mechanisms exist to implement a threat intelligence program that includes a cross-
. . Threat Intelligence Feeds ization i ion- i ili i
Functional intersects 8 THR-01 organization |nfor'mat|on. sharing capabll.lty that can 'mfluenc.e the dev<.elop.ment of the 5
Program system and security architectures, selection of security solutions, monitoring, threat
hunting, response and recovery activities.
Mechanisms exist to maintain situational awareness of vulnerabilities and evolving
Threat Intelligence Feeds i i i
Functional intersects g THR-03 thr.e.ats by Iev_eraglng the k.nowledge of att_acker tactics, techn.lques and procedures to 5
Feeds facilitate the implementation of preventative and compensating controls.
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