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Set Theory Relationship Mapping (STRM) is well-suited for mapping between sets of elements that exist in two distinct concepts that are mostly the same as each other (e.g.,
cybersecurity & data privacy requirements). STRM also allows the strength of the mapping to be captured.

STRM relies on a justification for the relationship claim. There are three (3) options for the rationale, which is a high-level context within which the two concepts are related:

1. Syntactic: How similar is the wording that expresses the two concepts? This is a word-for-word analysis of the relationship, not an interpretation of the language.
2. Semantic: How similar are the meanings of the two concepts? This involves some interpretation of each concept’s language.
3. Functional: How similar are the results of executing the two concepts? This involves understanding what will happen if the two concepts are implemented, performed, or

otherwise executed.

Based on NIST IR 8477, STRM supports five (5) five relationship types to describe the logical similarity between two distinct concepts:

1. Subset Of

2. Intersects With
3. Equal

4. Superset Of

5. No Relationship

Relationship Type #1:
SUBSET OF

Focal Document Element is
a subset of SCF control. In
other words, SCF contral
contains everything that
Focal Document Element
does and maore.

SUBSET OF
Relative Relationship
Strength (control versus
control})

STRONG
(10)

MODERATE
(5)

NOMINAL
(1 '
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Relationship Type #2:
INTERSECTS WITH

SCF control has some
overlap with Focal
Document Element, but
each includes content that
the other does not.

INTERSECTS WITH
Relative Relationship
Strength (control versus
control)

A

STRONG
(10)

MODERATE
(5)

NOMINAL
(6]

\J

Relationship Type #3:
EQUAL

SCF control and Focal
Document Element are the
same, although nat
necessarily identical

EQUAL
Relative Relationship Strength
(control versus control)

A

EQUAL
COVERAGE
(10)

Relationship Type #4:
SUPERSET OF

Focal Document Element is a
superset of SCF control. In
other words, Focal Document
Element contains everything
that SCF control does and
more.

SUPERSET OF
Relative Relationship Strength
(control versus control)

A

STRONG
(10)

MODERATE
(5)

NOMINAL
(1)

\J

Secure Controls Framework (SCF)

Relationship Type #5:
NO RELATIONSHIP

SCF contral and Focal
Document Element are
unrelated; their content does
not overlap.

NO RELATIONSHIP
Relative Relationship Strength
{control versus control)

A

NONE
{NOT
APPLICABLE)
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Buy a copy of ISO 27002 for control content:

1.0 Scope Functional no relationshi N/A N/A N/A N/A No requirements to map to.
P https://www.iso.org/standard/75652.html| P / / / / 9 P
. Buy a copy of 1ISO 27002 for control content: . . . .
2.0 Normative references y Py . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html|
Terms, definitions and abbreviated Buy a copy of ISO 27002 for control content: . . . . . Mechani i i hnol inol
3.0 y py . Functional intersects with Standardized Terminology | SEA-02.1 ec a'nlsms exist to standardize technology and process terminology to reduce 5
terms https://www.iso.org/standard/75652.html confusion amongst groups and departments.
Buy a copy of ISO 27002 for control content: i i i i
3.1 Terms and definitions v Py . Functional intersects with Standardized Terminology | SEA-02.1 Mecha.nlsms exist to standardize technology and process terminology to reduce 5
https://www.iso.org/standard/75652.html| confusion amongst groups and departments.
. Buy a copy of ISO 27002 for control content: . . . . . Mechani ist to st ize technol t inol t
3.2 Abbreviated terms y Py . Functional intersects with Standardized Terminology | SEA-02.1 ec a.nlsms exist to standardize technology and process terminology to reduce 5
https://www.iso.org/standard/75652.html confusion amongst groups and departments.
. Buy a copy of ISO 27002 for control content: . . . .
4.0 Structure of this document . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html|
Buy a copy of 1ISO 27002 for control content: . . . .
41 Clauses y Py . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html|
Buy a copy of ISO 27002 for control content:
4.2 Themes and attributes ¥ Py . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html|
Buy a copy of 1ISO 27002 for control content: . . . .
4.3 Control layout y Py . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html|
. Buy a copy of ISO 27002 for control content: . . . .
5.0 Organizational controls y Py . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity & data protection
Functional subset of Protection Governance GOV-01 |governance controls. 10
Program
Publishing Cybersecurity & Mechar.nsms T..XI.St to establish, maintain and disseminate cybersecurity & data
Functional intersects with Data Protection GOV-02 protection policies, standards and procedures. 5
Documentation
Periodic Review & Update Mel'chanlsms(jxw; to erlew tze cyberselcurltyd8f data plrlvac':c/ [:?rogfr.am, |n;|ud|ng
Functional intersects with of Cybersecurity & Data Gov-03 |Policies, stan .ar s a_n .proce. urfa_s, at planned intervals o.r if significant changes occur 5
. to ensure their continuing suitability, adequacy and effectiveness.
Protection Program
» . . . Buy a copy of ISO 27002 for control content: . . i i ili i i i i
5.1 Policies for information security Y Py . Functional subset of Data Privacy Program PRI-01 Mechanisms exist to facilitate the implementation and operation of data privacy 10
https://www.iso.org/standard/75652.html controls.
Mechanisms exist to:
= Ensure that the public has access to information about organizational data privacy
activities and can communicate with its Chief Privacy Officer (CPO) or similar role;
= Ensure that organizational data privacy practices are publicly available through
Dissemination of Data organizational websites or document repositories;
Functional intersects with Privacy Program PRI-01.3 . ytilize publicly facing email addresses and/or phone lines to enable the public to 5
Information provide feedback and/or direct questions to data privacy office(s) regarding data
privacy practices; and
* Inform data subjects when changes are made to the privacy notice and the nature of
such changes.
Assigned Cybersecurity & Mechanisms exist to assign one or more qualified individuals with the mission and
Functional intersects with Data Protection GOV-04 [resources to centrally-manage, coordinate, develop, implement and maintain an 5
Responsibilities enterprise-wide cybersecurity & data protection program.
Defined Roles & i i i i ibiliti .
Functional intersects with Roles HRS-03 Mechanisms exist to define cybersecurity roles & responsibilities for all personnel 5
Responsibilities
. . Mechanisms exist to ensure that individuals accessing a system that stores, transmits
. . . , , Roles With Special ) i o ) i i o )
c.9 Information security roles and Buy a copy of ISO 27002 for control content: Functional intersects with Protection Measures HRS-04.1 |or processes information requiring special protection satisfy organization-defined 5
' responsibilities https://www.iso.org/standard/75652.html personnel screening criteria.
. Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, ted ) q ) e d ] deli
Functional intersects with Supportive, Consulted & | TPM-05.4 Corfsu te &fln orme (RA_SC|) matrix, c?r simiiar olcumentatlo.n, to el |neakteh | 5
Informed (RASCI) Matrix assignment for cybersecurity & data privacy controls between internal stakeholders
and External Service Providers (ESPs)
Third-Party Personnel i i i i i i i
Functional intersects with y . TPM-06 Mecha nlsms' e'x'ls't to cont.rol personnel §ecur|ty requirements including security roles 5
Security and responsibilities for third-party providers.
Functional intersects with Separation of Duties (SoD) | HRS-11 Mecha.nlls.ms exist t? |mplefn.ent a.n: malntlfln.Separatlon of Duties (SoD) to prevent 5
' ' Buy a copy of ISO 27002 for control content: potentla. mappr.oprlate a.ctl'wty wit c?ut collusion. _ —
53 Segregation of duties . Mechanisms exist to avoid incompatible development-specific roles through limiting
https://www.iso.org/standard/75652.html . . , . . . )
Functional intersects with Incompatible Roles HRS-12 |and reviewing developer privileges to change hardware, software and firmware 5
components within a production/operational environment.
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity & data protection
Functional subset of Protection Governance GOV-01 |governance controls. 10
Program
Human Resources Securit i i ili i i i .
Functional subset of y HRS-01 Mechanisms exist to facilitate the implementation of personnel security controls 10
Management
Mechanisms exist to verify that individuals accessing a system processing, storing, or
Functional intersects with Formal Indoctrination HRS-04.2 |transmitting sensitive information are formally indoctrinated for all the relevant types 5
of information to which they have access on the system.
Functional intersects with Terms of Employment HRS-05 Mechar.usms e)flst.to re.quwe .aII employees and contractors to apply cybersecurity & 5
data privacy principles in their daily work.
Functional intersects with Rules of Behavior HRS-05.1 Mecha nlsms.ems.t to dv.eflne acceptable and unacceptable rules of behavior for the use 5
of technologies, including consequences for unacceptable behavior.
. . . Mechanisms exist to define rules of behavior that contain explicit restrictions on the
Functional int s with Social Media & Social HRS-05.2 ) ) T T ; ) ) c
< Manasement resooncibilities Buy a copy of SO 27002 for control content: unctiona intersects wi Networking Restrictions -05.2 |use of so.clal media a.nd netw?rklng sites, posting information on commercial websites
' & P https://www.iso.org/standard/75652.html and shar.mg accpunt |nformat|on. — - - -
— Mechanisms exist to establish usage restrictions and implementation guidance for
. . . Use of Communications o ) . .
Functional intersects with Technology HRS-05.3 |communications technologies based on the potential to cause damage to systems, if 5
used maliciously.
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity & data privacy-
Functional subset of Privacy Portfolio PRM-01 |related resource planning controls that define a viable plan for achieving cybersecurity 10
Management & data privacy objectives.
Cybersecurity & Data Mechanisms exist to address all capital planning and investment requests, including
Functional intersects with Privacy Resource PRM-02 [the resources needed to implement the cybersecurity & data privacy programs and 5
Management document all exceptions to this requirement.
Mechanisms exist to provide role-based cybersecurity & data privacy-related training:
ctional e reats with Role-Based Cybersecurity <Ar.03 = Before authonzmg access to the system or performing assigned duties; ;
& Data Privacy Training * When required by system changes; and
» Annually thereafter.
Buy a copy of ISO 27002 for control content: i i i i i i
5.5 Contact with authorities Y Py . Functional equal Contacts With Authorities | GOV-06 Mechanisms exist to identify and. document appropriate contacts with relevant law 10
https://www.iso.org/standard/75652.html enforcement and regulatory bodies.
Mechanisms exist to establish contact with selected groups and associations within the
cybersecurity & data privacy communities to:
» Facilitate ongoing cybersecurity & data privacy education and training for
s6 Contact with linterest Buy a copy of ISO 27002 for control content: Functional | Contacts With Groups & GOV-07 organ.izat.ional personn.el; _ _ . 10
. ontact with special interest groups https://www.iso.org/standard/75652.html unctiona equa Associations - = Maintain currency with recommended cybersecurity & data privacy practices,
techniques and technologies; and
= Share current cybersecurity and/or data privacy-related information including
threats, vulnerabilities and incidents.
Monitoring For i i i i i i i i
Functional intersects with . g MON-11 Mecha nls.m.s exist th monitor for evidence of unauthorized exfiltration or disclosure of 5
Information Disclosure non-public information.
N . Automated mechanisms exist to identify and alert on Indicators of Compromise (loC).
. . . Monitoring for Indicators
Functional intersects with . MON-11.3 5
of Compromise (10C)
Mechanisms exist to implement a threat intelligence program that includes a cross-
Threat Intelligence Feeds ization i jon- i ili i
Functional subset of g THR-01 |°r82 nization information-sharing capability that can influence the development of the 10
Program system and security architectures, selection of security solutions, monitoring, threat
5.7 Threat intelligence Buy a copy of ISO 27002 for control content: huntine, response and recoverv activities
https://www.iso.org/standard/75652.html . . . Indicators of Exposure Mechanisms exist to develop Indicators of Exposure (I0OE) to understand the potential
Functional intersects with THR-02 o 5
(I0E) attack vectors that attackers could use to attack the organization.
Mechanisms exist to maintain situational awareness of vulnerabilities and evolving
Threat Intelligence Feeds i i i
Functional intersects with g THR-03 thrfe.ats by Ie\{eraglng the Ifnowledge of att.acker tactics, techr.uques and procedures to 5
Feeds facilitate the implementation of preventative and compensating controls.
. Mechanisms exist to utilize external threat intelligence feeds to generate and
. . . Threat Intelligence Feeds ) ) o - ) o o
Functional intersects with Reporting THR-03.1 |disseminate organization-specific security alerts, advisories and/or directives. 5
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity & data privacy-
Functional subset of Privacy Portfolio PRM-01 [related resource planning controls that define a viable plan for achieving cybersecurity 10
Management & data privacy objectives.
Cybersecurity & Data Mechanisms exist to ass'ess cybersecurity & 'data privacy control.s in system project
Functional intersects with Privacy In Project PRM-04 develo.pment. to determine the ext.ent to Whl(.:h the controls aTre implemented cqrrectly, 5
M operating as intended and producing the desired outcome with respect to meeting the
anagement )
reguirements
Cybersecurity & Data M.e.ch;imsms Iexrst;co |de?n.t|fy|/ critical system components and func.tlons by pe;fofr.mlzg a
Functional intersects with Privacy Requirements PRM-05 cr|t|'cz.:\ ity ar'1a ys.ls or critical systems, system components or services at pre-define 5
L decision points in the Secure Development Life Cycle (SDLC).
Definition
. Mechanisms exist to ensure changes to systems within the Secure Development Life
Functional intersects with Secure Development Life PRM-07 |Cycle (SDLC lled th h fi I ch | d 5
uncti i wi -
Cycle (SDLC) Management ycle ( ) are controlled through formal change control procedures.
Mechanisms exist to identify:
= Assumptions affecting risk assessments, risk response and risk monitoring;
58 Information security in project Buy a copy of ISO 27002 for control content: Functional intersects with Risk Framing RSK-01.1 | " Constraint.s af-fecting. risk assessments, risk response and risk monitoring; 5
' management https://www.iso.org/standard/75652.html * The organizational risk tolerance; and
* Priorities, benefits and trade-offs considered by the organization for managing risk.
Functional intersects with Risk Identification RSK-03 Mechanisms exist to identify and document risks, both internal and external. 5
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Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
Functional intersects with Risk Assessment RSK-04 and r.n-agn-ltude of harm,.from unauthorl.zed.access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data.
. . . . . Mechanisms exi remediate risk n le level.
Functional intersects with Risk Remediation RSK-06 echanisms exist to remediate risks to an acceptable leve 5
Mechanisms exist to respond to findings from cybersecurity & data privacy
Functional intersects with Risk Response RSK-06.1 [assessments, incidents and audits to ensure proper remediation has been performed. 5
Mechanisms exist to develop an enterprise architecture, aligned with industry-
Alignment With Enterprise i i i i i i i i
Functional intersects with 8 . p SEA-02 reFognlzed leading practlcgs, with confldgratlon for cy.lbersecurlty & d.a'Fa privacy 5
Architecture principles that addresses risk to organizational operations, assets, individuals, other
organizations
Asset-Service Mechanisms exist to identify and assess the security of technology assets that support
Functional intersects with ) AST-01.1 . -fy . ¥ gy PP 5
Dependencies more than one critical business function.
. . . Stakeholder Identification Mechanisms exist to identify and involve pertinent stakeholders of critical systems,
Functional intersects with AST-01.2 . . . 5
& Involvement applications and services to support the ongoing secure management of those assets.
Mechanisms exist to perform inventories of technology assets that:
= Accurately reflects the current systems, applications and services in use;
= |[dentifies authorized software products, including business justification details;
Functional intersects with Asset Inventories AST-02 | = Is at the level of granularity deemed necessary for tracking and reporting; 5
* Includes organization-defined information deemed necessary to achieve effective
property accountability; and
= |s available for review and audit by designated organizational personnel.
. . . . . Mechanisms exist to create and maintain a map of technology assets where
Functional intersects with Data Action Mapping AST-02.8 » . . 5
sensitive/regulated data is stored, transmitted or processed.
Asset Ownershi Mechanisms exist to ensure asset ownership responsibilities are assigned, tracked and
Functional intersects with . P AST-03 |managed at a team, individual, or responsible organization level to establish a common 5
. . . Assignment i . X
59 Inventory of information and other Buy a copy of ISO 27002 for control content: understanding of requirements for asset protection.
' associated assets https://www.iso.org/standard/75652.html Mechanisms exist to include capturing the name, position and/or role of individuals
Functional intersects with | Accountability Information| AST-03.1 [responsible/accountable for administering assets as part of the technology asset 5
inventory process.
Mechanisms exist to maintain network architecture diagrams that:
. . . Network Diagrams & Data » Contain sufficient detail to assess the security of the network's architecture;
Functional intersects with . AST-04 . . 5
Flow Diagrams (DFDs) = Reflect the current architecture of the network environment; and
* Document all sensitive/regulated data flows.
Functional subset of Data Protection DCH-01 [Mechanisms exist to facilitate the implementation of data protection controls. 10
Mechanisms exist to ensure data and assets are categorized in accordance with
Functional intersects with Data & Asset Classification| DCH-02 . g 5
applicable statutory, regulatory and contractual requirements.
Mechanisms exist to establish, maintain and update an inventory that contains a listing
Functional intersects with Inventory of Personal Data| PRI-05.5 |of all programs and systems identified as collecting, using, maintaining, or sharing 5
Personal Data (PD).
Cybersecurity & Data Mechanisms exist to identify critical system components and functions by performing a
Functional intersects with Privacy Requirements PRM-05 |(criticality analysis for critical systems, system components or services at pre-defined 5
Definition decision points in the Secure Development Life Cycle (SDLC).
Functional intersects with Data Protection DCH-01 Mechanisms exist to facilitate the implementation of data protection controls. 5
Mechanisms exist to mark media in accordance with data protection requirements so
Functional intersects with Media Marking DCH-04 |that personnel are alerted to distribution limitations, handling caveats and applicable 5
security requirements.
Functional intersects with Custodians DCH-07.1 I\/'Ie'cha nlsms exist to identify custodians throughout the transport of digital or non- 5
digital media.
Acceptable use of information and Buy a copy of ISO 27002 for control content: Functional intersects with Rules of Behavior HRS-05.1 Mechamsms.ems.t to d(.efme acceptable and unacceptable rules Of behavior for the use 5
5.10 . ) ) of technologies, including consequences for unacceptable behavior.
other associated assets https://www.iso.org/standard/75652.html - - . - - — —
Social Media & Social Mechanisms exist to define rules of behavior that contain explicit restrictions on the
Functional intersects with . L HRS-05.2 |use of social media and networking sites, posting information on commercial websites 5
Networking Restrictions . ) I
and sharing account information.
— Mechanisms exist to establish usage restrictions and implementation guidance for
, , , Use of Communications T ) ) )
Functional intersects with Technology HRS-05.3 |communications technologies based on the potential to cause damage to systems, if 5
used maliciously.
Functional intersects with Access Agreements HRS-06 Mechanisms e)'<|st to regwre internal and third-party users to sign appropriate access 5
agreements prior to being granted access.
11 et of assats Buy a copy of ISO 27002 for control content: unctions] - et of Assets AST10 Mech:.:\nlslms (wat to <?ns:r¢=j that emr.)loyees and thllrd-[:?artyfusers Ireturn all ”
. u . uncti u u -
https://www.iso.org/standard/75652.html q organizational assets in their possession upon termination of employment, contract or
agreement.
Mechanisms exist to determine cybersecurity & data privacy control applicability by
Functional intersects with Asset Scope Classification | AST-04.1 identifying, assigning and documenting the appropriate asset scope categorization for 5
all systems, applications, services and personnel (internal and third-parties).
Functional subset of Data Protection DCH-01 Mechanisms exist to facilitate the implementation of data protection controls. 10
e . . Buy a copy of ISO 27002 for control content:
>-12 Classification of information https://www.iso.org/standard/75652.html Mechani istt data and t t ized i d ith
: .iso. . . . , I nism nsur n r r n rdan
P 8 Functional intersects with Data & Asset Classification| DCH-02 ec. anisms existto ensure data and assets are ca ego zed In accordance wi 5
applicable statutory, regulatory and contractual requirements.
Mechanisms exist to facilitate data governance to oversee the organization's policies,
Functional intersects with Data Governance GOV-10 starmdar.ds ar.1d procedures sc? that se.n5|t|ve/regulated data is effectively managed and 5
maintained in accordance with applicable statutory, regulatory and contractual
obligations
5.13 Labelling of information Buy a copy of 150 27002 for control content: Functional equal Media Markin DCH-04 MheCha”'5m5 elxISt tOI marclj( me;Ia I':)ac'corﬁan'ce 'WIth :atad?mtecuon requc;remtle'ntsto 10
. g https://www.iso.org/standard/75652.html q g that 9ersonn§ are alerted to distribution limitations, handling caveats and applicable
security requirements.
Transmission i i i i iali i
Functional intersects with . sio CRY-03 Cryptographlc mechanisms exist to protect the confidentiality of data being 5
Confidentiality transmitted.
. . . . . Mechanisms exist to protect and control digital and non-digital media during transport
Functional intersects with Media Transportation DCH-07 ) P ) ] g ) g g P 5
outside of controlled areas using appropriate security measures.
. . . . Mechanisms exi identi ians through he transport of digital or non-
Functional intersects with Custodians DCH-07.1 'e'c anis .s exist to identify custodians throughout the transport of digital or no 5
digital media.
Functional intersects with Information Sharing DCH-14 Me(.:hanlsms exist to ut|||.ze a proce.ss to assist users in making information sharing 5
decisions to ensure data is appropriately protected.
. . . Mechanisms exi r -hoc exchan flar igital files with internal or
Functional intersects with Ad-Hoc Transfers DCH-17 echanisms .e Ist to secure ad-hoc exchanges of large digital files wi ernato 5
external parties.
Functional intersects with Terms of Employment HRS-05 Mechar'nsms ex.lst.to re.qwre .aII employees and contractors to apply cybersecurity & 5
data privacy principles in their daily work.
. . . . Mechanisms exist to define acceptable and unacceptable rules of behavior for the use
Functional intersects with Rules of Behavior HRS-05.1 T ) P P . 5
of technologies, including consequences for unacceptable behavior.
. . . Mechanisms exi require internal and third-par r ign ropri
Functional intersects with Access Agreements HRS-06 echanisms e>'<|st to egw e internal and third-party users to sign appropriate access 5
agreements prior to being granted access.
Mechanisms exist to require Non-Disclosure Agreements (NDAs) or similar
5.14 Information transfer Buy a copy of IS0 27002 for control content: Functional intersects with  [Confidentiality Agreements| HRS-06.1 [confidentiality agreements that reflect the needs to protect data and operational 5
' https://www.iso.org/standard/75652.html details, or both emplovees and third-parties.
. Network Security Controls Mechanisms exist to develop, govern & update procedures to facilitate the
Functional subset of y NET-01 | . P8 ) P P 10
(NSC) implementation of Network Security Controls (NSC).
Mechanisms exist to design, implement and review firewall and router configurations
. . . Data Flow Enforcement — . . .
Functional intersects with . NET-04 [to restrict connections between untrusted networks and internal systems. 5
Access Control Lists (ACLs)
orctions] R Deny Traffic by Default & NET-0a1 Mifcha:sén?c exllst t(:j ctilnflgure flre:/all ?:dtl)'outer cqnﬂguratn;ns to Tleny ne'fw;)rk .
Allow Traffic by Exception .1 |traffic : y default and allow network traffic by exception (e.g., deny all, permit by
exception).
Functional intersects with Electronic Messaging NET-13 MecharTlsms exist to. pr(?tect the confidentiality, integrity and availability of electronic 5
messaging communications.
Mechanisms exist to force Internet-bound network traffic through a proxy device (e.g.,
Functional intersects with DNS & Content Filtering NET-18 Policy Enf(?rcement Point (PEP)) for URL conte'n’F filtering and DNS filtering to limit a 5
user's ability to connect to dangerous or prohibited Internet sites.
. . ' Physical & Environmental Mechanisms exist to facilitate the operation of physical and environmental protection
Functional intersects with . PES-01 |controls. 5
Protections
Identity & Access i i ili i i i ificati
Functional subset of Y IAC-01 Mechanisms exist to facilitate the implementation of identification and access 10
Management (IAM) management controls.
Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Functional intersects with Authentication for IAC-02 |(AAA) organizational users and processes acting on behalf of organizational users. 5
Organizational Users
Mechanisms exist to enforce a Role-Based Access Control (RBAC) policy over users and
. . . Role-Based Access Control ) ; )
Functional intersects with (RBAC) IAC-08 |resources that applies need-to-know and fine-grained access control for 5
sensitive/regulated data access.
Functional intersects with Account Management IAC-15 Mecha nlsms' exist to .pro'actlvely govern account management of individual, group, 5
system, service, application, guest and temporary accounts.
Functional intersects with Privileged Account IAC-16 Mechanisms exist to restrict and control privileged access rights for users and services. 5
Management (PAM)
. . ' Periodic Review of Account Mec.hamsms exist to pt.erlodlcally-rewew the prlv!lgges assigned to'lndlwduals and
Functional intersects with Privileges IAC-17 [service accounts to validate the need for such privileges and reassign or remove 5
unnecessary privileges, as necessary.
Mechanisms exist to utilize the concept of least privilege, allowing only authorized
Functional intersects with Least Privilege IAC-21 [access to processes necessary to accomplish assighed tasks in accordance with 5
615 Access control Buy a copy of ISO 27002 for control content: organizational business functions.
https://www.iso.org/standard/75652.html . . Mechanisms exist to facilitate the operation of physical and environmental protection
. Physical & Environmental
Functional subset of ) PES-01 |controls. 10
Protections
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Physical Access Physical access control mechanisms exist to maintain a current list of personnel with
Functional intersects with Authorizations PES-02 |authorized access to organizational facilities (except for those areas within the facility 5
officially designated as publicly accessible).
Functional intersects with | Role-Based Physical Access| PES-02.1 Physical ac.c.ess control mech?nlstn?s exist to authorize physical access to facilities based 5
on the position or role of the individual.
Physical access control mechanisms exist to enforce physical access authorizations for
Functional intersects with Physical Access Control PES-03 all physical access points (including designated entry/exit points) to facilities (excluding 5
those areas within the facility officially designated as publicly accessible).
Mechanisms exist to identify systems, equipment and respective operating
Physical Security of Offices, i ire limi i i i
Functional intersects with Y y T e PES-04 environments that requwe.llmlted physical accc.ess so that approprl'a.tfe physical access 5
Rooms & Facilities controls are designed and implemented for offices, rooms and facilities.
Functional intersects with Working in Secure Areas | PES-04.1 Physical security mechanisms exist to allow only authorized personnel access to secure 5
areas.
Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Functional intersects with Authentication for Non- IAC-03 |(AAA) third-party users and processes that provide services to the organization. 5
Organizational Users
Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
Functional intersects with - . IAC-04 [(AAA) devices before establishing a connection using bidirectional authentication that 5
Authentication for Devices ) ) )
is cryptographically- based and replay resistant.
Identification & Mechanisms exist to identify and authenticate third-party systems and services.
Functional intersects with Authentication for Third IAC-05 5
Party Systems & Services
. . . User Provisioning & De- Mechanisms exi ili formal r registration an -registration pr h
Functional intersects with Tovon g IAC-07 echa |sh s ex!st to uti |z;e afo a' :se egistration and de-registration process that 5
5.16 Identity management Buy a copy of ISO 27002 for control content: Identifi;orvlsllz:):;niment EI:T/ICNer:nS't ; aSS!g::‘ent ” access’ . :S. dards f d syst
' y & https://www.iso.org/standard/75652.html Functional intersects with & IAC-09 echanisms existto govern naming standards for usernames and systems. 5
(User Names)
. . . User Identity (ID Mechanisms exi nsure proper user identification management for non-consumer
Functional intersects with y (ID) IAC-09.1 echanisms e>.<|s't to ensure proper user identification management for non-consume 5
Management users and administrators.
Cross-Organization i i i i ifi i izati
Functional intersects with g IAC-09.4 Mechanlsm.s ex.lst to coordinate use.rnan're' identifiers with external organizations for 5
Management cross-organization management of identifiers.
. . . Mechanisms exist to proactively govern account management of individual, group,
Functional intersects with Account Management IAC-15 ] .p ) ve g group 5
system, service, application, guest and temporary accounts.
Functional intersects with Disable Inactive Accounts | 1AC-15.3 A'utomat'ed mechanisms exist to disable inactive accounts after an organization-defined 5
time period.
Restrictions on Shared i i i i
Functional intersects with IAC-15.5 Mech:.mlslms eX|s.t to auth?rllze the use of shared/group accounts only under certain 5
Groups / Accounts organization-defined conditions.
. . . Authenticator Mechanisms exi rely man henti rs for users an ices.
Functional intersects with IAC-10 echanisms exist to securely manage authenticators for users and devices 5
Management
Password-Based i i i i i i
Functional intersects with -Ba IAC-10.1 Mecham?ms. exist to enforce complexity, Ie'ngth and lifespan considerations to ensure 5
Authentication strong criteria for password-based authentication.
. . . Mechanisms exist to protect and store passwords via a password manager tool.
Functional intersects with Password Managers IAC-10.11 P P P g 5
5.17 Authentication information Buy a copy of ISO 27002 for control content: Protection of Mechani ist t tect authenticat te with th itivity of th
' https://www.iso.org/standard/75652.html Functional intersects with . IAC-10.5 | ec anl'sms Exis _O protect authentica 'ors comme.nsura ewl € sensitivity ot the 5
Authenticators information to which use of the authenticator permits access.
Functional intersects with Default Authenticators IAC-10.8 Mecha nisms exist t? ensurt? default authenticators are changed as part of account 5
creation or system installation.
s Mechanisms exist to compel users to follow accepted practices in the use of
) , , User Responsibilities for o ) ) . .
Functional intersects with IAC-18 [|authentication mechanisms (e.g., passwords, passphrases, physical or logical security 5
Account Management o
tokens, smart cards, certificates, etc.).
. . . . . Mechanisms exi implement and maintain ration of Duti D reven
Functional intersects with Separation of Duties (SoD) | HRS-11 ec a. IS_ s exist t(_) 'mp e' .e t a. d maintai 'Sepa ation of Duties (SoD) to prevent 5
potential inappropriate activity without collusion.
Identity & Access i i ili i i i ificati
Functional subset of y IAC-01 Mechanisms exist to facilitate the implementation of identification and access 10
Management (IAM) management controls.
. . . User Provisioning & De- Mechanisms exist to utili formal r registration an -registration pr that
Functional intersects with sionir g IAC-07 echanisms e !s o utilize a fo a. user registration and de-registration process tha 5
Provisioning governs the assignment of access rights.
Functional intersects with Change of Roles & Duties | 1AC-07.1 Mef:har.nsms exist to revoke user acce'ss rights following changes in personnel roles and 5
duties, if no longer necessary or permitted.
. . . Termination of Mechanisms exist to revoke user access rights in a timely manner, upon termination of
Functional intersects with IAC-07.2 g y P 5
Employment employment or contract.
. . . Authenticator Mechanisms exi rely man henti rs for rsan ices.
Functional intersects with IAC-10 echanisms exist to securely manage authenticators for users and devices 5
Management
Functional intersects with password Managers IAC-10.11 Mechanisms exist to protect and store passwords via a password manager tool. 5
. . . Mechanisms exi r ivel rn nt management of individual, gr
Functional intersects with Account Management IAC-15 echanis s' existto .p o.actlve y govern account management of individual, group, 5
system, service, application, guest and temporary accounts.
Automated System Automated mechanisms exist to support the management of system accounts (e.g.,
Functional intersects with Account Management IAC-15.1 |directory services). 5
(Directory Services)
Removal of Temporar i i i
Functional intersects with p y/ IAC-15.2 Automated mechanlsms? EXI'St to dl.sa ble .or remc.)ve temporary and emergency 5
Emergency Accounts accounts after an organization-defined time period for each type of account.
. . . Privileged Account Mechanisms exist to restrict and control privileged access rights for users and services.
Functional intersects with & IAC-16 P & & 5
Management (PAM)
. Mechanisms exist to inventory all privileged accounts and validate that each person
) , , Privileged Account ) o . ) ) o
Functional intersects with Inventories IAC-16.1 |with elevated privileges is authorized by the appropriate level of organizational 5
management.
orctions] . it Periodic Review of Account At Mec.hanlsms exist to p(.erlodlcally-rewew the prlv!Ie.ges assigned to.lnd|V|duaIs and :
18 Access rights Buy a copy of ISO 27002 for control content: unctiona intersects wi Privileges - service account-s .to validate the need for such privileges and reassign or remove
' & https://www.iso.org/standard/75652.html l':;lwne;es§arv pr'_v'tliges' as n(:iissal:v. e of T . m -
Functional intersects with Credential Sharing IAC-19 ec anilsm.s exist to prevent the sharing of generic IDs, passwords or other generic 5
authentication methods.
. . . Mechanisms exist to enforce Logical A Control (LAC) permissions that conform t
Functional intersects with Access Enforcement IAC-20 ec ? s sexisttoe .o.ce ogical Access Control (LAC) pe 310 at conto ° 5
the principle of "least privilege."
Access To Sensitive i i imi iti indivi
Functional intersects with / IAC-20.1 Mechar.nsms ex!st to limit access to sensitive/regulated data to only those individuals 5
Regulated Data whose job requires such access.
Mechanisms exist to restrict access to databases containing sensitive/regulated data to
Functional intersects with Database Access IAC-20.2 |only necessary services or those individuals whose job requires such access. 5
. . . Use of Privileged Utilit Mechanisms exist to restrict and tightly control utility programs that are capable of
Functional intersects with & y IAC-20.3 o o gnhtly Y prog P 5
Programs overriding system and application controls.
Mechanisms exist to utilize the concept of least privilege, allowing only authorized
Functional intersects with Least Privilege IAC-21 |access to processes necessary to accomplish assigned tasks in accordance with 5
organizational business functions.
Functional intersects with Privileged Accounts IAC-21.3 Mtha nisms exist to restrict .the assignment of privileged accounts to organization- 5
defined personnel or roles without management approval.
. Physical & Environmental Mechanisms exist to facilitate the operation of physical and environmental protection
Functional subset of . PES-01 |controls. 10
Protections
Physical Access Physical access control mechanisms exist to maintain a current list of personnel with
Functional intersects with Authorizations PES-02 |authorized access to organizational facilities (except for those areas within the facility 5
officially designated as publicly accessible).
. . . . Physical ntrol mechanisms exi hori hysical faciliti
Functional intersects with | Role-Based Physical Access| PES-02.1 ysica ac.c.ess control mec a. |s' .s exist to authorize physical access to facilities based 5
on the position or role of the individual.
Physical access control mechanisms exist to enforce physical access authorizations for
Functional intersects with Physical Access Control PES-03 all physical acclzes-s points (.|r.1clud|r1g. de5|gn:.j\ted entry/exit !:)omts) to 1.°aC|I|t|es (excluding 5
those areas within the facility officially designated as publicly accessible).
Functional subset of Third-Party Management | TPM-01 Mechanisms exist to facilitate the implementation of third-party management controls. 10
Mechanisms exist to maintain a current, accurate and complete list of External Service
Functional intersects with Third-Party Inventories | TPM-01.1 Providers (ESPs) that can potentla.lly !mpact the Conﬂde'ntla.llty, Integnty, Availability 5
and/or Safety (CIAS) of the organization's systems, applications, services and data.
Mechanisms exist to identify, prioritize and assess suppliers and partners of critical
Third-Party Criticalit i i in ri
Functional intersects with y Y TPM-02 syste_ms, comp_)o.nents and se:rwces u5|r.1g a supply. chain r|sI.< assessment Process 5
Assessments relative to their importance in supporting the delivery of high-value services.
Functional intersects with Supply Chain Protection TPM-03 Mechanlsn'ws exist to evaluate security risks associated with the services and product 5
supply chain.
Functional intersects with Limit Potential Harm TPM-03.2 Mechanl.sms eX|sjc to u.tlllze security safeguard.s to. limit harm fron'.\ potential 5
adversaries who identify and target the organization's supply chain.
Processes To Address Mechanisms exist to address identified weaknesses or deficiencies in the security of the
Functional intersects with Weaknesses or TPM-03.3 [supply chain 5
Deficiencies
. . . . . Mechanisms exi miti he risk i ith third-par h
' . . Functional intersects with Third-Party Services TPM-04 echanisms exist to mitigate the risks associated with third-party access to the 5
c.19 Information security in supplier Buy a copy of ISO 27002 for control content: organization’s systems and data.
’ relationships https://www.iso.org/standard/75652.html Third-Party Risk Mechanisms exist to conduct a risk assessment prior to the acquisition or outsourcing
Functional intersects with TPM-04.1 |of technology-related services. 5
Assessments & Approvals
. . . . Mechanisms exist to ensure that the interests of external service providers are
Functional intersects with Conflict of Interests TPM-04.3 ) ] o ) P 5
consistent with and reflect organizational interests.
. . ' Third-Party Contract Mechanlsms eX|.st to |.'eqU|re 'contractua.l reqwremen.ts f(?r cybersecurity & datz.a privacy
Functional intersects with Requirements TPM-05 |requirements with third-parties, reflecting the organization’s needs to protect its 5
systems, processes and data.
. . . Third-Party Personnel Mechanisms exi ntrol personnel rity requirements includin rity rol
Functional intersects with y . TPM-06 echanis s e'x'ls't to co t. ol personne 'secu ity requirements including security roles 5
Security and responsibilities for third-party providers.
. . Mechanisms exist to monitor, regularly review and audit External Service Providers
. . . Review of Third-Party ) ] > ) )
Functional intersects with Services TPM-08 |(ESPs) for compliance with established contractual requirements for cybersecurity & 5
data privacy controls.
. . _ Third-Party Deficiency !\/Iech-a.nlsms ?XISF to address weakness.es o.r deficiencies in supply chain elements
Functional intersects with Remediation TPM-09 |identified during independent or organizational assessments of such elements. 5
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Third-Party Incident Mechanisms exist to ensure response/recovery planning and testing are conducted
Functional intersects with Response & Recovery TPM-11 |with critical suppliers/providers. 5
Capabilities
Mechanisms exist to provide cybersecurity & data privacy incident information to the
Functional intersects with Supply Chain Coordination | IRO-10.4 provider of the product or service and other orgar?lz?tlons involved in the supply chain 5
for systems or system components related to the incident.
Functional subset of Third-Party Management | TPM-01 Mechanisms exist to facilitate the implementation of third-party management controls. 10
Functional intersects with Limit Potential Harm TPM-03.2 Mechanl.sms th|sjc to u.tlllze security sEfeguard.s to. Im'lnt harnl'1 frgrr? potential 5
520 Addressing information security within Buy a copy of ISO 27002 for control content: i:ve;sar'es W (_) |tdtent|fv a_nd tariet tt € Iorgan.lzatlonts sfupp VbC ain. v & data or
. . . . nism r re contr r remen r r r r
supplier agreements https://www.iso.org/standard/75652.html ) ) . Third-Party Contract ec' anisms eX|.s ° .eqw € FO ac ua' equireme .s ? cybersecurity & da ? privacy
Functional intersects with Requirements TPM-05 |requirements with third-parties, reflecting the organization’s needs to protect its 5
systems, processes and data.
. . Mechanisms exist to monitor, regularly review and audit External Service Providers
. . . Review of Third-Party ) ] > . )
Functional intersects with Services TPM-08 |(ESPs) for compliance with established contractual requirements for cybersecurity & 5
data privacy controls.
' ' ' Managing Changes To M'e'cha.nlsms eX|§t to c'ontrol cha nges to services by suppliers, takln'g into account th?
Functional intersects with . ) TPM-10 |criticality of business information, systems and processes that are in scope by the third- 5
Third-Party Services
party.
Functional intersects with Provenance AST-03.2 Mechanisms exist to track the origin, de'velopment, ownership, location and changes to 5
systems, system components and associated data.
. Information Assurance (IA Mechanisms exist to facilitate the implementation of cybersecurity & data privac
Functional subset of . (14) IAO-01 o P ¥ ¥ P ¥ 10
Operations assessment and authorization controls.
Mechanisms exist to formally assess the cybersecurity & data privacy controls in
systems, applications and services through Information Assurance Program (IAP)
Functional intersects with Assessments IAO-02 |activities to determine the extent to which the controls are implemented correctly, 5
operating as intended and producing the desired outcome with respect to meeting
expnected requirements
Mechanisms exist to conduct specialized assessments for:
= Statutory, regulatory and contractual compliance obligations;
» Monitoring capabilities;
= Mobile devices;
» Databases;
Functional intersects with Specialized Assessments | IA0-02.2 |, Application security; 5
* Embedded technologies (e.g., 10T, OT, etc.);
* Vulnerability management;
= Malicious code;
591 Managing information security in the Buy a copy of ISO 27002 for control content: * Insider threats and
) ICT supply chain https://www.iso.org/standard/75652.html S Al —
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Supply Chain Risk i i isiti i i
Functional intersects with pply RSK-09 associated with the development, acquisition, maintenance and disposal of systems, 5
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring performance against those plans
Functional intersects with Supply Chain Protection TPM-03 Mecha nlsms exist to evaluate security risks associated with the services and product 5
supply chain.
- . Mechanisms exist to utilize tailored acquisition strategies, contract tools and
Functional intersects with Acquisition Strategies, TPM-03.1 hods for th h f uni 5
Tools & Methods . proc.urement methods for the purchase of unique systems, system components or
services.
Third-Party Processing, Mechanisms exist to restrict the location of information processing/storage based on
Functional intersects with Storage and Service TPM-04.4 |business requirements. 5
Locations
' ' . Third-Party Contract Mechanlsms eX|§t to |"eqU|re .contractua'l reqwremen'ts f(?r cybersecurity & date'x privacy
Functional intersects with Requirements TPM-05 |requirements with third-parties, reflecting the organization’s needs to protect its 5
systems, processes and data.
Mechanisms exist to compel External Service Providers (ESPs) to provide notification of
. . . Security Compromise i ises i i i
Functional intersects with ct V p TPM-05.1 actual or potential compromlseslln t.he supply chain ichat can potentlaIIY aff-ect or. have 5
Notification Agreements adversely affected systems, applications and/or services that the organization utilizes.
. . . . . Mechanisms exi | rity risk i ith the servi nd pr
Functional intersects with Supply Chain Protection TPM-03 echanis .s exist to evaluate security risks associated with the services and product 5
supply chain.
- . Mechanisms exist to utilize tailored acquisition strategies, contract tools and
Functional intersects with Acquisition Strategies, TPM-03.1 hods for th h f uni 5
Tools & Methods . proc.urement methods for the purchase of unique systems, system components or
services.
Processes To Address Mechanisms exist to address identified weaknesses or deficiencies in the security of the
592 Monitoring, review and change Buy a copy of ISO 27002 for control content: Functional intersects with Weaknesses or TPM-03.3 |supply chain 5
' management of supplier services https://www.iso.org/standard/75652.html Deficiencies
. . Mechanisms exist to monitor, regularly review and audit External Service Providers
. . . Review of Third-Party ) ] > ) )
Functional intersects with Services TPM-08 |(ESPs) for compliance with established contractual requirements for cybersecurity & 5
data privacy controls.
. . _ Managing Changes To M-e-cha.nlsms eX|.st to c-ontrol cha nges to services by suppliers, takln.g into account th?
Functional intersects with . . TPM-10 |criticality of business information, systems and processes that are in scope by the third- 5
Third-Party Services
party.
Mechanisms exist to facilitate the implementation of cloud management controls to
Functional subset of Cloud Services CLD-01 [ensure cloud instances are secure and in-line with industry practices. 10
Mechanisms exist to ensure the cloud security architecture supports the organization's
Functional intersects with  [Cloud Security Architecture| CLD-02 [technology strategy to securely design, configure and maintain cloud employments. 5
. . . Application & Program Mechani i fi i ili
Functional intersects with pp g . CLD-04 'ec anls'ms 'GXISt to ensure support for secure interoperability between components 5
Interface (API) Security with Application & Program Interfaces (APIs).
Multi-Tenant Mechanisms exist to ensure multi-tenant owned or managed assets (physical and
Functional intersects with Environments CLD-06 |virtual) are designed and governed such that provider and customer (tenant) user 5
access is appropriately segmented from other tenant users.
- Mechanisms exist to formally document a Customer Responsibility Matrix (CRM),
. . . Customer Responsibility ) ) ) T . .
Functional intersects with Matrix (CRM) CLD-06.1 [delineating assigned responsibilities for controls between the Cloud Service Provider 5
(CSP) and its customers.
. . Mechanisms exist to control the location of cloud processing/storage based on
Geolocation Requirements ) - . o
Functional intersects with |for Processing, Storage and| CLD-09 business requirements that includes statutory, regulatory and contractual obligations. 5
Service Locations
593 Information security for use of cloud Buy a copy of ISO 27002 for control content: Mechanisms exist to formally assess the cybersecurity & data privacy controls in
' services https://www.iso.org/standard/75652.htm| systems, applications and services through Information Assurance Program (IAP)
Functional intersects with Assessments IAO-02 |activities to determine the extent to which the controls are implemented correctly, 5
operating as intended and producing the desired outcome with respect to meeting
exnected requirements.
Mechanisms exist to conduct specialized assessments for:
= Statutory, regulatory and contractual compliance obligations;
= Monitoring capabilities;
* Mobile devices;
= Databases;
Functional intersects with Specialized Assessments | 1A0-02.2 |, Application security; 5
* Embedded technologies (e.g., 10T, OT, etc.);
* Vulnerability management;
» Malicious code;
* Insider threats and
D L Ll -l i
. Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
Responsible, Accountable, ted ‘ q ) ilar d ] deli
Functional intersects with Supportive, Consulted & | TPM-05.4 Cor)su te &fln orme (RA_SC|) matrix, 9r simiiar olcumentatlorl, to ellneakteh | 5
Informed (RASCI) Matrix assignment for cybersecurity & data privacy controls between internal stakeholders
and External Service Providers (ESPs)
. Mechanisms exist to implement and govern processes and documentation to facilitate
. Incident Response o . > . .
Functional subset of Operations IRO-01 |an organization-wide response capability for cybersecurity & data privacy-related 10
incidents.
Mechanisms exist to cover the preparation, automated detection or intake of incident
Information security incident Functional intersects with Incident Handling IRO-02 [reporting, analysis, containment, eradication and recovery. 5
. Buy a copy of ISO 27002 for control content:
5.24 management planning and . - - — - - -
oreparation https://www.iso.org/standard/75652.html Incident Response Plan Mechanisms exist to maintain and make available a current and viable Incident
Functional intersects with (IRP) IRO-04 |Response Plan (IRP) to all stakeholders. 5
. ' ' Root Cause Analysis (RCA) Mechanlsrr?s exist to |nc'orpor.atef lessons learned frorr'1 an'alyzmg a.nd resolving
Functional intersects with IRO-13 |cybersecurity & data privacy incidents to reduce the likelihood or impact of future 5
& Lessons Learned .
incidents.
Functional intersects with Incident Handling IRO-02 Mecha.nlsms eX|sjc to cove.r the prepara.\tlor.'n, automated detection or intake of incident 5
reporting, analysis, containment, eradication and recovery.
Mechanisms exist to address data breaches, or other incidents involving the
Functional intersects with Data Breach IRO-04.1 |unauthorized disclosure of sensitive or regulated data, according to applicable laws, 5
Assessment and decision on Buy a copy of ISO 27002 for control content: - regulatic.)ns and.contractual. obliga)tions. - -
5.25 . . . . Integrated Security Mechanisms exist to establish an integrated team of cybersecurity, IT and business
information security events https://www.iso.org/standard/75652.html . . . . . , . ) )
Functional intersects with Incident Response Team IRO-07 [function representatives that are capable of addressing cybersecurity & data privacy 5
(ISIRT) incident response operations.
. . Mechanisms exist to document, monitor and report the status of cybersecurity & data
, , , Situational Awareness For ) o i )
Functional intersects with Incidents IRO-09 |privacy incidents to internal stakeholders all the way through the resolution of the 5
incident.
. . . . . Mechanisms exi r the preparation, m ion or intake of inciden
Functional intersects with Incident Handling IRO-02 ec a' isms eX|sjc to cove' the prepa ?tlo. automated detection or intake of incident 5
reporting, analysis, containment, eradication and recovery.
Incident Response Plan i i intai i i i
Functional intersects with p IRO-04 Mechanisms exist to maintain and make available a current and viable Incident 5
(IRP) Response Plan (IRP) to all stakeholders.
5.26 Response to information security Buy a copy of ISO 27002 for control content: Integrated Security Mechanisms exist to establish an integrated team of cybersecurity, IT and business
' incidents https://www.iso.org/standard/75652.html Functional intersects with Incident Response Team IRO-07 [function representatives that are capable of addressing cybersecurity & data privacy 5
(ISIRT) incident response operations.
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Chain of Custody &

Mechanisms exist to perform digital forensics and maintain the integrity of the chain of

(optional)

Functional intersects with Forensics IRO-08 |custody, in accordance with applicable laws, regulations and industry-recognized 5
secure practices.
c.97 Learning from information security Buy a copy of ISO 27002 for control content: Functional cqual Root Cause Analysis (RCA) IRO-13 M(te)chanlsrr?s eglzt to |nc'orpor.at<f.dlessons Ieadrned :OTkaFEWZ;ng a.nd resol\g:g 10
' incidents https://www.iso.org/standard/75652.html 9 & Lessons Learned Fy .eretcurlty ata privacy incidents to reduce the likelinood or impact of future
incidents.
. Collection of evidence Buy a copy of ISO 27002 for control content: unctions] - Chain of Custody & Ro.08 Mechjnls.ms EXIS; to perf.oLm dlgf.ltalbflorlensms andI m.alntalndthedlntegrlty of the Zhaln of "
. https://www.iso.org/standard/75652.html q Forensics custody, in a.ccor ance with applicable laws, regulations and industry-recognize
secure practices.
Business Continuity hMtlechanlsms ex.lls.t to facilitate the |r’r?plementat|on f)f c.ontl;mgency r.)lann|r|1g controls to
Functional subset of Management System BCD-01 e p ensure re.5| |§nt assgts and services (e.g., Continuity of Operations Plan (COOP) or 10
(BCMS) Business Continuity & Disaster Recovery (BC/DR) playbooks).
Coordinate with Related i i i i ith i
Functional intersects with BCD-01.1 Mechanisms exist to coord.lnate contingency plan development with internal and 5
Plans external elements responsible for related plans.
. . _ Coordinate With External Mechanisms ex!st to co9rd|nate internal contlng.ency plans w.|th the contingency -plfms
Functional intersects with . . BCD-01.2 |of external service providers to ensure that contingency requirements can be satisfied. 5
. Service Providers
. . . . . Buy a copy of ISO 27002 for control content:
5.29 Information security during disruption . - - - - -
https://www.iso.org/standard/75652.html Contingency Plan Testing & Mechanisms exist to conduct tests and/or exercises to evaluate the contingency plan's
Functional intersects with Exercises BCD-04 (effectiveness and the organization’s readiness to execute the plan. 5
. . . . . Mechanisms exi rain personnel in their incident r nse rol n
Functional intersects with | Incident Response Training| [IRO-05 echa .IS, S exist to train personnel in their incident response roles and 5
responsibilities.
Coordination with Related i i i inci i i izati
Functional intersects with IRO-06.1 Mecha n'lsms exist to coordinate incident response testing with organizational elements 5
Plans responsible for related plans.
Coordination With External i i i i i i i
Functional intersects with ' IRO-11.2 Mech?nlslms e).<|st. to establish a direct, .c.ooperatlve relatlonshlp between the 5
Providers organization's incident response capability and external service providers.
Functional intersects with Asset Governance AST-01 Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement 5
and manage asset management controls.
Asset-Service i i i i i
Functional intersects with . AST-01.1 Mechanisms EXISt. t.o |dent!fy and assz.ass the security of technology assets that support 5
Dependencies more than one critical business function.
Business Continuity hMelzchanlsms ex.lﬁt to facilitate ;he mplementauon 'of c.ontlfngency ;?Iann|r|1g controls to
Functional subset of Management System BCD-01 e p ensure re.5| |fant ass.ets and services (e.g., Continuity of Operations Plan (COOP) or 10
(BCMS) Business Continuity & Disaster Recovery (BC/DR) playbooks).
Coordinate with Related i i i i ith i
Functional intersects with . BCD-01.1 Mechanllsrlns exist to coord.lkr:lat:: conrmgzncly plan development with internal and 5
. . o Buy a copy of ISO 27002 for control content: ans externa e emer?ts responsible for re ated p ans. : :
5.30 ICT readiness for business continuity . . . Mechanisms exist to coordinate internal contingency plans with the contingency plans
https://www.iso.org/standard/75652.html ) , , Coordinate With External ) ) ) ) o
Functional intersects with . . BCD-01.2 |of external service providers to ensure that contingency requirements can be satisfied. 5
Service Providers
. . ' Contingency Plan Testing & Mechfamlsms exist to condu<.:t te'sts and/o'r exercises to evaluate the contingency plan's
Functional intersects with Exercises BCD-04 (effectiveness and the organization’s readiness to execute the plan. 5
Mechanisms exist to formally test incident response capabilities through realistic
Functional intersects with Incident Response Testing [ IRO-06 [exercises to determine the operational effectiveness of those capabilities. 5
Business Impact Analysis i i i i i i
Functional intersects with p y RSK-08 Mechanlsn?s exist to conduct a.Bu5|.ness Impact Analysis (BIA) to identify and assess 5
(BIA) cybersecurity and data protection risks.
. . . Mechani i facili ITA M ITAM impl
Functional intersects with Asset Governance AST-01 echanisms exist to facilitate an sset Management ( ) program to implement 5
and manage asset management controls.
Statutory, Regulatory & i i ili i ificati i i
Functional subset of Yy, Reg : y CPL-01 Mechanisms exist to facilitate the identification and implementation of relevant 10
Contractual Compliance statutory, regulatory and contractual controls.
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional intersects with Protection Controls CPL-02 [function that reports to the organization's executive leadership. 5
Oversight
Legal, statutory, regulatory and Buy a copy of ISO 27002 for control content: . . . Export-Controlled i i i i ies i i
531 g Yy g y y py . Functional intersects with p CRY-01.2 M.echa nisms exist to address the exporting 9f cryptographic technologies in compliance 5
contractual requirements https://www.|so.org/standard/75652.htmI Cryptography with relevant statutory and regulatory requirements.
. . Mechanisms exist to include data privacy requirements in contracts and other
Data Privacy Requirements o lated d h blish d ) | q ivilities
Functional intersects with for Contractors & Service | PRI-07.1 acquisition-relate f)cumen.tst at establish data privacy roles and responsibilities for 5
. contractors and service providers.
Providers
. . . Third-Party Contract Mechanlsms eX|§t to |"eqU|re .contractua'l reqwremen'ts f?r cybersecurity & datzf\ privacy
Functional intersects with Requirements TPM-05 |requirements with third-parties, reflecting the organization’s needs to protect its 5
systems, processes and data.
‘1) telloctual oromerty rishts Buy a copy of ISO 27002 for control content: orctions] o Software Licensing ST-02.7 Mechar.nsms exist to protect Intellectual Property (IP) rights with software licensing i
' property rig https://www.iso.org/standard/75652.html g Restrictions -/ [restrictions.
Functional subset of Data Protection DCH-01 Mechanisms exist to facilitate the implementation of data protection controls. 10
Functional intersects with Media & Data Retention DCH-18 Mechanisms exist to retain me.dia .and data in accordance with applicable statutory, 5
regulatory and contractual obligations.
Mechanisms exist to authorize the processing of their Personal Data (PD) prior to its
collection that:
Functional intersects with Choice & Consent PRI-O3 | Uses plain language and provide examples to illustrate the potential data privacy risks 5
of the authorization; and
* Provides a means for users to decline the authorization.
Mechanisms exist to collect Personal Data (PD) only for the purposes identified in the
Restrict Collection To i i i i i i i i
Functional intersects with t PRI-04 data prlYacy notice and includes pro-tectlons against collecting PD from minors without 5
Identified Purpose appropriate parental, or legal guardian, consent.
Mechanisms exist to:
= Retain Personal Data (PD), including metadata, for an organization-defined time
period to fulfill the purpose(s) identified in the notice or as required by law;
Functional intersects with Personal D.ata Retention & PRI-05 | " Dispose of, destroys, erases, and/or anonymizes the PD, regardless of the method of 5
Disposal storage; and
Buy a copy of 1SO 27002 for control content: = Use organization-defined techniques or methods to ensure secure deletion or
5.33 Protection of records . . . . - . .
https://www.iso.org/standard/75652.html destruction of PD (including originals, copies and archived records).
Mechanisms exist to address the use of Personal Data (PD) for internal testing, training
Internal Use of Personal and research that: o o ) )
Functional intersects with Data For Testing, Training | PRI-05.1 | T.al.<es measures to limit or minimize the amount of PD used for internal testing, 5
and Research training and research purposes; and
» Authorizes the use of PD when such information is required for internal testing,
trainino and research
_— Mechanisms exist to restrict the use of Personal Data (PD) to only the authorized
Functional intersects with Usage Restrictions of PRI-05.4 i ith licable | lati dind i i 5
Sensitive Personal Data 4 |purpose(s) consistent with applicable laws, regulations and in data privacy notices.
' . . Information Sharing With 'I\/Iech'a.nlsr'ns exist to dls'close Per'sonal Dat'a (PD) ’Fo th'lrle—partles'o'nly for the purposes
Functional intersects with Third Parties PRI-07 [identified in the data privacy notice and with the implicit or explicit consent of the data 5
subject.
. . Mechanisms exist to include data privacy requirements in contracts and other
Data Privacy Requirements o lated d h blish d ) | d ivilities
Functional intersects with for Contractors & Service | PRI-07.1 acquisition-relate f)cumen.tst at establish data privacy roles and responsibilities for 5
Provi contractors and service providers.
roviders
. Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on systems,
. . . Data Protection Impact o ) -
Functional intersects with RSK-10 [applications and services that store, process and/or transmit Personal Data (PD) to 5
Assessment (DPIA) ) ) ) )
identify and remediate reasonably-expected risks.
Functional subset of Data Privacy Program PRI-O1 Mechanisms exist to facilitate the implementation and operation of data privacy 10
controls.
Mechanisms exist to ensure Personal Data (PD) is protected by security safeguards that
Functional intersects with Security of Personal Data | PRI-01.6 [are sufficient and appropriately scoped to protect the confidentiality and integrity of 5
the PD.
Mechanisms exist to:
= Make data privacy notice(s) available to individuals upon first interacting with an
organization and subsequently as necessary;
= Ensures that data privacy notices are clear and easy-to-understand, expressing
534 Privacy and protection of PlI Buy a copy of I_SO 27002 for control content: information about Personal Data (PD) processing in plain language that meets all legal
https://www.iso.org/standard/75652.html obligations;
Functional intersects with Data Privacy Notice PRI-02 1. pefines the scope of PD processing activities, including the geographic locations and 5
third-party recipients that process the PD within the scope of the data privacy notice;
= Content of the privacy notice is periodically reviewed and updates made as necessary;
and
= Prior versions of the privacy notice are retained in accordance with data retention
requirements.
Functional intersects with Purpose Specification PRI-02.1 Mecha nisms exist to |dent!fy a'nd document tht? p.urpose(s) for WhICh' Personal Data 5
(PD) is collected, used, maintained and shared in its data privacy notices.
Mechanisms exist to implement an internal audit function that is capable of providing
Functional intersects with Internal Audit Function CPL-02.1 semor. orgamzatlon manageme.nt with |r15|ghts into the appropriateness of the 5
organization's technology and information governance processes.
Mechanisms exist to ensure managers regularly review the processes and documented
Cybersecurity & Data ithi i ibili i i
Functional intersects with y : % CPL-03 procedures \{Vlthln t.h.elr area of responsibility to acflhere to approprlate cybersecurity & 5
Protection Assessments data protection policies, standards and other applicable requirements.
Independent review of information Buy a copy of ISO 27002 for control content: - - — -
5.35 ) ) Mechanisms exist to utilize independent assessors to evaluate cybersecurity & data
security https://www.iso.org/standard/75652.html ) , , ) ) ) k
Functional intersects with Independent Assessors | CPL-03.1 [protection controls at planned intervals or when the system, service or project 5
undergoes significant changes.
Functional Review Of Mechanisms exist to regularly review technology assets for adherence to the
Functional intersects with Cybersecurity & Data CPL-03.2 |organization’s cybersecurity & data protection policies and standards. 5
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Mechanisms exist to thoughtfully plan audits by including input from operational risk

(optional)

Functional intersects with Audit Activities CPL-04 |and compliance partners to minimize the impact of audit-related activities on business 5
operations.
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional intersects with Protection Controls CPL-02 [function that reports to the organization's executive leadership. 5
Oversight
Mechanisms exist to ensure managers regularly review the processes and documented
Cybersecurity & Data ithi i ibili i i
Functional intersects with . Yt et y ) CPL-03 procedures \{wthm t.h.elr area of responsibility to a;lhere to approprlate cybersecurity & 5
5 36 Compliance with policies, rules and Buy a copy of I1SO 27002 for control content: rotection Assessments data protection policies, standards and other applicable requirements.
' standards for information security https://www.iso.org/standard/75652.html - - - - -
Functional Review Of Mechanisms exist to regularly review technology assets for adherence to the
Functional intersects with Cybersecurity & Data CPL-03.2 |organization’s cybersecurity & data protection policies and standards. 5
Protection Controls
. . ' Testing, Training & Mechanisms exist to conduct cybersecurity & data privacy testing, training and
Functional intersects with o PRI-08 [monitoring activities 5
Monitoring
Cybersecurity & Data Mechanisms exist to facilitate the implementation of cybersecurity & data protection
Functional subset of Protection Governance GOV-01 |governance controls. 10
Program
Publishing Cybersecurity & Mechar.usms T-XI-St to establish, maintain and disseminate cybersecurity & data
Functional intersects with Data Protection GOV-02 protection policies, standards and procedures. 5
Documentation
Periodic Review & Update Mtla.cf?anlsms;msdt to r;awew tI;e cyberselcurltyd8f data plrlvac'?c/ ?rogfr.am, |n;|ud|ng
Functional intersects with of Cybersecurity & Data Gov-03 |Policies, stan.ar s a_n .proce. ur.e.s, at planned intervals o.r if significant changes occur 5
Protection Program to ensure their continuing suitability, adequacy and effectiveness.
. Buy a copy of ISO 27002 for control content: g
>-37 Documented operating procedures https://www.iso.org/standard/75652.html Mechani ist to facilitate the impl tati f tional it trol
ps: .iso.org . Functional subset of Operations Security 0PS-01 echanisms exist to facilitate the implementation of operational security controls. 10
unctions] - Standardized Operating 0ps.01 1 Met;harrsr;ws exist to |c?ent|fy andk;:lloc:ment Standardlz.ed ijratlngdProcedu.res ((_:.OP), ”
uncti u -01. -to-
q Procedures (SOP) or similar documentation, to enable the proper execution of day-to-day / assigne
tasks.
Mechanisms exist to define supporting business processes and implement appropriate
governance and service management to ensure appropriate planning, delivery and
Service Deliver ization' iliti i i i
Functional intersects with . y 0PS-03 |support of the organization's technology capabilities supporting business functions, 5
(Business Process Support) workforce, and/or customers based on industry-recognized standards to achieve the
specific goals of the process area.
Buy a copy of ISO 27002 for control content:
6.0 People controls y Py . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html|
Functional intersects with Personnel Screening HRS-04 Me;:]ha'nl.sms exist to manage personnel security risk by screening individuals prior to 5
6.1 Screenin Buy a copy of ISO 27002 for control content: E/IUt ﬁrlz.lng acce.zsts:c prT——— - P—— : m
. . . . echanisms exist to ensure that individuals accessing a system that stores, transmits
8 https://www.iso.org/standard/75652.html ) . . Roles With Special ) i o ) >INg 3 5 e )
Functional intersects with . HRS-04.1 |or processes information requiring special protection satisfy organization-defined 5
Protection Measures ) o
personnel screening criteria.
. . . Mechanisms exist to require all empl n ntractors to appl r rity &
Functional intersects with Terms of Employment HRS-05 ec a. sms € ) s . ° egu e.a e. ployees and co ctors to apply cybersecurity 5
data privacy principles in their daily work.
Functional intersects with Rules of Behavior HRS-05.1 Mecha nlsms.eX|s.t to d'eflne acceptable and unacceptable rules of behavior for the use 5
of technologies, including consequences for unacceptable behavior.
Social Media & Social Mechanisms exist to define rules of behavior that contain explicit restrictions on the
- Buy a copy of ISO 27002 for control content: Functional inter ith HRS-05.2 i i ing si ing i i i ;
6.2 Terms and conditions of employment Yy py ' unctiona intersects wit Networking Restrictions S-05.2 |use of social media and networking sites, posting information on commercial websites 5
https://www.iso.org/standard/75652.htm| and sharing account information.
N Mechanisms exist to establish usage restrictions and implementation guidance for
. . . Use of Communications o ) . .
Functional intersects with Technology HRS-05.3 |communications technologies based on the potential to cause damage to systems, if 5
used maliciously.
. . . . . Mechanisms exist to man iness risk iated with permitting mobil Vi
Functional intersects with Use of Mobile Devices HRS-05.5 | ccnanisms € !s _O anage business risks associated with permitting mobile device 5
access to organizational resources.
. Mechanisms exist to facilitate the implementation of security workforce development
Functional subset of Cybersecurity & Data SAT-01 d I 10
Privacy-Minded Workforce and awareness controls.
N . it Cybersecurity & Data <AT00 Mecha.nlsms EXISt.tC.) prowd(.e all employees an.d 'contract?rs appropriate awareness ]
6.3 Information security awareness, Buy a copy of ISO 27002 for control content: unctiona intersects wi Privacy Awareness Training ) education and training that is relevant for their job function.
' education and trainin https://www.iso.org/standard/75652.html
8 psi// 4 / Mechanisms exist to provide role-based cybersecurity & data privacy-related training:
nctional R Role-Based Cybersecurity <Ar.03 = Before authorlzmg access to the system or performing assigned duties; ;
& Data Privacy Training * When required by system changes; and
= Annually thereafter.
. . . . Mechanisms exi nction personnel failin mply with lish ri
) Functional intersects with Personnel Sanctions HRS-07 e.c.a isms exist to sanction personnel failing to comply with established security 5
6.4 Disciplinary process BUy a copy of ISO 27002 for control content: po||c|esl standards and procedures_
' https://www.iso.org/standard/75652.html i i i i igati i
ps:// g/ / Functional intersects with Workplace Investigations | HRS-07.1 Mechanisms exist to conduct en.1ployee mlsco.nduct investigations when there is 5
reasonable assurance that a policy has been violated.
Mechanisms exist to adjust logical and physical access authorizations to systems and
Functional intersects with Personnel Transfer HRS-08 |facilities upon personnel reassignment or transfer, in a timely manner. 5
Responsibilities after termination or Buy a copy of ISO 27002 for control content: . . . o Mechani i h inati f indivi | I .
6.5 p y py . Functional intersects with Personnel Termination HRS-09 echanisms exist to govern the termination of individual employment 5
change of employment https://www.iso.org/standard/75652.html
. . ' Post-Employment !\/Ie.cha nisms exist 'to govern formfer (?m ployee behavior by notlf.ylng terminated
Functional intersects with Requirements HRS-09.3 |individuals of applicable, legally binding post-employment requirements for the 5
protection of organizational information.
Mechanisms exist to require Non-Disclosure Agreements (NDAs) or similar
Functional intersects with  [Confidentiality Agreements| HRS-06.1 [confidentiality agreements that reflect the needs to protect data and operational 5
6.6 Confidentiality or non-disclosure Buy a copy of ISO 27002 for control content: details. or both emplovees and third-parties.
' agreements https://www.iso.org/standard/75652.html Third-Party Contract Mechanisms exist to require contractual requirements for cybersecurity & data privacy
Functional intersects with Requirements TPM-05 |requirements with third-parties, reflecting the organization’s needs to protect its 5
systems, processes and data.
. . . Mechanisms exist to define, control and review organization-approved, secure remote
Functional intersects with Remote Access NET-14 hod 5
. Buy a copy of ISO 27002 for control content: access met o s.. - - -
6.7 Remote working . Work From Anywhere Mechanisms exist to define secure telecommuting practices and govern remote access
https://www.iso.org/standard/75652.html . . . .
Functional intersects with (WFA) - Telecommuting | NET-14.5 [to systems and data for remote workers. 5
Security
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional intersects with Protection Controls CPL-02 [function that reports to the organization's executive leadership. 5
Oversight
Functional intersects with Incident Handling IRO-02 Mecha.nlsms eX|sjc to cove'r the prepara.\tlor?, automated detection or intake of incident 5
reporting, analysis, containment, eradication and recovery.
6.8 Information security event reportin Buy a copy of IS0 27002 for control content: Incident Stakeholder MeChamjms ixit |to mely-report incidents to applicable:
' : : & https://www.iso.org/standard/75652.html Functional intersects with . IRO-10 | Internal stakeholders; 5
Reporting = Affected clients & third-parties; and
= Regulatorv authorities
Functional intersects with Central Review & Analysis | MON-02.2 Automatefi mechanisms exist to centrally collect, review and analyze audit records 5
from multiple sources.
. . . . . Mechanisms exi rovi n nt log report generation ili idin
Functional intersects with Monitoring Reporting MON-06 ec a. Isms exist to.p ovide an event og . eport generation capability to aid i 5
detecting and assessing anomalous activities.
Buy a copy of ISO 27002 for control content:
7.0 Physical controls ¥ Py . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html|
. Physical & Environmental Mechanisms exist to facilitate the operation of physical and environmental protection
Functional subset of ) PES-01 |controls. 10
Protections
Physical Access Physical access control mechanisms exist to maintain a current list of personnel with
Functional intersects with Authorizations PES-02 |authorized access to organizational facilities (except for those areas within the facility 5
officially designated as publiclv accessible).
Physical access control mechanisms exist to enforce physical access authorizations for
Buy a copy of ISO 27002 for control content: i i i i i it poi iliti i
7.1 Physical security perimeters Y Py . Functional intersects with Physical Access Control PES-03 all physical access points (including designated entry/exit points) to facilities (excluding 5
https://www.iso.org/standard/75652.htm| those areas within the facility officially designated as publicly accessible).
Controlled Ingress & Egress i i i imi i i
Functional intersects with g g PES-03.1 Physical ac.cess control mechanls.ms exist to limit and monitor physical access through 5
Points controlled ingress and egress points.
Mechanisms exist to identify systems, equipment and respective operating
Physical Security of Offices, i ire limi i i i
Functional intersects with \; y h PES-04 environments th.at requwe.llmlted physical acc¢.ass so that approprl.a.tfa physical access 5
Rooms & Facilities controls are designed and implemented for offices, rooms and facilities.
Controlled Ingress & Egress i i i imi i i
Functional intersects with g g PES-03.1 Physical acFess control mechanls.ms exist to limit and monitor physical access through 5
Points controlled ingress and egress points.
Functional intersects with Physical Access Logs PES-03.3 Physical access con'Frol mechanisms gene.rate a log entry for each access attempt 5
through controlled ingress and egress points.
. . . L Physical security mechanisms exist to allow only authorized personnel access to secure
Functional intersects with Working in Secure Areas | PES-04.1 ¥ ¥ y P 5
29 Physical entr Buy a copy of ISO 27002 for control content: areas.
) ¥ y https://www.iso.org/standard/75652.html Physical access control mechanisms exist to identify, authorize and monitor visitors
Functional intersects with Visitor Control PES-06 |before allowing access to the facility (other than areas designated as publicly 5
accessible).
Physical security mechanisms exist to isolate information processing facilities from
Functional intersects with Delivery & Removal PES-10 |points such as delivery and loading areas and other points to avoid unauthorized 5
access.
Mechanisms exist to identify systems, equipment and respective operating
Physical Security of Offices, i ire limi i i i
Functional intersects with Yy y o PES-04 environments th.at requlre.llmlted physical acc?ss so that approprlla.t.e physical access 5
Rooms & Facilities controls are designed and implemented for offices, rooms and facilities.
7.3 Securing offices, rooms and facilities Buy a copy of 150 27002 for control content: Physical it hani ist to all I thorized | t
' & ’ https://www.iso.org/standard/75652.html Functional intersects with Working in Secure Areas | PES-04.1 ysical security mechanisms exist fo aflow only authorized personnel access fo secure 5
areas.
. . _ Equipment Siting & Phyflc?l securlty.mechanlsms exist to I-ocate system components within the faC|.I|’Fy t.o
Functional intersects with PES-12 [minimize potential damage from physical and environmental hazards and to minimize 5

Protection

the opportunity for unauthorized access.
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Physical access control mechanisms exist to enforce physical access authorizations for
all physical access points (including designated entry/exit points) to facilities (excluding

(optional)

Functional intersects with Physical Access Control PES-03 o " ° ; ! ] 5
those areas within the facility officially designated as publicly accessible).
. . . . . Physical ntrol mechanisms exi monitor for, nd r n
. . o Buy a copy of ISO 27002 for control content: Functional intersects with | Monitoring Physical Access| PES-05 ys!ca acces:C, C(,) t, ol mechanisms exist to monitor for, detect and respond to 5
7.4 Physical security monitoring _ . physical security incidents.
https://www.iso.org/standard/75652.html Intrusion Alarms / Phvsical trol o it tor ohveical intrusi I q
Functional intersects with . _ PES-05.1 ysu.:a access c.on rol mechanisms exist to monitor physical intrusion alarms an 5
Surveillance Equipment surveillance equipment.
. . _ Monitoring Physical Access Facility security .n?echamsms exist to .monltc-)r. physical acces.s to critical |nfo.rmeft|on
Functional intersects with . PES-05.2 [systems or sensitive/regulated data, in addition to the physical access monitoring of 5
To Information Systems -
the facility.
. Physical & Environmental Mechanisms exist to facilitate the operation of physical and environmental protection
Functional subset of . PES-01 |controls. 10
Protections
Mechanisms exist to identify systems, equipment and respective operating
Physical Security of Offices, i ire limi i i i
Functional intersects with Y y o PES-04 environments th.at requwe.llmlted physical acc?ss so that approprl.a.tfe physical access 5
Rooms & Facilities controls are designed and implemented for offices, rooms and facilities.
25 Protecting against physical and Buy a copy of ISO 27002 for control content: Equipment Siting & Physical security mechanisms exist to locate system components within the facility to
' environmental threats https://www.iso.org/standard/75652.html Functional intersects with Protection PES-12  |minimize potential damage from physical and environmental hazards and to minimize 5
the opportunity for unauthorized access.
. . Mechanisms exi facili he implementation of str i rational an ical
Functional subset of Risk Management Program| Rsk-01 |" echanisms exist to facilitate the implementation of strategic, operational and tactica 10
risk management controls.
Mechanisms exist to conduct recurring assessments of risk that includes the likelihood
Functional intersects with Risk Assessment RSK-04 and rn.agn-ltude of harm,.from unauthorl.zed.access, use, disclosure, disruption, 5
modification or destruction of the organization's systems and data.
Buy a copy of ISO 27002 for control content: i i i i i
76 Working in secure areas y py . Functional equal Working in Secure Areas | PES-04.1 Physical security mechanisms exist to allow only authorized personnel access to secure 10
https://www.iso.org/standard/75652.html areas.
Unattended End-User i i i i
Functional intersects with . AST-06 Mechanisms exist to |n?plement er.1ha nced protectlo-n measures for unattended 5
Equipment systems to protect against tampering and unauthorized access.
. . . Mechanisms exi facili he implementation of endpoin ri ntrols.
Functional subset of Endpoint Security END-01 echanisms exist to facilitate the implementation of endpoint security controls 10
Buy a copy of ISO 27002 for control content:
7.7 Clear desk and clear screen . - - - - - - -
https://www.iso.org/standard/75652.html Mechanisms exist to identify systems, equipment and respective operating
Physical Security of Offices, i ire limi i i i
Functional intersects with Yy y T PES-04 environments that requlre.llmlted physical accgss so that approprlla.t.e physical access 5
Rooms & Facilities controls are designed and implemented for offices, rooms and facilities.
e o e Buy a copy of ISO 27002 for control content: orctions] o Equipment Siting & st Ph'yélcz.al securlty'rrizchanlsrr}s exwt;o I'oc;ate (sjyster'n compon:e:ts wzchln t:e faC|'||’Fy t'o i
. quip g p https://www.iso.org/standard/75652.html q Protection minimize pottlantla amage r.om physical and environmental hazards and to minimize
the opportunity for unauthorized access.
Functional subset of Asset Governance AST-01 Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement 10
and manage asset management controls.
. . . . . Mechanisms exist to maintain strict control over the internal or external distribution of
Functional intersects with | Security of Assets & Media| AST-05 ) o ) 5
any kind of sensitive/regulated media.
Unattended End-User i i i i
Functional intersects with iy ) AST-06 Mechanisms exist to |n'1plement er?ha ncedd proterc‘tlgn r:;easures for unattended 5
7.9 Security of assets off-premises Buy a copy of ISO 27002 for control content: Ph sigaLlll$21nfnerin i}llStehms'to prOt?ittaga'nftc}?n]lpe.””g ar': urtIaUt Onée atccess‘ ts fi
. - . . . . echanisms exist to periodically inspect systems and system components for
i P https://www.iso.org/standard/75652.html Functional intersects with ¥ . pering AST-08 ) P ) yinsp ¥ Y P 5
Detection Indicators of Compromise (loC).
. . . Logical Tamperin Mechani i ify logical fi i i he physical i ity of
Functional intersects with g 'p g AST-15 .ef: anisms exist to verify logical con |gL.Jra.t|on settings and the physical integrity o 5
Protection critical technology assets throughout their lifecycle.
Work From Anywhere Mechanisms exist to define secure telecommuting practices and govern remote access
Functional intersects with (WFA) - Telecommuting NET-14.5 |to systems and data for remote workers. 5
Security
Functional intersects with Removal of Assets AST-11 Mfa(.:ha nisms .EXIS.t to auth?r.lze, control and track technology assets entering and 5
exiting organizational facilities.
. . . . Mechanisms exist to restrict th ion an f personally-owned technol
Functional intersects with Use of Personal Devices AST-12 e‘_: a |s. s.e 15 O_ es. ictthe possessm. ) ? d usage of personally-owned technology 5
devices within organization-controlled facilities.
Functional subset of Data Protection DCH-01 Mechanisms exist to facilitate the implementation of data protection controls. 10
. . . . Mechanisms exist to control and restrict access to digital and non-digital media to
Functional intersects with Media Access DCH-03 . oo g g 5
authorized individuals.
Mechanisms exist to:
* Physically control and securely store digital and non-digital media within controlled
Functional intersects with Media Storage DCH-06 |areas using organization-defined security measures; and 5
* Protect system media until the media are destroyed or sanitized using approved
7.10 Storage media Buy a copy of ISO 27002 for control content: equinment. techniaues and orocedures
' https://www.iso.org/standard/75652.html . . . . . Mechanisms exist to protect and control digital and non-digital media during transport
ps:// 4 / Functional intersects with Media Transportation DCH-07 ) P ) . g ) g g P 5
outside of controlled areas using appropriate security measures.
. . ' Encrypting Data In Storage Fryptogr?phlc mechanls.rrTs exist t9 prot‘ect the conﬂdentljallty and integrity of
Functional intersects with Media DCH-07.2 |information stored on digital media during transport outside of controlled areas. 5
Functional intersects with Physical Media Disposal DCH-08 Mechanisms exist to securely dispose of media when it is no longer required, using 5
formal procedures.
Functional intersects with Media Use DCH-10 Mechanisms exist to restrict the use of types of digital media on systems or system 5
components.
. . . . Mechani i ict th istributi f iti I .
Functional intersects with Limitations on Use DCH-10.1 echanisms exist to restrict the use and distribution of sensitive / regulated data 5
Functional intersects with Removable Media Security| DCH-12 Mechanisms exist to restrict removable media in accordance with data handling and 5
acceptable usage parameters.
. . . . - Facility security mechanisms exist to protect power equipment and power cabling for
Functional intersects with Supporting Utilities PES-07 y y p. P quip P & 5
the system from damage and destruction.
Automatic Voltage ili i i i ili i iti
Functional intersects with g PES-07.1 Facility security mechanisms exist to utilize automatic voltage controls for critical 5
Controls system components.
Facility security mechanisms exist to shut off power in emergency situations by:
= Placing emergency shutoff switches or devices in close proximity to systems or
- oot utilties Buy a copy of ISO 27002 for control content: Functional intersects with Emergency Shutoff PES-07.2 |system cc?mponents to facilitate safe and easy access for personr.1el; and. ' 5
. pp 8 https://www.iso.org/standard/75652.html * Protecting emergency power shutoff capability from unauthorized activation.
Facility security mechanisms exist to supply alternate power, capable of maintaining
Functional intersects with Emergency Power PES-07.3 [minimally-required operational capability, in the event of an extended loss of the 5
primary power source.
Facility security mechanisms exist to utilize and maintain automatic emergency lighting
Functional intersects with Emergency Lighting PES-07.4 [that activates in the event of a power outage or disruption and that covers emergency 5
exits and evacuation routes within the facility.
Functional intersects with Supporting Utilities PES-07 Facility security mechanisms exist to p.rotect power equipment and power cabling for 5
the system from damage and destruction.
Equipment Siting & Physical security mechanisms exist to locate system components within the facility to
712 Cabling security Buy a copy of ISO 27002 for control content: Functional intersects with Protection PES-12 |minimize potential damage from physical and environmental hazards and to minimize 5
https://www.iso.org/standard/75652.htm| the opportunity for unauthorized access.
- . Physical security mechanisms exist to protect power and telecommunications cabling
. . . Transmission Medium ) o ] ) . o
Functional intersects with Security PES-12.1 |carrying data or supporting information services from interception, interference or 5
damage.
. . . Mechanisms exi I issemin revi r r facili
Functional subset of Maintenance Operations | MNT-01 erj anisms eX|s't to deve .op, disseminate, review & update p qcedu es to facilitate 10
the implementation of maintenance controls across the enterprise.
Buy a copy of ISO 27002 for control content: i i i iviti i
713 Equipment maintenance y py ' Functional intersects with Controlled Maintenance | MNT-02 Mechanisms exist tF) cc.mduct contcrolled maintenance activities throughout the lifecycle 5
https://www.iso.org/standard/75652.html of the system, application or service.
. . . . . Mechanisms exist to obtain maintenance support and/or spare parts for systems
Functional intersects with Timely Maintenance MNT-03 o ) . o PP /or spare p y 5
within a defined Recovery Time Objective (RTO).
. Secure Disposal, i i i
Secure disposal or re-use of Buy a copy of SO 27002 for control content: ' ' p M'echanlsm's ex'lst to securely dlsPose of, destroy or repurpose s'ystem cc'ompon'ents
7.14 . . Functional equal Destruction or Re-Use of | AST-09 |using organization-defined techniques and methods to prevent information being 10
equipment https://www.iso.org/standard/75652.html .
Equipment recovered from these components.
Buy a copy of ISO 27002 for control content:
8.0 Technological controls l Py . Functional no relationship N/A N/A N/A N/A No requirements to map to.
https://www.iso.org/standard/75652.html|
Unattended End-User i i i i
Functional intersects with . AST-06 Mechanisms exist to |n?plement er.1ha nced protectlo-n measures for unattended 5
Equipment systems to protect against tampering and unauthorized access.
. . Mechanisms exist to appropriately protect devices that capture sensitive/regulated
, ) , Kiosks & Point of o S ) ] T
Functional intersects with . . AST-07 |data via direct physical interaction from tampering and substitution. 5
Interaction (Pol) Devices
Functional intersects with Use of Personal Devices AST-12 Meu':ha nls'ms. exist to'res"crlct the possessm'n' e'md usage of personally-owned technology 5
devices within organization-controlled facilities.
Functional subset of Endpoint Security END-01 Mechanisms exist to facilitate the implementation of endpoint security controls. 10
. . Buy a copy of ISO 27002 for control content: ) . ] Endpoint Protection : :  ertiality - P
8.1 User endpoint devices y py . Functional intersects with p END-02 Mechanisms exist to protect the confidentiality, integrity, availability and safety of 5
https://www.iso.org/standard/75652.html Measures endpoint devices.
Mechanisms exist to enforce a limit for consecutive invalid login attempts by a user
Functional intersects with Account Lockout IAC-22  |during an organization-defined time period and automatically locks the account when 5
the maximum number of unsuccessful attempts is exceeded.
Centralized Management i i i i i
Functional subset of . g MDM-01 Mechanisms exist to implement and govern Mobile Device Management (MDM) 10
Of Mobile Devices controls.
. . . Access Control For Mobile Mechani ist to enfi trol i ts for th ti f il
Functional intersects with : MDM-02 et? anisms eX|s. o.en orce access control requirements for the connection of mobile 5
Devices devices to organizational systems.
Functional intersects with Remote Purging MDM-05 Mechanisms exist to remotely purge selected information from mobile devices. 5
Functional intersects with Privileged Account IAC-16 Mechanisms exist to restrict and control privileged access rights for users and services. 5
Management (PAM)
. Mechanisms exist to inventory all privileged accounts and validate that each person
, , , Privileged Account ) o ) ) ) T
Functional intersects with Inventories IAC-16.1 |with elevated privileges is authorized by the appropriate level of organizational 5
8.9 Privileged access rights Buy a copy of ISO 27002 for control content: management.
' https://www.iso.org/standard/75652.html - . i i iodi -revi ivi i indivi
ps:// g/ / ' ' ' Periodic Review of Account Mec.hanlsms exist to p('erlodlcally review the prlvrlt?ges assigned to.lnd|V|dua|s and
Functional intersects with Privileges IAC-17 [service accounts to validate the need for such privileges and reassign or remove 5
unnecessary privileges, as necessary.
Functional intersects with Privileged Accounts IAC-21.3 Mechanisms exist to restrict the assignment of privileged accounts to organization- 5

management approved personnel and/or roles.
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Configuration i i ili i i i i
Functional subset of g CFG-01 Mechanisms exist to facilitate the implementation of configuration management 10
Management Program controls.
. Mechanisms exist to develop, document and maintain secure baseline configurations
) ) ) System Hardening Through ) o )
Functional intersects with . ) . CFG-02 (for technology platforms that are consistent with industry-accepted system hardening 5
Baseline Configurations
standards.
Mechanisms exist to configure systems to provide only essential capabilities by
Functional intersects with Least Functionality CFG-03 (specifically prohibiting or restricting the use of ports, protocols, and/or services. 5
8.3 Information access restriction Buy a copy of 150 27002 for control content: Mechani ist t f Role-Based A Control (RBAC) poli d
. . nisms exi nfor - ntr icy over users an
https://www.iso.org/standard/75652.html i , . Role-Based Access Control echanisms exis ? enforce a Role-tase ! ccess_ ontrol { ) policy over users a
Functional intersects with (RBAC) IAC-08 |resources that applies need-to-know and fine-grained access control for 5
sensitive/regulated data access.
Mechanisms exist to utilize the concept of least privilege, allowing only authorized
Functional intersects with Least Privilege IAC-21 [access to processes necessary to accomplish assignhed tasks in accordance with 5
organizational business functions.
Mechanisms exist to design, implement and review firewall and router configurations
. . . Data Flow Enforcement — . . .
Functional intersects with . NET-04 [to restrict connections between untrusted networks and internal systems. 5
Access Control Lists (ACLs)
Buy a copy of ISO 27002 for control content: Access to Program Source i i imit privi i ithi
8.4 Access to source code y py . Functional equal g TDA-20 I\'/Iech'a nisms exist to limit privileges to change software resident within software 10
https://www.iso.org/standard/75652.html Code libraries.
. Mechanisms exist to develop, document and maintain secure baseline configurations
) ) ) System Hardening Through ) o )
Functional intersects with . ) . CFG-02 (for technology platforms that are consistent with industry-accepted system hardening 5
Baseline Configurations
standards.
. . . Mechanisms exist to facilitate the implementation of endpoint security controls.
Functional subset of Endpoint Security END-01 P P y 10
8.5 Secure authentication Buy a copy of ISO 27002 for control content: Endpoint Protection Mechani ist t tect th fidentiality, integrit ilability and safety of
. . . . . nism r nfiden , integrity, n
https://www.iso.org/standard/75652.html Functional intersects with P END-02 ec a' 1sms .eXIS 0 protect the confidentiality, integrity, avaiability and satety o 5
Measures endpoint devices.
Functional intersects with Trusted Path END-09 Mechanls.ms EXISt. to establish a tru.sted communications path between the user and 5
the security functions of the operating system.
. . . Mechanisms exi ili r mmunication h n th r and th
Functional intersects with Secure Log-On Procedures | SEA-17 ec 'a isms §X|st to utilize a trusted communications path between the user and the 5
security functions of the system.
. Mechanisms exist to facilitate the implementation of capacity management controls to
. Capacity & Performance . . .
Functional subset of Management CAP-01 (ensure optimal system performance to meet expected and anticipated future capacity 10
8.6 Capacity management Buy a copy of 1ISO 27002 for control content: & requirements.
' pactty & https://www.iso.org/standard/75652.html Mechanisms exist to conduct capacity planning so that necessary capacity for
Functional intersects with Capacity Planning CAP-03 (information processing, telecommunications and environmental support will exist 5
during contingency operations.
- . Mechanisms exist to utilize antimalware technologies to detect and eradicate malicious
Functi | int ts with Malicious Code Protection END-04 5
. . Buy a copy of ISO 27002 for control content: unctiona intersects wi (Anti-Malware) code.
8.7 Protection against malware .
https://www.iso.org/standard/75652.html Automatic Antimalware Mechan it " ticall ot Tl technolozies. includi
Functional intersects with : END-04.1 .ec anisms eX|s 0 automatically update antimalware technologies, including 5
Signature Updates signature definitions.
Mechanisms exist to periodically review system configurations to identify and disable
Functional intersects with Periodic Review CFG-03.1 [unnecessary and/or non-secure functions, ports, protocols and services. 5
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional intersects with Protection Controls CPL-02 [function that reports to the organization's executive leadership. 5
Oversight
Functional Review Of Mechanisms exist to regularly review technology assets for adherence to the
Functional intersects with Cybersecurity & Data CPL-03.2 |organization’s cybersecurity & data protection policies and standards. 5
Protection Controls
. . ' Vulnerabilities Related To Mechanlsrr?s exist to re;')ort systfem vuInerabllltl.es a.lssouat'ed with reported
Functional intersects with Incidents IRO-10.3 |cybersecurity & data privacy incidents to organization-defined personnel or roles. 5
N . it Testing, Training & oRl08 Mechan'lsms e).<|s.t.to conduct cybersecurity & data privacy testing, training and ;
8.8 Management of technical Buy a copy of ISO 27002 for control content: unctiona intersects wi Monitoring monitoring activities
' vulnerabilities https://www.iso.org/standard/75652.html —
ps:// 4 / Vulnerability & Patch Mechanisms exist to facilitate the implementation and monitoring of vulnerability
Functional subset of Management Program VPM-01 |management controls. 10
(VPMP)
. . . Mechanisms exist to define and manage the scope for its attack surface management
Functional intersects with Attack Surface Scope VPM-01.1 o g P g 5
activities.
Vulnerability Remediation i i iliti i ifi
Functional intersects with y VPM-02 Mecha'nlsms exist to ensure that vulnerabilities are properly identified, tracked and 5
Process remediated.
Mechanisms exist to identify and assign a risk ranking to newly discovered security
Functional intersects with Vulnerability Ranking VPM-03 |vulnerabilities using reputable outside sources for security vulnerability information. 5
Functional intersects with Software & Firmwa re VPM-05 Mec.ha n.isms exist.to conduct software patching for all deployed operating systems, 5
Patching applications and firmware.
. . . - . Mechanisms exi Inerabilities an nfiguration error routin
Functional intersects with Vulnerability Scanning VPM-06 echa I.S, s exist t,o detect vulnerabi |t|es'a c!co iguration errors by routine 5
vulnerability scanning of systems and applications.
Configuration Mechanisms exist to maintain a current list of approved technologies (hardware and
Functional subset of Management Database | AST-02.9 [software). 10
(CMDB)
Configuration i i ili i i i i
Functional subset of g CFG-01 Mechanisms exist to facilitate the implementation of configuration management 10
Management Program controls.
Assignment of Mechanisms exist to implement a segregation of duties for configuration management
Functional intersects with Responsibility CFG-01.1 (that prevents developers from performing production configuration management 5
duties.
. . Buy a copy of ISO 27002 for control content: . Mechanisms exist to develop, document and maintain secure baseline configurations
8.9 Configuration management ) , , , System Hardening Through ) o )
https://www.iso.org/standard/75652.htm| Functional intersects with . ) . CFG-02 |[for technology platforms that are consistent with industry-accepted system hardening 5
Baseline Configurations
standards.
Mechanisms exist to review and update baseline configurations:
Functional intersects with Reviews & Updates CFG-02.1 | " At least aanuaIIy; 5
* When required due to so; or
= As part of svstem component installations and upgrades
Mechanisms exist to configure systems to provide only essential capabilities by
Functional intersects with Least Functionality CFG-03 [specifically prohibiting or restricting the use of ports, protocols, and/or services. 5
Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system components
Functional intersects with Destruction or Re-Use of | AST-09 [using organization-defined techniques and methods to prevent information being 5
Equipment recovered from these components.
Functional intersects with Physical Media Disposal DCH-08 Mechanisms exist to securely dispose of media when it is no longer required, using 5
formal procedures.
Mechanisms exist to sanitize system media with the strength and integrity
Functional intersects with | System Media Sanitization| DCH-09 |commensurate with the classification or sensitivity of the information prior to disposal, 5
release out of organizational control or release for reuse.
. . _ System Media Sanitization Mechanisms exist to supervise, track, document and verify system media sanitization
Functional intersects with . DCH-09.1 |and disposal actions. 5
Documentation
Sanitization of Personal i i ili itizati .
. . Buy a copy of ISO 27002 for control content: Functional intersects with DCH-09.3 Mechanisms exist to facilitate the sanitization of Personal Data (PD) 5
8.10 Information deletion , Data (PD)
https://www.iso.org/standard/75652.html Mochani — Ji Jdata | 3 h icable statut
Functional intersects with Media & Data Retention DCH-18 echanisms exist to retain me. 1a 'an ata in accordance with applicable statutory, 5
regulatory and contractual obligations.
Functional intersects with Information Disposal DCH-21 Mechanisms exist to securely dispose of, destroy or erase information. 5
Mechanisms exist to:
» Retain Personal Data (PD), including metadata, for an organization-defined time
period to fulfill the purpose(s) identified in the notice or as required by law;
Functional intersects with Personal Df':\ta Retention & PRI-05 | " Dispose of, destroys, erases, and/or anonymizes the PD, regardless of the method of 5
Disposal storage; and
» Use organization-defined techniques or methods to ensure secure deletion or
destruction of PD (including originals, copies and archived records).
. . . . . Mechanisms exist to apply data masking to sensitive/regulated information that is
Functional intersects with Masking Displayed Data | DCH-03.2 | ) PRy g /reg 5
displayed or printed.
Removal, Masking, Mechanisms exist to remove, mask, encrypt, hash or replace direct identifiers in a
. Buy a copy of ISO 27002 for control content: Encryption, Hashing or
8.11 Data masking Y Py . Functional intersects with VP 'g DCH-23.4 dataset. 5
https://www.iso.org/standard/75652.html Replacement of Direct
Identifiers
. . . . Mechanisms exist to mask sensitive/regulat ta through data anonymization,
Functional intersects with Data Masking PRI-05.3 echanis s € .s 0 mas .se > e_/ egu. ] ed_ data through data anonymizatio 5
pseudonymization, redaction or de-identification.
Configuration i i ili i i i i
Functional intersects with g CFG-01 Mechanisms exist to facilitate the implementation of configuration management 5
Management Program controls.
. Mechanisms exist to develop, document and maintain secure baseline configurations
) ) ) System Hardening Through ) o )
Functional intersects with . ) . CFG-02 (for technology platforms that are consistent with industry-accepted system hardening 5
Baseline Configurations
standards.
Configure Systems, Mechanisms exist to configure systems utilized in high-risk areas with more restrictive
Functional intersects with Components or Services | CFG-02.5 |baseline configurations. 5
for High-Risk Areas
Mechanisms exist to configure systems to provide only essential capabilities by
Functional intersects with Least Functionality CFG-03 (specifically prohibiting or restricting the use of ports, protocols, and/or services. 5
Functional intersects with Data Protection DCH-01 Mechanisms exist to facilitate the implementation of data protection controls. 5
Mechanisms exist to utilize the concept of least privilege, allowing only authorized
8.12 Data leakage prevention Buy a copy of ISO 27002 for control content: Functional intersects with Least Privilege IAC-21 access. to .processe-s necessarY to accomplish assigned tasks in accordance with 5
. 5P https://www.iso.org/standard/75652. html Network Security Controls (I\)/:Eakr:lza'tlonal k?UtS:cne;S fulnCUOﬂS- & updat d to facilitate th
Functional intersects with y NET-01 |' ec anlsms.eX|s o develop, govtern update procedures to facilitate the 5
(NSC) implementation of Network Security Controls (NSC).
Prevent Discovery of i i ic di i i ion.
Functional intersects with y NET-03.3 Mechanisms exist to prevent the public disclosure of internal network information 5
Internal Information
Prevent Unauthorized i i i i i
Functional intersects with _ _ NET-03.5 Auto.n?ated mechanisms exist to prevent t.he unauthorized exfiltration of 5
Exfiltration sensitive/regulated data across managed interfaces.
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Information Leakage Due

Facility security mechanisms exist to protect the system from information leakage due

(optional)

Functional intersects with To Electromagnetic Signals| PES-13 |to electromagnetic signals emanations. 5
Emanations
. . Mechanisms exist to facilitate the implementation of industry-recognized cybersecurity
. . . Secure Engineering ) . ) o ] - ]
Functional intersects with Principles SEA-01 |& data privacy practices in the specification, design, development, implementation and 5
modification of systems and services.
Centralized Management Mechanisms exist to centrally-manage the organization-wide management and
Functional intersects with of Cybersecurity & Data | SEA-01.1 |implementation of cybersecurity & data privacy controls and related processes. 5
Privacy Controls
Mechanisms exist to create recurring backups of data, software and/or system images,
Functional intersects with Data Backups BCD-11 |®S \.NeII. as verify the |r.1tegr|ty. of ’Fhese backups, to ensure the.avalla.blll’Fy of the data to 5
satisfying Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs).
Testing for Reliability & i i i i iabili
) Buy a copy of ISO 27002 for control content: Functional intersects with & ) Y BCD-11.1 Mechanisms exist to ro.utlnel.y test back'ups.t.hat verify the reliability of the backup 5
8.13 Information backup ) . Integrity process, as well as the integrity and availability of the data.
https://www.iso.org/standard/75652.html - - - " -
Mechanisms exist to store backup copies of critical software and other security-related
. . . Separate Storage for ) o - ) ] ) ) )
Functional intersects with . . BCD-11.2 [information in a separate facility or in a fire-rated container that is not collocated with 5
Critical Information )
the system being backed up.
. . . . . Cryptographic mechanisms exist to prevent the unauthori isclosure and/or
Functional intersects with Cryptographic Protection | BCD-11.4 yp. 9g a.p Ic mecha I? 3 XIS . o prevent the unauthorized disclosure and/o 5
modification of backup information.
Mechanisms exist to establish an alternate storage site that includes both the assets
Functional intersects with Alternate Storage Site BCD-08 [and necessary agreements to permit the storage and recovery of system backup 5
information.
Redundancy of information processin Buy a copy of ISO 27002 for control content: i i i ing si i i
8.14 Y o p g Yy py . Functional intersects with Alternate Processing Site | BCD-09 Mechanisms e'X|st to establish an aIternate p.rocessmg site that provides security 5
facilities https://www.iso.org/standard/75652.html measures equivalent to that of the primary site.
Mechanisms exist to maintain a failover system, which is not collocated with the
. . . Redundant Secondary ) o ; ’ ) o
Functional intersects with System BCD-11.7 [primary system, application and/or service, which can be activated with little-to-no loss 5
of information or disruption to operations.
. . N Mechanisms exi facili he implementation of enterprise-wide monitorin
Functional subset of Continuous Monitoring MON-01 echanisms exist to facilitate the implementation of enterprise-wide monitoring 10
controls.
Mechanisms exist to generate, monitor, correlate and respond to alerts from physical,
Functional intersects with System Generated Alerts | MON-01.4 |cybersecurity, data privacy and supply chain activities to achieve integrated situational 5
awareness.
. . Mechanisms exist to utilize a Security Incident Event Manager (SIEM) or similar
. . . Centralized Collection of ) i ]
Functional intersects with . MON-02 |automated tool, to support the centralized collection of security-related event logs. 5
Security Event Logs
Automated mechanisms exist to correlate both technical and non-technical information
Correlate Monitorin i i i imi
Functional intersects with " g MON-02.1 from across the enterprise by a SeFurljcy Incn'dent' Evermt Manager (SIEM) or similar 5
Information automated tool, to enhance organization-wide situational awareness.
Functional intersects with Central Review & Analysis | MON-02.2 Automated mechanisms exist to centrally collect, review and analyze audit records 5
8.15 Logein Buy a copy of ISO 27002 for control content: from multiple sources.
. i .
gging https://www.iso.org/standard/75652.html Mechanisms exist to configure systems to produce event logs that contain sufficient
information to, at a minimum:
= Establish what type of event occurred;
Functional intersects with Content of Event Logs MON-03 | * When (date and time) the event occurred; 5
= Where the event occurred;
= The source of the event;
* The outcome (success or failure) of the event; and
2 Thao idantitv nf anvicar/ciihiact ncencintad wiith tha ovant
Privileged Functions i i i i i i
Functional intersects with g . MON-03.3 Mfec.?hanlsms exist to log and review the actions of users and/or services with elevated 5
Logging privileges.
. . . o . Mechanisms exist to provide an event log report generation capability to aid in
Functional intersects with Monitoring Reporting MON-06 ) .p ) g porte P ¥ 5
detecting and assessing anomalous activities.
Functional intersects with Protection of Event Logs | MON-08 Mech:'anls'ms exist to protect event logs and audit tools from unauthorized access, 5
modification and deletion.
. . N Mechanisms exist to facilitate the implementation of enterprise-wide monitorin
Functional subset of Continuous Monitoring MON-01 P P g 10
controls.
Intrusion Detection & Mechanisms exist to implement Intrusion Detection / Prevention Systems (IDS / IPS)
Functional intersects with [ Prevention Systems (IDS & [ MON-01.1 [technologies on critical systems, key network segments and network choke points. 5
IPS)
Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or similar
, , , Automated Tools for Real- ) ) o i
o . Buy a copy of ISO 27002 for control content: Functional intersects with ) ) MON-01.2 |automated tool, to support near real-time analysis and incident escalation. 5
8.16 Monitoring activities . Time Analysis
https://www.iso.org/standard/75652.html
Inbound & Outbound i i i itor i icati
Functional intersects with & C . MON-01.3 Mec.hanlsms exist to contlnuogsly mor'n'fo.r inbound ér'1d outbound communications 5
Communications Traffic traffic for unusual or unauthorized activities or conditions.
. . . . Mechanisms exist to review event logs on an ongoing basis and escalate incidents in
Functional intersects with Reviews & Updates MON-01.8 ] . o g going 5
accordance with established timelines and procedures.
. . . . . Automated mechanisms exist to centrally collect, review and analyze audit records
Functional intersects with Central Review & Analysis | MON-02.2 ) 5
from multiple sources.
Buy a copy of ISO 27002 for control content: i i ilize time- izati i iti
317 Clock synchronization y py . Functional equal Clock Synchronization SEA-20 Mechanisms exist to utilize time-synchronization technology to synchronize all critical 10
https://www.iso.org/standard/75652.html| system clocks.
.. . Buy a copy of ISO 27002 for control content: . Use of Privileged Utilit Mechanisms exist to restrict and tightly control utility programs that are capable of
8.18 Use of privileged utility programs y Py . Functional equal & y IAC-20.3 o o gnhtly Y prog P 10
https://www.iso.org/standard/75652.html Programs overriding system and application controls.
Change Management i i ili i i .
Functional subset of g g CHG-01 Mechanisms exist to facilitate the implementation of a change management program 10
Program
Functional intersects with Configuration Change CHG-02 Mechanisms exist to govern the technical configuration change control processes. 5
Control
' . . . . Test, Validate & Document Mechanisms exist to appropriately test and document proposed changes in a non-
8.19 Installation of software on operational Buy a copy of ISO 27002 for control content: Functional intersects with Changes CHG-02.2 [production environment before changes are implemented in a production 5
' systems https://www.iso.org/standard/75652.html g environment.
- . Automated mechanisms exist to prohibit software installations without explicitly
Functional intersects with Prohibit Installation END-03 igned privileged 5
Without Privileged Status assigned privileged status.
Governing Access i i i icti
Functional intersects with ver g END-03.2 Mech.anlsms.exwt to define, document, approve and enforce access restrictions 5
Restriction for Change associated with changes to systems.
Mechanisms exist to maintain network architecture diagrams that:
Network Diagrams & Data . i ici i i ' i :
Functional intersects with . g AST-04 Contain sufficient detail to assess the security of the network's architecture; 5
Flow Diagrams (DFDs) = Reflect the current architecture of the network environment; and
= Document all sensitive/resulated data flows
Network Security Controls i i ili
Functional subset of y NET-01 !\/Iechamsms .eX|st to develop, gow.ern & update procedures to facilitate the 10
(NSC) implementation of Network Security Controls (NSC).
Mechanisms exist to implement security functions as a layered structure that
Functional intersects with Layered Network Defenses| NET-02 minimizes interactions b(?twe('en layers of the de5|gn' and avoids any dependence by 5
lower layers on the functionality or correctness of higher layers.
. Buy a copy of ISO 27002 for control content: Functional intersects with Boundary Protection NET-03 Mechanisms exist to -monltor and cont.rol cn.:»m.mun|cat|ons at the external network 5
8.20 Networks security ) . boundary and at key internal boundaries within the network.
https://www.iso.org/standard/75652.html - - —— - - - -
Mechanisms exist to design, implement and review firewall and router configurations
. . . Data Flow Enforcement — . . .
Functional intersects with . NET-04 [to restrict connections between untrusted networks and internal systems. 5
Access Control Lists (ACLs)
orctions] i Deny Traffic by Default & \ET0a1 Meft]:cha:s;n?c exllst t(; ccTInflgure flre\'/(vall ?fr?dbrouter co.nflguratltzins to (lileny ne'fwl;)rk ;
Allow Traffic by Exception .1 |traffic : y default and allow network traffic by exception (e.g., deny all, permit by
exception).
. Mechanisms exist to ensure network architecture utilizes network segmentation to
. . . Network Segmentation ) o ) )
Functional intersects with . NET-06 |isolate systems, applications and services that protections from other network 5
(macrosegementation)
resources.
Functional intersects with DMZ Networks NET-08.1 Mechanisms exist to monitor De-Militarized Zone (DMZ) network segments to separate 5
untrusted networks from trusted networks.
Functional subset of Network Security Controls NET-01 Mecha nisms.exist to develop, govgrn & update procedures to facilitate the 10
(NSC) implementation of Network Security Controls (NSC).
. . . . Mechanisms exist to monitor and control communications at the external network
Functional intersects with Boundary Protection NET-03 ) ) o 5
boundary and at key internal boundaries within the network.
Network Intrusion Mechanisms exist to employ Network Intrusion Detection / Prevention Systems
Functional intersects with Detection / Prevention NET-08 |(NIDS/NIPS) to detect and/or prevent intrusions into the network. 5
8.21 Security of network services Buy a copy of 150 27002 for control content: Pstems (DS RIPS) Mechani ist t trol authorized wirel d itor f thorized
. . . . . . . echanisms exist to control authorized wireless usage and monitor for unauthorize
¥ https://www.iso.org/standard/75652.html Functional intersects with Wireless Networking NET-15 ) & 5
wireless access.
' ' ' Third-Party Contract Mechanlsms eX|§t to |"eqU|re .contractua'l reqwremen'ts f9r cybersecurity & dat? privacy
Functional intersects with Requirements TPM-05 |requirements with third-parties, reflecting the organization’s needs to protect its 5
systems, processes and data.
. . Mechanisms exist to monitor, regularly review and audit External Service Providers
) , , Review of Third-Party ) i > ) )
Functional intersects with Services TPM-08 |(ESPs) for compliance with established contractual requirements for cybersecurity & 5
data privacy controls.
. Mechanisms exist to ensure network architecture utilizes network segmentation to
. . . Network Segmentation ) o ) )
Functional intersects with . NET-06 |isolate systems, applications and services that protections from other network 5
(macrosegementation)
resources.
. Searenation of netuarke Buy a copy of ISO 27002 for control content: ety Marasemont Mechanisms exist to |mp|<:ment s:curlty maTagement subnets to |sol.ate Is.ecurlt\./ tools
' gree https://www.iso.org/standard/75652.html Functional intersects with ¥ & NET-06.1 and support components. rom other |.nterna system components by implementing 5
Subnets separate subnetworks with managed interfaces to other components of the system.
Use of Demilitarized Zones i i ili ilitari icti i
Functional intersects with WEB-02 Mecha'nlsms e>f|st to utilize 'a Deml.lltarlzed Zone (DMZ) to restrict inbound traffic to 5
(DMZ) authorized devices on certain services, protocols and ports.
Mechanisms exist to force Internet-bound network traffic through a proxy device (e.g.,
Buy a copy of ISO 27002 for control content: i i ilteri ilteri imi
.23 Web filtering y py . Functional equal DNS & Content Filtering NET-18 Policy Enforcement Point (PEP)) for URL content filtering and DNS filtering to limit a 10
https://www.iso.org/standard/75652.html user's ability to connect to dangerous or prohibited Internet sites.
. Use of Cryptographic Mecha nlsn?s exist to faC|I|t.ate the implementation of cryptograPhlc protectl.ons
Functional subset of Controls CRY-01 [controls using known public standards and trusted cryptographic technologies. 10
Transmission i ; ; " . -
Functional intersects with CRY-03 Cryptographic mechanisms exist to protect the confidentiality of data being 5
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Functional intersects with Transmission Integrity CRY-04 Cryptographic mechanisms exist to protect the integrity of data being transmitted. 5
8.24 Use of cryptography Buy a copy of ISO 27002 for control content: Functional intersects with Encrvoting Data At Rest | CRY-05 Cryptographic mechanisms exist to prevent unauthorized disclosure of data at rest. .
' https://www.iso.org/standard/75652.html ypting
Cryptographic Ke i i ili i
Functional intersects with yptograp y CRY-09 Mecha nls.m's ex!st to fauhtate crypt?gra phic key management controls to protect the 5
Management confidentiality, integrity and availability of keys.
Cryptographic Key Loss or i i ilabili i ion i
Functional intersects with yptograp Y CRY-09.3 Mechanlsms. exist to ehsu.re. the availability of information in the event of the loss of 5
Change cryptographic keys by individual users.
unctiona| - it Control & Distribution of CRY-00.4 Mechanlsm; eEISt to f.aC|I|.ta;e the secure .dls;rll(butlon of symmetru:;mdI asymrr;etrlc ;
unctiona intersects wi ) -09.
Cryptographic Keys cryptographic keys using industry recognized key management technology an
processes.
. Mechanisms exist to develop, document and maintain secure baseline configurations
. . . System Hardening Through ] o )
Functional intersects with . ) . CFG-02 (for technology platforms that are consistent with industry-accepted system hardening 5
Baseline Configurations
standards.
Development & Test Mechanisms exist to manage baseline configurations for development and test
Functional intersects with Environment CFG-02.4 [environments separately from operational baseline configurations to minimize the risk 5
Configurations of unintentional changes.
Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and execute a
Functional intersects with Remediation During IAO-04 |Security Test and Evaluation (ST&E) plan to identify and remediate flaws during 5
Development development.
. Mechanisms exist to ensure changes to systems within the Secure Development Life
Functional intersects with Secure Development Life PRM-07 |Cycle (SDLC lled th h fi I ch | d 5
Cycle (SDLC) Management ycle ( ) are controlled through formal change control procedures.
Mechanisms exist to facilitate the implementation of tailored development and
. Technology Development o ) )
Functional subset of & Acquisition TDA-01 |acquisition strategies, contract tools and procurement methods to meet unique 10
business needs.
Minimum Viable Product Mechanisms exist to ensure risk-based technical and functional specifications are
Functional intersects with (MVP) Security TDA-02 [established to define a Minimum Viable Product (MVP). 5
. Buy a copy of ISO 27002 for control content: Requirements - - - -
8.25 Secure development life cycle . Mechanisms exist to require software developers to ensure that their software
https://www.iso.org/standard/75652.html Development Methods devel lov ind ized s f
Functional intersects with . p ' | 1pa-02.3 |deve opme'nt procc?sses 'emp oyin ustry-r'ecognlze secure practices ?r St'ecure 5
Techniques & Processes programming, engineering methods, quality control processes and validation
techniaues to minimize flawed and/or malformed software
Functional intersects with Secure Coding TDA-06 Mechanisms exist to develop applications based on secure coding principles. 5
Secure Development i i intai
Functional intersects with ' p TDA-07 Mechanisms eX|st. to maintain a segmented development network to ensure a secure 5
Environments development environment.
Separation of Mec.:hanlsms exist tz manra]ge.sipal;ate de\;]elo'pn;ent, testing ra:nd operat:)nal .
Functional intersects with Development, Testing and | TDA-08 env!ronments to reduce the I‘IS- s of unauthorize .access or changes to the operationa 5
. . environment and to ensure no impact to production systems.
Operational Environments
Mechanisms exist to require system developers/integrators consult with cybersecurity
& data privacy personnel to:
Cybersecurity & Data » Create and implement a Security Test and Evaluation (ST&E) plan;
Functional intersects with  [Privacy Testing Throughout| TDA-09 [ . |mplement a verifiable flaw remediation process to correct weaknesses and 5
Development deficiencies identified during the security testing and evaluation process; and
= Document the results of the security testing/evaluation and flaw remediation
. Mechanisms exist to develop, document and maintain secure baseline configurations
. . . System Hardening Through ] o )
Functional intersects with . ) . CFG-02 (for technology platforms that are consistent with industry-accepted system hardening 5
Baseline Configurations
standards.
Application & Program i i i ili
Functional intersects with pp g . CLD-04 M'echa nls'ms 'GXISt to ensure support for secure interoperability between components 5
Interface (API) Security with Application & Program Interfaces (APIs).
. . ' Use of Cryptographic Mecha nlsn?s exist to faC|I|t.ate the implementation of cryptograPhlc protectl.ons
Functional intersects with Controls CRY-01 [controls using known public standards and trusted cryptographic technologies. 5
Transmission i i i i iali i
Functional intersects with . sio CRY-03 Cryptographlc mechanisms exist to protect the confidentiality of data being 5
Confidentiality transmitted.
. . . . . r raphic mechanisms exi r he integrity of ing transmi .
Functional intersects with Transmission Integrity CRY-04 Cryptographic mechanisms exist to protect the integrity of data being transmitted 5
8.26 Application security requirements Buy a copy of 150 27002 for control content: Mechani ist to identi itical syst ts and functi b formi
' PP yreq https://www.iso.org/standard/75652.html Cybersecurity & Data 'e.c all.nlsms TX'.S f0| en 'f\ll critical system components an uncllons v pe(r:l ofr.mltr;g a
Functional intersects with Privacy Requirements PRM-05 cr|t|-c? ity ar?a ys.ls or critical systems, system components or services at pre-define 5
. decision points in the Secure Development Life Cycle (SDLC).
Definition
. . Mechanisms exist to facilitate the implementation of industry-recognized cybersecurity
. Secure Engineering ) o o ] - ]
Functional subset of Principles SEA-01 |& data privacy practices in the specification, design, development, implementation and 10
modification of systems and services.
Mechanisms exist to develop an enterprise architecture, aligned with industry-
Alignment With Enterprise i i i i i i i i
Functional intersects with g ' p SEA-02 reFognlzed leading practlc.es, with con.5|de?rat|on for C\./bersecurlty & d-aFa privacy 5
Architecture principles that addresses risk to organizational operations, assets, individuals, other
organizations
Functional intersects with Secure Coding TDA-06 Mechanisms exist to develop applications based on secure coding principles. 5
Mechanisms exist to periodically review system configurations to identify and disable
Functional intersects with Periodic Review CFG-03.1 [unnecessary and/or non-secure functions, ports, protocols and services. 5
. . Mechanisms exist to facilitate the implementation of industry-recognized cybersecurity
. Secure Engineering ) o o ] - ]
Functional equal Principles SEA-01 |& data privacy practices in the specification, design, development, implementation and 10
modification of systems and services.
Mechanisms exist to require the developers of systems, system components or services
to produce a design specification and security architecture that:
627 Secure system architecture and Buy a copy of ISO 27002 for control content: s co.nsisten’.c W.ith anq supF)ortive of the organization s.sec.urity architec.ture which is
. engineering principles https://www.iso.org/standard/75652.html esta?llshed within and is an integrated part of the organization’s enterprise
ional ) ith Developer Architecture & architecture;
Functiona Intersects wit Design TDA-05 | . accurately and completely describes the required security functionality and the 5
allocation of security controls among physical and logical components; and
= Expresses how individual security functions, mechanisms and services work together
to provide required security capabilities and a unified approach to protection.
. . . . Mechanisms exist to develop applications based on secure coding principles.
Functional intersects with Secure Coding TDA-06 Papp gp P 5
Buy a copy of ISO 27002 for control content: i i icati i inci .
378 Secure coding y py . Functional equal Secure Coding TDA-06 Mechanisms exist to develop applications based on secure coding principles 10
https://www.iso.org/standard/75652.html
Mechanisms exist to formally assess the cybersecurity & data privacy controls in
systems, applications and services through Information Assurance Program (IAP)
Functional intersects with Assessments IAO-02 |activities to determine the extent to which the controls are implemented correctly, 5
operating as intended and producing the desired outcome with respect to meeting
expected requirements
Mechanisms exist to conduct specialized assessments for:
= Statutory, regulatory and contractual compliance obligations;
= Monitoring capabilities;
» Mobile devices;
= Databases;
Functional intersects with Specialized Assessments | 1A0-02.2 |. Application security; 5
* Embedded technologies (e.g., 10T, OT, etc.);
* Vulnerability management;
= Malicious code;
* Insider threats and
Security testing in development and Buy a copy of 1ISO 27002 for control content: — - S Lo it - - —
8.29 . . Minimum Viable Product Mechanisms exist to ensure risk-based technical and functional specifications are
acceptance https://www.iso.org/standard/75652.html . . . ) i i o ;
Functional intersects with (MVP) Security TDA-02 [established to define a Minimum Viable Product (MVP). 5
Requirements
Mechanisms exist to require software developers to ensure that their software
Development Methods, i - i i
Functional intersects with . p TDA-02.3 developme.nt proce.:sses -employ industry: r.ecognlzed secure practices ff)r sv.ecure 5
Techniques & Processes programming, engineering methods, quality control processes and validation
techniaues to minimize flawed and/or malformed software
Mechanisms exist to require the developer of the system, system component or service
Functional intersects with Criticality Analysis TDA-06.1 [to perform a criticality analysis at organization-defined decision points in the Secure 5
Development Life Cycle (SDLC).
Mechanisms exist to require system developers/integrators consult with cybersecurity
& data privacy personnel to:
Cybersecurity & Data = Create and implement a Security Test and Evaluation (ST&E) plan;
Functional intersects with  |Privacy Testing Throughout[ TDA-09 | |mplement a verifiable flaw remediation process to correct weaknesses and 5
Development deficiencies identified during the security testing and evaluation process; and
= Document the results of the security testing/evaluation and flaw remediation
nrocescog
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
. . ) Supply Chain Risk i i isiti i i
Functional intersects with pply RSK-09 associated with the developrTTent, .aCQUIS.ItIOI"I, malnter?ance and dlsp9§al c.)f syste.ms, 5
Management (SCRM) Plan system components and services, including documenting selected mitigating actions
and monitoring performance against those plans.
. . ) Supply Chain Risk Mechani i iodicall ly chain risk i ith
Functional intersects with pply RSk-09.1 |Mechanisms exist to perlodlc.a y assess supply chain risks associated with systems, 5
Assessment system components and services.
Mechanisms exist to facilitate the implementation of tailored development and
. Technology Development o ) )
Functional subset of & Acquisition TDA-01 |acquisition strategies, contract tools and procurement methods to meet unique 10
business needs.
Minimum Viable Product Mechanisms exist to ensure risk-based technical and functional specifications are
Functional intersects with (MVP) Security TDA-02 [established to define a Minimum Viable Product (MVP). 5
Requirements
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Mechanisms exist to require the developers of systems, system components or services
to produce a design specification and security architecture that:
* |s consistent with and supportive of the organization’s security architecture which is
established within and is an integrated part of the organization’s enterprise
ional ) ith Developer Architecture & architecture;
Functiona Intersects wit : TDA-05 [ Accurately and completely describes the required security functionality and the 5
Design
allocation of security controls among physical and logical components; and
*» Expresses how individual security functions, mechanisms and services work together
to provide required security capabilities and a unified approach to protection.
Buy a copy of 1ISO 27002 for control content: i i icati i inci
8.30 Outsourced development y py . Functional intersects with Secure Coding TDA-06 Mechanisms exist to develop applications based on secure coding principles. 5
https://www.iso.org/standard/75652.html
Mechanisms exist to require system developers/integrators consult with cybersecurity
& data privacy personnel to:
Cybersecurity & Data = Create and implement a Security Test and Evaluation (ST&E) plan;
Functional intersects with  |Privacy Testing Throughout] TDA-09 [« |mplement a verifiable flaw remediation process to correct weaknesses and 5
Development deficiencies identified during the security testing and evaluation process; and
= Document the results of the security testing/evaluation and flaw remediation
NrOoceccog
. . _ Developer Configuration Mec.hanlsr?ws exist to require sysftem deveIoper.s and integrators t-o perform .
Functional intersects with Management TDA-14 |configuration management during system design, development, implementation and 5
operation.
Access to Program Source i i imit privi i ithi
Functional intersects with g TDA-20 l\-/lech-a nisms exist to limit privileges to change software resident within software 5
Code libraries.
Functional subset of Third-Party Management | TPM-01 Mechanisms exist to facilitate the implementation of third-party management controls. 10
Functional intersects with Supply Chain Protection TPM-03 Mecha nlsn.ws exist to evaluate security risks associated with the services and product 5
supply chain.
. . . . . Mechanisms exi miti he risk i ith third-par h
Functional intersects with Third-Party Services TPM-04 ec ? |s. s exist to mitigate the risks associated with third-party access to the 5
organization’s systems and data.
. . ' Third-Party Contract Mechanlsms eX|'st to .reqwre .contractua'l requwemen.ts f9r cybersecurity & data.\ privacy
Functional intersects with Requirements TPM-05 |requirements with third-parties, reflecting the organization’s needs to protect its 5
systems, processes and data.
Third-Party Personnel i i i i i i i
Functional intersects with y . TPM-06 Mechanlsms. e'x.ls.t to control personnel .securlty requirements including security roles 5
Security and responsibilities for third-party providers.
. . . Secure Development Mechani i intai | t kt
Functional intersects with ' p TDA-07 echanisms eX|st. to maintain a segmented development network to ensure a secure 5
Environments development environment.
8.31 Separation of development, test and Buy a copy of ISO 27002 for control content: Separation of Mechanisms exist to manage separate development, testing and operational
' roduction environments https://www.iso.org/standard/75652.html . . . . i i i i
p ps:// g/ / Functional intersects with Development, Testing and | TDA-08 env!ronments to reduce the r|sI-<s of unauthorlzec{ access or changes to the operational 5
. . environment and to ensure no impact to production systems.
Operational Environments
. Change Management Mechanisms exi facili he implementation of a change management program.
Functional subset of g g CHG-01 echanisms exist to facilitate the implementation of a change management progra 10
Program
Configuration Change i i i i i .
Functional intersects with g g CHG-02 Mechanisms exist to govern the technical configuration change control processes 5
Control
unctions] - i Test, Validate & Document o022 Mechan.lsms ex.lst to appropriately test and d.ocument prop?osed chang?s in a non- .
Buy a copy of ISO 27002 for control content: unctiona intersects wi Changes -02.2 |production environment before changes are implemented in a production
8.32 Change management . environment
https://www.iso.org/standard/75652.html - — — -
. Mechanisms exist to ensure changes to systems within the Secure Development Life
Functional intersects with Secure Development Life PRM-07 |Cycle (SDLC lled th h f I ch | d 5
Cycle (SDLC) Management ycle ( ) are controlled through formal change control procedures.
) . Mechanisms exist to require system developers and integrators to perform
. . . Developer Configuration ) . ) . ) .
Functional intersects with Management TDA-14 |configuration management during system design, development, implementation and 5
operation.
De-ldentification i i i i .
Functional intersects with ficat DCH-23 Mechanisms exist to anonymize data by removing Personal Data (PD) from datasets 5
8.33 Test information Buy a copy of ISO 27002 for control content: (Anonymization)
. i i
https://www.iso.org/standard/75652.html . . . . Mechanisms exist to approve, document and control the use of live data in
ps:// 4 / Functional intersects with Use of Live Data TDA-10 PP ) 5
development and test environments.
. Statutory, Regulatory & Mechanisms exi facili he identification and implementation of relevan
Functional subset of Yy, Reg : y CPL-O1 echanisms exist to facilitate the identification and implementation of relevant 10
Contractual Compliance statutory, regulatory and contractual controls.
Cybersecurity & Data Mechanisms exist to provide a cybersecurity & data protection controls oversight
Functional intersects with Protection Controls CPL-02 |function that reports to the organization's executive leadership. 5
QOversight
Mechanisms exist to implement an internal audit function that is capable of providing
' . ' Functional intersects with Internal Audit Function CPL-02.1 |senior organization management with insights into the appropriateness of the 5
8.3 Protection of information systems Buy a copy of ISO 27002 for control content: organization's technology and information governance processes.
' during audit testing https://www.iso.org/standard/75652.html
Mechanisms exist to ensure managers regularly review the processes and documented
Cybersecurity & Data ithi i ibili i i
Functional intersects with y : % CPL-03 procedures \{Vlthln t.h.elr area of responsibility to a?lhere to approprlate cybersecurity & 5
Protection Assessments data protection policies, standards and other applicable requirements.
Mechanisms exist to thoughtfully plan audits by including input from operational risk
Functional intersects with Audit Activities CPL-04 |and compliance partners to minimize the impact of audit-related activities on business 5
operations.

@O

Attribution-MeDerivatives 4.0
International (CC BY-HD 4.0)

Secure Controls Framework (SCF)

12 0f 12



	STRM Overview
	ISO 27002 (cond)

